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2. B5E * 2 * LUSH LDAP S35,
3. g * RINARSEE o
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4. BN * N P st o

()  tTumATEMEEXEOS.

B0, BAMBEX KOS, BN < EVEE P> <mOS >

S. *m[E: *iEEE * A LDAPS thi¥ * o
6. £ * BMIRE * PRINFIRIER.

LDAF Servers

Host Name/IP Address

Add a Server

General Settings

Auth Type

Search Bind DN
Search Bind Password
User Search Base DN
User Search Filter
Group Search Type

Group Search Base DN

Save Changes

7. B * 5 LDAP*,

192.168.9.99

Remove
Use LDAFS Protocol

Search and Bind ¥

msmyth@thesmyths.ca

OU=Home users,DC=thesmyths,DC=ca
(&(objectClass=person){|(sAMAccountName=%USER

Active Directory Y

OU=Home users,DC=thesmyths DC=ca

8. MREBNHXAFBIARS2BILIENR, BRE * MLAR BHEIE * .

0. ERIETNAINYWBMAMAFAREE, UWEAGEIEEHEERMER,
10. B * RIFEN * UMRFERINZE,

. REMAFZAF UEEAABAIUER, BT TIRE:

a BRH*AR*>*EF,

Show password

17



Create a New Cluster Admin

Select User Type

O Cluster @ LDAP

Enter User Details

Distinguished Name

CN=StorageAdmins,OU=Home
users,DC=thesmyths,DC=ca

Select User Permissions

) Reporting U volumes
) Nodes L Accounts
LJ Drives Ul Cluster Admin

Accept the Following End User License
Agreement

b. 3 FHFAF, B "User Type" (FFZER) &l ™ Idap* ", REBEEFRIAIAFNLE] "Distinguished
Name" (RI9#RR) FEH,

C. EFENR, BEENFABENIR,
d EMTRBIRLAPTFAIMN, RESRE * RIEZ
e Bl gIBEEEES ",

M7z, EHEFEE Active Directory 2B,
ExFbF T, EM Element Ul S, ARLUZAFRRABARSMEMER.

{8 Element API 3 LDAP &{/I%3iE

%ﬂl«)@ﬂ%@ﬁ%%éﬁ’——jﬂﬁ LDAP ARS328HISEM. X1¥, LDAP BEERFLAIUUEFEERFNEFMEARLIHEN

1EB] LAEF Element B R &S, Element API ECE LDAP » IS {ELBENB T tN{A{ER Element API EZE
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LDAP .

B £ SolidFire 285 FFF LDAP B9181E, BB fER EnableLdapAuthentication APl FiATEEE B

FA LDAP B {7351l

TR

1. B4cfER EnableLdapAuthentication APl FiATESEEE EE A LDAP S{25E1E,

-

2. WAFRERESE

[SEYe)

"method" :"EnablelLdapAuthentication",
"params" : {

"authType": "SearchAndBind",

"groupSearchBaseDN": "dc=prodtest,dc=solidfire,dc=net",
"groupSearchType": "ActiveDirectory",

"searchBindDN": "SFReadOnly@prodtest.solidfire.net",
"searchBindPassword": "ReadOnlyPW",

"userSearchBaseDN": "dc=prodtest,dc=solidfire,dc=net ",
"userSearchFilter":

" (& (objectClass=person) (sAMAccountName=%USERNAMES%) )"

by
"id" . "1"

"serverURIs": [
"ldap://172.27.1.189",

3. ERUUATSHMIE:

{FRAEEL Description

AuthType : SearchAndBind EBREHRERARERSKFEEEREHITE MR
}LEE’\J)EHF', ABRELANMHZI B HRIEESEZA

groupSearchBaseDN : DC=prodtest , 15E LDAP W IRIE RAMMUE, EAREIH,

dc=solidfire , dc=net FAVER TR, IR LDAP WIEFE K, ErJaE

HERHIRE NEREANFRLUR D RETE,

userSearchBaseDN : DC=prodtest , dc=solidfire 5% LDAP WHHISIERAFPIUE. FEAREIH

b

groupSearchType : ActiveDirectory

dc=net

, Bl MER T AR, W3R LDAP HIFE X, &R
RERERHIRENERAN T LU ME R EL

&M Windows Active Directory fR55281E LDAP AR
2%
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ERANESEH Description

' ( sAMAccountName=%USERNAME% ) (
userSearchFilter: userPrincipalName=%USERNAME% ) ) "——
“ (& (objectClass=person) (sAMAccoun

tName=%USERNAMES) ) ”

E(FH userPrincipalName (BT & FAVE FHR4
ht) , EEILUR userSearchFilter R4 :

“ (& (objectClass=person) (userPrinc
ipalName=%USERNAMES) ) ”

&, EREE userPrincipalName
sAMAccountName , fERJLAERLLT
userSearchFilter .

“ (& (objectClass=person) (

#)A sAMAccountName 1ER (15 RE] SolidFire  searchBindDN
SRR, XEIRERIET LDAP 7

sAMAccountName BMHIEREREAEIEENAF

2, HIBIEEPRHISTE objectClass BIEFEER

"person’ " fEANEMNEE.

XERATFIEE LDAP BRMAFEAFIAI92¥#%  searchBindPassword
#Ro XF Active Directory , BERAHZ NAFPER
userPrincipalName (BB FHB4HIIEAET)

EX U T, EM Element Ul 3EsH, ARLUZAFRIAR SNERER.

&E LDAP #E R

£ "Cluster” JI-E L8 "LDAP" T L 257 LDAP {58,
() =aExE DAPEERE, KARAM LDAP,

1. 25/ Element Ul &F& LDAP F4(E R, 158 E * &8 * > *LDAP *,
o * EHH /IP Hidk * : LDAP = LDAPS B RIRS25AAL,
o * BRIIERE < : AR BMRIESE. TTEEE:
- HiEYE
* EERHYE
° *{EZUE DN* ¢ ATFERUNAFHIT LDAP #ERTLMRE DN (FEX LDAP BEREEHER?|
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HIRAPR) o
o * JUZMTERD * . BT X LDAP IR E81A 1R 1T B IIFRI AL,
o * AFIEREN DN* : BT FRAFIERMMIEL DN . RABMNIEEMLEIERTH,
° * AP RS ¢ . EFRENEBRAUTRSE:
* (& (objectClass=person) (= (sAMAccountName=%USERNAME% ) (
userPrincipalName=%USERNAME% ) ) ) °
o *AERAE ¢ . BTFIEHIERNIIARIERITILISMVIEREE, AIREE:
* Active Directory : FAFHIFTE LDAP ARVERERL B A&
* A AT
* Member DN : f5: DN #=Xp9E (BF) o
o * (RIS RER DN* © BT FRAIERMINAIERL DN . AFEEMIEEMELE TN,

° * MWXAF BMIIE * : BCE LDAP f5, fERLLEBUN LDAP ARS520IA A RMEB S HI0IE. A
EEERIKF LU LR, AR ERA oM MAARARES, ErUERXEEREUEEEEIE
SREERIER,

izt LDAP B2E&
BCE LDAP &, &M {EFA Element Ul 5 Element APl TestLdapAuthentication AN EHFITINK,

g
1. Z2{FEA Element Ul i LDAP FEE, IFHITLLTIRIE:
a. B * &8 "> LDAP*,
b. B * ik LDAP BHIEIIE * .
C. fEATRPIE AR R

HIRHEE Description
* HEBCEM userSearchBaseDN FiHAZREK
xLDAPUserNotFound BB E A,

* userSearchFilter BCEAIEH,

* BARAR 2B LDAP AR, BR{H

xLDAPBindFailed (Error: Invalid Y22 ED AR 1EHR,
dential
credentiate) © EMANASE2EH LDAP B, Bk
FEREERA.

LDAP ARs528 URI R 1EH,
xLDAPSearchBindFailed (Error:

Can't contact LDAP server)
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BIREHE Description
QAR R ZEEE R ER.
xLDAPSearchBindFailed (Error:
Invalid credentials)

userSearchBaseDN & LDAP WHBIE L
xLDAPSearchFailed (Error: No Bo

such object)

* userSearchBaseDN & LDAP HHEYERL
xLDAPSearchFailed (Error: &,

Referral) .

userSearchBaseDN #
groupSearchBaseDN i FH#EMN OU 1, X
AIRER 5| AR ERENRIE, IRERRARRE
FERFPMAEA DN ZBEHFEE OU (fa0:

ou=storage , cn=company , Cn=com

)

2. ZEF Element API Ui LDAP B2, 1EHRITLUTIRIE:
a. A TestLdapAuthentication 757%.

"method" :"TestLdapAuthentication",
"params" : {
"username":"adminl",
"password":"adminlPASS

b
Ty

b. EFLR. IR API EHARY), SERFEEIEEERFNAIDPRMUNAFFERAT IR,

22



{
"id": 1
"result": {
"groups": [

"CN=StorageMgmt, OU=PTUsers, DC=prodtest, DC=solidfire, DC=net"
1,
"userDN": "CN=Adminl
Jones, OU=PTUsers, DC=prodtest, DC=solidfire, DC=net"
}
}

/A LDAP
@] LU{ER Element Ul 253 LDAP £/,
ez e, BNICTAAEEREIRE, RANZA LDAP SEBMFIEIRE,

p

1. g5~ &85 * > " LDAP ",
2. 8EH 8B,

3. B * 22 LDAP*,

THREZER

* "SolidFire ] Element ZR {43 #4"
* “EFTF vCenter Server #J NetApp Element 355"

BEEN RS

&EILATE Element Ul REE RS, HRGREERAZEES MWL, BEEHILE, XFK
HIERIEINE (FIPS) UNERIMNIZAEE,

* "ERZERSHIIE

* "RREERIRE"

* "BIEEZHF FIPS IRThagAVEREE"
* "FHafERIMNIE IR EE"

BXIFAER ...

* "SolidFire A Element {43 #4"
* "\ AT vCenter Server B NetApp Element $H 4"
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ERZARS NI

ZRRFMEIE (MFA) BEZ2MEMR2iES ( Security Assertion Markup Language
, SAML) EAZE=AHEMRMHER (1dP) KEEAFRIE, B MFA, BRI
RIEFEREREMBHIRIERER, FIMNZEHXAEEUREBNEFHEHES.

WEZREZS DRI
B LUEE Element APl ERXLERE AT BRIGEER UFERAZRESHIIL,
BEXENAPI FERNFAE R, 1550 "Element APl &,

1. @I AT APl 57EH L JSON H8TUEE 1dP JTiiE, NEHCIEFNE=S S RMHIEF (I1dP) &
B CreateIdpConfiguration

ME=7 IdP HFRAXAEREY |dP TR FTEIIFLL TR, MHARETE JSON FI8iER. ErILifE
%% JSON &2 ABTER, fI90: https://freeformatter.com/json-escape.html o

2. J@id spMetadataUrl #0ZREEBETTEUE, BITABLUT APl FEEHIFIE =7 1dP :
ListIdpConfigurations

spMetadataUrl @— URL , AT MEEHH IdP RIRSIRMETHIE, UWERIEEXR.

3. E%EE IdP EEZE SAML #rS, FHES "NamelD "B, UWEANSFEZAEICFMNE S EHERIRHIB

4. @BIIEALLT APl FFERIE— MRS NMEIE =T |dP SHIIEREREIER K LUEI TR
. AddIdpClusterAdmin

@ IdP EEBEERNAFR NS5 SAML BHERR / EMURILEELERGPIRMER, U TRFEIFR

° email=bob@company.com —E |dP EEEAFE SAML BB F i,

° group=cluster-administrator —E/ |dP EcE AEMPIE AR BN EGIHRNRNARM. EI8, HF
Z2E[E, SAMLBUE/ BEMEAKRNE,

S. W IAALLT APl 57 N5%E BB A MFA . EnableIdpAuthentication
THREZER

* "SolidFire #1 Element 3 {4 32t4"

* &M TF vCenter Server #J NetApp Element $&{4E"
BTFZRZSHRIENEMNER
BN THRUTSZRESHIRIEEXENERE T,

ERIFHABEENE P IEFH, BEREEHRIE IdP BEEGAFERBUT APl 5iE:
UpdateIdpConfiguration

* MFA 5KE/NF 2048 (INERARRD. RRINBERT, RASESEE L6IJE 2048 (i SSLiEPH. ERE API
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FER, MOBRISERV/NIIER: setSSLCertificate

@ NREBHERBNEBEALRBINNT 2048 iI, MTEFALKE Element 12.0 SNEShAE, B0
£F 2048 (IS EShRARIEREHEEHED,

* IdP EERAFP AR TEEAR APl (fI30i&@id SDK 3% Postman ) st FEMERR (5130 OpenStack
Cinder 3¢ vCenter #iff) . MIRFECIEZEBXLETIRENAF, 1571 LDAP &5 5 P el Asith & 8%
BIERAF,

THREZA

ong

5\

* “{$F Element AP| BIE7Z{E"
* "SolidFire A1 Element 2R {4 CA4"
* "I&FF vCenter Server Y NetApp Element 4"

FESISE

& UM Element Ul B9 Cluster iEI R EEMERER CENREHAITEERTHES,

eI LIECESFHARERE, <FiAR, TWME, E#E, SnapMirror, I NTP I HEZEF ik,
I

* FERARENE

* £ Element #1 ONTAP £8# 2 (81 f SnapMirror £

REEHSRNE

* BRMZRAZEAR

* "§fAIHE Element BYIRZS 8] E{E"

* NEEEANERNE

© BIRERAKFIEE

* IEBEEE AR BT N ARSS 25

* B SNMP

© BIEIRENER

. BB S

© BIEEIMMLE

* EENRMEEROFAES

THREZER

* "SolidFire #1 Element R {4 314"
* “EHTF vCenter Server #J NetApp Element $H{5"
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NEEERANERTNME

A SolidFire &8, &R UM FEEEEF IR ERFIE = REUREHITINE, ErILUER
E—AFEEECENX BMZRN2: (SED) BRRIP "EF B =RINZE",

EB] UM Element Ul 5% APl BES Iﬂﬁ@#ﬂﬂ o BRTHBEHNENREARASTMERIMRETNER, EREE
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* "iIEATF vCenter Server f NetApp Element 4"

EEE 7 HTTPS = FIPS 140-2
& BT LIfSEFB EnableFeature APl /53554 HTTPS @S5 FIPS 140-2 1&F&E=,

fE&B NetApp Element B, ERILUEIRESE EERBKAESREIRE ( Federal Information Processing
Standards , FIPS) 140-2 #2{FiE. BEIEIVEECENetAppIIZE R £1EH (NetApp Cryptographic
Security Module. NCSM). FH 3@ EHTTPS5NetApp Element UIFIAPIHITRIFR G @ESEERAFIPS 140-2 14%3A
IEANZE

B FIPS 140-2 BRGE, T2BEHEZA, B FIPS 140-2 G, EEPHNES N T SEHSEH
@ BohHFizTEK, UHIR NCSM BIEMBAHTE FIPS 140-2 INEHER 51T, X=SHEH L

NEENEFEERED, EFARY, HERIEEENIFREEIMEIURMHERMNZENGNA B
R AR

E;éﬁéﬁirﬁ_,%\: -‘LEEE%JI—IL: Element API 1%_1§\0

UTEBEFEA FIPS 89 API iR :

"method": "EnableFeature",
"params": {
"feature" : "fips"
b
"id": 1

BRIRERING, FiE HTTPS BEERGER FIPS 140-2 HUERERT,

THREZER
* SSL Zi5
* “§F3 Element APl EI27F{E"
* "SolidFire 1 Element ZR{4 344"
* ST vCenter Server B NetApp Element $H 4"

SSL g

SSL ZEF N AREILZDEENMEEE, Element NEZHFHFERY, MREMA FIPS
140-2 ¥R ILBT N ST HFIFPR AR RS,

IATFFIRRMET Element REZIFHIVER EERFRE (SSL) ZBLUINER FIPS 140-2 1RV #5#7 SSL

AN

* BEXH *FIPS 140-2*
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tis. DHE_RSA_WIT_AES_128 CBC_SHA256 (DH2048) -A

tis DHE_RSA_WIT_AES 128 GCM_SHA256 (DH 2048) -A

tis DHE_RSA_WIT_AES_256_CBC_SHA256 (DH2048) -A

tis. DHE_RSA WIT _AES 256 _GCM_SHA384 (DH2048) —A

tis ECDHE_RSA_ WIT_AES_128 CBC_SHA256 (secp256r1) — A
tis. ECDHE_RSA WIT _AES_128 GCM_SHA256 (secp256r1) — A
tis ECDHE_RSA_ WITE_AES 256 _CBC_SHA384 (secp256r1) —A
tis. ECDHE_RSA_WIT_AES 256 _GCM_SHA384 (secp256r1) —A
tls_rsa_and 3DES_EDE_CBC _SHA (RSA2048) -C
tls_rsa_and aes 128 cbc_sha (RSA2048) —A
tls_rsa_and aes_ 128 cbc_SHA256 (RSA2048) -A
tls_rsa_and_aes 128 gcm SHA256 (RSA2048) —A
tls_rsa_and_aes 256 cbc_sha (RSA2048) —A
tls_rsa_and_aes 256 _cbc_SHA256 (RSA2048) -A
tls_rsa_and_aes_256_gcm_SHA384 (RSA2048) —A
tls_rsa_and_Camellia_128 CBC_SHA (RSA2048) —A
tls_rsa_and _Camellia_256 CBC_SHA (RSA2048) —A
tls_rsa_and_ide_cbc_sha (RSA2048) —A

tls rsa_and rc4 128 md5 (RSA2048) -C
tls_rsa_and _rc4 128 sha (RSA2048) -C
tls_rsa_and seed cbc_sha (RSA2048) —A

B2 * FIPS 140-2

tis. DHE_RSA_WIT_AES_128 CBC_SHA256 (DH2048) -A

tis DHE_RSA_WIT_AES_128 GCM_SHA256 (DH 2048) -A

tis. DHE_RSA_WIT_AES 256 CBC_SHA256 (DH2048) -A

tls DHE_RSA WIT_AES 256 _GCM_SHA384 (DH2048) —A

tis ECDHE_RSA_WITE_AES_128 CBC_SHA256 (sect571r1) —A



tls. ECDHE_RSA WIT_AES_128 CBC_SHA256 (secp256r1) —A
tls ECDHE_RSA_WIT_AES_128_GCM_SHA256 ( secp256r1) —A
tls. ECDHE_RSA WIT_AES_128_GCM_SHA256 (sect571r1) —A
tls ECDHE_RSA_WITE_AES_256_CBC_SHA384 (sect571r1) —A
tls. ECDHE_RSA WITE_AES 256_CBC_SHA384 (secp256r1) —A
tls. ECDHE_RSA WIT_AES_256_GCM_SHA384 (secp256r1) —A
tls ECDHE_RSA WIT_AES 256 _GCM_SHA384 (sect571r1) —A
tls_rsa_and 3DES_EDE_CBC _SHA (RSA2048) -C
tls_rsa_and aes 128 cbc_sha (RSA2048) —A
tls_rsa_and_aes_ 128 cbc_SHA256 (RSA2048) -A
tls_rsa_and_aes 128 gcm SHA256 (RSA2048) —A
tls_rsa_and_aes 256 cbc_sha (RSA2048) —A
tls_rsa_and aes 256 _cbc_SHA256 (RSA2048) -A

tls_rsa_and aes_256_gcm_SHA384 (RSA2048) —A

THREZER

ong

EEE A HTTPS BA FIPS 140-2

FiafE AN R THEE

ShERZEHEIE ( External Key Management , EKM ) B S5EEEIMMBZEAIRSES (
External Key Server , EKS) #&{FER, TSN (Authentication Key
AK) BIE, EXMERT, oJUERXE AK SIEMESBNZRE2E (SED) "W
nE" B1ESE LB, EKS AIL LA MMNEF E AK . SR FIREAEIELIRESED
I ( Key Management Interoperability Protocol , KMIP )  ( OASIS & X HIFRANY)
5 EKS #17815.

R ESNEE

* "ENZE REST EZR ARG NEZR"

* "IERAIFIR S B3 I R"

* "SMEREREAEIE APl S

THREZER

* "CreateCluster APl , Al TFRERATNIRHEINZE"
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* "SolidFire A1 Element ¥R{43744"
* "B HARRZASHY NetApp SolidFire #1 Element = GBI SCRY"

REIMITAEE
ERILURBBUAT S BIRIE, FHEEMATIHAY Element APl A BEIMNIZIAEIEINEE,

ERBHNE
 MREGIDTHERSTRRAENBLSER, NEERRAZRRAME CreateCluster’ 753%,
e

1. S5NPEAMRSE (EKS) RUBEXR.

a. @IIFALT APl 753%, 7 Element £ 82—t/ THERN, BTSEARSSEZILEEXRR
"CreatePublicPrivateKeyPair"

b. SREERBMANMEBEEBINERERZIERK (CSR) ., EiE CSR, HHARSEIAIUNIEEHINZ AR
Element S8R B E1EN Element S£EHITHH I, ABLLT API FA:
"GetClientCertificateSignRequest"

C. f£f3 EKS/ IEBMANMIFTILREIN CSR #ITE R, BXRIFMER, BENE= XM,

2. 1E5:8F FOIRARSSEBRFNIRMAZF LIS EKS #H1T@EE. HRRMERFATEXIMALIRINZESR, RS2EA
FEXBSZBEN EKS B ER I,

a. BI A LT API 757582 R ARSS ¥ S BFRERVRIRRMIZRF . "CreateKeyProviderKmip”

b. EFEMALUT APl 753%, BIZ—PMRHEHEBMANANEZIEBNAB BRI BNEIRRSE:
"CreateKeyServerKmip" "TestKeyServerKmip"

INRMARY, BEIEERIRS SFERNECE. AREEN,

c. @ ERA LT API A E ARG SR AMEIZIRIRMHIZEF AT "AddKeyServerToProviderKmip"
"TestKeyProviderKmip"

NRMIAR, BRIEERIARSS BREENEE, AREEM.

3 HITUTREZ —1EATRMENT—F !

a. (BF=WHEGNE) BR "=REGINE" @ ERREHA T EEEANZRIRS SSMENZIRMH
#2FH ID "EnableEncryptionAtRest" APl %o

@ BB ERATHINE "API", ERIAE Element Ul 25 B AT NINZEERANIBAERL
A ThRERH 1T R £ R EIE R,

b. (BFZ=WRHEME) "Z=RNGINE" BEFERHIBNEZHRIRMERER, EREZHIRMERER ID &
"RekeySoftwareEncryptionAtRestMasterKey" APl 757%.

THREZER

s "REE S RMZRmE"
* "SolidFire #1 Element {14 3C#Y"
* "EHARRZASH NetApp SolidFire 1 Element F= GBI SCRS"
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E#TgE REST TEANURAIIEEA

ERILAfEA Element API EXTISEM AR ANEH, LWERRAINIEREERIRSFCE
— PN EREER. TERRAITRVFNEES, AEFSEFSES,

TR R BEEU TIREZ —PEMMKERA:

* EMRERERAEEEIMNIEAEENE BIREF IR ER.
* QUE—NIESH, (FANK2BEXEMIENIIR,

@ I RRFIH, EEMKERIHRIETAZANREIMN, ErRILGEA "GetAsyncResult” I R4
BT U BB H R AR TR TS %o

BEENHRA
s KEFERABATHIMINE "CreateCluster" /57%, TR, ZEHTEESE, UAEE IIOFEH ...
"9510c8e68784d05achae2e947dde3cd8" TEMLEREZ BT, HAIMAESH enabled o

* BB "EILEEXA" 7 SolidFire EEMIMBZ AR 2 (EKS ) Z[8l, BT "TestKeyProviderKmip"
BTFRIERE BRI SZRRHEFRIEENS .

TE
1. 3BT "ListKeyProviderskmip" sn S HEHIZIHIRMEIERF ID (keyProviderID) o

2. 1&17 "RekeySoftwareEncryptionAtRestMasterKey" ¥ keyManagementType BEIZEN external ,
¥ kxeyProvider1D fEAN E—FHEIHIREIZEFD ID HS:

{

"method": "rekeysoftwareencryptionatrestmasterkey",
"params": {
"keyManagementType": "external",
"keyProviderID": "<ID number>"
}
}

3 M RekeySoftwareEncryptionAtRestMasterKey ik EVAS k=Ll asyncHandle {Bo

4. 51T "GetAsyncResult" & E—4H M asyncHandle ENHS, BFRINREENR, EaaEiA, &
NERIREZAEECERANEBRERHITEN. SRMEBHRMHER D, UHHEEER.
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"id": null,
"result": {
"createTime": "2021-01-01T22:29:182",
"lastUpdateTime": "2021-01-01T22:45:512",
"result": {
"keyToDecommission": {
"keyID": "<value>",
"keyManagementType": "internal"
br
"newKey": {
"keyID": "<value>",
"keyManagementType": "external",
"keyProviderID": <value>
bo
"operation": "Rekeying Master Key. Master Key management being
transferred from Internal Key Management to External Key Management with
keyProviderID=<value>",

"state": "Ready"
}y
"resultType": "RekeySoftwareEncryptionAtRestMasterKey",
"status": "complete"

5. IB1T GetSoftwareEncryptionatRestInfo 3L UAMIAFIZHIEMESE (B keyProviderIiD) B
E#fo

"id": null,
"result": {
"masterKeyInfo": {
"keyCreatedTime": "2021-01-01T22:29:182",
"keyID": "<updated value>",
"keyManagementType": "external",

"keyProviderID": <value>

b

"rekeyMasterKeyAsyncResultID": <value>
"status": "enabled",

"version": 1

by

THREZER
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* "EH Element APl BIE1E(E"
* "SolidFire #1 Element FR{E>74"
* "SEHARRZSH NetApp SolidFire 1 Element = GBI SCRS"

R E AR IRI B TR HY & I IEEE 1A

B, Tﬁu%kiéﬁgﬁﬁ)ﬂ:ﬁﬁﬁ’]%mo MREERIR, FEMEENE FRASREEHE
AE3) - TR T MR PTBERYIB o

BT KmipServerFault S£85#0%, SR AMBIIRTNES.
HEHBRBE, BIRRSV[BAMERIFAZEZHANT BN, AL EXMER.

1 IZRERMIENNE (MRE) FHMESBHITERE.
AJBERIRE sliceServiceUnhealthy #(&, EANTHiERENZZEIRICA Failed HET "available” K7,
AR
1. EHARMIEENER.
2. 3% 4 DG, HKE sliceServiceUnhealthy HIEREE B,
BB REHEARE BXFAER ..
SMEREREAETE APl SR
S AT AT EEMECE EKM BIFRE API .
BT AESHSERRERNINIRSSHEZERILEEXR:

* CreatePublicPrivateKeyPair

» GetClientCertificateSignRequest
BFEXZEFHENIMNIRS SFFEIFAER

* CreateKeyServerKmip
* ModifyKeyServerKmip
» DeleteKeyServerKmip
» GetKeyServerKmip

* ListKeyServersKmip

» TestKeyServerKmip

AT eI 4:r B T SRR AR S SRR AR MIZF |

» CreateKeyProviderKmip
* DeleteKeyProviderKmip
* AddKeyServerToProviderKmip
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* RemoveKeyServerFromProviderKmip

» GetKeyProviderKmip

* ListKeyProvidersKmip

» RekeySoftwareEncryptionAtRestMasterKey
» TestKeyProviderKmip

W%

oif

ZiER"

BX APl HERER, 1EE "API

BEENENE

&R UM Element Ul BEY Management 1T -REIEIETT Element B4RV EEBE P AVEUIE,
gﬁﬁ HEHEIENEESIECIEMERIUES, S04, BoifERFMRSHEE (QoS) &,
- B
* "EREMNE"
* “EREIANAMBIER"

BXIFAESR ..

* "SolidFire A Element ¥R {4 314"
* "i&ATF vCenter Server fJ NetApp Element f&H{4"

fERE

SolidFire RAFEREREFE. B2 iISCSI TN BER P imBEMEIHRRIESE. M
"Management" &I _ERY "Volumes" TWEF, ErIUET =S ECIE, &R, =EMBIFR
o BRI LIEFEBXEH M /0 FERIBRNAITER.

THREZER

* "EIEARS P E SRR

* RIS
*"BEENENMREFAEE"
* "RIEETNE"

* "HERE"

* "EREMRRE"

* "ERE"

* "TEfEE"

* "} LUN ffcéarisrmes”
* "} QoS REEN A TE"
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* "HFRER QoS HEBEKEX"
EIEARS 2R

BERSHRE (QoS) HEE, EAUSEBRNREINATFZIEMNINENRSREIRE.
&AI LM "Management" 3EII£_EH "QoS Policies" T1ImEAIEE, ZRiEMMIER QoS K&,

@ MREANZ QoS K&, BENMEEABENX QoS . BEX QoS BEZMIAEE QoS KEMN
QoS %E%{Eo

"NetApp f15%i: SolidFire IR R = HRAR"
EEN "HEEFIRSFRE"

* Bl QoS K&
* 4548 QoS KA.
* fIBR QoS Kk
Bl QoS &I
EAILLEEE QoS HREEH T RIESERNAT .

—_

R EE > QoS WRB& ¢,

2. B~ B QoS KL *,
3. BN * REERFR
4. AR/ IOPS* , &K IOPS* &% IOPS* {&,
5. B * BlIZ QoS H& *
448 QoS FhE

ERILAELRILA QoS SREEHIZINIE S L RIS KEXAYE. BN QoS REEZF M S LRI XIKBIFIE .

—_

- R B Y > * QoS HHE *,
2. BEEYRIEN QoS HAEX AT "Actions” ElFT,
3. EETHINER, HEFE " HE"
4. £ * YR1E QoS HREE * IHFEF, RIBFEENATREML:
> Policy name
° &/)VIOPS
° &KX IOPS
° XK IOPS
S BE * RIFE
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fiF: QoS HE&

TR LAMBRA B FEERY QoS RE&. MIFR QoS tRE&HY, S5IZRIEKEXMIFMESEZRE QoS iKE, EFRR5%E
PEREEKEX,

() WREHEUESS QoS HBEMXEL, MATLUEZEN QoS REERNEEN.

1. %8 * BE * > * QoS K& *

2. BEHERIPRE QoS KRBT "Actions” El#T.
3. ERRMIZIERAR, EE bR~ o

4. HaINRfE,

THRESER
* "HIFRER QoS SRR XEX"
* "SolidFire #1 Element FR{F>C#Y"

* "i&EATF vCenter Server #J NetApp Element 4"

ong

EBE
SolidFire RAFEREILEF B, & ISCSI I BER F imEid ML IH R R,
M "Management" &I~ _EBY "Volumes" TTEF, ERIUET R LEIE, B, Z=EMMBIFS.

tIEE

BB B— N EH B ZESH TP EXE, SNEEUME—MKPEXREE, @it xBE, tkP el LUER
CHAP ZiE18:1Y iSCSI| Boii2F ka5,

TR ITE eI EEHAIBINEETE QoS K E.

1 IEFE BB >*5",

2. B QIESE

3. £ * SIS * FHEED, WA BRI
4. MANBHEKN,

() #ABAIEERL GB N1, EAILUEALL GB = GIB AEBMIA/NSIRE:
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5. REEE * RA/N

6. B * kP * ThIPIR, AEEENERIFEIEHK,,

-
T
-
T
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° REXE: B THRIBEMF X R SnapMirror SRESHIITXIFAEE. EMCIELLXRER, BELE

ICNO
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2. % BME BT, ARRE RAEHES .
3. WIAELE
REAEFESREFUR—NAR, FUERD, PERENRITENAGREEERTE (
XESHRNLR, ENIBXRANAGE) . ATRABABER, RABIR— 58
()  teFEAGERESHHER NG Element &, FHBHE—15 A sm-recovery BIELIA

QoS Hk&, H58 7 sm-recovery BIENIAMF XKEBL, EFEEFnhimiE SnapMirror SIERIFRE
HHIMK T QoS FEhE, BB HERNIRBRS,

ERAEMRETIEER, SMREBHVEEREREE, E0 B850 Birik ERSESEHEES N
1B, BEHREMEVBEXRZE, BREBASEMNEIEENEAE ENFHNIT SnapMirror B, STRRKR
EEMRSHBERE TR LNERERTMEREEEMBELUTREEE LG, BRERITUTIEIU
TR EMEHERMAERIEEE:

- BERAEHRETZREHECIRIREAXRD © ##1F * BiR, ARSE * i,

- BEREAFENRIGXRRR * 121F * B, ARSE MR

- BEDR 4 RRTRIREXRB * 1 * Bif, ARRE* REEHEAD *o

- XFRREFNMBET, ASRSREXAEGHENEFRNEETXR.

- B 420F ¢ EIARAD * 4miE ¢ LUERZIE TRIRIE QoS REEMITHNIREEMIEX Ao

- IE, AURetESE 6 FRAERRIHNREXR.

© 00 N O o N

THREZER

SnapMirror ERE 1A=
7T M ONTAP %l Element B9{E G — x4 1E %

BE, 7EfER SnapMirror MIiE1T NetApp Element {489 SolidFire 1Z&5E2%I ONTAP
R HITRAEMER, Element 2J8, M ONTAP @Bir. EE, ERLEBERT,
ONTAP ZE RS R] LIAEIR, M Element BJLUBIEB T,
* FERMER:
o RIREERMEMEXR, KRRIIRELEPNFIE L BHITIRE
° %EET?EWX’EWE%%, ERTFIEBRNEZ BARFELXR, EXMERT, BNRITTENSE 3

BEENAR
* Element BT =41 AI ONTAP 3f(a),
* WIME A Element &2 H SnapMirror i,

&AL hostip : /lun/<id_number> BIZI5TE Element BARrE&1E, HH lun EFFRE “lun ",
id_number 2 Element &/ ID o

HIB
1. {#F ONTAP 85 Element &YX A
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snapmirror create -source-path SVM:volume|cluster://SVM/volume
-destination-path hostip:/lun/name -type XDP -schedule schedule -policy
policy

cluster dst::> snapmirror create -source-path svm 1:volA dst
-destination-path 10.0.0.11:/1un/0005 -type XDP -schedule my daily
-policy MirrorLatest
2. {EF3 snapmirror show F<IIER T E I ONTAP X%,
EZ 0 ONTAP X EXBIEEFIXANER, BXTENGLIEE, 155 M ONTAP FH DL,
3. £ ElementCreatevolume API 832 BirEH 1§ BinE A nENIZRE ) SnapMirror :

{# A Element API 813 Element &

"method": "CreateVolume",

"params": {
"name": "SMTargetVolumeTest2",
"accountID": 1,
"totalSize": 100000000000,
"enablebl2e": true,

"attributes": {1},

"gosPolicyID": 1,

"enableSnapMirrorReplication": true,
"access": "snapMirrorTarget"

b

"id": 1

4. {5 ONTAP snapmirror initialize BRI ERIZKER:

snapmirror initialize -source-path hostip:/lun/name
-destination-path SVM:volume|cluster://SVM/volume

FHIPMIERE

BRI LB EE D FIEREIELMh SolidFire 7&K S Amazon S3 8§ OpenStack Swift A
I =R 3T RTESE,

M OpenStack Swift 5f Amazon S3 ER&ERN, ERBEREENIEFTHERER. IRBELRERNERTE
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SolidFire fFiE R4 L&MNEY, WAFEFRFES.

THEZER
* BERKDE Amazon S3 JRESE
* ¥ &EEDE) OpenStack Swift IR 1FE
* B5&MDE SolidFire FFiE5EEE
* M Amazon S3 MR FE _LHNENERE
* M OpenStack Swift X R 1Ffi& LNENERS
* M SolidFire &8 LBNEHIERE

BEE%E Amazon S3 WRTZE

1] \
1 L:\

1.

TE LU EE D RS Amazon S3 FARRIIMNEITR1F(E.
BH BB >,

2. BREBHMEXLA "Actions” EltT.
3. ZETHNEH, BEEHE"

4.
5

£ EMED * NEER F FE T, ®EEF S8,

- TE BRI TR ED

* R4 * . RE SolidFire IFE RS AT LUEEXBIEZERE .
o * RKESE * . SHMASKRANRE S

6. 7 * TR * FRPBAATHRNREFENEN B
7.
8
9

£ * hiR)E3A ID* FERPRNIKFBIIARZER ID o

- 12 MEIGRER * FEPEAK S B ZI R E R,

- ¥£ * 83 Bucket” FEXPIMARTEFEE IR S3 Fi#5 o
10.
1.

£ * BIITRIE * FERPAMANENINERIZAIR MRS
B FHIRIREY * o

5£%19 % OpenStack Swift 3R 17 &

1] \
7 L:\

TE LI EZ DS OpenStack Swift FEBEHIIMNEEITRIZHE,

- BEHECEE B

BHEFMPHEIRE "Actions" ElHR.
EETRHRESR, BE - EHE
£ * ERE D * FHEEN * FHE* T, %EEFE * Swift*,
£ * BUBAET * TEE—MEEg =
*JR&E * 1 RE SolidFire FFE RS AT LUREXRIEZaME o
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° * RES * . SHMARFRBHIREEER.
£ * URL * FERFHANR TR RFER URL o
£ APR  FRPYPRWAKFARNAF R,
£ * SHWIEERR * FERPBAKFP BB HIIER R,
£ * A& FRPBABTEEEHIES.
10. * \IE * 1 1F * BIFRIE * FRAPWAZMINBIFIZHRFRRIE.
M. BE * FRIRE * o

© © N ©

¥EE11 5 SolidFire 1ZfiEEEEY

X FIB1T Element MEFHFMESERF, ErILIREE LNES&EDEITIZERT.
MBRREEA BIRERH B R,

BB WEEHITRM UHITES",

ER—NEHENHERI S —IEHN, RASER—1EH, ATEEHZE#ITEMNEIE, LHHtEEEAN
B FRERR BRI TRMNIIE, MTESABRENER—ENZ2YE, ERHIERIRED, &F
BEMEMEERMEEENTH, RAEBFRLRE,

1. EEMEEL, R -BE > 5",

2. BH PRGN "Actions” ElfT.

3. EETRHIRER, B2E M ER.

4. 7% * EROEIR * FHEER * M ER T, 1% * SolidFire * o

5. 1F * HUBRER * TkEFE— A

° * [R4& * : R SolidFire T7i& R4 A LURBRBIEZEE o

° * RER* . SEHMAARBHERESEN.

B ERER

RZSAM * HHELETS NE * EESHIFI SR,
TERERHLE, BRI BE >*5,

B EBEHIEIRA "Actions” ElfT.

10. ERRIVREA, BE - &HE,

. £ * |p&ED * FHEEN * FHE T, &8 * SolidFire *

12. 75 * BUBR I * FERPIEFRESANEZFEINAERNETL,

13. 1F * iImi2 &8 MVIP* FEFMABITSEHNEEEN 1P #illk,
14. 71 * mEEE AP & * FRPRANZREEHAF 2.

15. 7£ * IRAZEEEF RS * FERHPIANIZTZEEBF 20T,

16. 7 * HEBBEBENEHH * FEA, MUEES a1 BRER LERNER,
17. B2 * FFIRIEE *

© © N ©
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M Amazon S3 X REE LHEDERE
&R LAM Amazon S3 WRFE LB DERS,

B IRE > EHEE S
HEIERERRENEHNENEMN
TEEHH  FAERE *FIh, 25 EREAER
RE R EEEH B NGIR,
BECBEE > H*,
BEERRENEITRE "Actions" ElfT.
EERHRER, BEHE M ER,
£ * ERER * IHEER * M * ERT, EEF * S3*,
£ R - TSRS &M ITEREI:
*JR&E * 1 RE SolidFire FFE RS A] LUREXRIEZaME o
o * RKESR T . SHMARARANEREEER.
10. 7£ * ENE * FEAPBMNATHENREFENENZ,
. £ * iFIZ5A ID* FEEAEMAKFEYIAERIZEEA ID o
12. 75 * NBIRIRIZER * FEPRANKS BN 252 ER,
13. £ * S3 Bucket* FERHPRINAFEEEHH S3 FiEH K.
14. B¥EREEMME * Fe * FEF,
15 BF * FBREN*,

—_

© ® N oo g k~ W DN

M OpenStack Swift 3 RFE_LNEDERES
&R LAM OpenStack Swift IR 1FE_ EEFDIERE,

- BE RS > EHEE
KEIRERERRENEHNENENS
FEEH FAEE HIP, B ERFEAGEE *,
REREEEH B IR,
BECBE>*E*,
BHEERRENEITRE "Actions" ElfT.
EETHRER, BEH M ER,
£ * ERER * FHEER * FRE * T, %EEF * Swift* .
£ * R * TSRS &M LERYIEI:
o *R&E * 1 RE SolidFire RS AT LUREXRIEZAME o
o * KES T . SHMRARBHNEREEER.

—_

© ® N o g k~ w D
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10. 7 * URL * FERHBNA T AR RFMER URL o
N F£BFRE* FERPEAKFNERZ.

12. 75 * SHIIEER * FERPENKS B F 5 IR,
13. 71 * B8 * FERPRNAFFERDNEENET,
14. FEREEMMEE * B * FEF.

15 88 * FHBEN*,

M SolidFire &8 LN&ENERE

EEILAM SolidFire f7iE5&EF EHEINIERS,

ERE— M ERENHERINSZ—NEHN, RASER—1FH, BTEEHZE#ITEMNRIE. tHHtEEEAN
BIAAVFRERRABEREEHAITRMNRIE, MMESABRSREE—ENRSYE, EENIERIREFR, &F
BEMNEMEERMELEENTH, RAEBFALERE
1. EERERL, 25 BB >*5",
2. BHRERFENE IR "Actions” El#F.
3. ERTRHFEEH, 2E N ER,
4. 71 * ERER * FHEER * M * FETF, %8 * SolidFire * o
5. 1F * B R * TR S &) AL

o *JRE * . RH SolidFire fFE RG] LUREXRIEZEE o

o * RKES * . SHMARARBNEREEER.
6. By ERNER " .
7. % HELESNEH * 52555 MR,
8. IR L, BE BB >*5",
9. BHEATERENEIFE "Actions” EltT.
10. E2RMFRER, BEHHE*,
M. 1£ * SERED * IEEF, %EFE * FHE * TH * SolidFire * o
12. 15 * BB * TIRES S K ILAAYEIT,
13. 1% * iImtE &8 MVIP* FEEFIMABITSEHNEIEEN 1P fitk,
14. 75 * 2B AP & * TERPRNTRERAF 2.
15. 7£ * ImAZEEEFERRD * FEY I NIZIZ S BF 21T,
16. JEZAMBIMEIRAENGE] * HEBTNEH * FEF,
17. B * FHIAEEL *

EoE B E X RIF1

NTEEW LU LFET RBY Element 5£8F, EALIAS I T REEBENXRIPE. K&
BE X RIFEES, ISR EFFRIFTE T R ECLA .

115



DERIPER, TRZEREFGEHERSY, REEEHREFEATR, BEIMERTTRALL. A

SREEBEXRIPEGE, ERNMEFEFET RN, BLENHTRANMERNEE, FRIFALTRD

FE—MRIFEH RITF R EIERY . 15AIR RIFESOE" THEXRIPFENESER.

EfHEXRIFEAENERER, YIRS MIRERNPIEFET ROE2IFE—BEXFRP

®

[Eo

p
T BE &R >" TR,
2. BE - RERPE -

B Alt, BRERIEFECERARSHEEX R (RN HBEXFRIFEAEN=TE
) o RIEWUER, NETHEERRBENT R, ARHBRIEATEANS T RIREE

£ EEEEXFRPE - EOF, EAUERYHMEENRIPE WRA) URE T RERPESE.

3. MNFTEEXRIPENEN, AERE .
MNERCRBFMEMRIFSES LD R,

4 WF* HEETR * FIRPIEITR, BE - R®RIPE  FIR TR, ARERESRSIZT ~BREP

1o

O

o B EERIFE .

HITEN, RANARERSRERERY,

“

FENAE R, BHRTRENTRMTETR, SEENBEXRIFEERUNIZSE S
M ERFRIFRIRI, RGN ARG EHLAFEHITENR, NaJsEFE—EREEA 6

RIBEEBRIA/N, B2 BNVEBIERS SRR e RE—KRiYE, BiERY A, BRIl SR> TR 71
EJ:’EEE?E)ZT%?FEJZ%EE, Element Web Ul S BIRZTE * BEXRIFHEITIRN * P ERERNFRIPR

I8N0

AIREAYEEIR

NABEXFRIFEHEERS, ErkEaFEUTHEIR:

error Description
SetProtectionDomainLayout £ : Tk DAL RIFE,

ProtectionDomainLayout &1&
nodelD {9} REJFH. ERIABIRA
BN B IR R EERBTER

SetProtectionDomainLayout K:  ZT1RHFEFIT RO ECRIRIPE
RIPIEER " BENX " IR RIPEE STBEPHNEMTSRE,.
B"HFE".

THREZER

* "BREXRIFE

oif
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* "{§ A Element AP| &EIETF(E"

X R GHITEEAER

BRI IE RS LUHITIZN, HIRENE XBEMASRENERBENRSHER. hT4
PR, ERIREFEEMTIRE SSD,

"BEEXRAFHNER"
* "BEIETIETTIESERE"

iy

i i
at N
S
g
<

R REEED"

and
3y

& iSCSI &=i&"
B EERIE"
* "I IRThAR T E HERR"
© X R TEPEHERR"
c EREETANEST S AER"
c FEREETR"
* T REBHATERR"

mFomomom o
i
ok
e

BXRIEFAEER ...

* "SolidFire #1 Element R {4 314"
* “JEFTF vCenter Server #J NetApp Element 3H{5"

EEBXRAEHNER

BEIUEERXERSFRNENEMHEAHNER. RAS 30 MR —RFEHES. F
FEEETREEIXESM .

1. £ Element Ul B7, &8 * IR * > * EHHEE

MNFENEM, BHIBIUTER:

g Description
ID 581 EM4XEKRIE—ID,
FHRE FridRAVEMEE, FI90 API ESHSRESH.

message S5EHXEREE

117


https://docs.netapp.com/zh-cn/element-software/api/index.html
https://docs.netapp.com/zh-cn/element-software/api/index.html
https://docs.netapp.com/zh-cn/element-software/api/index.html
https://docs.netapp.com/zh-cn/element-software/api/index.html
https://docs.netapp.com/zh-cn/element-software/api/index.html
https://docs.netapp.com/zh-cn/element-software/api/index.html
https://docs.netapp.com/zh-cn/element-software/api/index.html
https://docs.netapp.com/zh-cn/element-software/api/index.html
https://docs.netapp.com/zh-cn/element-software/api/index.html
https://docs.netapp.com/zh-cn/element-software/api/index.html
https://docs.netapp.com/zh-cn/element-software/api/index.html
https://docs.netapp.com/zh-cn/element-software/api/index.html
https://docs.netapp.com/zh-cn/element-software/api/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html

HAER B THESHAERERER.

BR%5 1D BEEHNRS RER) o
Node BEELNTA WREA) o
IRE48 1D RSB (MRIEA) o
i FER E R,

TRESES

EVES

ELLES

RASIREZMHEENEY;, BIEHHRREAAE TR —TURE. FHTLUIEHITITEN
, FEEGNEEEERTIENEM. "Event Log" TiE LM "Event Types" FIiER AL H
REZHBIEBS

(D) AET2AESHEAZHERIEAP B2,
WU FFIRNRT B AR R TNE AL
- apiEvent*
FIFEIT API 3 Web Ul BENISEH, AITFEAGLE,
- IS TES
SUIEBSTAXNEN. AR CRREMENSS, HEE MERRHTI,
- binSyncEvent
SRS 2 A EH S RAERXNRGEE
* * bsCheckEvent*
SRS HEIXO RSB
* * bsKillEvent*
SHIBSAIRENREE
« * bulkOpEvent*

SHENESHITHRFEXIEN, fliEn, &R, REHE,
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e * cloneEvent*

S5EREBEXNEHS.

 * clusterMasterEvent*

SRS EE N B RNEMS, FINAMsmERT o
[csum_event] * cSumEvent*

SR Zin AN IS IE AR N B A 30 A R ILECAR R RIS 4o

N REMALENRS SEEREHEE N ELEEREREBG.

*BEEN

5B NSUEEXBEH.

« * dbEvent*
S&EHTNEAET AP eBEIRERXNE M,
°* * IREhEREM ¢

CE ek 3 E 3 EPSE LU

* * INZ AtRestEvent*

558 FRMEE IZAEXINE M,

CESEEM4
5iginsm/  E &R T SRR BN

« * fibreChannelEvent*

5T REEMEREXNEH.

* * gcEvent*

S5H#HEEXNENS 60 2PE1T—R, BTEWERIEENE EBvEFME. idiethifnikiiss.

* *jeEvent*

PRV
L REE

BRI REEN. EARET R EBBRERMT,

» *i{SCSIEvent *

S5&R59R7iSCSI rEEXEH.
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* * PREISEM

5K REEFREAITFRRABEN SR EMNEIERIIEN
© PRS-

ST R4EPIRIVBXRBSES, fINEATR.

(MEEMHF] MLEEMF
S5EMIEMLLEORNICHEONMEHRIREBXEMH .

NREFORVEA IR T 100 #H8 i IZEFR BT BIA(E 1000, NISARR XLEEH, XEFHERTH
IR, BB REP. BIFARIEE(CRCHIR. KEFIR. EHEIRMMEIR,

* * platformHardwareEvent*
SEERE ERNEIRRFE XN E.
© CIRAREEEEM
SintE B ECHBREIE
i 5 2
SitRIREBIEXEIE M
*rIRSEM
52 5RSKSHERBEM

* * sliceEvent*
S5RKRSFEXRNES, HIMERTESiEEMZSETE,
BE-MEENDKXEFRDESEN, HPEEEXIEENRSHESR:
o BF . BERS BNV ERS

sliceID oldPrimaryServicelID->newPrimaryServicelD

° BE). BRERS EINHFII —RARSS

sliceID {oldSecondaryServiceID(s) }->{newSecondaryServicelID(s) }

° 851 M—AHRSHHIEFE

sliceID {oldSecondaryServiceID(s) }
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* * snmpTrapEvent*

5 SNMP [EFAHEXEIE o

 * statEvent*
SR 55IHE BEXIEHS.
» * tsEvent”
5 R4 HARSEXBIE S,
* RFHEARE ¢
S5RIREFERXNEMS
* ureEvent
5 MRS RIS &R ER R IME REEIRBXAIE o
* * vasaProviderEvent*

5 VASA (vSphere 7ZHERRA] APl ) RHMIZFBXAIEH.

BRIEAGITIHES IS

&R LUTE Web Ul 5 FH ListSyncJobs 1 ListBulkVolumeJobs AP 7535k &SI E1EiE
ITHESBEEFSTRIRTS. &R LIM Element Ul BY Reporting 3%EI-£3/18) Running
Tasks D1H,

MRESHERSZ, RATESKEHANATIHD#IZTIT. "Running Tasks" TUEE 2R HFI EERSRIARS.
ASTRHE, EREEBEIRAT I EHBANRELES. BPESTESMEERE "Running Tasks" WA L, B
R B EMES AR AL

()  aEuEes BiFSm0EE Running Tasks' TELEEE EE#HTEHNSH0EHRS 5KIE,

BEERRER

BRI BEERXRARGPERNESHIREEBNER. ERAUZES, EHNEHEIR, 7
DIRIFHIIE RERBF VIS ITIN . RS R IRE S BRI BITHRR,

1 E] LAER ListClusterFaults APl 737 BT Bk, X%, ERirILAKEIE XL ERPIEEHRAER.,
1. 1 Element Ul /R, %% * RE *>* BiR *,
A4%E 30 MRIFH—RIIELVER,
WNFENEY, BHBIUTER:

= Description
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ID SEBREIRKEMNME— D,

severity LIRNEEM, AIREE:

* BE AR RREBXIHREREER, 5
WRGFH R

* IR ARESBERAEREMERERS AN
(HA) HIFE, FHIRBEASFMARS.

* PE RIRSHTERE, RETIERME AP
HEFin /0 1EK, FHREFIEITAHRERSSH
HHEER,

* RERE: KMEARNNRSKEERERE.

Type HEEFMAAH, TURT R, Bohzs, B, RS
EEN

Node HHEEFS I BT EMNT S ID . WFTEMIKEhEEH
[, SAIttsEk, SNEKER - FEL) .

IX%h2s ID I FEFRS | FRAYIRBh2s FVIRTNZS ID o FFIREhRHK
[, SEMttsk, FTNSRER - FENL) .

BRI — MER KRB, ATFERBENRE,

AR PR RS E) EE AR LA R EL I A1 B

Date o REPER H ERFNAT ],

2. BEEANERN * ERFAER F AIREBEXZERNER.
3. EEENHE LFBZRNIFARGER, BREFAEET,

RSHRERG, BXERNAEER (BEERAEABE) KBiZE "Resolved" (BFER) Xifo

THREZER

o SEREHPEED
* "{$ Element AP| EIETFE"

SRR

RGBT ERBEAERESAIREEXEVEIRIRT, HEAEZRYIE "Alerts”
HE L, XEAEAIFEBEHRE RSP N AGF B ERUARERERIIRE,

UTHERER T AREE A
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* * BIHIIEARS HE *
— PN ESNERT R LB B IRIEIRS RIRTHRIET T
BB NetApp HFERIILAIRIGHE BN,
* * @A VirtualNetworkIPAddressLow*
P # AR RS st 2 R
SRR, BREMNEISRRINES P ik,
© *REEBTTEE

HE BB ARFETERZRETRER. BXEHERELFNFAEE, EEL
GetClusterFullThreshold API 757%. ILEEBHRIERIUATIERZ—:
> stage3Low (Warning) : BEEEAFPEXMNEE. 1A% "Cluster Full" B FRMEZ T =
° stage4Critical (Error) : ZBEBHNTEINETTRBEFRE. FARFEIES, REMTE,

° stage5CompletelyConsumed (&) 1 ; RAFENHH iISCSI &E#Z. RKARFFHFIRY iISCSI &%,
BEANRBRY, BEREEFERAMIESEENL,

BRURICKREE, 15RRFEMRE, HEREFEREEMNIS—MFET <o
* P IRERER
AT AERE, REEFFT2EH.

severity Description

Ta HEEHRBREHERY R TR BN,
error HEEIARIREIEN — 1 TERIA,
8 TR R REER TR R 2,

c A CEERSREREEZE Helix RF L.

BRI, ERREEBAT SeRARSS, HEBKR NetApp ZTHRAIFIIIRISEE B,
* * 3RARSS TooFull*

RARSS IETE AR %=,

BRI, BANESERERE.

* FREIRSBITIRAARES *

HNEBRARS BTN IES
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o EEM = BE . RRPITEMIEE, WELEIRIETE cTimeUntiBSisKiledMSec=330000 Zf /533 A,
o TEM = iR RALLTBMNEASIEHEESIEEREN D EMtEI TR RIFAIREIZE.

c FEE =E STTRLENBERRSATRHETER TR (W Helix 8 2) o BIEFRAIA, TET
RAEE Y

OEMEERAANBAHEIR. MRSERFAFLISEE, WShIEMKE, SehaRRSHESFER
tEARSSEY, IEERFERAS LAUERR.

* * BmcSelfTestFailed

HiR S5 23(BMC)Fid@d B,

TEBE R NetApp ST 3528 LUK 1S EE B,

EHAKEElement 12.55 EahAHAE). MRTRLRIFEHRPEBMC. EEALEAET REIBMCH I
FE. MIAR=ER BmcSelfTestFailed #fE, MNREFHKERIE BIKMHIBMCEERERNERSERARSH IR

R A “BmcSelfTestFailed Z & #fE,

* * Bt5h SkewExceedsFaultThreshold *

iﬁiﬁﬁ’—ﬁﬁﬁ%ﬁ%’ﬂ%ﬁZl‘Eﬂ HRtEfREB SR INNEIE. FHESETABMEET RZEREER

EfRRIIE, BFERANKZAIH NTP fRS2E, MARERARERINME. WREFERANERE NTP RS2
) i%ﬂ*/% NetApp E'Z%F:u‘ﬁl\—_l L)@’%ﬁﬁgﬂﬂo

 * clusterCannotSync*

HITEARRRIEN, BRAUREMEIXENEE ERBUET EZED BN F AR SRIER 2R,
BRRICKRIE, BRNEZFE,

e * clusterFull *

SRR REE SR BEETE,
BRERILEE, BERNNESEF0E,

+ * &28% |OPSAreOverProvisioned *

5E8f IOPS ECETE, FiE&/)) QoS IOPS HEFMATEERITUN IOPS . AR NI &RIFRIR QoS

o

EfRIEREER, FFEENR] QoS IOPS igE,

* * cpuTherMalEventThreshold *

— 1N EZ N CPU_LMICPURAE BT EC BRI (E,
NRE10DHAREMEFHFHCPUBASEH. NILESRBITHRR,

* * 2 DriveSecurityFailed
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EHXREENBARNSREZLNE (ZRNE) , BEEVE— 1 RSEATRMBLEN, XEKREEXLE
Ixohes F 2 ARBRT R K. HBFESIERA “Warning” " &%,

BRRILKE, BEERFEFAGEEBUT BT EZREMSRLT2FRIFNRE. FJRENRERE:

© TEREVINEER, BREIE AN E AR 2RRYHIR) 8]
° MIKENBRHITRBIRIERN, BHERS FJRERI T #HIRIE R,

NRZRME R SEHRENRR, Na]eFEERIKENRE.

TR AMERMIHERR RGNS, BERMUNSHIIERAERLEN. ZHITIIRE, BKIEK
ENERTEE "Available” (FTF) LIMBRZEHRMIER, WIS MITL2EMFHGHBO "Active” (FTh) o

* * B¥FFF ClusterPair*

SR BT xS ECE A Ef,
BB 2 B IERE,

* * #7FF RemoteNode*

AR T R B M SRS AC B R IE M.

BT R ZIBRMEKIEE,

* * BrFF SnapMirrorEndpoint*

LFZ SnapMirror i s B ¥ iEiZ S ECE A 1.
HMEERS5ITIE SnapMirrorEndpoint Z BRI MLRERE,
* * ATAIXEhES *

ERPE— NSRBI R. BE, FIEREEHNANFIEREEE, MANEERESELTEIAR
o WRBIMNEIMULEE, 7BECHR NetApp #5588 o

BRI, BREFESEERNIMER A BRI,
* T IREEREREA
H— PRSP R ERER, SERREILEE, RRUTMERZ—!

° IXEhER EIRER T AL IR BN 2R

° PXEIRIRSKVRED S, FlaeeATFERMIERNHEANKRY, TEEHBE.
° IXEIZRERK,

° TEARTNRIERS (T RPBFREREIEIFMNERE [ ,FE) o

° IKENSREBE, TIAREIREIZRAI S PIIEE .

° ENREBE, MBBURIERW,

BRI, BHRITUATERE:
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° BT RIINEERE,
° EHRIKEHER.
°* BIRB M ILIEE AR Ao

* * IREPERISTTIREEE *

IREpER BT B REEITINRINE, RIIRERIIIRERFR. WHERAEGTETEERH:

° i@*@qﬂfﬁ‘?’iu%?ﬂ <FHIS > NIKRIER: < TIRidiE >< IREh2EHBIE > KiEd SMART BIRIETTIRRN

BRERILHE, FERIXEHER.

* * IXGH28 WearFault *

REpEREIRIRFMERERMEUT, BEMEET. WEEATRFERN"EERS: FENES:

° FHISA < FHS > WIREhEEE: < T RIERE >< IRGhESHEE > AT ERRELRS.
° IXEhEZHYIEIE: <node slot><drive slot> FBYESIS A <serial number> , EIEFIEE AVIRFETRKo
ERRILEBE, ERIRERIRENES.

* * YT ClusterMasterCandidate*

NE S EFERRHREEFE,
TBEXR NetApp ZHFERIT LIRS HE B

* * 2 DriveSecurityFailed

EHERENTERGREEN (BRME) , BED— MR iBEARMSELeN, KBERIEER
"“Warning™ " &%,

BRRRILKIE, BEEREFAGEEBUT R EEREMSRT2FRIFNRE. FJRENRERE:

° TEREVINEER, BREIE AN E AR 2RRIHR) A&,

° IxEhEs RS AIRIERIN, BHERS AIREREN T HiIRMIEH. MRXAMHERETTE SR ENRE
, NI ER B E I ThER,

ERIUEAMERNINE AR ERIPHIREDEE, BMERMHUISOINERAERB NI, ZHITIIRE, 18
RIRzhERIEE "Available” (FTFE) LIMARZHMIFR, WIKchEEHITL2BEFFHRBEBMO "Active” GEZN) -

c T ESEERE

— P EZEIMEET R EMFMSIER B IR

BRURICRIE, BERMEEZD IR

* Brith %
=)
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* * iFE =] TooFull*

RARSS KM EIES NiER. XRSHHXIRSBREERKE AH=(E,
ERRRILIEE, EREIRREINEE, UAFSLEEES ANHMD KRS RIFHHETE,
> KB RkES

R 1% ka8 I A PR sl R Ak

BRERICEE, RIS ERIEE

©OREATBIE IR B

FAHEE T RE— R BIRREIHEZME IP WEREEHTHEMT R, FHRET, HRIEEA
FFTMBRH E AR

EMRIERE,

* @B AR A

FRBENATEET RN, A ERTIR D,

QB MRIERE,

« * fibreChannelActivelxL*

IXL Nexus I+#RBIRA RIS IFEIIRSI, By esr@ETimAR 8000 NMERRIE,

° ERfEREPREIN 5500 o
LEMRH79 7500 o
° Iy AR (GRIRMHISEHE) 79 8192,
ERRRIPE, 151 IXL Nexus THEIE E REL PRSI 5500 LT

 * fibreChannelConfig*
e B PRIE A TR R Z—:

° PCl &1 L FERIMNICTBIER D,

° FEFSMYICETI®IE HBA BLS,

° JEéTi@iE HBA KB FTEIRIE,

° JeETiEiE is I REXA

° B—MKAGREEAEERE T EEE R,
BB NetApp 58I AIRISHE BN,

* * H4HEE 10PS*

ERPITBET RS IOPS THLEMFEE] I0PS R, PREIEIE:
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° FC0025 : & PMMABETE 4 k 3RA/NBTH IOPS PR&I 450 k o
° FCNOO1 : &M LABET S 4 K BRA/NITHY 625K 12/ESRE],
BRRINEE, BEME A ANSEET R 2B a3,

* * fibreChannelStaticlxL*
IXL Nexus JTEREDEHARISZHFRIPRS], BIE M @ET =8 16000 MRS =RIE.

° EREFERPRHIN 11000 .
ZEHREI79 15000 .
° IRAPREI (GREISSHE) 79 16384
ERRRIEPE, 153 IXL Nexus P& ERELERRHI 11000 LU,

T XHERGBER”
Hp— XG4 RGZE R Eo
BRRILHE, BRAXGRANNEZRE,
* *XHFRYFIsReadOnly *
XHRGEBERIFRERN,
TBEXR NetApp XHFERITILURISHE B
 * fipsDrivesMismatch*

BE483E FIPS IRches¥IBHENZHF FIPS (UEMET =, HECER FIPS Reh2sIBHENIE FIPS EiE TR, &=
M RSER—IHE, H5IHESRAIREES.

BRRRICEE, 15 P ERA LA RIAE X IK TN,
* * fipsDrivesOutOfCompliance"

/2R FIPS IEEp2RINeEfe, RAANNEIEERATHME. MREBAT FIPS WKnpEINae B FEEEFET
3F FIPS IREpes TR, MBS EMIEKIE,

BRERILHE, BRATHMNEMFMEERFRMERIE FIPS Bt
» * fipsSelfTestFailure*
FIPS F &5 BQHR RN M EI P,
TBEX % NetApp ZHFERI ARG B,
* * BEHECE LA ¢
IR BF PRI E R T B R Z—!
° WELE 5T RE X AL,
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° HbET mAVIREHER K/ NI,

© MBI AR ZHRIRTNEE. FIREMREAIR, REM Element iR AT AIRAIL RG2S, BINEMET R E

89 Element 3k {4,
° IXnpEs EG A TED,
° RehSEMNBINEERT S T m A LEC,
TBEX AR NetApp ZHFERILATRIGEEBA,

» * idPCertificateExpiration®

BTFE=1E0REREF (IdP) KSEERSEMHE SSLIERERKEIMNEIH,. MKESREESEE

ERLUT™EE:

severity Description

& IEFRTE 30 RNIZHA,

error IEBRTE 7 RS HR,

& IEFRE 3 RAIHIEE T H.

ERRILEE, 157E SSLIE B S HAZ A H#{TEH. I§ UpdateldpConfiguration APl 57£5
refreshCertificatelf HBE =true E&FEMH, LURHEEFGRI SSLIEH,

* A—HHGEE ¢

VLAN i&#& ERDSERT. LhPEs R E R Y el EEERNSER.
* * A—EEY Mtus*

e B MBI R T ERZ—:

° Bond1G mismatch : E48E 1G O LME MTU F—,
° Bond10G mismatch : E48%E 10G # O L ME MTU F—3K,
I PENE BRI m A B R BERY MTU 1B,

* F A—EEIEREBARN
I3 B9 ER AL AR —E
* A—EEIF M) ¢

VLAN & FRMEHBIE S NEHE R VLAN WEHIBARTE, IEFEE B TREARIMLS #a 0 Z el ETE &

FARIM &8,
PRI OEARIER

S4BT i 1 EL AN LE o
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* * invuidConfiguredFibreChannelNodeCount*®
MAOTERY AT EE T RIEEFN— 1 ERER. NRNEET —MEFEE TR, WSBISE,

BRURICEE, BOEEFNKERNNERL, FOERSECHINHE. NRENEHRS R, 15
BXR NetApp SIFERIJEHICAEE T Ro

» *irgBalanceFailed
S TR HIRE.
JBEX % NetApp ZHFERITILARIGHE B,

° * kmipCertificateFault :
° RIEBIMAEMNME (CA) IEBEIEEIHEA,

ERRRILPE, IEMIR CARRER—MIES, ERMEIEAEIAZE DR 30 XfE, HER
ModifyKeyServerKmip et EF/EHIIR CA IEH,

° BPIRIEBEIERIER,
BB RIS, 15ER GetClientCertificateSigningRequest 81— NI CSR , FXMEMITER LU
REHRIRERERZE /D 30 Kfa, ARTER ModifyKeyServerKmip BN RIHAAY KMIP & P IRIEHE R
FFIEP

° IRIEFMENME (CA) IEPELHR,

ERRRILHEE, IEMIR CAIRER—1ES, WIEREIERRMAZE DN 30 X, HER
ModifyKeyServerKmip et E#/EHI1R CA IEH.

° BEPIHIEREEH,
SRR RIS, 1518 GetClientCertificateSigningRequest BlIZ2— N CSR , HMEFITER LI
RETNEIHEREAZ/V7E 30 XfG, FAS1ERA ModifyKeyServerKmip B3 HBf KMIP B iiE B
FrEH.

° RIEPMENIE (CA) IEBEHIR,

ERRRILHIE, BOERENIEPEEER, REE, BEMIR CA ZFIREULIER. FH
ModifyKeyServerKmip L3 Ef§HY KMIP & P imiEH,.

° BERIFIEREIR.

ERAIIE, FRERERET EMRN KMIP ERIRIER. FFIHIEPBIIR CA NRERE EKS £, fE
FA ModifyKeyServerKmip ZHIERRY KMIP & F ik .

* * kmipServerFault * :
° EERM

BRSPS, BOEINIZARSSREE R T EIRESHABEME SR, A TestKeyServerKimp
#0 TestKeyProviderKmip JUERE
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° BRIIER

ERRILBEE, BOEFERNR CAF KMIP R ik

ILAC,

° ARS3ERFHIR

BRRILKEE, BEBRERIFAGER. RIEREIVEIR, 7

Bo

* * [§7F EccThreshold *

MEBEEIER, UKRMAN KMIP ERIRIERE

A BEF B INB R ANRSS 88 L 1T R

MBI KERTEESAAEIER ECC iR, WHESIREESEEFERUTTEL:

=4

— DIMM cErrorCount 15|
cDImmCorrectableErrWarnThresh
old o

1£ DIMM B9 cErrorFaultitBs 283
Bz ®i, — DIMM cErrorCount
BREE
cDIMMCorrectableErrWarnThresh
old LXJ:O

RIFIEHI28RE cErrorCount &F
cMemCitrl+Alt+CorrectErrWarnThr
eshold , HiEE
cMemcerrCorrectableErrWarnDur
ation o

ERTEIEHIZEH cErrorFaultithy
HHAZ A, AEEHIZERSIRE
cErrorCount &F
cMemCitrl+Alt+CorrectErrWarnThr
eshold o

%’I\ DIMM 3RERY uErrorCount 8
2, B/NF
cdimmUncorrecteErrFaultThresho
Id o

B DIMM #REHY uErrorCount
vy
cDIMMUncorrectErrFaultThreshol
do

severity

aRA
=

error

T
R

error

[
oF

error

Description

DIMM ERIRIEIE ECC REHEIR
B2 (& <Processor> <DIMM
Slot>

DIMM <Processor> <DIMM> _EHJ
A 1F ECC NEEIZHBE I FHE

RTFITHI28 <Processor>
<Memory Controller> EFIRIEIE
ECC NiFtsizEd HE

DIMM <Processor> <DIMM> il
A 1F ECC NEEIZHB I EHE

1£ DIMM : <Processor> <DIMM
Slot> F#MEIARR]EIER ECC
RFEIR

1£ DIMM : <Processor> <DIMM
Slot> F#MEIARB]EIER ECC
RFHEIR
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N7FIEHI28iR S uErmorCount i3 % ERTFEHEE < RBIER > < AR

=z, B)hF Hl2s > EHMEIARATEIER ECC
cMemcerrUncorrectErrFaultThres AEFEEIR

hold o

R1ZEHI283R 5 HY uErrorCount &  error EREEHIZE < IEE > < REFIE
‘A3 cMemcerrcerroi% B 1E Hl28 > EHMEI AR EIER ECC
ErrFaultThreshold » AEHEIR

ERRRICEPE, JEEXR NetApp ZHFERITILUR1SEBA.

* PRI ¢

NEERAEBETERE, EEEIRIEESEEERMUTEN:

() BxursxmuEs¥mEs, FENmemEhn  HIEE * 7

severity Description

s RERFRE,

error RARFIEBR.
=& RENEFET2HER,

ERRRIEEE, 1B5EXR NetApp ZIFEBIT1LATKS#EE,
* JTEAE ClusterFull*

HEEBNAATHIEEFETEREIFETRER, AXEHERELRIINFHESR, EER
GetClusterFullThreshold API 757%. LB RIS R TIBERZ —:
° stage3Low (Warning) : BEIAFPEXMNEE,. 8% "Cluster Full" B FHRME ST =
° stage4Critical (Error) : ZBEBHNTEMED SHEFME, FRIFCIES, REMRE,

° stage5CompletelyConsumed (&) 1 ; AAFENHHY ISCSI EiZ, FRIFHAIM iSCS| &,
BEANBERY, BERAEERMIFEZSEE NI, BREMBREIEIRNE ST R

BRERILEE, BERIMFE, HEOFEERERNNS — T FET <o

* * mtuCheckFailure *

RAMLKZIZEECEIEFHR MTU K/,

BRERILHE, BHRERANAENEZEOMNYIGEOREERN (MTU X/NEiE 9000 F13)

* * RECE *
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° TR O A F1E.
C FHEEEREO.
° BEEEMEOBEXA,
© REEMBMNL,
TBEXR NetApp XHFERITILURISHE B

* * P A BN IP &4 *
IP 3 3R P8 ] F YRR3R 48 stk

° virtualNetworkID 15 12 (##)%8 B FARVEFHEIPHINE, TEIRMERRMEMT =0
ERERILHE, BREMMNEIBRAINES P ik,

* *nodeHardwareFault (W4Z#E <name> EXFHLELERE) *
MO B XA EIR F4itk.
BORIMEE, BRE—PRZNTRRINEEE,

* *nodeHardwareFault (3REH2RMNZBINEEIRS SEE <node slot><drive slot> FIRGHZRAI T = INZBIHEEIRTS
AITEE) *

IXzhes NN EINAE S REZIX TR R FAE T R A LA,

* * 1= HardwareFault (T3 SEBURVHEAE < IXThastlhrg >< IXEhaEsErE > PIXRN=RRVIKENRS < IXnhRE LR
> IXEhEg AR/ < SRERA/N > RIEH - NA < FREAA/N >)

FHET APV IREN28 K/ VR IER.

* T RBAEEE (EEE < TR >< IXshasiltg > PRINEIARIEES; WadssitE B MIETIR
RERBARA) ¢

T R B S EASHFRIK R,

* IREBEHEE (HE < T8 >< IKa)RE1E > PRYIRRhSE N R E fFhAs < TfEhR4s > , BfERRIAR
7 < SEFFhRA > ARXH)

FET RESBITARZIFHFNE FIRABIIKEN2E.
* T REPRT
TREETHPRN. KEESREEIEEERBUTTENL:

severity Description
e T RN FAPIRT.
error RNEIFRITIERA, RAUBENRRZSERAKESD

IR TR
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BRURICKIE, BEHAIPTHRERRLPIRI. WRERRANKETIAFE, BEKFR NetApp SHrERI LR
SEB.

* TR

Element R ESIEET RHATERG. MEMKER,

* * RXMEHA LACPBondMode*

KRECE LACP PRI

ERRILETE, BENEFET REIER LACP 45%E; MNRKBHAHIEMEE LACP , EFIHmAESEEIM

Bb
HE'E—IJ@O

* * FiAIAIR] ntpServer*

FHEERTESEEN—THZ T NTP iS5 B[ HITES.
BRURILEE, BH0E NTP fRS5E, MR AENEE.

* * ntpTimeNotInSync*

PSRRI S5 E NTP IRS BB ZENERTI R, FEEBETEEMEELES,

BRURICIRIE, BEAMSREE NTP iRS528, MAREAREIINME. MREEAZAE NTP fR53525
» FEPEHERIATFTE, BB NetApp STHFER ILURISEEBD,

* * nvramDeviceStatus*

134

NVRAM i&EHINEIR, EEAEBIERELAELNE, KREEEUT™E:

severity Description

5 B ONEES, XMWERATEEENN, FIINEE
o= =)
= Ro

* nvmLifetimeError

* nvmLifetimeStatus

* 4 pYJR LifetimeStatus

* energySourceTemperatureStatus

» warningThresholdExceeded



error BHRNEIEIRSE ™ ERS, EETTASIHAMIRE
FfiBRD XIREHEE (tiRFERIREIESMIBRE 4
) o MRS XRSAATAH, WASHFRIREHZS.
BT EERAEIRZI, TIREIFEIR:

* NVRAM & B HH SR FE.
* NVRAM 1&& 9D XA F T,
* NVRAM REHXBEE, BXREH,

=<1 B NE RN ERS. ERETR=IMIRE
hfiPRD XIRENEE (HIRIESERIRBIEMIPRE 4
) o MRZRDKRSAAIA, WASBERIREDES.

* FAM Lost
* armStatusSaveNarm

e csaveStatusError

BT AP ESRIEEN. MRTEBRAFRIARE, 1FEXR NetApp SHrERI I LAIRIS R,
* * EIRMAHEIR ¢
I EEBF PRI E R T E R Z—!

° IR FE.

° HIRHILHE,

° BRI NRREEE B E

BRRILKIE, BRIIREENMETNRRETTREIR. 1HEXHR NetApp SFFEBI LIRS,

* * BgE =8 TooFull*
EHNEACRESETH,
ERRIIEE, BANEZERETE, HEMFRHERSE,

* remoteRePAsyncDelayExceedd*

BB ANEREKENFIIER, MBS ZEINMEEE,
* 132 remoteClusterFull*

SEHFREER, ENBIRFEERH,
BRURILKEE, BERMEREIEER LR —E=E,

* remoteSnapshotClusterFull*

BT EFEEREAR, EEEHFERRIZESH.
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BRRICKIE, BRREREFESREE L—E=E,

» * remoteSnapshotsExceededLimit*

T EMFEEHEEBIHRIRRG, SEEFRBTEER,
BRLRICEREE, BRI B RFiEERE LRVIRERPRE.

C RIS

BTSN RES), BRK.
R RERBEREBITHEL, HHEERFIESIEEFEHRE, WIS EF SRR,

R REIRENERI ¢

RRBLIESEIREEITH2Z(BMC)EIS.
BB NetApp 58RI AIR1SHE B,

* RS KRIETT

FREIRSARIEZTTo

TBEXR NetApp XHFERIT LIRS HE B

» * gliceServiceTooFull*

NPXRSDENBEETEXR D,
BRRILKIE, BANEZERESE.

* * gliceServiceUnhealth*

252N D XRSEITIVIAES, FRIEEBHERIZRS.

° PEMN =EE AITEMRE. LESHREE 6 2HE I
° FFEM = IR RAGIEEESFERMIEF B RSEEREREIEMIZTINL RIFRIIKERNER,

OEMEERPEMEMEIR. MRFERGAFLIIEE, WSHIEMKE, S35 XRSAERSRS
BEFA, WEEFEUER.

* * B/2H ssh*

BAEFEREPHN—THEZ I TR LERA SSH kS5,
BRURICKEE, BEBN TR EEA SSH RS, BEEKR NetApp 2581 LURIGEE B,

» * ss|CertificateExpiration*

136

ST RREXRY SSLIEREMREIHASE T #, WHESRIEEREEEAUTTER:

severity Description



. SEBISE 30 KPTHR.

error WEPEE 7 KRTHR,
FEE HERIEE 3 KA EAS 23 8B,

ERERILHEE, 1547 SSLIEH. MIRFE, 1BEXR NetApp a8 I LARISE .

» * strandedCapacity"

BT ROANEEEETEBEI—F

ATREHERR, RASEOBATRNEE, WEABIRFELTFIMILRES REA) -
ERERILHE, BRINEFMET RARINE SRR RS RNEFET <o

* * TempSensor *

BEARBRENEESTERRE, IWKERIEERS powerSupplyError 8¢ FanSensor #fE—iit %o
ERRRILHE, BREFRESHMMIREFERER. NRFE, BER NetApp HERTILIRGHE B,
*CFER

FHRE#HTIT 24 ML L,

BRERICEE, BMEFARIEXFR NetApp ZHFERIILARGHE B,

* * TIERzARSS *

AR5 BEZEF LN,

TBEXR NetApp ZHFERITILURISHE BN

* * EIAKECE ¢

HERSIEETUTERZ—:

° BORFE.
° ¥O LRyan & = E R EH.
° LSRR IER.
° P #IlE R IER,
° EMEORBEIARIETT
° TR EEESRNED,
TEEXR NetApp ZHFERTILUR1SEE B,

cBERR
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“REHRTHEFNRL . RPTmE, tEBFHRER.
<

FREEETHN—THSIEER . I, EFHI - SEMRE * K,
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