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Element @A HER
NetApp Element MR E=ET—ELER, RTEERUNRARRRITIIRE,
TREETRRSE:

Elfro Description
1B1E

&EinE

mfEEE

il S

“e8 g p @

Foxd

kS

P O QO =

O
B
St

m Snapshot

reM&RIR

&R AR RIRRFBICUH Element 204 Web AP SREFFIRES Ul R, LLRIGRA



I EA Ul i,

- 7 Element Ul FYERITIEA, 2 * kIR * &,
2. EHEM AR FEFMANEXES.

3. MinnfEfRIE AN REEE.

4. BN FRAN R FHp L,
5
6

—_

- ERIEEEAER] B & B X SRR EE.
- BEHRER Y
TREZER

* "SolidFire A Element FR{4 314"
* EFTF vCenter Server #J NetApp Element 3H{5"

BEKF

BIEMK

£SolidFire FfiER 4. HP A LUIERKF EE P ingeBER 2R LIVE, SIS,
HNMATEKRF . EELIER SolidFire FERARNEEFEIERIK .

* "EFECHAPRL IR "
o "SRRI R AP KA
BEXEAEE ...

* "SolidFire A Element #R {43 #4"
* "i&ATF vCenter Server 9 NetApp Element f&H{4"

{EFACHAPLIE K

7ESolidFire IR %, PRI LUERKF R iR iEZIE LS, IKFE315
A3 Ec4s ENEMM BN RIFEF S 41X (Challenge-Handshake Authentication
Protocol. CHAP)B{#IiE, SIEER. EPEAENK .

—NKF&RZAUSE 2, 000 &, E—1MERERETFT—MKF.

CHAPE %

MElement 12.7FF%4. ZFFEFIPSHEL L CHAPEASHAT., SHA-256F1SHA3-256, X FEHiSCSIEThizFAl
iZ5Element iISCSIBrHYISCSIRIER. ESIBEREFERAICHAPE YR, Element iSCSIBF=MENLISCSI
BoiZFiERNFIRPERCZIFNE—NE L, EffiiAElement iSCSIBIMARMNEZERLEMNE X, BRITF
FHSCSIBIEFERBE N R EMNBLENE (FIMNSHA3-256)EIR ARSI E (F1i0 SHA15{MD5, fN%RF
HiSCSIBEIEF RiEKRSHAE %, NIElement iISCSIEITSIEEMDS. FifeE EHPMEBINEXZTIRES
MD5, ErREEEEHMENISCSIBHIEFIE. UFReE %
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fEElement 12.7S( EshRAF&HAE. NREEHMENISCSIBIEFEE UL IEZE A SHARETIRNAIEE

K. MEEETRERBIN. fINE2BEERRE. AERRTENME IS EMEZNISCSIRTE,
EFAERHERE. FREIAISCSIRIEE S MMDETEEISHA, MNRAEFHEANISCSIBEIEFEE LUIERSHA. T
MABISCSIRIEFHLEFERMDS, THia. EEMENISCSIBEIEFCHAPE LS. iISCSIRIENIRIESHISCSI
SEEER4EPENZ M MMDSI R EISHA,

370, Red Hat Enterprise Linux (RHEL) 8.3FRYERIA EHLiISCSIEhF2FH node.session.auth.chap_algs =
SHA3-256. SHA256. SHA1. MD5IKEEIE. X2SMSCSIBizEF{NERAMDS5, EFV LEUELLIZER
ARHEMBoNSCSIEMERFSMARBIZENMNISCSIRIE. LUEFIAEEASHA3-256,

MREE, FEo]LUEA "ListISCSISessions" APIE %, BFEES N IEFRERNCHAPE X,

ellfela

R LLRIE K P LA YFIAIRS,
AZHHNE MK BIFESNEE—8,

1 EF BB > kP,

2. BE  QIEKF *,

3. HAN*BRE .

4. 7£ * CHAP Settings* 28935, HMALUTEER:

() HEEFRITTEHERE T,

° BT CHAP I R=iERMINIER * BEIIEFIE * o
° AT CHAP I R&iE&SHIRIERY * BAFNE * o
o Bt BURRIKF * o

BEKPIFERES
TR LEd BN EE S KA B EEEET.

Ef(s RIRMEKF Y /10 MIEHEES. FHMEEERIILL 10 IREARAEEHTER. XERITER
BRI IKP RFTESER.

T3EFE B> KPP~

2. BERIKFIRZAY "Actions” BT,

S BECEREWMER

THE-EFAER:

CCRE KPR, AIRE(E:
° Active : SFIERIRESHIMKF
° locked : BEBIERIKF .
° removed : BERIFRFHFFRAIIK, o
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* *UARNE ¢ L DECAIKF RYERIE .

* R4 PECLATRP RV EREENERE D

BEEHENRR * . pELkF NENEEHIERIREERS D
* P REEE * . DLk NERNREEERERRFZD.
©BEMER T pEiLikPNENBERBRERE D

IREBIK P
R LAREEIR P IABBURTS, ok CHAP B EECK P 25,
ECRIK P B CHAP IR E B MR R IFR R ohi2F 56 Al BE A £ RA B EhiEr RN R R SRR

R BRIEEMHAAIEINER, BRATHBEZIKAIIHRHEENRZ IR iISCSI =&, HRIEBIIEFES
AILESE R B EhiE R IR B R IR BN E R EMEREE.

@ ’—5Efiﬂﬁ%%ﬁ%ﬂ’\]ﬂﬁ’l&ﬁﬁﬁ@ﬂéﬁ&?%E}Zﬂé&,ﬁﬂI‘Eﬂﬁﬂﬁﬁ’\ﬁﬁﬂltﬁ)ﬂo NREFERNZRAMS
> TBMMEERHMIBREL BRI,

1 R < BB > KPP *,

B kP X RZEY "Actions” EltR.

TEETRHRES, EF  RE

*ENE: YRR CRPRE

ALK *BE RS TRSIRHIEEEMRES,

o &~ W BN

@ ROREER N * BEUE * AL SIKFRIPRE iSCSI &, HETEBIBRILKS. SikF
KENEZERE TH, EXEEREET iSCSI Ao

6. * Ak * 1 * CHAP Settings* T, RERTHRRIEFHIIEN * BohiZFHE * § * BAsNZE * k.

@ SNRAEELL * CHAP Settings* &fE, ENTRFRIFFIE. MRBREFRET, RERKEMN
AN

7. BE*REFENR

pillEa0 9
TR B R BRI
WIFRK~ Z /0, BMERH BRSSP XEKBIFEE.

@ 5 EEARS KRB A SR D ECLATE R BB RIAEIZFMIKA . MREEANEXALSE
, IBECREMIFRE R EXIK P o

T3 - B> KPP~
2. BHEEMPRAIIKF IRAY "Actions” ElAT.
3. FEERRIRER, 1 - kR~

12



4. WINIRIE.

THREZER

* "SolidFire #1 Element 3 {4 214"
* "iI&EATF vCenter Server fJ NetApp Element 4"

BEEHEERAFKS,

A LUEd eI, MIERMmEEREIESK,, BB EEREELUNAE LDAP &
REERFPNARRIFRRER SolidFire FERANEHFEIERMKS,

FREEEEERKP XKE
51T NetApp Element Z{FRIFESEB T A UIFEMMRENEESKS | TRBFEERKPNEEEERK

o

* EEBEERKS

IEEESKA ZECEEENOIERN, KPP ENEEABRSINNLINEEEK . LKA EMT
Linux &8 root AR, &R LA EIR S0P BYZER,

c  EEEEAKS

TR NSEHEERKARTERNEENINR, UEEEHFHIITRERES. DiLETEHEERK
FREREBTFREERFZEFRR API F1 Element Ul IEREFITEDIIE,

@ BEIETR U IHRSEHTRENTR, FTECAZSM (I LDAP) SHEERKF. ARHE
RIMMNEEHT R A FEEIKF EE.

EESHEERFHAGR

1. Z0)EEECEE (JF LDAP) MEBEERKF, BHRITUTRME:
a. B AP > KEEER

2. FRAPRTRHNEHEERIE L, EAAUBEEUATER.

°*ID*: DEAEHEERIKFNEYIS,
PR CIREHEERIKF R AEEEN R,
° *ipiE) * L DELAFKFRRAFR, BIEEE:

" EEY

* RS

= nodes

* IXzhas

= volumes

* —hKkF
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" XIEFEERA
FrERERS ] A FEERIFIRRE,
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o+ KR v EREHESMRE, AIEEE:
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= |dap
B MREHEBERK, ZER Element API I, NS ERERIZAEIRENERBR -
(IERS

E&" ( NetApp Element 3 APl &) ",

BIREEEERKP

EA] AR B ARG N R E R RS E KIS Bh RN PRI EB EIE LI . IREREEE KPR,
AR NERD AR EE R EAINRR T RIFAR,

WNREBRFE LDAP £ EEAKF,, 1BHEREFBZEICEEE LECE LDAP,
"{#F Element BF R HEEF LDAP B{3I0E"

TR LFEEERRSE, Tm, BEhds, &, WKPANEEEERKANR, MEEEFR. BRAEMMURE,
AR AMRANAEE NFIENR, RASANEE R ETHEREZENRNNRIREEFR,

BRI LEERFRSAEERIEZNEMEHEESAFIKS . ERERMREEEEHNIZNETEHEERK

o

1. Ee)EEESEE (F LDAP) MEBEERKF, BHITUTRME:
a. B AP > BEEER
B - gIREEEER
C. WeFR * =B BFRE,
d. NP B9 P BB H AR,
e EEEN AT IKFHIAE KR,
f. SRt S AR R R R R A TR
g B gEEEEER
2. 7% LDAP BERPEIZERFEERIKF, FHITIUATRME:

o

a. EE v &R >+ LDAP*,
b. H{RE B LDAP S48,
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C. iﬁ% KB SHEIE*, AREFNBRIBFRBAZ — SRR DPRM, LUEER LIHEEH
Moo

d gf~mBpP *>* EHEER
e B AIEEHEIER ",
f. 3%#% LDAP AP 28,
g. £ Distinguished Name FE&H, IRBBXAESHROIFENE P AN TEHDHE. ;E, HRILUM
SR E FIRR] 2R AR ARG 1Z 2 7o
MRADWRBIMBTENE, N LDAP fRE 25 EE FiZANEMAF SIS RA L EE R K, BINR.
ERIN LDAP £ BB AP SHA, BRINEMKRIHN "dap : < TEADHIR> "

a. EERENATIKF AP IR,
b. wErh b & FIE LR B RL AP T il
C. B * gIBREREER

IRIBEE R EIE RANR

TR AERE, TR, BdE, &, KPNEBREERKPNR, MEERIHR. BAXEMURE, &%
SRR DEET NARNRR. RASNEESAFRTNERERNEBRIFHRIR.

1.

BEAR > EBEER,

2. BEERIENEHEERNAY "Actions” EltT.
3. BBEH Rt

4,

S BBE *REEN

EEREN AT BB PR,

BENEEEIE KPR
&R LAEF Element Ul BRXEREIE R R,

1.

BERAP > EREER

2. BEEREBENEHEERNNAY "Actions" EltT.
3. BBEH YRR ¢,

4,

S BEH *REEN .
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* "7 fET] FAFElement APIBJI5 ) ZEHL"
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E1E LDAP

BRI LS BRI B RiFRITMY ( Lightweight Directory Access Protocol , LDAP) , LUE
73 SolidFire FEEBETEHRNLLERINEE. EoJUERERFIECE LDAP FHi%iX
LDAP FIFF14H,

E1IE LDAP R EFRIIA Microsoft Active Directory If15 /9 SolidFire S£3I18 & LDAP SR KIIEHNIXALE.
(D EELuEsEm Pva 5 1PV6 Htk.

[EF LDAP SR UUTERTE, FMiHEENT:

1. * 52K LDAP 3FMTECE S B * . WIIRETEEEE LDAP BHWIEFrENFrE AR,
2. * S LDAP B14383E * . /A Element Ul 5 Element API .

3. *I5iF LDAP BCE * ., 5, tAILUETIETT GetLdapConfiguration API /5348 Element Ul 125 LCAP
FEERNEEHESIE T ERNE,

4. * ik LDAP BAIIE * (i readonly AF) o @idiE{T TestLdapAuthentication API 7555k {E
Element Ul it LDAP BcE RS Eff. TEULAENILA, F#EH readonly AFPBEARH
sAMAccountName , XFWRIFEHNEBHE T EIERHACE LDAP B4IIE, HIOUE readonly EHEMIFIRE
BiEM, MNRIEFTEXK, FEESE 15 3,

S. * ik LDAP SAHIIE * (ERERNNAFKF) o ERAERNA Element EHEERRNAFKFEES
setp4 . Efl aR®F (DN) AR (Fh) o Ltk DN KETRE 6 FER.

6. * F5/0 LDAP SEEEEIE * (S 4IFHKEN5M LDAP B9I8FH B HAI DN ) - {#F Element Ul 5
AddLdapClusterAdmin APl 757%, SIZEEEHIHRANMEMEEGAR.,. XTHEFR, B EES
% 5 EHIAYSEEE DN o XHER] LR DN MU 1EH.

7. AR B EIE SRR * o EFAFEIER LDAP S EERAFRERIER, NRAMT LDAP A, N
BILALLZAARERBAR SHER.

SERY% LDAP ZHRiFAACE 3%
7 Element /2 LDAP #F 2 Hi, BN AIEE Windows Active Directory fRSZ 288 H M ITEHMTEC B ES

TE

1. i& & Windows Active Directory fR55 28,

2. *w\Ni&: * j3F LDAPS %#¥,

3. gIEZAFF4A,

4. BIBE— P RIERSK, (B30 sfreadonly ) , FFIEE LDAP BR.

f£F8 Element FBF R EE A LDAP S{3503E

é’éﬂﬂ@ﬂ%ﬁﬁ%%éﬁ—%ﬂﬁ LDAP ARS328RVEEM. X#¥, LDAP BEIERRAIUEFEERRFNFMEALIHIEN

] LU{EF Element FIF R Element API B Z LDAP . IHIEIELS BN T 0{alfER Element Ul Bt E LDAP

o
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R GI RS T 40fEI7E SolidFire EECE LDAP B{330IE, HEM searchAndBind fEASHIIESEE, IR

fEA—1 Windows Server 2012 R2 Active Directory AR55 2%,
B

1. B~ &8 * > LDAP *,

2. B * 2 * LUR A LDAP B3Ik,

3. B * AIMNARSS SR * o

4. N * EHNE /1P k>

()  tAsmATENEEXHOS,

B0, BAMBEX KOS, BN < EVBE P> <KOsS >

5.« A[E: * EHE * fEM LDAPS Y * o
6. £ * BFIRE * PRINFIEES.

LDAF Servers

Host Name/IP Address 192.168.9.99
Remove

Use LDAFS Protocol

Add a Server

General Settings

Auth Type Search and Bind

Search Bind DN msmyth@thesmyths.ca

Search Bind Password

User Search Base DN OU=Home users, DC=thesmyths, DC=ca

User Search Filter  (&(objectClass=person){|(sAMAccountName=%USER

Group Search Type Active Directory

Group Search Base DN OU=Home users,DC=thesmyths, DC=ca

Save Changes

7. & * B LDAP*
8. MREBNHXAFBIARS2RIHIEMNR, BRE * MLAR BHEIE * .

Show password
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O ERIETRNAINMEBMMAFARGE, UEAESIZEHEERMRER,
10. BF * RFERR * UREFEETHRILZE.
. 2EMAFZAF UEEAABAIUER, BTMUTRE:

a BR*AR*>*&EF ",

Create a New Cluster Admin

Select User Type

O Cluster ® LDAP

Enter User Details

Distinguished Narme

CN=StorageAdmins,OU=Home
users,DC=thesmyths,DC=ca

Select User Permissions

L) Reporting L) volumes
LJ Nodes L) Accounts
LJ Drives Ll Cluster Admin

Accept the Following End User License
Agreement

b. 3 F AP, Bk "User Type" (FBFZER) i ™ Idap* ", AEEEEFRIBIAKLNEE] "Distinguished
Name" (RI9#RR) FEH,

C. IR, BENFAENR,
d ETRDERLAPTFAIMN, RAESRE * RIER S
e B - gIBEREEER ",

m1E, EBAFAA Active Directory 4AR{E.

EX U T, BM Element Ul R3ESH, ARMNZAFHARBNERER.
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f£F3 Element API /5 A LDAP S{938iF

i‘}.‘ééﬂ&@ﬂ%ﬁﬁ%%éﬁ—%f%ﬁ LDAP ARS32RRVEEM. XH#¥, LDAP BEIERRAIUEFRERAFNEFMEAZIHIEN

BT LUER Element FAF SR HEEY Element API B2& LDAP . IHISIEL BB T W{alfER Element API ECE
LDAP »

B £ SolidFire ££8% FFFB LDAP B918IE, BB fER EnableLdapAuthentication APl FiATEEE B
F3 LDAP S350,

g
1. B%cfER EnableLdapAuthentication APl FiATESEEE EE A LDAP S25E1E,
2. MANFTRER.

"method" :"EnablelLdapAuthentication",

"params" : {

"authType": "SearchAndBind",
"groupSearchBaseDN": "dc=prodtest,dc=solidfire,dc=net",
"groupSearchType": "ActiveDirectory",
"searchBindDN": "SFReadOnly@prodtest.solidfire.net",
"searchBindPassword": "ReadOnlyPW",
"userSearchBaseDN": "dc=prodtest,dc=solidfire,dc=net ",
"userSearchFilter":

" (& (objectClass=person) (sAMAccountName=%USERNAMES%) )"
"serverURIs": [

"ldap://172.27.1.189",

by
"id" . "1"

3. BRI TSHME:

FEENSEH Description

AuthType : SearchAndBind EREERERRERSIKFEEEREHITE MR
}LEE’\J}EHF', REEAMAZI GBI EZA

groupSearchBaseDN : DC=prodtest , $E7E LDAP WA FFIBE RAMNE, TEARGIH,
dc=solidfire , dc=net FAVER TR, 9NR LDAP WIEE K, EaJ8E
EEBHISE AFREANFN LU S RETE,
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ERANESEH Description

userSearchBaseDN : DC=prodtest , dc=solidfire IS5 LDAP WHRFIRIEEAFPNUE, TEARGH
, dc=net , BAVER TR, R LDAP WIEE K, &8
BERERHILE N ERANFHLUR VM EZRBYE,

groupSearchType : ActiveDirectory &£ Windows Active Directory fR55281E/0 LDAP AR
T

. ( sAMAccountName=%USERNAME% )  (
userSearchFilter: userPrincipalName=%USERNAME% ) ) "——
“ (& (objectClass=person) (sAMAccoun

tName=%USERNAME%) ) ”

E{EF userPrincipalName (BT & RAVEBEFHREith
i) , BBV userSearchFilter BEEX 9

AN

(& (objectClass=person) (userPrinc
ipalName=%USERNAMES) ) ”

&, ERYEZ userPrincipalName
sAMAccountName , Ee]LUERALLT
userSearchFilter :

A\Y

(& (objectClass=person) (

#) A sAMAccountName ERF{ 15 RE] SolidFire  searchBindDN
EBNARR, XEIRERIET LDAP 7

sAMAccountName BMHIEREREREIEENREF

2, HIBIEEPREINTE objectClass BIEHEA

"person’ " {EAEN%E,

XERATIEE LDAP BRMAFEAFIAI92¥#%  searchBindPassword
#R. XtF Active Directory , BERAEZ NAFEH
userPrincipalName (EBFHBH3EAE ) o

ExFItb## T, EM Element Ul #3E8, RELUZATRHAFBHERER.

#E LDAP FAER

£ "Cluster" i&Ii+ _£BY "LDAP" B1E LEE LDAP 58,

() =B 0AP RERE, KHEMH LDAP,
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1. 25/ Element Ul &5 LDAP #4(E 8, 158 E * &8 * > *LDAP *,
o * EH% /IP Hudlk * : LDAP = LDAPS B RIRS25AbiL,
o * BRIIERE < 1 AP SMRIESE. FIREE:
=t 5
* ERHYE

° * EZRYEE DN* : BTFERUNAFHIT LDAP 2RK5TERE DN (FEX LDAP BREBHERH
IHIEIAER) o

o *IERMERD * . BT X LDAP BRE 23151 1T B IR ZERD,
o * AP EEREN DN : BFHRAFPERENNIEM DN . RAGMIEEMLEIERFN,
o * AP EERMERS * . FRENEZBAUTARAR:
" (& (objectClass=person) (= (sAMAccountName=%USERNAME% ) (
userPrincipalName=%USERNAME% ) ) ) °
o Y ARAER . ATIEHIERNBARIERITIARVIERAER, A6
* Active Directory : FIFBIFTE LDAP ARVEREM R E M.
* T THZH.
* Member DN : A% 53 DN #=XBIE (£F) o
o * (HISRER DN* ¢ AT FRAIERMIMAIENL DN . AFERMIEEMERRE T,

o MR BIIE * ¢ BB LDAP 5, ERLLETUNI LDAP RSS2MAF SMERH MR IIE. A
EFERKF LUKt R, A EREMRMAMARARER, ErUERXEERUMTBREEIR
SR EIESMMER,

ix LDAP E2&
BoE LDAP 5, f&R{ER Element Ul 3§ Element AP| TestLdapAuthentication A EMEFHITMIR.
TE
1. B{EA Element Ul i LDAP ECE, BEHITULTIRME:
a. B &R > LDAP*,
b. g * ik LDAP B3IE * .
C. A TRAPERBREMR:

BIZRHER Description
* FBEEER userSearchBaseDN FHIFRE
xLDAPUserNotFound FNENRBY A,

* userSearchFilter ECE A IEH,
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2. E{FA Element API iE LDAP BRE, EHITIATIRM?E:

22

HIRHE

xLDAPBindFailed (Error: Invalid
credentials)
xLDAPSearchBindFailed (Error:

Can't contact LDAP server)

XxLDAPSearchBindFailed
Invalid credentials)

(Error:

xLDAPSearchFailed
such object)

(Error: No

xLDAPSearchFailed
Referral)

(Error:

a. jAA TestLdapAuthentication 753%,

Description

* BNXBARREEMH LDAP A, Bl
BYERS A IEH.

* EVXNARREEMH LDAP AR, {Bittik
FErEEA.

LDAP Bks328 URI RIEf.

RiEAP RN E G E N ER.

userSearchBaseDN A& LDAP BRI
Bo

* userSearchBaseDN A& LDAP fHFHIERL
1ﬁ§0

userSearchBaseDN #l
groupSearchBaseDN i FH#REMN OU 1, X
AR5 | R A ERENRRI, IGEREREEE
EHAFMAEAR DN ZBEHEE OU (fiun:

ou=storage ,

)

cn=company cn=com

"method" :"TestLdapAuthentication",

"params" : {
"username":"adminl",
"password":"adminlPASS

by
iy

b. EFLR. IR APIEARY, ERFEEEETERFNAIDYPRMUNAFFRBRATIR,



{
"id": 1
"result": {
"groups": [

"CN=StorageMgmt, OU=PTUsers, DC=prodtest, DC=solidfire, DC=net"

1
"userDN": "CN=Adminl

Jones, OU=PTUsers, DC=prodtest, DC=solidfire, DC=net"
}
}

M LDAP
1@ E] LUER Element Ul 283 LDAP £/,
ez e, BN TAAEREIRE, RANZ2A LDAP SEBMAEIRE,
HIE

1. s~ &85 * > * LDAP *,

2. 8K,

3. B * ZMA LDAP*,

THREZER

* "SolidFire A1 Element R4 44"
* "I&FF vCenter Server #J NetApp Element 4"

BEERERNARS
ERENRS

WRILATE Element Ul R EE RS, HREERRAZERSMNIIE, EEEHRE,
HESLRERE (FIPS) LIRERAINIERAERE,

* BRZSERS BRI

- EREEHRE

* QIR FIPS EEhERIERY

* "FReaERIMIEAEE

BXIEAEER ..

* "SolidFire #1 Element FR{F3#Y"

S Bk

23


https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html

* "iIEATF vCenter Server f NetApp Element 4"

BERZERSNYIIE
RESERSHRIE

ZAESMEIE (MFA) BER2MSMRIEIBS ( Security Assertion Markup Language
, SAML) RE=FSMHRHERER (I1dP) REERAFRIE, BT MFA, BIERALL
RIEFEREHMSMIIERER, FIUNEEMNXAE R AR ZEBNEFHEES.

ERILLEE Element API EXERASBFKIGE SR UERAZRRS NI,
1 API FAEREFAE BRI LA MIERE]: "Element APl &£

1. @LIFABLLT API J53A8F L JSON HIUEE 1dP JT#iE, NEECIEFNE=A8MRHEER (I1dP) i
B. CreateldpConfiguration

ME=7 IdP HFRAXAEREY |dP TR FEIIFLL TR, UHARETE JSON FIEKiER. ErILifE
%% JSON &2 N ABTER, fI90: https://freeformatter.com/json-escape.html o

2. i@t spMetadataUrl {0 REEE IR, @LIARLUT APl FAEHIEIE =5 IdP :
ListIdpConfigurations

spMetadataUrl 2—1 URL , FATFMEEH A IdP 10 RIRSIRMETEIE, UWERILEEXR.

3. E%EE IdP LEZE SAML BrS, FEEES "NamelD' "B, LUENEZBEICFEMNE S EHEERIRGI A

4. EIEAUT APl HERIR— I HZNMEIE =T 1dP SR I0IERISEEFETE 5 P Ik P LU TR
. AddIdpClusterAdmin

@ IdP =B EERNAR NS5 SAML BHEZR / EMRILEELURGAIRMER, N TRFIFR

° email=bob@company.com —EA |dP BECE AR SAML BB FHp 4ttt

° group=cluster-administrator —E/ |dP EeE AEMPIE AP BN EGIHRNRNARM. FF8, HF
LZ2E[E, SAML EMRI/ BREMXIKNE,

S. WAL API /57 N&EE#E A MFA . EnablelIdpAuthentication

THREZER

ong

* "SolidFire #] Element 2R {43 #4"
* “EHTF vCenter Server #J NetApp Element 355"

BTFZRAZSHRIENEMNER
BN THRUTEZRAZS MR EFEED,
* ERIFABEENW P IEH, BHEEMFHRIE IdP EEGBFIEBLLT APl 4!
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UpdateIdpConfiguration

* MFA 5KE/NTF 2048 (IHNEBARRR. FIANBERT, RASTEEEF EEIEE 2048 iI SSL iEFH. A API
FER, MOBEGRISER/IMIEP:. setSSLCertificate

@ NREBHEABNEBEALRRINT 2048 iI, MTEFALKE Element 12.0 NEShAE, H0
fEF3 2048 BN EShRABIEBEREEIES.

* IdP BESR AR FEERTEERM APl (FIEN&:T SDK 8 Postman ) A FHMER (5140 OpenStack
Cinder 8 vCenter ffiff) . SIRFROUZREXLINENAF, BRI LDAP SEEE R AP AER
EERAF.

THREZER

* “{§H Element APl BEIB7ZAE"
* "SolidFire #1 Element R {4 34"
* EFTF vCenter Server fJ NetApp Element 3H{5"

FCESEIRE

NERBRAMNERTRME

M SolidFire 28, &R LAMNTFETEREFIKENEE LRVFIE T REHREITINE, &R LUER
E—AEEEFSEENX BZRNz: (SED) BRRIF "BEFE A= RINZE",

@B LU{EA Element Ul 5§ APl BBEZ |ﬂﬁE{¢7Ju o BETHBEHINZEINGEARASEIMERIMRETHUE, KHEE
{&M Element AP| BB N ENZR

AINMERT, FeIREHREFcBRAETEANTZHME, &M Element Ul FAEBMZRALMNE,

D I Soldkie eREHREN, LACURERAIRBLRRIIE, #AEERNRTL
2RI,

ERBHNE
© EHE R AR E R B R IR RV,

- HFEFEENTRANG, EERNFEEZH, CERRERLFETRRRFORTS,
 MBELENE, NEHBUXREH MR, ARHRETUERRNE RN,
KEERIIZRZ

EEEEE FNTHMEN /| A= NRGNEZNEFIRE, EER "GetClusterinfo" 7 7A &R LA
"GetSoftwareEncryptionAtRestInfo" JREXEEE A T 3 = REIEHITINZENE SN S .

(D) netps://amres/ E#9 Element B UL {ESIR LB R REF B HAZENZRAERS,

eI
* [BRETRANZRME
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* [BRETFRENZRINE]
* (BAETREANZRINE]

BRETEHNTZHINE

@ BEAINPRAEIREERATWNME, ¥R

TEATWINE "API"s ERIIE Element Ul 1%
B B RER A ERREBERBE .

1. M Element Ul F7, &% *~ 88 * > * 188
2. TR BRTWME *

BRETFRANZRME
() mEmrERTRRENEE, TARBILE.

1. (E0IEERHAIE], BT "0iEEET /54" A enableSoftwareEncryptionAtRest IREMN true o
ZRAETEAHNZEHME

1. M Element Ul B, &R * £ *>* 158 *,

2. %8R - BRTINNE *
THREZER

* "SolidFire A Element ZR {4 314"

* "EHARRZASHY NetApp SolidFire #1 Element = FaBISCRY"

REENEHEE

T MERU TS RENARAEEMREFHEREZE SR, L5, SR LUER
ModifyClusterFullThreshold API 75 2B R R G E IR T TR E SR

FENNS
A EEHEIEANR,

h]rq_

p
1. BE&EB > IRE "

2. 7£ Cluster Full Settings 25 * & Helix TEM T R B fEFMEZRIFRIR % BERAHEESZR * hiEA
_/Pﬁﬁl:to
3. BEH - REEN ",
THRESER

"WfEIHE Element B3R =S 8] ) {E"

26


https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_enableencryptionatrest.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element

BRMEREMHTE

MElement 128718, &R LUEREE A FEIRIBEE N EFRIOPS (A EQoSHKEHED
BENER/NOPS)ET 28 s, ErILAEAElement UISAPIG B2 A% 7 2 F 1.

ETHRERRIA L F IR

pA

1. ﬁ*x*%ﬁ*>*‘ﬂ§*

2. EEBLTANSP. EREHHTEHIKS:

BREHETE
e B ASKIRIOPs* LRy R FT#, ARHRIAERERE,

BREHEHTHE:
PR AKERIOPs* EM T ET T, AREINERIER.

3. (AJi%)i&EsE Reporting" (R &)>*Overview* LAFBIALPRIOPS IR S B, ERIEREM TRIEREI TR

ERAREEENRTS,

THREZER
* "EARAPIERE R T

* "ERAPIZRE R TE"
* "BIEMEES QoS KER"

ERMBRFIR

TR LU A AR, LUEIRET81F NetApp 23 A G@E SSH iARIEMET =
HEBRo

BENZFAENR, SoMEEEEFEERNR,
1. BE&EB > IRE "
2. ZRH | BAZFHARES T, WABATZIFASRRAESEE (LUN AR

3. B BRAXEIAR o
4. *EngE: c BRAZENAR, FRE C BAXERRR .

ERERARIEE
TeILUSA, mENECE S AP HSRIEE,
SEETR

[ BRER SR TRAENE] [RAE 1A R riiRiE] (B AR TIEE]

LU TEE

27


https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_enablefeature.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_enablefeature.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_enablefeature.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_enablefeature.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_enablefeature.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_enablefeature.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_enablefeature.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_enablefeature.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_enablefeature.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_enablefeature.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_enablefeature.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_enablefeature.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_enablefeature.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_enablefeature.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_enablefeature.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_enablefeature.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_enablefeature.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_enablefeature.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_enablefeature.html
https://docs.netapp.com/us-en/element-software/api/reference_element_api_disablefeature.html
https://docs.netapp.com/us-en/element-software/api/reference_element_api_disablefeature.html
https://docs.netapp.com/us-en/element-software/api/reference_element_api_disablefeature.html
https://docs.netapp.com/us-en/element-software/api/reference_element_api_disablefeature.html
https://docs.netapp.com/us-en/element-software/api/reference_element_api_disablefeature.html
https://docs.netapp.com/us-en/element-software/api/reference_element_api_disablefeature.html
https://docs.netapp.com/us-en/element-software/api/reference_element_api_disablefeature.html
https://docs.netapp.com/us-en/element-software/api/reference_element_api_disablefeature.html
https://docs.netapp.com/us-en/element-software/api/reference_element_api_disablefeature.html
https://docs.netapp.com/us-en/element-software/api/reference_element_api_disablefeature.html
https://docs.netapp.com/us-en/element-software/api/reference_element_api_disablefeature.html
https://docs.netapp.com/us-en/element-software/api/reference_element_api_disablefeature.html
https://docs.netapp.com/us-en/element-software/api/reference_element_api_disablefeature.html
https://docs.netapp.com/us-en/element-software/api/reference_element_api_disablefeature.html
https://docs.netapp.com/us-en/element-software/api/reference_element_api_disablefeature.html
https://docs.netapp.com/us-en/element-software/api/reference_element_api_disablefeature.html
https://docs.netapp.com/us-en/element-software/api/reference_element_api_disablefeature.html
https://docs.netapp.com/us-en/element-software/api/reference_element_api_disablefeature.html
https://docs.netapp.com/us-en/element-software/api/reference_element_api_disablefeature.html
https://docs.netapp.com/zh-cn/element-software/hccstorage/task-hcc-qos-policies.html
https://docs.netapp.com/zh-cn/element-software/hccstorage/task-hcc-qos-policies.html
https://docs.netapp.com/zh-cn/element-software/hccstorage/task-hcc-qos-policies.html
https://docs.netapp.com/zh-cn/element-software/hccstorage/task-hcc-qos-policies.html
https://docs.netapp.com/zh-cn/element-software/hccstorage/task-hcc-qos-policies.html
https://docs.netapp.com/zh-cn/element-software/hccstorage/task-hcc-qos-policies.html
https://docs.netapp.com/zh-cn/element-software/hccstorage/task-hcc-qos-policies.html
https://docs.netapp.com/zh-cn/element-software/hccstorage/task-hcc-qos-policies.html
https://docs.netapp.com/zh-cn/element-software/hccstorage/task-hcc-qos-policies.html
https://docs.netapp.com/zh-cn/element-software/hccstorage/task-hcc-qos-policies.html
https://docs.netapp.com/zh-cn/element-software/hccstorage/task-hcc-qos-policies.html
https://docs.netapp.com/zh-cn/element-software/hccstorage/task-hcc-qos-policies.html
https://docs.netapp.com/zh-cn/element-software/hccstorage/task-hcc-qos-policies.html
https://docs.netapp.com/zh-cn/element-software/hccstorage/task-hcc-qos-policies.html
https://docs.netapp.com/zh-cn/element-software/hccstorage/task-hcc-qos-policies.html
https://docs.netapp.com/zh-cn/element-software/hccstorage/task-hcc-qos-policies.html
https://docs.netapp.com/zh-cn/element-software/hccstorage/task-hcc-qos-policies.html

B RERRREE

TR AEAFERE] Element Ul BFE/RE " ERAFIK " #18, SAFRLIEEN, KER—1MXEME
1E, EhESEAEREENHERS. A URIEUHE bR,

BEBEAEINE, CAAREERERRIR,

1 B AR ERER

2.4 * ERASR R, WABEEARTHEERRRIA,
() w4096 M

3. @iE B,

IRIBERREIR

A R DA R SR R R RIS BRI

ERENNE
- BREFRSN, EAAAGEHEERIE.
* BIRE R AERRHIAE.

p
1. BEH*BF > EAKM
2. 7 * EAEN * WFEP, FERETHXA.

() w4006 M
3. @i REEH .
R RERFRMEE

EEIUR SRR RIE, RALMIEE, BATEER Element Ul NABREREEASN,

ERBHNE
F BREBEASN, CAAREEREERTE
* BRERAERRR.

p
1. B8FBAF > ERZR
2. 8EHEBA

pra= e LN IEIE
B E S EHRA ERS 2
BRI LIETREETHS T T REWNZNE (NTP) ARSSHFLERENEH. SE NI

28



HZEERENIRSSAMXERSIEK NTP 5=,
NTP BFBL ARSI Fh, EEERNRETRT, MEETINHRIMNE NTP IR 2.

&R FEIE NTP LM NTP fRSZ 23, ERILAER IP ksl FQDN 418, BIEEREERTAIZAIA NTP AR
2318 E A us.pool.ntp.org ; 1B, RIE SolidFire EEFHIMIENIE, TARARS LSBT ER,

fEF FQDN BUR T2 NMFMET =B DNS IRBER S EIREBIEEET. Alt, BESMFET = LECE DNS AR
588, FEIEENKIROERITERHRECDEF T o

BRZA AR NRER NTP RS 28
e LU EIREA 1Pv4 1 IPv6 bk,

EEENNE
SREWLSE, CAARLEEHEERIUR

S

RS HIGEFEE IP F1/ 5 FQDN I,

2. HREAETS R L EMIZE DNS

3. i EB > RE

4. ERMEREMISET, wE T, SERRE NTP BE,
5. i * RIFTH "

—_

B

oif

THRE A
* "ECESREFLUI0N NTP [HE"
* "SolidFire #1 Element 3 {4 214"
* &M TF vCenter Server #J NetApp Element $H{4"

ECE B LU NTP 8

B ERA BRI, BLIETREREPRHE T RERS LT ERS 28 & HBIMZSEY
i@t ( Network Time Protocol , NTP) [ #&HEE.

NTP AFEIMEEDIIH. EAREFKEIIER, NMEREIRERHIMNE NTP ARSS25,

BEENRR

* BEENIRE, THNAEBEHEERNR,

* RIS LR NTP BRSS2RECE N 1#BARSS 25,
p

1 BAEH &R >"RE ",

2. ERRSERTIRPIMANEREA FBEX— NS NTP fRSS 28
3. FEMZBSEINIGRE T, &F * & * MR BEF ik,

29


https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html

4. BRBEI BERPIS, 151E * RS8 * FRPWMAGE BEXTREN NTP RS28.
S BE*REEN .
THREZER
* "B ETHREEAIMET B i AR S 28"
* "SolidFire #1 Element 3 {4 3214"
* "I&EFATF vCenter Server #J NetApp Element $&{4"

E1E SNMP

T f# SNMP

B EEEPREERENLZEIENIN ( Simple Network Management Protocol ,
SNMP)

&R LUERR SNMP 15K1ERF, EREFEAM SNMP k4, #E SNMP ETFAHAFHZ£ER! ( User-Based
Security Model , USM ) AP HEZEERLLSIT SolidFire £8%, XA UEEMIHNEREEEXH.

() EFILURBHER 1Pv4 70 1Pv6 ki,

SNMP EHES
ESEIETFH SNMP TlE £, EAIEBUTER.
* * SNMP MIB *
AHEEN THE MIB 3XfF,
¥ EH SNMP & *

EET IS FISAL SNMP o 72/ SNMP 5, (FTUAIEERUIIRAS. MBMEMBIRA 2, WALGFIIER
BRF; MRS 3, WATLLEE USM AR

* * SNMP &R E *

SR LA E IR BVFaMt. ERTLUAS MEMRRTIREEN, KOMEXFRF &,

FZE SNMP iERiZF

[BF SNMP hRZs 2 &, EeILABRSERIEKRER, HREKEREE AIZBIRIE
SNMP 5K,

1. BEHZFE: Cluster[SNMP] o

2. £ EMSNMP IRE * T, BE * Z * LUEH SNMP,

3. M * i * IR, R ks 2%

4. 71 ERER * HoH, WA HXFRE T WE ER.

30


https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html

(D) BUBRT, HEFRENNE, WER localhost  EALIBHKERIMEE,

S. *ENE: *ERMB—MIERER, BRE * NNBERER * HEN * HXFRE WL 58,
6. BF * REFEN "

THREZER

* B2E SNMP [&BH
* FREEEEEXHEESEMNRIUE

EZE SNMP USM B F

JEF SNMP hi7s 3 BY, FEACE USM AP LUZIIRIYEY SNMP 1EKo

1. BE ~ &8 *>*SNMP *,

£ B SNMP IZE * T, gE* 2 * LUSH SNMP,

M RRAS * BIRA, 54F * hRAS 3%,

£ * USM Users* B853H, HWAZHR, BEMZEEITIE,

*ENE: CERMB— USM AR, B8E AR USM AR * HRIABR, BEMEEEIE.
BEREEN .

o o & w N

Ao & SNMP (&R
AAEIEROILUER SNMP [Eft (#7918 %0) 53T SolidFire £83HIET TR o

[EF SNMP [P/, SolidFire SEBEREMS EHBEFRBEMAGEIRREXAIEMH. BIZUL SNMP @R, &F
BENERBIREMH, HAREREENWRMEA. BIANERT, FaEREMAEMH.

1. B ~ &8 * > * SNMP *,
2. 1% * SNMP PEBHSE * BB 50 HRIEIR RGTRT 4 A A —Fal 2 Fh S BRI BERH -
o EEEFINIERARH
o SEEF O R RIPE AR
° EEEFEFIARK
3. 7£ * MBI A * SR, BABEARNEN, BOMTXFRRES,
4. %\ . BARIMB—MEBERT, ERE C RMEMHERT < HEAEN, HOMMXFRBER.
5 B& *RIEFEEH ",

EREREEEXHEERENRMIE

EAIUEENTHETEXBITREMNRNEEEEE (MIB) X4, SNMP IhgEsz ]
SolidFire-StorageCluster-MIB HU7E X BIX Ri#1T R IEiH10),

MIB RV HIER R T U R R YA

31



* ERGUHER

* BRITER

* BIKPSRIHERETRE
* TRAMER

© Hfth#dlE, fliksE, sixMASRES
5h, REEZFHAREE SF RYIFmi E—KipR= (0ID) B MIB Xff.

-

1. B * B * > * SNMP *,

2. 7£ * SNMP MIBS* T, BHEETHM MIB X1,
3. HETMTHEOSF, HAHRE MIB i,

BRI

BTN REEE XS MIERRNE, BT EEEREDSIE. IR RINE
£8ta, SR RARENAEMNEEE. EAILER Element Ul EI2IEE)23,

REpERIFAER

"Cluster" 3&Ii-&_ERY "Drives" D1E R T & B HIETHIREhZERIFIR, ERILUEII M "Active” , "Available" ,
"Removing" , "Erasing" # "Failed" &I+ FRIZE R R Hi%E DT Ho

BURVIAEREERY, JERIRTIZRTIR AT, CIEEHAY SolidFire 28%¥/5, ERILURINKRDECLAERHAT "AIA "
iyl Sa sb gl feul: SE e -

T &R ERE/EanRahagyI&RF,
* * IXzhag ID*
HELIKENZEEFTIS,
** TR ID*
R amme BN AN T RES,
CTERBH
B IR RN TI RHIZ o
© *iEIE
IRENEREPRFATERYIEIER S o

}

I
il

o * TI *

IXzhaERIAR/)N, LA GB MBI

32



LT

RIS,

© o RIRFER

RFASIET S,

FIERSGLRES ESEDR (SSD) LARTFENSHKRENEMERE. NRENBHIEHRT
5% KNS ENRIREN, NRBERRIRER 06% . RATREMBHNBHBIAFES; BRI
=LA B MU TR AR LSS

s e

IEASEAT, ST RR TR,

BEEMES ...
* "SolidFire #1 Element FR{F>CHY"
* "i&EAF vCenter Server #J NetApp Element 4"
BT
EETS
AU MEBHEIEMNT S UEEIE SolidFire IZEF YL EET 2o
MRHAMNT S HANERSSEBT 50% , NIETHaNELEFEETAHRTA ("ML ") , UEEFE
BEMN, ERMEZEFHEZA, BRBLN. NEMINTSIEELR, FEBORETFIEMN, NFIRI

Y NABABRTFMDRES, MIANNTREENMIDRTS. NIRERNAIEE, DR L EXMER. 4
TRENMILEY, =5|RENIEEFIE,

CIm

THEE S

ESRERVA)

g

oif

5N

B&REr

|

ESREIEvAIEE 3222

EAUEREES RN NEURENENEIFNT S, SRIFLEN, TAREH
TIAEE. BETHE, CREREGETSFIRT, HAUEEFNBIET,

SEPEMTN A LNRERRASBARS. BTRRNEIERN, SERRERETEN TR L REEFMAN
NetApp Element 14,

TR @A EFMIBTERNHRANT R ERIUAEFFMIEANTREE, WRHFEEK, Lp

AT RBVNRERBERMMIRARI T R X8, MR—TMRANTRRERE, W Helix FLATLIE BB EHKIBTH
IR, SR LIRRVNT R B ERMEIRAN T R &R LIRS 1%6E,

33


https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html

MERIARMNT R EANEREFEEBT 50% , MkTRNEESERETNFTA ("MiL")
, UEEASEREMN, ERMESFMEZE, BRnLlt. MRFMINTRIFEX, FEB
@ AETAERN, WEFNMLTAEFABRTMDRS, MImANNTREEAMNDRS. &
IRARRITRINBE, MUBREKEXMER. HTRBNIMILEY, K51K strandedCapacity S

E=3

(=18

"NetApp #fi: REYR: ¥ & SolidFire S£&"
1ZA] LAAEINetApp HCI & & HINT =,

ps
TSR ER > TR
2. BEHFEF MBEHFETRIIR

AT RIS AEE R fE. XY 38 B/ RTE" Active nodes"FI| R, 7EULZ AT, FET =8 ERE "Pending
Active" 5|,

RFE T RAINEIERFEY . SolidFire RTEXEETY R ERIEEEHIElementiX{Fhids, XAJRERE /L7 $PET
8]0

3 HITIUATREZ—!
° BAMBEN TR, FREEMIBT RXRZAY * #21F * EliF.

c BRMEZANTR, BEPERMNTRNNNEIRIE, Ak #ERE, * & * NREHAMAT
=B Element B A 558 LinfTHMATRR, NWEHRSTELHTRERAERET R LETH
Element Z{HhRA. BT RE, EXBIEBSRMEIEREP, FIESIREF, HTRELTF
pendingActive 1Ko

4 BEHM*
TR EREED T RYIERF.

THREZER
T RARAERIA RS 1
T RARAIE IR A

TRAFMERNRT TR ERER Element 2X{Fhitds, INRT RMERRIRAFRS, ME
F Element 4RI EEEF S IRIEEEF LAY Element ZXfFhir s B ap eI T mBR AR,

LUTFFIRTAR T #IR Element 2R {HhRZAS S BV ARANEZ ML) |
o * Ig *

E— I HFRATIEERGMA. FEEAE—ITEHRHRSHT R EEAETREIEEMEFRES
T RREETD, BRREAEEREEIEMANT Rl

o*;ig*

BN EFATIEEERME EERAVIE IR TRER AV N TN RE I RINEE. WAt STETERAA

34


https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0

HFehEtE, URRIIESRAS BE EtRBAGEEMEM Element IEFIESRAARAFES. a0, 11.0
511 FX%S8, 115 12F7%5,

.*1;!-'_&*

FE=NFATIEES T .minor AHFRTIH Element I FIRAFEBHIEWNER (BEhR4A) o B9,
11.0.1 5 11.0.2 &, 11.0.25 11.0.3 %%,

FERFSTRBRASULES GERE. MEHRFRBER T KSMRRIE,
BETRIMEFHNERSE

,{QELXE_/|\$E¥EP5E}EHKlﬁl;‘éggﬁ"]%),ﬁ“o SF /%7)7” 2405 ) 3010 ) 4805 ) 6010 )
9605, 9010, 19210, 38410 #1 H &%A] AR F—EEEH,

H Z&%IH H610S-1 , H610S-2 , H610S-4 #1 H410S T m4ARR, XLEFI = 3ZHF 10GbE 1 25GbE .
RFAERERIFMETRAMNET R. TEATRENT, EATRBIEEIEESFTEN 33% . fll, &
BB SF &7 4805 TTmBYEEEH, AIMBEMANNEAT RE SF &7 9605, EXMIBERT, EHAE
F{ERRERAT RBEBERKITER,

RIEERIElementIX RS, RZRFLUTSFRIEFFE TR

FFkR ... AZHEFEETR...
Element 12.8 » SF4805

« SF9605

« SF19210

« SF38410
E£12.7. e SF2405

e SF9608
Element 12.0 « SF3010

« SF6010

- SF9010
MREZHEEP—I T AALKDRZZIFNEementhi A, MEBE—FKBIREE. I5HElement 12 xR L
[lidrh=)
EETRIFAER

B UERERIM D RNFEMER, FIUNARSENE, R8s B UANRF BAERER IR
A ITSEo "Cluster" i&INKBY "Nodes" TIE e T "Version" 5, ErILIEIT|HES
SN RE Y= O YRS

p

35



1T BHE &8 > TR,
EEERTETSMNFREE, BREEMTRN * 21 * Bir.
BEBERFAGE
EETRFAGER:
*HAID*: RAANTRERM D,
o * B L TRMENRE
*TEMAG T TRESHTNMAE. theE:
* Cluster Master : HUTEEEEEEESHEE MVIP # SVIP BT =,
 EETR MARBENT R, REEHEAN, B3TMHSNEET R
* Fibre Channel : S8,
o * TIKE TOMEBISHE,
o *SETHIRDNES * ¢ TR AUECHIRRIER Y &,

c TRAAER: EFNAMAXRNTSFBAXE S, ERNEUERLEERETH
recentMaryTotalHeat, MElement 12.8FFia1z 1,

o * IR IP* : JHIT 1GbE T 10GbE MEABIRESMARLAT RHNERE IP (MIP) Hbll,

o v EER P DEATAMER IP (CIP) Hiit, BFAER—EHTNT S ZEHITERE,

o * TFME IP* 1 DECLE AT iISCSI MELMAFEHIEMEREN T SMTFME 1P (SIP) itk
o * EIE VLAN ID* : BIRFIHMAIE ID o

° * 17§ VLAN ID* : TZfERIEMBIEMN D .

o *hRAS ¢ L B R EEITHR GRS,

o * EHIRA * : PR EATFRESHMNIKO,

o * REMNE 1 DELATRNE—RSITES,

° BEXRIPEL: DEAT RBYBEXRIPE.

> WD

BEAFBEROIFAER
ERILIM FC InOTTEER/ATRERANIFAES, NIRRT, MmO,
BEAXERIEHNNTBERONES,
SR
1. g - B > FC RO *
2 BIFEILTE LSS, ERE - IHkEs
3. BEWMER:
© R ID*  FEEEERIEN TR,
S THREM T RAERMNTRE
© S HTEEROFEREERES.

36



° *HBA Port* : JM{F@EENELLIERC2E (HBA) LRYIRIRO,
° *WWN* : 2IKERTTRB .
° *WWPN * : Bireiki@RimCE .
* AR WWW* . FEERBIE IR 2 IKE A B .
IR * 0 ImORHFRES.

° nPort ID : JEHBEMKLE LT RO ID .
o *RE . IDERAEERE, FREENT:

= 4 Gbps

= 8 Gbps

= 16 Gbps

THREZER

* "SolidFire #] Element {4 314"
* EHTF vCenter Server #J NetApp Element $H{E"

EIEE AL

EIREIRILE

@3 SolidFire FFRERIIEINMLS, BTLUSTRIBIEMLS LNSNE P i an e
—/NEEEE, B EA VLAN R EMEER PR S S ERE %o
THREZER
° /J\HDFE?U\H
* BREMNESBMEL
* YRIB AL
* 4m4E VRF VLAN
* MIBREEIARALE

AR HARIES

TR LU AR EEIARSE NN SR BFECE R, LUIEZ A IR RENSIEZE)IETT Element 2R+
HYERES,

BEBNAR
* MEBE DA ERT = EEIEHT 1P kbR,
* HEEAEFE NetApp Element Zi&RE MG AIEMEMLE IP (SVIP) ik,

() wFUEE, BAEEUTRE:

* KA VRF B VLAN EXB5i#EF5 SVIP (i FE—FMH,

37


https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html

* BAT VRF By VLAN REXRB&iEFS SVIP (U FR—FMF, HEXRFHKRH,
* BN SVIP RERBEIEFS SVIP IFE—FM, HEAZHRE,
AINEIMRIEER, RASAENHREE—NMED, SMEOBRE—EINMLE 1P titk, SIEHEIKMLEE
BER IP I EXNMETHATERFPNT SHE, EMNESMIHENT At SR EH B kXL
o BEBEFohAEEPIT S EREIAMLES L,
B
1 BB~ &R > K
2. B * Bl VLAN*
3. £ * QUEEHT VLAN* JHEEF, EUTFEFRANE:
° *VLAN &¥F *
° *VLAN #xig *
o * SVIP*
° * [LEIRE *
(AJi) > [el@EFER
4. 7£ * IP habR * Fhig N IP HAESEERY * #2464 1P+ ik,
5 HA IPSEE * KN EAEBETERPH IP #iiE.
6. B * AR * Ak VLAN FINAEES: IP HisibdR,
7. B BIE VLANY

EEEPNBIERER
B
1. BATh ~ EEBY * > * LR *
2. EEHMER.
°*ID*: VLAN M&RIME— D, HEARS .
° * Z#R* . BFA VLAN R ECHIME—R TR,
° *VLAN 172 * : SIS S ECRY VLAN ARic.
° %o svip* . DECLAREINMLEHITZAEREN 1P it
° * PLEHEED * ¢ LR IR RIS RS,
o XWXt MWK XEIME— IP ik, KBS A VRF .
° *BBRA VRF * | IERESERARMBRENEL,
c* B IP*: ATRIAMSHIERIAMLE (P #IkSEE,

[ R EIER AT &

EeILUB A EIMER MR (VRF) , NMATF—MEBEERFES N RERSEAFHER
B17. IIhEEER FEEMLS,

38



TR EETE LI VLAN B2 VRF o NRELNREIFE VRF , HTMIERHEFEIZE VLAN o

1. BB~ SR8 > g

2. B3 VLAN EEF VRF , 3E%R * I VLAN*,
a. HNF VRF/VLAN FIAEXER. 155 WRINEIAMNLE,
b. %R * B VRF* Ei%iE,
C. *AE* : HAMX,

3. B * 8 VLANY,

THREZER
AN EE AL

URIBREPAILE

AT BN VLAN B1%, 5190 VLAN 2FR, WLEEEF 1P stk k)N, FoiAEEX VLAN
BY VLAN #5i2#] SVIP . *F3EF VRF VLAN , MXEMERE2BENESE.

NRFHEMEMISCSI , TEERTHMWEZE, WERATEZEW.
5 VLAN IP HUEERERI AT, ROERLAUTPRS]:

* [ERBEMEIE VLAN BY D ECBIRYE 1P HUESERE S MIER 1P sk,

* TR LAMBRTEADSA IP HIUEERE Z /FANINRY IP kR, (EREE@EIMIER IP dbikSRiEZE IP IRETK/ .
* HEZEAMAE P ASTES IP REPMIFREEFPT RIEEEARY IP kAT, IHRIFRIRERRK,
* BRRERHFEENER P it B o e R FPREMT R

ERTLAE AR LU R MR BRARAN 1P SsbR

1355~ SR > K

EIEEYRIEN VLAN JRZAY "Actions” EltT.

PR URIE < o

£ * 4558 VLAN* JHEEF, AN VLAN BUFE M
WERR * RINER * BT A M IAE AR ANARIELR 1P #dbR,
R RIEEH %

o o & W DN

S HEBR AN E S
FHERFIIREX S, LUEEBNEHRAEIE VLAN IP it SEER R,

* "ff Element ££8f EBY VLAN RIRMITFHET REHIIEE IP EE
* "UNfAITE Element FRFEE IE/E(ERAAI VLAN IP LAREXLE IP S BCLAHpLeTs =

39


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element

4R%8 VRF VLAN

EA]LAERY VRF VLAN B4, 5130 VLAN BFR, WIS, RXA] IP kiR,

1 BB~ SR > K

2. BHREREH VLAN MRZEY "Actions” ElfT.

3. B i+,

4. 7% * 448 VLAN* IHEEFRN VRF VLAN BETEM,
5 B REEN ",

HIBR AP

SR ABIBREIAI SN R EMIFREIANSE 281, IR HAESRRINEIS — PRI,
1o > W

2. BHEBHIBRAI VLAN IHRZAY "Actions” ElfT.

3' $EE * ﬂﬂulzﬁ * o

4. HINES.

THEZIER

UREEREPARILE

BIEESZHF FIPS JXnn23A0EEEs
73 FIPS IXnfss haE E S T R8T

EITZE PR PEEFRTS X0, ﬁzél“_i{ TITHREEE, KHERLENE (FIPS
) BB L 2MNEREERITE, 22 FIPS 140 2 INERZE NEIENE @ BAREMAT
R —PMERER .

BHEFBA FIPS IREhERTNEE, EROERREAFRLESE FIPS IXaI2RM S — LA H; FIPS IXRI2AY T R0
RIBLUT M, SERIANE FIPS IREhes:

* FrERENEIIEIAIEA FIPS IRTHES.

* FAET =97 FIPS IREhEE 5 s,

* EBAZTAMZ (EAR) o

y %E;;J% FIPS IXZh28ThEE. FrEIRahesfl T &R+ FIPS , HEXBRATNIMNEZAsEE A FIPS IREh
FJt,o

BRETAME

uTuFﬁﬂﬁﬁﬁﬁﬂlm SRINE. BINERT, FeBRLThEE. E3xH FIPS IX
mes, WAEAENME

40



1. 7£ NetApp Element 284 Ul Fh, B * &8 * > * iRB *,
2. B BATRAMNE
THREZER
* NEEBRNERNE
* "SolidFire 1 Element #X{4 344"
* &7 vCenter Server #J NetApp Element $&{4"

RET RER BEEFEA FIPS IXEH2RIN6E

RN NetApp Element #if4 GetFipsReport AP| B FEERPNFAE T AEE
BB ERIFZHF FIPS IXnh2s.

/

* None ;| TIRARZHF FIPS IXnh2sIhaE.
* Partial : T RX%H FIPS , BEHIEFAEKEHZIERE FIPS IXEhes,
* Ready : TaX#F FIPS , #BFIEIRENIZSIN FIPS IRoh2sS AEFEEAIIRENES,

B
1. 62/ Element API BINLA T8, KMEFHEERTRNT SRR RS 21 FIPS JRohes:
GetFipsReport

2. BELR, I TARETR Ready REMEMT =
3. WFHKER Ready REIEM TR, BRELIRENEREELZHF FIPS IXGhEZINEE
° {#F Element APl 5I\: GetHardwareList
° EHAR * RohB/MBRELE * E. WRA FIPS , MEEHRILSHF FIPS RRI28ThEE.

EEIFIB GetFipsReport & ListDriveHardware 1£ "Element APl &,

4. MNRIRzHEEFZHF FIPS IRzhEsThae, IBREMEMRA FIPS B (TmsiiBmR) -

THREZER

* "SolidFire #1 Element FR{43214"
* \T&ATF vCenter Server B NetApp Element $H 4"

5 FIPS IRX5h23ThaE
& B LIfEFE NetApp Element 14 EnableFeature APl 75552 FIPS IXEh28ThREE,

WIEER FEATNME, HEAFRETSMIKEhasEnMiF FIPS , 40 GetFipsReport AFAE TR ETR
Ready RSB

41


https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html

PIE
1. {8 Element APl B NLL &<, 7EFREIRN28 LB FIPS .

EnableFeature B#{. FipsDrives

THREZER

* “f§F Element APl EIE7FAE"
* "SolidFire 1 Element 3R {4 X14"
* “EFTF vCenter Server #J NetApp Element 355"

KE FIPS IXoh2 k&

&R LUEFE NetApp Element 314 GetFeatureStatus APl AN EERH FRTRERAT
FIPS IXchERIhEE, %A 2B T FIPS IXchaf B R HRESE true X2 false o

1. 5/ Element APl , AU TS0 EEEE ERY FIPS IRGHESTHEE

GetFeatureStatus

2. BF GetFeatureStatus APl JARNER, R FIPS IXch2REREN True , NISEA FIPS IXEH28TH

ab
BEo

{"enabled": true,
"feature": "FipsDrives"

}

THRESER
* (&M Element AP| EIETEE"

* "SolidFire #1 Element 3 {4 244"
* EFTF vCenter Server #J NetApp Element 3H 5"

Xt FIPS IXnh28 ThRERE I TER PR HIFR

2/ NetApp Element 2XfF Ul , ERILIEBEXASHS FIPS WahasThaetERHIREN
fREEIRIE R ER.
1. £/ Element Ul , &8 * RS * > EiR
2. BIREEHNE, BIE:
° FIPS IRBHZEAILAD
° FIPS IRENEBRR S
3. BXREERFEEN, BESNEHHERIBER.

42


https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html

THREZER

* SRR AED

* "{§F Element AP| EIE7ZAE"

* "SolidFire A1 Element 2R {4 14"

* "i&EFAF vCenter Server #J NetApp Element 4"
BiUTeBE
E5 8 8 HTTPS 2 FIPS 140-2
f&B] LUfEA EnableFeature APl 757458 HTTPS &5 /2 A FIPS 140-2 121z,
fEB NetApp Element 4, ERILUEIZRESEE LRSS EIRE ( Federal Information Processing
Standards , FIPS) 140-2 #2{FiE{, BRAIEIVIE B ENetAppINZEE L £ 1= (NetApp Cryptographic
Security Module. NCSM). HXHi@ZHTTPS5SNetApp Element UIFIAPI#{THIFR A @S EAFIPS 140-2 14%3A
HENNZE

B FIPS 140-2 185, TABEZA. BA FIPS 1402 B 5, £ETHNEINTRIESEN
@ BohHiEiTEK, LR NCSM BEIEHBERHE FIPS 140-2 INEEX TET. X2SHEE L

HEEMEFEERDE. SNFANY, FERBREENIFEFRIMETIRHBIMENGIRA S
FA AR

E*ﬁém{glﬁ\’ -‘LEEE%JI—IL: Element API 1§l§\0

UTE2RATFEA FIPS B9 APl iEKRE:

"method": "EnableFeature",
"params": {
"feature" : "fips"
b
"id": 1

BRIRERING, FiE HTTPS BEERGER FIPS 140-2 HUERER,

THREZER
* SSL &5
* “f§F Element AP| EIETFfE"
* "SolidFire 1 Element FX{4 344"
* EHTF vCenter Server Y NetApp Element $H{5"
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SSL g

SSL ZREEENARBUREBENIMER X, Element BFZFATEZRT, MEMA FIPS

140-2 #RIL RS N SZF:F AR D.

IUATHIRRMET Element MAEXIFHIITEREERFRE (SSL) BEBRLUNERA FIPS 140-2 #RIUBYSZ#FHY SSL

TN
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B2/ * FIPS 140-2 *

tls_DHE_RSA WIT_AES_128 CBC_SHA256 (DH2048) -A
tls_DHE_RSA_WIT_AES_128_GCM_SHA256 (DH2048) -A
tls_DHE_RSA_WIT_AES_256_CBC_SHA256 (DH2048) -A
tls DHE_RSA WIT_AES 256 _GCM_SHA384 (DH2048) —A
tls_ ECDHE_RSA WIT_AES_ 128 CBC_SHA256 (secp256r1) —A
tls_ ECDHE_RSA WIT_AES_128_GCM_SHA256 ( secp256r1) —A
tls_ ECDHE_RSA_WITE_AES_256_CBC_SHA384 (secp256r1) —A

tis ECDHE_RSA_WIT_AES_256_GCM_SHA384 (secp256r1) —A

tls_rsa_and 3DES_EDE_CBC _SHA (RSA2048) -C
tls_rsa_and aes 128 cbc_sha (RSA2048) —A
tls_rsa_and aes_ 128 cbc_SHA256 (RSA2048) -A
tls_rsa_and_aes 128 gcm SHA256 (RSA2048) —A
tls_rsa_and_aes 256 cbc_sha (RSA2048) —A
tls_rsa_and_aes_ 256 _cbc_SHA256 (RSA2048) -A
tls_rsa_and_aes 256 _gcm_SHA384 (RSA2048) —A
tls_rsa_and_Camellia_128 CBC_SHA (RSA2048) —A
tls_rsa_and Camellia_256 CBC_SHA (RSA2048) —A
tls_rsa_and_ide_cbc_sha (RSA2048) —A
tls_rsa_and _rc4 128 md5 (RSA2048) -C
tls_rsa_and_rc4 128 sha (RSA2048) -C

tls_rsa_and seed cbc sha (RSA2048) —A



* 2B * FIPS 140-2
tls DHE_RSA_WIT_AES_128_CBC_SHA256 (DH2048) -A
tis. DHE_RSA WIT_AES_128_GCM_SHA256 (DH 2048) -A
tls DHE_RSA_WIT_AES_256_CBC_SHA256 (DH2048) -A
tls. DHE_RSA WIT_AES_256_GCM_SHA384 (DH?2048) —A
tls. ECDHE_RSA WITE_AES 128 CBC_SHA256 (sect571r1) —A
tls ECDHE_RSA WIT_AES 128 CBC_SHA256 (secp256r1) —A
tls. ECDHE_RSA WIT_AES_ 128 _GCM_SHA256 ( secp256r1) —A
tls ECDHE_RSA_WIT_AES_128_GCM_SHA256 ( sect571r1) —A
tls. ECDHE_RSA WITE_AES 256_CBC_SHA384 (sect571r1) —A
tls ECDHE_RSA_WITE_AES_256_CBC_SHA384 (secp256r1) —A
tls ECDHE_RSA_WIT_AES_256_GCM_SHA384 (secp256r1) —A
tls ECDHE_RSA_WIT_AES_256_GCM_SHA384 (sect571r1) —A
tls_rsa_and 3DES_EDE_CBC SHA (RSA2048) -C
tls_rsa_and_aes_128 cbc_sha (RSA2048) —A
tls_rsa_and_aes 128 cbc_SHA256 (RSA2048) -A
tls_rsa_and_aes 128 gcm_ SHA256 (RSA2048) —A
tls_rsa_and aes 256 _cbc_sha (RSA2048) —A
tls_rsa_and_aes 256 _cbc_SHA256 (RSA2048) -A

tls_rsa_and aes_256_gcm_SHA384 (RSA2048) —A

THREZER

EEE R HTTPS EA FIPS 140-2
FriaERINBEZIRE IR
FGERINBZAE TR

SMERZFAEIE ( External Key Management , EKM ) RIS&EHIMIMRIZIAARS2S (
External Key Server , EKS) Z&ER, REZLSMIIEEE (Authentication Key ,
AK) BIE, EXMERT, AIUEAXLE AK BIEMEBBMEZRa2s (SED) "=H
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nE" BESEE LB, EKS AR etEmEF E AK . B FIRZAEIETIREN
Y ( Key Management Interoperability Protocol , KMIP ) ( OASIS & X BIFRHE Y
) 5 EKS #1T&15,

- RES R

* "E&E REST FZHENRGINEER"

* "SRRI IRIS B B I A"

* "IMNEREEAEIE APl F "

THREZER

* "CreateCluster API , A] T ER=THIREME"
* "SolidFire 1 Element FR{ES74L"
* "B HARRZSHY NetApp SolidFire #1 Element = GBI SCRY"

REIMIEAEE
ERILURIRAT S RIRE, FHEEMAYIHAY Element APl FiAISBEIMNIZIAEIEINEE,
ERBHNE

c MRERIINFZHEESTHARGNZRESFER, WEFRBATHRIENINZ "CreateCluster” F53%o
SIE
1. 545pEp2 ARS8 (EKS) BIfEEXR.
a. WBIIERLLT APl /57%, 73 Element £80IE— M2 / THEZHEN, BTFSEHERSB[BEULEEXR

. "CreatePublicPrivateKeyPair"

b. SREEBMANMEBEZMERERZIEKR (CSR) ., @id CSR, ARSI LUGIEE A=A
Element &£85 @B E1EN Element SREHITHH I, BT API FE:
"GetClientCertificateSignRequest"

C. f£F3 EKS/ IEBMANMIFTILREIN CSR #ITE R, BXRIFMER, BENE=XM,

2. 1E5eE FOIRARSSEBRTNIRMAZF LIS EKS #H1TES. HRRMERFATEXIMALIRINESR, RSEA
FEXESZBER EKS S ER M.

a. @S IAALUT APl FiARIERZERIRS 2IFAE BFAENZIHRMIZR: "CreateKeyProviderKmip"
b. @I AALT API 5%, SIE—MREIEPRMENENE ZIEPN AR EHIEPHERRSSS:

"CreateKeyServerKmip" "TestKeyServerKmip"
NRMINKM, IFIIEERIARSS SN ECE. AREEM.

c. @ ERALLT API A E ARG SR AMEIZRIRMHEZEF A2 "AddKeyServerToProviderKmip"
"TestKeyProviderKmip"

NRMIARY, BIIEERIRS S ERNECE. AREEN,
3 HITU TRz —1EATRMEN T
a. (BTF=WEMNE) BR "=REFINE" @ ERRE A TR RN E RIRS BTN R AR M

46


https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createpublicprivatekeypair.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_getclientcertificatesignrequest.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createkeyproviderkmip.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createkeyserverkmip.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_testkeyserverkmip.html
../api/reference_element_api_addkeyservertoproviderkmip.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_testkeyproviderkmip.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html

F2FHY ID "EnableEncryptionAtRest" APl %o

@ T aued B AR "API"s EAILE Element Ul B A= NMNZ B EARERLER
AR AXINREH T R EREE R,

b. (BF=WEMME) "=RUNGINE" BEfERMIZNEZRRMERER, EREBIRMERER ID F23
"RekeySoftwareEncryptionAtRestMasterKey" APl 753%,

THREZER

* "HEHEBAMZRmE
* "SolidFire #1 Element R {4 314"
* "2 HARRZSAY NetApp SolidFire 1 Element 7= R SCAY"

g E REST TE AR INEER

@A LAGER Element AP EFMSEM AR ANE R, IR NIINIEREERRSSEFCIZE
— T HNEREER. TERBREIBERAFMHEES, AEFZEFSES,

BRIREFEEUTIRZ —PEMKERA:

* EMAEEREER DM R IR EEN T BRI EMNE R,
* QIR (FANK2BEXEMIEN TR,

@ I EERPH, EEMKETRHRETMZANREIMN, &AL "GetAsyncResult" X} &4
TR UEEHIZMAN MBI %o

TEBENAR
* BEFERABATHNIRGNZE "CreateCluster” 7575, FTFHER, ZEBEALEESE, WAREE VOfEA ...
"9510c8e68784d05achae2e947dde3cd8" TEMLRIRIEZ B, HIMNAD N enabled s

* WEIAE "BILEEXAR" 7 SolidFire S2E¥MSMNIBEEANRSS 2R (EKS ) ZiBl, 1517 "TestKeyProviderKmip"
BTFRIERS BRI SERRHIEFIIERNTGE.

T
1. B17 "ListKeyProvidersKmip" ap ¥ HEHIZHRMIERF ID (keyProviderID) o

2. i&1T "RekeySoftwareEncryptionAtRestMasterKey" ¥ keyManagementType SEIEEN external ,
¥ keyProvider1D fEN E—FHEIRIREZFD ID HS:

{

"method": "rekeysoftwareencryptionatrestmasterkey",
"params": {

"keyManagementType": "external",

"keyProviderID": "<ID number>"
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3 M RekeySoftwareEncryptionAtRestMasterKey [Tl A Sk =kl asyncHandle B,

4. iB1T "GetAsyncResult" B1& E—% ™M asyncHandle BMNHS, AFHRINEEEN, TN F, &
NEDIBFZPEECERMEBRERHITEN. EFMBHRMEER D, UHEEER,

"id": null,
"result": {
"createTime": "2021-01-01T22:29:182",
"lastUpdateTime": "2021-01-01T22:45:512",
"result": {
"keyToDecommission": {
"keyID": "<value>",
"keyManagementType": "internal"
by
"newKey": {
"keyID": "<value>",
"keyManagementType": "external",
"keyProviderID": <value>

s

"operation": "Rekeying Master Key. Master Key management being

transferred from Internal Key Management to External Key Management with

keyProviderID=<value>",

"state": "Ready"
br
"resultType": "RekeySoftwareEncryptionAtRestMasterKey",
"status": "complete"

-

S. BT GetSoftwareEncryptionatRestInfo e UMIAFTZRHIFAE
i
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"id": null,
"result": {
"masterKeyInfo": {
"keyCreatedTime": "2021-01-01T22:29:182",
"keyID": "<updated wvalue>",
"keyManagementType": "external",
"keyProviderID": <value>

s

"rekeyMasterKeyAsyncResultID": <value>
"status": "enabled",

"version": 1

by

THREZER

* & Element API EIR1E(E"
* "SolidFire #1 Element FR{>CkY"
* "EHARRZSHY NetApp SolidFire #1 Element = GBI SCRY"

ME R BRI B 38R A

B, AR REREZRAF THHEIR. NRAERIR, FENREEFNE
R83) o TENEAT RMExAEERIIE .

B F KmipServerFault S£81§[%, SERTEMRBIIRRNE.

SEFBREN, BIRRSBATIFRHAARZANTRN, AJieafEXME R

1. RBERHIENE (NRA) FHMESBHITERME

AIEE=IRE sliceServiceUnhealthy #f%, FE9T#iERENEsEANIE/ Failed HET "available" 7.
AR

1. EFARINIERNZE.

2. 33 4 HhE, A sliceServiceUnhealthy HERE BB
BRI ERHEAE AXRIFAER .
HMNEBEEAEIE APl %
FIH AT AT EEMECE EKM RIFRHE APl
BFEEESEFRENIIMNIRS B ZERILEEXRR:

(PR A SEBHAE
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* DeleteKeyServerKmip
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* ListKeyServersKmip

» TestKeyServerKmip
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* CreateKeyProviderKmip

* DeleteKeyProviderKmip

* AddKeyServerToProviderKmip

* RemoveKeyServerFromProviderKmip

» GetKeyProviderKmip

* ListKeyProviderskKmip

* RekeySoftwareEncryptionAtRestMasterKey
* TestKeyProviderKmip
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FEENX SSLiIEP,
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SnapMirror #PERE 175
$7TM ONTAP % Element B9E G — x4 TS

BE, 7EfER SnapMirror MIiE1T NetApp Element {489 SolidFire 1Z&5E2£ZI ONTAP
REHITREMER, Element @J&, M ONTAP @B#r. B, EREERT,
ONTAP R L] LUB{EIR, M Element v] LABB{EE T,
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o EEIRFERMEME X R, RBIUSEL BHIFE S E#H TR
o LEIFEREMEXRR, BERTIHERNEZBAREFELXR, EXMIERT, BEXRITTENTSE 3
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ERBONE
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* WIME A Element 2B SnapMirror i,
1B hostip © /lun/<id_number> FZRIEE Element BARERR, HA lun BEFF/FSE "lun' ",
id_number 2 Element &R ID
g
1. {EF ONTAP 8J#5 Element B YK R

snapmirror create -source-path SVM:volume|cluster://SVM/volume
-destination-path hostip:/lun/name -type XDP -schedule schedule -policy
policy

cluster dst::> snapmirror create -source-path svm 1:volA dst
-destination-path 10.0.0.11:/1un/0005 -type XDP -schedule my daily
-policy MirrorLatest

2. f$£F3 snapmirror show FF L IIERE EEIE ONTAP X &,

BS 0 ONTAP XHEHBEXEIRERIXARNES, BXTENGLIEE, B5S M ONTAP FTl,

2

3. £/ ElementCreatevolume API 8l BirEH 1§ BinE A nRINIRE S SnapMirror :

{§F3 Element API 8lJZ Element &
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"method": "CreateVolume",

"params": {
"name": "SMTargetVolumeTest2",
"accountID": 1,
"totalSize": 100000000000,
"enable512e": true,

"attributes": {1},

"qgosPolicyID": 1,

"enableSnapMirrorReplication”: true,
"access": "snapMirrorTarget"

by

"id": 1

4. {3 ONTAP snapmirror initialize @p¥JIALERIXR:

snapmirror initialize -source-path hostip:/lun/name
—destination-path SVM:volume|cluster://SVM/volume
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BES, BB EIERPER"

Enable SnapMirror on the Element cluster,

v

Enable SnapMirror on the Element source volume.

v

Configure the destination as a SnapMirror endpoint.

7 _

Create a job schedule,

Perform these steps
in Element software,

Create a custom

fes policy? No l
| Choose the policy type of Choose a default
the custom policy. policy.

SnapMirror DR

Unified replication SnapMlirror DR Unified replication

Y Y h 4

@im mirror-vault LNHTL/atei\I UTrﬂ\!a_ult\‘

Define rules for the
custom policy.

v

P Create a replication relationship.

v

Initialize the replication relationship.

£ Element X4+ /= SnapMirror
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£ Element 52% /2 SnapMirror

S5 1E Element ££8% LB B SnapMirror , AIGABECIREFIX R, EHEEEElement
4 Web UIFREERITILES "API 754"
FeaZ Al

* Element &84 55517 NetApp Element 204 10.1 S{E = kR4,

* HBENS NetApp ONTAP H—iEfEBHY Element &2%/2 A SnapMirror o

XFIAES
FAIABERT, Element Z4EHIHEY SnapMirror e FHEARS. EHREHARIREFT, F=BHEA

SnapMirror .

@ EFHE, Toi 22 A SnapMirror » REEEITEEEHRE A MG SnapMirror THEEFHIER
HiNigE.
T
1. BHE &8> 188",
2. ¥ SnapMirror FIEB L AIEE,
3. B * B A SnapMirror* ,

£ Element j&% /2 SnapMirror

BN TE Element JR%& LB A SnapMirror , SAEAREBIEEHIX R, EHEETEElement
EWeb UIFEEEBFN"Modify\Volumes"API7 & T HEESS "ModifyVolume"s
Fraz Al
* BB TE Element ££8% E/B A SnapMirror o
* ERKNRITN 512 F T,
* EREEBS Element IZi2EH,
* BihRIZEAREEN "Replication Target' " o
XFIAES
UTRETBRBREEEEFEE. SHallEtIZxZErEA SnapMirror o

H
1. EJF B> 5&~,
2. EEREMREH £ 1.
3. L ThIREA, HEIFE*RIE
4. 1£ * 4RiEE * IHEED, £ * BA SnapMirror* ,
S. R * REFEE Yo
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Bll# SnapMirror s

WG B SnapMirrorims, SAEABECIRERIX R, EREETE Element ZX4BY Web FB
FPREPIERUTARRITLEESS: "SnapMirror APl 757"

ez Al

1R
ANY

WAIETE Element &£8% /B SnapMirror

p

fc

- B+ BIRRIP * > * SnapMirror I * o

B BRI R t

- T * BIEIIR A XHEIEF, HI\ ONTAP SEEEIE IP #hilt,
B\ ONTAP B EIERMAF 1D A&,

B BIRIRR <

BEEHXAR

el A ol

TILEFEIEM Element EFZ] ONTAP I£2EM ONTAP £lZ] Element , #EECEE
WitRl, IBERBEURSIEMIBNRR, B UERRIARIRE B E X KK,

&R LA “job schedule cron create s S IR EHITEI TR, ElLitT%IETFHE SnapMirrorfal Bt B shE #5 Ee
TIZIT BB RIP X R,

KFILES
TR RS BEURRIP R R D ECRAL TR, NRAD BRI, MBRFEHERIULK RO

TR

1

- BUE MR IR

job schedule cron create -name job name -month month -dayofweek day of week
-day day of month -hour hour -minute minute

XF -month. -dayofweek #M “-hour, ERAILUERE "alll B3IEER. S8ANE—XME/)\HB1TF
128

M ONTAP 9.10.1 FFt4, EalLifEElitXIFE & Vserver :

job schedule cron create -name job name -vserver Vserver name -month month
-dayofweek day of week -day day of month -hour hour -minute minute

UTFRAREEIZ—DR2 AR &1t "my_weekly IFEZH7VZRES3: 00151T:

cluster dst::> job schedule cron create -name my weekly -dayofweek
"Saturday" -hour 3 -minute O
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BE X S5
B BEXEHIREE

BRI LI RIBEE R X RS ERARMIARE N BEX R, W TFEEXA—EHIRE. B4
EX—1EZ1_RERUSE_. LIMTE#IB A EFHAEL HiBYSnapshotEl 7S,

MREXRZVFIARIERIEA, EILUCEBEXEHIHRE, flil. ErEHEEMEERPEREKIE. HER
2 SnapMirrorEiz £ faiSnapshot Bl 2 B 3.

XFIAES
EHSREEAY policy type RTE T EXFFHIRRRLE, TRER T AIARREREL,

Policy type KELH

STHRE SnapMirror’ R} E
REREME g—EH
T

1. BIEBEE X EHIHRE:
snapmirror policy create -vserver SVM -policy policy -type async-

mirror|mirror-vault -comment comment -tries transfer tries -transfer-priority
low|normal -is-network-compression-enabled true|false

BEXRENGIEE, BEILFMI.
MONTAP 9, 5FF4. &R LUMERSEEEE AISnapMirror[Eld x £ 6//3:5& F Snapshot & <1+ X B9k
-common-snapshot-scheduleo. EXIAIEL T+ SnapMirror[E% x £ BYiEF Snapshot&) 451t 9—/)\BY,
&I LA SnapMirror[@]#F x ZBISnapshot&I A i+ XIS E— 1T F 303 FhEI /B Z [B] 89 1E.
BTG/ SnapMirror R¥ERE CIE— 1 BENX EFIREE, LUEANEIEERBHENEESE:

cluster dst::> snapmirror policy create -vserver svml -policy

DR compressed -type async-mirror -comment “DR with network compression
enabled” -is-network-compression-enabled true

IR R A —ERIEIE B E X EH SRS

cluster dst::> snapmirror policy create -vserver svml -policy my unified
-type mirror-vault

e
XFF" mirrirr-vor " SRE& B SERATNTE ARSI E #1968 (L AN BT HAIE] Z 4RI Snapshot&l 7.
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& “snapmirror policy show ep S I0IE 2% B 8 SnapMirrorikbg, B XTEMMSIEL, BB WFMI.

JIERBETE AR

X T SRBEZE AL " mirrirr-vault"BY B E X RE&. BN E D E X — M HNIKHEE #)4aENE

%ﬁﬂﬁfﬂf?iﬁﬂ’\JSnapshotEM&o EIERI AN mirror-vault SREQFRBIFIERIAREETE XA
s

KTFUAES

ERBEFEEY ST mirrirr-vor WE N EREEH ML MEET—FHAN. BATEEEEHIHSnapshotdlads, a0, ™ bi-
monthlyn*"$&= R N & #%B 7 SnapMirrorfR&:""bi-monthlyn'"#JSnapshot&|Zs, &8] LIEECEElement
Snapshot&| 4Bt 73 EeSnapMirrorfn,

FIRBERBELE PRSP RREXBIRMAEREL, IEEREREN, RAZEHARBEOEXLENN, T&

BRT RYE XA,

Z ot E XA AT ERBR R “

sm_created SPHRG, BEREEHE SnapMirrorgl|Z#JSnapshotgl 4%

TR ERBS 2 4o

gX IR TE M ERR = E IR
L SnapMirrorfn% /9" daily B9
#rSnapshot& 7%,

=4 BGEME I E AT = F R

_ESnapMirrorti& 7" Weekly "9

#rSnapshot&7<,

=4 HGEE B RERN SRR
LESnapMirrorfz&73°'m" onh B9
#rSnapshot&7<,

ERILRIBEFE ZENEOARBS 2 B E X ERBSIEEE AN, fi4n:

* WFEIA MirrorAndvault S, EETUEIE—1R A" bi-monthly" BRI, MLEELEE
£" bi-monthly" SnapMirrortrZHISnapshotElZs,

* T EHRBEER S mirrirr-vor BIBE X SRE&. &R LLBIE—NR " bi-Weekly "BIFRN . LALELERE EEE" bi-

Weekly™" SnapMirrortx#: By Snapshot&l 4.

p
1. FERBETE AN ©

snapmirror policy add-rule -vserver SVM -policy policy for rule -snapmirror
—-label snapmirror-label -keep retention count

BXTENGLIEL, BENFMIL

LUF RS —1 5 SnapMirrortr & B9 NN bi-monthly  BIBRIAZREEH "MirrorAndvault:
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cluster dst::> snapmirror policy add-rule -vserver svml -policy
MirrorAndVault -snapmirror-label bi-monthly -keep 6

LU R BIE—1 8 SnapMirrorfR ZHIFR RN bi-weekly EIBEX R "my snapvault:

cluster dst::> snapmirror policy add-rule -vserver svml -policy
my snapvault -snapmirror-label bi-weekly -keep 26

TR — 8 SnapMirrorfF ZRIFR AN app consistent " EIBEMEKEEH “sync:

cluster dst::> snapmirror policy add-rule -vserver svml -policy Sync
-snapmirror-label app consistent -keep 1

Ria. TR UMBERE 5 tkSnapMirrortr 2 ILAZHISnapshot&lZs :

cluster src::> snapshot create -vserver vsl -volume voll -snapshot
snapshotl -snapmirror-label app consistent

BIEEFIXA
Bl7 M Element JRZ) ONTAP BirfYx &

FEEPNIRESS ZRFEFNEIREG ZBIRIX R data protection relationship . 8]
LAEA “snapmirror create 5% 82 MElementiEZIONTAP B 458 MONTAPEZ|Element
BirRVEIERIP X Ro

&R LAfEA SnapMirrori§ElementERYSnapshotBIAEHIZIONTAPB iR & St. d1R Element iR R ERME, &
BILAM ONTAP Z4im%E Fimte e, ARERSEREENHE Element 75,

FIaZ Al
* BREEHER Element TTRAIAI# ONTAP i8l,
* WIE A Element &2 A SnapMirror E%l,
y E%f&\ﬁﬁﬁE’\]%"‘mirrirr-vault"‘%ﬁﬁ?éﬁg\ AR A EE HIKIElement SnapshotE|Z<EZ & SnapMirrortx

N o

() EREERPERRITIAES ElementiiEWeb UIMAPI 753",

KXFIES
BT R IEEElementE&R R <hostip:>/lun/<name>, EFR‘LUN'ZEFRFEMFELUN’, EElement

2o name
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Element AT ONTAP LUN , #1341 Element R3] ONTAP ZBIf9EIERIFX ARG, SnapMirror
$5{EF Element HERIRZFRBIE— LUN o N8R LUN %EM Element {42 HIE] ONTAP BYESK, SnapMirror
SEEIEEHEIIAE LUN
SHIFNET:

* ONTAP £ REEEE—1 Element HHAVEIE,

s IMRBEBEIEM— ONTAP HE &2 Element %,

FEONTAP 93 R BRHRAT, BHF5R S EA251  SnapshotBls. EONTAP 9 4R ERIRAT, HIFER
%A 821019 Snapshot&l 4.

]
1. MBEIR&EEE D, BIEM Element J8ZI ONTAP BifIE4IX % :

snapmirror create -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume> -type XDP -schedule schedule -policy
<policy>
BXTBNGLIEL, BFELFMI
TR ERRRIAREERIESnapMirror KM E X &R MirrorLatest:

cluster dst::> snapmirror create -source-path 10.0.0.11:/1un/0005

—-destination-path svm backup:volA dst -type XDP -schedule my daily
-policy MirrorLatest

UGB EREIAEREIESL —EFIXAR MirrorAndvault:

cluster dst:> snapmirror create -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst -type XDP -schedule my daily
-policy MirrorAndVault

ARG EARBEIEA—ERIXAR UnifiedTyear:

cluster dst::> snapmirror create -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst -type XDP -schedule my daily
-policy Unified7year

T RS R BESCRBERIZS—EHIXR ny_unified:

cluster dst::> snapmirror create -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst -type XDP -schedule my daily
-policy my unified

121



SRE
£ “snapmirror show IR B ELIESnapMirrork . BXTEMNHIEE, BERFMI

BlIZZ M ONTAP ;RZ Element BFrHIX £

MONTAP 9, 4FF84. &I LUEASnapMirroriEEONTAPE L Al AILUNAISnapshotEl s
SHIEElementB 1T, ERIREIETEER LUN BE3EM ONTAP 353 Element FR14

FaZ i
* Element BT 4Bl ONTAP 3514,
* WIBE A Element &EA SnapMirror £,

KXFULES

B IR, e EElementB#RE& 1R <hostip:>/lun/<name>, HA“LUN'E@LPRFFFHLUN", EElement
EHEMo name

SHFNTF:
* EFIXARREBRERNUIA "async-mirror’ " o
&0 AR EIA SRS 2 B & M 5B

* {N%#F iSCSILUN,
* FEEIEZ 1 LUN M ONTAP £E§IZI Element %,
* A EESE LUN M ONTAP EEHIZIZ 1 Element %,

P
1. BIIZM ONTAP J&Z Element BFHIEHIX A

snapmirror create -source-path <SVM:volume>|<cluster://SVM/volume>
-destination-path <hostip:>/lun/<name> -type XDP -schedule schedule -policy
<policy>
BXTENGLIEE, HERFMIG
T REEERRIAREERIFESnapMirror KM E X &R MirrorLatest:

cluster dst::> snapmirror create -source-path svm 1:volA dst

-destination-path 10.0.0.11:/1un/0005 -type XDP -schedule my daily
-policy MirrorLatest

LR RBIRER B E X RS SnapMirror R¥EME X R my mirror:
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cluster dst::> snapmirror create -source-path svm 1:volA dst
-destination-path 10.0.0.11:/1un/0005 -type XDP -schedule my daily
-policy my mirror

SERE
R “snapmirror show S IIF 2 B E I SnapMirrorx %, BXZEMHSIEE, BE2RNFMTL

NI EHIXZR

Xt
ZIN

FEREXRLER., MBLEESHIT baselinefEi . ©ENEELIE—SnapshotZl
. RERZEIARES | BRFE SRR ERE BicE,

FreaZ Al
* BEEEHINED Element TI AR ONTAP 518,
* WIBE A Element B A SnapMirror £,
. ZIKD%,‘&?@FEE’\J%"‘mirrirr-vault"‘%ﬁﬁﬁﬁﬁx MATE R EE HIRElement SnapshotB Z<EZ & SnapMirrortR

Mo

()  EREERPERRITIAES ElementiiEWeb UIMAPI 753£",

XFIAES

BB, IS EElementRE& 1R <hostip:>/lun/<name>, HEF“LUN'ZLPRFERTRLUN’, =EElement&
E,\ngo name

MIafLrIREIFE M, ERIERERISERERBITEAS R,

NRBTFERIREM ONTAP J5Z| Element BARBIX RANIGHKRIK, MEMEEBEEELRZ ()
90, FTRMEY LUN 27K) , #R B Eii, IRdRRERU0TFAR:

@ 1. BERIER Ro

p

1.

2. fiEz Element Bi5,
3. BIEEIRAY Element B5.
4. BIEHIAM ONTAP JRE Element BATEREFI (R,

7K

P ERIX AR

snapmirror initialize -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume |cluster://SVM/volume>

BXTBNGEE, BELFMI

LU R #I5a 1 IPHENE10.0.0. 1MARYIRES ERBRE vola dst  ZIBIBY “svm_backup X% 0005
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cluster dst::> snapmirror initialize -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst

M SnapMirror XM E BinE iRtz
FEETERNES

MRARERMEMZART SnapMirror RKMEREXRPRIFIER, NAILUMBIRERHLEE
, MAZERE AR, EEHRMERSRE, SR UEMEERES,

BEBLFEEINERS, REAREBHIBEMZERBATF K, BUERAGSELERBMETRHREE.
A EIEEEH#HITHIER. “snapmirror abort' 7 “snapmirror break £/ “snapmirror quiesce 885 Biri&
HAEE,

XFIAES

BB IS EElement R &2 <hostip:>/lun/<name>, HF“LUN'ZILPRFERTRLUN’, =EElement&
E’J%WO name

g
1. Z A B AR TA TR

snapmirror quiesce -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume>

ﬁ;& %Eﬁﬂp?lnlia ]ﬁ m%zﬂﬂ'J\o

MRS EIP#IE10.0.0. 11080 RES ERIBIRE vola dst ZEH " svm backup itklfEiE
"0005:

cluster dst::> snapmirror quiesce -source-path 10.0.0.11:/1un/0005
—-destination-path svm backup:volA dst
2. = IEFERBIMERAEIE:

snapmirror abort -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume>

BXTBNGLEE, FELFMIL

UG EIP#IE10.0.0. 110 BY/RES £BY svm backup' BAF “vola dst &ZENETEHITHER
“0005:

cluster dst::> snapmirror abort -source-path 10.0.0.11:/1un/0005
-destination-path svm backup:volA dst
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3. dhlif SnapMirror RMEME X :

snapmirror break -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume>

BXTENGLIEE, HERFMIG
LA R0 it IPith1ib10.0.0. 11080 RES ENBAREHM vola dst” EB svm backup' BinE

‘volA dst Z[EIN “svm backup X% “0005:

cluster dst::> snapmirror break -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst

EERTHERRNERE

EEEREASRE, BoUINZEREREIRR. EEMEERESEZE], SAN EHLATLUM
Bir&ihR 2R,

1. 3% Element LUN BRESEAEN A9 B oA 4H,

2. BIFEM SAN ENEsHFTEFEI SAN LIF 89 iSCSI &iF,

3. 7£ SAN B IR £, RITEEERAELHCNEEZRN LUN

BT RILRS
HETEFENBIMRHEIEN, FTUEREMBIRE ZBEREILNBEIERIPXR.
KXTFULES

UTMRES BRERIREFHELTHE L. NREBLARTY, NWATERITRESBZAISIBRHELRE
HENESRISREZERXRo

AT RIS EElementRE 1R <hostip:>/lun/<name>, HAA“LUN'ZXEFRFERELUN", EElement&
9% #o name

MONTAP 9, 4FF8a. EFEIEElementREfE. RA=BEMEFITEMONTAPEARRHEIER BIZERILUN
AJSnapshot&llzs,

SHFMIT

* {¥Z#5iSCSI LUN o
* FEEEZ 1 LUN M ONTAP HE 4|2 Element %,
* IRARBEXE LUN M ONTAP BE4IZIZ 1 Element &,

p
1. MERRIEIRRIP X £

snapmirror delete -source-path <SVM:volume>|<cluster://SVM/volume>
-destination-path <hostip:>/lun/<name> -policy <policy>
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BEXTBNGLEE, FELFMIT

AR BRI ERIP3#E3E10.0.0. 110 AT TRE S LIRIEEHERYE vola_dst> ZEIH " svm_backup' K&
~0005:

cluster dst::> snapmirror delete -source-path 10.0.0.11:/1un/0005
-policy MirrorLatest -destination-path svm backup:volA dst

- REFRBBIRERIPXR:

snapmirror resync -source-path <SVM:volume>|<cluster://SVM/volume>
-destination-path <hostip:>/lun/<name> -policy <policy>

BXTEGLEL, BENFMITL
BARENBATATERLSH, BErAIEEHRN. SRR ETEEsERKRETERRD

AT RAR 2 5%IPH#3E10.0.0. 110 B#IETRE S LIRIEEHERIE vola_dst> ZEIH " svm_backup' X&H
~0005:

cluster dst::> snapmirror resync -source-path svm backup:volA dst
-destination-path 10.0.0.11:/1un/0005 -policy MirrorLatest

EHEREHXAR:

snapmirror update -source-path <SVM:volume>|<cluster://SVM/volume>
-destination-path <hostip:>/lun/<name>

BXTENGLIEL, BENFMITL

@ NRRA BAR EARFE@EMASnapshotdlZs. MapSRRK. A snapmirror
initialize EFHIIRKILRXRR,

MUTF RN ER _ERHEIERNESIP#11E10.0.0.11508) svm_backup ##8IRE 0005 Z[ERIXFR

‘volA dst:

cluster dst::> snapmirror update -source-path svm backup:volA dst
-destination-path 10.0.0.11:/1un/0005

FIEEREXZRITIEHE:

snapmirror quiesce -source-path <SVM:volume>|<cluster://SVM/volume>
-destination-path <hostip:>/lun/<name>

BXTEGLEL, BENFMITL



TR = LE R MEGERE SIPH#1E10.0.0.1140H) svm_backup " #J38IFE 0005 ZIEAIITRIELH
‘volA dst:

cluster dst::> snapmirror quiesce -source-path svm backup:volA dst
—destination-path 10.0.0.11:/1un/0005

AR BRI X RRIEEHITRIE

snapmirror abort -source-path <SVM:volume>|<cluster://SVM/volume> -destination
-path <hostip:>/lun/<name>

BXTENGLIEL, BENFMITL
LUTF RGN = R SRS SIPHINE10.0.0.11208Y svm backup #J88IRE 0005 ZEIEFE#HITHE

¥ “vola dst:

cluster dst::> snapmirror abort -source-path svm backup:volA dst
-destination-path 10.0.0.11:/1un/0005

- FETEREZFBIRA!

snapmirror break -source-path <SVM:volume>|<cluster://SVM/volume> -destination
-path <hostip:>/lun/<name>

BXTENGLEL, BENFMIL

IUFRAPMEFHET E svm backup RIEEIBNE S tpitiit10. 0. 0. 110MFIATESE 0005 ZIEKIX R
‘volA dst:

cluster dst::> snapmirror break -source-path svm backup:volA dst
—destination-path 10.0.0.11:/1un/0005

- BFRE RAZNEIRRIP KR

snapmirror delete -source-path <SVM:volume>|<cluster://SVM/volume>
-destination-path <hostip:>/lun/<name> -policy <policy>

BXTEWGLIEL, BENFMITL

LUT R B MIERIPHELE10.0.0. 11 0B3RS 5 _EIREEIERE vola dst > Z[EIRY “svm backup' BR
X% °0005:

cluster src::> snapmirror delete -source-path svm backup:volA dst
-destination-path 10.0.0.11:/1un/0005 -policy MirrorLatest
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8. EfRURIGHIERIPXAR:

snapmirror resync -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume>

BXTENGLIEL, BERFMIL

UGG EIPH#INE10.0.0. 11 0 BIFTIETREF LRV svm backup ¥I8REIRE “vola dst ZBIEMEIL
X% 0005:

cluster dst::> snapmirror resync -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst

FERE
£/ “snapmirror show L IIFRE E Bl SnapMirrork R, BXTENGSIEE, BSILFMIL

FERIEMERFAR
MREBHEMEHIRMKN, EAEFEFHEREFIXR.
ETF IS

BT R IEEElementEE& 1R <hostip:>/lun/<name>, EFR‘LUN'ZEFRFEMFELUN’, ESElement
HEZFFo name

p
1. FHEHMERIRAR:

snapmirror update -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume>

BEXTBNGLEE, FELFMI

@ WMFFEF B L AR FTEBASnapshot@las. MapRFKM, £ snapmirror
initialize EFIIAHLLX R,

LUFRGING EFIPHILE10.0.0. 1108 ESES ERBR vola dst B ZIEM " svm backup k& '0005:

cluster src::> snapmirror update -source-path 10.0.0.11:/1un/0005
—-destination-path svm backup:volA dst

ENRPERIXR

TR BIFERANAEZE, ERIEENBERE EAEFE@EA Snapshot BIAMSEERHK
WZfE, RBWMREBULXRANERREE, WFEEMETEFIXR.
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KFUIES
BEREMETATERLSH, BEAEIEEHRN. ErtfRETEsERKRETERRD

BB, IS EElementRE& 1R <hostip:>/lun/<name>, HF“LUN"ZLPRFERTRLUN’, EElement&
Egg*ﬂ-(o name

p
1. ERLRENBTE:

snapmirror resync -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume> -type XDP -policy <policy>

BXTEGLEL, BERFMITL

T RANEERELIP#INE10.0.0. 11248 FES ERBHR vola dst HZIEW “svm backup XH
*0005:

cluster dst::> snapmirror resync -source-path 10.0.0.11:/1un/0005
-policy MirrorLatest -destination-path svm backup:volA dst

BEINTERE
SINFERS

BRI LB EE D FIEREIELMh SolidFire 7&K S Amazon S3 T OpenStack Swift A
B =R 3T R7EfES

M OpenStack Swift Zf Amazon S3 IXRER, EEERBEMMIEFHNBERER, MREXRMNERTE
SolidFire FiER L L&D, WAZTEBHFEE.

THREZER

* BEFHE Amazon S3 WRIFAE
7

* BERKEF SolidFire 17iB5EEE

* M Amazon S3 W& EE ENEHERS

* M OpenStack Swift IR Z & EN&E G IERS
* M SolidFire Zf#&8 EN&ENHERS

BEE%HE Amazon S3 WRTZE
RE LB EE D ES Amazon S3 FAMIIMBITRZE,

1. %EE*%EE*>*%*O
2. BREBEMEXLA "Actions” EltT.
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3. EETHIKER, BEENE",

4. 71 * ERED * WEER * &HE* T, &EEFE*S3*,

S. 7E * BiERT * TEE— R
° *[RE * : RE SolidFire FiE R4t A LUREXAIESEE T
° * RES * . SHMARRBHIREEE.

£ ENR * FRPBANB T RN KREEREN R,

£ * niRER ID* FERAPBNIKFBIIAIRER ID o

£ * HEAIEER * FERPENKP B HRZE R,

£ * S3 Bucket* FERFPIINAB T FE&EMNH S3 FiED Ko

10. 7£ * BFFHFIE * FERPBWAZMINEFIZHRFFATRIC

M. BE * FRIRE * o

© © N ©

15£&% 1% OpenStack Swift X R7Zf&
BRI LU EEDE S OpenStack Swift FEARIIMBX R1E(E.

1. BFHE Bl >+ 5+,

2. BPHRERMHE A "Actions” El#F.

3. EETRHRER, 2L EHE ",

4. 75 * &G * IHEEN * &HE * T, %EF * Swift*,

5. 1F * #UERE R * TIREFE—MEiEs:
° * [R4& * : 2B SolidFire 7 R4 0] LUREXAIEZEE o
° * RER* . SEHMAARBHERESEEN.

£ * URL * FEEHFIINRA TR RFERT URL o

T BAPE  FERPRANKFNBAF S,

£ * SMRIEPE * FEAENKF B SHIIEEHR,

£ A FRPBANBTEEEHNESE.

10. * B3 * @ 7F * BFRRIE * FEPRAZHIINEIFI489 & TR,

M. B~ FFIEIE *

© © N ©

¥E&E1 5 SolidFire 1Zf&EEEY

X FIE1T Element 2R{GTFEEEE, ERILUREERE FVE RN BIRIZER
MRREEA BT B R,

BB WEEHITR M UHITES"

ER— I EEENRERIS—EEN, RAKER—TEH, BFEEHZE#TIHRIE. ILHEEEN
ZRAVFREE R BAMREHITRMINIE, MMTESABMSHRE—TENRSM., EEHHIERIEF, &F
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BRMBTEERMEET NEHR, ARBFRIEE.

1. EEMERL, R BB >*&",

g FEBIRE XN "Actions” El#T.
EERHREF, BEH M ER,

£ * AR * FHEER * M * BET, %% * SolidFire * o

£ * BB * TER— S

o *JRE * . RH SolidFire fFE RG] LUK EZEE o
°* RER ¢ 1 SHMRARBHEREBEN.

6. 2 - EMER "

7. BESAM > #EEE NER * 1ES SIS IR,

8. 1EREEL, BRI EE>*%",

9. BHERMNIVEIRAY "Actions” ElFT.

10. E2RIFER, BEHHE,

M. 1£ * ER&EH * WEFEN * FHE * T, % * SolidFire * .
12. 78 * BUBE I * FERPIERESANERMAERLETL,

13. 1% * iImtR &8 MVIP* FE A BITSEHNEIEEN 1P fitk,
14. 75 * 2B AP & * TERPRNTRERAF 2.

15. 7£ * mAZEEEF D * FEA I NIZIZ S B 21T,

16. 7 * EESNEHH * FEA, HUEESCHEBERER EERNZER,
17. B3 * FHIAREL * o

a > W DN

M Amazon S3 HREE LHNFHDEES
&R LAM Amazon S3 WREFE L& DIERS,

- BECRE > EHEAE
KEIREFEXRRNEMNNEND B
TEEH FAEE Y, B2E - ERFAGEE
RERERERFIEER,
BREE > E",
BHEEXRFENEITLZAY "Actions" ElAT.
TEETHHESER, BE* N ER.
£ ERER * JHEER * M * RRET, E5F * S3*,
£ * BUERT * TR S &M ILECAYED
° * R4 ¢ 1 RE SolidFire fFE RS AT LURENAIEZEME 0o
o * KES * . SHMAARBHEREEER.

—_

© © N o o &> »w D
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10. 7£ * ENE * FEAPBMNATHENREFENENEZ,

. £ * iFIZ5A ID* FEAEMAKFEIAERIZEA D o

12. 75 * NBIRIRIZER * FEPRANNKS BN ZZ R,

13. £ * S3 Bucket* FERHPRINRAFEEEHH S3 FiEH K.
14 FEREEMMEE * B * FEF.

15 B * FHREN*,

M OpenStack Swift X RZE_ENFHERS
&ET LM OpenStack Swift X R F & L&D IER S,

- BEIRE > BHEE
KICIRFERRNEMNNENEMN
FEEH FAEE  FIP, B ERFAGEE .
BB RERERFFER,
BRCBEE > &,
BHERFENEITRH "Actions" ElHR.
EETRHRESER, B2E N EFR.
£ ¥ SRR * JHEEN * EREE * T, i%&EF * Swift* .
£ * BUBAET * TR S &) ACHYED :
° *JRE * ¢ 1RH SolidFire FFE R LRI LURERIEZEE o
o *RKESE . SHMARRBHRELREER.
10. 7£ * URL * FEHFIANRAFIARIXNRZFMER URL o
. £ AFR& * FERPRAKFRAF &,
12. 1 * SHWIEEA * FEPENIKF B S50 IEEH,
13. 1 * A28 * FRPHWANA T FHEEHNE 8RN B,
14. KA RANEE * EE * T,
15. BE X FBEAN S

—_

© © N o g k~ W D

M SolidFire 77158 FE T RS

ERILAM SolidFire g5 LB MTERE
ER—MERENRTRIS— RN, RESER—MEH, BT EEEZEMTHNRIE. HHIEBESA
BAAVPRERA BTEEMTIHRIE, MTIESABMESREH—ENREM. EENNTRTEF, BF
EEMBEIRSERMBESNER, AEBEFIALIRME.

1. ZEfERL, BE-EE > F "
2. BREFFENEXA "Actions” ElfT,
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© © N ©

10.
1.
12.
13.
14.
15.
16.
17.

EETRRER, BE M TR,
£ * SERGER * IIEER * M * IRIRF, % * SolidFire * o
£ * SRR - TERS & (I LECRIED:

° *[RE * 1 RA SolidFire FiE &4t A] LUREXRIESEE T

° Y RES * . SHMARRBHIREEE.
B EMER
R+ HEBESNEHR * EERERIZIEER,
TRERL, BhH BB > %",
BRERTERBENNE "Actions” ElfT.
AERTHRER, BEEHE".
£ - RS * IEESR, & F0E T * SolidFire * o
£ * BRI * TERS & (0 LECREDL,
£ * InAEEREE MVIP* FEFFN\BATEEEFIVEIEEDL IP ik,
£ ImREERAP S FRPRAZESEAF B
£ * ISR RED * FRPMNITIEER T,
RERMEMEARFEIEE] * HHEESANEHR * FERF.
B FHRIREY * o

EoE B E X RIF1

N FEEW LU LFET RBY Element 5£85, A LIAS I T REEBENXRIPE,. K&
BE X RIFEES, BAGEEFFRIFTE T R EC4R .

DEEIPEN, TRZENEFGRIERY , REKEHRERATR, BRIMERY TRNL. A
SREEREXRIFEGE, ERIFHEFETRE, BLENHTRANERNEE, FRIFALETRD
EE—MRIFIEH RIFFERERIERY . 151 RIFESOE" TRAXRIPENESER.

BEEEEXFRIFELENERER, YIESMRPHNEEFEET RO EEIE—TBENXRIP
@ e, Aitt, ERBREFTEERAUERSHEEXRFRIFE (RHBEXRIFEAEN =1

) o XIEMUER, NETHEEARKENT R, AZHBRIESKHERNES T REEEE
[Eo

p

1
2

3

- BECEE TR
- B EEERPE

£ EEEEXFRPE - EOFR, GRUERHREENRIPE WRE) URKEIMTRERPESE.

BNFTEEXRIPENEMN, ARRE 2

N EECEIFMERRIPEESL D E,

133


https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_data_protection.html#protection-domains
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_data_protection.html#protection-domains
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_data_protection.html#protection-domains
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_data_protection.html#protection-domains
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_data_protection.html#protection-domains
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_data_protection.html#protection-domains
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_data_protection.html#protection-domains
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_data_protection.html#protection-domains
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_data_protection.html#protection-domains
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_data_protection.html#protection-domains
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_data_protection.html#protection-domains

4. E:F *PETR RPN R, BE R JIRTRIIR, ARERESESIZT REVRIP

ENAERZE, BHRETRENTRMIERR, SERENBEXFRIPEARURZEGR
M ERFRIFRIFM, RGN ARG EHLAFEEHITENR, NaJsEFE—EREEA 6
HITEN, RANARERSAERERY .

o BE EERIFE .

“;

RIBESREFRIA/ N, BZBINVEIERS SRR e RE—REYE, BiERYTiE, ErIUE S >* TR 71
EJ:EEEE)‘(T%?FE@%EE, Element Web Ul EBIRATE * BEXFRIPEEITRR * BRHPETREENERIPR

7580

FIBERVIRIR

NABEXRIPBEER, EREIBIILUTHER:

error Description fRRAE:
SetProtectionDomainLayout K : TRk D ELRIFE, N R ERIPE,

ProtectionDomainLayout &1
nodelD {9} FRAH., FIABTF
ERRIN B IRRBERBHEA

SetProtectionDomainLayout £K:  ZHSNFEFRNT ROENERPE  BEAIVNEPHRET RS2 EER
RIPIEEE " BENX " IRRIFIEE STBETHNEMT SRR E. BIRIPIE,
B"HFE".

THREZER

* "BENXFRPE"
* "{$F Element AP| EIE7ZAE"

X R G T EARR
RYEH

BEEBEXRAREMNER

BRI LEEREXERATRNEINSMHEFIEE. 2SS 30 WRIF—XEMHHER. F
S ERERRIXESEM.

1. £ Element Ul /1, &% * 4RE * > * FHEE
NFEINEMS, BHIBIUTER:

Ing Description
ID 581N EMH4XBHHE— D,
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FfPEE

message

HAER

A% ID

Node

IXz=pas 1D

E4ETE)

THREZER

ELES]

ong

=L

PRCREVSEMEE, B0 AP EHERES M.

S5EMXRERTHE.

B THRESHAERRANGER,

RESHHRS (MRER)

RESHNTR (MRER) -

RESHREIEE (WRER) -

FHRERIBSEL

RASIREZMHEENEY; BIEHHRRAAC TR —TURE. FHTLUIEHTITENS
, FEEHNEEEIERTEMNEH, "Event Log" T1HE_EM "Event Types" FIFER R+

AEFHHIERTD .
(D) AET2AESHEAZRERIEAP B2,

UTHERNET S ASHETRHNSEFEE:

* apiEvent*

FIFIE API 2 Web Ul 50, ATEXIRE.
Cr ERSEEE

SHERDEEXNES. BMEAR LRREFHIENSS, AEENSEFPHITIR.

« binSyncEvent

SERERS 2 B EM D ESIERXNRRE .
* * bsCheckEvent*

SRRSO BEEXNRS S
* * bsKillEvent*

SRBSXIEBRNRFE S
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* * bulkOpEvent*®
5™ BANESHITIIREEXNEY, FINEH, &R, REHTE,
* * cloneEvent*®

5EREBEXNEHS.

« * clusterMasterEvent*
SEAN N EH T E BN BB, FIIRIMSMERT =
[csum_event] * cSumEvent*
5 E ARG R B MBI R BEA R ILACAE R E 14,
RNERRAACRNRSSEERLEGEEHELEETRERNBR.
> BURSEM
5iREA S NSRRI E .

 * dbEvent*
SERTNES T REFNERBIBEFERXINEM
* *IREpEREF
SRR FEXNEMS
* * 0% AtRestEvent*
S5 FRIMBEIEERBEM
CIESEEMN
SEMeEURE S FRT R EEXNES
* * fibreChannelEvent*

ST REEMEREXNEN.

« * gcEvent*
S5#IFEXNENS 60 DT R, BTEBRIERNEE EREFE. IR BIhikREE,
* * ieEvent”
PERSESEIR,
| REE
B L ES N, EEFED R LEBRERH.
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*iSCSIEvent *
5&4:989 iSCS| [ FHERRIE 4,
* * BREBISEMF
5K SREHF LA ITFRRABEN SR EMNEHERIIEN .
© * HEPIRIVES
ST R4EPIRIVBXRIES, fINREATR.
(MEEM] MBS
58 MEMLEZEORNIC)EONMEHEIRREBRBIEMt.

NREFORVEAFEIR T EE 100 A IIZEFR B S BIAE 1000, NSAR XLEEH, XEFHERTH
KR, BB RGH. BIFTRIEE(CRCHIR. KEHR, EHEIRMMER,

* platformHardwareEvent*

SEEtigsE ERNEREZE X E .
*IRAREREF S

Sinte R EICHERIE
=5 2

SitRIREBIEXEIE M

* RS EMH

52 5RSRSHERBEM

* sliceEvent*

57 XERSB[EXNEHS, FIONRMERTHRIERZRRE.

BE-MEENDXERDESEMH, EPFEEEXIESHRSIER:
o BIE% . BERSEOFBERS

sliceID oldPrimaryServicelID->newPrimaryServicelID

° %5 B RRSERMB —RARS

sliceID {oldSecondaryServicelID(s) }->{newSecondaryServicelID(s) }

° {285 M—HIRSPMFE
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sliceID {oldSecondaryServiceID(s) }

* *snmpTrapEvent*

5 SNMP [EFAEXEIE o

» * statEvent*
SR S5IHE BEXIEHS.
» * tsEvent”
SE S T B EE S e
* RFHEARE ¢
S5RIRBEFERXNEMS
» ureEvent
5 MR E RIS &R ER R IE REEIRBXIE o
* * vasaProviderEvent*

5 VASA (vSphere 7ZHERRH] APl ) RHMIZFBXAIFH,

BRIEAGITHESIIRS

&R LUTE Web Ul 5 FH ListSyncJobs 1 ListBulkVolumeJobs AP 7535k &SI EIEIE
THESEENTRIRS. &R LIM Element Ul BY Reporting 3%EI-£3/18) Running
Tasks D1H,

MBESHERS, RATELLSGEANNTIFHHHET. "Running Tasks' TENE RS A EARSHMRS.
EEFAE, CHEERNT—IEHNNESES, FHESTRRMRETAE Running Tasks' RAL, &
B RES A=A AL,

()  eEuEes BiFSm0EE "Running Tasks' TELEEE EE#TEHNSH0EHRSKIE,

4

N

I

5d

¥
BRATR

ARG X RATERNENMINEENER, TRTUREE, BEAHE, T
RIS ERNIE TR ASMERHRBHETRA,

&o] LUEF ListClusterFaults APl 572 BohiEiEE iR, X, EmaUKREIE XL LA ZIRVER,

|
&

A}

1. £ Element Ul H1, 3E&#F * IRE * > * ik *,
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£4t15 30 RIFH—XRIE LBER.
NFEINEMS, BHBIUTER:

g Description
ID SEHEIRXBNE—ID,
severity EIRNEEM, TJEEE:

* EE AR RRFBEXENREREER. 15
RS

* IR AURESBREAERAMERERS AN
(HA) BYSFE, sHiREBEARZRMARS.

* PE RRSHTERE. RATERE AP
REA 10 FRo FEURE FETIELSE
HHEER.

* RERE: KMEARNNRSKEERERE.

Type MR IMEVANt. AR, Whds, %8, RS
B

Node IEHPERRS AT mA TS ID o X1 R AR EnER K
&, SRS %, TNZIREN - (BRI -

IxzpesE ID bR FEFR5 | FABYIXTh 2R RYIEENER ID o ¥ FIRENEREN
fE, SEMISH, SVWRIREN - (EHL)

iR —MERERES, BTFiERSERNRRE.

HAER PR R B) AR AR E i+ 4RE =

Date IEREFERY B EAFNAS A,

2. BEENERN * ETFAER F IEEAXRRERNER.
3. EEERTH LFAERFAEES, BREFREET.

RYRRERE, BXERVFMEEER (BEEREBREH) KEE "Resolved” (BFER) XiFl,

THREZER

o SEREHPEED
* “{&F Element AP| BIR7EAE"

139


https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software/api/concept_element_api_about_the_api.html

SRR
A zEd ERHEAERESAREZXIRHFRIRT, HHEFEAEZYIE "Alerts”

bl

H Lo XEARAEEEHERFEHB MM LI ERURERNERBRER,

TR T AREERAE:

* * BPIIEARSS HE *

— P RENEET =2 B IIERRS RGBT,
THEX A NetApp ZHFEBITILUIRISE B,

* * B[ VirtualNetworkIPAddressLow*

IP iR EEIAR AR b R B AR D
BRRRILEIE, B EMMESHARRNES 1P #illk,

* T IREBFTE

HE BB ARFETERZRETRER. BXEHERELFNFAEE, EEL
GetClusterFullThreshold API 7375, IMWEEIEISRUTERZ—:
° stage3Low (Warning) : BEREAFPEXMNEE. A% "Cluster Full" B RMEZ T =
° stage4Critical (Error) : ZEBEBHNTEINETTRBEFRE. FAFEIES, REMTE,

° stage5CompletelyConsumed (&) 1 ; RAFENHHH iISCSI &EiZ, RKHRFFHFIR iISCSI &%,
EANBEM, BEREHFANELZETENLL,

BRURICKEE, 1ERRFEMRE, HEREFEREMNIS—MFEET <o

* RERE

BT AERE, REEFFT2EH.

severity Description

e QB IRIR IR D e RIS,
error QB RIREUER — P BRI,
=1 TR R REERY TR R A,

[

coE CEERTREREE=E Helix RG Lo

BRRRICKEE, BEREMBRNT REGRERSS, BEBKR NetApp 2580 ] LIRS HE B,

* * 3RARSS TooFull*
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BRRILKIE, BANESZERESE.
* RIS EBITIVAARLES *
NEPRIRS BITIRAARLER:

B8 THITIEMHRME, LWEHHAPRIFTE cTimeUntilBSisKiledMSec=330000 Z#)fE3 #A,
° PEM = #IR. RREEADFEREEASHSEEMEREEMEI TN RIFHIIREILS.

c FEM =TE STTRLENBERRSATHETERITE (W Helix B 2) o BIEFRAA, LAk
RAEEY

BB ER TR IR, MRBERGAGHIKE, WEHIMEMKE, SrhaRRSHE
(FRLEARSS Y, LEEFERT LUERR.

* * BmcSelfTestFailed

HEIRERITHI23(BMC)FR B B,

15EX A NetApp 2 13F2Bi 1 ARG EE B,

EFREIEIlement 12.58 B S hRAHAIE]l. WNRT S ISCHIFEHREBMC. SETEARERIE)T =AIBMCH IR
fE. MA=ER BmeSelfTestFailed #PE, SNREHKERE) BIRKMBIBMCREENER TR ARG HILIR
SR A BmcSelfTestFailed Z & &,

* * B3%h SkewExceedsFaultThreshold *

iﬁiﬁﬁ'—ﬁ%ﬁ%ﬁﬂﬂ’ﬂ%ﬁbﬁ HEtEREB SR INMEE. FREEETEBMEIET R ZERIEER

ERRRILHIE, BERMNEREN NTP R5328, MARERLERINME NRE-MABIZNE NTP RS2
, TBEKAR NetApp ScH5aRIT I ARG B,

« * clusterCannotSync*

HINZ BN BIENR, BIARTEMEIRhes E M EIR T AR BN FiEshIR SR ThEs.
ERRRILHTE, ERINE 17,

« * clusterFull *

FEERN S EE LA AEESIE,

ERRRILIE, ERINE 17 0E,

* * ££8% IOPSAreOverProvisioned *

585 IOPS ECET K. FiE&/)) QoS IOPS WEFMATEERTUN IOPS . TERN NFAE SRR QoS

BRI R, FREENER/) QoS IOPS IRE,

» * cpuTherMalEventThreshold *
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— P HEZMCPULHCPUBAE BT R ERHE,
NRE107HARCNEFHICPUBAE M. NILEZEBITRAR,

* * 2 DriveSecurityFailed

SRAREENBRARDREL2ME (ERNE) , BEDE—MEMEERATRREeNE, XEKREEXLE
IXzhas EEAWREBRR 2R, HEZIERA "Warning™ " P &%,

BRRIKIE, BEEREFAGEEBUT BT EZAENSRL2FRIFNRE. AJRENREEE:

© TRREUINEER, FHAEIR ARSI RIRSS2RA9 1718 R o
° WIKEHBRHITRRIRIERI, BHERS AIAERI T $HiRAIE Ho

MR XIIPE R TSR ENRE, A EFEEERIKE2E.

TR U ME RN RAR RG2S, EMERHUNSMHIIERAERBIL, ERITIRE, BIFEK
whERTEE "Available” (AJF) LIMARGHFMER, WENBHRITREEFHEEBZE "Active” (&) o

* * B#fFF ClusterPair*

SR N EMTERNECERNER.
MBS Z BIRYNEERE,

* * B FF RemoteNode*

2T R B R S EC E A IE .
BT R ZEINEEE,

* * liFF SnapMirrorEndpoint*

ITFE SnapMirror I m B # FFERZ S ACE A E .

HMEERSITIZ SnapMirrorEndpoint Z BRI I4RERE,

* * A RUREDEE ¢

ERPE USRI A, ®BE, FMESEEENAIFIEREIEE, MANEERAEREELTFIAR
o MBZTIMEIULAEE, IEEXFR NetApp SZHFEBI 1o

BRURICREE, BEFEERRINER AR,

* IREpERERA
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=S REhR R EHRER, EESREILEE, RRUTERZ—:

° RXEhARE ISR T AN IR IR BN 2R
° DXFIRARS KR ET %, FlaeR R TFREBIRENEENKRWY, TEEHBD.
° IXEPERERK,



° TERTNRIERS (LT RPBFEREZIFMNERE / EE) o
° IREHEREME, FIRRENIKRNZRAY S 17 JUIEE TR,
° IXENSREBE, MBBURIERW,
BRI, FHRITATRE:
© BT RRIMSSER,
° BRIKEhER.
° BIRS M ILIEE AR Ao
* * KEheR B TR E
EopgER@d B TR E, FIKaEnThieRE R, KEEEETETENLR!:
° E*EEPF%'?'J%?U <F5IS > BIERNEE: < T RIEIE >< IXnha3HEE > RET SMART ZAEITIRRE

ERERIILEE, FEHRIREHES.
* * IXEH2§ WearFault *
o2 RIREREEEREUT, BENEETT. tBEGEEER N TEMLRS): mENES:

° BT A < FHIT > HIRh2REE . < TGl >< IREh3EE > BB ERIREL.
o IRTHEZAVIEIE: <node slot><drive slot> FYE5IS 5 <serial number> , [E LT REIIRFEIR (R

BRURILKIE, BERREMRIKENEE,
* * W ClusterMasterCandidate*
WNE Z M EERHRIE T F0E,
TBEXR NetApp XHFERIT LIRS HE B

* * ;23 DriveSecurityFailed

EHCORENTERDRZENE (BERNME) , BED— PR /EBRRMEEE M. HBESIEREN
"“Warning " fE &%,

BRRILKIE, BEEREFAEEBUT R EEREMSRT2FRIPNRE. AJRENRERE:

° TEREVINEER, BREIER AN AR 2RI R 8]

° IXmhEE ERVE FIRIERNY, IFHRER S I AEREN T HIRNER. IRXRMEREFESEHENRE
,» M RERE E IR THR,

ERIZEAMERNINE AR ERIPHIREDEE, BMERMUISHOINERAER ML, EHITIIRE, 18
RIREhERIEE "Available” (FTAE) LIMARZHMIFR, WIKchEEHITL 2B RBEBO "Active” GEZD) -

cESHERE

— M HZNEET R EMARNSERNER,
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BRURICIE, BERMEERZD IR

* BEBrigh *
* T Am

RENHERZOITHE, XLEHERS B MBEFEATIRER.
TBEXR NetApp ZHFERIT LIRS HE B

* * #pE=S 8] TooFull*

RIRS AN EBIREENBER. XeFBIXRSAREFERKE NB=IE,
BRERILHE, BEFIRRSIIEE, UATHREIERESNFHM D KRS RIFTHE=IE,

** KBfRREs

X 3 1% 28 I M PR SRR
BRRICKIE, EE IR ISR RAIRE

* P OEBIEIL I E R

FAHEE T RE— R BIRRBEIHEZME IP MEFEEHTHEMT RGN, FHERET, HRIEHEA
FFMBRH E AR

HMEMEEE,

* *AEEILR) AR A

PRECHEET RIITAN, ERERTRID
WEMKIER,

* * fibreChannelActivelxL*

IXL Nexus iH¥RBIRHARISZHFHIMRE), BN Mtah@ET _EHR 8000 MNMERIRIE.

° EfESRERPREIN 5500 -
EEHRFIA 7500
° BRAPREI (RSEBISCHE) 798192,
BRURILEEE, B8 IXL Nexus 1+ E R AELERS 5500 LT,

 * fibreChannelConfig*
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e BRI R A TR RZ—:

° PCI i L EFERINIETEE RN,
° FIERIMIYCAEE HBA B S,

° JELHEIE HBA RIEIHHFTER,

° FEETIBIER KRB



o B— MK AMRTER I EER B YT EEEE,
1BEX R NetApp 2452071 LAFR1SEE B,
* * JELFiEE I0PSY
EEPABET AHE IOPS 1HENEIAEI IOPS R, PREIEIE:

° FC0025 : M@y a 4 k 3RA/NBTRY IOPS [R&J 450 k
° FCN001 : &M @EET S 4 K AN 625K IR EXBRE,
BEERIICETE, BEFME AR AEET m 8 fE,

* * fibreChannelStaticlxL*

IXL Nexus i+#RBIRHAESTHFRIIRE, BN Meh@ET RE 16000 MESEE,

ERIELERIREIF 11000 o
o BHREIZ 15000 .
° IRAPRE] (GREISSHE) 79 16384
ERRRIEEE, 3ER IXL Nexus iH4BE E R ESTERS] 11000 LA T

C XHRABTER

Hp— X RGZERE.

BRRILKIE, BAXHERARNNESZEE,
* *X 1 Z#4iIsReadOnly *
XHRGEBERIFRN,

TEEX R NetApp ZHFERI LIRS EE BA,

 * fipsDrivesMismatch*

BE483E FIPS IRch2s IR NZHF FIPS (UEMET =, HEER FIPS Koh2s¥IBHENIE FIPS EiET R =
M RSER—HE, H5IHESEAYIREhES.

ERERICEE, IFE e BRI AR R IK TN EE.
* * fipsDrivesOutOfCompliance"

£/RF FIPS IRmp2iTheela, RAKNNEIERRATWNINE. NMREAT FIPS Raheshse R EEHPETE
3E FIPS IXzhEe s TR, Nth=E IR,

BRERILHE, BRRATHMEZIMFMEEEFMERIE FIPS Bt

» * fipsSelfTestFailure*

FIPS FR&57E B AR EIER,
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TBEXR NetApp ZHFERITILURISHE B

* * BEHFECE LA *

LB HEIE RUA T ERZ—:

° BB ST RE X R,
° 2T AV IREHES A/ N IEHo

o KMEI RS ZIFMIRTHES, ATREMNERERE, ZTEM Element AT EIRFIMIXEN2E, BiINEHI TS E
B9 Element {4,

° IXEhERE A ILAC,
° BN IMNETNREIRS S T R A LA,
TBEXR NetApp ZHFERIT LIRS HE B

« * idPCertificateExpiration*

BTFE=ABHRHES (IdP) MIEERSIEMRE SSLILBEMERIEAN BT, M ESIRIEESEE
ERUT™EM:

severity Description

g IEPIETE 30 RN HA.

error BT 7 KNI HR,

mE EBRHE 3 R BT,

ERRILEE, 57E SSLIEPB S HZ FixHi#{TEH. I§ UpdateldpConfiguration APl /5745
refreshCertificatelM WAYE] =true L£&HEH, LIRHEHIGH SSLIEPH,

* O A HEVHERT

VLAN i&#& FRR/DHERTC, R 2R S E R A SRl EE RN ER.

o * A —EHY Mtus*

IR EE R AT R R Z—:

° Bond1G mismatch : TE45%E 1G #O LNE MTU X—2,
° Bond10G mismatch : 7E48E 10G #0O L ME MTU F—3,
IR B AR T 2 AR REXAT MTU {Eo

* * A—EHEIEREMAN

i i0=c P

© R BTN ¢
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VLAN ig & ERIMZEH#IE 5 RERSRAY VLAN REHIDARILES, iR B RTHAny ML oM L a0 ETE
(LTS

* * BEIROKRALER *

G4BT b A LE o

* * invuidConfiguredFibreChannelNodeCount*

AT BB T REERN— T BERER. MRERT M RET R, WHIMILERE,

BRERILHE, BREEBMBERNNEHRL, FRERSETHMKE, WRLENEZHRS R, 5
EX% NetApp S80I JE T EET <o

* *irgBalanceFailed
S F e H IR E.
TREAR NetApp ZH#EBI 1 LAIRISEE B,

° * kmipCertificateFault :
° RIEBIMAMNME (CA) IEBEMEEIHER,

EfRRIPE, IEMIB CAREN—MIES, EPNFIEAERE NN 30 Xfa, HER
ModifyKeyServerKmip et EH#/EHIIR CA IEH.

° B IHIEBRIR R,
SRR RIS, 5 GetClientCertificateSigningRequest 83— N CSR , FXMEMITER LU
REFMEIRAREAZE /D E 30 R[5, AR ModifyKeyServerKmip 3B ZEIHARY KMIP B imiEBE
FFIEP

° RIEPMAENE (CA) IEPREIH,

ERRIIE, IFMIR CAREN—MMIES, LEBNFIEAHEAE A 30 Xfg, HER
ModifyKeyServerKmip et EH#/EHIIR CA IEH,

° BEPIHIEPBEEH,
BB RIS, 15ER GetClientCertificateSigningRequest 81— N CSR , FXEMITER LU
RETEVRIEAREAZE DT 30 K[, ARER ModifyKeyServerKmip & B3 HIRI KMIP B IRIEBE N
FEPo

o RIEPMENME (CA) IEBEHEIR.

ERRRILHIE, HOTRENIEPEEIER, MREE, MR CA ZEFREBULES. FH
ModifyKeyServerKmip L2 IEHHY KMIP & FIGIEH,

° BFPIRIEHHEIR.

ERRRILHIE, BNERTLET EHRN KMIP ERIHIER. FFPWIEBHIE CA NLEE EKS L, f#
F3 ModifyKeyServerKmip L2 IEFRY KMIP & P imiEH,.
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* kmipServerFault * :

° ERRIW

BRURILKIE, BOEIMNIERRSBES

#0 TestKeyProviderkKmip JMisiE#z,

° BRIIERK

BRI, BRERERRVR CAR KMIP ZF ik

ILAC,
° PRSSE[HIR

L:.F /Elijﬂku#ﬁ]ﬁﬂ

W&ifial, fER TestKeyServerKimp

ERIEW, LUKRIARAN KMIP ERIHIERES

BRRILKEE, BFERRBERIFAGER. RIEREINEIR, AJEFEEIINPEARS S HITHRIEH

BRo

* [N1E EccThreshold *

HNE|KEREIEHAAEIERN ECC iR, IHERREESEEERAUTTEX:

E S

— DIMM cErrorCount 15 %
cDImmCorrectableErrWarnThresh
old o

1£ DIMM By cErrorFaultitBs 283
Bz ®i, —1 DIMM cErrorCount
BRFFE
cDIMMCorrectableErrWarnThresh
old M L,

RIFIEHIZ8IRE cErrorCount &F
cMemCitrl+Alt+CorrectErrWarnThr
eshold , Fi8%E
cMemcerrCorrectableErrWarnDur
ation o

ERTEEHI2EH9 cErrorFaultithy
I HAZ FI, AEFEHISRRIRE
cErrorCount &F
cMemCitrl+Alt+CorrectErrWarnThr
eshold o

B DIMM #REHY uErrorCount &
2=, B8hF
cdimmUncorrecteErrFaultThresho
Id o

severity

e =
=B

error

3
f

error

[
oF

Description

DIMM ERIBISEIF ECC NF5EIR
FBidF{&E: <Processor> <DIMM
Slot>

DIMM <Processor> <DIMM> _EHJ
A 1F ECC NEEIZHE I HE

NTFIEHI2s <Processor>
<Memory Controller> EHYRIE1E
ECC RTFEIREISE

DIMM <Processor> <DIMM> _EHJ
AJEIF ECC NFEHEIRE I EE

£ DIMM : <Processor> <DIMM
Slot> F#MEIARBIEIER ECC
RFHEIR



B DIMM #RERY uErrorCount & error £ DIMM : <Processor> <DIMM

Yy Slot> E#MEIARRIEIER ECC
cDIMMUncorrectErrFaultThreshol RFHEIR

do

R71Z3EHI283RE uErrorCount #8313 24 ERFITHIZE < W IE2R > < NEER
=z, B/hF 128 > L ME|ARBIEIER ECC
cMemcerrUncorrectErrFaultThres AFHEIR

hold »

RNTZIEHI2R RS/ uErrorCount &  error ERFEHIZE < W IESE > < RER
‘79 cMemcerrcerrfoi% EIE 28 > EHMERA]EIER ECC
ErrFaultThreshold » AFHEIR

ERRRICEPE, EEXR NetApp ZHFERITILUR1SEBY.
** NTFEAEIE
NEERAEBETERE, EEEIRIEEREEERMUTEN:

() BrumrmnEsmEs, B2 NEREERN  FAEE * 1T,

severity Description

e RENER B
error ARARFIEBR.
=& RENEFET2HER,

ERRRIIEE, 1EEXR NetApp ZIFEBIT1ATKS#EEE,
* * JTEE ClusterFull*

RE BB ATAIEERETERZIFET AEL, BXEFHEZELIIFHAER, 530
GetClusterFullThreshold APl 5%, IEEHEISRUTBERZ—:

° stage3Low (Warning) : BEBERAFRENXHEE, 1A% "Cluster Full" IREFAMEZ T =,
° stage4Critical (Error) : B EBHNTEIMNETRBEFRE. FAFLIES, REMTRE,

° stage5CompletelyConsumed (&) 1 ; ARFE N ISCSI EZ, FRIFHAIM iSCS| &,
BENRERY, BERASERNIESAE N, BRSEMBREIEIRME ST .

BRERILESE, BERIMRE, HEMFEEERIS — T EET <o

* * mtuCheckFailure *

RAMLKZIZEECEIEFHR MTU K/
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BRURICKEE, BHRERNFAIARSZZOMETIGEOREERN (MTU X/\EiX 9000 FH) o

*  MNEEE

ISR HEIE RUA T ERZ—:

° PR O AT,
© FEEERED.
° BECEREOB XA,
© FERENRIMMNL,
TBEXR NetApp XHFERITILURISHE B

* PR BN IP G *

IP bR AR A B R AR ettt

° virtualNetworkID 1% 12 (##):2 8 0] B7EMEIPHILE, TEmERRMEMT =,
ERERIEEE, EREIANEHIBRAINE % IP ik,

* *nodeHardwareFault (W£&#&Z <name> BEXFR4ZLERE) *

ML OB XHHEHR T4itk.
BRRILKIE, BRE—IHZ T RINEEE.

* *nodeHardwareFault (AXENEENMNZRINEEIR S S53ERE <node slot><drive slot> FIRENZRAI T SINBINEEIRS

RELER)
RzhERRIMNE THAE 5 REIZIE BN ZRRIFIE T = A ILEC,

* * T HardwareFault  (tbT s 28 BYAYEIE < IRSh2SHEHE >< IRBhaSHEHE > PIRGH2SRVIREHES < IRnhastEY

> IXEhEE A/ < SEFRA/N > RIEHE - A < FafAAR/N>) *
FHET PR IRENEE KNV IER.

*CTREARIE (EHEE < TRIEE >< WapEiEE > PRI SZRIKRNEE; WapRRItHESMEITR

REBRATRA) ¢
FET R B S HRSZRIIREDER.

*C WREHHIE (1 < TREE >< RS iEtE > PRI ERE A < TufihRZs > , BERRIAR

7 < SERThRA > A=%H)
FET RESBITAR B FIRABIIKEN 2R,

** TRYEHPRT
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severity Description



g ERT RN T4PRT

error RNEIFIRATERR, RUENRERZSERMEL
MK FE RS,

BEERIICETE, BEAIPTREREAIPIER. NREBEIRRFHIETIIATEE, BBER NetApp SZ1FE0 LA
55BN,

o * IR

Element M L/ESIEET R TEE, WEMSEEE,

* * R{EMAH LACPBondMode*

FACE LACP #BEiET,

BRPRIGHIE, BEMEFMET REER LACP 45E; SIRRBAHEREE LACP , EFmAIsERiBEIM%

BEIR)RL,

* * T&iAIA] ntpServer*

FEEHTIESIEEN— IS NTP RS BHITERS.

ERRRILEEE, BE NTP RSS28, MR AENEE.,

« * ntpTimeNotinSync*

TFHESEEERTE| 56 NTP IRSSEMNEZENERI K, FHREHTEIEMNEELES,

ERURICIRIE, BEAMSAEET NTP iR3588, MABEAREIRINME. MREERANZAEE NTP AR552:
, FHEREHERIZAFE, 1BEXFR NetApp 2530 I LERIGE B,

* * nvramDeviceStatus*

NVRAM i&&HIMEIR, EEREREXEREHRE. KEABUTTEL:

severity Description

S BHONEES, XMERATESENN, HIINEE
A
= Ho

* nvmLifetimeError

* nvmLifetimeStatus

* R LifetimeStatus

* energySourceTemperatureStatus

« warningThresholdExceeded
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error BHRNEIEIRSE ™ ERS, EETTASIHAMIRE
FfiBRD XIREHEE (tiRFERIREIESMIBRE 4
) o MRS XRSAATAH, WASHFRIREHZS.
BT EERAEIRZI, TIREIFEIR:

* NVRAM & B HH SR FE.
* NVRAM 1&& 9D XA F T,
* NVRAM REHXBEE, BXREH,

=<1 B NE RN ERS. ERETR=IMIRE
hfiPRD XIRENEE (HIRIESERIRBIEMIPRE 4
) o MRZRDKRSAAIA, WASBERIREDES.

* FAM Lost
* armStatusSaveNarm

e csaveStatusError

BT AP ESRIEEN. MRTEBRAFRIARE, 1FEXR NetApp SHrERI I LAIRIS R,

* * RN R ¢

e BRI R A TR RZ—:

° IR FE.

° FEIR U I

° BRI NRREEE B E

BRRILKIE, BRIIREENMETNRRETTREIR. 1HEXHR NetApp SFFEBI LIRS,

* * EEE = 8] TooFull*
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ERNEABEESELR.
BRERILHE, EANEZERETE, HEWFHERS.

* remoteRePAsyncDelayExceedd*
EEINEHEKENRI TR, NERRZBEINMEIERE,
* IZFE remoteClusterFull*

SEHFREER, ENBIRFEERH,
BRURILKEE, BERMEREIEER LR —E=E,

* remoteSnapshotClusterFull*

BT EFEEREAR, EEEHFERRIZESH.



BRRICKIE, BRREREFESREE L—E=E,

* * remoteSnapshotsExceededLimit*

T EMFEEHEEBIHRIRRG, SEEFRBTEER,
BRERILESE, BRI BREAEEREE LRYIRIRIRS.

* * IRHRIERRIR ¢

BTSN RES), BRK.

MR RENBERBITHAL, HXEEERFRECENEEEHRE, WILHERFER.
R REIRENERI ¢

RRBIESEIREIRIZTHIR(BMC)BEIE,

BB NetApp 58RI AIR1SHE B,

* * RS HKEIT

FREIRSARIEZTTo

TBEXR NetApp XHFERIT LIRS HE B

* * sliceServiceTooFull*

NPXRSDENBEETEXR D,

BRRILKIE, BANEZERESE.

* * gliceServiceUnhealth*

252N D XRSEITIVIAES, FRIEEBHERIZRS.

° PEMN =EE AITEMRE. LESHREE 6 2HE I
° FFEM = IR RAGIEEESFERMIEF B RSEEREREIEMIZTINL RIFRIIKERNER,

OEMEERPEMEMEIR. MRFERGAFLIIEE, WSHIEMKE, S35 XRSAERSRS
BEFA, WEEFEUER.

* * B/2H ssh*
BEFHERETPIN— 2T R LB SSH RS,
ERERIICEE, BEMNT R E22H SSH ARSS, EEXR NetApp TSP ILIRSFER.

» * ss|CertificateExpiration*
5t A KEXRY SSLIEREIERIHA B3 #A, RS RIEESBEERUTEEN:

severity Description
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. SEBISE 30 KPTHR.

error WEPEE 7 KRTHR,
FEE HERIEE 3 KA EAS 23 8B,

ERERILHEE, 1547 SSLIEH. MIRFE, 1BEXR NetApp a8 I LARISE .
» * strandedCapacity"
BT ROANEEEETEBEI—F
ATREHERR, RASEOBATRNEE, WEABIRFELTFIMILRES REA) -
ERERILHE, BRINEFMET RARINE SRR RS RNEFET <o
* * TempSensor *
BEARBRENEESTERRE, IWKERIEERS powerSupplyError 8¢ FanSensor #fE—iit %o
ERRRILHE, BREFRESHMMIREFERER. NRFE, BER NetApp HERTILIRGHE B,
*CFER
FHRE#HTIT 24 ML L,
BRERICEE, BMEFARIEXFR NetApp ZHFERIILARGHE B,
* * TIERzARSS *
AR5 BEZEF LN,
TBEXR NetApp ZHFERITILURISHE BN
* * EIAKECE ¢
HERSIEETUTERZ—:

° BORFE.
° ¥O LRyan & = E R EH.
° LSRR IER.
° P #IlE R IER,
° EMEORBEIARIETT
° TR EEESRNED,
TEEXR NetApp ZHFERTILUR1SEE B,

cBERR
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“REHRTHEFNRL . RPTmE, tEBFHRER.
<
FREEETHN—THSIEER . I, EFHI - SEMRE * K,
TBEXR NetApp XHFERIT LIRS HE B

BEET R IMEEEED]

TR EERAEES TRV EREER. HERTRMET SPES M KEesHySEE CPU
MEMIE /5 1/0 #1EEk (10PS) RiHER. MAREFSEWEH—X, RaEsit
%_l%\ﬁgﬁ—I_*i\E%ﬁ_;ko

T BEEH > TR
2. BREEENTIRN FBEF .
3. BECEREWMER o

() EUBHEEFRERETLS, CTNEREENSATE L EESENES.

ERILEBERTFIEENFAERER. ERLURSE ID sifEAEaETIXE RETHIF.
B AT LASE RS TE S Tt (5 S0

ErRILUEE & * RIFTEIRR * PIRFEEFEMERELNR AR IE LI EEEBAVAER, NRERFHTPNE DT
1000 4, MZARIFREIFEA 10 #0; BN, BARIFREIEA 60 0. SIFHEFEMT, MR BRhTTERIH,

TR LbEd e * FTA BRI * RENS A BRI,

1. 7£ Element Ul 7, &R * RS * > * H14RE *
2. £EYIRD, BHEENEND "Actions” B,
3. BEHEEFFMERE "

NHRERSFER—THRE, HPeEafaXxEnNENERE.
4 EBFAXRENESIFAESR, BRE " BEEESHAER
RYR B RERIFAE R URIEREERZ.

THREZA
SEREFAER

oIk

IS
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SHEFAER

f&TT LAM Element Ul R Reporting i%&IRHY Volume Performance TIEIEEEHIEEES
TMER.

UTHIRNAB T BRI UERNIFAES:
«*ID*
RENEERM D,
. R
IR BN AEIEENBIT.
* kP
DL BRI RYZ R,
* SR
ERRRN—PEHZNERRIHENET,
LT BRI
— P ESE, BT HRBEFIRERENEE.
AIRE(E:
° 0= BFImARERLE
° 100 = EFIHEEFERARKAE

° >100 = EPIRIEREARA
* * 2 I0PS*

LRIXTERITH IOPS  (EREFIEN) B3,
* *JXEY IOPS*

HRTITEHITAIIREY IOPS S,
* *S5 X\ IOPS*

HRIITERITHE N I0PS S,
cRBENE

LRI ERITHEELE (FEEFEAN) o

Y IRENEHE

LRI ERITHIREHE R &,
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**EANEHE

SR EHRITHEAETLES 2,
**SRER ¢

FTERNEIRTIRIFRITI9RE (UM ERM)
* % JRENGER *

Eid & 500 EFATTREREURIENTIIRTE (IR RM) o
* *BNIER ¢

i3 500 EFATTET NRIERTIIE (R ARM) o
* *ABRE

MERITHRTTRIREA B N ERHE,
* F 0 K¢

i3 500 EMWNENRIE /0 FEHRN (UFHREAM) .

iISCSI =&
EE iSCSI 2%
B UEEEIREIERN iISCSI 21F, B LI ER#ITIHE, FHNEEFMENRIE.
1. £ Element Ul FR, 3%&$% * $R& * > * iSCSI &iF *
2. EEEMAFHFE, FRE * ks o
TRESES
iISCSI KIEFAER
iSCSI RFFMER
TR IEFEBXEZTIERFN iSCSI RIENER.
UTFIRABTHX ISCSI RIENESR:
. x
RESNETHIEIXHNT R
* K
HESNIKFNEMR, NREAT, WEBR—NMaME (-)
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5 R EARIRE B E o
* * % ID*

5815 IQN XEXRIER ID o
* * BapiEf ID*

RERNBEHEFERN ID o
- EEhiRFRIE

BEEFN— T ENERR, ERKIIRPERZIREIBIERF.

* * BEiER 1P
BEIZIEN IR RRY IP ik,

* * BEER IQN*
BEh=IERIH ST IQN -

* * B5 IP*
HRESHT R IP ik,

* * BfR IQN*

HH IQN -

* CHAP

iISCSIRTEMCHAPE £, MIRKEACHAPE L, MR R—MMEXILL(-). MElement 12.8F iA1= H,

S o1/} i
BuUIENBEH.

FehEE RN
BENFBERIE

TR EEERIEENTEE (FC) i
EEOPERAERE,

1. £ Element Ul F1, #EFE *IRE *>*FC *iF *,
2. BEEEMERGFER, B8E * fHitss .

158

7R

AN

A AHE St

1

T

fip

i, LABNEEE



TRESER
HABERIEFAER
HABEREFAER
BRI LRI E REIR R SR ERNTEE (FC) RIENEE.
UTFIRNB T BXEZDEHN FC 2IENER:
* R D
HEEEIENT R
* T RRR
RBERNT RET,
* * BEhiEf ID*
RS NBThER LR ID o
* * BEER WWPN *
xieik@EAimOZ R,
* * BEhiEFRIE ¢
BihiEFH— 1 ENERR, EKIIKRPAESZIEIBIERF,
* * B4R WWPN *
Birei@EAimOR& R,
* > EihinlA
RIEFEMEIREN BT,
* * &ipia)4e ID*
RS AHIRIAERRY ID o

X IXThERHI T EHEPR
Y IRED BRI TA IR

TR LR &R EHPERIEIS KRS (SSD ) BN EAIEENES. SolidFire &I =AY SSD
AJPdER. WIRIEIMEE SSD REMFE, 1FEAHR NetApp HFER JIIEREH SR ETEMIE
HBERR TS 7EIRED B, NetApp XIFHI IR SEEME, RIBERIARS KD IGRE—1
BHIKEDER.

159



AXFERT, INAEREREER UMENT R MEREEIRENEE, FIFHEER NetApp R HEVHT SSD
IRThag. BINFEMIPRERNEERE ENTHIEIRENER.

N4 NetApp SHFERI JEZINEVIRZ &M, LAETEIREHES h BN ER RS BT AT BN,

@ HFMWRXBRY, WREBEIMT RPHIRIKEhE AR IREhER R, WAGFR 30 7, AR/A
BER IR h 2R AT NIK B 2R G

MRENIREDIFREWPE, W Helix SEEBTNERT 2 ZBEHDHZRE25 LHEE. B—Ta iz
IXTCHEREPEAR RIS R, KA Element G AIFALIER—T = EEERNURRIAR, XAEBBENRESRSSE
UITFEH:

* RS MIRThER TS,

* BRERAESBIRSRET= R,

* X Helix #BFRIFRIHBERE RN E MBIEIRRI A,

@ gg%ﬂﬂﬂﬁf%gﬁﬁbﬁ%%?&ﬁﬁ%%ﬂ*E, TR I % EdE, M SolidFire FFE R AR PR IZIREH

BXIFAER ..

© MEBEPI PRI PR IR Th2S

* E7K MDSS IRnhasthFEHERR

* Mip% MDSS IREhEs

* "Bt SolidFire fFfi&T mAYIRTHZE"
* 'Sk H600S RYIEFET mAYIRENSR"
* "H410S #1 H610S BEHEE"

* "SF RYEHEE"

MERBF P PR IR BN 2R

NRIEEHRHI B FISETNBE S IF T RIREISR A EHE, ESRENERBEFELER D F B
EKAYE], N SolidFire AR E THIERS. RIRKETHEERDRHNTIR, &
WM NetApp Element 2R RIS FEIX T 2R 5 IR P IR R D25,

ST RBET, * Efk * FIRPHEHDB[BETN * RRSEBITRAFREE * o ENEDT RN, MRTRRARK
B EREF D HAREERN, WXLEIREESBERHASRFNER TR ERIREIZRIE T,

1. 7£ Element Ul 7, 4% * §28% * > * IRTHE *
2. B KW UEEWIEIRChERRYYIR,
3. B T HEIRThZRHNIEIER S -

BUENARREHREREE, EFELER.
4. AT A EZ MR EIERN2E

160


https://library.netapp.com/ecm/ecm_download_file/ECMLP2844771
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844771
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844771
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844771
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844771
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844771
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844771
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844771
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844771
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844771
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844771
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844771
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844771
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844771
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844771
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844771
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844771
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844771
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844771
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844771
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844771
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846859
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846859
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846859
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846859
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846859
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846859
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846859
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846859
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846859
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846859
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846859
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846859
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846859
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846859
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846859
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846859
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846859
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846859
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846859
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846859
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846859
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846859
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846859
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846859
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846859
https://docs.netapp.com/zh-cn/element-software/hardware/task_h410s_h610s_install.html
https://docs.netapp.com/zh-cn/element-software/hardware/task_h410s_h610s_install.html
https://docs.netapp.com/zh-cn/element-software/hardware/task_h410s_h610s_install.html
https://docs.netapp.com/zh-cn/element-software/hardware/task_h410s_h610s_install.html
https://docs.netapp.com/zh-cn/element-software/hardware/task_h410s_h610s_install.html
https://docs.netapp.com/zh-cn/element-software/hardware/task_h410s_h610s_install.html
https://docs.netapp.com/zh-cn/element-software/hardware/task_h410s_h610s_install.html
https://docs.netapp.com/zh-cn/element-software/hardware/task_h410s_h610s_install.html
https://docs.netapp.com/zh-cn/element-software/hardware/task_h410s_h610s_install.html
https://docs.netapp.com/zh-cn/element-software/hardware/task_h410s_h610s_install.html
https://docs.netapp.com/zh-cn/element-software/hardware/task_h410s_h610s_install.html
https://docs.netapp.com/zh-cn/element-software/hardware/task_sfseries_chassisrepl.html
https://docs.netapp.com/zh-cn/element-software/hardware/task_sfseries_chassisrepl.html
https://docs.netapp.com/zh-cn/element-software/hardware/task_sfseries_chassisrepl.html
https://docs.netapp.com/zh-cn/element-software/hardware/task_sfseries_chassisrepl.html
https://docs.netapp.com/zh-cn/element-software/hardware/task_sfseries_chassisrepl.html
https://docs.netapp.com/zh-cn/element-software/hardware/task_sfseries_chassisrepl.html
https://docs.netapp.com/zh-cn/element-software/hardware/task_sfseries_chassisrepl.html
https://docs.netapp.com/zh-cn/element-software/hardware/task_sfseries_chassisrepl.html
https://docs.netapp.com/zh-cn/element-software/hardware/task_sfseries_chassisrepl.html
https://docs.netapp.com/zh-cn/element-software/hardware/task_sfseries_chassisrepl.html
https://docs.netapp.com/zh-cn/element-software/hardware/task_sfseries_chassisrepl.html
https://docs.netapp.com/zh-cn/element-software/hardware/task_sfseries_chassisrepl.html
https://docs.netapp.com/zh-cn/element-software/hardware/task_sfseries_chassisrepl.html

PEIR T

IpRE IR EhER a. BHEEMFRAVIKRIZRAT * #R1E
b. g * MIk% * o
HIpRZ 1 Ik EhER a. ERZEMFRNFIAWENEE, ARRE * HERME

o

b. g2 * MIF% * o

H7K MDSS IRnhERiFEHR

MB—DEFEN TR R EMPE, ErILUETETiE (9 X) RozsEFARM
B RIME XL IREh2E. NREET = LS NetApp Element Zhag, MIRAILITE MDSS
Ul 1T E 181

ORI R — MR TR SR A MR, DXARSERA, HFERTREEPRSIEGEDEIT R
NGNS

T RER T AT RERVEERIEHS, FEM T BIEREEAREZAEIN:

A4 X IREhas K iE
* EXMERT, &8 2 BIWIEHIRE NI RRES.
* WNEIIER RS D XIS, 7 eEED KRS MEBK
* BNEMARS S XIEENEE, SRR XRENEAIAEN, BRI IREHEMEE 2 IKnhes.

@ ,‘ET\E‘H?;R’E@ 2 PRI EE A B AN N TR BNER. S E R RX IR a8 BRI EN TS

WO

1EAE 2 KR

* EXFERT, RGN KEHSFERETIIEHRE R A AR,

* ERGHERE 2 EMOE RIS, LG 2 AR, BRAINARS D KIREhaEMEE 2 IKnhes.
RS XIRENBFIEE 2 REWE

* BN RS0 XRhEMEE 2 BAE AR, SXMAIREEE AR, BENANAS D XIKR)EE
&G 2 IKEnEs.

1BFIR

* BRI ER BN EAWEEE (WRM MR R LR, BRI ERXH N IREDER) o
* EfMARERHEEL TR ARSE, BREEFRRNEISEREF,

161



JOIERIE
* WIHEME 0 (SHAIER) FNIEME 2 RVIREHEZEE ETE "Active Drives” FIRFPARIR N TR RN 2R
* WIEFME R K TPHREEETK (B 30 2#A, EHASHAZBETREHAEHR) -
BXIFAER ...

70 MDSS IXzhzs

70 MDSS JXzhzs

BT HETE 2 PRRIRS 2R R N D XK Thes, &R LATE SolidFire 13 5= ERINEE — Mok
EIRshes. X BT ER%Z K620 XARE (MDSS ) IHEERILMAY, EFEAILINEE, &
WAZEX Z2 NetApp SZ3353R1 1o

EFEOXBIR T AN ARE, AR ESKRIEIRE)2s ERNFIRhsF B IRngs. EAMIENERE 2 73
IREheSRIBTARINASR 2 X IRohEs. NREZ X BIMRINIENE 2 S XIRoh2ZHERNAR D XIRohes 2 F5i 0
ZIknhes, WRGFIEGERTEIR.

1. B~ &8 * > " IKnhe * o

2. BpE A * UEETRERHEYIR.

3. EEERMB S XIREHER,

4. BE - HERE

S B ARt

6. M * JETHIREHER * TR IR IIXLIRRN 2R,

fiipx MDSS IXEhaE§

TR LAMIPRZ K Ehe8 0 XARSS (MDSS ) Knpgd. RBESTRAEGZ N XIRchaEet, Lt
BRIEPBRAIER,

@ NRAG D XIEENEFNIEE 2 IR A EHE, RIFRAD KRS HBIFRXLEREER. ARAK
RERE, FEREMFRT XEIREEE, WA5E R ERX A IR EEs.

1. B~ &8 > IKnheg * o

2. 12 * A A * WEpBik iR, PEEMFRAID KIKEhEZ R A EEAE,
3. B HLERE

4. B MBR o

S. IR,

X T R TE PR R
MEBEPIZIRT R
f&a] UM EBE BT m LU TIPS B, B A NetApp Element Ul 3¢ API il

162



TR, REBEEBRL.
BRI T R IR ES BRI T

* MREETEEBNARER AT 2 EREIRRIESIZ,
* {#H Ul 5{ RemoveDrives AP| A & MEBF P IPRIX 5N 28,

X2 SFHAFREEMT RV TB R R HE MR, I RFTRAEEUR T AIUTERIEE

£
© MEBERMIERT <o
EXARBHTRZE, BFRBUTERSEI
* WIRKIEMRAT RMER, NWaEIEREL,
XM T RRLTE NetApp ZHFERIIHIIES F5emo

* MRENTRAEEAEENXARZRG T RANEREE 5.5 28, M Helix BIBRIFEFBRKENEFIRE
AF—PM T RUEHBIENES. EXMERT, BEXR NetApp SZ5ER 1A BI TR T <o

c BReMBEHBHEXAT R, EALUER Shutdown APl 5%,
* MRP R FRAKFRS, MATGLEXR NetApp ZIFERI7], AEBEEMERK.
s TRMmEBNE, EHNITIREEE RSB EEIREN2EEFAINEIEEE S,
BXEYMES ...
"B A £ EPER SolidFire H158"

"EHRA EHER HB00S RYIT A"

KSR
HITUU T RIED B LKA EN S8
TR

1. (A1) IFBX R NetApp S 130 LU Bh SR & B
2. BIFFFBIIOR T ELL,
3. BRFFFRABISCSIIERIER:
a. SMMEIEE LNEEEIAIP (MVIP) iltLUITH Element Ul ,
b. BT RFIRATIHAIT =
C. FREHPEINT SR ID EIEEN halt EIUETT Shutdown APl 5%,

163


https://library.netapp.com/ecm/ecm_download_file/ECMLP2844772
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844772
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844772
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844772
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844772
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844772
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844772
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844772
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844772
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844772
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844772
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844772
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844772
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844772
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844772
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844772
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844772
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844772
https://library.netapp.com/ecm/ecm_download_file/ECMLP2844772
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846861
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846861
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846861
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846861
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846861
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846861
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846861
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846861
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846861
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846861
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846861
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846861
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846861
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846861
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846861
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846861
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846861
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846861
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846861
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846861
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846861
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846861
https://library.netapp.com/ecm/ecm_download_file/ECMLP2846861

SRR, KIRREESBIIIFE T RESHEE:

1. PR EE MM volumesOffline EEFHIED AR,
2. ZF10FNM508h. LUESEBEINEE.
3. BohENLUAEEIE.

MREBEITADN R BRHTEAFERIIHGTR AR E RIFN G HE LA E. BRARAREZFLU
FEEIERHIER Y UL N B EBFERD

THREZER

ong

"SNAILE B X N B EhNetApp Solidfire/HCI{FfiBSEEF"

EAEET RS REARERF
EREFHET A NE T RERRER

405 NetApp Element 204 Ul REvTEEIT TATE N ERIE B BIMIEHIIRMER, &0
LUERET /KAEFNMSRER THERR. 8T REAEFERETRENESMNT
A, AEPERAT R ZEINEET RBIMLERE,

TRESER

- ERETR U RS ERNRE

* S Ul RIRAIR B IFAR (S B

SR Ul AR B B

* ERETHR UETRANR

* EASTR U IBITRASAER
EASTR UlinRSM T RNILE

WMAEETR IPHH#ITEMRIER, EIUESTRAFRRETLANSLE, SHLE
DOSEN SN EE INEEY 5

NRBEREFHPRTENRESHITRNRE, YAUEHEESAPENER.

BN —REEHEL—TTR. EEREMTRZA, NHEREENNEREEBTHINER, H
BRI E BMRER o

1. ERAUTAEZ—HASTR UL

c AR EOPMAEE P #HUHER: 442, ARERABERAFRINEEER.

° £ Element Ul /7, &% * &8 * > TR *, ARRLHBEENEMHNTR/NER P MR, T
RN EOFR, ERRET RIRE,

164


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/How_to_gracefully_shut_down_and_power_on_a_NetApp_Solidfire_HCI_storage_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/How_to_gracefully_shut_down_and_power_on_a_NetApp_Solidfire_HCI_storage_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/How_to_gracefully_shut_down_and_power_on_a_NetApp_Solidfire_HCI_storage_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/How_to_gracefully_shut_down_and_power_on_a_NetApp_Solidfire_HCI_storage_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/How_to_gracefully_shut_down_and_power_on_a_NetApp_Solidfire_HCI_storage_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/How_to_gracefully_shut_down_and_power_on_a_NetApp_Solidfire_HCI_storage_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/How_to_gracefully_shut_down_and_power_on_a_NetApp_Solidfire_HCI_storage_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/How_to_gracefully_shut_down_and_power_on_a_NetApp_Solidfire_HCI_storage_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/How_to_gracefully_shut_down_and_power_on_a_NetApp_Solidfire_HCI_storage_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/How_to_gracefully_shut_down_and_power_on_a_NetApp_Solidfire_HCI_storage_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/How_to_gracefully_shut_down_and_power_on_a_NetApp_Solidfire_HCI_storage_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/How_to_gracefully_shut_down_and_power_on_a_NetApp_Solidfire_HCI_storage_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/How_to_gracefully_shut_down_and_power_on_a_NetApp_Solidfire_HCI_storage_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/How_to_gracefully_shut_down_and_power_on_a_NetApp_Solidfire_HCI_storage_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/How_to_gracefully_shut_down_and_power_on_a_NetApp_Solidfire_HCI_storage_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/How_to_gracefully_shut_down_and_power_on_a_NetApp_Solidfire_HCI_storage_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/How_to_gracefully_shut_down_and_power_on_a_NetApp_Solidfire_HCI_storage_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/How_to_gracefully_shut_down_and_power_on_a_NetApp_Solidfire_HCI_storage_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/How_to_gracefully_shut_down_and_power_on_a_NetApp_Solidfire_HCI_storage_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/How_to_gracefully_shut_down_and_power_on_a_NetApp_Solidfire_HCI_storage_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/How_to_gracefully_shut_down_and_power_on_a_NetApp_Solidfire_HCI_storage_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/How_to_gracefully_shut_down_and_power_on_a_NetApp_Solidfire_HCI_storage_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/How_to_gracefully_shut_down_and_power_on_a_NetApp_Solidfire_HCI_storage_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/How_to_gracefully_shut_down_and_power_on_a_NetApp_Solidfire_HCI_storage_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/How_to_gracefully_shut_down_and_power_on_a_NetApp_Solidfire_HCI_storage_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/How_to_gracefully_shut_down_and_power_on_a_NetApp_Solidfire_HCI_storage_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/How_to_gracefully_shut_down_and_power_on_a_NetApp_Solidfire_HCI_storage_cluster

N NetApp

Hybrid Cloud Control

Hodett Node01

NETWORK SETTINGS

Method

IPv4 Address

IPv4 Gateway Address
IPvE Gateway Address
DNS Servers

Search Domains

Bond Mode

BT R Ul FRIRZIREIFARES

I BT APRE, T iR —

Z’fi?”ﬁﬁ%%,m)—é, ,l_,\EJL/(T_“[_Jég],g% Dﬁﬁtxglz(qﬁ £E’J I_.Iégllﬁo

CLUSTER SETTINGS

Network Settings
Bond1G

LHFTHINLE B

SYSTEM TESTS SYSTEM UTILITIES

Link Speed
IPv4 Subnet Mask
255.255.255.0

IPvE Address

MTU

1500

Status

o

(https://<node IP>:442/hcc/

node/network-settings) o &AL Bond1G (BIE) I Bond10G (%) KB, LTHRERTE

ETRATFAIA. FOEEERS A LUERIRE

P
ATFREEONSE, ARNDE:

° loopback : FFENX IPv4 IF[ElEO,

165


https://<node_IP>:442/hcc/node/network-settings
https://<node_IP>:442/hcc/node/network-settings
https://<node_IP>:442/hcc/node/network-settings
https://<node_IP>:442/hcc/node/network-settings
https://<node_IP>:442/hcc/node/network-settings
https://<node_IP>:442/hcc/node/network-settings
https://<node_IP>:442/hcc/node/network-settings

> manual : AFEXBRINER TR E#{TREENEO,
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