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[ FIPS JXnh23ThEE
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{"enabled": true,
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"method": "EnableFeature",

"params": {

"feature" : "fips"
}I
"id": 1

BRLLRFERNE, FiE HTTPS @SR ER FIPS 140-2 #tERED.

THREZER
* SSL &5
* “f§F Element APl EIE7F{E"
* "SolidFire #1 Element 3 {432t4"
* & TF vCenter Server #J NetApp Element $H{4E"

SSL Zhg

SSL ZH R ENAREULLEBENMER K. Element RIEZIFINVER, M/EMA FIPS
140-2 1R IUBI N2 RIS

LATFIREEMT Element REZFRMITER2ERFRE (SSL) EBLURER FIPS 140-2 #RBY 24589 SSL
AR

* BEZA * FIPS 140-2 *

tls_ DHE_RSA WIT_AES 128 CBC_SHA256 (DH2048) -A
tls_DHE_RSA WIT_AES_128 GCM_SHA256 (DH2048) -A

tls_ DHE_RSA WIT_AES 256_CBC_SHA256 (DH2048) -A

tls_ DHE_RSA WIT_AES_256_GCM_SHA384 (DH?2048) —A

tls_ ECDHE_RSA WIT_AES_ 128 CBC_SHA256 (secp256r1) —A
tls_ECDHE_RSA_WIT_AES_128_GCM_SHA256 ( secp256r1) —A
tls ECDHE_RSA WITE_AES 256 CBC_SHA384 (secp256r1) —A
tls_ECDHE_RSA_WIT_AES_256_GCM_SHA384 (secp256r1) —A
tls_rsa_and_3DES_EDE_CBC_SHA (RSA2048) -C

tls_rsa_and_aes 128 cbc_sha (RSA2048) —A
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tls_rsa_and_aes_ 128 cbc_SHA256 (RSA2048) -A
tls_rsa_and_aes 128 gcm SHA256 (RSA2048) —A
tls_rsa_and_aes 256 cbc_sha (RSA2048) —A
tls_rsa_and_aes 256 _cbc_SHA256 (RSA2048) -A
tls_rsa_and_aes 256 _gcm_SHA384 (RSA2048) —A

tls_rsa_and Camellia_128 CBC_SHA (RSA2048) —A
tls_rsa_and_Camellia_256 CBC_SHA (RSA2048) —A
tls_rsa_and ide cbc sha (RSA2048) —A
tls_rsa_and rc4 128 md5 (RSA2048) -C
tls_rsa_and rc4 128 sha (RSA2048) -C
tls_rsa_and seed cbc_sha (RSA2048) —A

B2 * FIPS 140-2

tis DHE_RSA_WIT_AES 128 CBC_SHA256 (DH2048) -A

tis DHE_RSA_WIT_AES_128 GCM_SHA256 (DH2048) -A

tls DHE_RSA WIT_AES 256 CBC _SHA256 (DH2048) -A

tis DHE_RSA_WIT_AES_256_GCM_SHA384 (DH 2048) —A

tis. ECDHE_RSA WITE_AES 128 CBC_SHA256 (sect571r1) —A
tis ECDHE_RSA_WIT_AES_128 CBC_SHA256 (secp256r1) —A
tis. ECDHE_RSA_WIT_AES 128 GCM_SHA256 (secp256r1) —A
tis ECDHE_RSA WIT AES_128 GCM_SHA256 (sect571r1) —A
tis. ECDHE_RSA_WITE_AES_256_CBC_SHA384 (sect571r1) —A
tis ECDHE_RSA WITE_AES 256 CBC_SHA384 (secp256r1) —A
tis. ECDHE_RSA_WIT_AES 256 _GCM_SHA384 (secp256r1) —A
tis ECDHE_RSA WIT AES_256_GCM_SHA384 (sect571r1) —A
tis_rsa_and_3DES_EDE_CBC_SHA (RSA2048) -C
tls_rsa_and aes_ 128 cbc_sha (RSA2048) —A

tls_rsa_and_aes_ 128 cbc_SHA256 (RSA2048) -A



tls_rsa_and_aes_128 gcm_SHA256 (RSA2048) —A
tls_rsa_and aes 256 _cbc_sha (RSA2048) —A
tls_rsa_and aes 256 _cbc_SHA256 (RSA2048) -A

tls_rsa_and_aes 256 _gcm_ SHA384 (RSA2048) —A

THREZER

EEE L HTTPS EA FIPS 140-2

FHaERIMEREIREIE

SMERZFAEIE ( External Key Management , EKM ) RIS&EHIMIMIZIAARS2S (
External Key Server , EKS) #&ER, REHZESMIRIEERTA (Authentication Key
AK) B, EXMERT, oJUERXE AK SIEMESEMNZRE2E (SED) "W
nE" B1E5E LB, EKS AIL L etAEmMMNEF E AK . B FIREAEIELIRESED
I ( Key Management Interoperability Protocol , KMIP )  ( OASIS & X HIFRAENY)
5 EKS #17815.

R ESN

* "EN&E REST EZR ARG NEZR"

* "IERAIEIRI S B I ER"

* "GNERREAEIE API S
THEZER

* "CreateCluster APl , Al FREBATHNIRHEINZE"
* "SolidFire #1 Element FR{>kY"
* "B HARRZSHY NetApp SolidFire #1 Element = GBI SCRY"

REIMNIEIRERE
TR LURBR AT P BIR(E, FHEATIMAY Element AP 77518 BINBZAEIETNER,

ERBHNE
F MRERIDEPERS SRRAENBLSER, NEERRAZRRAIE CreateCluster’ 7k,

p 3
1. 59MBEEAIRS 2 (EKS) BIfEEXR.
a. @IIFALT API 7334, 79 Element £ 8IEZ— M2 tt / THRERN, BTSRARSSEILEEXRR

. "CreatePublicPrivateKeyPair"

b. FKELEBMANMEELEZIFRERZIER (CSR) ., BT CSR, ZEARS 20 UISIFEHRIZEAN
Element £8$2 T EE Element E£EEHITENI0IE, ARLLT APl F4:
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"GetClientCertificateSignRequest"
C. f£/ EKS/ IEBMANMIITILREIR CSR #ITE R, BXIFMER, FENE=FIL,

2. TEEEE FOIRARSS RBMRIEIZF IUS EKS #1TEE. BIFIRMIEFATE XM AAIRENETR, RS2
FEXESZBER EKS S ERB M.

a. WTIFARALT APl FiARIEZHIRS 2IFME BFFENZEHRHIZRE: "CreateKeyProviderKmip"

b. BIEAUT API 3%, BIR—MREHERMANMENEZIE BN AE RN BN EARSE:
"CreateKeyServerKmip" "TestKeyServerKmip"

NRMIARY, BEIEERIARS SFERMNECE. AREEN,

c. BIIAA LT APl FEEE ARSI RMEIERIREIZF L8P "AddKeyServerToProviderKmip"
"TestKeyProviderKmip"

NFRMIAKRY, BEIEEHRSSFERENEE, AREENH,

3 MITUTREZ—(FAZRMENT—:

a. (BTFz=WESHNR) BR "=WEFINE" B EARREHE T EEZANEARS BMENEREHS
T2 ID "EnableEncryptionAtRest" APl /3%,

@ BN TUBEE B AN "API", {EBIA Element Ul 125 B S NN B ERMNEIBER
M AR THREH 1T R E IR AT R,

b. (BF=WHRMHME) "=HUNGEINE" EFERHIBNZHRIRMERER, BEREFHIRMERER ID &
"RekeySoftwareEncryptionAtRestMasterKey" APl 753%,

THREZER

s "R BEMEZRME"

* "SolidFire #] Element {4 314"

* "B HARRZSHY NetApp SolidFire #1 Element = GBI SCRY"
B E REST EEANNHEINZEZTA

ERILAfERA Element API EXTSEM AR ANEH, LI AINIEREERIRSFEE
— N EREER. TE fﬁ&“é’;‘A*é?ﬁjﬁﬁﬁ’JI R, FEAR AE%JZEEJ%O

TR R EREU TIRZ —PEMMIETH:

* EMAREEAEER MR IR EEN T EL IR EMNE R,
* BIBR—MHER, (FANREMEXEHHIME SR,

@ LERERIN, EEMEERIIRIETMZENREINMLN, o] LUfER "GetAsyncResult" 3t &4
HITHR A UE R H IR AN TR %o

BEENRNE
CEFHRRATNIMAINE "CreateCluster" 5%, BT &R, ZEBHEAEEE, WARAE /OfFEA ..

24


https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_getclientcertificatesignrequest.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createkeyproviderkmip.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createkeyserverkmip.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_testkeyserverkmip.html
../api/reference_element_api_addkeyservertoproviderkmip.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_testkeyproviderkmip.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_enableencryptionatrest.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_enableencryptionatrest.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_rekeysoftwareencryptionatrestmasterkey.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_getasyncresult.html
https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_createcluster.html

"9510c8e68784d05acbae2e947dde3cd8" TEMEIRIEZ A, HIAMAE A enabled,

* MBEIHE "EI{EEXA" 7E SolidFire B MIMNIEZETAARSS2; (EKS ) ZiEl, 1B1T "TestKeyProviderKmip"
RATFRIEESE BRI SZRRMEFIIEZEN A .
g
1. i&17 "ListKeyProviderskmip" S8 S H E %I HIRHTERF ID (keyProviderID) o

2. j&17 "RekeySoftwareEncryptionAtRestMasterKey" 3 keyManagementType BEIEE N external , 3
¥ keyProviderID fEAN E—FHEIRIREIZFD ID HS:

{

"method": "rekeysoftwareencryptionatrestmasterkey",
"params": {

"keyManagementType": "external",

"keyProviderID": "<ID number>"

3 M RekeySoftwareEncryptionAtRestMasterKey N e asyncHandle =

4. 3517 "GetAsyncResult" & E—%HM asyncHandle BN, BTFHINEEER, ETHaSmNT, &
NERIHEZAEECFERMEHRERHITEN. EFIMEARMER ID, UWEHEEFER.
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"id": null,
"result": {
"createTime": "2021-01-01T22:29:182",
"lastUpdateTime": "2021-01-01T22:45:512",
"result": {
"keyToDecommission": {
"keyID": "<value>",
"keyManagementType": "internal"
br
"newKey": {
"keyID": "<value>",
"keyManagementType": "external",
"keyProviderID": <value>
bo
"operation": "Rekeying Master Key. Master Key management being
transferred from Internal Key Management to External Key Management with
keyProviderID=<value>",

"state": "Ready"
}y
"resultType": "RekeySoftwareEncryptionAtRestMasterKey",
"status": "complete"

5. IB1T GetSoftwareEncryptionatRestInfo 3L UAMIAFIZHIEMESE (B keyProviderIiD) B
B

"id": null,
"result": {
"masterKeyInfo": {
"keyCreatedTime": "2021-01-01T22:29:182",
"keyID": "<updated value>",
"keyManagementType": "external",

"keyProviderID": <value>
by
"rekeyMasterKeyAsyncResultID": <value>
"status": "enabled",
"version": 1

by

—



* "{§ A Element AP| &EIETF(E"
* "SolidFire #1 Element ZR{F3CHY"
* "SEHARRZSH NetApp SolidFire 1 Element = GBI SCRS"

RE AR EIHR B TR B & 193 3 IE R TR

B, ARRAEFEZAFTHREIR. NREKEHEIR, FEMERLIE FMAREHKE

83) o TENET RMRAENE .

BT KmipServerFault 528552, KBTI EAMRBIIRTIZS.
LEHEREN, BARSBAOLRISMEZANTAN, fTaEskEXMIE L.
1. RBEBHIEAS (WRE) PHMESEHITIRME.

AIEERILE sliceServiceUnhealthy &, EATHIERENZZEIRICH Failed FET "available" K7,
BRSE:
1. EFAMNIREHES.

2. 3% 4 D¥PE, ¥E sliceServiceUnhealthy HERTEEMR.
BB SRS BXEMES
HNEREREAEIE APl 83 S
FIHAI AT EIEMACE EKM BIFRE APl .
TSRS R RENIMNIRS R AR EERR:

» CreatePublicPrivateKeyPair

» GetClientCertificateSignRequest
BFEXEFHENIMNIRSSHBVFEIFAER

» CreateKeyServerKmip
* ModifyKeyServerKmip
* DeleteKeyServerKmip
* GetKeyServerKmip

* ListKeyServersKmip

» TestKeyServerKmip

T RN 4 B T BRI R AR S 2R R SRR MAZF |

» CreateKeyProviderKmip
* DeleteKeyProviderKmip
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* AddKeyServerToProviderKmip

* RemoveKeyServerFromProviderKmip

» GetKeyProviderKmip

* ListKeyProviderskKmip

* RekeySoftwareEncryptionAtRestMasterKey
* TestKeyProviderKmip

BXAPI FEIER, BB "API ZE(ER"
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