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CheckPingOnVian

EHITEREFINEZICIERY, ERILA{FER checkPingonvlan A7EMIRIGEY VLAN _EAJR]
#2155, CheckPingOnVlan BlliI&EY VLAN $#0, £/ VLAN Z3 ICMP #iEE %

FEEFEEETIFET R, AEHRZEO.

Parameters

S EREBUTRASR:

Name

=R

FEM

#O

packetSize

PingTimeoutMsec

BIESDER

Description

IBERAKNEERIT
MR ping BORER

IEEE ping MIiGE
Ryt E EAN R FIR

, LS53R

R MHER& X ping B9
mE EAF) 0.
CIERIER

* Bond10G : M5
E 10G EOKIE
ping o

* Bond1G : M%p
T 1G EOLIX
ping o

BEEELAXIED
IP B9 ICMP #iE8
hAZENFEDE, F
BEHATUNT LD
BHIEENRKA
MTU ,

EEFFS ping
MRz Y ZFDER

7 ICMP #iEER A
DF (Do not
Fragment ) 15&.

Type
e 5il

string

string

e

e

boolean

AIAE

SHPHTR

500 =

false

Required

iy

iy

iy



Name

sourceAddressV4

sourceAddressV6

Sy LN

virtualNetworkTag

R[ElE

Description

E1E ICMP ping i
BHhERR IPv4
Hudt,

E1£ ICMP ping iR
BhERR IPve
Hudt,

BEEAE TR
ping =X LER T
12 Z Al ping N1
RN AIETE] (L
FREBALD o

Ki% ping #iEE Y
EFAM VLAN ID

o

75 EREB U TRENE:

Name

“

BRI

Type

string

string

2R

e

Description

FIHT et 5 2 @ERE D IP XU

K2 ping MR ZEIHE R

L7 RBGE R T AT R A

"method": "CheckPingOnVlan",
"params": {
"interface": "BondlO0G",

"virtualNetworkTag":

"sourceAddressV4":

"hosts": "192.168.41.2"

b
iy

4001,
"192.168.41.4",

AIAE

Required

iy

=i

Type
JSON #&



MRz
T SRR R T LU TR FIBINARE :

"id": 1,
"result": {
"192.168.41.2": {
"individualResponseCodes": [

"Success",
"Success",
"Success",
"Success",
"Success"
1y
"individualResponseTimes": [
"00:00:00.000373",
"00:00:00.000098",
"00:00:00.000097",
"00:00:00.000074",
"00:00:00.000075"
1,
"individualStatus": [
true,
true,
true,
true,
true
I
"interface": "BondlO0G",
"responseTime": "00:00:00.000143",
"sourceAddressV4": "192.168.41.4",
"successful": true,
"virtualNetworkTag": 4001

B hRZs LR BYFTIE ThEE
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REAMZIFEERETMAS L IEIRER RELEBIE T,

*
=2

WHERB U TRASE:

o
SF

\

Name Description Type 2RINE
nodes ARG RINEIfZ A4 string array %
B TR OE T REVTEAE
P 3tk
R[EE
A EZRBUTRENE:
Name Description

3 H ClusterValid

PropostedClusterErrors

ERENNEFETRESEMER
BVTFfEsEEs, AIRE(E:

* true

* false

MR ERBINFEET R EEE
£8, kSR, TJENEIR
5.

* nodesNoCapacity : TR&

BERMAATE.

* nodesToolLarge . XN HNR

PHRE, TRESESETMS
BYEERIE R,

* nodesConnectFailed : o/t

ERITRUEERAEE,.

* nodesQueryFailed : TiE&E

W R LGRENEEHHECE

* nodesClusterMember | &

B IP it B SR (FER,

* nonFipsNodeCapable . B

FIPS 140-2 IXEhes N2 THAES
, TAREFEEERRINAZIF
FIPS BT 5,

* nonFipsDrivesCapable :

B FIPS 140-2 IXGH2EINZRTH
gefa, TEBEBARLZRFFIPS
FE ORI S 3=

Type

boolean

string array

Required

=i



RGNl
5 SRR T U TRA:

"method": "CheckProposedNodeAdditions",
"params": {
"nodes": [
"192.168.1.11",
"192.168.1.12",
"192.168.1.13",
"192.168.1.14"
]
by
"id": 1
}
Ui vaanet]l

75 75 R BT LA T R B RIM A :

"id": 1,

"result": {
"proposedClustervValid": true,
"proposedClusterErrors": [ ]

B hRZs AR BYFTIE ThEE
11.0

CreateClusterSupportBundle
BRI UEEIET = E{FM createClusterSupportBundle MEEFHFIET RNES

A%

B, BTTRZFERESEN tar.gz Xt EEHZFERE—TEETRAXIFER tar X
o WA ARBEEEET R LIBTT; EFET R LBTHAREER.

Parameters

()  euAwEEsSRRLs®. fi:



https://<management node IP>:442/json-rpc/10.0

LtAZEREBUTRASE:

Name Description

allowlncomplete MBLEMN—NZ
M RIRERSE,
M VPR AR SE
170

RGP EL 2R SIENB I ZHEN
ME—R R, WNRKIR
H2FR, NIER
"supportbundle" #
TERBMEAXHSE

mvip EBMMVIP, ME
BEPRPE T RUEE
WY e, MRKIEE
nodes &, NFE
I35 88

nodes EMPRERSIER
TR IP sk, fE
BT = mvip I8
E MRS B
Te, [EREERE
BXmE, MRKE
E mvip , WEEI
2,

password SRS RED, ¢
St BB,
IEZRB U AR E
To

username SHEERAF S,

R [Cl{E

7% &HIREE,

ERR

75 ERNEREMTF LU R A

Type

boolean

string

string

string array

string

string

AINME

Required

=@
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iy



{
"method": "CreateClusterSupportBundle",

"params": {
"bundlename": "clusterbundle",
"mvip": "132.119.120.100"
}
by
"id": 1
}
el Nz 7= 15

75 7FR BT LA R I RIMBAY -

"id":1,
"result":{
"details": {
"bundleName" :"clusterbundle",
"extraArgs":"",
"files": [

"/tmp/supportbundles/clusterbundle.cl-4SD5.tar"

1,

"output":"timeout -s KILL 1790s
/usr/local/bin/sfclustersupportbundle --quiet --name=\"clusterbundle\"
-—-target-directory=\"/tmp/solidfire-dtemp.MM7f0m\" —--user=\"admin\"
--pass=\"admin\" --mvip=132.119.120.100"

bo
"duration":"00:00:24.938127",

"result":"Passed"

B hRZs LR BYFTIE ThEE

9.6

CreateSupportBundle
e LUEA CreateSupportBundle E N RBER TEIBRIZIFENXH. IEE, ZIRES

18N

R tar XA FEEET 2L (AILUET extraArgs SEER gz [E481%T1 )



Parameters

I EEBUTRASER:

Name Description Type 2INE Required
R4 E 2R ZFEME—RF, string T S
MRKIBHEZFR, W
M
"supportbundle"
TRAMEAXH
JENBY Args & "-compress gz" string 7 ES
BXFaELER
tar.gz {4,
R %ﬁ@ﬂiﬂztiéﬁﬂ’\m‘ B7E 1500 S
R [El{E
A ZEEEUTRENE:
Name Description Type
FHER XFOFMES. FIEEE: JSON R

* bundleName : £
CreateSupportBundleAPI| /3%
FIEEN B, NRKIEERIR
, NIfEF "supportbundle” o

* extraArgs . {ERILL G AR HN
S,

* files | RFCIBAISIFEXMHHY
e

* output : BIEZRFERMIZRIE
LITHH.

* timeoutSec : ZIFEHIZAIEE
IEZ BHETTRIFD 8,

* url : 3EMEEIERXFFER URL

o

Duration B IFEFTAETE, &7 HH string
. MM : SS.sssssso

#R FTERFRIA IR R Ko string



RGNl
5 SRR T U TRA:

{

"method": "CreateSupportBundle",
"params": {
"extraArgs": "--compress gz"
by
"id": 1
}
L)ALl

75 7FR BT LA R IR MBI -

{

"id": 1,
"result": {
"details": {
"bundleName": "supportbundle",
"extraArgs": "--compress gz",
"files": |
"supportbundle.nodehostname.tar.gz"
1,
"output": "timeout -s KILL 1500s /sf/scripts/sfsupportbundle --quiet

-—-compress gz /tmp/solidfire-dtemp.1L6bdX/supportbundle<br><br>Moved
'/tmp/solidfire-dtemp.1L6bdX/supportbundle.nodehostname.tar.gz' to
/tmp/supportbundles",

"timeoutSec": 1500,

"url": [

"https://nodelP:442/config/supportbundles/supportbundle.nodehostname.tar.g

z

]
b
"duration": "00:00:43.101627",
"result": "Passed"

B hRZs LASRBYFTIE ThEE

9.6



DeleteAllSupportBundles

B {#E A DheletenrllSupportBundles FiAMIBREER CreateSupportBundle API
FERERBFIE .

Parameters

I FEEERNASE,
1R [E]{E
75586 [01E,

BRI
T ABE R TF AT RA:

"method": "DeleteAllSupportBundles",
"params": {}
by
"id": 1
}
e vhanet]l

75 7R AT LA TR BIRIMR A :

"id" o« 1,
"result" : {}
}
}

B hRZs LASRBYFTIE ThEE

9.6

RAHEPIRT

eI LUER DisableMaintenanceMode H/ESFET RIBHAIFIRER . REETML4E
FPETRATFENKRESE, ANZERHEFET,

10



Parameters

A EZREBUTRASE:
Name Description Type ZRINE
nodes ZRHEPIRINTT BEHA p
fif T2 1D FllR,
R [E{E
A EZREBUTIRENE:
Name Description
LR &/ LUER GetAsyncResult 75744
Zilt asyncHandle HHTE 4P IR
TEFE R BB (8],
SRiER

TRIHR4FRIVATS. AleEE

. ?isabled D ERIERE A
o

* FailedToRecover : TTETEM
HIPRRIUME

* Unexpected : &RILTT = f##,
{4 F Disabled &=,

» RecoveringFromMaintenance

D TRIETEMEFERIRE,

* PreparingForMaintenance : 1E
ERITIRELUER T R LIITEE

o

* ReadyForMaintenance : Ti&

BEERFRITHR.

Required
=0,

Type
3

PRI (FRF )

11



ERERIEL

ARG
S ABE R TF AT RA:

"method":

"params": {
"nodes": [6]
by

"id":

}

1

e Rz 7 51
75 SRR BT LA TR HI0BL :

"id": 1,
"result":
{
"requestedMode"
"asyncHandle":
"currentMode":

12

TRIARNEIPEIRTS. FAIRkE HPRN (FRS)

. ?};sabled D ERIERE A

* FailedToRecover : TETLEM
SRR S,

* Unexpected : &RILTT = fi#,
{B4F Disabled &0

» RecoveringFromMaintenance
D PRIETEMEFRIRE,

* PreparingForMaintenance : 1E
ERITIRELUES T R LIRITEE

o

* ReadyForMaintenance : Tis

BEERFRITHER.

"DisableMaintenanceMode",

: "Disabled",
1,
"Enabled"



B hir s LR AYFTIE ThEE
12.2
THREZER

"NetApp HCI ZEfiBLE PR VT2

DisableSsh

EAJLAfERA DisableSsh HAANBNEMET REERA SSH kS, WA AR SRMERSCHE
Y SSH A3 FERYHFERAT E],

S

A ERARNS .
R [ElE

75 % B M TRENE:

Name Description Type

enabled T =9 SSH ARSI, boolean

RGN
HF5EREREMTF A TRG:

"method": "DisableSsh",
"params": {

b
gy g 1

ez 7= 51
T SRR EIZAAT L T HIRanaR

"id" : 1,
"result" : {"enabled": false}

13
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EnableMaintenanceMode

A LA EnableMaintenanceMode H/AERBEAIFNEFET =, HIPBEEESE
X AR EFBET mBERES,

Parameters
7 ERAU FRABE:
Name Description Type 2INE Required
forceWithUnresolve s24&| 4tk P S 2% boolean false &=
dFaults PR, BMMETFTERR
IEEREE PR 2 U0
Ltto
nodes EETHIFREANT BEHA x p=3i
= ID 5k, —IRIN
ZRF— MR,
perMinutePrimaryS G #EMES BRI % =
wapLimit X%, SNRKISE,
ME—REZHFTE
FHX,
=l IEEAIFREBR) string T S
BRZAINREFER
ZKEE, B A
BHElFfFe (a0
HH: mm: ss
) o SNRKIETE, %
PRI REFB AR
s, BEREXERR
1k,
R[E{E
A EEE U TRENE:
Name Description Type
LR &R LUER GetAsyncResult 753518 A
ZIt asyncHandle HHEAIPIER
B SR AYETE]

14



AR TRAVHALEHPRIVRTS. FJaEE #HFER (FREH)

. ?};sabled D ERIERE A

* FailedToRecover : TETLEM
SRR S,

» RecoveringFromMaintenance

C TRIETEMEFEINME.,

* PreparingForMaintenance : 1E
ERITIRELUES T R LA TEE

o

* ReadyForMaintenance : T

BEERFRITHR.

EHRERRN TRIBKPEFRIVATS, AIeEE 44PRI (F5H)

. jI'E})ti‘sabled T ERIBRE AL

* FailedToRecover : TETEM
AR E .

» RecoveringFromMaintenance
D TRIETEMEFRIRE,

* PreparingForMaintenance : 1E

EHRITIRELUESR T R AITEE

o
* ReadyForMaintenance : T
BEERFRITHR,
=GN
Lt ERNIE R TF AT R
{
"method": "EnableMaintenanceMode",
"params": {
"forceWithUnresolvedFaults": False,
"nodes": [6],
"perMinutePrimarySwapLimit" : 40,
"timeout"™ : "01:00:05"

b
gty
}



e Rz 7= 51
T SRR BRI T L T HIRanaR

"id": 1,
"result":
{
"requestedMode": "ReadyForMaintenance",

"asyncHandle": 1,
"currentMode": "Disabled"”

B ARz LR BVFTIE Ih B
12.2

THREZER

"NetApp HCI FFfEEIF IR B2
EnableSsh

A LAER EnableSsh HENBEINTTRBALE Shell (SSH) BRSS. HEZERZFM
LRFEREIRY SSH B4R E), BARET RRETE 2B SSH BMEA SSH .

S

A ERERNS .
R [ElfE
A RE U FREE:

Name Description Type

enabled 35 80 SSH BRS RS, boolean

RGNl
5 SRR T U TRA:

16
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"method": "EnableSsh",
"params": {

Yy
"id" : 1

e Rz 7= 51
T SRR BRI T LU TR GIBNARE -

"id" : 1,
"result" : {"enabled": true}

GetClusterConfig

&R LA GetClusterConfig APl AAREBIEXT a BT S5HERHREMNERRLEN

B,
Parameters
I HEEERNASE,

R [ElE
75 % B U TREE:

Name Description

B TRATSSEERENSEEEERS

I%\ o

RN
T EBEREMTF A TRG:

"method": "GetClusterConfig",
"params": {},
"id" 1

Type

B
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MRz
T SRR R T LU TR FIBINARE :

"id": 1,
"result": {
"cluster": {
"cipi": "Bondl0G",
"cluster": "ClusterName",
"ensemble": [
"1:10.30.65.139",
"2:10.30.65.140",
"3:10.30.65.141"

1,

"fipsDriveConfiguration": true,
"mipi": "BondlG",
"name": "xxx-enld2",

"nodeID": 4,
"pendingNodeID": O,

"role": "Storage",
"sipi": "Bondl0G",
"state": "Active",
"version": "9.1.0"

B RZS LARRYFIE T RE

9.6
GetClusterState

EELAER GetClusterState APl FiEfEnT Ret B TEE.

Parameters

75 ELBRANSH,

R[EIE
W= AE U TREE:

18



Name Description Type

=553 EBMRTT, string
state * Available : TR HKRECESER string
B2 #Fo

* Pending : TTRIEEERHFTER
BEBEER, AR,

* Active | TR EEBIEMRA
, TREARINE|E(thEERE,

ARG
HFABIEREMTF LT RA1:

"method": "GetClusterState",
"params": {1},
"id" 1

e Rz 7= f51
75 R IR BT LA TR IR R :

"id" : 1,

"result" :
"cluster" : "ClusterlOLl"
"state" : "Active"

B hRZS LARRYFTIE Th AR
9.6
getconfig

ERILAEA getconfig API AR RRVFAIEECEE R, L API HiEEETHE
GetClusterConfig #ll GetNetworkConfig APl AR ZHAYHEREE Bo



Parameters

75 HEZLBRNSE,
R[EE
A EZREB U TREE:
Name Description Type
[yt EENEEFAEE. EWREE JSON WK
© B BBHMER, ATARREME
RN 5 B R BRI R S Bt
1815,
* W FrEE0) @ TRESD
W48 4E O B R 2 BRI SRl
=1
BT

T EBIE KT AT R

"method": "GetConfig",
"params": {},
"id" 1
}
el Nz 7~ 15

T RAINKERK, AEESRERE— T mETR,

B RS LSRRV IS Th AE
9.6
THRESZER

+ GetClusterConfig

+ GetNetworkConfig

+ getconfig
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GetDriveConfig

EE]LAERA GetDriveConfig 73 ARERTER D XAIRIKBHZE 1T AR ST ERE R T =AY

S XFIRIXEh2SEE BV EI2RE Bo
Parameters

FEEERNASE

R [E{E

A EEE LU TREE:

Name Description Type

driveConfig BXREZITRREENER. KnhEs

ARG
T EBEREMTF A TRG:

"method": "GetDriveConfig",
"params": {},
"id" 1
}
Ut

AR R T AT R, BTFRIBIRE, N XEE—MEET RR—NEZERER.
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a1,

"result": {
"driveConfig": {
"drives": [
{
"canonicalName": "sda",
"connected": true,
"dev": 2052,
"devPath": "/dev/sdimmOp4",
"driveType": "Slice",
"name": "scsi-SATA VRFSD3400GNCVMT205581853-
part4",
"path": "/dev/sda4d",
"pathLink": "/dev/sdimmOp4",
"product": "VRFSD3400GNCVMTKS1",
"scsiCompatId": "scsi-
SATA_VRFSD34OOGNCVMT205581853—part4",
"scsiState": "Running",

"securityAtMaximum": false,
"securityEnabled": false,
"securityFrozen": true,
"securityLocked": false,
"securitySupported": true,

"serial": "205581853",
"size": 299988156416,
"slot": -1,

"uuid": "9d4b198b-5ff9-4f7c-04fc-
3bcde2£38974",

"vendor": "Viking",

"version": "612ABBFO"

I

"numBlockActual": 10,
"numBlockExpected": 10,
"numSliceActual": 1,
"numSliceExpected": 1,
"numTotalActual": 11,
"numTotalExpected": 11

22



GetHardwareConfig

A LI GetHardwareConfig AR B GRS R, LA EHIENHAER
FH. BERNEERANENAAEHFAHAMSEE, 1B GetHardwareInfo Hiko

Parameters

L EEBERANS .
R[EE

A EZEEUTRENE:

Name Description Type

Wi E BfHE BN EaRERT IR, JSON &

RN
T A BE R TF AT RA:

"method": "GetHardwareConfig",
"params": {},
"id" 1
}
M) Nz 1)

73RBS F LA R Bl

"id": 1,
"result": {

"hardwareConfig": {
"biosRevision": "1.0",
"biosVendor": |

"NetApp",

"SolidFire"
1,
"biosVersion": "1.1.2",
"blockDriveSizeBytes": 300069052416,
"blockDrives": [

"/dev/slotO",

"/dev/slotl",



"/dev/slot2",

"/dev/slot3",

"/dev/slot4d",

"/dev/slot5",

"/dev/slot6e",

"/dev/slot7",

"/dev/slot8",

"/dev/slot9"
1,
"blockServiceFormat": "Standard",
"bmcFirmwareRevision": "1.6",
"bmcIpmiVersion": "2.0",
"chassisType": "R620",
"cpuCores": 6,
"cpuCoresEnabled": 6,
"cpuModel": "Intel (R) Xeon(R) CPU E5-2640 0 @ 2.50GHz",
"cpuThreads": 12,
"driveSizeBytesInternal”: 400088457216,

"fibreChannelFirmwareRevision":

"fibreChannelModel": "",
"fibreChannelPorts": {},
"idracVersion": "1.06.06",
"ignoreFirmware": [],

"memoryGB": 72,

"memoryMhz": 1333,

"networkDriver": |
"bnx2x"

1,

"nicPortMap": {

"PortA": "eth2",

"PortB": "eth3",

"PortC": "ethO",

"PortD": "ethl"
b
"nodeType": "SF3010",
"numCpu": 2,
"numDrives": 10,
"numDrivesInternal”: 1,
"nvramTempMonitorEnable": false,
"rootDrive": "/dev/sdimmQO",
"scsiBusExternalDriver": "mpt3sas",
"scsiBusInternalDriver": "ahci",
"sliceDriveSizeBytes": 299988156416,
"sliceDrives": [

"/dev/sdimmOp4"
I



"slotOffset": O,

"solidfireDefaults": {
"bufferCacheGB": 12,
"configuredIops": 50000,
"cpuDmalatency": -1,
"driveWriteThroughputMBPerSleep": 10,
"maxDriveWriteThroughputMBPerSec": 175,
"maxIncomingSliceSyncs": 10,
"postCallbackThreadCount": 8,
"sCacheFileCapacity": 100000000,
"sliceFileLogFileCapacity": 5000000000

B ks LSRRI FIE IhaE
9.6
GetHardwarelnfo

SR LUEA GetHardwareInfo FARENE T ,.“E’\Jy—ETEEFFT.:Eﬁﬂ’lﬂ(uo EHEEE
BFEGIER, MR, WRA, RopssAREMEXRIRIRER.

S
A ERBGUTRMASE:
Name Description Type BRNE Required
G itk "force" £¥ti&  boolean false &
B true AITEEEE
PHFETN R LIS
7o
R [E{E
A EEE U TRENE:
Name Description Type
hardwarelnfo T AENESEE, hardwarelnfo
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BERTAI

75 7ERIE R T LA T A

"method": "GetHardwareInfo",

"params": {

i
TaAET g 1
}

M) Nz 51

75 75 R B AT LA T R B RIM A :

"id": 1,
"result": {
"hardwareInfo": {
"bus": {

"core DMI:0200": {

"description": "Motherboard",
"physidﬂ : "O",

"product": "OA47AA",
"serial": "..ABR123456C12354.",
"version": "CO7"
}
b
"driveHardware": |
{
"canonicalName": "sdh",

"connected": true,

"dev": 2160,

"devPath": "/dev/disk/by-path/pci-0000:41:00.0-sas-
0x500056b37789%9abf0-1un-0",

"driveEncryptionCapability": "fips",

"driveType": "Block",

"lifeRemainingPercent": 92,

"lifetimeReadBytes": 175436696911872,
"lifetimeWriteBytes": 81941097349120,

"name": "scsi-SATA INTEL SSDSC2BB3BTWL12345686300AAAM,
"path": "/dev/sdh",
"pathLink": "/dev/disk/by-path/pci-0000:41:00.0-sas-

0x500056b3778%abf0-1un-0",

26
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"product": "INTEL SSDAAZ2AA300A4",

"reallocatedSectors": 0,

"reserveCapacityPercent": 100,

"scsiCompatId": "scsi-SATA INTEL SSDSC2BB3BTWL12345686300AAA",
"scsiState": "Running",

"securityAtMaximum": false,
"securityEnabled": false,
"securityFrozen": false,
"securityLocked": false,
"securitySupported": true,

"serial": "AAAA33710886300AAA",
"size": 300069052416,
"slot": 1,

"smartSsdWriteCapable": false,

"yuid": "aeal78b9-c336-6bab-a61d-87b615e8120c",
"vendor": "Intel",

"version": "D2010370"

by

B hRZs LR BYFTIE ThEE

9.6

GetlpmiConfig
ERILAEF GetIpmiConfig FAMT RAPRIE RSB REH(LZRREBRER.

W

5
A EZREBUTRASH:
Name Description Type

chassisType AFERS M HANAERENE  sting
B FHHE:

* all : REISMIFEEEAE R
FERo

* {chassistype} : REHEE
MFALRNERBES.
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R [ElfE

A ERBUTRENE:

Name Description
sensorName B3k EIRE IR,
uniqueSenorlD B RXIIHIME—IRIR T o
=t

M7 RBE KT AT R A

"method": "GetIpmiConfig",
"params": {
"chassisType"; "all"

b
vadT g 1

ME Rz
T SRR R T LU TR GIBgNARL :

{
"id": 1,
"result": {
"nodes": |
{
"nodeID": 1,
"result": {
"ipmiConfig": {
"cz20M4M": |
{
"sensorName": "FanlA RPM",
"uniqueSensorID": "29.1:0xf"
by
{
"sensorName": "FanlB RPM",
"uniqueSensorID": "29.1:0x10"
b
{

"sensorName": "Fan2A RPM",

28

Type

string

string



by

"uniqueSensorID": "29.2:0x11"

"sensorName": "Fan2B RPM",
"uniqueSensorID": "29.2:0x12"

"sensorName": "Fan3A RPM",
"uniqueSensorID": "29.3:0x13"

"sensorName": "Fan3B RPM",
"uniqueSensorID": "29.3:0x14"

"sensorName": "Fan4A RPM",
"uniqueSensorID": "29.4:0x15"

"sensorName": "Fan4B RPM",
"uniqueSensorID": "29.4:0x16"

"sensorName": "FanbA RPM",

"uniqueSensorID": "29.5:0x17"

"sensorName": "Fan5B RPM",

"uniqueSensorID": "29.5:0x18"

"sensorName": "Fan6A RPM",
"uniqueSensorID": "29.6:0x19"

"sensorName": "Fan6B RPM",
"uniqueSensorID": "29.6:0x1a"

"sensorName": "Exhaust Temp",
"uniqueSensorID": "7.1:0x1"

"sensorName": "Inlet Temp",
"uniqueSensorID": "7.1:0x4"

29



"sensorName": "PS1",
"uniqueSensorID": "10.1:0x26"

"sensorName": "PS2",
"uniqueSensorID": "10.2:0x2c"

1,
"R620": [

{

"sensorName": "FanlA RPM",
"uniqueSensorID": "7.1:0x30"

"sensorName": "FanlB RPM",
"uniqueSensorID": "7.1:0x31"

"sensorName": "Fan2A RPM",
"uniqueSensorID": "7.1:0x32"

"sensorName": "Fan2B RPM",

"uniqueSensorID": "7.1:0x33"

"sensorName": "Fan3A RPM",

"uniqueSensorID": "7.1:0x34"

"sensorName": "Fan3B RPM",
"uniqueSensorID": "7.1:0x35"

"sensorName": "Fan4A RPM",
"uniqueSensorID": "7.1:0x36"

"sensorName": "Fan4B RPM",
"uniqueSensorID": "7.1:0x37"

"sensorName": "FanbA RPM",
"uniqueSensorID": "7.1:0x38"

by



B RZS LARRYFTIE T RE

9.6

"sensorName": "FanbB RPM",
"uniqueSensorID": "7.1:0x39"

"sensorName": "FancA RPM",
"uniqueSensorID": "7.1:0x3a"

"sensorName": "FanocB RPM",
"uniqueSensorID": "7.1:0x3b"

"sensorName": "Fan/7A RPM",
"uniqueSensorID": "7.1:0x3c"

"sensorName": "Fan/7B RPM",
"uniqueSensorID": "7.1:0x3d"

"sensorName": "Exhaust Temp",
"uniqueSensorID": "7.1:0x1"

"sensorName": "Inlet Temp",
"uniqueSensorID": "7.1:0x4"

"sensorName": "PS1",

"uniqueSensorID": "10.1:0x62"

"sensorName": "PS2",

"uniqueSensorID": "10.2:0x63"
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Getlpmilnfo

ERILUER GetIpmilnfo FARRASRRENT RXE, SESMHAFERE UK EIRIE
e (WR) FIFEAIRS.

Parameters
FEEERNASE,
1R [B]{E

A EEELUTREE:

Name Description Type

(ERE TRASMERBIIFAES. JSON SR ¥4

ARG
T SRR REMTF A TRG:

"method": "GetIpmiInfo",
"params": {},
"id" 1
}
Ut

FF It APl 7572 EIFIMMMNAR K, RIS EMER T Somy, EReERFANHET RURELEET
Mt RIEB BB E S

"id": 1,
"result": {
"ipmiInfo": {
"sensors": [

{

"entityID": "7.1 (System Board)",
"sensorID": "0Ox72",

"sensorName": "SEL",

"sensorType": "Event Logging Disabled",
"uniqueSensorID": "7.1:0x72"

32



"assertionsEnabled": [ "General Chassis intrusion" ],

"deassertionsEnabled": [ "General Chassis intrusion" ],
"entityID": "7.1 (System Board)", "sensorID": "0x73",
"sensorName": "Intrusion",

"sensorType": "Physical Security",

"uniqueSensorID": "7.1:0x73"

by
{THIS ENTIRE SECTION IS REPEATED FOR EACH FAN IN THE SYSTEM

"assertionEvents": [],
"assertionsEnabled": [],
"deassertionsEnabled": [],
"entityID": "7.1 (System Board)",
"eventMessageControl": "Per-threshold",
"lowerCritical": "720.000",
"lowerNonCritical"™: "840.000",
"maximumSensorRange": "Unspecified",
"minimumSensorRange": "Unspecified",
"negativeHysteresis": "600.000",
"nominalReading": "10080.000",
"normalMaximum": "23640.000",
"normalMinimum": "16680.000",
"positiveHysteresis": "600.000",
"readableThresholds": "lcr 1lnc",
"sensorID": "Ox30",

"sensorName": "FanlA RPM",
"sensorReading": "4440 (+/- 120) RPM",
"sensorType": "Fan",
"settableThresholds": "",

"status": "ok",

"thresholdReadMask": "lcr 1lnc",
"uniqueSensorID": "7.1:0x30"

by

{THIS ENTIRE SECTION IS REPEATED FOR THE EXHAUST TEMPERATURE
OF EACH NODE

"assertionEvents": [],
"assertionsEnabled": [],

"entityID": "7.1 (System Board)",
"eventMessageControl": "Per-threshold",
"lowerCritical": "3.000",
"lowerNonCritical”™: "8.000",
"maximumSensorRange": "Unspecified",
"minimumSensorRange": "Unspecified",
"negativeHysteresis": "1.000",

33



"nominalReading": "23.000",
"normalMaximum": "69.000",
"normalMinimum": "11.000",
"positiveHysteresis": "1.000",
"readableThresholds": "lcr lnc unc ucr",
"sensorID": "Ox1",

"sensorName": "Exhaust Temp",
"sensorReading": "44 (+/- 1) degrees C",
"sensorType": "Temperature",
"settableThresholds": "",

"status": "ok",

"uniqueSensorID": "7.1:0x1",
"upperCritical": "75.000",
"upperNonCritical™: "70.000"

by

{THIS ENTIRE SECTION IS REPEATED FOR THE INLET TEMPERATURE OF
EACH NODE

"assertionEvents": [],
"assertionsEnabled": [],
"deassertionsEnabled": [],
"entityID": "7.1 (System Board)",
"eventMessageControl": "Per-threshold",
"lowerCritical": "-7.000",
"lowerNonCritical"™: "3.000",
"maximumSensorRange": "Unspecified",
"minimumSensorRange": "Unspecified",
"negativeHysteresis": "1.000",
"nominalReading": "23.000",
"normalMaximum": "69.000",
"normalMinimum": "11.000",
"positiveHysteresis": "1.000",
"readableThresholds": "lcr lnc unc ucr",
"sensorID": "0x4",
"sensorName": "Inlet Temp",
"sensorReading": "20 (+/- 1) degrees C",
"sensorType": "Temperature",
"settableThresholds": "lcr lnc unc ucr",
"status": "ok",
"thresholdReadMask": "lcr lnc unc ucr",
"uniqueSensorID": "7.1:0x4",
"upperCritical": "47.000",
"upperNonCritical": "42.000"

by

{THIS ENTIRE SECTION IS REPEATED FOR EACH POWER SUPPLY ON EACH

NODE

"assertionEvents":

(1,
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"assertionsEnabled": [],

"entityID": "10.2 (Power Supply)",
"eventMessageControl": "Per-threshold",
"maximumSensorRange": "Unspecified",
"minimumSensorRange": "Unspecified",
"negativeHysteresis": "Unspecified",
"nominalReading": "0.000",
"normalMaximum": "0.000",
"positiveHysteresis": "Unspecified",
"readableThresholds": "No Thresholds",
"sensorID": "Ox6d",
"sensorName": "Voltage 2",
"sensorReading": "118 (+/- 0) Volts",
"sensorType": "Voltage",
"settableThresholds": "No Thresholds", "status":
"uniqueSensorID": "10.2:0x6d"

by

B hie s LR AYHTIB ThEE

9.6
GetNetworkConfig
B LIRS GetNetworkConfig AEE T T EHNMEEEEE,

Parameters

W ELBRASH.

R[E1E

A EEBUTRENE:

Name Description Type

L TRNSTMTRESEONMSERE W%
BNEFRE,

(FrE#EO)

"Ok" 0
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RGNl
5 SRR T U TRA:

"method": "GetNetworkConfig",
"params": {1},
"id" 1
}
M) Nz 1)

BTN RN KERK, BIEERIERE— T TEEETR,

B hie s LR AT B ThEE

9.6

THREZER

GetNetworkConfig

GetNetworkinterface

AT LI GetNetworkInterface HiARENE X 2 EWEZEONER.

Parameters
A ZEB U TRASE:
Name Description Type BRAE
#0O BFREEN TSR string T
MxERNZEONS
o PIRE(E:
*HIE1G
* 457E 10G
G Bt B E R true  boolean false
B 7EEBFPRIFRE T
=BT,
R[El{E
It EZEEUTREE:
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Name Description

nodes —IRKAE, BT EREFHERER
PENMAET REVED. YRR
BIWREIBEE LTI

* nodelD : (%)) &Rt
Eﬁ%*ﬁ,.ﬁ“ﬁ’\l ID O BiEAT

2o

© BRMSED) WWEET REvE

|:I EEE{%I%\O
=GN
L5 EBNE R EUTF L TR A
{
"method": "GetNetworkInterface",
"params": {
"interface": "BondlG",
"force": true
b
"id": 1
}
0 Nz 745

[liyapz.s ={E1 SV b N I GV

"id": 1,
"result": {
"nodes": [

{
"nodeID": 1,
"result": {
"interface": {
"address": "10.117.64.32",
"addressve": "::",

Type
JSON XREKH

"broadcast": "10.117.79.255",

"macAddress": "90:bl:1c:42:

"mtu": 1500,

"name": "BondlG",
"namespace": false,
"netmask": "255.255.240.0",

el:1le",
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"status": "UpAndRunning",
"type": "BondMaster",
"virtualNetworkTag": O

"nodeID": 2,

"result": {
"interface": {

"address": "10.117.64.35",
"addressve": "::",
"broadcast": "10.117.79.255",
"macAddress": "d4:ae:52:7a:ae
"mtu": 1500,
"name": "BondlG",
"namespace": false,
"netmask": "255.255.240.0",
"status": "UpAndRunning",
"type": "BondMaster",

"virtualNetworkTag": O

"nodeID": 3,

"result": {
"interface": {

"address": "10.117.64.39",
"addressvoe": "::",
"broadcast": "10.117.79.255",
"macAddress": "c8:1f:66:£f0:9d
"mtu": 1500,
"name": "BondlG",
"namespace": false,
"netmask": "255.255.240.0",
"status": "UpAndRunning",
"type": "BondMaster",

"virtualNetworkTag": O

"nodeID": 4,
"result": {

"interface": {

23",

17",



B hRZs LR BYFTIE ThEE

9.6

"address": "10.117.64.107",
"addressve": "::",
"broadcast": "10.117.79.255",
"macAddress": "b8:ca:3a:f5:24:£8",
"mtu": 1500,

"name": "BondlG",
"namespace": false,
"netmask": "255.255.240.0",
"status": "UpAndRunning",
"type": "BondMaster",
"virtualNetworkTag": O

GetNodeActiveTlsCiphers

BRI UEE N T = E{F GetNodeActiveTlsCiphers HyARIREULT = EHEES R
TLS ZiE5FR, ErIUEEIEMEET = EEALLS £

S

A ERERANS .
R[ElfE

W EAE U TREE:

Name

MandatoryCiphers

#hFEE

B

75 7ERNEREMTF LA T RA:

Description Type

TRBUTE TLS BEEMTIR, X string
%ﬂiﬂﬂ?’fﬁ.ﬁt%‘%%?iﬁm%

&8N0

TR TE TLS BREMHTIR, string

39



"method": "GetNodeActiveTlsCiphers",
"params": {1},
"id" 1

ez 7T f51
75 75 R BT LA R B RIM A ;

"id" : 1,
"result" : {

"mandatoryCiphers": [
"DHE-RSA-AES256-SHA256",
"DHE-RSA-AES256-GCM-SHA384",
"ECDHE-RSA-AES256-SHA384",
"ECDHE-RSA-AES256-GCM-SHA384"

I

"supplementalCiphers": [
"DHE-RSA-AES128-SHA256",
"DHE-RSA-AES128-GCM-SHA256",
"ECDHE-RSA-AES128-SHA256",
"ECDHE-RSA-AES128-GCM-SHA256"

GetNodeFipsDrivesReport

eI LAf# A GetNodeFipsDrivesReport AENEFEEEFED
IXTHaS N INEER S EBIM B NEHET RIBTTI A %

S
A ERE NS,

R[EIfE
W75 EE TR ENE:

40
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Name Description Type

fipsDrives —> JSON #%, Hh@a&itkThs string
B FIPS 140-2 THEESZ 3RS, AJRE
&:

* None : TEARZH FIPS

* Partial : TRX%FFIPS, BH
SR AEFRTBIRTIZEER 2 FIPS
IXEhes.

* Ready : TRX%#FIPS, #H
TR E s FIPS
Kmpas (HAFEEARTNES

o

AR
5 SRR T U TRA:

"method": "GetNodeFipsDrivesReport",
"params": {1},
"id" : 1
}
U Wanet]l

75 7R E BT LA R BRI A :

"id": 1,
"result": {
"fipsDrives": "None"

}

B hie s LR AT B ThEE

11.5

GetNodeSSL Certificate

AT LA GetNodeSSLCertificate HARNREBIET m EHEIF EIRESHAY SSL i
H,

41



Parameters

()  euAwEEsSRRLsE. fi:
https://<management node IP>:442/json-rpc/10.0

T EEBRASH.

R[ElE
75 R AR M TRENE:

Name Description Type

certificate JEHH PEM SRBH052E S0, string

HAER IEBRIRIEER. JSON %R

ARG
5 SRR T U TRA:

"method" : "GetNodeSSLCertificate",
"params" : {1},
"id" o 1
}
0 Nz 7 45

[liyapz.3 =AEIES VS b W N Ll v

"id": 1,
"result": {
"certificate": "-———- BEGIN CERTIFICATE-----

\nMIIEdzCCAl+gAWIBAgIJAMwbIhWY43/zMAOGCSgGSIb3DQEBBQUAMIGDMQOswWCQYD\nVQQGEwW
JVUzZELMAKGAIUECBMCT1YxFTATBgNVBACUDFZ1Z2FzLCBCYWJI5ITEhMB8G\nA1UEChMYV2hhdC
BIYXBWZW5zIGlulFZ1Z2FzLi4uMSOwKwYJKoZIhveNAQkBFh53\naGF0aGFwcGVuc0B2ZWdhce3
NOYX1zaW4dudmVnYXMwHhcNMTcwMzA4Mj I1IMDI2WheN\nMjcwMzA2MJI1IMDI2WjCBgzELMAKGAL
UEBhMCVVMxCzAJBgNVBAGTAKSWMRUWEWYD\NVQOHFAXWZWdhcywgQmFieSEXITAfBgNVBAOTGF
doYXQgSGEFwcGVucyBpbiBWZWdh\ncy4uLJEtMCsGCSgGSIb3DQEJARYed2hhdGhhcHBl1bnNAdm
VnYXNzdGF5¢c21uLnZl\nZ2FzMIIBI JANBgkghkiGOwOBAQEFAAOCAQ8AMI IBCgKCAQEABU+28f

42



NnLKONWEWMR\n6akeDKuehSpS790dLGigIl18glCV/AUY5ZLjgsTiBvTIVRv44yoCTgNrx36U7FH
PA\nt6P/SilaYrd4ovxl5wDpEM3Qyy5JPB7JelOB6AD7fmiTweP20HRYpZvY+Uz7LYEFC\nmrgp
GZQF310SIcBHtLKES5186JVT675dg6yjUGQ0352y1cIHXHen61b/ 5yl 0DmVNU\nZ0caQwAmIS3J
moyx+z7j/YadWKg+2SqTAX7TbX0F3wHHEXnZ1HNM8fET5N/9A+K61S\n7dg9cyXudafXcgKyl4aJi
NBvgbBjhgJtE76yAy6rTHUOXM37jdkcb9Y8miNzxF+AC\ng+itawIDAQABo4HrMIHOMBOGA1Ud
DgQWBBRVVBRPN053534zGRhrnDJIyTsdnEbTCB\nuAYDVROJBIGWMIGtgBRVVBRPNo5S34zGRhrn
DJyTsdnEbaGBiaSBhjCBgzELMAKG\nA1UEBhMCVVMxCzAJBgNVBAGTAKSWMRUWEWYDVQQHFAXW
zZWdhcywgQmFieSExITAf\nBgNVBAOTGFdoYXQgSGFwcGVucyBpbiBWZWdhecy4uLjEtMCsGCSqG
SIb3DOEJARYe\nd2hhdGhhcHB1bnNAAmVNnYXNzdGF5c21ulnZl1Z2FzggkAzBsiFZzjjf/MwDAYD
VROT\nBAUWAWEB/zANBgkghkiGO9wOBAQUFAAOCAQEAhVNDS5s71ImQPECWVLfiE/ndtIbnpe\nMg
05geQHCHNN1u5RV9j8aYHp9kW2gCDJI5vueztZz2L1tC4D7JyfS3714rRolFpX6N\niebEgAaE5e
WvB6zgiAcCMRIKqu3DmJ7y3CFGk9dHO1Q+WYnoO/eIMyO0coT26JB15H\nDEwvdl+DwkxnSlcxlv
ERv51glguabAE3tBrlov8glG4zMIboo3YEWMFwxLkxAFXR\nHgMoPDym099kvc84B1k7HkDGHp
r4tLfVvelDJy2zCWIQ5ddbVpyPW2xuE4p4BGx2B\n7AS0jG+DzUxzwalUIl 6Jzvs3Xg5JIJx8ZAjIDg

10QoQDWNDoTeRBsz80nwiouA==\n----- END CERTIFICATE----- \n",
"details": {
"issuer":
"/C=US/ST=NV/L=Denver/O=NetApp/emailAddress=test@netapptest.org",
"modulus":

"F14FB6F1FI9CB290356116311E9A91EOCABOES8S2A52EFDALID2C68A0235F2A94257F0146396
4B8EAB138C1BD325546FE38CA809380DAF1DFAS3B1473F8B7A3FF4A2D1IA62BE28BF1979C03
A44337432CB924F07B25E94E07AO003EDF9A24F078FDB41D162966F63E533ECB6041429ARB82
9199405DE239221C047B4B284E75F3A2554FA8F9760EB28D41903B7E76CA573D1D71DCOFAS
5BFE3CA5D0399535467471A430026212DC99A8CB1FB38FF61AE]162AAFB64AA4CO5FB6D7D05
DF01C77D79D99479CCF1F113E4DFFDO3E2BAY952EDD83D7325EEE1IATD77202B2D78262341BE
A6Cl18E1809B44EFACS80CBAAD31EED313378E376471BF58F2688DCF117E002ABESADGB",
"notAfter": "2027-03-06T22:50:262",

"notBefore": "2017-03-08T22:50:262",

"serial": "CC1lB221598E37FF3",

"shalFingerprint":
"1D:70:7A:6F:18:8A:CD:29:50:C7:95:B1:DD:5E:63:21:F4:FA:6E:21",

"subject":

"/C=US/ST=NV/L=Denver/O=NetApp/emailAddress=test@netapptest.org"
}

GetNodeSupportedTisCiphers

ol EE M= EfFER GetNodeSupportedTlsCiphers FERRENE T R H R i
B TLS Z851R, Er] IEEEMEFEET R EFERLE %,

o

54

liys07 9 Z LT 5 &

43



R [El{E

A ZEEEUTRENE:
Name Description Type
MandatoryCiphers HEMNE TLS BBEMHIE, X string
%@EE%%L%%%?%@&
defaultSupplementalCiphers T EERIARNTE TLS ZIEEMAT string
Ro 1517
ResetNodeSupplementalTIsCipher
s APl 7578, #NFEERRIRR S
FlIZRA,
24509 SupplementalCiphers EIRED:] string
SetNodeSupplementalTIsCiphers
AP| 75ABECE R 7T TLS Zh5
Ef7IR.
=R &N
b7 EBEREBATF AT
{
"method": "GetNodeSupportedTlsCiphers",
"params": {1},
"id" o: o1
}
U)Wl

075 EIES VS Y N S VR

44



"id" : 1,
"result" : {

"defaultSupplementalCiphers": [
"DHE-RSA-AES128-SHA256",
"DHE-RSA-AES128-GCM-SHA256",
"ECDHE-RSA-AES128-SHA256",
"ECDHE-RSA-AES128-GCM-SHA256"

I

"mandatoryCiphers": [
"DHE-RSA-AES256-SHA256",
"DHE-RSA-AES256-GCM-SHA384",
"ECDHE-RSA-AES256-SHA384",
"ECDHE-RSA-AES256-GCM-SHA384"

I

"supportedSupplementalCiphers": [
"DHE-RSA-AES128-SHA256",
"DHE-RSA-AES128-GCM-SHA256",
"ECDHE-RSA-AES128-SHA256",
"ECDHE-RSA-AES128-GCM-SHA256",
"DHE-RSA-AES256-SHA",
"ECDHE-RSA-AES256-SHA",
"DHE-RSA-CAMELLIA256-SHA",
"DHE-RSA-AES128-SHA",
"ECDHE-RSA-AES128-SHA",
"DHE-RSA-CAMELLIA128-SHA"

GetPatchinfo

ERJLAEA GetPatchInfo HAREVE XFHETI R ERER Element ZHEMMZFIIE

I%\ (o]

Parameters

75 EZREB U TRASHR:

45



Name Description Type ZRINE
S ) SEHILL 7T ATEfFfiESE  boolean false

BPRFrET R LE
7. RBTEHE API ]
AR S SRR 1P
HtMAR BN R
, THRERITILE
E. PIREE:

®* true
* false
IR [E{E
A ZEBUTRENE:
Name Description
B MERF BEEXIT S ERENEBINER
HEBHINR,
=GN
LA ERNERE T AT R
{
"method": "GetPatchInfo",
"params": {
"force": false,
bo
"id": 1
}
0 0z 7~ f51

75 7FR BT LA T R GIRIm A :
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Type
JSON X%

Required

a~
=



"id": 1,
"result": {
"patches": {
"SUST936": {
"date": "Wed 09 Dec 2020 10:41:59 pPM UTC",
"description": "BMC fixes",
"newFiles": [
"None"
I
"patchedFiles": [
"Patched file 1.bin",
"Patched file 2.dat",
"Patched file 3.tgz"

B hRZs LASRBYFTE ThEE

12.3

GetPendingOperation

&R LAER GetPendingOperation F AT R L HBIEFEHITHVRIE, L5 7EER]

BFERERREHITIRS.
Parameters

I HEZBERASE

R[EE

A ZEEEUTRENE:

Name Description Type

FE EESER boolean

* true : BAE(DIEHTTHR,

* false

BIERB#HT.
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Name Description

121F [EFEHITEE ST BRI ERI R Mo

ARG
A BE R TF AT RA:

"method": "GetPendingOperation",
"params": {},
"id" 1
}
Ut

b7 5= EIES Ve b W N V| SE v

"id" : 1,
"result" : {
"pendingOperation” : {
"pending" : "true",
"operation" : "TestDrivesInternal",

B hRZs LASRBYFTIE ThEE

9.6

GetSshinfo

1&AILAfEA GetSshinfo HABEBWRNT A L SSH ARSZAVIRE.

Parameters

T EEBRAS .

R [ElE
75 R B M TRENE:

48



Name Description Type

&R T =AY SSH ARSS IKZo boolean

ARG
A BE R TF AT RA:

"method" : "GetSshInfo",
"params" : {1},
"id" : 1
}
01 Nz 7~ £51)

b7 S EIES VS Y N iU v

"id": 1,
"result": {
"enabled": false

}

ListDriveHardware

A LAGER ListDriveHardware J3 A HEREI T RBIPFRE KRS, RN T RLE
AR, W ERREIREDEBIHES. AEBHET R MVIP EERR, A RFREFE
TR EFTBEIKEDRERYE Bo

Parameters

(D FAMmRAAY "securitySupported” :  true TTHARRIRGHZFEEBINE ; FEETRRESRES. NR
TP REFENES L -NE" S E, WEFEXLEIREZE EBHATENEERH IR,

A ZRBUTSE:
Name Description Type BRAE Required
(52 1] RE A true BITEFT  boolean x £
g TRLIETA

49



R [El{E

A EZRBUTRENE:

Name Description

IXThashEft RO T S VIR 2R e S B
ARG

75 7ERNEREMTF LA TR A

{

"method": "ListDriveHardware",
"params": {1},
"id" 1
}
0l Nz 73~ 45

75 7R AT LA R BIRIMR A :

50

Type
JSON XRE4A



TielWg i,
"result": {
"driveHardware": |
{
"canonicalName": "sda",
"connected": true,
"dev": 2048,
"devPath": "/dev/slotQ",
"driveEncryptionCapability": "fips",
"driveType": "Slice",
"lifeRemainingPercent": 98,
"lifetimeReadBytes": O,
"lifetimeWriteBytes": 14012129542144,
"name": "scsi-SATA SAMSUNG MZ7GE24S1MONWAG501251",
"path": "/dev/sda",
"pathLink": "/dev/slotQO",
"powerOnHours": 15489,
"product": "SAMSUNG MZ7GE240HMGR-00003",
"reallocatedSectors": 0,
"reserveCapacityPercent": 100,
"scsiCompatId": "scsi-SATA SAMSUNG MZT7GE24S1IMONWAG501251",
"scsiState": "Running",
"securityAtMaximum": false,
"securityEnabled": true,
"securityFrozen": false,
"securityLocked": false,
"securitySupported": true,

"serial": "SIMONWAG501251",

"size"™: 240057409536,

"slot": O,

"uncorrectableErrors": 0,

"uuid": "789%9aa05d-e49b-ff4f-£821-f60eed8e43bd",
"vendor": "Samsung",

"version": "EXT1303Q"

B hie s LR AYHTIE ThEE

9.6



EnableEncryptionAtRest
ListNetworkinterfaces

A LUEA ListNetworkInterfaces AAYIHEXRT A EEINEZZEONERE. It
APl 5 ERTFENMTR, HRENMTREERF ID NEBEMRIE. B2, NREARE
AR ASEL force 18 T 1B true , MIATLIESEE: HERALLAE. MMREEE LEALS
], N=5HPmEEO,

28

7S EREBUTRASR:

Name Description Type 2INE Required
G4 BIREfE: boolean p £
* true : REIEX
SEPPEMNLS
EORNER.
* false : FR[EIE
faERo
R [E{E
A ERE U TREE:
Name Description Type
e FET R (GBS, R WD #AE
force = true ) M8 TWEZON
FEEERTIR,
=R &N

M7 RBTE R T AT R A

{

"method": "ListNetworkInterfaces",
"params": {1},
"id" : 1

}

52
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Lplvi Nl
T SRR R T LU TR FIBINARE :

"id": 1,
"result": {
"nodes": [
{
"nodeID": 1,

"result": {

"interfaces": [

{

"address": "10.117.80.32",
"addressve": "::",
"broadcast": "10.117.95.255",
"macAddress": "90:bl:1c:42:e0:
"mtu": 9000,

"name": "Bondl0G",
"namespace": false,

"netmask": "255.255.240.0",
"status": "UpAndRunning",
"type": "BondMaster",

"virtualNetworkTag": O

"address": "10.117.64.32",
"addressve": "::",
"broadcast": "10.117.79.255",

"macAddress": "90:bl:1c:42:e0:

"mtu": 1500,

"name": "BondlG",
"namespace": false,
"netmask": "255.255.240.0",
"status": "UpAndRunning",
"type": "BondMaster",
"virtualNetworkTag": O

"address": "0.0.0.0",
"addressve": "::",
"broadcast": "0.0.0.0",
"macAddress": "90:bl:1c:42:e0:
"mtu": 9000,

"name": "ethO",

"namespace": false,

1an,

16",

1an,
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"netmask": "0.0.0.0",
"status": "UpAndRunning",
"type": "BondSlave",
"virtualNetworkTag": O

"address": "127.0.0.1",
"addressve": "::",

"broadcast": "0.0.0.0",
"macAddress": "00:00:00:00:00:00",
"mtu": O,

"name": "lo",

"namespace": false,

"netmask": "0.0.0.0",

"status": "UpAndRunning",

"type": "Loopback",

"virtualNetworkTag": O

B kRS LR BYHTIE ThRE

9.6

ListNetworkinterfaceStats

SR LAER ListNetworkInterfaceStats AEVIHAITER, FlT R ESTMRRKE
ONEFHEEHASMHLENEIR, AP FEERTENTR; BHREIMTAREEA

F ID M1ZB SN, B2, MREHEFBABR NS force 18E 718 true , MIATLIESE
B LERIA %, MREEE LERISHR, WRFHAEEONNERITER.

215

T ELBRASH.

R [al{E
75 RE I TREE:
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Name Description

HERTIER, FIINEFHNEIEEH

MaEEOgHER FET RBYE LS ORI RIS
EMZFERIAIMLE

ARG
T EREREMT AT ARG

{

"method": "ListNetworkInterfaceStats",
"params": {1},
"id" 1

}

e Rz 7 51
75 SRR B TF LA TR GBI

"networkInterfaceStats": [
{
"rxErrors": 1,
"rxPackets": 1,
"txErrors": 1,

"rxDropped": 1,
"txCarrierErrors": 1,
"rxOverErrors": 1,
"rxMissedErrors": 1,
"txPackets": 1,
"name": "if name",
"rxLengthErrors": 1,
"collisions": 1,
"rxFifoErrors": 1,
"txBytes": 1,
"rxBytes": 1,

"rxFrameErrors": 1,
"rxCrcErrors": 1,
"txFifoErrors": 1

Type
MEZORITHER $el
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B hir s LR AYFTIE ThEE

12.3

ListTests

ERILAERA ListTests AAYIHAIE T R EETTHYMI,

Parameters

L EEBERMANSEH,
1R [EE

A EEE U TREE:

Name Description

Mzt AT RBATRYINR B R

ARG
T A BE R F AT RA:

"method": "ListTests",
"params": {1},
"id" : 1
}
0 Nz 7~ £51)

75 75 R BT LA T R BRI :

56

Type

string array



"id": 1,

"result": {

"tests": [
"TestConnectEnsemble",
"TestConnectMvip",
"TestConnectSvip",
"TestDrives",
"TestHardwareConfig",
"TestLocateCluster",
"TestPing",
"TestLocalConnectivity",
"TestRemoteConnectivity",
"TestNetworkConfig"

B hRZs AR BYFTIE T EE

9.6

ListUtilities

BRI LUMEA ListUtilities HESIHEIET = EIZiTRIRME,

Parameters
IFEEERNASE,
1R [O]{E

A EZREE U TRENE:

Name Description

SLRERF }?ﬂtﬂ%ﬁﬁﬁﬂ&ﬁ*ﬁtiﬁﬁﬁ’ﬂiﬁﬁ&
Fo

ERRBG
T EBEREMTF A TRG:

Type

string array

57



"method": "ListUtilities",
"params": {1},
"id" : 1

MRz 7= 51
75 SRR BT LA TR FIRInARL

"id": 1,
"result": {
"utilities": [

"ResetDrives",
"ResetNode",
"RestartNetworking",
"RestartServices",
"CreateSupportBundle",
"DeleteAllSupportBundles",
"CreateClusterSupportBundle

B hie s LR AYHTIE ThEE

9.6

RemoveNodeSSLCertificate

BB LA RemoveNodeSSLCertificate FEMBREIET A~ SSLIEPFMERE
A, MFRIEPBMERZAE, EETSEEENERRINEBNE BZEHE,

Parameters

()  epRwEEsSRRLsE. fi:
https://<management node IP>:442/json-rpc/10.0

7B RNSH,
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R[ElE
75 SRR B

ERRBGI
H T ABIEREMTF U TRA1:

"method" : "RemoveNodeSSLCertificate",
"params" : {1},
"id" : 3
}
0 Nz 7 45

75 7FR E AT LA TR BRI :

"id" : 3,
"result" : {}

ResetDrives

ERILAERA ResetDrives AT IHIALIKRNZEH MR = A0t B £ IR Thas LRIFR B 2K
EO%E,ﬂﬂ&ﬂﬁ%ﬁ$§§ﬁ%ﬁ%ﬂ%,&ﬂﬂ&ﬂﬁ%%%ﬁ$ﬁ%ﬁ%ﬂ

Parameters

7S ZREBUTRASHR:

Name Description Type BRNE Required

IXzhes EEFMNRERIR ( string y =0,
IEIXEhEs ID) 5
o

(52%1] "B true AJEE  boolean I =M
IXzhes.
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R [El{E

A EEE U TRENE:

Name Description Type

FHER [EEEEMIREIERMIFAE R, JSON XREH
ARG

75 7ERNEREMTF LA TR A

"method": "ResetDrives",

"params": {
"drives" : "slot3",
"force" : true

ba

"id" 1

}
O vz 7= 451

75 75 R BT LA T R BIRIMEA ;

"id": 1,

"result": {

"details": {
"drives": |
{

"drive": "slot3",

"returnCode": O,

"stderr": " * Unlocking /dev/slot9 .[ ok ]\ * Setting master
password /dev/slot9 .[ ok ]\ * Secure erasing /dev/slot9 (hdparm)
[Er1eS=0/ 1] i e ettt ettt e e e e e e e [ ok 1",

"stdout": ""

}
]
b
"duration": "00:00:28.501269",

"result": "Passed"

}
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B hir s LR AYFTIE ThEE

9.6

ResetNode

A LAGER ResetNode AR T REENN 1B, ARG EN, FIEHUE, MHE
(HAESE) , EEEMBSXHHIMT PR B2, HRERESARET REIN
KB, FREBMAERNTREENH1RE,

Parameters

RﬁesetNode API REERTAT " AT " IRSHT R, ERERTERF "/ED " TRIAT " FE " IRSHT

WO

NI

T RGBT R ERERE P EE,

A EZRBUTRASEH:
Name Description Type BAE Required
build RATFiEEERTRE URL 7z £
B EIAIEFE Element
MABRAY URL 6
(52] ®EN true AJEE  boolean P =%
T Ro
PRI RAFRNTITEEER JSON HHR T =

ERVEIAG, WREE
, NetApp Z#FERI]
BiIREAER.

iR[El{E
7 EEEREE,

ARG
T EREREMT A TRG:
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"method": "ResetNode",

"params": {
"build" : "file:///sf/rtfi/image/filesystem.squashfs",
"force" : true
by
"id" 1

MRz
T SRR R T LU TR GIBINARL :

"id": null,
"result": {
"rtfiInfo": {
"build": "file:///sf/rtfi/image/filesystem.squashfs",

"generation": "9",

"options": {
"edebug": "",
"sf auto": "O0O",
"sf bond mode": "ActivePassive",
"sf check hardware": "0",
"sf disable otpw": "0",
"sf fa host": "",
"sf hostname": "SF-FAl8",
"sf inplace": "1",
"sf inplace die action": "kexec",
"sf inplace safe": "0",
"sf keep cluster config": "O0",
"sf keep data": "0",
"sf keep hostname": "0",
"sf keep network config": "O0",
"sf keep paths": "\"/var/log/hardware.xml\"",
"sf max archives": "5",

"sf nvram size": "",

"sf oldroot": "",

"sf postinst erase root drive": "0",
"sf root drive": "",

"sf rtfi cleanup state": "",

"sf secure erase": "1",

"sf secure erase retries": "5",

"sf slice size": "",
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"sf ssh key": "1",

"sf ssh root": "1",

"sf start rtfi": "1",

"sf status httpserver": "1",

"sf status httpserver stop delay": "5m",

"sf status inject failure": "",

"sf status json": "O0",

"sf support host": "sfsupport.solidfire.com",
"sf test hardware": "0",

"sf upgrade": "O",

"sf upgrade firmware": "0",

"sf upload logs url": ""

by

"statusUrlAll": "http://192.168.130.20/status/all.json",

"statusUrlCurrent": "http://192.168.130.20/status/current.json"

B hRZs LASRBYFTIE ThEE
9.6

ResetNodeSupplementalTisCiphers

&BI LU{FFH ResetNodeSupplementalTlsCiphers F:ERK4MNE TLS Zr35FRE
INMBE. EUEEET R EERLLSmS,

SR
()  eumwEEsRERLSE. Hi:

https://<management node IP>:442/json-rpc/10.0

liys07 9 Z LT &

R[El{E
7 EEAREE,

ARG
T EREREMT A TRG:

JRFIER
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"method": "ResetNodeSupplementalTlsCiphers",
"params": {1},
"id" 1

MRz 7= 51
TS ER BT LA T 0BT :

WG g 4,
"result" : {}
}
RestartNetworking

AT LIfE RestartNetworking HAEMBIT R EBINEIRS
JNCy

AR BB R LBPREMEARSS, NMSEMEEZE I,

o
I EEBUTRASE:
Name Description Type BAE Required
(52%1] B true BI7ETS  boolean x =/
= FEFBEIMEAR
o
R [EE
757 %BEREE,
=R &GN

75 7ERNEREMTF LA TR A
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"method": "RestartNetworking",

"params": {
"force" : true
by
"id" 1
}
e Nz 7~ 5

D7 S CIES VS VRN S VR
{ nigm - l,

"result" : {}

}

B hie s LR AYHTIE ThEE

9.6

RestartServices

&BILUIFF RestartServices AZEEMBHT = ERIIRSS.

Parameters
NIR

77 A RS BT RIRS &R,

A EEBGUTRMASE:
Name Description
(521] RE N true ATEHT
BT R ERARSS.
ARSS EEMERIARS S
itS
Action EXRSNITHVRIE

(Bzh, 21k,
B o

Type

boolean

string

string

AINME

Required
=0,

0=
[mm)

iyl



R [El{E

A ERBUTRENE:
Name Description Type
FHERS ARSI G EFHEHRIELE  JSON HR
, BIEEIR (WRA) .
Duration BB RARSFTAEE (LA string
¥RBAL)
&ZR EHBEINE R, string
ARG
L ERIE R TF AT
{
"method": "RestartServices",
"params": {
"force" : true
"action" : restart,
}
}
O Bz 7~ 451
1t 75 7R B2 F LA T R B89 Me R :
{
"id": 1,
"result": {
"details": "solidfire stop/waiting\nsolidfire start/running, process
7284\n",
"duration": "00:00:02.541594",
"result": "Passed"

B hie s LR RYFTIE T RE

9.6
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SetClusterConfig

Ee] LUER SetClusterConflg FARRETRBRTS5EXBERBRENRE, E
HAEAIERZEIKE, 181817 GetClusterConfig APl Fi&o

28

7S ZREBUTRASR:

Name Description Type 2INE
i R A ARREIN, 58 p
EEERS. R
FREERITFEF
palligS G| Anbal
A EF,
R[EE
e EREE U TREE:
Name Description
& TRATSEHBENEREER.
=R &GN

75 7ERNEREMTF LA TR A

"method": "SetClusterConfig",
"params": {
"cluster": {
"name": "myhost",
"mipi": "BondlO0G"
by
"id" 1
}
}
U)Wt

75 5B BT LA T R BRI :

Type
32

Required

a
=

Iél]]

Al

ot
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"idr ko1,

"result" : {
"cluster" : {
"cipi"™ : "BondlO0G",
"cluster" : "QoS",
"ensemble" : |
"1:10.10.5.42",
"2:10.10.5.43",
"3:10.10.5.44",
"4:10.10.5.46",
"5:10.10.5.47"
I
"hostname" : "myhost",
"mipi" : "BondlOG",
"nodeID" : 1,
"sipi" : "Bondl0G",
"state" : "Active"

B hRZs AR BYFTIE ThEE

9.6

SetConfig

EEIER setConfig FARBTANMAHEREE, F7AE—1 AP 5EHES
51EM SetClusterConfig #ll setNetworkContig FAAARMIEE, HHERBESR
SEBHNFR

B4

IR

ET R ENHBERARLERESHMBEZE BT

75 ZRB U TRASE:

Name Description Type ZINE Required
LS5 BFRREFET RS SEF P £
HXEXFHEERTEE
AUEBHE R,
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Name Description Type BRNE Required

ML TRENSMNEEO W (FraEi) 7 £
B ERIE R AR 5
AR E.

R[Cl{E

A EZREBLUTRENE:

Name Description Type

i1 TRHEEMNATEE, EXR JSON WR

2=

© B BBMER, ATARREME
TR S HREXB T B SRR
mEfs.

* W FrEE0) @ TREED
P81 RIS EE IR R B 2 A0

®E
=Pt
L5 EBNE R U TF LT R A
{
"method": "SetConfig",
"params": {
"cluster": {
"name": "MyHostname"
b
"network": {
"Bondl0G": {
"bond-mode": "ALB"
}
}
}
}
01 vz 7~ £51)

b7 EZRMN 5 getconfig 73 7ARVIREIMEEl, £ SetConfig BY, ¥ ERMRIIFIE FEEUREHBE,
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B hRZs AR BYFTIE ThEE
9.6
THEZER

» SetClusterConfig

+ SetNetworkConfig

« getconfig

SetNetworkConfig

&AILAE SetNetworkConfig HEIRE T RAINERE, EER ST RNYAINEISE
, JBIG1T GetNetworkConfig APl Hi&o

2
NG

BTN R LPBERA L ERESELEZ TR,

A EEEUTRMASE:
Name Description Type BRAE Required
PBEEES BAREBHNTRMN W (Frakn) 7 £
FIGENNR. R
FRSHPREE
B FERAFREMER
MEIL A ER,
R [E{E
A ERE U TRENE:
Name Description Type
[BES gﬁ%%%%%%ﬂ%ﬁm%m ML (FrE#E0)
=R &N

L7 RBTE R T AT R A
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"method": "SetNetworkConfig",

"params": {
"network": {
"Bond1l0G": {
"bond-mode": "ALB"
b
"BondlG": {
"netmask": "255.255.224.0"
bo
"eth0": {
"method": "bond"
b
"lo": {

"method": "loopback"

Pl Rz 7T A5

75 7ERPEN S GetNetworkConfig 75 ARIMANAEE, ZAERETRES I NRIFIERRE, HEFEEREENMK
RAVH{E.

B hie s LR AT B ThEE

9.6

THREZER

* GetNetworkConfig
» GetNetworkConfig

SetNodeSSL Certificate
BB LA setNodeSSLCertificate HANBETRIZERAP SSLIEHMERAZE,

() ©mAPIE. BREHBHEETS.

Parameters

() mamxEEssERLsE. Hin:
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https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_response_example_getnetworkconfig.html

https://<management node IP>:442/json-rpc/10.0

A EEBUTRASE:
Name Description Type 2INE Required
certificate PEM #mR3EVIEFL  string I 28,

ThRA, * AR ¢
RET RNERIED
B, JERMEE
serverAuth 9
extendedKeyUsage
IR, Bl E,
] LR B RIE RS
X588 L IEHaE R
LEEH, MR ER
REE, APIEE4L

BT

privateKey PEM RiZH9E A% string ¥ =28
A A RS

R [E{E

A& &EIREE,

1R

L7 EBIE R EINTF LT R A
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"method" : "SetNodeSSLCertificate",
"params" : {
"privateKey": "-———- BEGIN RSA PRIVATE KEY-----

\nMIIEowIBAAKCAQEA8U+28fnLKONWEWMR6akeDKuehSpS790dLGigI18glCV/AUY5\nZLjgsT
JBVTJIVRv44yoCTgNrx36U7FHP4t6P/Si0aYrdovxl5wDpEM3Qyy5JPB7Je\nl10B6AD7 fmiTweP
20HRYpZvY+Uz 7LYEFCmrgpGZQF3i0SIcBHtLKE5186JVT635dg\n6yjUGQ0352y1c9HXHen61b
/Jy10DmVNUZ0caQwAmIS3Jdmoyx+zj/YadWKg+2SqTA\nX7bX0F3wHHEfXnZ1HNM8fET5N/ 9A+K6
157dg9cyXudafXcgKyl4JiNBvgbBjhgJdtE\n76yAy6rTHUOxM3]jdkcb9Y8miNzxF+ACg+itaw
IDAQABAOIBAH1J1IZr6/s1tqvViw\n00gVC/49dyNu+KWvSq92ti9rFe7hBPueh9gklh78hP9Q1i
tLkir3YK4GFsTFUMux\n7z1NRCxA/4ALrmLSkAJW2kRXDEV12bwZgOua9NefGw9208D20ZvbuOx
k7Put2p6se\nfgNzSjf2SI5DIX3UMe5dDNS5FByu52CJI9mI4Ul 6ngbWln2wcdnsxJg0aAEkzB7w
ng\nt+Am5/VulLI6rGiG6oHEWOoGSuHllesIyXXa2hgkU+1+iF2iGRMTiXac4C8d11NU\nWGIR
CXFJAmsAQ+hOm7pmt skdEqumj /PIoGXf0BoFVEWaIJIMEgnfulZp8IelJQXn\nSFJbk2ECgYEA
+d500U4thZXy1WHUZgomaxyzOruAlT53UeH69H1FTrLjviwuaigj\nlHzPlhms6hxexwz1ldzAp
gog/NOM+2bAc0rn0dgvtV4doe]jt 1DZKRrNCE/cuN20X\njaCJC1CWau3sEHCckLOhWeY4HaPS



oWgOGKLmKkKDChB4nWUYg3gSWQkCgYEA9ZUN\NHW8GPS+yjixeKXmkKOOx/vvxzR+J5HH5znal
Hss48THyhzXpLr+v30Hy2h0yAlBS\nny5JabwsombOmVedNxVtVawg2E9vVvTalUC+TNmFBBuL
RPfjcnjDerrSuQ51YY+M\nCOMJItXGfhp//GO0bzwsRzZxOBsUJbl5tppazIls9IMCgYATricpkKjM
0x1Z1jdvXsos\nPilnbho4gLngrzuUuxKXEPENnzBxUOqCpwQgdzZLYYw788TCVVIVXLEYem2s0
7dDA\NDTo+WrzQNkvC6IgqtXHI1RggegIoGlVbgQsbsYmDhdaQ+os4+A0eQXw3vgAhd/gNJ\njQ
ATtw3ylt7FYkKkRH26ACWQKBgQC74Zmf4JuRLACSWSZExpcmMvtnlvdutqUH4kXA\nzPssy6t+QE
LalfFbAXkZ5PglITK752aiaX6KQNG6gqRsA3VS1J6drD9/2A0f0QUL7\n+j0kGzmmoXf497)31S
akwg0ZbQONGXNxEsCAUr0BYAobPp9/fB4PbtUs99fvtocFr\njS562Q0KRgCb+JMDP5q7 jpUusp]j
Oobd/ZS+MsomE+gFAMBJI71KFQ7KuoNezNFO+ZE\n3rnR8AGAM4AVMzgqRahs2PWNe2H14J4hKu96
gNpNHbsWINjXdALOP70gQIrhGLVdhX\nInDXvTgXMdMoet4BKnftel rXFKHgGgXJoczgqdJWzGS
IHNgvkrH60\n----- END RSA PRIVATE KEY----- \n",

"certificate": "-———- BEGIN CERTIFICATE-----
\nMIIEdzCCAl+gAWIBAgIJAMwbIhWY43/zMAOGCSgGSIb3DQEBBQUAMIGDMQOsWCQYD\nVQQGEwW
JVUzZELMAKGAIUECBMCT1YXFTATBgNVBACUDFZ1Z2FzLCBCYWJI5ITEhMB8G\nA1UEChMYV2hhdC
BIYXBWZW5zIGlulFZz1Z2FzLi4uMSOwKwYJKoZIhvcNAQkBFh53\naGF0aGFwcGVuc0B2zZWdhe3
NOYX1zaW4dudmVnYXMwHhcNMTcwMzA4Mj I1IMDI2WheN\nMjcwMzA2M]I1IMDI2WjCBgzELMAKGAL
UEBhMCVVMxCzAJBgNVBAGTAkSWMRUWEWYD\NVQOHFAXWZWdhcywgQmFieSExITAfBgNVBAOTGF
doYXQgSGFwcGVucyBpbiBWZWdh\ncy4uLjEtMCsGCSgGSIb3DQEJARYed2hhdGhhcHB1bnNAdm
VnYXNzdGF5¢c21uLnZl\nZ2FzMIIBI jANBgkghkiGO9wOBAQEFAAOCAQ8AMI IBCgKCAQEA8U+28f
NnLKQNWEWMR\no6akeDKuehSpS790dLGigI18glCV/AUY5ZLjgsTjBvTIVRv44yoCTgNrx36U7FH
P4\nt6P/SilaYrd4ovx15wDpEM3Qyy5JPRB7Jel0B6AD7 fmiTweP20HRYpZvY+Uz7LYEFC\nmrgp
GZQF31i0SIcBHtLKE5186JVT6j5dg6yjUGQ0352y1c9HXHen61b/jy10DmVNU\NZOcaQwAmIS3J
moyx+z7j/YadWKg+2SqTAX 7bX0F3wHHEXnZ1HnNM8fET5N/ 9A+K61S\n7dg9cyXudafXcgKyl4Ji
NBvgbBjhgJtE76yAy6rTHUOxM3jjdkcb9Y8miNzxF+AC\ng+itawIDAQABo4HrMIHOMBOGA1Ud
DgQWBBRVVBRPN05534zGRhrnDJyTsdnEbTCB\nuAYDVROjBIGWMIGtgBRvVVBRPno5S34zGRhrn
DJyTsdnEbaGBiaSBhjCBgzELMAKG\nA1UEBhMCVVMxCzAJBgNVBAGTAKSWMRUWEWYDVQQHFAXW
ZWdhcywgQmFi1eSEXITAf\nBgNVBAOTGFdoYXQgSGFwcGVucyBpbiBWZWdhcy4uLjELtMCsGCSgG
SIb3DQEJARYe\nd2hhdGhhcHB1bnNAAmVNnYXNzdGF5¢c21ulnZzlZ2FzggkAzBsiFZjjf/MwDAYD
VROT\nBAUWAWEB/zANBgkghkiGOwOBAQUFAAOCAQEAhVNDS5s71mQPECWVLEiE/ndtIbnpe\nMg
05geQHCHNN1u5RV9j8aYHp9kW2gCDJI5vueZtZ2L1tC4D7JyfS3714rRol1FpX6N\niebEgAaESe
WvB6zgiAcCMRIKqu3DmJ7y3CFGk9dHO1Q+WYnoO/eIMy0coT26JB15H\nDEwvdl+DwkxnSlcxlv
ERv51glguabAE3tBrlov8glG4zMIboo3YEWMFwxLkxAFXR\nHgMoPDym099kvc84B1k7HkDGHpP
r4tLfVvelDJy2zCWIQ5ddbVpyPW2xuE4p4BGx2B\n7AS0jG+DzUxzwalUl6Jzvs3Xg5JIx8ZAjIDg

10Q0QDWNDoTeRBsz80nwiouA==\n----- END CERTIFICATE----- \n"
by
"id" o 2
}
e Rz 7= 51

75 75 R E AT LA R BN -



"id" : 2,
"result" : {}

SetNodeSupplementalTIsCiphers

&BILU{FEF setNodeSupplementalTlsCiphers HEIBE4NTE TLS ZiE5FK
EEEDN S EERAES.

2

() mamxeEssERLsE. Hin:

https://<management node IP>:442/json-rpc/10.0

7S EREBUTRASR:

Name Description Type ZRINE Required
I £/ OpenSSL @3 string ¥ =0,
H RN TEBES
2. ERATREMS
EMAX D KNG,
R [EE
A EREE U TRENE:
Name Description Type
MandatoryCiphers T EMNE TLS BRBEMHFIR, X string
%ﬂiﬂﬁgﬁﬁﬁtﬁé%%?iﬁbﬂk
#*h 7R TREFE TLS BBREMHTIR, string
=R &GN

75 ERNEREMTF LU R A

74

7R

o /C»

AJ LA



"method": "SetNodeSupplementalTlsCiphers",
"params": {

"supplementalCiphers": [
"DHE-RSA-AES128-SHA256",
"DHE-RSA-AES128-GCM-SHA256",
"ECDHE-RSA-AES128-SHA256",
"ECDHE-RSA-AES128-GCM-SHA256"

b
saghvg A

MRz
75 R BT U TR FIBOIARL:

"id" : 1,
"result" : {

"mandatoryCiphers": [
"DHE-RSA-AES256-SHA256",
"DHE-RSA-AES256-GCM-SHA384",
"ECDHE-RSA-AES256-SHA384™",
"ECDHE-RSA-AES256-GCM-SHA384"

1,

"supplementalCiphers": [

"DHE-RSA-AES128-SHA256",
"DHE-RSA-AES128-GCM-SHA256",
"ECDHE-RSA-AES128-SHA256",
"ECDHE-RSA-AES128-GCM-SHA256"

K]

ERILAERA shutdown FAEMBRNEXAIERFFRIT <o
=, P TREEEFINFIE TR,

Parameters

G EREBUTRASH:

] LAER L 7R R A AT



Name Description Type

nodes ESEWMBEIT XA BEEHA
TRERETSRID 5
*o
EIN ITEEBERENAVIR(E, string
CIEEE
* restart : EFE
EhEEEE,
* halt : Hi17522
X Ho
R[EE
5% &EIREE,
1R

T ERIEREMTF AT R A

"method": "Shutdown",
"params": {
"nodes": [
2,
3,
4
I
"option": "halt"

y
TaAdvy 1

i Rz 77~ 71
b7 S EIES VS VRN S VR

76

AIAE

EE )=t

7]



"id" : 1,

"result" : {
"failed": [],
"successful": |

6
[

B hik s LR AT IE ThEE

9.6

TestConnectEnsemble

,.f,k__rl«ifﬁﬁﬁ TestConnectEnsemble EHJ&’EEE’;&EE%AE’JL?&O HINBRT,
M ETRXBNERFERES, 3E, BUUREEMESRKNEHER.

Parameters
A EEBUTRASE:
Name Description Type
£5 BFEENHNES string
TIAEEEE IP ity
x, UEXESSH
FRo
R [El{E
tAEEE U TREE:
Name Description
FHER REIFITR:
®* nodes .
NEMES
®* duration .
TR RV E],
®* result :
IR

FHINE Required
% S
Type
JSON &
EeplliEnas

5 L,{&Jﬂﬂﬁtéi%o
(F15e8) BT

(FfFeR) BN

77



RGNl
5 SRR T U TRA:

"method": "TestConnectEnsemble",
"params": {1},
"id": 1
}
0 Nz 7451

[liyapz.s =AE1 SV b N Ll LGV

"id": 1,
"result": {
"details": {
"nodes": {
"1:10.10.20.70": "Passed",
"2:10.10.20.71": "Passed",
"3:10.10.20.72": "Passed",
"4:10.10.20.73": "Passed",
"5:10.10.20.74": "Passed"
}
b
"duration": "00:00:00:756072",
"result": "Passed"
}

B AR LURBYFTIE ThEE
9.6
TestConnectMvip

& LUfER TestConnectMvip A/AMASEHEFNEIEERE, MEEX MVIP 117
ping 12&1E, HIMIT—FEEM APl FiERIIEEE,

245

7EZREEUTRASHR:

78



Name Description Type
mvip el LUME B ESRN  string

HEAM MVIP FYEIE
Ei. TS5 BR
SRFRVIEREEY, TF

iz i =B
R[ElE
W% AE TR EE:

AIAE

Required

a~
=

79
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Name Description Type

FER BXMRRERER (JSON R JSON HER
) .

* connected : TN EETE

R MVIP  (f/R{E)

*mvIP . FAFMHE MVIP (F
IER)

* pingBytes . 56 FT# 1500
F15 ping MIXAIFMES (3¢
R)

° 56 . 56 FT ping MY
8 (JSON WR)

* individualRespons
eTimes : JIHENE
BT ALY E (F
FFERERLR)

* individualStatus
D YEHBTNEET RN
ping K& (FR7R¥L4R)

reresponseTime .
34 ping MARZAEYE] (F
i)

successful . 8R
ping MIXBEMIN (7
R1B)

° 1500 : 1500 F¥5 ping I
RAER (JSON WR)

* individualRespons
eTimes : JIHENE
BT RmEEYE (F
Freaghl)

* individualStatus
D YEHBTNEET RN
ping K& (Fa7R¥L4R)

reresponseTime .
34 ping MARZETIE] (F
fre)

successful . ping

;ﬂﬂiﬁ%@ﬁm (fr/R{E

° duration . BITNXFASE
HBYEHKE (FRFH)
° result . BMNMIALER (

=a

FRIHR)



RGNl
5 SRR T U TRA:

"method": "TestConnectMvip",

"params": {
"mvip" : "172.27.62.50"
br
"id":1
}
U)Wl

75 7FR BT LA R IR MBI -

"id": 1,
"result": {
"details": {
"connected": true,
"mvip": "172.27.62.50",
"pingBytes": {
"1500M™: {
"individualResponseTimes": [
"00:00:00.000250",
"00:00:00.000206",
"00:00:00.000200",
"00:00:00.000199",
"00:00:00.000199"
1y
"individualStatus": |
true,
true,
true,
true,
true
1y
"responseTime": "00:00:00.000211",
"successful": true
b
"56": |
"individualResponseTimes": [
"00:00:00.000217",
"00:00:00.000122",

82



"00:00:00.000117",

"00:00:00.000119",

"00:00:00.000121"
1y
"individualStatus": [

true,

true,

true,

true,

true

1y
"responseTime": "00:00:00.000139",

"successful": true
}
}
b
"duration": "00:00:00.271244",
"result": "Passed"

B hRZs LR BYFTIE ThEE
9.6

TestConnectSvip

EA AR TestConnectSvip AENMASFHERFMHER. WA ICMP £
HEEX SVIP $117 ping #21F, NRATN, WEEY iSCSI BohizF#HiTiER,

245

G EREBUTRASHR:

Name Description Type ZRINE Required
Svip eI LRI ERN  string 7z =
NEAM SVIP NEIE

EZ, RS8R
ERRNEREN, TF

fERILE
R[E1{E
WA RE I FREE:

83
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Name

HAER

Description Type

BXNRREMEE (JSON W& string
) .

* connected : TN EETE

3 SVIP (F7/R{E)

* svip . AFMLR SVIP (F
IER)

* pingBytes . 56 FT341 9000
F15 ping MIXAIFMES (3¢
R)

° 56 . 56 FT ping MY
8 (JSON WR)

* individualRespons
eTimes : JIHENE
BT ALY E (F
FFERERLR)

* individualStatus
D YEHBTNEET RN
ping K& (FR7R¥L4R)

reresponseTime .
34 ping MARZAEYE] (F
i)

successful . 8R
ping MIXBEMIN (7
R1B)

° 9000 : 9000 F¥5 ping I
RAER (JSON WR)

* individualRespons
eTimes : JIHENE
BT RmEEYE (F
Freaghl)

* individualStatus
D YEHBTNEET RN
ping K& (Fa7R¥L4R)

reresponseTime .
34 ping MARZETIE] (F
fre)

successful . &R

ping MiXEE (Fh

RIE)

° duration . BITNNAFAE
HBtEKE (FF778)

° result . BKMIIAER (
FRIE)

85



RGNl
5 SRR T U TRA:

"method": "TestConnectSvip",

"params": {
"svip" : "172.27.62.50"
by
"id" 1
}
U)Wl

75 7FR BT LA R IR MBI -

"id": 1,
"result": {
"details": {
"connected": true,
"pingBytes": {
"56": |
"individualResponseTimes": |
"00:00:00.000152",
"00:00:00.000132",
"00:00:00.000119",
"00:00:00.000114",
"00:00:00.000112"
I
"individualStatus": [
true,
true,
true,
true,
true
1,
"responseTime": "00:00:00.000126",
"successful": true
br
"9000": {
"individualResponseTimes": [
"00:00:00.000295",
"00:00:00.000257",
"00:00:00.000172",

86



"00:00:00.000172",
"00:00:00.000267"
I
"individualStatus": |
true,
true,
true,
true,
true

1,
"responseTime": "00:00:00.000233",

"successful": true
}
by
"svip": "172.27.62.50"
by
"duration": "00:00:00.421907",
"result": "Passed"

R AS AR AT THAE
9.6
pUNEE e

BRI LAGER TestDrives AN T R LR FMEREheRiz TRE(FIOIE. L7 A PIIeNBREhas
ERREHERRE, FERIENNHES R P S E RS,

Parameters

(R EEAT BRI " S5 " A LA TestDrives Bk
() LWRAHBE 10 H5

S ZREBUTRASR:

Name Description Type BRNE Required
G BN true LUK~ boolean ¥ =1
TR ERYIREhER.
minutes BEMLETHS ¢ R 10 £
o

87



R [El{E

A EZRBUTRENE:

Name Description Type
FHER BXRMIMSIERTIEAKAIER.  JSON HER
ARG

75 7ERNEREMTF LA TR A

"method": "TestDrives",

"params": {
"force": true,
"minutes" : 10
by

"id" 1

}
Uit

W7 EERE—N R, HREETRPESMEEZRAINIRE R,
B hRZs LR BYFTIE ThEE

9.6

TestHardwareConfig

e UFA TestHardwareConfig HiATED R ERITESE MR, MidiEIn S iE10IEREHF
e, BEHhREUNFIERoIzSEEEEFE.

Parameters
() EUtTRTRNEE S,

I EREBUTRASR:

88



Name Description Type

b=pid ERTFEEFRBL) boolean
EHREMR, A&
&:
* true : MIFRETF
B E R
HEFEITN
o
* false ;. WREF
BIMIXE R,
(52H!] ERNEET =, Itk boolean
FEBNEE force
28,
R[EE
WAEEB LU TRENE:
Name Description
FHER BHREIFAE R
p=pan

75 7ERNEREMATF LA TR A

"method": "TestHardwareConfig",
"params": {
"force": true
br
"id" @ 1
}
L)t

RFIMERAINKERK, BEESRBRE— T mETR,

B hRZs LASRBYFTIE ThEE

9.6

FINE Required
false =
T p=3i
Type
JSON W&



TestHardwareConfig
TestLocateCluster

BRI LA TestLocateCluster HERIEN ARG LU EEHEIEEFISENSE
B, MBI EEeIEER, HIHEEESTIT =

Parameters

I FEEBERNASE
IR[EE

A EZREE U TRENE:

Name Description Type

HAER BXRMMRERINHKBBIES.  JSON MR

RN
H T ABIEREMTF LT RA1:

"method": "TestLocateCluster",
"params": {1},
"id" 1
}
0l Nz 745

75 7FR E AT LA TR BRI :

90


https://docs.netapp.com/zh-cn/element-software/api/reference_element_api_response_example_testhardwareconfig.html

"id": 1,
"result": {

"details": {
"complete": true,
"ensemble": {

"nodes": [

{
"IP": "10.10.5.94",

"nodeID": 1

"Ip": "10.10.5.107",
"nodeID": 2

"Ip": "10.10.5.108",
"nodeID": 3

by

"version": "5.749"

Yo
"duration": "0.0384478sec",
"result": "Passed"

B RRA LRGSR TN AE
9.6
ML 2SI+

A LAfER TestLocalConnectivity FAEXEMMEBMFTS I ANEE IP (CIP)
H1T ping 121,

Parameters

s 9 Z LT &

R[ElE
W% AE U TREE:

91



Name Description Type

BFAERS HEEREPE T SRED JSON X%
ping PRRZEYE],

BRI
H T ABIEREMTF LT RA1:

"method": "TestLocalConnectivity",
"params": {},
"id": 1
}
U vaanet]l

M7 RBIE R T AT R A

"id": null,
"result": {
"details": {
"10.26.86.17": {

individualResponseTimes: [
"00:00:00.006868",
"00:00:00.005933",
"00:00:00.006655",
"00:00:00.006584",
"00:00:00.006334"

I

individualStatus: [
true,
true,
true,
true,
true

1,

responseTime: "00:00:00.006475",

successful: true

br
"10.26.86.18": {

individualResponseTimes: [

"00:00:00.006201",

92



"00:00:00.006187",
"00:00:00.005990",
"00:00:00.006029",
"00:00:00.005917"7],
individualStatus: [
true,
true,
true,
true,
true
I
"responseTime": "00:00:00.006065",
"successful": true
br
"10.26.86.19": {
individualResponseTimes: [
"00:00:00.005988",
"00:00:00.006948™",
"00:00:00.005981",
"00:00:00.005964",
"00:00:00.005942"

1,

individualStatus: [
"true",
"true",

true,

true,

true

I

responseTime: "00:00:00.006165",

successful: true,

br
"10.26.86.20": {
individualResponseTimes: [

"00:00:00.005926",
"00:00:00.006072",
"00:00:00.005675",
"00:00:00.009904",
"00:00:00.006225"

"individualStatus": [
true,
true,
true,
true,

true



1y
responseTime: "00:00:00.006760",
successful: true

}

by
"duration": "00:00:00.595982",
"result": "Passed"

B hRZs AR BYFTE ThEE

9.6

TestNetworkConfig

O] LAERE TestNetworkConfig AN BEEENNEZEERT S RA L IEEFERAN
481 B ILAC,

Parameters

£ Ul B TUI HR{ER SetNetworkConfig 75 ABCE T REY, RASWIEHFELLECE. TestNetworkConfig API il
NEREENEEFHTRIEGEER, 5190, MRAEMBAMEKIE, ETLUERLL APl HERET RIE1TH
WMERE NN EENNMEILE. WRERRIIREFEERIR, FEYFEREEEFERP.

LM AR F MM B R E. NRLAER, WA ZREE@RiH. ES0LUATERRE.

A EZBRMASH,

R [E{E

A ERE U TRENE:

Name Description Type

FAERS BEEFEREREITHINSEER JSON WR
IEHRITF NI E N ZIMNE
EIET=E

=N

75 7ERNIEREMATF LA TR A

94



"method": "TestNetworkConfig",
"params": {1},
"id" : 1

M iz 7~ 451 1
MBFRIGNEIEIZ, MRLREE(EM,

Wigw g 1,

"result": {

"details": {

"network": {...}

b

"duration": "00:00:00.144514",
"result": "Passed"

0ie) 7 7~ 51 2
MTU RITER A,

Vig®w g A,
"result":
{
"details"
{
"error":
{
"message" : "Network configuration mismatch on BondlO0G:
Incorrect MTU expectedMTU=[1500] actualMTU=[9600]", name:
"xAssertionFailure"

}

Yy
"duration": "0.125213sec",
"result": "Failed"

95



MRz 3
ER DB BRI Bl

"id": 1,
"result":

{

"details" :

{

"error":

{

"message" : "Network configuration mismatch on BondlG: Routing
table missing route=[192.168.137.2 via 192.168.159.254 dev BondlG]", name:
"xAssertionFailure"

}

br
"duration" : "0.128547sec",
"result" : "Failed"

B hRZs LR BYFTIE ThRE
9.6
THREZER

SetNetworkConfig

TestPing

EOUEA TestPing AEMIRAER ICMP #3EEE 1G # 10G A LSBT
MEIMLLEE, IEINIXSIRIERNKZREEFH MTU IKERNSMUEEFERESEM MTU X
Ne TestPing A=EIRRIGET VLAN #0,

Parameters

A EEBUTRASE:

Name Description Type 2INE Required
ZIHIRER EERZNESNT BEE S. £

MR ping BYREL

96



Name

EM

#O

packetSize

PingTimeoutMsec

BIESDER

sourceAddressV4

sourceAddressV6

BB

Description

EEE ping MIGE
ppiub e IR ES
, ES SR, 1R
KRIsEEMEN, W
LA E G T F B SRS
FREYEHIT ping
1215

R AR ping BY
mE EAF) &0
CIERIER

* Bond10G : M%P
E 10G EOKIE
ping o

* Bondl1G . M4}
T 1G EOAIX
ping o

EEBERXIE B

IP B9 ICMP #iE8
RAENFTEH. F
BEATUNT LEED
BHIEENRKA
MTU ,

EEFFS ping
MRz Y ZFDER.

77 ICMP ¥iEE 2
DF (Do not
Fragment ) #ri&o

E7E ICMP ping $UE
BHERR IPv4
sk,

E7E ICMP ping $UE
BHERR IPv6
Hodik,

BEERET—RX
ping Eif sttt
228 ping 21
RSN AIESE] (1L
FOREAGL) o

Type ARIME
string I
string ¥

i) 500 257
boolean false
string x

string x

3] 5.

Required

a~
=

iy

iy

iyl

7]

iy

iy

iy
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Name Description Type BRINE
virtualNetworkTag &% ping $uE @At  #&HY I

E{EFMARY VLAN ID

o

R[ElfE
75 ARE U FiREE:

Name Description

HAER FIHT A S Z@EERE T IP X
% ping MM FEIHE Bo

BERTHI

M7 EBE R T AT R A

"method": "TestPing",
"params": {
"interface": "BondlG",

"hosts": "192.168.0.1"

by
"id" ;1

MRz
75 R BT A TR GIBIIARL:

98

Type
JSON #&

Required

a~
=



"id": 1,
"result": {
"details": {
"192.168.0.1": {
"individualResponseCodes": [
"Success",
"Success",
"Success",
"Success",
"Success"
1y
"individualResponseTimes": [
"00:00:00.000304",
"00:00:00.000123",
"00:00:00.000116",
"00:00:00.000113",
"00:00:00.000111"
I
"individualStatus": |
true,
true,
true,
true,
true
1,
"interface": "BondlG",
"responseTime": "00:00:00.000154",
"sourceAddressv4": "192.168.0.5",
"successful": true
}
by
"duration": "00:00:00.001747",
"result": "Passed"

B hRZs LR BYFTIE ThEE

5.0

M AR E

AT LAE TestRemoteConnectivity FAXNITIEEENE T 21T ping 12{EHIE

99



EREECHEEER, EEALGAREIERNER, DANERIN, NRITZHIE
FEiER R, ARG FIHAISME .

Parameters

I HEZBERNASE
R[EE

A ZEEEUTRENE:

Name Description Type

HAER BT RRVED ping MERZEYE. JSON R

AR
T ABEREMTF AT RA:

"method": "TestRemoteConnectivity",
"params": {
"force": "true"
by
"id": 1
}
Ut

75 75 R BT LA - BRI MBI -

"id": null,
"result": {
"details": {
Tiwe
"details": {
"10.26.86.17": {
"individualResponseTimes": [

"00:00:00.006868",
"00:00:00.005933",
"00:00:00.006655",
"00:00:00.006584",
"00:00:00.006334"

1,

100



by

"individualStatus": [
"true",
"true",
"true",
"true",
"true"

1,

"responseTime": "00:00:00.006475",

"successful": true

"10.26.86.18": {

by

"individualResponseTimes":

"00:00:00.006201",

"00:00:00.006187",

"00:00:00.0059%90",

"00:00:00.006029",

"00:00:00.005917"
1y
"individualStatus": |

"true",

"true",

"true",

"true",

"true"

1,

"responseTime": "00:00:00.006065",

"successful": true

"10.26.86.19": {

by

"individualResponseTimes":

"00:00:00.005988",

"00:00:00.006948",

"00:00:00.005981",

"00:00:00.005964™",

"00:00:00.005942"
1,
"individualStatus": [

"true",

"true",

"true",

"true",

"true"

I

"responseTime": "00:00:00.006165",

"successful": true,
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"10.26.86.20": {
"individualResponseTimes": [
"00:00:00.005926™,
"00:00:00.006072",
"00:00:00.005675",
"00:00:00.009904",
"00:00:00.006225"
I
"individualStatus": [
"true",
"true",
"true",
"true",
"true"
I
"responseTime": "00:00:00.006760",
"successful": true
}
by
"successful": true
}
by
"duration": "00:00:00.595982",
"result": "Passed"

}

B hRZs LR BYFTIE ThEE

9.6
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