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Normal “NA- before_attack_cifs Oct/18/2019 01:45:26 160 KB None

VM #1 CIFS £Z= /) WannaCry B3

AT, HAPENE WannaCry EERERUAS|IN FlexPod IFIER, UNKMEEMRIIMASER,

U EIRBAT WannaCry BE3 4 Z#HIS 25N VM BY:
1. BIRIERIPERRMG
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Ransomware,
WannaCry

2. BHAT I M

| v % Application Tools ~ Ransomware.WannaCry — a X
Home Share View Manage 0
H » ThisPC > Desktop » Ransomware.WannaCry v O Search Ransomware.WannaCry 0
Name Date modified Type
# Quick access
(87| ed01ebfbcOebSbbeas545af4d01bf5f10716618404280439c6e5babelell0ed1aa 10/18/2019 5:48 AM  Applica
I Desktop :
0
& Downloads o .
: ® Run as administrator
| Documents o+ ==
B Troubleshoot compatibility

Zfl1: WannaCry 3 VM FIBREIE) CIFS HZE PRI RGHITMNE
A RFABRGTRY CIFS HEB4K WannaCry EERHMNE,

EEREF A3 AR WNCRY BB H#ITNE,
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=R % | Documents — a x

Share View 9
— ~ “ |5 » ThisPC > Documents v O Search Documents y-
Name Date modified Type Size £
v 3k Quick access )
| WorkDoc-1.pdf PDF File 5,120 KB
I Deskto * —
d [ ] WorkDoc-1.pdf.WNCRY WNCRY File 5,121 KB
¥ Downloads * [ WorkDoc-2.pdf PDF File 5,120 KB
%] Documents > | WorkDoc-2.pdf.WNCRY WNCRY File 5,121 KB
&= Pictures A ] WorkDoc-3.pdf PDF File 5,120 KB
Bl This PC | WorkDoc-3.pdf.WNCRY WNCRY File 5,121 KB
s -
| WorkDoc-4.pdf PDF File 5
» g Network [ ] WerkDoc-4.pdf.WNCRY WNCRY File 5,121 KB
|| WorkDoc-5.pdf PDF File 5

PDF File 5
PDF File 5

WorkDoc-6.pdf
WorkDoc-7.pdf

|| WorkDoc-8.pdf PDF File 5

] WorkDoc-9.pdf PDF File 5

] WorkDoc-10.pdf PDF File 5
4‘ WorkDoc-10.pdf WNCRY WNCRY File 5,121 KB
] WorkDoc-11.pdf PDF File 5,120 KB
| WorkDoc-11.pdf. WNCRY WNCRY File 5,121 KB
‘| WorkDoc-12.pdf PDF File 5,120 KB
[ ] WorkDoc-12.pdf. WNCRY WNCRY File 5,121 KB
| ] WorkDoc-13.pdf 10/18 48 AM  PDF File 5,120 KB
WNCRY File 5,121 KB

[] WorkDoc-13.pdf.WNCRY 10

339 items ’ - - - r;l
TR VM ARG H = RIFE XX #HTTINE,

= = | T DriveTools  fpolicy_share (\\192.168.204,101) (Z:) - o X
Home Share View “ Home Share View Manage (2]
- « 4 | » ThisPC » Documents v O earch Dgf - ~ 4 = > ThisPC > fpolicy_share (\\192.168.204.101) (Z) > v U earch fpolicy_share 216 P
Name Date modified Type MName Date modified Type Size
# Quick access A Quick access
B Desitop 4 ©Please_Read Me@ :‘_ 5 -“( i Documes b N Dot W File folde

i @WanaDecryptor@
| WorkDoc-1.pdf. WNCRY
% Documents  # WorkDoc-2pdf WNCRY
&= Pictures ¢ WorkDoc-3.pdf WNCRY
| WorkDoc-4.pdf WNCRY
WorkDoc-5.pdf WNCRY
i Metwork | WorkDoc-6.pdf. WNCRY 071472019 1:35 AM
WorkDeoe-7.pdf WNCRY 10147201
WorkDoc-8.pdf. WNCRY
_| WorkDoc-9.pdf WNCRY
| WorkDoc- 10.pdf WNCRY
WorkDee-11.pdf WNCRY
| WorkDoc-12.pdf. WNCRY
| WorkDoc-13.pdf. WNCRY
WorkDec-14.pdf. WNCRY
| WorkDoc- 15.pdf WNCRY
| WorkDoe- 16.pdf. WNCRY
| WorkDoc- 17.pdf. WNCRY
WorkDoc-18.pdf. WNCRY
WorkDoc-19.pdf. WNCRY

Test Data 1772019 105 File folde
GPlease_Read_ Me@
P @WanaDecryptor®
= Pictures o __| Ransemware.WannaCry.zip. WNCRY
B This PC | Softwarelmage-1.is0. WNCRY
File | Softwarelmage-2.iso WNCRY
b Network ] Softwarelmage-3.is0. WNCRY
Softwarelmage-4.iso. WNCRY
Softwarelmage-S.is0 WNCRY
| WorkDac-1.pdf WNCRY
| WarkDoc-2.pdf WNCRY
WorkDoc-3.pdf WNCRY
| WorkDec-4.pdf WNCRY
WorkDec-5.pdf WNCRY
WorkDoc-6.pdf. WNCRY
WorkDoc-7.pdf. WNCRY
WorkDoc-8.pdf. WNCRY
| WorkDoc-9.pdf WNCRY
WorkDoc-10.pdf. WNCRY

& Downloads ¢ ¥ Downloads .

%] Documents o’

I This PC

202 items 20items e

oal]

MERIEFHIAN A HITINZRB—ZEE, ERAAL T Snapshot BIZSA/NBYFSERIE KA R FHEER I LE
USSR T o

BAMENE, EREEAE, F£E CIFS H=ERIERT Snapshot K/NAIEEINZ] 820.98MB o
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Volume: cifs_volume Back to All volumes # Edit { More Actions C Refresh
Qverview ‘ Snapshots Copies Data Protection Storage Efficiency Performance
+ Creste 9\ Configurasion Settings C Refresn L]
Status T State = Snapshot Name T | Date Time Total Size = | Application Dependency
Normal -NA- before_smack_cifs Oct/18/201901:45:26 820,98 MB None
S (VTR 2| El oIS
BAMSNEFEE VM 89509 Snapshot BlZsA/NENIEIT 404.3MB o
Volume: infra_datastore1 < Back to All volumes # Edit ¢ More Actions C Refresh
Overview Snapshots Coples Data Protection Starage Efficiency Performance
+ Create= % Configuration Sattings (™ Refresh -]
Status = | State = ‘ Snapshot Name = | DateTime Total Size = | Application Dependency
Narmal -NA- before_attack Oct/18/201901:43226 404.3MB None
= = Sk 32 T 0,
HE CIFS HENERFMENEFRE] 34% o
Volume: cifs_volume < Back to All volumes # Edit i More Acions C Refresh
Overview Snapshots Copies Data Protection Storage Efficiency Performance
Before [ i ] 75.21 GB of 90 GB
avallabie space
Last Run Detalls
afer [ B 80.21 GB of 90 GB
aaliable space LastRun  Oct/16/201900:10:02
Details Total Savings 5 GB (34%)

Deduplication
Deduplication Mode
Status

Type

Compression

(23]

Enabled (Background and Inline)
Policy based idefault)

icie

regular

Enabled(Iniine)

Seart Time

End Time

GB (34%) - Deduplication Saving
180 KB (0%) - Compression Savings
Oct/16/2019 00:10:00

Ocv16/2019 00:10:02

ERBRE ZAIfEA2H Snapshot BIZA<EIEIHEEIR R EIMHIAIBRETHY CIFS H=,

* &EIE VMm*

BIRREIML,

BRAATHE:

1. {EREMER SnapCenter 8J3£H Snapshot BIZSiE R B3 Lo
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| G WannaCry2016-1 | = | @ &

[ (v | @

Getting Started J Summary [ Monitor

- (3 172.21.211.100
~ [l Sugaricaf
~ [P Cluster_1
@ 172.21.21
R 172.21.21
&Datasrok

|z| Recent Tasks

T~

Task Namea

Check new notifications

Rimd Ao D octourss

1_ ﬁb Actions - WannaCry-2016-1

Update Manager -

Power
Guest OS
Snapshots

ﬁ;vCenter-Vﬁj [=f Open Console

G vCenter
[ 5 Wannac:, [

Clone
Template

Fault Tolerance

VM Policies
Compatibility

Export System Logs...

Bg Edit Resource Settings.
@ Edit Settings...

Move To..
Rename
Edit Notes..

Tags & Custom Attributes

Add Permission
Alarms

28T

NetApp SnapCenter

ERFTER VMware —2X Snapshot BIZAS# TR R

All vRealize Orchestrator plugin Actions

Configure

Permis

WannaCry-2016-1

Guest OS: Microsoft Wir
Compatibility ESXi 6.7 and
Vv are Tools: Running, ver:
> NMore info
> DNS MName: w annacry-2C
» IFP Addresses: 192.168.204
Host: 172.21.211.1

£y &

—

{PU(s). 90 MHz used

: -81 92 MB. 327 MB memory active
)00 GB

) ‘-‘S {connected)
Enonnected 2- @
a;:onnec!ed a¥ - a
o me

E
gitional Hardware
|

Xi 6.7 and later (VM version 14)

|

Edit settings

Restore

i) Guest File Restore

@:::_Creat_e Resource C-'}ED_ I
[, Add to Resource Group |
&+ Attach Virtual Disk

| = Detach Virtual Disk !

[ n m [x)
: Search a backup
2. Select scopo —
Search for Backups Q Y
3. Select location
4. Summary Available backups (This kst shows primary backups. You can modify the filter 1o display primary and secondary backups. )
Name Backup Time Mounted Policy ViMware Snapshot
SnapCenter_10-18-_.  10/18/2019 11:0.0 Mo Hourty Yes -
SnapCenter_10-18- . 10/1872019 10:0:0 No Hourly Yes
SnapCenter_10-18- 1011872018 9:0:0 AM  No Hourly Yes
SnapCenter_10-18- 10/1872019 8:0.0 AM | No Hourty Yes
SnapCenter_10-18- 101872019 T:0:0 AM  No Hourly Yes
SnapCenter_10-18- 11872019 6:0.0 AM | No Hourly Yes
SnapCenter_10-18- 10/18/2019 5000 AM  No Hourly Yes
SnapCenter_10-18- 10/18/2019 4000 AM | No Hourly Yas
SnapCenter_10-18- 10/18/2010 3:000 AM  No Houriy Yes
SnapCenter_10-18- 10/18/2019 22000 AM  No Hourly Yes
SnapCenter_10-18- 10/18/2019 1:38:3 Mo Hourly Yes
SnapCenter_10-18-.. 10/18/20191.303... No Hourty Yes -




3. IEERPRIERHEFBNED VM .

Il Restore

+" 1. Select backup Restore scope

2. Select scope
Restored VM name

J. Select location

ESXi host name
4. Summary

Restart VM

Entire virtual machine -

WannaCry-2016-1

172.21.211.10 -

[«

| Back | [ Next | | ] [_Cancel |
= \ = > {m|
4. PHEERUBINERTRE,
| Il Restore )
+ 1. Select backup Virtual machine to be restored WannaCry-2016-1
+ 2. Select scope Backup name SnapCenter_10-18-2019_01.30.35.0093
+ 3. Select location Restart virtual machine Yes
ESXi host to be used to mount the backup 172.21.211.10
": Thig virtual machine will be powered down during the process.
L3
| Back | [ Next | [ Finish | | Cancet |

o EPMREX R EER.
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WannaCry-2016-1

u = g = | Documents

Recycle Bin
' Home Share View

A 1E » ThisPC > Documents

MName Date modified
v 3 Quick access

| WorkDoc-1.pdf
3 - Il Deskto \
Ransomwar... P | WorkDoc-2.pdf

| WorkDoc-3.pdf
%| Documents | WorkDoc-4.pdf
=/ Pictures | WorkDoc-5.pdf
| WorkDoc-6.pdf
| WorkDoc-7.pdf
= Network | | WorkDoc-8.pdf
WorkDoc-9.pdf
WorkDoc-10.pdf
| WorkDoc-11.pdf
| WorkDoc-12.pdf
WorkDoc-13.pdf
| WorkDoc-14,pdf
| WorkDoc-15.pdf
WorkDoc-16.pdf
| WorkDoc-17.pdf
| WorkDoc-18.pdf
| WorkDoc-19.pdf
| WorkDoc-20.pdf
| WorkDoc-21.pdf

¥ Downloads

B3 This PC

00 e
200 items

° XJE CIFS &= *
EiX[R CIFS &£, BRUTTE:

1. ERKTRICIEM LM Snapshot BIAIRREHE,

Volume: cifs_volume Back to A e Z# Edit : More Actions
Overview Snapshots Coples Data Protection Storage Efficiency Performance
+ Cre 3 c
Status State Snapshot Name Date Time Total Size Application Dependency

2. BEME LUBIIEFIRF.
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Restore Volume

Volume 'cifs_volume' will be restored using the Snapshot copy 'before_attack_cifs' ?

All changes made after this Snapshot copy was created will be lost.

Restore volume from this Snapshot copy.

ox
3. XREEE CIFS #=,
2| 4 0=I Drive Tools  fpolicy_share (\\192.168.204.101) (Z?)
Home Share View Manage
= v /4 == > ThisPC » fpolicy_share (\\192.168.204.101) (Z:)
Name B Date medified Type Size
7 Quick access
Documents 10/16/2019 3:53 AM  File folder
[ Desktop 4 _
Test Data 10/14/2019 9:36 AM  File folder
" Rowilands " ‘? Ransomware.WannaCry 10/14/2019 1:29 AM  Compressed (zipp... 3,400 KB
5] Documents  #  [3] seftwarelmage-1 10/14/2019 1:45AM  Disc Image File 1,048,576 KB
=] Pictures * Softwarelmage-2 10/14/2019 1:47 AM  Disc Image File 1,048,576 KB
B This PC lél Softwarelmage-3 10/14/2019 1:48 AM  Disc Image File 1,048,576 KB
o u Softwarelmage-4 10/14/2019 1:45 AM  Disc Image File 1,048,576 KB
r.'_‘ Network @ Softwarelmage-5 10/14/2019 1:50 AM  Disc Image File 1,048,576 KB
[ ] WorkDoc-1.pdf 10/14/2019 1:39 AM  PDF File 5,120 KB
[:] WorkDoc-2.pdf 10/14/2018 1:33 AM  PDF File 5,120 KB
D WorkDoc-3.pdf 10/14/2019 1:39 AM  PDF File 5,120 KB
D WorkDoc-4.pdf 10/14/2019 1:33 AM  PDF File 5,120 KB
[ ] workDoc-5.pdf 10/14/2019 1:33 AM  PDF File 5120KB
[ ] WorkDoc-6.pdf 10/14/2019 1:39 AM  PDF File 5,120 KB
[ ] WorkDoc-7.pdf 10/14/2019 1:39 AM  PDF File 5,120 KB
[ ] WorkDoc-8.pdf 10/14/2019 1:33 AM  PDF File 5120 KB
D WorkDoc-9.pdf 10/14/2019 1:39 AM  PDF File 5,120 KB
[] WorkDoc-10.pdf 10/14/2019 1:39 AM  PDF File 5,120KB
Zf5) 2 : WannaCry 3 EIMIFRIXERFEHITINEG, H=HAIT@ET FPolicy fRIFAIIRSY CIFS HE#HITINE

iR

* ECE FPolicy*

BT CIFS = LACE FPolicy , J57E ONTAP &8 a7 &<
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vserver fpolicy policy event create -vserver infra svm -event-name
Ransomware event -protocol cifs -file-operations create, rename,write, open
vserver fpolicy policy create -vserver infra svm -policy-name

Ransomware policy -events Ransomware event -engine native

vserver fpolicy policy scope create -vserver infra svm -policy-name
Ransomware policy -shares-to-include fpolicy share -file-extensions-to
—-include WNCRY, Locky,ad4c

vserver fpolicy enable -vserver infra svm -policy-name Ransomware policy
-sequence-number 1

fEFLEERERRY, RAVFERY BRI WNCRY , Locky #l ad4c BISKHHITIHR(E create , rename , write
¥ open o

BEEXHERGHRS—ENRNEEAT - FENRSETR.

WannaCry-2016-1 Enforce US Keyboard Layout | View Fullscreen | Send Cirl+Alt+Delete

DriveTools  fpolicy_share (\192,168.204.101) (Z))
Recycle Bin Share View ome Share View Manage

» ThisPC » Documents v 4 = > ThisPC » fpolicy_share (\\192.168.204.101) (Z:)

' o Quick access o - # Quick access
A - 14/201 | Documents
B Deskisp | WorkDoc-1.pdf £ B Desktop R

WorkDoc-2.pdf 4/2 A Test Data
& Devinacs WorkDoc-3.pdf 10014 9 A ¥ Dimeloads Ransomware.WannaCry

<] Documents WorkDoc-4,pdf = Documents
= Pictures ¢ | WorkDoc-5.pdf 1472 = Pictures Softwarelmage-2

| WorkDoc-6.pdf I This PC :
WorkDoc-7.pdf 1472 Softwarelmage-4
b Netwerk WorkDac-8.pdf ga191ag @ Network Softwarelmage-5

Softwarelmage-1

_— Softwarelmage-3
= This PC

WorkDoc-9.pdf 1071472 | WorkDoc-1.pdf
WorkDoc-10.pdf 4/2018 1:39 £ WorkDoc-2.pdf
WorkDoc-11.pdf 4/201 A WorkDoe-3.pdf
| WorkDoc-12.pdf 14/2 A WorkDoc-4.pdf
WorkDoc-13.pdf 4/2 A WorkDoc-5.pdf
| WorkDoc-14.pdf 14 40 A WorkDog-6,pdf
WorkDoc-15.pdf 01472 404 WorkDoc-7.pdf
WorkDoc-16.pdf 0n4/2 . WorkDoc-8.pdf
WorkDoc-17.pdf 10114 40/ WorkDoc-9,pdf
WorkDoc-18.pdf 4/2010 1:40 2 WorkDoc-10.pdf
WorkDoc-19.pdf
| WorkDoc-20.pdf
WorkDoc-21.pdf

B LR ENZ . WannaCry BERGRERX CIFS HERBIXMH#HITINE, B FPolicy 2F5LEEF M
XL
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WannaCry-2016-1 Enforce US Keyboard Layout Send Cirl+Alt+Delete

Share Share View

» ThisPC » Decuments » Documents

« fpolicy_share (\\192.168.204.101) (Z:)

Mame Date modified Name Date modified Type Size Cal
o Quick access o Quick access

B Desktop P @Plesse_Read_ Me®@ 2! 1 B Deskiop @Please_Read Me@
5 @WanaDecryptor® 1272 A 5 @WanaDecryptor®
& Downloads WorkDoc-1,pdf WNCRY ¥ Downlosds WorkDoc-1.pdf
% Decuments ¢ WorkDoc-2,pdf WNCRY 4/20191:39 4 = Documents | WorkDoc-2.pdf
&= Pictures | WorkDoc-3.pdf. WNCRY ! 1:394 & Pictures WorkDoc-3.pdf
& ThispC Moo put WNCRY £ This PC Sondc Lot
iR WorkDoc-5.pdf WNCRY 4 1:39 4 WorkDoc-5.pdf
¥ Network WorkDoc-6.pdf WNCRY 420191394 @ Network WorkDoc-6.pdf
WorkDoc-7.pdf WNCRY /2019 1:39 4 WorkDoc-7.pdf
WorkDoc-8.pdf WNCRY 4/2019 1:394 WorkDoc-8.pdf
WorkDoc-9.pdf WNCRY 4/20191:39 4 WorkDoc-9.pdf
x WorkDoc- 10.pdf

WorkDoc-11.pdf
WorkDoc-12.pdf
WorkDoc-13.pdf
WorkDoc-14.pdf
WorkDoc-15.pdf

Ooops, your files have been encrypted!

What Happened to My Computer?
'Your important files are encrypted.

I Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to WorkDoc-16,pdf
recover your files, but do not waste your time. Nobody can recover your files without | WorkDoc-17.pdf
M our decryption service. WorkDoc-18.pdf

WorkDoc-19.pdf

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

\ ou can decrypt some of your files for free. Try now by clicking <Decrypt>.

b ifaran wrant ba dacment all saoe Alae o nand tanae

@RI SIEE, THREMERER

A FTTEERY NetApp THEERI B BNERERE A ERLOHNEREFE, FMK—FFER
eI, MUMBEER LTRSS AR SFIzE,

BJLU&E Snapshot BIZAITXILUARFIENIME REHR (RPO) o BT Snapshot BIZHEFIRIEIE R HIR
Fitt, FIUSHREMMEREER (RTO) o

BEENE, CRMEREMEHETHR, CTURERE RS
e

DR READICENTY), WEEFCIRRETITE TS, AMEREREISRZE, #
MU LB RiRHEEE R, REEFTNGIEREE, ERhAXRERE,
FEEERBXRIIER,

RIEA" (Eh) XE"RE 19% NPRRGREEEN THRZEA IRFHE. Bk, FERNERE
HERNAEXNHR, FAXFHIIEEREENHLSEABEC.

SRS NAIER ?s?%f’ﬁ%ib?i’x#UEE’JEEQHEJZ*‘B%\ Eit, BIFENERLSRAIB—NEME D KX
LRENMBENAT, UEEAERERMENESZREEMRZM,

%%U‘ FHRILIREFEZFEBRARSIENMN, FlexPod BITEHAIAEF FAS RETIRMESVFIFNAZ HIhEE,
TFEEINERA,
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https://www.forbes.com/sites/leemathews/2018/03/09/why-you-should-never-pay-a-ransomware-ransom/
https://www.forbes.com/sites/leemathews/2018/03/09/why-you-should-never-pay-a-ransomware-ransom/
https://www.forbes.com/sites/leemathews/2018/03/09/why-you-should-never-pay-a-ransomware-ransom/
https://www.forbes.com/sites/leemathews/2018/03/09/why-you-should-never-pay-a-ransomware-ransom/
https://www.forbes.com/sites/leemathews/2018/03/09/why-you-should-never-pay-a-ransomware-ransom/
https://www.forbes.com/sites/leemathews/2018/03/09/why-you-should-never-pay-a-ransomware-ransom/
https://www.forbes.com/sites/leemathews/2018/03/09/why-you-should-never-pay-a-ransomware-ransom/
https://www.forbes.com/sites/leemathews/2018/03/09/why-you-should-never-pay-a-ransomware-ransom/
https://www.forbes.com/sites/leemathews/2018/03/09/why-you-should-never-pay-a-ransomware-ransom/
https://www.forbes.com/sites/leemathews/2018/03/09/why-you-should-never-pay-a-ransomware-ransom/
https://www.forbes.com/sites/leemathews/2018/03/09/why-you-should-never-pay-a-ransomware-ransom/
https://www.forbes.com/sites/leemathews/2018/03/09/why-you-should-never-pay-a-ransomware-ransom/
https://www.forbes.com/sites/leemathews/2018/03/09/why-you-should-never-pay-a-ransomware-ransom/
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NetApp Snapshot 24

"https://www.netapp.com/us/products/platform-os/snapshot.aspx"

SnapCenter F &I

"https://www.netapp.com/us/products/backup-recovery/snapcenter-backup-management.aspx
SnapLock #3ES MM
"https://lwww.netapp.com/us/products/backup-recovery/snaplock-compliance.aspx"

NetApp = @14

"https://www.netapp.com/us/documentation/index.aspx"

Cisco BREGEENMHRIF (AMP)
"https://www.cisco.com/c/en/us/products/security/advanced-malware-protection/index.html"
Cisco Stealthwatch

"https://lwww.cisco.com/c/en_in/products/security/stealthwatch/index.html"


https://www.netapp.com/us/products/platform-os/snapshot.aspx
https://www.netapp.com/us/products/backup-recovery/snapcenter-backup-management.aspx
https://www.netapp.com/us/products/backup-recovery/snaplock-compliance.aspx
https://www.netapp.com/us/documentation/index.aspx
https://www.cisco.com/c/en/us/products/security/advanced-malware-protection/index.html
https://www.cisco.com/c/en_in/products/security/stealthwatch/index.html
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