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a. 1 Unified Manager AR5588 £, 148 SSH KiEHE i Unified Manager CLI,
“um cli login -u <umadmin>8% CLI ssLMER, 1BESIR "2 Unified Manager CLI #5%"

b 9J-LJ-.E API H*ZEIE EJF%O
‘um option list api.gateway.enabled —* “true {ER RAPIMXE B

C. NBIREWVER false, BITLEHS:

um option set api.gateway.enabled=true
d. EH/E5D Unified Manager fRS528
* Linux: "EF/Z5h Unified Manager" o
* VMware vSphere: "E#/Z5/ Unified Manager A" o

StorageGRID
7£StorageGRID_E%#=Keystone Collector EE LI T EIE,

* StorageGRID "11.6.0' A EERA N LEE, BXFAHKStorageGRID HIER, ESIR"FELStorageGRID
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Deploy OVF Template Review details <

Verify the template details.
1 Select an OVF template

Publisher Sectigo Public Code Signing_CA R36 (Trusted certificate)
2 Select a name and folder

Product Keystone-Collector
3 Select a compute resource Version 3.12.31910

Vendor NetApp
o el Download size 1.7 GB

Size on disk 3.9 GB (thin provisioned)

19.5 GB (thick provisioned)

CANCEL BACK NEXT

8. IE#8E OVF #&EiRMSHNE 5 FH, IEEFHEEMNNME.,
O. X R 6 i, EEEDNEFERIBITNE,
10. £ SR 7 BEXIEIR_F, IEEEES AP KPR ME It ED.

BRI A ESNEMETE vCenter B, NMAES|SEEFRIREAT VMware vSphere 24
() commipiie. EEReRERE, NERILERRAZ, Pv4 ML TR LI
CIDR FiafEfft. a0, FM#hS 255.255.255.0 fE/A1E 24

. 7£88E OVF RIR*MFH_P & 8 HEETM_, RELREHRIIEREERIKET OVA BENSH.

MIERERZ EIMHBEE, FTHFZIEMIE SSH REHEA IR EERERERUIIEEIMWE S EEEY
HITECE,
VIR RSECE

7 VMware vSphere 245 EHITUU TS, ¥H@iT OVA 2BERIKeystone Collector BRS385:#1THIIAACE :

@ SREERS, RELUEHKeystone Collector BIRLiHEF RE (TUl) AR HITEEMN SIS
o BRI LSRRI FEEITE] (FI90 Enter MEFTKE) SBEEHEIRF NS I TUL,

1. $T7 5Keystone Collector ARS3528H) SSH &, HEEEN, RARRTEENEERTNE, HERTRE
AR AT

2. ERHMBLEFRLAE TUL, EFE, TUl iEE,

HE, EAILUETIETT keystone-collector-tuiCLI #5%>



3. MNRFE, HE TUI L)Y ECE > MK REEERIFFAEE.
4. 7' IRE > RAFEHMERFENE. BN NTP RSS2,

S. fER P> BN EERS N E HiKeystone i EE2s, BHTE, EHF/BnIKeystone Collector HIE TUI SLFTE
Fr AR FHEE 24

7E Linux £%_E%%#Keystone Collector

ER] LU RPM 2% Debian €27 Linux Ax5588 £ %&%Keystone Collector ZXfF. RIEERY
Linux ZIThRAITRED B



£ RPM
1. @33 SSH iEiEF|Keystone Collector IRSZ2EFHIRAE “root $51%,

2. 3 \KeystoneAHZE R

# rpm --import https://keystone.netapp.com/repol/RPM-GPG-NetApp-Keystone-
20251020

3. {H@EIT T RPM £#EEH Keystone Billing Platform BIs4l, HRESNIEMRMAILIER:
# rpm -ga gpg-pubkey --gf '%{Description}'|gpg --show-keys --fingerprint 1E
RSN R
9297 0DB6 0867 22E7 7646 E400 4493 5CBB CY9E9 FEDC

4. F# keystonerepo.rpm X&:
curl -0 https://keystone.netapp.com/repol/keystonerepo.rpm

S, IIESHFRYE L4
rpm --checksig -v keystonerepo.rpm IERRXHHIERZ I AT
Header V4 RSA/SHA512 Signature, key ID c9e9fedc: OK

6. R YUM BT HEEE S

# yum install keystonerepo.rpm

7. Z¥Keystone repo f5, BT YUM BEEIE2Z L keystone-collector &:

# yum install keystone-collector

3#F Red Hat Enterprise Linux 9, &7 TFan$ %% keystone-collector £2:

# yum install keystone-collector-rhel?9

ﬁﬁﬁ Debian
@i SSH iE#%ZEIKeystone Collector fRSZEEFHIRFAZE root " 1

“sudo su

2. T keystone-sw-repo.deb’ XA
‘curl -0 https://keystone.netapp.com/downloads/keystone-sw-repo.deb

3. R#EKeystoneZR - EERE !
# dpkg -1 keystone-sw-repo.deb

4. BMRHEHIR:
# apt-get update

5. Z#Keystone repo f5, & keystone-collector &:
# apt-get install keystone-collector

SER RS, &R LIEREKeystone Collector EIRLRIFAF FE (TUl) SEREFRITER BEMISITE
() whe GEERSHERAS (U Enter IR SGEEAET KL TU., &R
EKeystonelf&E28"M" BT A A RBERR" T BB,

KeystoneZX {489 B ahIIE
KeystoneTZfi# AL & /1 Hah I iEKeystone R HITEEE M, MUEEHILR R LEEREES

b
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HYER1Fo

Keystone YUM 1FEER FIRECE keystonerepo.rpm EHEF] GPc ZE ('gpgcheck=1) EHATF@T It
FHEE T HMFTE NG, @idKeystone 7 il FHRVERIFEIT E BRI RPM ERFHMIELEZ R, LhIhEE
FKeystone Collector BIFNE EIEFINAE, UHRIEEIIL S EXZEB N EBERHRH,

At & Keystonel{EE 28

BEETH—E B TS BEfEKeystone Collector BEISUREETZEIFIE R IEREEE, X
B—RED, BT BUERRASHHEES EMNEMEIFE REGER,

* Keystone Collector J{Z#21it T Keystone Collector EIRAR A R E (TUI) SERRFERRIT
LB ES), R LUERSZMEEITH] (5190 Enter FIFTLE) FOEIFIRIF R B

@ TUl,

* Keystone Collector RI A AT &G RI EEXMAYALHITEE, WikA_Bih 3 AABRK . B
THRESZER, 585" Keystone b FFAAER",

p

1. BEhKeystone Collector 2 TUI SLAER:
$ keystone-collector-tui

2. 1% 3|FZE> KS-CollectorfTFKeystone Collector I BRE, &E&EAHNEI AT,
3. EHFTEHYET,

<strong>i&f FONTAP</strong>

° IREEONTAPERIEN: thET A UEEONTAPRIERBEREIE. A NActive 1Q Unified Manager
(Unified Manager) BRZ528F1ARSSHF BOIFA(E o

° USESONTAPIEREE : LEETATURERONTAPRYIERERUE, BUABR T, LLINREREAN. WRE
IR EZE LT SLA BRN#ITIER R, BRAIIED, =H# Unified Manager ¥iEER FIKF ¥
MER. BXEBBUEERFNER, BZA 612 Unified Manager FF"s

° MFRRANZGE: HETERE P A ERALEE, AABR. BXERBILETUSR ML SRIER MIETT
FHBRRER, BB IRGIETLALIE",

3} FStorageGRID
° £ StorageGRID{ERAIER: ik A] LUKET SERBRIIFHAE 2. HINStorageGRIDTI Sith
A P IFER.

° MFRRAAZE: HLETFRE P A ERALGE, AABR. BXERBILETR ML RIER MIETT
PHIFHIER, BEI IRFINETAALIE"

4. UIRER RSB0 KS-CollectorFE&,
S BH{RE
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NetApp Keystone Collector - Configure - KS Collector

Start KS-Collector with System
Collect ONTAP usage

Collect StorageGRID usage
sgadminnode.address
collector-user

Collect ONTAP Performance Data

sla-reporter

Remove Private Data
Standard
info
Tunables
Clear Config
Back

6. @TiR[E] TUl TREHWIIRSIRESER, HiFKeystone Collector &b FRERS. RENERRSLTE

Overall: Healthy
UM: Running

chronyd: Running
ks-collector: Running

K BERE
7. BT EFRERE_EMSREE Shell” 1R i Keystone Collector B2 TUI,

7ZKeystone Collector EEZE HTTP {IE
SRS 25 A HTTP RIES BEEXWIE(S, X P LTE TUI R#1TECE.

g
1. NREXH, BEEH B EKeystone Collector HIE TUI SERTER:

S keystone-collector-tui

2. HREIHTTP RIEFER, HARM HTTP RIEMRSS 2R, WOMEENFERESE WRFESHEIE) .
3. BEREF
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NetApp Keystone (Collector - Configure - Network

HTTP Proxy
_prox '\-‘_ server

Proxy Auth

PREIUEEFA A EhdE

Keystone Collector H&E#LﬁﬂlﬂﬁgﬁﬁﬁaE’JEFEEEE\ KEMEREER. B—HEm e LU Rk LEREH
SRS B RH#H— T IRFINENER. XFEMKEITE, B2, REESTESEMIRSEENTRAYE, E
ﬁ—%ﬁFﬂuﬁMﬁ%%ﬁ%(%W%%)WUNDWKO

FREFE R P IR U EE 2Keystone Collector TUI FRE _ERIAIECE R, I MIBRFAA SR ZA B Bo
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NetApp Keystone Collector - Configure - KS Collector

Start KS-Collector with System
Collect ONTAP usage
123323423 .1723

collector

[X]
[X]

Collect StorageGRID usage

Collect ONTAP Performance Data

Remove Private Data

Standard
info
Tunables

~ Config

B X7EONTAPH]StorageGRIDF [RFIFAE #xiE 1 RMMIBRAIIM B RIE S, B2 IRFIFAA IR =] mMFREI I
SRIIE

EEBEXIR CA

RIBALRIEBM AN (CA) WIEIEF EKeystone Collector ZEIHREM—EF 0. B, MREE, EALL
$§Keystone Collector BeEAEEBENIR CA,

NRETERSPMIERER SSLTLS 10E, NSSHETERNNREEAENBEEX CAIEREMME, &
EZRIEBHATERZA, FELEREUNIEFRESNREMEN CA RETENDEHITIRE:

TR
1. EBCAIEH., B iZE_base64 miZHI X.509_ XH1&=.

() =HOXHTRER pem, .ort, .cert. WRIEBRALTHELZ—

N

. BIEBEHZIKeystone Collector fRSS 28, ic FXHEHINME,
- ERRS R LITARIRHIEITEIR TUl LARER.

$ keystone-collector-tui
4. HEERE>BR
S. BAEI R B E XARIEH
6
7

w

- W F EFRAEXIRIEREEZ: , %HF - Unset -
- % Enter, 3UHIREIEBRRZIIIEE,
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../installation/data-collection.html
../installation/data-collection.html
../installation/data-collection.html
../installation/data-collection.html
../installation/data-collection.html
../installation/data-collection.html

8. MNX AN BRI IEFRIE BN BRI,
9. #% Enter, IREIZI S& FE-
10. EFEREFE BEENA,

@ CAIEHEHIZ /opt/netapp/ks-collector/ca.pem fEKeystone Collector fRZE 28 Lo

NetApp Keystone Collector - Configure - Advanced

[ 1 Darksite Mode
[X] TLS Verify on Connections to Internet
[X] Enable custom root certificate
Select custom root certificate path:
[X] Finished Initial OVA Install
[X] Collector Auto-Update
Override Collector Images
Save
Back

IR IEREARSS 5!

&:TLME}%Keystone Collector BIE TUI SRR CIEMEERS KA (PSL). B1d TUl 82 PSL K EHNEEN
FMEREIRS RIS BEMINAE, MimEL @i Active 1Q Unified Managert!li# PSL B F5hi& & X (BT AT E
EHEREIRIIATBEM .

EBTREX PSLWNEZEE, BSR"HEERS LT
BTHRBEXRSLIINNEZER, BB KeystoneFIIREZ R

-
1. B5hKeystone Collector B TUI S2HER:

$ keystone-collector-tui
2. ®IPERESAIQUM*LIFTFF AIQUM BE.
3. BREI6IEE AIQUM MEEEC S ST,

4. % NActive IQ Unified ManagerfRSZ23F 1A P Ik RUIFHE R, XEFAMEEE0IE PSL FrpER, #AXR
S FE
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NetApp Keystone Collector - Configure - AIQUM

[ 1 Enable Embedded UM

P 4BMCreate AIQUM Performance Profiles
AIQUM Address:

AIQUM Username:

AIQUM Password:

Select Keystone version

Select Keystone Service Levels

Save
Back

Provide the details of the AIQUM server and user account.
These details are required to create the Performance Service Levels
in the specified AIQUM server and will not be stored.

5. I FiEIEKeystonehRAs”, I —unset-o
6. 3% Enter, 3#1%EKeystonehRASHIRTIENE,

7. RH B STaaS LUIFEEKeystone STaaS AIKeystonehRZs, FAG1% Enter,

- NetApp Keystone Collector — Configure - AIQUM

- Select Keystone version

AIQUM Ad| KFS

AIQUM Us| SIEEN
AIQUM Pa
Select K
Select K

Save
Back

Provide the details of the AIQUM server and user account.
These details are required to create the Performance Service Levels
in the specified AIQUM server and will not be stored.




&R AR B RKeystoneiTIEARSShRZA 1 B9 KFS 3%, KeystoneiJ RS S5Keystone
@ STaaS EAMMERSARE. REFSMTERNAEEHAR. ETRESEE, B8
i%]"Keystone T iEIARSS | hRZS 1"

8. FiE 2 FMKeystonetBEARSS K548 B R1EIEEKeystonehids iy EiEKeystone[RSZ KT ETH., M7
R BAMEREEEIRS K,

NetApp Keystone Collector — Configure — AIQUM

[ 1 Enable Embedded UM

[X] Create AIQUM Performance Profiles
AIQUM Address:
AIQUM Username:
AIQUM Password:
Select Keystone version
Select Keystone Service Levels Extreme

Performance
Standard
Value

Save
Back

Provide the details of the AIQUM server and user account.
These details are required to create the Performance Service Levels
in the specified AIQUM server and will not be stored.

() GEuEEES MRS RIIKAIE PSL,
O, MEIERAF HIR Entero 1§ OIRRIEEARS AL,

&I AfEActive 1Q Unified Managerd iy 14 8ERRS 45 TiE _EEFEE IR PSL, 140 STaaS 89
Premium-KS-STaaS 3 KFS BJ Extreme KFS, WReEIZH PSL FEEHEENER, A LUEEL PSL
LURRENER, BTREZER, BEH"CIEZNEEEERSE"
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Performance Service Levels @

View and manage the Performance Service Levels that you can assign to workloads.

Search Performance Service Leve = Filter
+ Add
Name A Type Expected IOPS/TB = Peak IOPS/TB Absolute Minim...  Expected Latency  Capacity Workloads
Extreme - KFS User-defined 6144 12288 1000 1
Used: 0 bytes Available: 263.85 TiB
=] Extreme - KS-STaaS  User-defined 6144 12288 1000 1
Used: 0 bytes Available: 283.85 TiB
Overview
Description  Extreme - KS-STaaS
Added Date 1 Aug 2024, 18:08
Last Modified Date 1 Aug 2024, 18:08
(-] Premium...S-STaaS  User-defined 2048 4096 500 2
Used: 0 bytes Available: 283.85 TiB
Overview
Description ~ Premium - KS-STaaS
Added Date 1 Aug 2024, 18:08
Last Modified Date 1 Aug 2024, 18:08
N ap =] (= —1 . ) N Sk
WNRFrIEMRERRS K FIR PSL BEFETIEERActive IQ Unified Manger fR5328 £, M EBRX

BIEE, MREZHXFM, EFKREI—FERE

/ICN O

NetApp Keystone Collector — Configure — AIQUM

Warning

AIQUM Ad| Failed to create Performance Service Level for:
AIQUM Us| Extreme. Error: <Response [400]>

AIQUM Pa

Select K

Select K

<

Back

Provide the details of the AIQUM server and user account.
These details are required to create the Performance Service Levels
in the specified AIQUM server and will not be stored.

Z%E ITOM Collector




Keystone ITOM Collector BYREER
fE&%E ITOM Collector Z#i, BEHFRENRAD ESFHNENRGEHH BB NEHLR

FiFo

ITOM Collector AR53528 VM BYSI R4

* STREIRIER L

° Debian 12 S{EmRARES

° Windows Server 2016 B &hfiiAs
° Ubuntu 20.04 LTS S E = ARAS

> 4TiE# Y Linux (RHEL) 8.x

° Red Hat Enterprise Linux 9.0 i & k2~
° Amazon Linux 2023 (& =Rz

®

* RRER: RIESEHINetAppTI REE, EPWFRFXROT:

° 2-10 MHE: 4 CPU. 8 GB RAM. 40 GB H#E
° 12-20 ME: 8 1 CPU. 16 GB RAM. 40 GB 45

* REBEER: HBFWRSENISE LERE T RIEWAFISNMP, SNRIEM, ITOM Collector ARSZ 28 VM X EEAD
B AINetAppEEBEAIEBE A _ERY SNMP FERFEHLF] Syslog AR5 28,

L EK

ITOM Collector BY2EME K U0 TR

i

ITOM YgE2s
NetApp ONTAPE &
MTREE P

ITOM Uggs2s
SRR

ITOM Usge2s

StorageGRIDTi & IP

ITOM UaE:28

ITOM Usge2s

B

NetApp ONTAPE B
B2 P
ITOM UEE2S

SERERHRAN,
ITOM Usegs

StorageGRIDT &2 IP

ITOM U =23

Keystonell 525

Zsih DNS

2
HTTPS. SNMP

SNMP. &#%HE

SNMP
SNMP. RHEHE

HTTPS. SNMP
SNMP. ZZHE
SSH. HTTPS. SN

MP
DNS
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ITOM UREER: TR NTP BRs328 NTP UDP 123 ity

7Z Linux &% %% Keystone ITOM Collector

SERJ LM BRR LI ITOM Collector, ERUEEFEIMNERRIIEITERE. RIBEHNE
K, Eo]LI7E Windows 3 Linux 24: E *%Eo

@ geystoneiﬁM?%T#T—”Pﬁ%?ﬁi?%%??ﬁ ITOM Collector REIfF, EXHFEM/NSEE
HHo

E7F Windows £ 4 _EZ % ITOM Collector, 1R Windows Z4;_EZ%E ITOM Collector's
BB LT BTE Linux RS2 28 3ty
Fea 2z Hi

* I9F Bourne shell @& RIBATF Linux L&,

* L% “vim-common' & LFKEX ITOM Collector 23X H4FRERY xxd Zi#HEIS 4,
* B4R “sudo package SRt %ILUIE root B F B14i&1T ITOM Collector, MIZ3E,

P$IE
1. 3% ITOM UREESSLE X H T HEIEM Linux RS 28,
2. 1RSS5 2 EH T FRIGRFHIEIT U T &< KB R HE #5417 :

# chmod +x <installer file name>.bin

3. BT B TOMUKERSLZEH:

#./<installer file name>.bin
4 BITREXHRETE:

a. BRERALRFPIFA I (EULA).

b. MAREN AP FAES.

d. EERUERR T,
e MREA, BFREREFAEE.

TFEMNMER, BEER—TMRINED, BFRIEBRHRENR, BIGERERIAIEL, % Enter BIEZFIIAE
i, i‘i”z%?cﬁﬁ?,f: SHI—5HEHIA ITOM Collector BERIhZREE,

* ITOM Collector ZIEXHERMT letc/sudoers’ W IBARSS E BN TZEEE,

() * 7£ Linux ARS322 &% ITOM Collector 2AIE—NE 5 ITOM BIZABA, LIESEH root 1%
BREYIE R FIE4T ITOM Collector. #EAT LSRR ELAth B2 5 Lroot & 4351T, 1BENAEMLinux
RS TOMEL,

F—SRA?

REMING, BB FEKeystoneSZIFHIFED ITOM TP IQIE ITOM Collector @B R&EMIN. WIS,
KeystoneXZ 5 HIPARHZIZECE ITOM Collector, BiE#H—FTRNIGHERIMMEITIRE, HELRETHREAIER
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ko MNBREARARFEETLEE, 1BEKHR keystone.services@netapp.como

£ Windows %4 %% Keystone ITOM Collector

1813 T2 ITOM Collector 3. i&1T InstallShield ASHBNFIENISITERE, &
Windows £%;_EZ& % ITOM Collector,

@ geystonei'iﬁl‘HEf#T—’l\EiJ%?%EE%'Fﬁ ITOM Collector R, ZXMHFTEM/N/EE
Ho

O URIERER Linux RAELREE, EE Linux &4 LEZEE ITOM Collector, 15 0R"TE Linux #48 E%%E
ITOM Collector"s

IR P BT Windows ARS588 E R ITOM UER2R5R 1+

FeaZ Al
;i%g?f Windows AR5528HI A 22 4 SR BR 1% B PRy A 3R B&/ A P PR 73 BC T#%F ITOM Collector ARSS5*1EARSS
=
gl

1. 3% ITOM WER 2B RE M T HEIERY Windows ARSS28.

2. FTARE M4 LIS InstallShield S

3. R RZLAPIFAEIMY (EULA). InstaliShield RSIREUHEMN Z#HINXHHIR T ERNER.

4. I\ ITOM Collector BEHE FIEITHIHF HEIE:

° Y15 ITOM Collector &E It HM Windows AkS588, IBEAAMAL,

° E% ITOM Collector IETEMizE—IH PRI E M Windows fRSE2E, & AAR AMEIERINERIEMK

° YN ITOM Collector IETE SIF R EFRI—IEEM Windows fRSEZ 28, BERAMEIRERKF HERA
MEREREIEEZRIENHRR BALUAFEERBLUFEERSTE, LUELD ITOM Collector 5HIEIF
IR Z 18] B 193 30 IE [A) &,
S ERINERRT. RANERRIBLZEXHHENAR/N. MRIFEERHHER, TNIERBENHIRT#H1T,
6. EFT—PHRLE, B FERCIEZNXGREHEREMX G, RSESTLEHRE, AFHI
InstallShield Wizard S TIEIE,
T—%2H4a?

LRMIGE, 15 FEKeystoneXHHIPAEE ITOM X ]JFIEIE ITOM Collector BB LM, HiE/E,
KeystoneXz I PAIFIZIZECE ITOM Collector, S3E#—FPHNEERIMMEITIGE, HERE KGRI
ho WMEEARAHNEEFTLER, BHEKHR keystone.services@netapp.com,

7IKeystonefid & AutoSupport
fEF AutoSupportiE MMHIEY, Keystone=t1RIEAutoSupportENEEITEFERBER. AT

RBNRBRRERS, ENIZEZEAutoSupportLUiFKeystone BN NONTAPEEE K IXRY
FHZFEH,

21


mailto:keystone.services@netapp.com
../installation/install-itom-linux.html
../installation/install-itom-linux.html
../installation/install-itom-linux.html
../installation/install-itom-linux.html
../installation/install-itom-linux.html
../installation/install-itom-linux.html
../installation/install-itom-linux.html
../installation/install-itom-linux.html
../installation/install-itom-linux.html
../installation/install-itom-linux.html
../installation/install-itom-linux.html
../installation/install-itom-linux.html
../installation/install-itom-linux.html
../installation/install-itom-linux.html
mailto:keystone.services@netapp.com

XFIES
7EECE AutoSupport A B & Keystone#iE 2 /i, EMNiZFE LU TEDL,

. ﬂsEJLM@EEONTAP CLI 4R3E8AutoSupporti&NEIN, 5% BIEAutoSUpport REM ARG (£8) STHERAG
MIEE, 1BER "&EAutoSupport it % "# "Egﬁﬂ SVM BIER",

s BEFRAEEE ﬁE*H'@HE’JAutoSuppor’t’EﬂP, LR A Keystonefa U EEENIE, B XAutoSupportF £
FZER, BESF "AutoSupport FRZLE R A

PIE
1. URSKEIBERRAF 51, £ SSH B FKeystone ONTAPEE, AXER, 155 "FF SSH ipREE"

2 1'QE&EILJ\
° XFONTAP 9.16.1 NEFhRAS, BEITUTHSEBHAEHAEANE:

autosupport trigger modify -node * -—-autosupport-message
management.log -basic-additional
wafl, performance, snapshot,object store server,san,raid, snapmirror

-troubleshooting-additional wafl

WNREEE X FAMetroClusterid &, BT TS

autosupport trigger modify -node * -autosupport-message
management.log -basic-additional

wafl, performance, snapshot,object store server,san,raid, snapmirror,met
rocluster -troubleshooting-additional wafl

o JFRERRABIONTAP , BT THSREXESHHERS:

autosupport trigger modify -node * -—-autosupport-message
management.log -basic-additional
wafl, performance, snapshot,platform,object store server, san,raid, snapm

irror -troubleshooting-additional wafl

WNREEEFX FAMetroClusterfid &, iBizfTU TS

autosupport trigger modify -node * -autosupport-message management.log
-basic-additional

wafl, performance, snapshot,platform, object store server, san,raid, snapmirr
or,metrocluster -troubleshooting-additional wafl

22


https://docs.netapp.com/us-en/ontap/system-admin/manage-autosupport-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-autosupport-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-autosupport-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-autosupport-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-autosupport-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-autosupport-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-autosupport-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-autosupport-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-autosupport-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/cluster-svm-administrators-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/cluster-svm-administrators-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/cluster-svm-administrators-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/cluster-svm-administrators-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/cluster-svm-administrators-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/cluster-svm-administrators-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/cluster-svm-administrators-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/cluster-svm-administrators-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/cluster-svm-administrators-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/cluster-svm-administrators-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/cluster-svm-administrators-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/cluster-svm-administrators-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/cluster-svm-administrators-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/autosupport-subsystem-collection-reference.html
https://docs.netapp.com/us-en/ontap/system-admin/autosupport-subsystem-collection-reference.html
https://docs.netapp.com/us-en/ontap/system-admin/autosupport-subsystem-collection-reference.html
https://docs.netapp.com/us-en/ontap/system-admin/autosupport-subsystem-collection-reference.html
https://docs.netapp.com/us-en/ontap/system-admin/autosupport-subsystem-collection-reference.html
https://docs.netapp.com/us-en/ontap/system-admin/autosupport-subsystem-collection-reference.html
https://docs.netapp.com/us-en/ontap/system-admin/autosupport-subsystem-collection-reference.html
https://docs.netapp.com/us-en/ontap/system-admin/autosupport-subsystem-collection-reference.html
https://docs.netapp.com/us-en/ontap/system-admin/autosupport-subsystem-collection-reference.html
https://docs.netapp.com/us-en/ontap/system-admin/autosupport-subsystem-collection-reference.html
https://docs.netapp.com/us-en/ontap/system-admin/autosupport-subsystem-collection-reference.html
https://docs.netapp.com/us-en/ontap/system-admin/autosupport-subsystem-collection-reference.html
https://docs.netapp.com/us-en/ontap/system-admin/autosupport-subsystem-collection-reference.html
https://docs.netapp.com/us-en/ontap/system-admin/access-cluster-ssh-task.html
https://docs.netapp.com/us-en/ontap/system-admin/access-cluster-ssh-task.html
https://docs.netapp.com/us-en/ontap/system-admin/access-cluster-ssh-task.html
https://docs.netapp.com/us-en/ontap/system-admin/access-cluster-ssh-task.html
https://docs.netapp.com/us-en/ontap/system-admin/access-cluster-ssh-task.html
https://docs.netapp.com/us-en/ontap/system-admin/access-cluster-ssh-task.html
https://docs.netapp.com/us-en/ontap/system-admin/access-cluster-ssh-task.html
https://docs.netapp.com/us-en/ontap/system-admin/access-cluster-ssh-task.html
https://docs.netapp.com/us-en/ontap/system-admin/access-cluster-ssh-task.html
https://docs.netapp.com/us-en/ontap/system-admin/access-cluster-ssh-task.html
https://docs.netapp.com/us-en/ontap/system-admin/access-cluster-ssh-task.html
https://docs.netapp.com/us-en/ontap/system-admin/access-cluster-ssh-task.html
https://docs.netapp.com/us-en/ontap/system-admin/access-cluster-ssh-task.html

autosupport trigger modify -autosupport-message weekly
-troubleshooting-additional wafl -node *

BXIHSHELZER, BB M "system node autosupport trigger modify"s

mIEMFALR

¥ Keystone Collector FYEEERIATT

& LUMEREASZIF HTTP 15K iRIT R 4K 51T Keystone Collector FIfEER . Ml
BN A B THaiRKeystoneN Rk _EHIEIE R .

ZNBERT, Keystonef@BRARS F1EZH B localhost LAIMYES] IP BNEE, KeystonefZFEix =2
/uber/health, FH1EixO _EMIFKeystone Collector RS 2SMIFAEREO 7777, EiFRY, WmaiRE—NEE
JSON A HTTP iERIRESRBIERMAE, #iAKeystone Collector RZHPIRZS. JSON HAIRET
‘is_healthy BtE, BER—NMERE; UNESMHINEMIRETIZR component_details B, UTE—MIF

$ curl http://127.0.0.1:7777/uber/health

{"is healthy": true, "component details": {"vicmet": "Running", "ks-
collector": "Running", "ks-billing": "Running", "chronyd": "Running"}}
R [E AR

* 200: R TFAIEWSITHIAGEZEEN
* 503. RA— 1M HEZMAGRERE

* 403: RLEWEREREH HTTP BFIRAE_AWF_FIRA, ZFIREAFHIMEE CIDR FIR, HFIKE
, AEREFAIEREER. allow FIREAMES CIDR 7575 RITH ML MBI B W D IFEHKeystone R A
5, NREUREILEIEIR, M * Keystone Collector EIE TUI > BRE > BEKIT BENKITRSRME_2
HF_BIRA,

Linux AP &R LB Mia)@:

AlEHEIR . Keystone Collector fEAERITERAKN—BNIBITIFZ R, SFEAXEEFER
A4/5 (DISA) R ARILHEIER (STIG) HKEE5R{L Red Hat Enterprise Linux 8.x fRS 2867, =id]

@ XM IR fapolicyd (X FIARIRES TR EHIZ) BIERIRIR, ZIAEHIAE N 517 1907870", f#
ARF57%: 1E Red Hat Enterprise /R 281, NetAppfZiN &@LU AR I A)
fapolicyd BANRBIERN. £/ etc/fapolicyd/fapolicyd.conf, REIE permissive
= lo

EERZAE
& a] LIZEFEKeystone Collector 24 HERER RAE EHERAXLE QERITHIEHR, Keystone Collector
FBENB journald BEZRS:, FHERLUESTRA journalctl RS RIEFEERSEAE. EAILUERLLTX#ER

SHRUEHE:
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* ks-UnEE2R
* ks-fEER
* ks-BIEH

FEHIEWEMRSS ks-collector £k JSSON BILRIAE, HPESE run-id 58 MR EHEIEEIBXAE
Mo LT BtnEERSIER SRR BYRA:
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{"level":"info","time":"2022-10-31T05:20:01.8312","caller":"1light-
collector/main.go:31","msg":"initialising light collector with run-id
cdflm0f74cgphgfon8cg”, "run-id" :"cdf1lm0f74cgphgfon8cg"}
{"level”":"info","time":"2022-10-
31T05:20:04.62472","caller":"ontap/service.go:215", "msg":"223 volumes
collected for cluster a2049dd4-bfcf-11ec-8500-00505695ce60", "run-
id":"cdflmOf74cgphgfon8cg™}

{"level”":"info","time":"2022-10-
31T05:20:18.8212","caller":"ontap/service.go:215", "msg":"697 volumes
collected for cluster 909cbacc-bfcf-11ec-8500-00505695ce60", "run-
id":"cdf1lmO0f74cgphgfon8cg”}

{"level":"info","time":"2022-10-
31T05:20:41.598Z","caller":"ontap/service.go:215", "msg":"7 volumes
collected for cluster f£7b9%a30c-55dc-11ed-9¢c88-005056b3d66£f", "run-
id":"cdf1lmO0f74cgphgfon8cg"}

{"level":"info","time":"2022-10-
31T05:20:48.247z","caller":"ontap/service.go:215", "msg":"24 volumes
collected for cluster a%e2dcff-ab21-11ec-8428-00a098ad3ba2", "run-
id":"cdf1lmO0f74cgphgfon8cg"}

{"level":"info","time":"2022-10-
31T05:20:48.7862","caller":"worker/collector.go:75","msg":"4 clusters
collected", "run-id":"cdf1lm0f74cgphgfon8cg"}

{"level":"info","time":"2022-10-
31T05:20:48.839Z","caller":"reception/reception.go:75", "msg":"Sending file
65a71542-cb4d-bdb2-eS%a7-a826bedfdcb7 1667193648.tar.gz type=ontap to
reception”, "run-id":"cdf1lm0f74cgphgfon8cg"}

{"level":"info","time":"2022-10-
31T05:20:48.8407","caller":"reception/reception.go:76","msg":"File bytes
123425", "run-1id" :"cdf1lm0f74cgphgfon8cg"}

{"level”":"info","time":"2022-10-
31T05:20:51.32472","caller":"reception/reception.go:99", "msg": "uploaded
usage file to reception with status 201 Created", "run-
id":"cdf1lmO0f74cgphgfon8cg”}

LAR 2 mlde 4 RS R U SR D R AL Y7 31
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{"level":"info","time":"2022-10-
31T05:20:51.32472","caller":"sql/service.go:28", "msg"
service at 10.128.114.214"}

{"level":"info","time":"2022-10-
31T05:20:51.32472","caller":"sqgl/service.go:55", "msg"
connection at server 10.128.114.214"}

{"level”:"info","time":"2022-10-
31T05:20:51.32472","caller":"sql/service.go:39", "msg"
config object"}

{"level":"info","time":"2022-10-

31T05:20:51.324%Z","caller":"sla reporting/service.go:

ng SLA service"}

{"level”":"info","time":"2022-10-

31T05:20:51.324%Z","caller":"sla reporting/service.go:

service successfully initialised"}

{"level":"info","time":"2022-10-

31T05:20:51.3247","caller":"worker/collector.go:217",
data would be collected for timerange: 2022-10-31T10:

31T10:29:52"}

{"level":"info","time":"2022-10-

31T05:21:31.385Z","caller":"worker/collector.go:244",

:"initialising MySqgl

:"Opening MySgl db

:"Creating MySqgl db

69", "msg":"initialisi

71", "msg" :"SLA

"msg":"Performance
24:52~2022-10-

"msg":"New file

generated: 65a71542-cb4d-bdb2-e%a7-a826bedfdcb’7 1667193651.tar.gz"}

{"level":"info","time":"2022-10-

31T05:21:31.385%Z","caller":"reception/reception.go:75", "msg":"Sending file
65a71542-cb4d-bdb2-e%a7-a826bedfdcb7 1667193651.tar.gz type=ontap-perf to

reception”, "run-id":"cdf1lmO0f74cgphgfon8cg"}

{"level":"info","time":"2022-10-

31T05:21:31.38672","caller":"reception/reception.go:76","msg":"File bytes

17767","run-id" : "cdf1lm0f74cgphgfon8cg"}

{"level":"info", "time":"2022-10-

31T05:21:33.0252","caller":"reception/reception.go:99", "msg": "uploaded

usage file to reception with status 201 Created", "run-

id":"cdf1lmO0f74cgphgfon8cg"}

{"level":"info","time":"2022-10-31T05:21:33.0252Z","caller":"light-
collector/main.go:88", "msg":"exiting", "run-id" :"cdf1lm0f74cgphgfon8cg™}
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ERFHWESZFFE
Keystone Collector TUI fE188ERSE M 5 B H R E AN EIARSS IR A LIRS F )&, 1I5EEU T R:

S
1. [B3&hKeystone Collector EE TUI SLAERER:

$ keystone-collector-tui

2. R HEHIR>E R E

3. £mfE, RETZENREME. A FTP. SFTP & SCP EiEFIZUBHEAEXHTH I A

4o
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4. THXMHE, EaLUSEMNZIKeystone ServiceNow ZHFEF, BXESZHHNER, BEH "EHRS
EXK"

FohFkKeystone Collector

Keystone Collector FEYE ShEFMINEERINB A, SR AMIMIRENE=BaiH
‘KKeystone Collector B, B2, &R LLIhEEH FiHARER M

3
1. B5hKeystone Collector B TUI SLHER:

$ keystone-collector-tui

2. FHIFRE L, EF IRV ERTIREE SR IR,

Update collectors now

BE, BITUTaLRARRE:

¥F CentOS:
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sudo yum clean metadata && sudo yum install keystone-collector

to register.

removed
Updating Subscription Management reposi
read consumer identity

tem is not re red with an entitl Y an use su riptien-manager

Package keystone-co cto installed.
resol

Upgrade 1 Pac

Total download size: 411 M

oarch.rpm 411 MB 00:49

Running tra
Transaction check suc
Running transaction te
ion test succ
Running tran
Preparing :
Running scriptlet: /sto e 2 .noarch
Running scriptlet: keystone-collector-1 .noarch
Upgrading ke 0 llector-1 .noarch
Running scriptlet: k one-collector-1 .noarch
T

*

+
Ru ; *
* *
ok K K R A R SR o A

Running scriptlet: keys llector-1.:3

Cleanup

Running scriptlet: keys

/erifying

Verifying
Installed products

Upgraded:
keystone-collector-1,3.2-1.noarch

e-collector

3tF Debian:

sudo apt-get update && sudo apt-get upgrade keystone-collector

EHianiKeystone Collector£IETUI, Ea]UEEREA LABEIRMRD.
HE, BITUTHSEERMRAE:

3tF CentOS:

rpm —-gq keystone-collector

%$F Debian:

29



dpkg -1 | grep keystone-collector

Keystone Collector Z£ 1%

Keystone Collector B & X £IN8E, AIlEiTKeystone RFANMREMER B RISIR, MA=
EREFHBENRT S,

Keystone Collector Fiz{TEF AT LR EERN:

* 1213 fA- Keystone Collector WS R/ DEIERAITREABRITEMIERELE. BXESER, BRIt

PRMULERVEIE" o X"MIFFAA AR BONBER FTRRAIZED, Ef URBRMERFEEER.

* &/ \FA(R)- Keystone Collector E B &/ WRRIGITFER S, MMmAREMEEZ 2 XQFH P LEITEL

EHITEREINNED. XMTENERAVNRN, 18587 RISFIMENEEAR LT,

* RENREFRIELR- Keystone BN LBHAPERALT MR EFRKER, MMEERRL. #RRHR

IPRRRTETERED
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° %t MKeystone Collector YEIREFTHITIVIE. 2 APT FHEFELRIEFI SRR SB B MR ERZFIATH
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* TFiERRAR
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» StorageGRIDID
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* StorageGRIDTFEFIARFT1¥
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Keystoneft FFA AR

T fiEKeystone (FAAIRT()

Keystoneleft—H_FAH_ERERI (LIFA_BELE ) , LUAREHNISHREFR, HE
_tﬁﬁﬁ:f E*ﬁXr‘EE’Jéﬂ—/\o

NetAppieft & J#Keystone STaaS ZE, EH T HEBEMNMEZERIEE BHEMERNIFE (BFARBIE) . X
LEREYBENIFE, HP/INPBEERTEE. aMMETIREERMS RS,

3T FNetApp Keystone3Rii, ABEILIEHARS BlkE UE EXLEIFEYRN A iR HtKeystone RIETZMEITIRAR
B, Xivk:

© KHERE: Keystone A LITEFRB I IERMIIERE, WRTEBBMIEZIIMNEARHITIRE IS,

* B&IRE. FREEMEEIEDRE (BIRRFBOEMITE) W BELRrF,

c ZeMMEMME: KeystonelfiREIEHEEMNNZ2MMESMMER, EFEEEESRNE. 240
EHIFIEHAY B 1T ThRE

* WENFNZIF: NetAppiRfE2RKIESIEKZIF, HAESMKFIER—RB T 0Keystone IR RIR (HEE BHAN
HPEHERR,

@ Keystone Collector AJARCE N AZEZRSH, Bir_inE B, ETHRELZES, 55"
fi#Keystone Collector"s
FAAER THIKeystone Collector

Keystone Collector fASTEHMEFERAWEMERBERLIE, HiEENSHIBAERBRRSSMEX AT
filo HERAIXHUMEMANX AN ENE, SEWIENERHAFFoH &4 NetApp o WEIE, NetApp
HIKeystoneit BT & RIIEMAMEX LS, FHRESEREITEMITREERAPLUHESRANER,

Keystone Billing Platform
@

. Subscription
Manager

Customer Premises (Dark site)

Dark . Usage
Collector "| Reporter Billing Engine
\ '1\ r' Y
N
) \ l _)4 f_ » () AcTiveia
Unified \\ 1 Dashboards
Manager \
. @ - - ®
; : dh = = dh
File Store A
sgl;fge ONTAP Customer sends the Data Lake Database DevOps/SRE
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RSHITRAGRENE, HETESFFAEANBRREVARHITRE, APAUBLLEXERS, UEHITE
IEHEE BN AR R AR,

Customer Premises (Dark Site)

Customer Ops Customer Health
Workstation SSHISCP (TCP/22) Monitotiﬂg syshm
HTTP (TCP7777)
Optional

Keystone Collector Server

HTTPS (TCP/443)
Keystone Collector Keystone Health P
v Service Service 2
Unified
Manager
A 4 Y
Storage
ONTAP GRID
(admin node)

HER I BIR L ZEKeystone Collector

ERBEEMIGERIASE (ko _BBiL 5 AAARR_ ) FREKeystone Collector Z Al
, BRRENAZE ESFUERNREHHEFIE LTI RF .

VMware vSphere FJEK

* B{ERYE: VMware vCenter fRZ52841 ESXi 8.0 E = has
* i 119 CPU

* W77 2GB

* Wi#ZSE: 20 GB vDisk

Linux Z3R
* BERG GEE—I)
° Red Hat Enterprise Linux (RHEL) 8.6 S {ERIE ShRkZ<HY 8.x 27!

° Red Hat Enterprise Linux 9.0 & S hkZs
o Debian 12

* fzZi. 2 CPU
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* A7E: 4GB
* HEFEE=SiE): 50 GB vDisk
2 GB ATAE=8E] /var/lib/

=
° Z/1 48 GB AJ=8] /opt/netapp

E—aRSFBENZLZEUATE=ZSUNGE. IRBIFEETH, XEERENTREFHEDIRE:

* RHEL 8.6+ (8.x)
o python3 >=v3.6.8, python3 <=v3.9.13
> podman
° R
° yum3EHIEF
° python3-dnf-f-hR A< 8
* RHEL 9.0+
o python3 >= v3.9.0, python3 <=v3.9.13
o podman
° R
° yymLFBEER
° python3-dnf-#E -k A<
* Debian v12
o python3 >= v3.9.0, python3 <=v3.12.0

o podman

° sosiRE

LR E R
Keystone Collector I ERBIELUTAR:

* Active IQ Unified Manager (Unified Manager) 9.10 SiE&hk7A, 7EBH 7T APl MXINEERIARSS 28 LEC
=1

* Keystone Collector fR5528M 1% P] LUBZ iw [ 443 (HTTPS) iAia] Unified Manager AR5 23
* Wi% 7 Unified Manager AR53 28 _ERIKeystone Collector i& & B N FAT2F A RAIARS KA,
* FEEINPEEBMIEE,

. ’ﬁ’l\ﬁMKeystone Collector SH—MNX 4 FHi8:d BB F M KX LA NetAppZFHPA. TNE T RAAEX R IF
HNNEZEE, 55R "JREE *KeystoneBIEEEN",

LIFA AR Z22EKeystone Collector

SRR LN BRI 7EIR B B BEM A [n] AYIF1E 2 4EKeystone Collector, t#RA_BEuL 3%
FAARER_. XMHEENLZRIFFESENTRILS,
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RIBEBIEK, &I LITE VMware vSphere %4;_EEBZEKeystone Collector, A LUGHERETE Linux R4
Lt BRBSEERINATAEX N RS BIH#HITIRE,

7£ VMware vSphere FZfE
RETET BHITIRE:

1. MU E T & OVA &R 4 "NetApp Keystone| JF RHikE"
2. Gx{FEH OVA X EKeystone ERHIF T, ESH"IE OVA IEIR",

£ Linux ER%E
1RHE Linux Z1ThR, Keystone Collector 2R EFEIRHRY .deb 3 .rpm XHLETE Linux fRS528 Lo
REBUTH BT Linux RSB35 L REZHM:
1. FHEif£4EKeystone Collector L2 Linux ARS528:
keystone-collector-<version>.noarch.rpm
2. 1ERRSS 88 LT HALIRFEIT A T e SH AR,
° {#F Debian }X{&

dpkg -i keystone-collector <version> all.deb

° £/ RPM XX{
yum install keystone-collector-<version>.noarch.rpm
g
rpm —-i keystone-collector-<version>.noarch.rpm

3. Ny B RT R A,

LIFAE R B & Keystone Collector

SER—LLEEIEESS, LUEKeystone Collector BEMSTE & B EEM 5 R BVIF IR UK EE EFI %K
E, AN gL 2 AR, XB—RI4EED, BT RUEPREAGHEES ST
IFEREXECR, ACESTR/S, Keystone Collector 53T HActive IQ Unified Manager&1g
AIFRE ONTAPEEEL,

@ Keystone Collector J{&121H T Keystone Collector BIRARUHAF RE (TU) SEBEFRRITEE
MUSITERD, eI LUERSMEEITH] (5120 Enter FIETLEE) FRIEFIEDFH N LELL TUL,

p
1. BnhKeystone Collector B2 TUI S2FHTER:

keystone-collector-tui
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2. BAPRE>ER
3. IR BRUAIE TV T,

NetApp Keystone Collector - Configure - Advanced

RARDarksite Mode

[ 1] Enable custom root certificate

[X] Collector Auto-Update
Override Collector Images
Save
Back

CIEREMRES
. ¥ E*E B> KS-Collector* kB & Keystone Collector,
- PRER RSB E KS IER*FER,

- PR EEONTAPERIE " F %, #lActive IQ Unified Manager (Unified Manager) ARZ328F0F8 F ik RY
EAER.

Ak MRITAFTERIEDE, B ERDBEEF T FRK.
- ARIEWSEROITIRE, BT AR

N OO o B~

©

()  mE2#, EHASNetApp TR ERRT,

NetApp Keystone Collector - Configure - KS Collector

[X] Start KS-Collector with System
[X] Collect ONTAP usage

[¥] Using Tiering Rate plans

Dark

Usage Type
Encryption Key Manager
Tunables
Save
Clear Config
Back

10. SEFHRIES
1. #F*EIE > KS-Collector* LA 4 Keystone Collector AT,
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12. ZF X2 EIR S HIR Enter,

NetApp Keystone Collector - Configure - KS Collector

[X] Start KS-Collector with System
[X] Collect ONTAP usage

[ ] Using Tiering Rate plans
Dark

provisioned_vl
Tunables

Save

Clear Config
Back

13. e E RS R 2 IAFT*H 4R Entero

NetApp Keystone Collector - Configure - KS Collector - Key Manager

Generate Collector Keypair

Back

14. @idiR[E TUI TREBHREIE IRSIRE B8, HfRKeystone Collector & FRERS. RN ERIRSLT*
BIR: BERS. EEFRZ 10 9%, NRELRBEEERERSDHARRE, BEEZRNLEY BHEX
ZNetAppZ#FHIPA-
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Overall: Healthy

UM-Dark: Running

ks-billing: Running
ks-collector—-dark: Running

Recent collector data: Healthy
ONTAP REST response time: Healthy

DB Disk space: Healthy

DB Disk space 30d: Healthy

DB API responses: Healthy
Concurrent flushes: Healthy
Slow insert rate: Healthy

15, BT EFERE LSRR E Shell’iETTR HKeystone Collector B TUI,
16. REMBINER:

~/collector-public.pem

17. kS E@5d BB FHB & IXE ng-keystone-secure-site-upload@netapp.com (BFREMIIE USPS I5)
g} ng-keystone-secure-site-usps-upload@netapp.com (FBFZ2H USPS I453)

SHERBRIRS
BNZESTARENetApp K ZERERABRRERS. ERIUFIHHERIERS.
BRBUTSBEMERBRIRE:

1. #F|Keystone Collector TUl TRE M SHEAIE o

2. IREXHHIZEELIET ng-keystone-secure-site-upload@netapp.com (FAF&Z£BIIE USPS i) siki*
ZE ng-keystone-secure-site-usps-upload@netapp.com (FAF&ZEH USPS ifs) o

Keystone Collector 4 — A — M NEBEX S, EEFohHEEHRIZLNetApp, EMBIXEREE
BUTAMEEFPIRIENIFHAES,
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node_serial,derived_service_level,usage_tib,start,duration_seconds
123456781,extreme, 25.0,2024-05-27T00:00:00, 86400
123456782,premium,10.0,2024-05-27T00:00:00, 86400
123456783,standard, 15.0,2024-05-27T00:00:00, 86400

<Signature>
31b3d8eb338ee319ef1

F4;ONTAP

Keystone Collector 23Fif@1d TUI #{TONTAPH LK,
REBUT S EARONTAP:

1. 35|47 > ONTAPHLL Web AR5 28%
2. JZONTAPFH R X 14+ E %] /opt/netapp/ontap-upgrade/, fAf5i%#¥ Start Webserver 2z Web RS

o

NetApp Keystone Collector - Maintenance = ONTAP Upgrade

+ Copy ONTAP upgrade image to [fopt/netapp/ontap-upgrade/
« Start web server using button below

« Upgrade ONTAP

« Press ctrl+c to stop web Server

Start Webserver

Back

3. HifE "http:/<collector-ip>:8000° {5 F £ X 55 28 SREX & EE Bho

HBKeystone i35

&R L@ TUI EfEnhKeystone Collector RS, 7E TUI R 4P > EMEEIINEESRS RS, XEEHRBDD
FREWESRRSS, FEALM TUI ERFEEENIIKS.
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NetApp Keystone Collector - Maintenance

Shell

Restart Collector Services

ONTAP Upgrade Webserver
Back

LUFA AR R 3T Keystone Collector BIEEIRR

SR UMERE A IF HTTP 1K ST R Gk 51T Keystone Collector BYEEBRIR o
ZNBERT, Keystonef@EEARS FiEZH B localhost LASMYES] IP f9EE, KeystonefZFEiR a2
/uber/health, HEixHA _EEEITKeystone Collector fRSZ2FIEZEA 7777, EEN, HRRREI—NHE

JSON HHAI HTTP IBIIRESRBIERMAE, #iRKeystone Collector RFHPIRZS. JSON FFIZHT
'is_healthy' B, ER—1MRRE, UNESMAGIIFMIRTTIZR component_details’ B, UL T2—MIF

$ curl http://127.0.0.1:7777/uber/health

{"is _healthy": true, "component details": {"vicmet": "Running", "ks-
collector": "Running", "ks-billing": "Running", "chronyd": "Running"}}
RELL RS RE:

* 200 RTFAIBHRGITRAMERZERAY

* 503: RE—THSMAGFTER

* 403: RTEWRFRSH HTTP FRIRAE_AIF_FIRTP, ZIIRZBAFEIMG CIDR 7R, MFIIRE
» A=REERRRES.

allow 5IREFAMLE CIDR F57ARITHIMILE ML IE H W A IFEiTKeystoneBE RS, WREUE] 403 iR,
JAM * Keystone Collector EIE TUI > L E > BERKE* BENERERARME_F_FIFRP,

NetApp Keystone Collector - Configure - Health Check

/24
/24

Back

Use CIDR notation to list the external networks allowed to guery
the health monitoring endoint. An empty list denotes that no external addr
are allowed to query the health, while /8 allows queries from netwo
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ERFHIRES S

Ef# RKeystone Collector BialiEl, ERILLSNetAppZIFARSIE, ]I gESEKIEM tar XM, ERILLE
idKeystone Collector BIE TUI SERIEFE LRI 5

REBLUUTSBER tar X5

1. BB R HRR> E R B
2. EEREFENUE, ARREERSHFE

L

NetApp Keystone Collector -

Jhome/esis

[ 1 Upload to Keystone Support

Generate Support Bundle

Back

XPERENET “tar (I F ERMUER A E A LASNetAppHE R, LUERRREI,

3. FHXHE, EALUGHMMEKeystone ServiceNow ZHFRIE. BXRBRRNES, BEH S
ER"
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