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Xt FNetApp KeystoneM=. NIFAFIERRHEIRS TKE UEEXEIMRLIRI S E HKeystone RIEFELT
FARSS. XEHE:
* AHIERE . Keystone R LURIIMTEFREIFIRHECE. WRTE R InternetiEZEIMNBA EITIRE I,
* BARIE: BBEBITINRREN T B IEER A FiE BRI R BRAIR .
* REMMEME: KeystoneE]HREZBHBIFAFUERNL2EMESMIEER, HAJgEESANE. £
EihEERFAEITIhEE.
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Customer Premises (Dark Site)
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Workstation SSHISCP (TCP/22) Monitoring System

HTTP (TCP/7777)
Optional

Keystone Collector Server

HTTPS (TCP/443)
Keystone Collector Keystone Health =
v Service Service R
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VMware vSpherefJ &k

* BMERS: VMware vCenter fRZ523H1 ESXi 8.0 HE S A4S
* #%i: 11NCPU

*RAM : 2GB

* BiFE=SiE): 20 GB vDisk

Linuxf9E3k

RERS GEERE—IN)
° Red Hat Enterprise Linux (RHEL) 8.6 S{{ERIE ShkZ<HY 8.x 27!

° Red Hat Enterprise Linux 9.0 88 S ks
o Debian 12



s fZlh: 2NCPU
*RAM: 4GB
* B5FEE=SiE): 50 GB vDisk

° /b2 GBEWNTIE] /var/1lib/
=)

o

38 GBZTN=[E] /opt/netapp
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* RHEL 8.6+ (8.x)
° python3 >=v3.5.8. python3 <=v3.9.13
o podman
> SOS
o yum-utils
o python3-dnf-plugin-vervonlock
* RHEL 9.0+
o python3 >= v3.9.0, python3 <= v3.9.13
o podman
> SOS
o yum-utils
o python3-dnf-plugin-vervonlock
* Debian v12
° python3 >=v3.1.0. python3 <=v3.12.0

o podman
o sosreport
IR EEK
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7ZVMware vSphere EZ[E
BB S BIRME:
1. MTFEIOVARERSE "NetApp Keystone Web| 1"
2. BXERAOVAX fEBEKeystone NP I, ESH—T"EZOVAIEIR,
ELinux E &%
Keystone &R 28 R4 FRTR 1AV debZR.rpm X REEE LinuxfRSS28 . BARBURFLinuxs3 R ARZS,
REB AT S BIELinuXARSS 28 _E B4
1. ¥ KeystonelIEEF L E XM T H I F M EILinuxiRSEZ 25 :
keystone-collector-<version>.noarch.rpm
2. {TFARSS 28 EVRIRFIEIT A R ap S FHA RS,
° IETEfE A DebianZi {4
dpkg -i keystone-collector <version> all.deb
° IEFEERRPM {4
yum install keystone-collector-<version>.noarch.rpm
=%
rpm -i keystone-collector-<version>.noarch.rpm

3.y HAGIRTELERGEH. BN

T AR TAC&EKeystone X523

SR —EAEES. FKeystonelREERZREBTE TS /A IA IRl InternetfVIFIR (BFRJ9_dark
site_or private mode) HUEFERBIFREIE. X—XMEEs. BFEEMEAGFHEHR
S5EEMEREGER, BEES. KeystoneliEE 231§ 5T M Active 1Q Unified ManagerEIE
HIPFE ONTAPEEEE,

KeystonelliEE 2812 {1 7 Keystone N SR 2R B IR LR i F - L i (Terminal User Interface. TUI)SEATE
@ . BFHRITEREMKSIEER. Er]UEREMEEIZM(FIMENter BN ET L) A EHIE
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[BniKeystone L2 EIETUISC AR !
keystone-collector-tui

% Z*Configure > Advanced*,
P)#a*Darksite Mode*17E 1,

NetApp Keystone Collector - Configure - Advanced

RYBEDarksite Mode

[ 1] Enable custom root certificate

[X] Collector Auto-Update
Override Collector Images
Save
Back

pVivt 2 Sl U C
3 Z*Configure > KS-Collector *LAE BEKeystoneliiEE23-
f)#e*Start KS Collector with System* £,

T EEONTAPERTE R *FES, A MMActive IQ Unified Manager (Unified Manager)BR 53 28%0 A F i P B91%

HiERo
A RITRRESESE. BV ER D EERITF K.
RIEPAMERYITIFHIZER, BT ERRE

(D) amEZH. BHASNehpp THXBNERLL,



- NetApp Keystone Collector - Configure - KS Collector

[X] Start KS-Collector with System
[X] Collect ONTAP usage

[X] Using Tiering Rate plans
Dark

provisioned_wvl
Encryption Key Manager
Tunables

Save

Clear Config

Back

10. JZEFERE S
11. #%*Configure > KS-Collector *LL4E fiKeystone N &£ 2322 $A %t
12. N INZBAE RS HIZEnterfE,

- NetApp Keystone Collector - Configure - KS Collector

[X] Start KS-Collector with System
[X] Collect ONTAP usage

[ ] Using Tiering Rate plans
Dark

provisioned_vl
Tunables

Save

Clear Config
Back

. 1%&$¥*Generate Collector Keypair (£ URESZHESE)*, AGIREnterii,
NetApp Keystone Collector - Configure - KS Collector - Key Manager

Generate Collector Keypair

Back

REITUINERBHBIP IRSKEEE. UafRKeystonelEREITIRRRIF. RFAN ETXLERS LT
Bk BITRARHFIRES. FRH1028. NRELIBEEEERSHARES. BREELINEESBH




BXZA&NetApp 5 HIFAo

Overall: Healthy

UM-Dark: Running

ks-billing: Running
ks-collector-dark: Running

Recent collector data: Healthy
ONTAP REST response time: Healthy

DB Disk space: Healthy

DB Disk space 30d: Healthy

DB API responses: Healthy

DB Concurrent flushes: Healthy
DB Slow insert rate: Healthy

15. @I E T FE LEIFEHR B Shel ETIR HKeystone N EE SR B IETUI,
16. EREMPIAHEA:

k

~/collector-public.pem

17. Bt H@3 B F I RIZEE ng-keystone-secure-site-upload@netapp.com (FAFRELAIIE USPS 155)
8 ng-keystone-secure-site-usps-upload@netapp.com (FAFZ£H USPS i55) »

FHERBRRE
ERAEEAKENetAPp KX S B B RBEIRE. EANFHEMILIRE.
RRU TS BRERERERIRE:

1. #ZKeystonelWERTUIE RE LS HERIE
2. IREXHHBZEEKIEZE ng-keystone-secure-site-upload@netapp.com (FBF%Z4£RIIE USPS ihs) aiki%
ZE ng-keystone-secure-site-usps-upload@netapp.com (FBFZ2H USPS 45)

Keystone W& R R EM—MERX AN —MINEX . XEXHNFKIEEINetApp. FFXAHREEE
UTFEAES. IHEFARIE,
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node_serial,derived_service_level,usage_tib,start,duration_seconds
123456781,extreme, 25.0,2024-05-27T00:00:00, 86400
123456782,premium,10.0,2024-05-27T00:00:00, 86400
123456783,standard, 15.0,2024-05-27T00:00:00, 86400

<Signature>
31b3d8eb338ee319ef1

4% ONTAP
Keystonellt &e28 2 BT TUIHZRONTAP,
REBLUT S BHRKONTAP:

1. #F*43P> ONTAPHLE Webserver*,
2. ONTAPFHIRE 14 2 H1%*/opt/web/web-upgrade /*, $AfE1%E$F*Start ONTAP *LUEEINetAppARSS 25,

NetApp Keystone Collector - Maintenance - ONTAP Upgrade

+ Copy ONTAP upgrade image to [fopt/netapp/ontap-upgrade/
+ Start web server using button below

« Upgrade ONTAP

+ Press ctrl+c to stop web Server

Start Webserver

Back

3. “http://<collector-ip>:8000"i5%% ZIfF A Web:X ¥ 28 FREXFH R & B,

B E5IKeystone N EE 28

el LUBIE TUIE T B nIKeystone &R 28RS . HEITUIRR EIP>EfBmRESR IRS. WIRIERERBRIFT
BUlEERS. FEAUMTUIERRSERERS.




NetApp Keystone Collector - Maintenance

Shell

Restart Collector Services

ONTAP Upgrade Webserver
Back

EFAAED T S iEKeystone R RIITI TR
&8 ME R ZFHTTPIE KR 51T R G 3R In T Keystone NEE 28 BYIZTT AR

FINBER T Keystoneiz{TIKRARSE A EZ KB A EN UIMIERIPEIEE, Keystonelz{TIK/RiwR A
/uber/health. FIfiHA LKeystoneliEE 23RS 23HFAEIEO 7777, T, I RE—MEEJISON
BWHBIHTTPIESKRESRBEATE. AFiEirKeystoneliEE 2R R AR,

JSONIEIRHHEIKIZITIRN is healthy B, HRE; URNSMAFRSEIFATIR

component_detallsfﬂﬁo
AR —1mfl:

$ curl http://127.0.0.1:7777/uber/health

{"is healthy": true, "component details": {"vicmet": "Running", "ks-
collector": "Running", "ks-billing": "Running", "chronyd": "Running"}}
REILLTFRESRE:

* *200 *: RNFAIBZMIFAGEITIRIR

* *503 *; RA—1PMHZNMABBITRKAARES

* *403 *: RATIFETIRANHTTPE AR allow FIRA, ZIIRE— P AIFHMLKZCIDRYIR, XTF
RS FIREEAEEITRRE R

_allow_FIRFEAMLECIDRA EZEHI A IFEKeystonelZI TR R KRIME IR T, WNRIKFI403551%, 158
T *KeystonelEERREIETUI >EEE>IE TR BT G ST R AR MNE_ALLOWE IR,

NetApp Keystone Collector - Configure — Health Check

24
/24

Back

Use CIDR notation to list the external networks allowed to guery
the health monitoring endoint. An empty list denotes that ne external addr
are allowed to query the health, while /8 allows queries from netwo




ERFWRESE

ExfKeystone B 2R M| BUHITHIEHRR. TR LIS NetAppZiF ARBKR. MTAIRESEREM tar_XH. &
B] LU Keystone i 28 EIETUISS T2 4 ARt S 14

REBLUTPEEMN tar XH:

1. BEHEEHR>ERFE
2. ERRIEDREMNMIE, SAREE*Generate Support Bundle*,

L

NetApp Keystone Collector -

Jhome/esis

[ 1 Upload to Keystone Support

Generate Support Bundle

Back

IR S tar EFTR I ESIEZE—MRHEE. A SNetAppHZ M & LR RB=E,

3. FHxXHE, EralLUSHEMNE|Keystone ServiceNow FZEif, BXEESZHMEER, BSF "IEEERN
ARSBIER"S
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