Keystonefb F & IR

Keystone

NetApp
September 12, 2024

This PDF was generated from https://docs.netapp.com/zh-cn/keystone-staas/dark-sites/overview.html on
September 12, 2024. Always check docs.netapp.com for the latest.



H=x

Keystone®t F& BIRT
T fiEKeystone (Z AIER)
ERTEETAEATRE
ERRE T L& Keystone i &2
ELZ AER TECEKeystoneli&E2s
ERAER T L iEKeystone N E BB TIRR

O A WN 2



Keystonefb & FIRT

7 fi#Keystone (L BIET)

Keystonetgft 7 —# privi ZBEEN(HFFA _dark site ) « LUARENWESNEZL2EK,
IR IEE T EEEZRESIELSR,

NetAppiHt & HinternetiEiZZ PR T InternetiE1ZMIMR (RN IE L FF L =) EFHIFIKeystone STaaSEIE., X
EIMER LR WRENINE. BTN, SMMIIRIEER. IMNLBEESZIIRG,

Xt FNetApp KeystoneM=. NIFAFIERRHEIRS TKE UEEXEIMRLIRI S E HKeystone RIEFELT
FARSS. XEHE:
* AHIERE . Keystone R LURIIMTEFREIFIRHECE. WRTE R InternetiEZEIMNBA EITIRE I,
* BARIE: BBEBITINRREN T B IEER A FiE BRI R BRAIR .
* REMMEME: KeystoneE]HREZBHBIFAFUERNL2EMESMIEER, HAJgEESANE. £
EihEERFAEITIhEE.
* FEBNMISHF: NetAppiefft24x7 23k, HABTEFR DE— 1T ABKeystonefliThEEE, LURHAZ BN
R HEERo

@ KeystonelW Ee28 F ATEEC B N A2 EZ RG], AR 7_standard_1&:. BETREZER, FSH
"7 fi#Keystone I EE2E"

Keystonellt &30 FARAET(
KeystoneltEe23 1 SR E BAMEER AWK BIEREIE. HIEEinSHEIRNERBRIRSERA M 41T

. AfE. ERIENER. ARSBUMENAX AR EEZIERM XA F o L EINetApp, UREIXLESI
[5. NetAppHIKeystoneit 22 F QR XLEX HHITHMINIEAMNIE, FHREEMEITHBENITIHEERFHR LT

BEAKA.
Keystone Billing Platform
. Subscription
‘ " Manager
Customer Premises (Dark site) @
Dark . Usage
Collector "| Reporter Billing Engine
\ )
v \ l -> Jf_ » () AcTiveia
Unified \ Dashboards
Manager \\
— @ = @ ®
* : dh = dh
- ‘-‘ -
5:_;;73“ ONTAP File Store Customer sends the Data Lake Database DevOps/SRE
(admin node) telemetry data
manually to NetApp



https://docs.netapp.com/zh-cn/keystone-staas/installation/installation-overview.html
https://docs.netapp.com/zh-cn/keystone-staas/installation/installation-overview.html
https://docs.netapp.com/zh-cn/keystone-staas/installation/installation-overview.html
https://docs.netapp.com/zh-cn/keystone-staas/installation/installation-overview.html
https://docs.netapp.com/zh-cn/keystone-staas/installation/installation-overview.html
https://docs.netapp.com/zh-cn/keystone-staas/installation/installation-overview.html
https://docs.netapp.com/zh-cn/keystone-staas/installation/installation-overview.html
https://docs.netapp.com/zh-cn/keystone-staas/installation/installation-overview.html
https://docs.netapp.com/zh-cn/keystone-staas/installation/installation-overview.html
https://docs.netapp.com/zh-cn/keystone-staas/installation/installation-overview.html
https://docs.netapp.com/zh-cn/keystone-staas/installation/installation-overview.html

Ars32% L BYKeystonellt EE2ZARSZ HIESS B EHAME A B R, IRILE R UAKRIERS I A ERERFR
Xffo BITRARS AIHITRRETRARE. ARSEFREANEITRARERSAER. AP A UBRNIAIEX
ks, UEHITIRIUEH AR R,

Customer Premises (Dark Site)

Customer Ops Customer Health
Workstation SSHISCP (TCP/22) Monitoring System

HTTP (TCP/7777)
Optional

Keystone Collector Server

HTTPS (TCP/443)
Keystone Collector Keystone Health =
v Service Service R
Unified
Manager
v A
Storage
ONTAP GRID
(admin node)

HEEETARATRE

T &I InternetfIIRIE (R _dark site_or private mode )& 3EKeystone i EESR
Ai. IERRENRZEESTHVENRGH B EFMELENRIREMS

VMware vSpherefJ &k

* 2ERYE: VMware vCenter ServerfllIESXi 6.7 E = ARz
* %Ziv: 11CPU

*RAM . 2GB

* BF=SiE]: 20 GB vDisk

Linuxf9E3k

* I2ERY:: Debian v123{Red Hat Enterprise Linux 8.62% & = has
* i 29°CPU

*RAM: 4GB

* Wi#ZSE: 50 GB vDisk



‘b2 GBE=NZ8] /var/lib/

‘048 GBZA= (8] /opt/netapp

E—RSHFENLEUATE=ZFREE, NRTEIFEERSXLENEE,. NWXEREERIENRIRF B
&

* RHELS8
° python3 >=v3.5.8. python3 <=v3.9.13

o podman

> SOS

o yum-utils

o python3-dnf-plugin-vervonlock
* Debian v12

° python3 >=v3.1.0. python3 <=v3.12.0

o podman
o sosreport
PR ER

Keystone i EE 23 FYMI L E IR E RN -

* Active 1Q Unified Manager (Unified Manager) 9. 108 S k4. EEA T APIRXINEERIARSS 28 LECE.
* Keystonet & 28Rk 5528 R AT @2 ik (1443 (HTTPS)ifiia]Unified ManagerBR528.

* [ZfEUnified ManagerfR53 88 79Keystone i 823814 B B I FRA2F F P AU RBBR S5 0K 2

* REEIMNBInternetiFEZ,

* 81 A. MKeystonellt &2 H T — M HHIET BB FHIHF R E AELaNetAppZ 5. B RINMAEX R ST
FRARIFAE S, 1S W "TREKeystoneFEEN",

ETARRIV T R Keystonelli &= 88

RN E B, LR Internetd9IFIE(WBHFR A _dark site_or private mode) &
iEKeystoneliiESS, hHREIERIESENRLIES,

A UIRIEEETEVMware vSphere 24 _EZEKeystoneliEE28. AT LATELinUxZR 4 LR Keystonelli&E 28,
RBR S PmRIE N M B R B #HITIRE,

7£VMware vSphere - 2} &
BREBLUT T BIRE:

1. MTFEOVAREIR S "NetApp Keystone Web|[ ",
2. BXEHOVAXHEIEKeystonelIERF I, BESIH—T"2FEOVAIEIR,


../concepts/gssc.html#netapp-global-services-and-support-center
../concepts/gssc.html#netapp-global-services-and-support-center
../concepts/gssc.html#netapp-global-services-and-support-center
../concepts/gssc.html#netapp-global-services-and-support-center
../concepts/gssc.html#netapp-global-services-and-support-center
../concepts/gssc.html#netapp-global-services-and-support-center
../concepts/gssc.html#netapp-global-services-and-support-center
../concepts/gssc.html#netapp-global-services-and-support-center
../concepts/gssc.html#netapp-global-services-and-support-center
https://keystone.netapp.com/downloads/KeystoneCollector-latest.ova
https://keystone.netapp.com/downloads/KeystoneCollector-latest.ova
https://keystone.netapp.com/downloads/KeystoneCollector-latest.ova
https://keystone.netapp.com/downloads/KeystoneCollector-latest.ova
https://keystone.netapp.com/downloads/KeystoneCollector-latest.ova
../installation/vapp-installation.html#deploying-the-ova-template
../installation/vapp-installation.html#deploying-the-ova-template
../installation/vapp-installation.html#deploying-the-ova-template
../installation/vapp-installation.html#deploying-the-ova-template
../installation/vapp-installation.html#deploying-the-ova-template
../installation/vapp-installation.html#deploying-the-ova-template
../installation/vapp-installation.html#deploying-the-ova-template
../installation/vapp-installation.html#deploying-the-ova-template
../installation/vapp-installation.html#deploying-the-ova-template

fELinux E%&%
Keystone i EE 23 ER 1 (E R IR H0Y.debT .rom XL EELinuxfRSE 28 £ BAEBURFLinuxy & ks,
R TP BELnuxARS 28 L REER 4
1. ¥KeystonelEERR RE X T H S EHMEILinuxfRS5 28 :
keystone-collector-<version>.noarch.rpm
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=
rpm -i keystone-collector-<version>.noarch.rpm
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NetApp Keystone Collector - Configure - Advanced

RS BDarksite Mode

[ 1 Enable custom root certificate

[X] Collector Auto-Update
Override Collector Images
Save
Back
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NetApp Keystone Collector - Configure - KS Collector

[X] Start KS-Collector with System
[X] Collect ONTAP usage

[X] Using Tiering Rate plans

Dark

Usage Type
Encryption Key Manager
Tunables
Save
Clear Config
Back
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NetApp Keystone Collector - Configure - KS Collector

[X] Start KS-Collector with System
[X] Collect ONTAP usage

[ ] Using Tiering Rate plans
Dark
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| Encryption Key Manager |
Tunables

Save

Clear Config
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NetApp Keystone Collector - Configure - KS Collector - Key Manager

Generate Collector Keypair

Back
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Overall: Healthy
UM: Running

chronyd: Running
<s-collector: Running
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node_serial,derived_service_level,usage_tib,start,duration_seconds
123456781 ,extreme, 25.0,2024-05-27T00:00:00, 86400

123456782, premium,10.0,2024-05-27T00:00:00, 86400
123456783,standard, 15.0,2024-05-27T00:00:00, 86400

<Signature>
31b3d8eb338ee319efl

F4% ONTAP
Keystonellt &e28 2 +1BIT TUIHZRONTAP,
REBUTHEARONTAP:

1. 343> ONTAPFH K Webserver*,
2. Y3 ONTAPFHLRBR1& S 14 & HIE*/opt/web/web-upgrade /*, SAIGi%EF*Start ONTAP *LUE&hNetAppARSE 28,



NetApp Keystone Collector - Maintenance - ONTAP Upgrade

» Copy ONTAP upgrade ‘image to [opt/netapp/ontap-upgrade/
« Start web server using button below

« Upgrade ONTAP

+ Press ctrl+c to stop web Server

Start Webserver

Back
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NetApp Keystone Collector - Maintenance

shell

Restart Collector Services

ONTAP Upgrade Webserver
Back
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$ curl http://127.0.0.1:7777/uber/health

{"is _healthy": true, "component details": {"vicmet": "Running", "ks-
collector": "Running", "ks-billing": "Running", "chronyd": "Running"}}
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NetApp Keystone Collector - Configure - Health Check

/24
/24

[ Save |

Back

Use CIDR notation to list the external networks allowed to guery
the health monitoring endoint. An empty list denotes that no external addr
are allowed to query the health, while /8 allows queries from netwo
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NetApp Keystone Collector - Troubleshooting -

Jhome/esis

[ ] Upload to Keystone Support

Generate Support Bundle
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