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This covers application data; however, what about the actual VMs
themselves. Disaster recovery should cover all dependent components,
including virtual machines, VMDKs, application data, and more. To
accomplish this, SnapMirror along with Jetstream can be used to seamlessly
recover workloads replicated from on-premises to Cloud Volumes ONTAP while
using vSAN storage for VM VMDKs.
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Subscription ID - Configure
Tenant ID [ Application ID - Configure
Application Secret - Configure

‘ £ configure Cluster |~ % Upgrade Wl Unconfigure % Resolve Configure Issue Q
D Cluster Name A Datacenter Name A Status A Software Version A Host Details A
[] Cluster-1 SDDC-Datacenter @ Ok 4.0.2.132 Details "

W

3. M JetStream DR REFHIUTES:

a.

b.

AN FRIPAHEEER) Azure Blob 77tk P /E AL,

Available Protected Domain(s] For Import

Protected Domain ...
GCSORPD_Demo01  Protection domain ANF

ARB TR,

AELIERENEFEREOS, ERESANZRIPE, ARRHESNEE,

4. ZFBESANUHITNE, B REIPIEENRHRIERS

B SRR AREEFRRAE. ERRMAIPEFAIIRE BEINT IR

JetStream DR

Protected Domains

Appliances Configurations Task Log

Statistics Storage Sites

Select Protected Domain: GCSDRPD_Demo01 ~ ey 3l

E—

Storage Site
Owner Sita

Recoverable / Totai VMs

Protected VMs Setlings Alarms

VM Name a Prolection Status &

GCS-DR-DC @ Recoverale
GCE-DR-LinVMD1 @ Recoverable
GCS-DR-SCA @ Racovérabla
GCS-DR-50L0Y @ Recoverable
GCS-DR-WinVMO1 & Recoverable {b

ZZ DRVA i%%,

LS WA LUER CPT SIEMYITI B EhHhiT.

®

ERBIRE, BEM ERZRIFR

| + Create | & Delete Suore

Detaits

A ANFDemoblobreparec I

v

Q
Protection Mode & Detaits

Wite-BackiVMDK) Dstails 5
Wiite-BackiVMDK) Details
Wirite-BackiVMDK) Dataits
Write-Back(VMOK) Detaits
Weite-BackiVMDK) Details

13



6. {EFTI M vSAN 3§ ANF $iBEEfEtIRE 4 HES.
7. SANSRIPHIEHEEE VA LUER ANF SUBFME#HT VM IKE.

Continuous Failover Protected Domain

1. General 2a. Fallover Settings  2b. VM Settings 3. Recovery VA 4, OR Settings 5. Summary
~
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-4
©) gesdrsqllog scab Ecsdrsqlicg.scdb copy 10 minutes 18 s e May 5. 2022, 12:08:34 PN
niaphci-a300e9u2s ANFCVODRDEmmO seconds 104,34 Kif
< >
< >

() smaMEREREDHL, WEHRETE,

2. 518 AVS SDDC (Btrif) L£8Y Jetstream Ul HRR SFEHS IR LASTT IS5, ES51ZRTRE
HSEMBHE,

AR Z I EIBEEOF, FTLOREERBESIEE AT RIRIERE 1958 H18Y,
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JebStream DR

Protected Domains Statistics Storage Sites

Select P 'D_Demo01

Recoverable [ Total ViMs

Data (Processed/Known Remaining)

Current Step

Protected Wis Setings Alarms

VM NHame &
GCS-DR-DC
GCS-DR-LinVIA01
GCS-DR-SCA
GCS-DR-S0L01
GCS-OR-Winviao1

Configurations Task Log

| +creae O Suoe

Continuous Rehydration In Progress ‘Cenfigurations Dotaily
Storage Site A ANFDemoblobreporec 2
Owner Site REMOTE { 17221.253.160 )
SZR04 /=R I8 THUE Datacenter | Cluster SDOC-Datacentar \ Chustar-1
Recover VMs® data from Storage Site@ Point-in-time Recovery Disabied v
Q
Protection Status 4 Protection Mode & Details
© Recoverable Write-Back(VWDK) Datalls i
O Recoverable Write-Back(VMDK) Retalls
@ Rocovarable Write-Back(VMDK) Bnlalts
@ Recoverable Write-Back(VIMDK) Catails
O Recoverable Write-Back(VMDK) Details

Complete Continuous Failover for Protected Domain

VM Network Mapping

Proiected VM Network 4
VM 3510

o 0

Other Settings
[] Pranned Failaver

HB Fatce Failover

Some VIES guest credential are required because of nehwork configurabtion:

Recovery VI Network
DRSirelchSeq

Cancel

Configure

Camplels Fall oyer

SREIMIERBRET LR ABENR, HEZFRIFSBIFTA RN B E i = BiE&IE,

Force Fallover

required!

Site.

Are you sure you want to continue?

Force Fallover of Protecled Domain requested, Administrator consent ks

Complete gwnership of this Protectad Domain will be taken gver by this

Cancel

Confirm




Complete Continuous Failover for Protected Domain

Protected VM Network & Recovery VM Network f
Wh_3510 DRStretchSeg - "
O O
b L

|:| Planned Failover
Force Failover

Some VI's guest credenlial are required because of netwark configuration Configura

Cancel | Complete Failover |

3. ESIERS MG, SHR—FESHRIMES M. E55TME, HRMEREMTILESE ISCSI
3 NFS 2i&,

®

HMERBIRN TN HERBPIEEE!T, EIMIRSERNAIRE". ZFRIPEBIFEE
PAIESBERELR EiETT, HASTFHRERBETFMLERENRS.

AT IR FE RS EERIEHE, JetStream DR A UITEMAERX TIETT (MitiarEs
BEm) , MMREMNRESIEMAS REEZINAMEIFENRER R, HENHE
N THITEERSEIEN, EHRERIT LR R % 12,

®

Continuous Rehydration Task Result

Tapk Complyted Successiully with warmings

Protected Domain

Vilis Recavery Status

Total Vs Rocovered

WSS} with warning

GL SRecoveryll Statys:

oﬁr-é»w Execution Status
Runbsook Execibon Status.

Post-scrapt Execution Status

GCSORPDOOZ
Suctess with wamings

2 \phay

O Hol cefined

@ Success
0 ot defined

4. BB, FEREEREREHITREFME. AT ERLERE, £FPFERT SAL kSR,
5. BF AVS SDDC _ErEMISnapCenter VM FHEH DR &=,

17



18

a. {ERN % 28ihiRISnapCenter Ul,

"hup& yes-dr-scdl gesde.comei146 P-ax O ges-dr-scdb.gesde.com

Il NetApp

SnapCenter”®

Usemame gesdoadnynnimo
o

Password sesssessseRs

b. FEIET, SMIIRE> 2RKE> REME.
C. EERBRAREME,
d. BEHMNA"

1B - @GP snspCente

de-3¢ 45 geade com A 145 R

SnapCenterAdmen ¥ 5 Dut

M MNetApp SnapCenter® B~ 1 gosdoadminnimo

Global Settings Folicies Usars and Access ftokes Criedenzial Software

Global Settings

Hypenizor Settngs @ ~
Notification Server Settings @ w
Configuration Settings @ L7
Purge jobs Settngs ) LY
Damain Settings B r
CA Certificate Semings @ L%

Disaster Recovory

W Enable Disaster au;-:-‘.-cr'.'m

e. BEH IEM">“VFl"RIGIE DR R B HER Ao




[Z{EFINetApp SnapCenter 4.6 S EShRASHITEEREME ., X FLABIRIARAS, N
()  ErAmAREF—SIRE (EASnapMirorE ) , HERTENMRE, WU
SAE R B AR 1

6. HafRSnapMirrorx % B H1kf,

(@) Re plication

ety

3 4.78 as 0 o E 0
Walbumie Relationships Rephcated Capacity Currently Transterring Mttty Fatiled
3 volume Relationships ac

Health Status = Souroe Vol 3 Targnt Volumd H Total Transfer Time = ¥ Mirror State : Lo Successful Transfer

grsdrsqidb_scéb_copy

(= Brscrsqldi scdd e May 5, 2022 120834 Pl
5] Il e iy
it maphel 130060475 ANFCVODRDemo & minutes 41 seconds idie broken-off 33.66 KiB

« »

b | gosdragihld_scdb copy L.

& csdraqinid_scdé o May 5, 2022, 1209:15 Pk
t"J g = 4 minutes 56 second: idie broken-of -3 2045 R
e ntaghcl- 4300635 ANFEYGORDEMD e ’ okl 69.84108

< »

csrregBog sCdf o
e gesdraqliog scds BOOrqRR SR OR 10 minutes 18 i B My 5. 2022, 120834 P
- aphti-a300eels ANFCYOIRD=mO seconts e 10432 K8
)
€ ¥

7. ¥Cloud Volumes ONTAPHIAY LUN ZZZI EEHREIR 12 SR E R SQL & EIMAL.

#+ Disk Management = a X

File Action View Help
o mEm MO

Volume ] Layout | Type | File System I Status | Capacity | Free Spa... ] % Free
— Simple Basic Healthy (R... 450 MB 450 MB 100 %
- Simple Basic Healthy (E... 99MB 99 MB 100 %
= () Simple Basic NTFS Healthy (B... 89.45 GB 6703GB 75%
= BACKUP (G:) Simple Basic NTFS Healthy (P... 9.97 GB 9,92 GB 99 %
== DATA (E) Simple Basic NTFS Healthy (P... 24.88 GB 2457TGB 99%
= LOG (F:) Simple Basic NTFS Healthy (P.. 9.97GB 8.93GB 90 %
o Q

8. fﬂ? iSCS| Bhes, BBl FM=IE, FHREFIMCloud Volumes ONTAPE N BAR AR % 2%

=0
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iSCSI Initiator Properties

Targets Discovery Favorite Targets Volumes and Devices RADIUS Configuration
Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target: Quick Connect...
Discovered targets
Refresh
Name Status

ign. 1992-08.com.netapp:sn, 547772ccc47811ecbb62000... Connected
ign. 1992-08.com.netapp:sn.aeab78ab720011ec939800... Recu-rﬁmg...

9. WIRPTEHEEER DR Z At ARERIIREHES S#HTIER,

{\ S 4 | =] ThsPC - O
Computer View
“- v o » This PC 3 w &  Search This PC
< + Folders (6)
= P ” Desktop '_-i'-é" Documents
Py =
& Downloads  # L=
‘:f Documents o
B Pictures 2 ‘ Downloads — $ Music
» 3 ThisPC
o Pictures . Videos
> g Network -
~ Devices and drives (4)
Local Disk (C:) DATA (E2)
H === I
Mgy 7.1 G free of 89.4 GB b Wy 345 GB free of 24.8 GB
LOG (F) BACKUP (G:)
= | _
v 8.92 GH free of 9.97 GB W™ 9,31 GB free of 9.97 GB
10 temns

10. E#/EE) MSSQL ARSS 28RS




1.

4, Services — a X
File Action View Help
e mEBcz Hm >»enwpn
. Senvices (Local) | _
: SQL Server (MSSQLSERVER) MName - Description Status Startup Type Log *
1€, 5QL Full-text Filter Daemon ... Servicetola.. Running  Manual NT
mﬂthESEMCE OL Server (MSSOLSERY cend & Bosnine Automatic GC
Pause the service 3 e et SR o
Restart the service i}, 5QL Server Agent (MSSC ning  Automatic GCS
\.;’g SQL Server Browser ning  Automatic Loc
. £, SQL Server CEIP service ning  Automatic NT
Desciiption: £,50L Server Integration € aing  Automatic  NT
Provides storage, processing and - €9 ; 9 z
controlled access of data, and rapid 5}, 5QL Server Integration £ ming  Automatic NT
transaction processing. £} SQL Server VSS Writer L ‘ning  Automatic Loc
-EJ; SSDP Discovery * ning Manual Lec
i€}, State Repository Service ning  Manual Loc
€0, 5till Image Acquisition Manual Loc
& Storage Service Manual (Trig... Loc
s Storage Tiers Managem Hel Manual Loc
'-S;\; Superfetch P Manual Loc
o)} Sync Host_df23a This service ... Running  Automatic (D... Lec
{2}, System Event Notification 5.. Monitors sy... Running  Automatic Loc v
< >
'\ Estended A Standard /
Stop and Start service SQL Server (MSSQLSERVER) on Local Computer

R SQL AREMEELK.

:1; SQOLQueryl.sgl - GCS-DR-5QL03.CarDB (GCSDC\adminnimo (66)) - Microsoft SQL Server Management Studio (Administrator)
File. Edit View Query Project Tools Window Help
0.0 8B 02 R Brevavey B2 X T "-|'9 -¢ - 8| -|
% cas - pEecte » v3BE|FEP @D T w0,
bject Explorer LAl SCLQueryl.sql - G...DC\adminnimo (68)) & X
Joe=*** seript for SelectTopNRows command from SSMS *="*=* !
- n
Comect> # ¥ 8 YO EISELECT TOP (1000) [Id]
f# W8 System Databases -~ , [Name]
& W9 Database Snapshots s [Price]
£ i CarDB | FROM [CarDB].[dbo].[Cars]
# ¥ Database Diagrams e o
£ B Tables
i System Tables
i FileTables
I External Tables 100% =
I Graph Tables EZ Resuts "
= B dbo.Cars e
® W Columns 'd-—} Have. | Price %
5 il Keys 1 [1]cat 1000
@ B Constraints - 2 Cxz 2000
@ W Triggers ¥ 13 [Gwd | 30
@ H indexes 4 4 Card4 4000
@ B Statistics 5 5 Cw5 5000
il \fgssr »
< = > @ Query executed successfully.

(D) T NFS, 28 mount MBI fetc/istab 5 B,

HEEY, $RIERILUSTTH Bl S eI LIRS IE Bi#1T.
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£ NSX-T i, FILIBIRSIRMLZAE 1 BRRKIZINSIERR B R, XAHKRAE T

(D EAHFILMEERERE, ERASBEFAERREHLIFE, MMaMITEED X,
BHEIERMESMASTBERXSRNL, RN T AXEREE, BRI LUK
S BN

FIhREHBEHIETE, EUBITHEMRE. VM FRIPH Jetstream RE, FHBI¥EESnapMirror
XFo

1. mEARMIFIE, BIBERAMESHNEE, ESEEMEN/HINIERFRIPERNEE, WENMNE, AJEE
BHEHLRE JetStream DR 1k,

2. iR IRE RIZSHIIF IR, 3%F| Jetstream DR Ul, AREEFEHHIRRIFE, RRIPIERESTFHRIERE
&, & Ul FERESEE RS xm,

(D CPT BRI E it ¥ iE A B F BalE MW R E BB MM REFMEREZIRIE VMware
755

JetStream DR
Protected D i Statistics Storage Sites Appliances Configurations Task Log
Select Protected Domain: GCSDRPD_Demo01 ~  Viewall | + Craate ‘ 1 Deiste = More
Mode Running in Failover 111 1T | O Restore
Active Site WPPTRITE]  Storage Site £\, ANFCVODR
Owner Site REMOTE { 1723
Recoverable / Total VMs 4i4 5 Fallbaclh
I ! tting: o0
Q
VM Name & Protection Status & Protection Mode 4 Details
GCS-DR-DC @ Recovera ble Write-Back(VMDK) Detaile il
GCS-DR-LinVMO1 © Recoverable Write-Back{VIMDK) tail
GCS-DR-SCA © Recoveral bla ‘Wite-Back(VIMDK) Details
GCS-DR-5QLOY @ Recoverable Write-Back{VMDK)} Details
GCS-DR-WinvM01 @ Recoverable Wirite-Back(VMDK) Detailz

ST S P E SR I E R RIS S R B TR AIER, SRl
(D) EmENE R R RS RS R E SR E, AR A R
AR R RIPLE AR EHT AR BT BEBTIEL.  NetAppiil 10 £k,



Failback Protected Domain

1.

General
Failpack Datacenter

Failback Cluster

Failback Resource Pool

VM Folder (Optional)

Failback Datastore

Maximum Delay After Stopping

internal kbtwérk

External Replication Network

Management Network
Storage Site
DR Virtual Appliance

Renlication Loa Storace

2a. Failback Settings

2b. VM Setlings

3. Recovery VA

4. DR Settings

5. Summary

A300-DataCenter -
A300-Cluster

A3D0_NFS_vMotion

10 Minutes

VM_187

VM_187

VM_187

ANFCVODR

GCSDRVADDZ E?
idevisdb i

Cancel Back | Failback ‘

- SEREIEMETTE, AEHRIARE EMWIRIFAEE B

Failback Task Resuit

o Task Completed Successfully

Protected Domain
VMs Recovery Status
Total VMs Recovered 4
GCSRecovery03 Status:
Pre-script Execution Status
Runbook Execution Status

Post-script Execution Status
o o

GCSDRPDO02

@ Success

© Not defined
© Success
© Not defined

4. EBMNIMES, WFHEBITFMES T RERHERD EF0E.

Health Status =

Source Volume

Target Volume

Total Transfer Time = Status Mirror State Last Successful Transfer +

gesdrsgidb_scé6
ntaphch-a30deduls

gesdrsglhid_scas
maphecl-a300e8u2s

gesdrsgllog. scd6
ntaphck-a30dedu2s

gesdraqidhb_scdb_copy
ANFCVODADemo

j »

gredrsglihld_sca6_copy

ANFOVODRDemo

gesdrsqllog scab_copy

ANFCVODRDemo

Idte broken-ofi May 5, 2022, 12:08:34 PM =

6 minutes 41 seconds

33,66 KiB
Information
4 minutes 56 seconds idie broken-off
Resyne
10 minutes 18
i braken-off
SACBGHE idle braken-o

Reverse Resyne @
Edit Schedule
Edit Max Transfer Rate

Delate
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3 By 6.54ce 0 o E 0

Volume Relationships Replicated Capacity Currently Transferring Healthy Failed

3 volume Relationships Q O

Health Status ¢ Source Volume s Target Volume s Total Transfer Time  + | F Mirror State = Last Successful Transfer

gesdrsgldb_scé6_copy

@ gesdrsgldb_sc46 May 6, 2022, 11 :(}3:0&“\

19 seconds idle snapmirrored
ntaphcl-a300e9u25 ANFCIBORDET P 5.73 MiB
>
gesdrsglhld scdé_copy
gesdrsqlhid_scd6 May 6. 2022, 11:01:39 A
1 minute 46 seconds idle snapmirrored
® ANFCVODRDemo ntaphci-330069u25 P 800.76 MIB
@ gesdrsqllog_sc46 S 51 seconds idle snapmirrored Mey 620221103150k
ntaphcl-a300e9u25 APIECUOORDRNG i 785.8 MiB
4 i »

5. E#iBEh MSSQL AR5 23ARSS .
6. I SQL HREEE MRS

:5.; SQLQuery1.sql - GCS-DR-5QL03.CarDB (GCSDChadminnimo (66)) - Microsoft SQL Server Management Studio (Administrator)
File Edit View Query Project Tools Window Help

0~ 8-u-V P BNy BRRR/BDNAXPA|D-CT-

B -~

© ¥ % cae - pbecte » vIBE|FEP @D FE|En 0.

Object Explorer

Connect> ¥ *§ » 7 ¢

SQLQueryl.sql - G...DC\adminnimo (66)) + X
Jp#===== script for SelectTopNRows command from SSMS ==*==*=/
SISELECT TOP (1680) [Id]

@ W0 System Databases A , [Name]
@ ¥ Database Snapshots ,[Price]
= @ CarDB FROM [CarDB].[dbo].[Cars]
i) ¥ Database Diagrams 678
= Tables
£ System Tables

& FileTables
# 1§ BExternal Tables

f!.' ! Graph Tables g R ol
% HH dbo.Cars ges
: - id Name Price
@ B Views ‘ [1- i T
& B External Resources
@ 8 Synonyms 2 2 Car2 2000
@ B Programmability 3 3 Car3 3000
@ B Service Broker 4 4 Card 4000
@ B Storage 5 5 Ca5 5000
T B Camiirig v

@ Query executed successfully.

EHEMEREEME, BEIRITRAEMRTRFHEXRTS R SHERS ZBIRSS
GE[

Z‘z TEREEMRD ZRERRETFENHPEENAR, BRTREEHMRET 2

®
®

tSEERTHMNAIER, 1 Oracle. FMRIBIERERE LR EAHMEAREERFENIN AERF.



S57E—, ERXBILEMHEBIESIMREZE, BRMRMEMI RIS R,

LR R A E=E

* fEASnapMirrortY= X BB ¥ 14IE Hl,

* BITONTAPIRER (R BB 1 & EE (=] FA BYBY Bl =,
* MEE. B, WENNZARFRIELE, MEHEINTEEIMIAAENME SRS NTE S B5i.
* SnapCenterfE i R =8 T & Fl EH 72 EV o

° X T HHIRBEIBIRITHINPL,

° % DR M TIERAZHA B RO S Hll b,

° FIF3 DR #iEi#17 DR LIMITIERAZ, FIINFLAMNR. et #TAFALEM IR AR 4RO

* CPU 1 RAM RL{b BT LUEE 1 8 I B S B R BB PR R =R AN,
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