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1.7JNetApp ONTAPEZE FSx

5 ROSA £E£48EAY VPC FgNetApp ONTAPRIEZ B AKX FSx, RIEIT ZF AL INIIRIE, IR T (FEH
CloudFormation Stack 8% FSxN BYiF4{S &

a.5efZ GitHub 7Zf#FE

$ git clone https://github.com/aws-samples/rosa-fsx-netapp-ontap.git
b.JZ1T CloudFormation % B RSHEERNEB SHERSITUTHL!:

$ cd rosa-fsx-netapp-ontap/fsx

$ aws cloudformation create-stack \
--stack-name ROSA-FSXONTAP \
--template-body file://./FSxONTAP.yaml \
--region <region-name> \
--parameters \
ParameterKey=SubnetlID, ParameterValue=[subnetl ID] \
ParameterKey=Subnet2ID, ParameterValue=[subnet2 ID] \
ParameterKey=myVpc, ParameterValue=[VPC ID] \
ParameterKey=FSxONTAPRouteTable, ParameterValue=[routetablel ID,routetable2
_ID] N\
ParameterKey=FileSystemName, ParameterValue=ROSA-myFSxONTAP \
ParameterKey=ThroughputCapacity, ParameterValue=1024 \
ParameterKey=FSxAllowedCIDR, ParameterValue=[your allowed CIDR] \
ParameterKey=FsxAdminPassword, ParameterValue=[Define Admin password] \
ParameterKey=SvmAdminPassword, ParameterValue=[Define SVM password] \
-—capabilities CAPABILITY NAMED IAM

Hrh: region-name: 5EBE ROSA £E#HIXIFHAEE subnet1_ID: FSxN BYEIEFMEY id subnet2_ID: FSxN
&EBFMAY id VPC_ID: ZFE ROSA £ VPC Y id routetable1_ID. routetable2 ID: 5 _EEEFHIFM
KEXBYEREHZRAY id your_allowed CIDR: FSx for ONTAPRZ £ NOFN 21FHY CIDR SEE, BFiEHliAR, &
BT LA 0.0.0.0/0 SAEEZHE CIDR RAVFFRE REIHIA FSx for ONTAPHHF EIRO. EXEBERZM: &
F FSxN M43 X SVM FHS: EFRIEELEMN SVM FIZ,

fEFAAmazon FSxiZHI G IIEERIS M RAMFREREIAL (SVM) BB ERIE, WTFR:



Amazon F5x x Fiu ¥ Flegsems ) fe-03a16050beaeTeald
; S —
File syster DntapFlleSystem_| ﬂfﬁnﬁ- | | Actions v
Woluame =
Filie €. * Summary
B ko
» ONTAP — 1 | 55D storage capacity Update Asadlability Zone
1024 Gidd us-gast-2a (Preferred) (3
Swng | rrach us-gast-2b (Standby) (3
DTy T3t Thioughput capacity Update
¥ iCpenErs 2 Available 1024 M/ Creation tims
Snapshots SH24- 1009711 2530000
Filg systerm type Provisioned I0PS Uipdate
ONTAP 1072 i
F [ Depleymant bype Huimibies of HA pairs
Lettings Mpl-AZ 1

2.79 ROSA &L #EH A B Trident CSI IXEHiZR

b.Z % Trident

ROSAEBTIENATLEE T nfs TR, EEEEMEER NAS hiGH 1 TEEREM AR,

INREABMER iSCSI, MEBER iSCSI ERLTIETI M. MTrident 25.02 hRAF IR, EoILUIBEMAES ROSA £EF
(FAEAT OpenShift &£&f) BT ETI mLATE FSxN i 1T iSCSI #2F. BRMEIR AR L REETrident

25.02 (HESRRA) , LLBBHA iISCSI AR TET S, 1. A tridentctl TEM&S17EA node-prep-flag. 2.
ERARBRERFION Red Hat INEM Tridenti 2 ERF I EHFHITEEN . 3.8 Helmo

() ERLREE—HISETIREET RS H R IFERIER NAS iE FSN _LRERE,

F7E—: {EH tridentctl TR

£/ node-prep fFEH L Trident , WMEFTR. FALLRERSZA, BNIZELTHTREEFE, BFSH"
[l (=5 ¢ =

#./tridentctl install trident -n trident --node-prep=iscsi

757% 2: f£A Red Hat IAIERYTrident Operator Hi#1TEHE X M OperatorHub %%l Red Hat JAIEAY Trident
Operator HZEE,
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Project openshift-operators =
o Administrator

» Opera
Home @ NetApp Trident

Operators

OperatorHub

Installed Operators i
TridentOrchestrators Create TridentOrchestrator

Workloads

Networking

Name Kind Status Labels
Storage

Builds

Observe

[root@localhost RedHat]# oc get pods -n trident

NAME READY  STATUS RESTARTS AGE
trident-controller-86f89¢855d-8w2jx 6/6 Running © 38s
trident-node-linux-rnrnn 2/2 Running %) 38s
trident-node-linux-t9bxj 2/2 Running %] 38s
trident-node-linux-vqvl9 2/2 Running %) 38s
[root@localhost RedHat]# _

E R R EA—F 75 7ERE Trident&BIE @1 B 5f iscsid #1 multipathd RS FH7E /etc/multipath.conf SXEEHISE L
THZE, 7iSCSI A& ROSAEHETET R

sh-5.3# systemctl ststus iscsid
e iscsid.service - Open-1SCSI
Loaded: loaded (/usr/lib/systemd/system/iscsid.service; enabled; preset: disabled)
Active: active (running) since Fri 2825-€3-21 18:28:13 UT(; 3 days agC
TriggeredBy: = iscsid.socket
Docs: man:iscsid(8)
man:iscsiuic(8)
man:iscsiadm(8)
Main PID: 23224 (iscsid)
Status: "Ready tc process reguests™
Tasks: 1 (limit: 1649428)
Memory: 3.2
CPRU: 1€%as
CGroup: /system.slice/iscsid.service

sh-5.1# l




sh-5.1# systemctl status multipathd
e pultipathd.service - Device-Mapper Multipsth Device Conmtroller
Loaded: lcaded (/usr/lib/systemd/system/multipsthd.service; enabled; preset: enabled)
Active: active (running) since Fri 2825-€3-21 18:2€:5€ UT(C; 3 days agc
TriggeredBy: « multipathd.socket
Main PID: 1565 (multipathd)
Status: "up®
Tasks: 7

Memory: 62.4
CPU: 33min 51.363s
CGroup: /system.slice/multipathd.service
Ljcer /e« 1/multipathd -d -s

sh-5.1#
sh-5.1# cat /etc/multipath.conf
defaults {
find_multipaths no
user_friendly names yes

3
blacklist {

h
blacklist_exceptions {
device {
vendor NETAPF
product LUN

}

h
sh-5.14 |}

c.IRIEFAE Trident pod &L FEITIRE



[root@localhost hcp-testing]l#
ocalhost hcp-testing]#
vt@localhost hcp-testingl]# oc get pods -n trident
READY STATUS RESTARTS
trident-controller-f5f6796f-vd2sk 6/6 Running @
trident-node-linux-4svgz 2/2 Running @
trident-node-linux-dj9j4 2 Running @
trident-node-1linux-jlshh Running @
trident-node-1linux-sqthw Running @
trident-node-linux-ttj9c Running @
trident-node-linux-vmir5 Running
e-linux-wvgsf Running
trident-operator-54586 Running
[root@localhost hcp-testingl#

b

L
3 t\__- 4]

- 3\._l I‘\..-; hJ

e

3.icE Trident CSI [5i%LUFEFH FSx for ONTAP (ONTAP NAS)

Trident/ainEC & Sk TridentdIfAI SZFMERS (TEAFIT FSx for ONTAP) &f5. AT eI, IR M
EERNEFEEDIBIERE, URERBEIEN NFS HiEEO. BN ER ontap-nasiimhizfF "7 FSx XRS5
PEREEFES.

—1o B, AT yaml /3 SVM FIECIEZA

apiVersion: vl
kind: Secret
metadata:
name: backend-fsx-ontap-nas-secret
namespace: trident
type: Opaque
stringData:
username: vsadmin
password: <value provided for Define SVM password as a parameter to the
Cloud Formation Stack>

@ EE AT LM AWS Secrets Manager 102279 FSxN g2/ SVM Z83, W0 TFFIR.

Secrets C Siore 4 new secret

1 @
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HCP-ROSA-FSEONTAP-SUMAdminisswond

HCP-ROSA-FSXONTAP-SVMAdminPassword

Secret details o L Actiom: w
SR t R
":. » FS
"l:_‘l :
e Ratation Werdona Heplication Tagn
Secret value i Retrieve secret value

biZETX, FEHEUTHSIE SVM EIiFNEZARINE ROSA £2

$ oc apply -f svm secret.yaml

ERTLUERA L F A SIERRRRE BRI trident #% 2/5)h

$ oc get secrets -n trident |grep backend-fsx-ontap-nas-secret

1 trident ep backend-fsx-ontap-nas-secret

[root@localhost hcp-testingl#

CIE TR, CIRBREHMNRALL, BHANTEN Git FHEER fsx BR. A XM backend-ontap-nas.yaml, ik
ITFHZA: % managementLIF B 9EIE DNS B#F, 1§ dataLIF Ei/9Amazon FSx SVM BY NFS DNS #
R, ¥ svm B SVM Bif, FRUTHLEEEHREYR,

ERLU T o< e EmN Ro

$ oc apply -f backend-ontap-nas.yaml

@ & ET LA MAmazon FSxiTh| & IREXEIE DNS & #F. NFS DNS & #5F1 SVM &%, (I TEHNRE
HEFR

10



Amazon F5x

¥ ONTAP

¥ OpenifS

Summary
113-07 258412045 (9
S 9
4 1ef-8127 A3t 092

Endpoints Administration Volumes

Endpoints

2045 15-03216050beae T ca 4 ol us-8

Zamazenrgicom

20 31:46-C
-
&=
AULT
-2 amazonaps.com (J

198 19.255. 182
198 19,255,182 (F

d.I7E, BITUTHLTKRIEGEHNKRERELIRE, HEMBRETRNHE RS

4.0EEFMEE MWEBKEE T Trident/Fim, Er]LISIE—
BHZRRENR, SERHFHDRT &N BER ﬁ?ﬁ’]fﬁ%%ﬁgo

— BE fsx XK 4 storage-class-csi-nas.yaml,

PHASE
Bound

™ Kubernetes FERERFER1ZGIR. FHEIEEERT]
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: trident-csi
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-nas"

fsType: "ext4d"
allowVolumeExpansion: True

reclaimPolicy: Retain

b.7Ef ROSA 25 elEZMELXHIIE trident-csi FHELXERTELIE,

X52R T Trident CSI IRGHIEF LN H S FSx for ONTAPX {E RN ERE, MTE, EoJLIfER FSx for
ONTAP_LEBIXHETE ROSA EEZE R Postgresql BIRSR BIZF.

c.IIE% B trident-csi T2EZE 61K PVC 1 PV,

d.ISIEN FERF 25 Al LIEATrident CSI 17 PV,

fEA fsx XHEFFIRMHA pve-trident.yaml X817 PVC,

12



pvc-trident.yaml
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: basic
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 10Gi
storageClassName: trident-csi

You can issue the following commands to create a pvc and verify that it
has been created.

image:redhat-openshift-container-rosa-011.png["{EATridentBIEMiX pvc"]

@ E{FF iSCS|, BN ZBELEIETEEBAT ISCSI (WaiFrR) , HBEEESIEE ISCS| Gk
MBS, UTFR—LERAG yaml X,

13



cat tbc.yaml
apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-san-secret
type: Opaque
stringData:
username: fsxadmin

password: <password for the fsxN filesystem>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

storageDriverName: ontap-san

managementLIF: <management 1if of fsxN filesystem>

backendName: backend-tbc-ontap-san
svm: svm FSxNForROSAiSCSI
credentials:

name: backend-tbc-ontap-san-secret

cat sc.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: trident-csi

provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-san"
media: "ssd"
provisioningType: "thin"
snapshots: "true"

allowVolumeExpansion: true

5.28E ~fjl Postgresql BIRESKN BEF

— {#F helm &% postgresq|

$ helm install postgresgl bitnami/postgresql
-namespace

14

-n postgresqgl --create



b.J8IEN AR pod @B IEEIETT, UNEBNZNARERLET PVC #l PV,

[root@localhost hcp-testing]# oc get pods -n postgresql
NAME READY STATUS RESTARTS AGE
nosteresql-0 1/1 Running @ 29m

[root@localhost hep-testing]e o

c.ZBE Postgresql ZF i

ERLTam<$IRENE 24/ postgresql RS 2589558,

$ export POSTGRES PASSWORD=S$ (kubectl get secret --namespace postgresql
postgresgl -o jsoata.postgres-password}" | base64 -d)

EALL T <I51T postgresql F P inH FERAZIEEIETIARS 23

15



$ kubectl run postgresgl-client --rm --tty -i --restart='Never'
--namespace postgresgl --image docker.io/bitnami/postgresqgl:16.2.0-debian-
11-rl --env="PGPASSWORD=$POSTGRE S _PASSWORD" \

> —-command -- psgl --host postgresgl -U postgres -d postgres -p 5432

=# CREATE DATABASE erp:
DATABASE

TEXT NULL, LASTNAME TEXT NOT NULL);

rp=# SELECT * FROM PERSONS;
id | firstname | lastname

1 | John
(1 row)

16



erp=# INSERT INTO PERSONS VALUES(2,'Jane',’'Scott');
INSERT © 1

erp=# SELECT * from PERSONS;

id | firstname | lastname

1 | John
2 | Jane
(2 rows)

&BINetApp ONTAPTE AWS L1E{f Red Hat OpenShift RS

RIS R AN {AENetApp ONTAPS AWS Y Red Hat OpenShift IRS3 (ROSA) £&
R,

BIEERIR

1.8 ENARFENRI T4TH, BITRBRRNAELIRSNBIZRFXEKEIEHT trident (REB. XKBENAERF
HENNERBIE, MRNARFHRESR, RITATUMEERIBEIERERE, T5: WWRIBSONTAPH
MNREEFEER—TREHR (MEalm) . Eit, RONTAPEFRESER, HINMTEMEREHRE
I FAFEFr ¥4

*—, Bl VolumeSnapshotClass 1§ LL & S {R7F1E R SIvolume-snapshot-class.yamlBI X A

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: fsx-snapclass

driver: csi.trident.netapp.io
deletionPolicy: Delete

fEA LR BRI IRIR,

[root@localhost hcp-testing]# oc create -f volume-snapshot-class.yaml
volumesnapshotclass.snapshot.storage.k8s.i0/fsx-snapclass created

[root@localhost hcp-testingl#

b3 E TR, GIiE—MREREI L2 VolumeSnapshot REIEIME PVC BYIRR, LIIREX Postgresql #(ERYRYIE] =
Bl&, XREBE—NFEREAXGERFGIHTEA FSx 1RIB, LT ERFREER Svolume-snapshot.yaml
B AR

17



apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: postgresgl-volume-snap-01
spec:
volumeSnapshotClassName: fsx-snapclass
source:

persistentVolumeClaimName: data-postgresqgl-0

c.BIBERBHBIASEIE
BFFEGEEFRINIE R R (BIBERRAIERTEMRELE, XERR 2@ M EREHEZERAEN)

d.EREHEE LURINIERR (BUEEAFIEERTSMREMAE, XERNIZEIMFREHEEFRIEMN)

postgres=# \c erp;
psql (16.2, server 16.4)

ou are now connected to database "erp” as user "postgres".
erp=# SELECT * FROM persons;

id | firstname | lastname

1 | John

2 | Jane
(2 rows)

11" (172.30.183.67), port 5432 failed: FATAL: database "erp” doeés not exist

1.MNREBIRE AT, BITEERINAMEARERSN trident IREBTRE N RERF.

— MIRERBIESRE

EREME T LFIHIRE, EXTREFIRRBRNEIECIE— N PVC, Alt, BRUTERREFESR
9 pve-clone.yaml B34
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apiVersion: vl

kind: PersistentVolumeClaim
metadata:

name: postgresgl-volume-clone
spec:

accessModes:

- ReadWriteOnce
storageClassName: trident-csi
resources:

requests:

storage: 8Gi
dataSource:

name: postgresgl-volume-snap-01

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

fEALRER, BIERRBIENRLE PVC REIBEN=IE, NABRHBREERE,

b.MIBRERIARY postgresql 24t
root@localhost hcp-t
[root@localhost hcp-testing|# helm uninstall postgresgl -n postgresql
release "postgresql” uninstalled

root@localhost hcp-testing]# oc get pods -n postgresql

[

ésfing]#

No resources found in postgresql namespace.
[root@localhost hcp-testingl# _

c.FAATEIE PVC RIIEFE postgresql N AER

$ helm install postgresgl bitnami/postgresqgl --set
primary.persistence.enabled=true --set

primary.persistence.existingClaim=postgresqgl-volume-clone -n postgresqgl

19



stall postgresql bitnami/postgresql --set primary.persistence.enabled=true \
r.persistence.existingClaim=postgresql-volume-clone -n postgresql

postgresql
T DEPLOYED: Mon Oct 14 12:93:31 2024

: postgresgl

deployed

i

SUITE: None
S
HART NAME: postgresql
HART VERSION: 15.5.21
APP VERSION: 16.4.8

** Please be patient while the chart is being deployed **
ostgreSQL can be accessed via port 5432 on the ‘."ullcw.-inﬁ_ DNS names from within your cluster:
postgresql.postgresgl. sve.cluster. local Read/Write connection

To get the password for "postgres™ run:

export POSTGRES_PASSWORD=3(kubect]l get secret --namespace postgresgl postgresql -o jsonpath="{.data.postgres-password}" | ba

To connect to your database run the following command:

kubectl run postgresql-client --rm --tty -i --restart="Never' --namespace postgresql --image docker.io/bitnami/postgresql:16
--gcommand -- psgql --host postgresgql -U postgres -d postgres -p 5432
» NOTE: If you access the container using bash, make sure that you execute "fopt/bitnami/fscripts/postgresql/entrypoint.sh /b
1661} does not exist"

To connect to your database from outside the cluster execute the following commands:

kubectl port-forward namespace postgresgl svcfpostgresgl 5432:5432 &
PGPASSHORD="$POSTGRES_PASSWORD™ psql --host 127.90.8.1 -U postgres -d postgres -p 5432

IARNING: The configured password will be ignored on new installation in case when previous PostgreSQL release was deleted throug
sword, and setting it throupgh helm won't take effect. Deleting persistent volumes (PVs) will solve the issue.

{ARNING: There are “resources™ sections in the chart not set. Using "resourcesPreset™ is not recommended for production. For pro
g to your workload needs:
I [J:"-ll'r-rtr"",r'n?:-l.’!l:l‘:'e_",\
splicas.resources
info https://kubernetes.io/docs/concepts/configuration/manage-resources-containers/
[root@localhost hop-testingld

d.JOUEN TR pod A TFiEITRE

root@localhost hcp-testingl# oc get pods -n postgresqgl

READY  STATUS RESTARTS  AGE
postgresql-0 1/1 Running © 2mls
root@localhost hcp-testingl# _

e.J0lF Pod REERAREENE PVC

root@localhost hcp-testing]#
root@localhost hcp-testing]# oc describe pod/postgresql-© -n postgresql,




LontainersKeady
PadScheduled
olumes:

empty-dir:
Type: EmptyDir (a temporary directory that shares a pod's lifetime)
Medium:
Sizelimit: <unset>

dshm:
Type: EmptyDir (a2 temporary directory that shares a pod's lifetime)
Medium: Memory

I.'Jl.'.l'.l_l."lljl.: ® |_|||.-|.:.
data:
Type: PersistentVolumeClaim (a refference to a PersistentVolumeClaim in the same namespace)
ClaimName: postgresql-volume-clone
ReadUnly: talse
05 Class: Burstable
Jode-Selectors: <none>
Tolerations: node. kubernetes. io/memory-pressure:NoSchedule op=Exists
node. kubernetes.io/not-ready:NoExecute op=Exists for 30@s
node . kubernetes.iofunreachable :NoExecute op=Exists for 3080s

Events:

Type Reason Age From Message

Normal Scheduled ImS5s default-scheduler Successfully assigned postgresql/postgres
Lus-east-2.compute. internal

Normal SuccessfulAttachVolume 3mS4s attachdetach-controller AttachVolume.Attach succeeded for volume
B-934d-47f181fddaces"

Normal AddedInterface 3m43s multus Add etho [18.129.2.126/23] from ovn-kuber

Normal Pulled 3md3s kubelet Container image “"docker.io/bitnami/postgr
8" already present on machine

Normal Created imd2s kubelet Created container postgresql

Normal Started 3md42s kubelet Started container postgresqgl
root@localhost hcp-testingl#

f) BINIEBUEEE S ERTEAME , HREIEEEH aH B RIaHERE

]#® kubectl run postgresd
TGRES_PASSH - - command psql --host postgr
sild wiolat

databases

| Encoding | Locale Provider | Ctype ICU Locale |

|
.
| postgres g | Libe | en US.UTF-B | UTE-8 | |
postgres - libe | |
et | Likc I

Owmer

postgres

lane




BN LA
EARFEEIEEITEE AWS ¥ Amazon FSx for NetApp ONTAPS Red Hat OpenShift lRSS 45 & 1E

A LUK BIE % % F Red Hat OpenShift #1 OpenShift f#/R 77 Z=BIASA 4L,
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