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Add volume x

Name

l smb01

Storage VM

|DI'IE i

D Add as a cache for a remote volume (FlexCache)
Simplifies file distribution, reduces WAN latency, and lowers WAN bandwidth costs.

Storage and optimization
i S
Es
Performance service lavel

| Extreme N

Notsure?  Get help selecting type

Optimization options
n Distribute volume data across the cluster (FlexGroup) @)

|—] Advanced capacity balancing
ONTAP distributes file data to maintain batance as files grow.

Access permissions
D Export via NFS
B shere via SMe/CIFS

Name

| one_sys_ 01 |

Grant access to userfs)

| Everyone |

Permission

‘ Full control ¥ ‘
SnapLoc k Snaplock considerations

[] Enable SnapLock
With SnapLock, files can be stored and committed to a non-erasable, non-rewritable stats either forever or fora designated
retention period.

Protection
Enable snapshots (local)

Snapshot policy
| defauit ~
na...l SnapMirror labe! SnapLock retention period
hourly 13 At 5 minutes past - 0 second
the hour, every
hour
daily 2 AL 12110 AM, daily 0 second
svery day
weekly 2 At 12:15AM, only  weekly 0 second
on Sunday

D Enable snapshot locking )

Enables the ability to lock snapshots that were created either manually or by snapshot policies. The snapshots are locked only
when a retention period is specified.

[] Enable SnapMirror (local or remote)

Cancel Q Save to Ansible playbook
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Edit Share

Share Name

smb01

Path

fsmb01

Description

=3

Access permission

User/group User type Access permission I
Everyone Windows Full control 0]
+ Add

Symbelic links

@ Symlinks

() Symlinks and widelinks

(O Disable

Share properties

d

0O 8 8 00

Enable continuous availability
Enable this function to have uninterrupted access 1o shares that contain Hyper-v
and SQL Server over SMB,

Allow clients to access the snapshots directory

Client systems will be able to access the snapshots directory,

Encrypt data while accessing this share

Encrypts data using SM8 3.0 to prevent unauthorized file access on this share.

Enable oplocks

Allows clients to lock files and cache content locally, which can increase the
performance for file operations.

Enable change notify

Allows SMB dients to request for change notifications for directories on this
share.

Enable access-based enumeration (ABE)
Displays folders or ather shared resources based on the access permissions of the
user.

Save Cancel
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2. H4{R7E Fedora EZE LU T4 A sssd realmd adcli oddjob oddjob-mkhomedir samba-common-tools krb5-
workstation cifs-utils, F§F Active Directory 2581 SMB £ ¥, Debian 2 realmd sssd sssd-
tools libnss-sss libpam-sss adcli samba-common-bin packagekit krb5-user cifs-utils,

3. ATRUAH, BHRELERMEOEEETRFEN VLAN H, HIARR3ZH RSS,
4. SSH FlFTimARS 882 —, HIRIBFAFRMY Datastore KA BIEFEXH. RHIXHINTFIR:

11



)
a. 3F Restic,

Scat smb-restic.conf

NAME = "Backup-Restic-SMB"

TYPE = "BACKUP DS"

DS MAD = "restic"

TM MAD = "-"

RESTIC PASSWORD = "<restic password>"
RESTIC SFTP SERVER = "<backup server>"

a. ¥+ Rsync,

Scat smb-rsync.conf

NAME = "Backup-Rsync-SMB"
TYPE = "BACKUP DS"

DS MAD = "rsync"

TM MAD = "-"

RSYNC USER = "<rsync user>"

RSYNC HOST "<backup server>"

X1
Scat smb-kernel.conf
NAME = "File-Kernel-SMB"
TYPE = "FILE DS"
DS MAD = "fs"
TM MAD = "local"
SAFE DIRS = "/var/tmp/files"
PR
Scat smb-image.conf
NAME = "Image-SMB"
TYPE = "IMAGE DS"
DS MAD = "fs"

TM MAD = "shared"
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Scat smb-system.conf

NAME = "System-SMB"
TYPE = "SYSTEM DS"
TM MAD = "shared"

. $11T onedatastore create <configuration file>, EIREIEGIREIFNEIEEFME D,

onedatastore 8l/3# smb-system.conf ID: 100

- TE /etc/ LI smb ERXHF. WNRFER kerberos BAIRIE (KVM EHENMAN <domain>) , MFILHEHRIT
lidaZ -

$cat /etc/smb-credentials-<datastore id>.cfg
username=<smb_ username>
password=<smb_password>

domain=<smb domain>

- WEBXHIGEELRINR (640). NRFE, KBFAENEA oneadmin AR I,
- f£F id oneadmin A< ULE oneadmin FAF#Y uid I gid,

. SBHf letc/fstab T automount ILEUBRZEiE, RIGEHRINBIBEMEX(IE S /var/lib/one/datastores, 1R
A2, BHE letc/oneloned.conf H1f) DATASTORE_LOCATION &%, Hi{F <datastore id> X{4FZET

SEFEXAUET. ROIZFEWN TR
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fEF8 letcl/fstab

# credentials mapping to file option is not required when using
kerberos authentication

//<smb_server>/<smb_share> /var/lib/one/datastores/<datastore id>
cifs credentials=/etc/smb-credentials-

<datastore id>.cfg, netdev,nocauto,x-systemd.automount,vers
=3.0,multichannel,max channels=16,nofail,uid=<oneadmin uid>,gid
=<oneadmin gid> 0 O

f5F3 automount

# credentials mapping to file option is not required when using
kerberos authentication

/var/lib/one/datastores/<datastore id> -fstype=cifs, credentials
=/etc/smb-credentials-<datastore id>.cfg,vers
=3.0,multichannel,max channels=16,uid=<oneadmin uid>, gid=<oneadmin
gid> ://<smb_server>/<smb_ share>

10. fEF mount -a % systemctl reload autofs RIEHIIEFMEE,

M. /A mount ip S RIFEGEZEER T B RS, FHEM onedatastore show <datastore_id> s S ISR
BERE,

12. #a{R oneadmin AP FMEBBEIIBEE XK, A chown -R oneadmin:oneadmin
Ivar/lib/one/datastores/<datastore_id>" &5 S VAEEIN R,

f§£F3 ONTAP 5 OpenNebula E2& NFS 7Zf#

£ NetApp ONTAP 5 OpenNebula B2& NFS 77, 1EFH FlexGroup &Y, fEMA
nConnect 3H A pNFS (v4.1 ESHRAE) HWRiEDH, ULINERNRFEEE. FEM
HREIRFH, 2 NFS SHRIFTF OpenNebula 89 Image 1 System $3EF (&, 11X
M8 FlexCache B, 151X Image $IEZEEL A nfs SHo

ZEEr BAMNRHE M E 528 MetroCluster At &,

MRIEZONTAPHF, BFERAAAEERRETHXLES,
EHREERES

SERXLE{ESS, 7 ONTAP EEZE NFS 7ZELUES OpenNebula B2 & A,

1. 79 NFS EA SVM, 15&% "ONTAP 9 4",

2. ’ﬁf?’i‘%ﬂ%&:’éi‘@ﬂ@ﬁﬁ\ LIF, ERIEEFHNTRIRE. (PSS, XERLRERERN LIF NESE
=l
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Bl

= P NetApp ONTAP System Manager | NSOL-NetApp. 470-T18005 (€ search actions. ebjects. and pages @ < 0
Dashboard
Network overview e
Insights
Sterage M
Metwork interfaces Subnets )
Clients
MNetwark ~ - ~ i - .
[ Send all interfaces home Q 4 m v
..........
o— Name | s | SwagevMm | ipspace | Address | curment nade t| cummtport | Porset | Protocols | e | Throughp.
ac
< ports a | | & e | @ | a | a | a | & | & wes | a | a
Events 81 jobs v W ene_at Dretailt 192.168121.248 NEOL-NetApp-ATO-TI0UCS sta-121 SMECIES, NES, § 2
Protecth i " one_52 & ane Detautt 192168120286 NSOL-NETARR-AT0-TIPUO5E a1 SMB/CIFS, NFS, 53 uta 0
e M_cne b1 @ ane Defaul 192158122205 NSOL-NtApp-ATOTIOUOSE ada-122 SMABCIFS, NS, 53 Cuta ]
M_one b2 = one Default 0L IBRT22 208 HSOL-NetApp-ATO-TISU0SL #la-121 SMB/CIFS. NP5, 53 Data ]
Claster g

3. BIZEH NFS SHEBELUIRMIT OpenNebula EH| IP ksl FRBIAIE, ESHE "H OB E" M [
S ERBEA DAL
4. "glEE" WFRBEBHRK (>100TB) , HEREERF DL EIELUGEMA FlexGroup BIEDL, 1SRG

FlexGroup, & &1E SVM L2 pNFS, LUEEE LI FAIGRISEFHIERE £ SYM L= pNFS's fE
F3 pNFS BY, #fR OpenNebula EHAILUARIFAEEHIZE (BdE LIF) BIEUE. WREETELEARPERER

RIS
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Add volume X

Name

! NFS01

Starage VM

‘ one ~

D Add as a cache for a remote volume (FlexCache)
Simplifies file distribution, reduces WAN latency, and lowers WAN bandwidth costs,

Storage and optimization
Capacity

120 e~ |
Performance service level

‘ Extreme W

Notsure?  Get help selecting type

Optimization aptions
’ Distribute volume data across the cluster (FlexGroup) @

. Advanced capacity balancing
ONTAP distributes file data to maintain balance as files grow,

/A You can't revert to an ONTAP version earlier than 9.16.1 after enabling. This option can't be undone. Leatn more

Access permissions
B export via NFS

Grant access 1o host

[ defaul! ~

Create a new export policy, or select an existing export policy.

Ruleindex | Clients | Access protocols| Read-only rule| Readwrite ule|
1 192.168.121.0/24 Any Any Any
2 192.168.122.0/24 Any Any Any

] share via SMB/CIFS

Sna pLOCk Snaplock considerations
|:| Enable Snaplock

With Snaplock, files can be stored and committed to a non-erasable, non-rewnitable state either forever or for a designated
retention period.

Protection
B Enable snapshots (local)

Snapshot policy
default b |
Schedule na... | Maximum snapshots | Schedule | SnapMirror label Snaplock retention period
hourly [ At 5 minutes past - 0 second
the hour, every
hour
daily 2 AL12:10 AM, daily 0second
every day
weekly 2 Ari215AM, only  weekly 0 second
on Sunday

D Enable snapshot locking @
Enables the ability to lock snapshots that were created either manually or by snapshot policies. The snapshots are locked only
when a retention period is specified.

D Enable SnapMirror (local or remote)

Save Cancel ) Save to Ansible playbook
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o BHIEMMLEER NFS HERL, HiZfH NFS RHBRIFARES.
EINEERES
FERXEEAESS LU NFS 079 OpenNebula RRYEUETFMEX, HECE nConnect SR IEF LIRS 1% AE.

1. ATRNBHE, BHREVERMEOEREZTREDN VLAN . ERRRHE,
2. SSH RIFimARSS 28 2 —, FARIEFATRAY Datastore LXEUBIRELE XK, REINHINTAIR:
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)
a. 3F Restic,

Scat nfs-restic.conf

NAME = "Backup-Restic-NFS"

TYPE = "BACKUP DS"

DS MAD = "restic"

TM MAD = "-"

RESTIC PASSWORD = "<restic password>"
RESTIC SFTP SERVER = "<backup server>"

a. ¥+ Rsync,

Scat nfs-rsync.conf

NAME = "Backup-Rsync-NFS"
TYPE = "BACKUP DS"

DS MAD = "rsync"

TM MAD = "-"

RSYNC USER = "<rsync user>"

RSYNC HOST "<backup server>"

X
Scat nfs-kernel.conf
NAME = "File-Kernel-NFS"
TYPE = "FILE DS"
DS MAD = "fs"
TM MAD = "local"
SAFE DIRS = "/var/tmp/files"
BR{%
Scat nfs-image.conf
NAME = "Image-NFS"
TYPE = "IMAGE DS"
DS MAD = "fs"
TM MAD = "shared"
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3.

4.
5.

20

R4

Scat nfs-system.conf

NAME = "System-NFS"
TYPE = "SYSTEM DS"
TM MAD = "shared"

1T onedatastore create <configuration file>, 1BFREGIEGREIFVEIEZE 1D,

onedatastore create nfs-system.conf ID: 101

£/ id oneadmin < UEE oneadmin FBFBY uid F1 gid
B3 /etc/fstab 3% automount BRE, LUERPIEIERHIATUHESHIUREMEE. RISHARIBEEHEEMNEN

Ivarl/lib/one/datastores, AJi#id onedatastore show <datastore id> #H{TIRiE, MREH, FRE
letclone/oned.conf HHJ DATASTORE_LOCATION &%k, HfR <datastore_id> XHFKEE T HIBEMEENL
BT, mHIZFBW TR

{8 letcl/fstab

# To use session trunking, use the option trunkdiscovery

//<nfs server>/<nfs share> /var/lib/one/datastores/<datastore id>
nfs nconnect=8,max channels=16, netdev,nocauto, x-
systemd.automount, nofail,uid=<oneadmin uid>,gid=<oneadmin gid> 0 O

f£F3 automount

# To use session trunking, use the option trunkdiscovery
/var/lib/one/datastores/<datastore id> -fstype=nfs,nconnect

=8, max channels=16, netdev,nocauto,x-systemd.automount,nofail,uid
=<oneadmin uid>,gid=<oneadmin gid> <nfs server>:/<nfs share>

. fF mount -a 3% systemctl reload autofs I EHIUREMERE,
- fEA mount S IIEHIRTEMEERT EEE, HEFEM onedatastore show <datastore_id> an < IIEEIETE

fEERE.

. FfR oneadmin IR FIAMBEIRFEMEXHF, #H chown -R oneadmin:oneadmin

Ivar/lib/one/datastores/<datastore_id>" &5 JHEEMR,

EI8IF nConnect IEMEEEIRE, 1BTEE( OpenNebula 41 EIETT ss -an | grep :2049 FHOEE]
NFS ARS338 IP VS NEE. BRIE pNFS BB ERBA, 1BIB1T nfsstat -c HFESHB/EXEIEIR.
RIBSURRE, MIZFTUERISEIE LIF NEMNEE,



@ ERIEPY.A, nconnect IETNE—MHUIEZO EIKE, 3F pNFS, nconnect iETIE BEE T
EAEZEO L, XMFEFE, 15#A nConnect RIEHY, FRERBIERARE

77 OpenNebula ECET A iSCSI Y NetApp HUEE(E
£/ iISCSI iXECE OpenNebula ##E#Zf#E, £ AFF 3k FAS &4t _LiE1T NetApp

ONTAP, ItECE AliEd 32 5 % BRIZ BN LUK A SR IR R AF E T E), tEEEEMEIRE

FRZHl ONTAP IhgE (BHERIRHTIE) RIRSEFEMERMNBIERF.

IREIN EIE SESS
FERIXLERNIA1ESS, ik OpenNebula 4177 iISCSI EEMIF ER, HAFHEEERRELERNER.

1. HBIAFED Linux VLAN O8] FH,
2. H3fRTEFRAE OpenNebula | EZET LRI T EM iSCS| BoliEFERER, HEBINBER.

Debian/Ubuntu

apt list | grep multipath-tools

# If need to install, execute the following line.

apt-get install multipath-tools open-iscsi

# If /etc/multipath.conf is not present, first make sure the
multipathd service is started.

systemctl enable --now multipathd

systemctl enable --now open-iscsi

RHEL/AlmaLinux

dnf list installed | grep device-mapper-multipath

# If need to install, execute the following line.

dnf install device-mapper-multipath iscsi-initiator-utils

# If /etc/multipath.conf is not present, first make sure the
multipathd service is started.

systemctl enable --now multipathd

systemctl enable --now iscsid

3. INEEFTE OpenNebula EAAY iSCSI A ION HIGHIRHATFHEEER,

cat /etc/iscsi/initiator.name
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FHEERES
INREZONTAPHIF, REAARREESRELIRFEFHIFLE,

1. RSVMA FHE BB AiSCSIhiY. ERFE "ONTAP 9 SX14"

2. ABNEHIZRCIEFM N T AT iSCSI Y LIF, BiXEMEHIZERAME N LIF, USRIMTRMZEREF 4R, f
{R7E OpenNebula EH1 EACERY VLAN O EGIE LIF, ZiNER BRI (MTU 9000) LIRS e,

= I NetApp ONTAP System Manager | NSOL-NetApp-A70-T19U05 (Q Search actions, objects, and pages ) 0 <> e
Dashboard
Network overview o8
Insights
Storage ~
2
P Network interf Subnet: o
Volumes
ke + Add fA) Send all interfaces hom Q L O =
NVMe nemespaces Name |  staus | storagevm | ipspace | Address | current node t | currentport | Portset | Pprotocols | Type | Throughpt
SMB shares
Q | | @ oe | @ | | a | | | @ issi | a | a
Buckets
Qtrees lif_one_2058 @ Default 192.168.124.230 NSOL-NetApp-A70-T19U05a a0a-124 iscsl Data 0.28
Quotas Iif_one_6285 ) Default 192168123230 NSOL-NetApp-A70-T19U052 a0a-123 iscsi Data 0
Tiers .
Iif_one_6292 ® Default  192.168.123.231 NSOL-NetApp-A70-T19U0Sb a0a-123 iscsi Data 0
Clients
lif_one_7085 ® Default  192.168.124231 NSOL-NetApp-A70-T19U0Sb ava-124 iscsi Data 0

Network ~

Overview
Ethernet ports

FC ports

Events &jobs v

3. BIE— igroup F1EFEEH iISCSI BihiERF. BFE — OpenNebula &E£&£ 87— igroup, ER—
igroup P EFERTIHARSS 2R FN B IS IETE R £, LUZISIGH I RS ERETZ .

4. B3E—1 8% ONTAP REST API 4RI RHRE F BAx SVM B ONTAP B E&MAF K, ttRFEH
OpenNebula 8 NetApp IRoHiEFER. BXBEZER, BESH EHAFAE" ONTAP X1, 1HIER
BFRaEE, UEEEMCEEETSPEHER

o NEMMKECERESPERNUTHIRESE SVMiSCSI B4R IQN 1 UUID:
> SVM
c BEFERANRS/IE
° 5 OpenNebula Z#1H igroup

° iSCSI B4R IQN (GBE5 SVM IQN 1E) . EMYERERTUEEREFH— OpenNebula EHH %
I iSCSI BfrfE, f£H iscsiadm -m session s KRILER, +

NETAPP SVM="85c23687-d5d9-11£0-86c4-d039%eac4d4b3"

NETAPP AGGREGATES="6e8f9995-42dd-400a-a440-646639dc5d0b"
NETAPP IGROUP="5adS9faf3-d62c-11f0-86c4-d039%ac4d4b3"
NETAPP TARGET="ign.1992-
08.com.netapp:sn.85c23687d5d911£f086c4d03%ac4d4b3:vs.6"

TIP: System Manager displays the UUID in the URL when viewing the resource
details.
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RARMCEERES
SERIXLE{ESZ LATE OpenNebula LEZE iSCSI #iRFH#X,
1. SSH ElfiimARSS sz —, FiBidigt iISCSI #UE Iif k> —3RAIFRE iSCSI Lif 717,
iscsiadm -m discovery -t sendtargets -p <iscsi data 1if address>

iscsiadm -m node
iscsiadm -m node -1

2. RIBEFFFEHY Datastore REQIBALEXH. BXRTEMNBEMTIR, 1B5SI7 "OpenNebula NetApp SAN 314
"o IEISCHEFIOTERTR
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https://docs.opennebula.io/7.0/product/cluster_configuration/san_storage/netapp/#datastore-optional-attributes
https://docs.opennebula.io/7.0/product/cluster_configuration/san_storage/netapp/#datastore-optional-attributes
https://docs.opennebula.io/7.0/product/cluster_configuration/san_storage/netapp/#datastore-optional-attributes
https://docs.opennebula.io/7.0/product/cluster_configuration/san_storage/netapp/#datastore-optional-attributes
https://docs.opennebula.io/7.0/product/cluster_configuration/san_storage/netapp/#datastore-optional-attributes

BR{&

Scat netapp-image.conf

NAME = "Image-NetApp-iSCSI"

TYPE = "IMAGE DS"

DS MAD = "netapp"

TM MAD = "netapp"

DISK TYPE = "BLOCK"

NETAPP HOST = "<ontap cluster ip>"

NETAPP USER = "<ontap api user>"

NETAPP PASS = "<ontap api password>"

NETAPP SVM = "<ontap svm uuid>"

NETAPP AGGREGATES = "<ontap aggregate uuid>"
NETAPP IGROUP = "<ontap igroup uuid>"

NETAPP TARGET = "<ontap iscsi target ign>"

# Optional suffix to share SVM across multiple tenants
NETAPP SUFFIX = "t1"

Scat netapp-system.conf

NAME = "System-NetApp-iSCSI"

TYPE = "SYSTEM DS"

TM MAD = "netapp"

DISK TYPE = "BLOCK"

NETAPP HOST = "<ontap cluster ip>"

NETAPP USER = "<ontap api user>"

NETAPP PASS = "<ontap api password>"

NETAPP SVM = "<ontap svm uuid>"

NETAPP AGGREGATES = "<ontap aggregate uuid>"
NETAPP IGROUP = "<ontap igroup uuid>"

NETAPP TARGET
# Optional suffix to share SVM across multiple tenants
NETAPP SUFFIX = "t1"

"<ontap iscsi target ign>"

3. $11T onedatastore create <configuration file>, IR OIEEREIIEIEFME ID.

onedatastore 813 netapp-system.conf ID: 105

4. @13 1T “onedatastore show <datastore_id>"IRIF2aE B IR EIRFHEX,
S EMGEUIRTFEE L TRNARER, HERBEIRERAIIRFEE LB R,
6. 10E7E ONTAP ERBREFEIMMELZ IR LUN, ERMNGZAENT:
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a. BUYREIETFAE: one_<datastore_id> <image id>_<suffix> (%)
, one_<datastore_id>_<image id>_<suffix>_lun (LUN)

b. RGEIETEMERE: one_<vm_id> disk_<disk_id>_ <suffix> (%)
, one_<datastore_id>_<vm_id>_disk_<disk_id>_<suffix>_lun (LUN)

vl

= I NetApp ONTAP System Manager | MSOL-NetApp-AT0-T15L {4 search actions, sbjects, and pages @ < 6

Dashhoard LUNs

........ Q | & one | & | & | a | a | &

Vi namespases

Buuckets

Crees
.....

prm e, 106,39 41 1068
512 Mig
208

SAN initister groupt

f£F3 ONTAP FC 4 OpenNebula EZE& LVM Thin

8 Fibre Channel MY EC B2 BEEIEE (LVM) $0E7Z0E, LUETE OpenNebula £#H12

[B]fEF NetApp ONTAP SCEIHZ12E, IHACE AISEIlS 1% REFRAEIR VIR AF 8310
BRI ERRES
SERIXEEAIIAMESS, ik OpenNebula EHLA FCEEMITES, HANTHEERIKELNBNELS.

1. WIAR T A THBAEO R,
2. IRETEFTE OpenNebula EH_EZ%EE multipath-tools, HERBEIEIBL0,
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Debian/Ubuntu

apt list | grep multipath-tools

# If need to install, execute the following line.

apt-get install multipath-tools

# If /etc/multipath.conf is not present, first make sure the
multipathd service is started.

systemctl enable --now multipathd

RHEL/AlmaLinux

dnf list installed | grep device-mapper-multipath

# If need to install, execute the following line.

dnf install device-mapper-multipath

# If /etc/multipath.conf is not present, first make sure the
multipathd service is started.

systemctl enable --now multipathd

3. IREEFRA OpenNebula AT WWPN, FHREEIRMA RGN N RKNEFHEEERMEER,

cat /sys/class/fc host/host*/port name

FEEERES
INREZONTAPHIF, REARREERELIRFEFHIELE,

1. HIRSVMA] B E BB AFCHHY. BRREE "ONTAP 9 X"
2. 73 FC ERMEMTHIZRRIEA A LIF. W& FC LIF BIEAY WWPN Hisit, HIGEIRMAHITNF DX

BIER,

3. BlIEE— igroup HiEFEH] FC BohiERF. @BFE A— OpenNebula &8I — igroup, IFa1ImARSS 28
RN ST TN EIEER— igroup F1, LLSZ#F Image # System F3EIZ(E.

4. 7£ SVM LRIEFRFEA/NE LUN, HISHZIS E—F 02 igroup. HRTEASARZR RL" AT+ L/F
RROZRURIF, HEAFF/ FASRZRERE" AT~ LB RARMRRARF.

5 EHREINLEIER LUN BoIE,
RAEMYERRAES
SERXEE{ESS LATE OpenNebula §13% FC LUN EEBAHEE LVM $3EF (4.

1. SSH ZlIFFE OpenNebula fR% 23, HEESEFVLEERUTSE,

2. Y17 rescan-scsi-bus.sh H echo "- - -" > /sys/class/scsi host/host*/scan EHfiIHE
SCSI B EFHHIMFT LUN,
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3. 58 "Isblk -S'5%, fdisk -| S8 IEIE LUN 7EFFE OpenNebula ML LRI, 12 FEIEM LUN ISR ZFR (
530, sde. sdf) o

4. @I T ‘multipath -a /dev/<device_name> iI& & RNNEI SRR E, RS, 1T multipath -r LAZFN
HZRREE, @®IHMIT multipath -I' S8 S IIEZRIZECE,

5. SSH BJEF— frontend ARSS 22 FHRIEFFER Datastore KRB BERE X, BXZBMEMTIR, 5
i "OpenNebula LVM 314" REIXHEHIN TR
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)
a. 3F Restic,

Scat fc-restic.conf

NAME = "Backup-Restic-FC"

TYPE = "BACKUP DS"

DS MAD = "restic"

TM MAD = "-"

RESTIC PASSWORD = "<restic password>"
RESTIC SFTP SERVER = "<backup server>"

a. ¥+ Rsync,

Scat fc-rsync.conf

NAME = "Backup-Rsync-FC"
TYPE = "BACKUP DS"

DS MAD = "rsync"

TM MAD = "-"

RSYNC USER = "<rsync user>"

RSYNC HOST "<backup server>"

X1
Scat fc-kernel.conf
NAME = "File-Kernel-FC"
TYPE = "FILE DS"
DS MAD = "fs"
TM MAD = "local"

SAFE DIRS = "/var/tmp/files"



10.

BR{&

Scat fc-image.conf

NAME = "Image-FCO1"
TYPE = "IMAGE DS"

DS MAD = "fs"

TM MAD = "fs lvm ssh"
DISK TYPE = "block"
LVM THIN ENABLE = "yes"

EYH

Scat fc-system.conf

NAME = "System-FCO2"

TYPE "SYSTEM DS"

TM MAD = "fs lvm ssh"

DISK TYPE = "block"

BRIDGE LIST = "<space-separated list of OpenNebula hosts>" # If LUN
not presented to frontend hosts

LVM THIN ENABLE = "yes"

- $117 onedatastore create <configuration file>. &R EIEGIREIFNEIETZIE Do

onedatastore @ll3£ fc-system.conf ID: 107

. f£f vgcreate <vg name> <multipath device> 8% 7E FC LUN LEIEEH, M FMELHIEENE,

SHBZFRA UGB NERIFIENRZ T, M TFRAKIEEE, BHBIMUMAEN vg-one-<datastore

id>, X=Z OpenNebula IRF| RAELHIEFENERESAFTLEN. MNRBEIEEH/ S/ AMEEIETME, 18

WITUTI R, WFRFEHIEFME, BFLLI,
BEEREN,. MTRAMIEFMEX, OpenNebula EHREE BEItIEE LVM F5iE M,

EEEATEIEXH RS,
B3 /etc/fstab BY automount FR& , LUfERFMERNERETEHMIEEMERE. RIAAREEEELEN

. f£F 1vcreate -1 100%FREE -n <logical volume name> <volume group name> Ap<BlEiZ

. A mkfs.ext4d /dev/<volume group>/<logical volume> BRSTEIZIELE FOIBXHRS, RFH

Ivar/lib/one/datastores, @it onedatastore show <datastore id> #{TiE, MREH, FRE
letc/one/oned.conf IR DATASTORE_LOCATION &%k, fafk <datastore_id> XHFFETFEHIBFMEEL

BT, mAIFBWN TR
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fEF8 letcl/fstab

/dev/<vg name>/<logical volume>
/var/lib/one/datastores/<datastore id> ext4 netdev,noauto,x-
systemd.automount,nofail 0 2

f£F3 automount

/var/lib/one/datastores/<datastore id> -fstype
=extd4, netdev,noauto,x-systemd.automount,nofail,rw :/dev/<vg
name>/<logical volume>

M. A mount -a 3§ systemctl reload autofs I HEHSURFEE,

12. fE mount S IIEEIEEMEER T BEES, HEMA onedatastore show <datastore_id> s S IIEEIETE
EERE,

13. H1® oneadmin AP FARBEIREFHEXHE K, A chown -R oneadmin:oneadmin

Ivar/lib/one/datastores/<datastore_id>" &5 <> JAEEIN R,

f£F3 ONTAP iSCSI /3 OpenNebula fic& LVM Thin

& iSCSI 11iX#0 NetApp ONTAP, 7 OpenNebula EA1EZE Logical Volume Manager
(LVM) $EFE, SCMHZEFME, B IFEREURNMLE LB SR SCIMIRETF
fi&iain,

MBENEERTES

SERXLEANIA1ESS, ik OpenNebula E419 iISCS| E#ZMIFESR, HAFEMEERAKRENENER,

1. #IAF Linux VLAN #2089 F.
2. Ha{RTEFAE OpenNebula EH LR T LRIFTRM iSCS| BohiEFRARER, HEBMNBEE,
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Debian/Ubuntu

apt list | grep multipath-tools

# If need to install, execute the following line.

apt-get install multipath-tools open-iscsi

# If /etc/multipath.conf is not present, first make sure the
multipathd service is started.

systemctl enable --now multipathd

systemctl enable --now open-iscsi

RHEL/AlmaLinux

dnf list installed | grep device-mapper-multipath

# If need to install, execute the following line.

dnf install device-mapper-multipath iscsi-initiator-utils

# If /etc/multipath.conf is not present, first make sure the
multipathd service is started.

systemctl enable --now multipathd

systemctl enable --now iscsid

3. WLEEFRE OpenNebula EHAY iISCSI EA ION HFEHRHATFHEEER,

cat /etc/iscsi/initiator.name

NREZONTAPHF, BFERRASIER LR EEFIA,
1. W{ESVME B B BB HISCSIiY. IRME "ONTAP 9 T4,

2. REMTHIZREIBRR N E AT iISCSI B LIF, ZNEMERRERAREN LIF, UKMARMNSHE LR,

fR7E OpenNebula 4 EECERY VLAN #Z0 LEIR LIF, BINfEREZRMN (MTU 9000) LIRS 1%AE.
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= I NetApp ONTAP System Manager | NSOL-NetApp-A70-T19U05 (Q Search actions, objects, and pages ) 0 <> e

Dashboard

Network overview o8
Insights
Storage ~
Network interfaces Subnets e

Overview
Volumes
ke + Add fA) send all interfaces hom Q L O =
NiMe nemes paces Name |  staus | storagevm | ipspace | Address | current node t | currentport | Portset | Pprotocols | Type | Throughpt
SMB share

Q | | @ oe | @ | | a | | | @ issi | a | a
Buckets
Qtrees lif_one_2058 @ Default 192.168.124.230 NSOL-NetApp-A70-T19U05a a0a-124 iscs! Data 0.28
Quotas Iif_one_6285 ® Default  192.168.123.230 NSOL-NetApp-A70-T19U0Sa  30a-123 iscs! Data 0
Tiers .

Iif_one_6292 ® Default 192168123231 NSOL-NetApp-A70-TI9UOSb  30a-123 iscs! Data 0
Clients

Iif_one_7085 ® one Default 192168124231 NSOL-NetApp-A70-TI9UOSb  a0a-124 iscs! Data 0
Network ~
Overview
Ethernet ports
FC ports
Events &jobs v

3. Bl LUN HEML TN iISCSI BohiEF. BEA—1 OpenNebula EE#EIE—1 igroup. 7ER— igroup &
BIERIRARS S EBWULISIERERE TN, UG RAEIREE,

4. BEEIMEEIER LUN BRI,

AN ERERES

SERXEE(ESS, ¥ iSCSI LUN EZ& A OpenNebula FIRIHE LVM $iEEFEX,

1. SSH ZlFiimARS 22—, FHiBI IR iSCSI iR Iif #itk > —RAMFRE iSCSI Lif 717,

iscsiadm -m discovery -t sendtargets -p <iscsi data 1if address>
iscsiadm -m node
iscsiadm -m node -1

iscsiadm -m session

2. 41T rescan-scsi-bus.sh H echo "- - -" > /sys/class/scsi host/host*/scan B
SCSI BZFFHMH LUN,

3. {#H 1sblk -s 5K fdisk -1 S8 IRIE LUN 7EFRE OpenNebula 41 LR T,
4. H117 “iscsiadm -m session -P 3" LI#62Z% LUN Fi& & 2 Fravihst,

5. BiF 1T “multipath -a /dev/<device_name>"iFIKFARIMEIZIFALE. ARG, HIT multipath -r LLEFN
HZRREE, @®IHIT multipath -I' S8 SIIEZRIZECE,

6. 1RIEFFFEMY Datastore LB BIREREX K. BXTERMTIR, 1B5BIH "OpenNebula LVM 214", RIS H
WTFR:
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)
a. 3F Restic,

Scat iscsi-restic.conf

NAME = "Backup-Restic-iSCSIO1"

TYPE = "BACKUP DS"

DS MAD = "restic"

TM MAD = "-"

RESTIC PASSWORD = "<restic password>"
RESTIC SFTP SERVER = "<backup server>"

a. ¥+ Rsync,

Scat iscsi-rsync.conf

NAME = "Backup-Rsync-iSCSIO2"
TYPE = "BACKUP DS"

DS MAD = "rsync"

TM MAD = "-"

RSYNC USER = "<rsync user>"

RSYNC HOST "<backup server>"

X
Scat iscsi-kernel.conf
NAME = "File-Kernel-iSCSIOQO3"
TYPE = "FILE DS"
DS MAD = "fs"
TM MAD = "local"

SAFE DIRS = "/var/tmp/files"



10.

1.

34

BR{&

Scat iscsi-image.conf

NAME = "Image-1SCSI04"

TYPE = "IMAGE DS"

DS_MAD = "fs"

TM MAD = "fs lvm ssh"

DISK TYPE = "block"

LVM THIN ENABLE = "yes"
R

Scat iscsi-system.conf

NAME = "System-iSCSIO5"

TYPE "SYSTEM DS"

TM MAD = "fs lvm ssh"

DISK TYPE = "block"

BRIDGE LIST = "<space-separated list of OpenNebula hosts>" # If LUN

not presented to frontend hosts
LVM THIN ENABLE = "yes"

. H19T onedatastore create <configuration file>. IAFEBIEFRIREIAIEIETERE ID,

onedatastore @ll32 iscsi-system.conf ID: 106

. f£M vgcreate <vg name> <multipath device> SF%7E iSCSILUN LEIEELEH, X TFREGEEIEEHE

, BABWEI UGG AEARENER. MTFRELUETME, BHAZMUMAI vg-one-<datastore
id>. X2 OpenNebula RS RSB N ERSAFRNKEN, MBEBEAIRE N/ XHMMEEIEEE, 5
WEFHITU TS B, T RAMIEENE, BELEI,

. {M lvcreate -1 100%FREE -n <logical volume name> <volume group name> an<gliEZ

ESEE, W TRALFIEZMERXK, OpenNebula EHEZN BEIGIE LVM FEiEH,

fF mkfs.ext4 /dev/<volume group>/<logical volume> BB EE LBIBXERF. RFAEH
EFEAREEXGRSR.

EE# /etc/fstab 3¢ automount &, LAFERAFAIRESIRTIESEIRFMERE. BISRIABIBEEEMLER
Ivarllib/one/datastores, FIi#id onedatastore show <datastore id> #{T¥iE., WAREH, FRE
letc/one/oned.conf IR DATASTORE_LOCATION &%k, fafk <datastore_id> XHFFETFEHIBFMEEL
BT, mIZBWTAR:



fEF8 letcl/fstab

/dev/<vg name>/<logical volume>
/var/lib/one/datastores/<datastore id> ext4 netdev,noauto,x-
systemd.automount,nofail 0 2

f£F3 automount

/var/lib/one/datastores/<datastore id> -fstype
=extd4, netdev,noauto,x-systemd.automount,nofail,rw :/dev/<vg
name>/<logical volume>

12. A mount -a 3§ systemctl reload autofs I HEHSURFEE,

13. £/ mount S IIEEIEEMEERTBEES, HEMA onedatastore show <datastore_id> s S IIEEIETE
EERE,

14. Hy1R oneadmin AP FARBEIREFHEXHE K, A chown -R oneadmin:oneadmin

Ivar/lib/one/datastores/<datastore_id>" &5 <> JAEEIN R,

f£F8 ONTAP NVMe/FC /3 OpenNebula fi2 & LVM Thin

f#H NVMe over Fibre Channel #MX#1 NetApp ONTAP, /3 OpenNebula FAEE
Logical Volume Manager (LVM) UASEIIHEZE3RFME, HECERIIMA NVMe thiliREE
MEE. {RIERAVIRBRIZME AR,

BRI ERAES

SERXLEHNIAIESS, ik OpenNebula 419 NVMe/FC EZMIF ES, HAFEREERKRENENEE,

1. FIAREEM MNHBAIZO AT A,
2. EBEPHIE OpenNebula EH L, BT TS LULE WWPN 5 EHIRIER T BELRE nvme-cli &,
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Debian/Ubuntu

apt update
apt install nvme-cli
cat /sys/class/fc_host/host*/port name

nvme show-hostngn

RHEL/AlmaLinux

dnf update
dnf install nvme-cli
cat /sys/class/fc_host/host*/port name

nvme show-hostngn

3. TP REEIERIAIKEN TN NON FI WWPN (58, FHERFAEANG NVMe BB =, SUHKEE
WWPN, (s IR A R RO R EER,

GFEEERES
NREZONTAPHIF, BERAREESRELIRFTEFHIEKLE,

1. BIRSVME HE BB AENVMethil. 1EZI% "ONTAP 9 EAY NVMe E553C#4"

2. MR AENMEHIR IR LIF, HERTF NVMe/FCo WEHBIER NVMe/FC LIF B WWPN #itik, Hi§
HigMAnmEM o XHEERR.

Bl NVMe &R =al,

- BIEFRAEHIECEN NQN,

- IERRERSIEN RS A RBERERP,
6. BHEIMLEES NVMe 2T EIBLIE,

oA~ W

AN EERES

FTERXLEAESS, LU NVMe s =iB)ECE )9 OpenNebula FRYHE LVM 7Ffif.

1. SMBEBERE OpenNebula EH LAY shell, HIGIEHEHEZTEIZE R Wo
2. B ETEFAER.

nvme list

3. BEHWEREFAES.
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nvme list

nvme netapp ontapdevices
nvme list-subsys

1sblk -N

4. SSH EEA— frontend ARSZBHIRIEFTEM Datastore XRI QIR EX K, BEXTEMNBILTIR, BS
% "OpenNebula LVM 314", REISXH 0 TR :
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)
a. 3F Restic,

Scat nvmefc-restic.conf

NAME = "Backup-Restic-NVMEFC"

TYPE = "BACKUP DS"

DS MAD = "restic"

TM MAD = "-"

RESTIC PASSWORD = "<restic password>"
RESTIC SFTP SERVER = "<backup server>"

a. ¥+ Rsync,

$Scat nvmefc-rsync.conf

NAME = "Backup-Rsync-NVMEFC"
TYPE = "BACKUP DS"

DS MAD = "rsync"

TM MAD = "-"

RSYNC USER = "<rsync user>"

RSYNC HOST = "<backup server>"
St

Scat nvmefc-kernel.conf

NAME = "File-Kernel-NVMEFC"

TYPE = "FILE_DS"

DS MAD = "fs"

TM MAD = "local"

SAFE DIRS = "/var/tmp/files"



BR{&

Scat nvmefc-image.conf

NAME = "Image-NVMEFCO1"

TYPE = "IMAGE DS"

DS MAD = "fs"

TM MAD = "fs lvm ssh"

DISK TYPE = "block"

LVM THIN ENABLE = "yes"
R

Scat nvmefc-system.conf

NAME = "System-NVMEFCO02"

TYPE "SYSTEM DS"

TM MAD = "fs lvm ssh"

DISK TYPE = "block"

BRIDGE LIST = "<space-separated list of OpenNebula hosts>" # If NVMe
namespace not presented to frontend hosts

LVM THIN ENABLE = "yes"

. H19T onedatastore create <configuration file>. TAFEBIEFRIREIAIEIETERE ID,

onedatastore €ll## nvmefc-system.conf ID: 108

. £ vgcreate <vg name> <nvme device> 8A%TE NVMe fp R TiE] LEIESH, W TFIMEEHIEEFE,
EHBZRIRA UGB NERIFIENRZ T, M TFRAKIEEE, BHBIMUMAEN vg-one-<datastore
id>. X OpenNebula IRFIRGEHIBFMEN EMBSHMKEN, NREBCIEREHD /XX ARGEIETE, 5
PAITUTE R, RMTRFELIRFME, BELLER,

. {M lvcreate -1 100%FREE -n <logical volume name> <volume group name> an<BliEZ

ESEE, W TRALFIEZMERXK, OpenNebula EHEZN BEIGIE LVM FEiEH,

- A mkfs.ext4d /dev/<volume group>/<logical volume> BRSTEIZIELE FOIBXHRS, RFAH
EFEAREEXGRSR.

. 5B% /etc/fstab 3% automount ECE, LAfERFMHEIVESIETHEHEUEFMEE, RILMIASEFEEELEN
Ivarllib/one/datastores, FIi#id onedatastore show <datastore id> #{T¥iE., WAREH, FRE
letc/one/oned.conf IR DATASTORE_LOCATION &%k, fafk <datastore_id> XHFFETFEHIBFMEEL
BT, mHIZFBIW TR
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fEF8 letcl/fstab

/dev/<vg name>/<logical volume>
/var/lib/one/datastores/<datastore id> ext4 netdev,noauto,x-
systemd.automount,nofail 0 2

f£F3 automount

/var/lib/one/datastores/<datastore id> -fstype
=extd4, netdev,noauto,x-systemd.automount,nofail,rw :/dev/<vg
name>/<logical volume>

10. A mount -a 3% systemctl reload autofs I HEHSURFEE,

1. £/ mount L IIEEIEEEERTBES, HFEMA onedatastore show <datastore_id> sn S IIFEIETE
EERE,

12. H#41R oneadmin AP FARBEIREFHEXHE K, A chown -R oneadmin:oneadmin

Ivar/lib/one/datastores/<datastore_id>" &5 <> JAEEIN R,

f£F3 ONTAP NVMe/TCP /3 OpenNebula & LVM Thin

£/ NVMe over TCP 1Y, 7 OpenNebula £ ZIEACE Logical Volume Manager
(LVM) #3EZRE, LASEIN NetApp ONTAP WHEZEE, ILEEEE ST NVMe i, 7E
FRELUIR IS ER S 1 RERYIRRIFME AR,

PIREPMEEIERES
FERXLEAA1ESS, 1k OpenNebula 419 NVMe/TCP E#E T &S, HAFEREERERKEXVENER,

1. #IAF Linux VLAN #08]A.
2. 1£84& OpenNebula EH L, BITUTHSRKEEVEEIERE S

nvme show-hostngn

3. AFMHEEERRMRENEIN NON ERUKRENS, HIERFAFEAR/NG NVMe 652 =i,

GFEEERES
NRIGZEONTAPHIF, BEARREIERLIRTEFRIIAEL,

1. RSVMA B EERBENVMehi¥. 15517 "ONTAP 9 EAY NVMe 1E55 3014
2. 813 NVMe & =4,

3. QIR FRGHDELEN NQN. NEEFHPHIFAHE OpenNebula ENAKFIHARS BEIE— N FRF. Al
RSB EFRADETEAEN, EXTEGMIEFERLEN.
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4. FRRERSET R EARRRERF,
5. BHEPMEEIEER NVMe & = EIEBIE.

RARMCEERES
SERIXEEESS, LATE OpenNebula % NVMe s B TEIECE AR ZE LVM $IEEE,
1. SAEBEEFRE OpenNebula EH1_ERY shell FE# /etc/nvme/discovery.conf X1, FEHRTFE T IEHVIFIE
AR,

root@onehost0l:~# cat /etc/nvme/discovery.conf

# Used for extracting default parameters for discovery

#

# Example:

# —-—-transport=<trtype> --traddr=<traddr> --trsvcid=<trsvcid> --host
—-traddr=<host-traddr> --host-iface=<host-iface>

-t tcp -1 1800 -a 172.21.118.153
-t tcp -1 1800 -a 172.21.118.154
-t tcp -1 1800 -a 172.21.119.153
-t tcp -1 1800 -a 172.21.119.154

2. BRE NVMe F&#%

nvme connect-all

3. BEEEEHMRINEREYE NVMe @& FIE], 5B A nvmf-autoconnect BR3%,

systemctl enable nvmf-autoconnect

4. WBEFHBEREFAES.

nvme list

nvme netapp ontapdevices
nvme list-subsys

1sblk -N

5. SSH EJEHH— frontend ARSZ 22 FHIRIBFFER Datastore KRB BERRE X, BEXZBMEMTIR, 15
% "OpenNebula LVM 314" RIS H 0 TR :
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)
a. 3F Restic,

Scat nvmetcp-restic.conf

NAME = "Backup-Restic-NVMETCP"

TYPE = "BACKUP DS"

DS MAD = "restic"

TM MAD = "-"

RESTIC PASSWORD = "<restic password>"
RESTIC SFTP SERVER = "<backup server>"

a. ¥+ Rsync,

$cat nvmetcp-rsync.conf

NAME = "Backup-Rsync-NVMETCP"
TYPE = "BACKUP DS"

DS MAD = "rsync"

TM MAD = "-"

RSYNC USER = "<rsync user>"

RSYNC HOST "<backup server>"

X4
Scat nvmetcp-kernel.conf
NAME = "File-Kernel-NVMETCP"
TYPE = "FILE DS"
DS MAD = "fs"
TM MAD = "local"
SAFE DIRS = "/var/tmp/files"



10.

BR{&

Scat nvmetcp-image.conf

NAME = "Image-NVMETCPO1"

TYPE = "IMAGE DS"

DS_MAD = "fs"

TM MAD = "fs lvm ssh"

DISK TYPE = "block"

LVM THIN ENABLE = "yes"
A%

Scat nvmetcp-system.conf

NAME = "System-NVMETCPO2"

TYPE "SYSTEM DS"

TM MAD = "fs lvm ssh"

DISK TYPE = "block"

BRIDGE LIST = "<space-separated list of OpenNebula hosts>" # If NVMe
namespace not presented to frontend hosts

LVM THIN ENABLE = "yes"

. H19T onedatastore create <configuration file>. A FEBIERIREIAIEIETERE ID,

onedatastore €ll## nvmetcp-system.conf ID: 109

- fF vgcreate <vg name> <nvme device> B TE NVMe s ZiE) LRIEEH, W TFIUGEIEREE,

BAZIE S E REEAFFENET. WTFRALIEEE, SAGHMBTARER vg-one-<datastore
id>, X2 OpenNebula IRZIRFEIBZIEN EMBARRNEN, NRBABRED SUEMESEREE, &
HITUTHE, WFRAIBENE, BELIA,

f#F 1vcreate -1 100%FREE -n <logical volume name> <volume group name> fn<BJEiZ

ESEE, W TRALFIEZMERXK, OpenNebula EHEZN BEIGIE LVM FEiEH,

fF mkfs.ext4 /dev/<volume group>/<logical volume> MiSTEZEE LIBXHRF. RFAEH
EFEAREEXGRSR.

EE# /etc/fstab 3¢ automount FEE, LAFERAFAIRESIRTIESEIBFERE. BISRIABIBEMEEMLER
Ivarllib/one/datastores, FIi#id onedatastore show <datastore id> #{T¥iE., WAREH, FRE
letc/one/oned.conf IR DATASTORE_LOCATION &%k, fafk <datastore_id> XHFFETFEHIBFMEEL
BT, mIZBWTAR:
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fEF8 letcl/fstab

/dev/<vg name>/<logical volume>
/var/lib/one/datastores/<datastore id> ext4 netdev,noauto,x-

systemd.automount,nofail 0 2

f£F3 automount

/var/lib/one/datastores/<datastore id> -fstype
=extd4, netdev,noauto,x-systemd.automount,nofail,rw :/dev/<vg

name>/<logical volume>

M. A mount -a 3§ systemctl reload autofs I HEHSURFEE,

12. fE mount S IIEEIEEMEER T BEES, HEMA onedatastore show <datastore_id> s S IIEEIETE
EERE,

13. H1® oneadmin AP FARBEIREFHEXHE K, A chown -R oneadmin:oneadmin

Ivarl/lib/one/datastores/<datastore_id>" &5 < JHEEAR,
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