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[root@ee-50-56-b5-2b-9b ~]# helm repo add netapp-trident-protect https etapp.github.io/trident-protect-helm-chart

[root@P0-50-56-b5-2b-9b ~]# helm repo update

ent-protect/trident-protect-crds —versic

[root@localhost SnapMirror]#
[root@localhost SnapMirror]# oc get pods -n trident-protect

NAME READY  STATUS RESTARTS  AGE
autosupportbundle-e9252a48-34a9-4b40-99c2-c00876d962ee-bk2vx  1/1 Running © 16h
trident-protect-controller-manager-7b76c8b59f-2rmh2 2/2 Running © 22h

[root@localhost SnapMirror]# _
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TRREIANLEIE Trident Protect 2 ER, UM {EA Trident Protect 8 1ZEIMMBVIETEH
THRIREE, XETENFHRAREBIEREELUBHIRER RN IME BirEBHEAE
RIERTIRE BRI EXREE,
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apiVersion: vl
# You can provide the keys either as stringData or base 64 encoded data
stringData:
accessKeyID: "<access key id as obtained from ONTAP>"
secretAccessKey: "<secret access key as obtained from ONTAP>"
#data:
#accessKeyID: <base 64 encoded value of access key>
#secretAccessKey: <base 64 encoded value of secret access key>
kind: Secret
metadata:
name: appvault-secret
namespace: trident-protect
type: Opaque

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-appvault
namespace: trident-protect
spec:
providerConfig:
s3:
bucketName: oc-dr
endpoint: <data 1if to use to access S3>
secure: "false" # Setting this to "false" will disable TLS, which
is not recommended for production environments.
skipCertValidation: "true" # When TLS is enabled, setting
skipCertValidation to "true" will skip TLS certificate validation,
which is not recommended for production environments.
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: appvault-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: appvault-secret
providerType: OntapS3

iR ONTAP S3 (REECESIZBEAF " IARE



oc create -f app-vault-secret.yaml -n trident-protect
oc create -f app-vault.yaml -n trident-protect

[root@ee-50-56-b5-2b-9b drl# oc get appvault —-n trident-protect
NAME STATE ERROR MESSAGE AGE

ontap-s3-appvault Available 2d23h

FEEIMLEIEE Trident Protect N BIEF
B VM FrfEf s R e eI N AfER B ENX AR
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# cat app.yaml
apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
creationTimestamp: null
name: test-source-app
namespace: test-dr-ns
spec:
includedNamespaces:

- namespace: test-dr-ns

tridentctl-protect create app <source-vm> -n <source-ns> —--namespaces
<source-ns>

[root@0e-50-56-b5-2b-9b dr]# oc get applications.protect.trident.netapp.io -n test-dr-ns

NAME PROTECTION STATE AGE
test-source-app Partial 25h

AppBEX FRHEEREn R B FRIVMEEPVCU TFFR.

[root@08-50-56-b5-2b-9b drl# oc get vm,pods,pvc -n test-dr-ns
NAME AGE STATUS READY
virtualmachine.kubevirt.io/test-dr-vml 25h Running True

NAME READY STATUS RESTARTS AGE
pod/virt-launcher-test-dr-vml-ns9qq 1/1 Running © 25h

NAME STATUS  VOLUME CAPACITY ACCESS MODES  STORAGECLASS  VOLUMEATTRIBUTESCLASS  AGE

persistentuolumeclaim/testfdrfvml Bound pvc-U3b51d12-ce76-U063-bd59-6eTU588ee266 34144990004 RWX sc-nas <unset> 25h

f#F3 Trident Protect 82 IMAIRER

ARNY

&R LAER Trident Protect CLI B API BIZZEWIRVIZ R IRER, LIREBRFMHETE_ L—F R EIER AppVault A,
AT RMEME BfRERFFIRE,
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# snapshot.yaml

apiVersion: protect.trident.netapp.io/vl

kind: Snapshot

metadata:
name: test-source-dr-init-snapshot
namespace: test-dr-ns

spec:
applicationRef: test-source-app
appVaultRef: ontap-s3-appvault
reclaimPolicy: Delete

[root@@e-50-56-b5-2b-9b dr]# oc get snapshot -n test-dr-ns

NAME APP RECLAIM POLICY  STATE ERROR  AGE
test-source-dr-init-snapshot test-source-app Delete Completed 25h

{58 Trident Protect Gl EIALAY TR REE

EWATLLEETES Application BE X R IRIEEIRYEr & =B EIRZ Schedule BE X RIRHKEIEITHRIRER, %1t
YRR BRI ERVIT R B h U2 EIMWIBVIRER, FHREETFMEE AppVault H,
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apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedl
spec:
appVaultRef: ontap-s3-appvault
applicationRef: test-source-app
backupRetention: "0O"
enabled: true
granularity: Custom
recurrenceRule: |-
DTSTART:20240901T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
snapshotRetention: "2"

Red Hat OpenShift Bt KR ER BIirERIKE
TR A X ER NetApp Trident Protect #1 AppMirror & & F8F OpenShift Virtualization
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apiVersion: vl
# You can provide the keys either as stringData or base 64 encoded
data
stringData:
accessKeyID: "<access key id as obtained from ONTAP>"
secretAccessKey: "<secret access key as obtained from ONTAP>"
#data:
#accessKeyID: <base 64 encoded value of access key>
#secretAccessKey: <base 64 encoded value of secret access key>
kind: Secret
metadata:
name: appvault-secret
namespace: trident-protect
type: Opaque

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-appvault
namespace: trident-protect
spec:
providerConfig:
s3:
bucketName: oc-dr
endpoint: <data 1if to use to access S3>
secure: "false" # Setting this to "false" will disable TLS,
which is not recommended for production
skipCertValidation: "true" # When TLS is enabled, setting
skipCertValidation to "true" will skip TLS certificate wvalidation,
which is not recommended for production environments.
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: appvault-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: appvault-secret
providerType: OntapS3



oc create -f app-vault-secret.yaml -n trident-protect
oc create -f app-vault.yaml -n trident-protect

[root@ee-50-56-b5-01-5b dr]# oc get appvault -A

NAMESPACE NAME STATE ERROR MESSAGE AGE
trident-protect ontap—-s3—-appvault Available 2%h

2. TEREE LEFNG2TELUTEKIERE VM. EEFEREFOE—NARER, ZNBEFS|IRE
F 1 PEIER AppVault AT B =TiEl, It BB TEIIRERMN B inEE 28/ AppMirror X
7, HEBMNEERHT BIrERNEIESH,
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# cat app.yaml
apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
creationTimestamp: null
name: test-dest-app
namespace: test-dr-ns-dest
spec:
includedNamespaces:

- namespace: test-dr-ns-dest

tridentctl-protect create app <dest-app-name> -n <dest-ns>
—-—namespaces <dest-ns>

OpensShift FE ALK MENRE FEE ALY EEL 15

AT B e{aIER NetApp Trident Protect 1 AppMirror 35 BRI M IR SE B¥ER PR 4575 Bl A XE
e BirEERf, XMW F M EZZ IR UNRFRERRITIHIREIFEEER, BEH
TXLESE, BoIUREREIMWERERESHFLEEERERE Birkdf Liz1T, B
B EMITIF T

OpenShift A Y BYTTUL = BT R

AT BUEIE LA IR PETAYER T MREEHIT VM R85, X3 F MRS %3 12 AR RERH AT
HRIREIFIFEER, +

BRITEE AP IERTE, BXRFEENBEMERBIREARERE, WaimE/ITHmR, A5, BITUT
I
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# application-mirror-relationship.yaml
apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amrl
spec:
desiredState: Established
destinationAppVaultRef: ontap-s3-appvault
destinationApplicationRef: test-dest-app
namespaceMapping:
- destination: test-dr-ns-dest

source: test-dr-ns
recurrenceRule: |-

DTSTART:20240901T000200%

RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: ontap-s3-appvault
sourcelApplicationName: test-source-app
sourcelApplicationUID: "<application-uid-of-the-source-app>"

storageClassName: "sc-nas"

[root@00-50-56-b5-2b-9b dr]# oc get amr -n test-dr-ns
NAME DESIRED STATE STATE ERROR AGE
amrl Established Establishing 115s

[root@00-50-56-b5-2b-9b dr]# oc get amr -A
NAMESPACE NAME DESIRED STATE STATE ERROR AGE
test-dr-ns amrl Established Established Ols

@ AppMirror KRN M BREEFRY cli U, NFHESIBNMMBRT BRI, XRFHERER
MBVRREIEE HIE B 1R,

2. 1&F AppMirror X &, RULXRBIPIRERESELLA " "Promoted”, UTE BT EIR BB LLEEIAN
MiElRan R EPIET. REMVRBEIEEHIZIBIRER, HEBIRER LBEIEMTL. WA ERFEN
RS H AR EPWI AT A, MEFTXHABNIRER.
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oc patch amr amrl -n test-dr-ns-dest --type=merge -p
"{"spec":{"desiredState":"Promoted"}}"

[root@00-50-56-b5-01-5b dr]# oc get amr -n test-dr-ns-dest
NAME DESIRED STATE STATE ERROR AGE

amr2 Promoted Promoted 25h

oc get pod, pvc,vm -n test-dr-ns-dest

oc get pod, pvc,vm -n test-dr-ns

OpensShift AR MR E FEIAMBVHREIRE

TR HBE XT7EER NetApp Trident Protect #1 AppMirror B9 OpenShift Virtualization X
MEH VM BIELITNSIENER. FERITHERBIRIEUTIREIA M E BinERG, &
A UERARERYIESERREEF AR, FRFEIRFEERFREN VM BIEERE, X RF
Wﬁaiﬁgﬁﬁlﬂﬁ VM # TR RE N ERELS RRIRESES, AERAREAEFIXR. B

HEREXESE, EaRREAEREMESME, &89 VM sEBERSE /}_Eﬁt\_’_
, BFrBEEECIREIET

OpenShift B AR E TR FERE

fEF Trident Protect, {&AILAER LA FIREFHITERIERBZIZESSEI BT, EITIERES, ATERRR
E%5M, Trident Protect RERFZFEFI AR Z e B EMANBAEFEXRES (EHRREY) EIREENARER.

IR M E e R B2 BATRI R R T8, WRIATHRE:

1. MRS RS TR,
2. RMEHESEHKR

HERMEMRTBERBERXRN, BRNAREFRRNRNEBRER, MERNBREFRFRABER. EK
FEA% 5 HAE] X B ARN P A2 R P B B SO AR IR B

a. FRBBEIREEEE, MIB& AppMirrorRelationship CR, XS BEIRENR. R BIREE EIXFE
AfRIPITR, 15 ERIER.
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[root@ee-50-56-b5-01-5b drl# oc delete —f app-mirror-relationship.yaml -n test-dr-ns-dest

| appmirrorrelationship.protect.trident.netapp.io "amr2" deleted from test-dr-ns-dest namespace

10



b. FEMAVRER: (WIREHT) EEIRRE, LRSS BHEMMHNERER. XaHREERRP I

EPRFrE B E R EETRER.
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apiVersion: protect.trident.netapp.io/vl

kind: Snapshot
metadata:

name: test-source-dr-init-snapshot-failback
namespace: test-dr-ns

spec:
applicationRef: test-dest-app
appVaultRef: ontap-s3-appvault

reclaimPolicy: Delete

[root@00-50-56-b5-01-5b dr]# cat failback-snapshot.yaml
apiVersion: protect.trident.netapp.io/vl
kind: Snapshot

metadata:
name: test-source-dr-init-snapshot—failback

namespace: test—-dr-ns-—dest
spec:

applicationRef: test-dest-app
appVaultRef: ontap-s3-appvault

reclaimPolicy: Delete
[root@0e-50-56-b5-01-5b dr]# oc get snapshot -n test-dr-ns-dest

APP RECLAIM POLICY  STATE ERROR

NAME
Delete Running

test-source-dr-init-snapshot—failback test-dest-app

[root@0e-50-56-b5-01-5b drl# oc get snapshot -n test-dr-ns-dest
NAME APP RECLAIM POLICY STATE ERROR

test-source-dr-init-snapshot—failback test-dest-app Delete Completed
test-source-dr-init-snapshot—failback-2 test-dest-app Delete Completed

c. IRBEMNITRER (WHREWMm) FERERNEHXR, AkEFEEERNE,

AGE
10s

AGE
8m50s
32s

11
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# application-mirror-relationship.yaml

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amrl
spec:
desiredState: Established
destinationAppVaultRef: ontap-s3-appvault
destinationApplicationRef: dr-source-vm-failback
namespaceMapping:
- destination: test-dr-ns
source: test-dr-ns-dest
recurrenceRule: |-
DTSTART:20240901T0002002
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: ontap-s3-appvault
sourcelApplicationName: test-dest-app
sourceApplicationUID: "uid of the app in the original source
cluster"

storageClassName: "sc-nas"

[root@00-50-56-b5-2b-9b dr]# oc get amr -n test-dr-ns
NAME DESIRED STATE STATE ERROR AGE
amrl Established Establishing 115s

[root@P0-50-56-b5-2b-9b dr]# oc get amr -A
NAMESPACE NAME DESIRED STATE STATE ERROR AGE
test-dr-ns amrl Established Established 9Us

d. 3&3% AppMirrorRelationship CR ##4 desiredState FEXE 4 "Promoted", EEHIX R MITRERE (
R8BI A ERIBRER.



Bl

[root@ee-56-56-b5-2b-9b dr]# oc get vm -n test-dr-ns
No resources found in test-dr-ns namespace.

[root@00-50-56-b5-2b-9b dr]# oc patch amr amrl -n test-dr-ns ——type=merge -p '{"spec”:{"desiredState":"Promoted"}}'

appmirrorrelationship.protect.trident.netapp.io/amrl patched

IS E R EMERGRERTIET. KEMEIRIETM. EIMERILIBERIAERER
FRZRR. IRBELEMEIEERGREREINEE, EAILUKEMBNERIXR.

C) E%MﬁEﬁ%E%ﬁﬁ@ﬁ,H%Eﬁ%ﬁ&ﬂ@%%ﬁﬁ¢§AEﬁ$ﬁmy
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