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BRIEAENAR. FEAZFPHEAZTERN. FRIFE(ERARREBIDNSIHIERZ TR,

R Cloud Volumes Service AJ AR A S ELDAPHHI AR ZEAZ IR, NSEREFFE. MALERN
19 1DIE 3R & EE#E Fonobody, #IZRCloud Volumes Service TEZA# S ELDAPH AR A BERARZFR. MWEfE
B#FIDE. NFSEPIGSIERBEMTILBFROXEIAFNFSV3ITA)

MNBRAEHNEFIHEHINFSvA.1 IDIF LAITEZCloud Volumes Service BIEEERANAS. EEEIIUTITN:

* 7£Cloud Volumes Service FIEH A5 B BYUNIXFA P LB (ANEARMUNIXF R FI4A R E X Broot )& # 58 &
4 Jnobodyf&o

* YNERNFSE Fim#AlCloud Volumes Service Z [B]BIDNSIEAE. MEBLDAPEBBRIUNIXA 430
SR Cloud Volumes Service FCE {EFLDAP)G & HI5%1% Janobody,

* RB A BELDAPEK BRUNIXA R AR S FIDEHBEMAINFSE Fis LIEERNBR, WREF KL
FEEEAZR. WXETREFID,

THETRT BB

# 1s -la /mnt/home/profl/nfs4d/
total 8

drwxr-xr-x 2 nobody nobody 4096 Feb 3 12:07 .

drwxrwxrwx 7 root root 4096 Feb 3 12:06 ..

-rw-r--r—- 1 9835 9835 0 Feb 3 12:07 client-user-no-name
-rw-r--r—-- 1 nobody nobody 0 Feb 3 12:07 ldap-user-file
-rw-r--r-- 1 nobody nobody 0 Feb 3 12:06 root-user-file

YNREF P s DIEAARSS 2R IDIKILES. WAARXXAFIERNERA AT



# 1s -la
total 8

drwxr-xr-x 2 root root 4096 Feb 3 12:07

drwxrwxrwx 7 root root 4096 Feb 3 12:06

-rw-r—--r—— 1 9835 9835 0 Feb 3 12:07 client-user-no-name
-rw-r--r—-—- 1 apache apache-group 0 Feb 3 12:07 ldap-user-file
-rw-r--r-- 1 root root 0 Feb 3 12:06 root-user-file

BRUILBERR U NAIFRR IR EAFAER. S I"NFSv4.1f1nobodyF/4H, "

Kerberos{k#fix %
MNRE TR FINFSEEAKerberos. MICloud Volumes Service % MEB LU TEE :

* Kerberos43 & 0y R 55 (KDC)&Active Directoryig;

* Active Directoryls. EFRFAER TiiE?ETﬁééLDAPIb EAJUNIX{E B (Cloud Volumes Service F1HINFS
KerberosTEE AP SPNEIUNIXA P IRET A RELE 51T, )

* B7ECloud Volumes Service S2f7l_ = FALDAP
* DNSHRZSHYACtive Directoryi3

NFSv4.151nobody A /4H

NFSv4. 1ERERRENNREZ —&. WMRFIRAPFER IS BREXHIXHFETF user: group” combination
of nobody: nobodyoe

f5an:

sh-4.2$ 1s -la | grep profl-file
-rw-r--r—— 1 nobody nobody 0 Apr 24 13:25 profl-file

#HFIDF99°,

sh-4.2$ 1s -lan | grep profl-file
-rw-r--r-- 1 99 99 0 Apr 24 13:25 profl-file

FERLEERT. XGaIgaEREBNAEE. BRETRA nobody,

sh-4.2$ 1ls -la | grep newfilel
-rw-r—--r—-- 1 profl nobody 0 Oct 9 2019 newfilel

WEAZIE?

NFSv4.19#9 nobody” A 5 nfsnobody B F REl. &R LUETT id sF S REBNFSE P indNEliRzIE N



# id nobody

uid=99 (nobody) gid=99 (nobody) groups=99 (nobody)

# i1id nfsnobody

uid=65534 (nfsnobody) gid=65534 (nfsnobody) groups=65534 (nfsnobody)

fEFANFSv4.16%, "nobody’ B 2 H idmapd.conf XHEXHIEIABF. Al EXAEFERIERBF,

# cat /etc/idmapd.conf | grep nobody
#Nobody-User = nobody
#Nobody-Group = nobody

Nt AT KERXMIFR?

BT @ HMF T RRGY LML EHERENFSVA HRIERIXBER,. Flt. MRB/MFFFERLE. WEIATAZ
Rz A P e fIEe v iR R TR B P MBI E RIS A XX SREY AR F o

NRETEXHRFEEIAFM/ELER nobody' . MXEHEEMRENFSV4 1HNRELERBEERY, XK/
SR LATELE A &4 1 Ao

Bla0. #NSRusert @CVSDEMO.LOCAL (uid 1234, gid 1234)IE7EiAiRISH. NICloud Volumes Service WAZAE
%+ usert@CVSDEMO.LOCAL (uid 1234, gid 1234), %R Cloud Volumes Service FHIFH
HAUSER1@CVSDEMO.LOCAL, MALEARERF15NERF1), BFZBERT. EUERFIHLERER
XHEFEIUTHEA:

May 19 13:14:29 centos?7 nfsidmap[17481]: nss getpwnam: name
'root@defaultv4iddomain.com' does not map into domain 'CVSDEMO.LOCAL'

May 19 13:15:05 centos?7 nfsidmap[17534]: nss getpwnam: name 'nobody' does
not map into domain 'CVSDEMO.LOCAL'

B IRMRS SN EERA P HLEMTIFERNAR. AtEBSXIRELTHRE. UHREFIHEEIREF
5Cloud Volumes Service EEIRVBEF AFHERNEE,

* *NFSv4.x IDiE, *& . idmapd.conf file; Cloud Volumes Service {#/ defaultvdiddomain.com’. 7
FEFIER. MNRIGLDAPSNFSv4A. 144 EA. MICloud Volumes Service 235 1D1E 82X I DN SHE 25 FRr (i
Y. Z3% 5ADIFERE,

 CHRPRZNHFID, “XRETEFHEHRAFZNMUE. HHBARIMIRS XA E—client: “nsswitch.conf’
/e A #passwdFlgroupXf4; Cloud Volumes Service R IFER LIS E. BIERALDAPESBEIEHE
AINEIERE A,

* *ARMAEFID, *RE T B IHEHRABZMHIMUE. HFIBRMIRSE FXEE—client: “nsswitch.conf
/g AtpasswdFlgroupXf4F; Cloud Volumes Service R AIFHERILIEE. ESERBALDAPEBIIEE
HINEEE S,

FEILFFREFERAT. NREEEFIHRNAFRMATIRPEE nobody'. MRIFER K7ECloud Volumes Service

MNFSE iRz {TRAF AR TIGIDER, EREXMER. 1BFEHRLDAPER FimflCloud Volumes
Service Z BT P MAEFEE.
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mailto:​中​的​用​户​为USER1@CVSDEMO.LOCAL

EERFIE ENFSVAI1NZIRIDEA S
WREFEANENFSVA. 1. NISTENFSIZIERREIHITRIR-FRTRIRET. a0 LFmR,

FRT £/ /var/log/messages’ XA BENFSv4 IDIYAEFEIR Z45h. R LUER "nfsidmap -I" Sp< IAET BRILE
FAFR & B EMIRET EINFSv4iE,

fFlan. X2 A MAIEF LUK Cloud Volumes Service JHRINFSv4A x3EH fGen SR

# nfsidmap -1

4 .id resolver keys found:
gid:daemon@CVSDEMO.LOCAL
uid:nfs4Q@CVSDEMO.LOCAL
gid:root@CVSDEMO.LOCAL
uid: root@CVSDEMO.LOCAL

WMRENAP KRIEHIRETEINFSV4.1 IDIF(TEZSFIF /9 netapp-user’). MR iGiRIE—EHFIRE N XHE.
RERIETNEA N EH 5 EE nobody: nobody’s

# su netapp-user

sh-4.2$ id

uid=482600012 (netapp-user), 2000 (secondary)
sh-4.2% cd /mnt/nfs4d/

sh-4.2$ touch newfile

sh-4.2% 1s -1la

total 16

drwxrwxrwx 5 root root 4096 Jan 14 17:13
drwxr-xr-x. 8 root root 81 Jan 14 10:02 ..
-rw-r--r—-—- 1 nobody nobody 0 Jan 14 17:13 newfile
drwxrwxrwx 2 root root 4096 Jan 13 13:20 gtreel
drwxrwxrwx 2 root root 4096 Jan 13 13:13 gtree?
drwxr-xr-x 2 nfs4 daemon 4096 Jan 11 14:30 testdir

nfsidmap -1 WMHSERELETRAF pcuser. BEREE/R netapp-user' ; X215 H RN FHIE
ZHF(65534)0

# nfsidmap -1

6 .id resolver keys found:
gid:pcuser@CVSDEMO.LOCAL
uid:pcuser@CVSDEMO.LOCAL
gid:daemon@CVSDEMO.LOCAL
uid:nfs4@CVSDEMO.LOCAL
gid:root@CVSDEMO.LOCAL
uid:root@CVSDEMO.LOCAL
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https://man7.org/linux/man-pages/man5/nfsidmap.5.html

SMB

"SMB" @MicrosoftF & BY—F L XA HEZ il _JLLLXi(ﬂﬁ%/I\SMB%FJHﬁTET %
AP /AFDIRIE. R, BIEMXERE, XHMXHFTE ENMAEFin.
EUEEZRMHMEZEM. HiBIHELFINRRA AT, SMB_JLHE{#\?A?ET E Y
SHMNEAZEF . 823 EWindows. AppleflLinuxZ F i,

Cloud Volumes Service 2#5FSMB 2.1F13.xhRZA<BI7#1¥o

i HIISMBH =

* YWindows B &iEKiA18Cloud Volumes Service #8t. Cloud Volumes Service £ Cloud Volumes
Service BIEARBENGEZETHUNIXAEF &,

* WREE T IMBUNIX B D 1REFZRF(LDAP). HEWindows/UNIXEF&48E. MWindowsFF&Z%1: 188
SEIUNIXBFRZ. METETAEMESE, ERALDAP/S. Active Directory Tt E AP AN RAVXLEEUNIX
B4,

* NERWindows ZFFFIUNIXZFRARITEZ. M 4SUELDAPERE A #2i5F Cloud Volumes Service {FALDAPSZ FRAgk
SEE(ESN—T) "EHALDAPHITIEX FRZFRARGT™)

* YNRK(FERALDAP. MWindows SMBAF =51 EICloud Volumes Service 142 /3 pcuser’ BIZAIAZSBUNIX
AP, XEKEEZMIUNASIFIES, BEYE) pcuser BIAF EWindows B AKX HISUNIXFREN E T
J9°pcuser’s “pcuser kA ZLinuxIFEH Y nobody' FBF (UID 65534),

EEHASMBHEE R, {H=#H1T pcuser Mg, BXTXREE. AAWindowsHFHIAMENZERER. F
BRAFIRERSMBIIEFHTTNFSIAR], LI, XSMBETELIEERZIFER IR ANFSTH NN E,

Windows#F|FKerberos5Active Directorylsii= 23 # 1T B BHKIE. XFEESAD DCHITRHF B/ZBAR
#&. AD DCfiiFCloud Volumes Service SE5I9MEB, WNERSMBE FimfER \\servername’ UNCEEZHAHEIA TR
5. NIfERKerberos & {9303 :

* IRS3 2B FRTETEDNS A/AAAAK B

* RE[BBAFRIFERBISMB/CIFSIFIRISPN
Bl#Cloud Volumes Service SMBER . RASIZRB—THE N IR ITENIKAZFR " (Cloud Volumes
Service TEActive Directory FEIER AT o " ZITENIKFA BB S ASMBHEZIAA)EEF. ECloud

Volumes Service F|FAzIZDNS (DDNS)TZEDNSHEIEHNERA/AAAAFIPTREZ B .. HEITENIK, EE _LEIE
HEMSPNEH,

() =tPTREE. DNSHR%E EXAEFECIoud Volumes Service SIIPHILHIR MZHIK

5180, LkCloud Volumes Service HEALIFUNCHERRIR: \\cvs-east- 433d.cvsdema.localo

7 Active Directory/, XLE2Cloud Volumes Service £ HISPNEH :

PS C:\> setspn /L CVS-EAST-433D
Registered ServicePrincipalNames for CN=CVS-EAST-433D,CN=Computers,DC=cvsdemo,DC=local:

HOST/cvs-east-433d.cvsdemo. local
HOST/CVS-EAST-433D

XEDNSIER/REEHLER
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https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831795(v=ws.11)

PS C:\> nslookup CVS-EAST-433D

Server: activedirectory. region. lab. internal
Address: 10. xx.0. xx

Name : CVS-EAST-433D.cvsdemo.local

Address: 10. xxx.0. x

PS C:\> nslookup 10. xxx.0. x

Server: activedirectory.region.lab.internal
Address: 10.xx.0.xx
Name: CVS-EAST-433D.CVSDEMO.LOCAL

Address: 10. xxx.0. x

o#&. AILLUET7ECloud Volumes Service FASMBHEZ B A/ERSMBINZERN AE Ziha)iTHl, NRHEHP—
PN EARLZIFSMBINZE. MR ARIFAIE,

{EFISMBR #1514

ERLERT. MRKRLFAFFIECIoud Volumes Service ERANITENKA Z. Nkt TFLLER, &

HMERT. ERERBANRLAFRME—EEENIHREBE. EXMERT. G UEIESMBRZ.

MR EHSMBEZRZAIERZ. ALK FEADNSHFHCNAMEIRR. Fli0. tNREE[FMAZIR \\cifs' i
2. MAR \\cvs-east- 433d.cvsdema.local’. BN E(EHKerberosH1450IE. NIDNSHIERIIBA/AAAAIR
FHICNAME LARGRINEI IR B T BN B ELfthSPN A i Kerberosifial,
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cifs Properties ? X

Alias (CNAME) Security

Alias name (uses parent domain if left blank):

=

Fully qualified domain name (FQDN):
cifs.cvsdemo.local

Fully qualified domain name (FQDN) for target host:
CVS-EAST-433D.CVSDEMO.LOCAL Browse...

OK Cancel Apply

X AINCNAMEZAE R AIDNSE R &4

PS C:\> nslookup cifs

Server: ok-activedirectory.us-eastd4-a.c.cv-solution-architect-
lab.internal

Address: 10. xx.0. xx

Name : CVS-EAST-433D.cvsdemo.local
Address: 10. xxx.0. x
Aliases: cifs.cvsdemo.local

XA IFTSPN/E AR HISPNE IS




PS C:\> setspn /L CVS-EAST-433D
Registered ServicePrincipalNames for CN=CVS-EAST-433D,CN=Computers,DC=cvsdemo,DC=local:
cifs/cifs.cvsdemo.local

cifs/cifs
HOST/cvs-east-433d.cvsdemo. local
HOST/CVS-EAST-433D

TEEHIEEERP. RITTUERSCNAMEZSERSPNEERIEREIER.

431 4.156722 SMB2 308 Negotiate Protocol Response
432 4.156785 SMB2 232 Negotiate Protocol Request
434 4.15818e8 SMB2 374 Negotiate Protocol Response
435 4.160977 SMB2 1978 Session Setup Request
437 4.166224 SMB2 322 Session Setup Response
438 4.166891 SMB2 152 Tree Connect Request Tree: \\cifs\IPC$
439 4.168063 SMB2 138 Tree Connect Response
realm: CVSDEMO.LOCAL
v sname
name-type: KRB5-NT-SRV-INST (2)
v sname-string: 2 items
SNameString: cifs
SNameString: cifs
v enc-part
etype: eTYPE-ARCFOUR-HMAC-MD5 (23)
SMBEAIIES =

Cloud Volumes Service St FLATIIEE "H =" X FSMBEHIQIE:

* LM
* NTLM
* NTLMv2

e Kerberos

T SMBHZifAAIKerberos S IIER TR LIERN R LN IR, BRAESMISMBIIZEG. X2
FAFE—T RS

Cloud Volumes Service X2 FLMFINTLM B4 IGIERI G RE M. WERKerberosHZE A = (FIa0eI;EZSMBR) &
» MEZFRZELRE SHIIE S ARBIME (FIEONTLMV2), AFXLENGINZ2MRE. FtERE
tEActive DirectoryiF IR SE2 AT . MNREZATIRGEMNEMRRIESZE. FEKRIEMAEKerberos. MHEZEHE)
BEM. RALEALEERNERENIRIES .

B X1EActive Directory PR E/EESZZIHFN S M IIEAFNNES. BEEN "WEL 2 LAN Manager& {550 1EH
21",

A FRAET

NTFS/S R

NTFSIRIB RIS AT SNTFSBIRIIS I BRI AR SATIR, EFTINE B4 5 B
ANTFSIZIR. FAIRER A 3 DAY ST,

BEANRELE:
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* FEe il
* Bk
* REXAIATT
* 3REX
* BN
FFAPRAFRAACE)IGENREY. ZAF AT BEACLH, NTFSHRERSUNIXERAERRIR/B/ARTT

EihAIR. BRI LY REIERANY RIFIEER (AR AEHRINR"). BN RERFREN". "SI 4 3/MnEk
' "BEANBME"F.

FREUNIXR R AR HAVKIE RS SNTFSIPRARR(FIE0. BERBNACLHAMEZ AR MAMRIGENRIIZEY
RBREM). 182. NFSv4.1 ACLIZERITHEESNTFS ACLAER.

NTFSIURIEHENRER K. ISHENRESEMA. MTFNTFSIUREM. REIERRE. Flt. EENXAIF
R, ERELEBFRHAEESBR TRITH"

NTFSHEEBWindows SMB& FimiE],

HENR

HENRIENTFSI R E EMANFRIREVE LTIz H). HAEHISMBHERNMRFE. KUTFNFST LR
MBS

BIANFS S H SRS N @D IPHAtsY T4 2 FETF ENBE ERKITHIARE. ESMBEEMNRA LUES FEA
EACLHM B P MBACERITE R, &8 L MWindowsE FigE Cloud Volumes Service BIBUIEBEHE
ACL,

AIMBRT. HEACLAYIEEACLEE AR T2 EHIfEveryone, WEAXHACL, BEHENREWLZHRE
KBS PRFTER o

Fa0. WSR2 FFFiEECloud Volumes Service EXHFACL. NIEMERZACLIREN" BB =2ITHINFRE
A" EIELAFIHRCIEXHFXEFR. SN TFEFfTR.
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ecstatic-angry-jonarnar Properties X

General Publish Share Permissions  Security

Group or user names:

Add Remave
Permissions for Everyone Allow Deny
Full Control bl O
Change ] O
Read = O

o o | [

ecstatic-angry-jonarnar Properties X
General Publish Share Permissions Security
Object name:  WCVS-EAST-433D\ecstatic-angry-jonamar

Group or user names:

a CVS-SVC
‘ Justin Pansi (pansi@cvsdemo local) |

To change permissions, click Edit.

g

Pemissions for Justin Parisi Allow Deny

Full control iy
Modiy

Read & execute
List folder contents
Read

LLL

For special permissions or advanced sattings, chick
s Advanced

o] oo | [

v U | Search ecstatic-angry-jonarnar @

Date modified Type Size

= v P L » Network » cifs » ecstatic-angry-jonarnar
o~
Name

3 Quick access

B Desktop * This folder is empty.

¥ Downloads g

5 Documents A

- Destination Folder Access Denied X
&= Pictures b 4

System32 / You need permission to perform this action

%8 This PC {J

w GFCCache (D2)

¥ Network Q

ecstatic-angry-jonarnar

Try Again Cancel

ERT/REZTEMER. BRITUTERE:

* MEZMXHACLFMIFREVeryone. TR ABF HAEIZEHZiHRINE,

* EREHTT
ZACL,

* AVFNHEAR ERIACES
I ERFARTIG TS,

IBEEH. MARERE AR, UWETEE. HMRMERAIMAFERE. LUERIAEEHS

7~

TRRBIMERNENLZRR. HBENBEEXXHNIRNABAMAAR. LUK

c BEENERAERELACL. BAENRBEAFACL, REIFEREIMAF KA PRIF R4 RGNER

mﬁ*ﬁé@,ACLo

* BHEAER "ACLAA" BIIRIBNEE; AXHHRERZHERUENTNEREWRAITEEREZE RN
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https://www.varonis.com/blog/permission-propagation/
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& PSS DNXXHEERN T HENIR. XS ERBES I XERFETUENITH. FIHIEIMARAEL
AR K Bt (8] B8 EUAX PR
SMBHEEXR2If6E
B/R7ZCloud Volumes Service F1EliZ BB SMBIFRAIIRIIEN . RASNITRM—RTIBFRIPIZERIET
Hp—%IMELR T Cloud Volumes Service ZkBI(MERET ). XM EFE:
* *{@SnapshotB R 7] W(7] B FCVS-PerformancefICVS-SW), *ItiETIEHISMBE FimE s & LUAIRISMBE:

ZrhfSnapshotB F(\ \server\share~snapshot M/ HIAHRAIET ) o BRINEERRIER. XELK
ELIABREANZZ IEIA 8] ~snapshot B R. HEEM"JaihikA"1EINEH A2 B REASnapshotd s,

Snapshotdirectory visible: Unchecked Snapshot directory visible: Checked
- cvs-parisi \\CVS-EAST-C2DB) Properties X - ovs-parisi (\\CVS-EAST-C2DB) Properties X
General Network Security General Network Secunty
Previous Versions Customize Classification Previous Versions Customize Classification

£ Previous versions come from shadow copies, which are £ Previous versions come from shadow copies, which are

“ ./ saved automatically to your computer's hard disk v saved automatically to your computer's hard disk

Folder versions: Folder versions

Name Date modified Name Date modified
There are no previous versions available ~ Today (1)
“- cvs-parisi 2/1/2022 6:56 PM
Open b Restore | w Open "'I' Restore |'~r

HFLZ2ERERE. 4EERE(MAVIEERIZENXLE XS R) T RET. B ERRZ P EESnapshotglds, Cloud
Volumes Service 1REBZR %Y. Ak, BIEXLLEREBEI . &ZLAP MBI ERIFREEXSnapshotE RFPHIX

. BliESnapshot& 2By 3 XA S XA RIS EINRIFIEA, MR H X HFIESnapshotEl 4 2 [B]FIINR &
T, NFAMMBYERE SN FSnapshotB RIS HF X HF. B FAETLIRIERRIF XL HFa X
B3k, BATEMBRTELSnapshotB FHEIX . BRI LM SnapshotB FHE B4 3 X H 3K,

* *BASMBINZ (A] HFCVS-PerformancefICVS-SW), *ZRAER . SMBHEEZE _EZHSMBINZ(FKIEH),
I EEER S ASMBINE. XEMKESMBE FinfliRS s 2 B RER EENBNRS SIFMNZLRF#H
1TEh7ASHNZE, Cloud Volumes Service % 21X SMBI#{TAES-2561N1%F, EFASMBINZHESMSMBEF
ISR REPR (R, X R BT RE L A RE R X SMBE FimiE B E 220, AT F10-20%H5EE
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* *BRESMBHZ (R FCVS-PerformancefICVS-SW), *I& & Ik A 7 1E & ¥ S AR SMBREE R, X
BRE. FHERERENEFIREIARKIAUNCER(BII0\\CVS-SMB I T/AEEIHE, It EiEiE
E\éﬁﬁ BEMAZESMBHRZRF AT AR REXNHZREFNE P imA 8EIA IR E (B R AT
Z2M).

s *BRAETFIARBIKE(ABE)(XPECVS-SW), *X52ESMBEZRM. RE2HZHXHFF TAGA R R
FFPIAERE. Fli. IRELARAIFWindowsH P Joe @I R #HITIEEGAR. MWindowsF P Joe 1R
EERESMBEZH XK. FINBERT. EIATFEZEARS. Sl ithitSEZEREHRE. &
XABERYFHEE. 5B INetAppAIRENXE "B T80 ES (ABE) A T1E? "

* BEEFEATA(CA)HEZEHIF(XPRCVS-Performance), "#4:E] FARISMBHZ" 3&;3 £ Cloud Volumes
Service [FIRALHIT =2 B EHIBIERS. RE—MEHRERBE A B RARE R/ N BZERF TR
5 E. XRE—IMEZLInaE. Bn] DIREEIFMEBARIEMRERED. Bai. ItkIhaEXZ31FSQL Server
FIFSLogix FATEF.

NS HEE

7£Cloud Volumes Service H18JZSMBiRZ 2. SE/R "RENEELZ" (FHSGRITE). EHEIECS (R
=E)AR)MIPCS(EEmAEE UEREFZEFITIEE. FI90E FMicrosoft EIRITH| & (MMC)iFRIFIZIZIRED
% A (RPC))s

ipCSHERBEHZACL, TEER—EM™RATFTRPCREBMN "FIABR T, WindowsFaAIFERFRIXLEHES

o

ZINBER T CSHEARIFBUILTIN/Administratorsifia). {ECloud Volumes Service B¢ =fIFRHEZACL. FH
BRAEFEMEAFR. ERiARICSEZ A LIEECloud Volumes Service X RZEFFREEEHNSE, Hitb. =
KEE \\Server\C$ LMK,

BAEZA#/BUILTINE IR R/IZ DI PEHIIK A

Cloud Volumes Service SMBARSS 28 5 E#MWindows SMBARS 28 BB L MMMITHEE. ENH AHthA ()
IBUILTIN\Administrators) =43/ 18] A PR Kz F3 F358 & 8 FA 2 #14R.

BEEANFFDRAFPNAFE. ZAFERMEIfERZActve DirectoryiZ#HICloud Volumes Service S
HIBUILTIN\Backup Operators2HH. $AfG1Z2HRFIREX "SeBackupPrivilegefllSeRestorePrivilege"s

BRPANEZENRAFPE. RASNZAFPETSeSecurityPrivilege. XEFRLENW BIEFERBER TIEESR
. 540 "sMBHZ= _ERISQL Server"s
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Backup Users

Provide a comma separated list of domain users or a domain group name that require
elevated privileges to access volumes created by Cloud Volumes Service.

~ Accountnames
administrator,cvs-sve

Security Privilege Users

Provide a list of comma separated domain user accounts that require elevated privileges
to manage security log for the Active Directory associated with Cloud Volumes Service.

~ Accountnames
administrator,cvs-sve

1@a] LUERIE YA R@EIEMMCZEE Cloud Volumes Service ZAsith4Apk R &, FEIETR 7 2{EMACloud

ANy

Volumes Service &I & HRMIEF .
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Backup Operators Properties ? X
General
@II Backup Operators
Description: ‘ Backup Operators group
Members:
&', CVSDEMO\Administrator
& CVSDEMOl\cvs-sve
Changes to a user's group membership
Add... Remove are not effective until the next time the
user logs on.
OK Cancel Apply Help
TRETTEIABUILTINAMFIR AR BIARINBI A F /4,
ZHI/BUILTINZA EININD A
BUILTIN\Administrators * I\ IR 5
BUILTIN\Backup Operators* I
BUILTIN\guests B\ F R
BUILTIN\Power Users I
BUILTIN\DomainFi E\E AR P

*4B R B3R A& TECloud Volumes Service Active DirectoryiE 280 & 5,
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eI UEMMCE O EFEAMB P A (URAMR). BREEELITH & RN MbR A R e ECRA L R A
RINBERT. REEEERANBEERASRMEICIoud Volumes Service FRIBUILTIN\AdministratorszH., H

Al f&TE BRI E,

& Computer Management CVS-EAST-C208) || mame Full Name

~ i System Tools B Aciministrator

Deseription I Computer Management (OVS-EAST-C208) || name

. Cescription
Built-in adminkstrator account « [l systemTools | S Built-in Ad
+ () Task Scheduler () Task Scheduler | & Users A ek
; Event Viewer ; Evenk Vigwer !*Gur&h Built-bn Gisests Grodp
. Sl.m;i:mm .. 9__“;:::‘1“ :@Pcwausm Restricted administrative privileges
:; Sessians : Sestions | 8 Backup Operators Backup Oporatons group
! Open Files 2t Open Files
~ ¥ Loeal Usors and Grougs « % Local Uers and Groups
. Users L Users
2 Groups | Groups

Administrators Properties

General

*{I Administrators

Members:

Built-in Administrators group

A Administrator

CVSDEMO\Domain Admins

Remove

22

Changes to a user's group membership
are not effective until the next time the
user logs on.

Cancel

Apply Help




MMC/i+ BN E IR

iBiZ Cloud Volumes Service HBISMBIFIR]. EAILUEZZITENEEMMC. MM UEEHRE. EEH
ZACL. UNBEE/EESMBIEMITFFHI G,

E{FHAMMCTECloud Volumes Service FEESMBEZM=iE. BRNAFPHIXNEHEER, HttERA
LUBIEMMCE AR EIESMBARS 28, HEZ1RAEECloud Volumes Service SMB;’—WJJ:EI'J t = o IR IR EN "

AR IEE,

EiEREISMBARSS 28 BT BN EE. AREHHENERE. ARERERIS—a1tEl. WIRKRITH
PRI BEANIEE. 7RI ET LIS\ SMBBRS5 2885 #R(FJ7ECloud Volumes Service &5 81k E]),

*EEEL%W[‘EE’JSMB tZ B, &= EAFICloud Volumes Service KA = Active DirectoryZE1&HIFRE 7]
H=Z, EBis41TH. iE7ECloud Volumes Service #3215 1% B fRiR SMBHZ %N,

HEE. 8NN F— 1 Active DirectoryiEiZ,

;{-' Computer Management

File Action View Help

&= 2 = G &

& Computer Management (CVS-EAST-C2DB) Share Name  Folder Path Type # Client Connections Description Actions

v m System Tools y :
) @ Task Scheduler S « Wions ° Shirss =
Event Viewer
v i Shared Folders
@ Shares

3; cvs-parisi C\cvs-parisi Windows 1 Wioia Actions »
a2l dgeyer-sm.. C\dgeyer-smb-test ~ Windows 0
2

a2l ipcs Windows

ml Sessions
@ Open Files
» &% Local Users and Groups
> (8 Performance
-.'..; Device Manager
> 3 Storage
;ﬂ;:; Services and Applications
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& Computer Management = O e
File Action VYiew Help
o 27 6= BE

& Computer Management (CVS-EAST-C2DB) User Computer Type # Open Files Connected Time Idle Tim | Actions
v il system Tools R, paciei ok-activedi.  Windows 2 011215 000000 | Sessions Gl

(2 Task Schaduler ! e :
S0 &, parisi ok-activedi. Windows 3 010108 003258 e Akt N

v | Shared Folders
g% Shares
. Sessions
. Open Files
* Local Users and Groups
@.‘ Perfarmance
,!. Device Manager
+ 9 storage
_{!} Services and Applications

TRIIE T MMCSZHF/ A2 BTN RE.

SZFBYThEE A FFRIThREE
BEEH=E * BIEMBAHAER /4
* BEEEMISMBRIE - BER/BENERMAR /A
* EERITARIXMH * EEFHIEERS
* EELMARNA - BIPTERE
* BEERMARSRR - EERSMNARER

* MERFPNRTE. XHMRHERTIR
* RHARSFEFTFRIXF

* RHFTHRIZIE

c Bl EEHE

SMBiRSZHL2ER

Cloud Volumes Service FIFISMBARSS 2815 i — R 5IIERE X SMBEZN TR 2 IKEE. BiEKerberoshY fRZE.
EEHARR. M,

TR 7 XEETL, EN1800IhEE. BB E U2 E A LUERHCloud Volumes Service HITIEN, FLEEITAR

24




i& A JFCloud Volumes Service,

R RIET

B AKerberoshy #8]f& (45
)

KerberosZ A A RA(/)
B)

KerberosZF4E1T EIR(X)

Kerberos KDCIEEBAT(
)

ZEASMBREFEER

AP IKPREEEZRE

®E

JFActive Directory LDAP
&% fF Hstart_tls

22 HEiERFKerberos
HIAES-128F1AES-25611
=R

[N

TheE AINE

Cloud Volumes Service 5 9.
T 2% 2 18] A9 B KA IE]
RE. WRBYEMREBIS
Peh. MKerberosF 7%
BRI, EIRE
%jActive DirectoryZRiA

EERSITZ 10
Bi. KerberosEiL{R#FH
MRS E, WER7E10
INB Z HIR R ELSTT. &
WABEREHT VAR 3

&, Cloud Volumes

Service 2 BoITIXEELE

1To Active DirectoryZRiA
BE910/)\8,

EEEHRESGERZE] 7.
A A4 T TKerberosZERY
BHKX#, Cloud Volumes
Service £ B 41T SMBI%E
ARS8, Active
Directory2AIAMEN Ko

KDCEZBI R, 3

BRERNSMBREZEE  false
Fo WRIKENtrue. MF
SR RBNE P ImERR

KMo

AT A#tSMBAF S true
f3, Cloud Volumes

Service AZ#FEIEAMA

. FEtiEmARiE

FCloud Volumes

Service,

FAF AActive Directory false
LDAPEFBoITLSE

##, Cloud Volumes

Service HFi A2 E AL

IhiE.

EAFIEHIRES false
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Cloud Volumes Service B IhEE Cloud Volumes Service

FAF 2 FRBRETRY(E
uID EXUNIXAF &, FREERIUNIXAF &

Cloud Volumes Service HFI ASTELDAPE A FEAIFEILR. EtbZ L DAPIFIE T A1ELDAPH: & T E AP
EEiE T,

UTFRGIERT —1NR 7 unymmetric’. UNIXE A3 unix-user WP . UK MSMBHINFSE N\ X HBIHITT .

TE /R T LDAPEMTEWindowsARSS 28 P HISMNE.
asymmetric Properties ? X

Published Certificates Member Of Password Replication Dialkin  Object

Security Environment Sessions Remote control
General Address  Account Profile Telephones Organization

Remote Desktop Services Profile COoM+ Attnbute Editor
Attnbutes:

Attribute Value £

name asymmetric

objectCatego CN=Person,CN=Schema,CN=Configuration,

objectGUID de489556-dd7b-43a3-98fa-2722f79d67ed

objectSid S-1-5-21-3552729481-4032800560-2279794

primaryGroup|D 513 = (GROUP_RID_USERS)

pwdLastSet 1/19/2017 1:56:34 PM Eastem Standard Tim

replPropertyMetaData  AttID Ver Loc.USN Org.DSA
|_sAMAccountName ___asymmetric _

sAMAccountType 805306368 = ( NORMAL_USER_ACCOUN1

Udumcuser

uidNumber 1207

AENFSE i, ol IEIHUNIXZFR. BFREEEIHWindowsZFR:

# id unix-user

uid=1207 (unix-user) gid=1220 (sharedgroup) groups=1220 (sharedgroup)
# id asymmetric

id: asymmetric: no such user
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MNFSE NXHEF. SNR 7 unix-user'. NINFSEFIBSERMIU TS

sh-4.25 pwd

/mnt/home/ntfssh-4.2$ touch unix-user-file

sh-4.2$ 1ls -la | grep unix-user

—TWX—————~— 1 unix-user sharedgroup 0 Feb 28 12:37 unix-user-nfs
sh-4.2$ id

uid=1207 (unix-user) gid=1220 (sharedgroup) groups=1220 (sharedgroup)

EWindowsE FirH. ERIUEEIXAEEBIRENIEMRIIWindowsAF :

PS C:\ > Get-Acl \\demo\home\ntfs\unix-user-nfs | select Owner
Owner

NTAP\asymmetric

MR, WindowsF " JEXFE MSMBE F iR 82X IE B RIEMBIUNIXFRIEE. MLLTFXXAFiRo

SMB:

PS Z:\ntfs> echo TEXT > asymmetric-user-smb.txt

NFS :

sh-4.2$ 1s -la | grep asymmetric-user-smb.txt

“TWX—————— 1 unix-user sharedgroup 14 Feb 28 12:43 asymmetric-
user-smb.txt

sh-4.2$ cat asymmetric-user-smb.txt

TEXT

LDAPEESE

I FWindows Active DirectoryldiizHl2s ZE—NiRiE. "MicrosoftZz £ iV ADV190023" BXDC A FLDAPEIE
#9730

F¥Cloud Volumes Service RIS FHEMLDAPE FimiYFImM4E[El, Cloud Volumes Service HajA~zF@E4H
Eo HFCloud Volumes Service ZRINBEI A ZIHFLDAPE Z. FEILLDAPEESE AN ZRIZHE R, MRER

AT EEHEMNE R THEZILDAPEHSE/ZIERIE. 151RBADV190023F S S HBie{E. LIS IFMCloud
Volumes Service #{TLDAPHIE,

DNS

Active DirectoryflKerberosZB &k FDNSHK#1TENZ FIP/IPEI N2 BT, DNSEXRiHOAS53%FHTFIR
&o Cloud Volumes Service R =FIDNSIERFITERIEIR. BEIBAZIFFER "ohASDNS" FEMLEO L,
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@ Cloud Volumes Service HaiA~%ZEFDNSSEC. DNSE A AT R ITo

X ipiel EiZ
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