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Architecture: Application VM Disaster Recovery with Veeam Replication and SnapMirror to GCVE
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Architecture: Cloud Volumes ONTAP communication to GCVE
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vSphere vSAN NetApp Volumes
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Supported
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https://cloud.google.com/netapp/volumes/docs/configure-and-

use/volumes/create-volume ["EIiEE " | BXRIPTEBIFMEE. 1BEEMNGoogle Cloud

NetApp#EXIFHHY,

1. 7EWebI5 285, SMMZF) https:/console.cloud.google.com/FAEFREIGCPIZEHI&G, £Z* NetApp

Volumes* LAFFAER,
2. 7£*NFS Volumes*EIEAEH, LE*Create*FHALIENetAppE,

= Google Cloud | 2 cvspmhostip ¥ | ‘ Search (/) for resources, docs, products, and more ‘ Q_ search
Il nNetAppVolumes & Volumes CRETE C REFRESH
Slomge > A volume provides NFS or SMB Tile services for your application, with integrated data
protection services. A volume is allocated from a pool and will get an individual
O storagepools throughput limit based on its allocated size and the pool service level. Learn more (2
| B volumes
T Filter  Search for volumes by name, location, etc
Ditaprafection ~ Status Name Location Service level Share name Capacity Used
@  Backups Ready qevecert-nfs3 southamerica- Flex geve-certnfs3 500 0% (0
eastl GiB)
@  Backupvaults Ready pvc-4c57921c-8842-401d-8d22- asia-southl Flex pvc-4c57921¢-a842-4010-8022-bF3105809607 5 0% (0

hfafnsaNaanT

{ {}
3. IErglEE mSH, HEMALEER:

° BHIZT.

© BEHPGRERFMEM.

° EHNFSERERIIHEZERR,

° BB E(UGIBAEAL),

° BERNEFHETDIN

° R ERRE P IR LR RS (TF A SR B R R GCVAE R ) B2 1E,
° BFIAEENSHAMN, XENFSMLE EESXEHEC2EAYIPHILL,

© —MATEAEMRRERIP SRR,

° (AE)IEFF N EN/H AN E LN BT,

() #ENetApp Rt LURIEGCVARIRTZHEERT . {UEHNFS V3,
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= Google Cloud 2* cvspm-hostip « Search (/) for resources, dc

" NetApp Volumes 0 < Create a volume
T R —
Storage ~
g St SELECT STORAGE POOL CREATE NEW STORAGE POOL

| B volumes Volume details

Data protection ~ Share name * 1
‘ genv-dr-plan 7] ‘
@ Backups Must be unigue to a location
Capacity *
@  Backupvaults
3 ‘ 1000 GiB ‘
Policies ~ Capacity must be between 100 GiB and 102,400 GiB. Increments of 1 GiB
B Active Direct i - Protocol{s) *
ve Directory policies ‘ P = ‘

B  CMEK policies
B e ot Configuration for selected protocol(s)

Block volume from deletion when clients are connected @
Required for valumes used as GCVE datastores. Choice is permanent.

Export rules A

Rules are evaluated in order. First matching rule applies.

Rules

|
N
&

~ New Rule

- Allowed Clients *
192.168.100.15,192.168.100.16,192.168.100.18

Comma-separated list of IPv4 addresses or CIDRs (up to 4096 characters).

Access *
@® Read & Write
() Read Only

Root Access (no_root_squash)
@ Oon
O off

<l CREATE CANCEL

{Ninspp} E&*SIR*UTTHERIEE,
4. QlEERE. ATLUMENEBENIEEEEREMTHINFSRHER,.



= Google Cloud %= cvspm-hostip +

" NetApp Volumes 1 & genv-dr-plan

Storage ~

/2 EDIT w~ REVERT

Search (/) for resources, docs, products,

(@ MOUNT INSTRUCTIONS W DELETE

Resource type Volume
[l  storage pools State Ready
State details Available for use
B volumes
Data protection ~ Description
@  Backups
OVERVIEW SNAPSHOTS BACKUPS REPLICATION
@  Backup vaults
Policies ~ A volume provides NFS or SMB file services for your application with integrated data
protection services. A volume is allocated from a storage pool and gets an individual or
B Active Directory policies shared throughput limit based on its allocated capacity and storage pool service level.
B  CMEK policies
Share name
B Backup policies
NFS export path

Used to mount this file share on a linux client VM. Run the mount command with the
following remote target on the WM's local directory.

§ 1@.165.128.188:/gcnv-dr-plan

Name

Capacity

Used

Protocol(s)

Storage pool
Location
Service level
VPC
Active directory policy
LDAFP enabled
Encryption

Bleck volume from deletion
when clients are connected @
Make snapshot directory visible

<l Allow scheduled backups

7EGCVE)#EHINFSEIETREE

genv-dr-plan

1000 GiB

0% (0 GiB)

NFSV3

asiasel-gcve
asia-southeast]
Premium
shared-vpe-prod
No value
No
Google-managed

Yes

Mo

Mo

ERE Y. FECCVAREHMIEFMHEENTIZEREITHGCPHFRS 8. UEREEHAINFSEIERE

fi#i o

BXFAEE. 580 FEANFSEHEENEGoogle Cloud NetApp&iEERIvSphere BURTEERE" o
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BVMEFIZIGCVE)FHINFSHUIETZ(EE

Veeam Backup & Replication®]FVMware vSpheretRERIhgEEE HIHAIE]. Veeam Backup & Replication=
JERVMware vSpherefl2VMIREE, VMIREBEVMAEtEIEEIZs. EREIEEINEE. RRS. BEM
TE#B, Veeam Backup & ReplicationfEE FAIRIBE N E HIEIE R,

BEHIVM. BFRUTIE:

1. ¥]FFVeeam Backup & Replication Console,
2. FrEIETRE, BEEHEL>EB..

LN &0 & B L @

Backup Replication CDP Backup Cepy SureBackup | Failover | Import Security 8

lob~ Jabi>  Policy = | Copy Job~ lob Plan = | Backup Compliance
% Virtuakmachine... secondary lobs Restare Actions
Home Q Type in on object nome 1
1% Jobs Mame

4 [T-é. Last 24 Hours
@ Success

{ {
3. £*New Replication Job*ASH*Name*TUE L, I8EEL & RFIEFIEN NS RITHI EIEE,

° SIRAFBMGCPZBRNERTRZ IR, BETEI L EEEE,

° J1RGCVA SDDC _ERIMER S M ERIE R BHIR ER A ILED. IRk MEEMIRF(EBTRENE
MZKHIGCVA SDDCHE R )" & IEHE,

° WNRWEBEFILRPHIPYRIL T RS BrGCelhm IS REARE. i5%EA"Re-IP (for DR site with
the weses from the R[F]IP Addressing /5 %&)" & i%1E,
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Mew Replication Job

Name
% Specify the name and description for this pelicy, and provide information on your DR site.

MName:

DR_Replication_on-prem_GCWVE

Virtual Machines

Description:
Destination Created by VEEAMREPLICATIOWAdministrator at 9/5/2024 5:04 PM.
Network
Re-iP Show advanced controls:

[ Replica seeding (for low banc@ﬁ!h DR gites)
lob Settings s o 2 2 : b .

[¢] Metwork remapping (for DR sites with different virtual networks)
Data Transfer [v] Replica re-IP (for DR sites with different IP addressing scheme)

Guest Processing

Schedule

High priority
Backup infrastructure resources are offered to high priority jobs first. Use this aption for jobs
sensitive to the start time, or jobs with strict RPO requirements.

Summary

Previous Mext » Finish | Cancel

2
{0

4. 1£*Virtual Machines*TlE L, EREEHIEEEZIGCVE SDDCHINetAppEHIRFEZEAVM, B
H*Add*, FAMRTE*Add Object* B OFIEIRFAIEMNVMEVMA 2R, AFETE*Add*, B * T—% *,

AT LU BN ETEVSAN . LUER T ARVSANSUEERESE. iR BuEEt
. =T RVvSANEEN TR ERZEIRS]. HERHIEALUIEMBETEGoogle Cloud
NetAppEHIEFMEESR. UEMEVM. ZEAIUY BEELUFECPUREEK,



Mew Rephcation Job

=

MName

Destination

Virtual Machin

Select one orm

Network

Re-IP

Job Settings
Data Transfer
Guest Processing
Schedule

Surmmary

Add Objects

Select objects:

=

o
Ly
L[]

<

(5] SQLSRV-01
51 SQLSRV-02
51 SQLSRV-03
{51 SOLSRV-04
(] SQLSRV-05
L1 SOLSRV-06
(1 SQLSRV-07
51 SOLSRV-08
Ei srm-sitel

Ei srm-sited

D'T'i srim-va_sitel
5‘? srm-va_sited
D'T'i veenter-srm
Eﬂ wveenter-visr
Dﬁ‘? VeearnbackupServer
Ev VeearnProxy
D'T'i VeearnProxy2

LR YUY P T, (O G, )

>

‘-*—a- Type in an object name to seorch for

al

ts from replication.

Fmish

A:ﬂ‘TH Cancel |
AT

| Add. |

Remove

| Exclusions...

| Sources... ‘

Up

Brasyn

Recalculate

Total size:
0B

Cancel

{8

FMGCNVEETF iR, B~ F—F * 44,

S. Ie*BEfr TimE k. EFRBARMENGCVESDDCERY/ M. HAVMEIAIEFAENAE M. VM 4%k
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Mew Replication Job

Destination
Specify where replicas should be created in the DR site.

< Previous | | Nazﬂ > Fimish

MName Host or cluster:
: | cluster | | Choose.. |
Virtual Machines
| Resources | ‘ Choose... ‘
Network
Pick resource pool for selected replicas
i VM folder:
lob Settings | Replicas | | Choose.,.
Pick WV folder for selected replicas
Data Transfer
Datastore:
Guest Processing | gonvdatastore] | | Choose... |
Sehedule Pick datastore for selected virtual disks
Summary
Cancel

{{

AT

6. £*Network*TIE L, HRIFFZEIBREMNMES BIREINMEZBBIREY, BE * T—F * 455




Mew Replication Job *

Network
Specify how virtual networks map to each other between production and DR sites.

MName Metwork mapping:

Source network Target network | Add.. |
Wirtual Machines

3 YLAN 3376 (DSwitch) 3 Warkload¥M-Segmant (Datacent... =

1] I8
Diestination
Re-IP
lob Settings
Data Transfer
Guest Processing
Schedule
Summary
< Previous | ‘ NE‘Q Finish | Cancel

7. 7E*Re-IP*TUEL, BFH*Add.. LA LURINFHIRe- 1PN, EERVMABITVM IPEE. LUEETEXR
S HPERBINEN AT RVMHEMEZEE, FRESIEENZ/ \IAIEEHMUERE, BHT—F*
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Mew Replication Job

=

Mame

Re-IP

guests,

Virtual Machines

Destination

MNetwork
SRR
Job Settings

Data Transfer

Guest Processing

Schedule

Summary

Specify re-IP nules to app

Re
5

{8

Mew Re-IP Rule

Source WM
IP address: | 10 . 6l *
Subnet mask: | 255 . 255 . 255 .
Target YIM
IP address: |12 . 21,02,
Subniet mask: | 255 . 255 . 255
Default gateway: [ 172 . 21 .02 .
Preferred DNSserver: | 10 . 142 . D

Alternate DMS server: |

Preferred WINS server: |

Alternate WINS server |

Description

¥ || Cancel |

Ay

x
supported for Microsoft Windows
Edit
Ramove
J Fmish Cancel
i

8 EMEWRE TIH L, BEEFMYMBIRTHIENEDFMEE. RERE, ARERRISER..
IR LRENE M RIS B, B * T—% * 4L,

0. EEdEF £, AR TRIEAMBRRRIERS R, FREEAFERAT, NRSEEWANID
Has. WRILITELbAbERR, Bl T—% * 44k,



Edit Replication Job [SCL Server Replication] >

Data Transfer
% Choose how VM data should be transferred to the target site.

MName When replicating between remote sites, we highly recommended that you deploy at least one backup
proxy server locaily in both sites to allow for direct access to storage.

Virtual Machines | Source proxy:

Dectitsaticey | veeamproxycloud.sddcnetapp.com; vesamproxycloud2.sddc.netapp.com | E Choose... :|
Target proxy:

Network | wveeamproxy l.ovsdemo.internal; veeamproxyZ.ovsdemo.intemnal | | Choose.. :|

Resl (®) Direct

Best for local and off-site replication over fast links,

Job Settings

() Through built-in WAN accelerators
Best for off-site replication over slow links due to significant bandwidth savings.

Source WAN accelerator:
Quest Processing [

Schedule Target WAN accelerator:

Summary

< Previous E | Finish || Cancel
{ {

10. #£*Guest Processing* Tl L, =P RIEEE B AN ARG Si%E, AREFFIRIEAAE
B BE - T—F * 4k,
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MNew Replication Job

Guest Processing
% Choose guest OS5 processing options available for running VMs.

MName

Virtual Machines
Destination
Network

Re-IP

Job Settings

Data Transfer

Schedule

Summary

Enahh;l apg;l.itaﬁon—aware prol:esslilng
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the 05 to perform required application restore steps upen first boot.

Customize application handling options for individual machines and applications ;Applicaiians...

Guest interaction proxy:

‘ Automatic selection ‘ Choose..,

Guest 05 credentials:

T4, administrator (administrator, last edited: 1 day aga] - ‘ | Add...
Manage accounts
Customize guest O5 credentials for individual machines and operating systems | Credentials...
Verify network connectivity and credentials for each machine included in the job | Test Now

< Previous : | NextE | Finish Cancel

{8

1. £*ScheduleTi £, EX

S

ETESIELARERTE, B T « 442,




%ew Replication Job

Schedule
% Specify the job scheduling options. If you do not set the schedule, the job will need to be contrelled manually.

Mame

Wirtual Machines
Destination
Metwork

Re-IP

Job Settings
Data Transfer
Guest Processing

Surnmary

Run the job automatically

@ Daily at this time: | 09:00 Al 7 || Everyday v || oas

) Maornithly at this time: | 8200 P |I Fourth . |: saturda | honths.

() Periodically every: | | ‘I Hour . | Schezhile

this job | _ ]

Automatic retry

Retry failed items processing: times

Wait before each retry attempt for: minutes

Backup window

[] Terminate the job outside of the allowsd backup window Window_

Long running or accidentally started jobs will be terminated to prevent impact

on your production infrastructure during busy hours.

< Previous | | NEKE S | Finizh Cancel _J
N

{{

AT

- &fa, BEF*Summary (H2) TNEERNFEWVIRE, P BETMINEITRLERE, ARRE 5TR*

SEREHIFIL BRI,

- BTl AUERERESEOFEESEHIFLL,
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R_Replication_on-prem

Job progress:

SUMMARY

Duration:
Processing rate:
Bottleneck:

THROUGHPUT (LAST 5 MIN)

Name

|'—:|__| OracleSre_01
{51 OracleSrv_02
15 OracleSry_03
151 OracleSrv_D4
151 OracleSrv 05
E:I OracleSry_05
|'—:|_J COracleSry_06
Ej CracleSre_07
151 OracleSrv_D8
{57 SOLSRY-01
157 SOLSRY-02
151 SOLSRY-03
151 SOLSRY-04
{5 SQLSRY-03

£

Hide Details

BXVeeamE #HIRVIFAE 2

[SEAREN

01:47

V) 0%
(k] Pending
(¥] Pending
(¥} Pending
(k] Pending w
>

0%
DATA STATUS
Processed: 0B (0%) Success:
Read: 0B Warnings:
Transferred: 0B Errors:

Action

) Queued for processing at 9/10/2024 12:47:14 PM

) Required backup infrastructure resources have been assigned

2 VM processing started at 9/10/2024 12:47:19 PM
3 VM size: 100 GB (21.1 GB used)

() Discovering replica VM

() Resetting CBT per job settings for active fulls

(] Getting VM info from vSphere

BEERNEHNITERE"

0of 17 VM=

Duraticn

00:00

00:00
00:31
00:03

oK
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PNIER BTN/, IBREIERB TR, HERZITIABTZENHUANA BRI BXVMAITI
[E3T5. MERBITIRVMEIR T (BIEEHIER)NWIEE. SRS ITIIERBTFHERARIX R XE
HVMETEIETTo

FTERANIRERIEEIEE. QIEMIEREIT, it IR EA— N REREE. AFRARXVMBEELZS
2. BERENEMIER— MR, EEXTVMILEBIRE. WNTHENBER. HAERXE
BUERBVMIL T HMVMIETT, BRSNS ENSERZIT. A LUEARERERZE. RAR
R MEHET B, HESERB B RIFEE RN R AT,

7ERIEEITXIBY. Veeam Backup & Replications B EhiR 5! H#F B & TR = KB shVME A,

(D)  cemnressmERNNEIEL FRERSE. 1HRRmERBE.
()  rosrwmEssitE. RS TRMBENI0TVM,
()  mummmIRs. FMRRE.

BB HERB IR, BRI TEE:

1. I E T IEF, B2HEEED PR SRS I, T ThRIRSP, EFEVMware
vSphere......

*

View lob

cop I 2
Yy B T & Al LS @
=== = : === (=] ; (Em—- -] v
Backup Replication CDP Backup Copy SureBackup = Restore Failover | Import Export Secunty &
lob = Jlob - Policy = | Copy lJob~ lob - Plan= @ Backup Backup Compliance

Primary lobs Secondary lobs Resl FJ'ET:J VMware vSphere...

{ {

2. 7£*New Failover Plan*[A1$89*General Tl L, $R{H1ZitRIBIRFAGER, AT LARIER 2RISR 5]
MBFEHEBERAE, fla. EEIERNVMZAEL. BIzT— AKX AVM,
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Mew Failover Plan *

o m General
En Type in name and description for this failover plan, and optionally specify scripts to trigger before and after the failover.

|SQL Server DR Plar|

Virtual Machines o
Description:

Created by VEEAMREPLICATIONAdministrator at 9/17/2024 £:38 AM,

Summary

[ Pre-failover script:
Browse
[] Post-failover script:

Brawse

Previous Firish I Cancel
{ {}

. £*Virtual Machines*TiE £, BEHIRFLI*ADd VM*, ZAEIEE from reX EIZ...*, ERBNANRELE

BIHRIBVM. ZARIERVMB IR A RAERFRRNBEEER. LUK RN AERFHIRHIX Ro

MNew Failover Plan hd

Virtual Machines

wlle
En Add virtual machines to be failed over as a part of this plan. Use VM order and delays to ensure all application dependencies are
= met.

Virtual machines:

General
MName Delay Replica state Add VM
Virtel Machines e
Summary From replicas...

{ {



Mew Failover Plan *

i Virtual Machines
En Add virtual machines to be failed over as a part of this plan. Use VM order and delays to ensure all application dependencies are

=m met,

Wirtual machines:

General R
Mame Delay  Replica state | Add VM
-
'D;:I SOLSRV-04 G0sec  lessthana day ago (&1.. Remove
SO LA SOLSRV-05 B0sec  lessthan a day ago (4.,
) D'T‘:I SCOLSRV-01 120isec  less than a day ago (5:4... | Set Delay...
TISOLSRY-02 ) sec  lessthan aday ago (5:4.. B
|:'_||__| SQLSRY-03 t0sec  lessthan a day ago (3:4..,
E:I SOLSRV-06 60sec  lessthan a day ago (5.,
D'_":I SQLSRV-O7 B0sec  lessthan a day ago (5:4..,
D'Tj SQLSRV-08 60sec  lessthan a day ago (5:4...
! + Up
+ Down
[ < Previous | | Apply | Fimjsl . Cancel |
%E*Apply*é%fﬁo

4. Bf5, BEFMAREEGITINIRE, AERE Complet (STt 2 PERE TR,
BXEBEFFLHEMESR, BEHEELIZEREL"

29
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BITHRERS TR

EHRFERL SRR, £k R RRVMS B HERMEIRE U= EBVEIZA, EItEiEH. Veeam Backup
& Replication=FVMEIREREIFAENER R FHFFAEIIOEEINREVMIEREIREIZ, BIESF(GERT

SKPRRME. EER TRINK M E B R, EHEEBIERDFR. RVMSREIETT, TlOENIHE. &=
RS AILURUE. MR EMELER,

() ®BRERIMESE. MBREERBEEL LR
SeRULL T B LU B RS 15 4

1. BASE, BEEEFUAEFREEEMNRERIRIAS>HIEZZITR, RERGFEEH. 3E, L
fEFA*Start to... XA E L 2 S FIHNER <o

Failover Plan

%§ G Ui B X

Start Retry Unde | Statistics Edit Delete

Actions Dretails Manage Plan

Start Failover Plan Q = = : -
: ype in an object nome to search for
Starts the Failover Plan,

4 ¥ Jobs Name T
{iEl Replication
4 E|'=a| Replicas

Platform Status MNumber of Vs
& SQL Server DR Plan Vihware Ready 8

Y Resdy
ﬁi Failover Plans
4 E'_: Last 24 Hours
@ Success
[ Failed

{ {}
2. R EEHITHIE RS TR E O P i e H S A0



Executing failover Plan: SCL Server DR Plan

Mame: 5QL Server DR Plan Status: In progress
Restore type:  Failover Plan Starttime:  9/17/2024 10:3%:19 AM
Initiated by:  VEEAMREPLICATIOVAdministrator Cancel restore task
VM name Status Log
:D;:l SOLSRV-04 0 Success Message Biiatios | n
,D_?I SN SRA-05 ';:" iccess "/ Performing failover to the latest state
,D_ESQLSRV-W = SHCCRYS ) Building list of machines to process
i A, e () Processing VM: SQLSRV-04 0:05:11
,D_T' SOLSRA-03 :_ Pracessing ) Waiting &0 sec before the next VM 0:01:00
EISOLSRV-06 K9 Success &) Processing VM: SQLSRV-05 0:02:27
,E_E SOLSRV-07 Prucess!ng | Waiting 80 sec before the next VM 0:01:00
EESOLSRE0S (B Processing %) Processing VM: SQLSRY-01 0:01:28

) Waiting 120 sec before the next VIV 0:02:00

. Processing VM: SQLSRY-02 0:00:29

L Waiting 90 sec before the next VW 0:01:30

*| Processing VM: SCLSRV-03 0:03:21

L Waiting 60 sec before the next VM 0:01:00

| Processing VM: SOLSRY-06 0:01:29

.| Waiting 80 sec before the next VM 0:01:00

* | Processing VWi SQLSRY-07 0:01:21

) Waiting 60 sec before the next VIV 0:01:00

(*) Processing VW SOLSRV-08 0:00:21 W

Close
{ {

@ Veeam Backup & Replication=fE1E/EVMEIFRE EFiERN. BEIHEIAMEZIMERSH
1Eo

BXRWEHBITRINFAER. 55N "HEEZIH
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WEREREFiLR
RITHERBRAN— T FETR. FEREERTMN. EHEE:
* BPERE B E P MR- R B RGN H R B 25 h ER Bl PRI B PR B 1B X R 2[R EE A

EfEEERE. BRSBITER. BERASEINB. BIiEVREWIRIIIEES, #%®
#F*commit failback*s &, WMNREWREIMVIEIIEIMTA, WAILLEE*Undo failback* A
EEFIVMEZS,

* WUEBIRRES- R IR EIREEIANL, HHBRTE R RE1TRRIE X E PR SBIFr B B4,
© KA RS- NEIRE MUK A TR EIERIA, REIARZEIL I E BRI,
EIIESEH, #EE T "Failback to Production (BFE MR E B4 7= )&,

BEWNEF IR ITHRERE. BT TSR

1 ZEUNEF, BEAENREPEIESEN ERERSHVM, AEREMEREPHHERES
e Syt 7631

ntf Fi t Guest Application  Addto
r | prod r e ck Files~ fems+  FailoverPlan
ailover Failback Restore Manage Replica
Home. Q Type in an object name to search for
Neme T Job Name Type Status Creation Time Rest Criginal Location Replica Location Platform

5 SQLSRV-01 r 9716/2024541PM 3 vesa-he sddc.netapp.comHMC Cluster  vesa-91440.ced5h19b.asia-southeastl. gve.googicluster  VhMware
(5 SQLsRV-02 ilover  9/16/20245:41PM 2 vesa-hc sddc.netapp.comHMC Cluster  vesa-91440.cedSh19b.asis-southeast!. gve.googicluster  Vhware
{5 SQLSRV-03 r 9716/2024541FPM 2 wesa-he sddc netapp.comtHMC Cluster 52-91440.ced5b19b asis-southeast] gve.googicluster  Vhware
5 SQLSRV-04 ilover  0/16/20246:15PM 1 vesa-hesdde netapp.comtHMC Cluster <a-01440.ced5b19b.asia-southeastl. gve.googhcluster  UMware
5 SQLSRV-05 r 9716/2024548°M 1 vesa-he sdde netapp.camHMC Cluster 91440 heast] VMware
5 SQLSRV-06 er 9/16/2024547PM 1 vesa-he sdde. netapp.c ot HMC Clust 14 VM
5 SQLSRV-07  9716/2024546PM 1 vesa-he sdde netapp.com\HMC Cluster VMware
L SQLSRV-08 ilover  9/16/20245:41PM 1 wesa-hesddenetapp.comHMC Cluster VMware

{ {

2. I EME S EA TE L, EEREEERERE LIRS,
S. Bt TIE L, EEHEMERIRAEMI:, ARRE T 44,
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Failback
Desti

By e
!jE Choose the destination for failback cperation.

Replica (®) Failback to the original VM
Use if your production site is restored without any infrastructure changes, and the original Vi is still
present at the same location, Only differences between existing virtual disks and their actual state

Failback Mode

< Use if you have restored the original VM from backup to a location that is different from original.
LAy, COnly differences between existing virtual disks and their actual state on replica will be transferred

over the network,

() Failback to the specified location (advanced)
Use if you do not have original VM remains available anywhere in the failback destination site.
Actual state of entire replica’s virtual disks will be transferred to the destination site, resulting in

significant network traffic.
Pick backup proxies for data transfer

[] Quick rallback {sync changed blocks only)
Accelerates failback from failovers triggered by a software problem or a user error. Do not use this
optien if the disaster was caused by a hardware or storage issue, or by a power loss.

I < Previous Mext = ; st | Cancel

T

AT

{ {}
4. EHPEMERTIE L, EEF B URRBHHERES.,

33



34

Failback

Failback Mode
@ I Specify how and when the failback process should be initiated.

Replica ® Auto
Replicated YMs will be failed over to the production site as soon as they are ready,

Destination T Schedulec

s

Perform failover automatically during the scheduled downtime at: 11:45 AN =

() Manual
We will wait for you to issue the failover command manually.

sumrmary

< Previous | MNexg = Finish Cancel

Ay
{ {
S EMRETIH L, ERESETERREEMBEREMI, AERESTRIUBEBIERE Fl,



Failback

Summary

@ I Review failback settings, and click Finish to start failback operation. You will be able to undo failback process if required.

Replica Summary:

VM name: SQLSRY-01
Destination
VM name: SOLSRY-02

Failback Mode

VM name: SOLSEYV-03

VI name: SOLSRY-04

VM narne: SGLSRY-05

VM name: SOLSRY-06

VM name: SQLSRY-0T

VM name: SQLSRY-08

Failback mode: To the criginal location
Switchover: Auto

DR site proxy: Automatic selection
Production site proxy: Automatic selection

Power on target VM after restoring

1. Replica VM will be powered off during switchover to preduction

< Previous

Net

Finish '

Cancel

{8

A

HPEME IR G TR EMEIRE. MIAERIREEREREE~VM, ER/G. Veeam Backup &
Replication& A BER R A= RN E B EFER. HRMESBEERRBIZFPIRESM_Failback_FEK

7 _Ready ,
1. BIRBIERE , BSMEIEIZA>ER, ERERINEMWL, GRBEEHIEFRRIHE
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Iﬁ.’r Jobs
{igl Replication
4 E|'=£| Replicas
Eih Active (8)
ﬁ"l Failover Plans
4 |_—':: Last 24 Hours
@ Success
[':TL' Warning
[ Failed

9 &
Unde Commit
Failback Failback

Failback

MName T
(54 SQLSRY-01

t Apphcation Add to
[tems = Failover Plan =
Restore

Job Mame

S Cemrar Bamli,

il

=i

Manage Replica

Type

Deamiilar

(55 saLsrv-02
(5 SQLSRV-03
{574 SQLSRV-04 | &
(4 SQLSRY-05

Failover now..,

Planned failover...

Add to failover plan

Failback to production.,

(53 SOLSRV-08 FE)

Commit failback

(53 SOLSRv-07
(54 SQLSRV-08

Properties..,

7 Undo failback
Restore guest files

Delete from disk

Status Creation Tit
Failback  8/17/2024
Failback 8/17/2024
Failback  9/17/2024
Failback 817/2024
Failback: 9/17/2024
Failback 817/2024
Failback. 9/17/2024
Failback 817/2024

Veeam Backup and Replication

R

Backup Replication CDP
Job~ Job-~ Policy =
Primary lobs

Home

4 '-'f;@,\. Jobs
4l Replication
E’El Replicas
E.‘—l‘,f Ready
?ﬁﬁ Failover Plans
4 |_:; Last 24 Hours
B'_; Success
ﬁ Warning
[54 Failed

Y

{n} RUINBFEMEREFFRGE. FBVMERIEREIRIEEF LR

Job = Job

Secondary Jobs

BXRHEMETENFAES.
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=

Plan =

Restare

P
= =

a
v

Backup Copy SureBackup = Restore Failover Import Export Secur‘it'_,r&
Backup Backup Compliance
Adtions

lob Mame

[ SQLSRV-08
[4 SQLSRV-07
[ SQLSRV-06
[y SQLSRV-05
[ SOLSRV-04
[e» SOLSRV-02
[ SQLSRV-02
[w# SQLSRV-01

[ SOLSRY-04
[ SOLSRV-06
[ SQLSRV-05
[ SQLSRV-07
[ SOLSRV-02
[ SQLSRV-08
[3 SOLSRV-02
[ SOLSRV-08
[ SOLSRY-07
[ SQLSRV-05
[ SOLSRV-05
[ SOLSRV-04
[& SOLSRV-02
[ SQLSRV-02
[& SOLSRV-01

Session Type
Commit Failback
Commit Failkack
Commit Failback
Commit Failback
Commit Failback
Commit Failback
Commit Failback
Commit Failback
S
Switch Replica T...
Switch Replica T...
Switch Replica T...
Switch Replica T,
Switch Replica T...
Switch Replica T,
Switch Replica T...
Failback

Failback

Failback

Failback

Failback

Failback

Failback

Failback

Status

Success
Success
Success
Success
Success
Success
Succese

Succese

Success
Success
Success
Success
Success
Succese
Success
Success
Success
Success
Success
Success
Success
Succese

Success

B VeeamX Y "t fEILFZFIHE T E LL

i#*

Start Time +
9/17/2024 3:24 PM
0/17/2024 3:24 PM
9/17/2024 3:24 PM
9/17/2024 3:24 PM
9/17/2024 3:24 PM
9/17/2024 3:24 PM
9/17/2024 3:24 PM
9/17/2024 3:24 PM
e
0/17/2024 2:04 PM
9/17/2024 2:04 PM
9/17/2024 1:59 PM
9/17/2024 1:58 PM
9/17/2024 1:52 PM
9/17/2024 1:49 PM
9/17/2024 1:38 PM
9/17/2024 1147 AM
0/17/2024 11:47 &M
9/17/2024 11:47 AM
9/17/2024 11:47 AM
9/17/2024 1147 AM
0/17/2024 11:47 AM
9/17/2024 1147 AM
0/17/2024 11:47 &AM

TEH"

End Time
9/17/2024 3:25 PM
0/17/2024 3:25 PM
9/17/2024 3:25 PM
9/17/2024 3:25 PM
9/17/2024 3:25 PM
0/17/2024 3:25 PM
9/17/2024 3:25 PM
0/17/2024 3:25 PM

o

9/17/2024 2:22 PM
9/17/2024 2:22 PM
9/17/2024 219 PM
9/17/2024 2:21 PM
0/17/2024 2:16 PM
9/17/2024 2212 PM
8/17/2024 2:00 PM
9/17/2024 1:49 PM
9/17/2024 1:58 PM
9/17/2024 2:06 PM
9/17/2024 1:59 PM
9/17/2024 2:06 PM
0/17/2024 1:52 PM
9/17/2024 1:38 PM
8/17/2024 2214 PM
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No.

Time
380 9.218014
381 9.2184880
382 9.218641
397 9.369035

IP addresses of the NFS client and CVS instance

Source

10.193.67.225
10.193.67.219
10.193.67.225
10.193.67.219

Destination

10.193.67.219
10.193.67.225
10.193.67.219
10.193.67.225

Protocol
NFS
NFS
NFS
NFS

Length
346
426
370
458

Genericized NFS call/reply

Info
V4 Call (Reply In

381)

iV4 Reply (Call In

ELE))

V4 Call (Reply In

V4 Reply (Call In

397)
382)

Frame 381: 426 bytes on wire (3488 bits), 426 bytes captured

Ethernet II, Src: IntelCor_7f:da:bc (9@:e2:ba:7f:da:bc), Dst:

Internet Protocol Version 4, Src: 10.193.67.219, Dst: 10.193

Transmission Control Protocol, Src Port: 2049, Dst Port: 738, Seq: 6305, Ack: 6569, Len:

Remote Procedure Call, Type:Reply XID:8xef5e998d

(3408 bits)

.67.225

v GS5-Wrap

Length: 3@

GSS Data: 858487ff00000EE00000680025913451ee1d43d298cF3031..
krb5_blob: 650407ff000000000000600025913451ee1d43d298cf3031

v Network File System
[Program Version: 4]

[V4 Procedure: COMPOUND (1)]

B, Tirne Source Destination
33 8.958488 16.183.67.201 18.153.67. 284
L] 34 @.9587E48 18.193.67.204 ie.193.67. 201
35 8.9559284 18.193.67.281 i8,133.67. 284
y Opcode: PUTFH (22)
» Opcode: SETATTR (34)

~ Opcode:

GETATTR (9)

Status: NFSa_OK (@)

v Attr mask[@]:
+ reqd_attr:
» reqd_attr:
» reqd_attr:
» reqd_attr:

Type (1)
Change (3)
Size (4)
FSID (&)

@xe@l109lla (Type, Change, 5ize, FSID, FileId)

[v

rece_attr:
fileid:

Fileld (28)

S232254126597892628

w pttr mask[1]:

VMware_a@:2c:2d (©0:50:56:a8:2c:2d)

360

G353 wrapped NFS calls/replies with no other identifying information

Profoced  Lemgth] Info

NFS 458 V4 Reply (Call In 32) OPEN StatelD: @x@481
NFS 384 V4 Call (Reply In 35) SETATTR FH: ©x6c@7318a
NFS 358 V4 Reply (Call In 34) SETATTR

8x88boed3a (Mode, Wumlinks, Owner, Owner_Group, Space_Used, Time Access, Time_Metadata, Time_Modify, Mounted_on_Fileld)

~ rEeco_aitr: Mode (33} AT YorTITRY
» mode; @844, Mase: Unknown, Read permission for owner, Write permissicn for owner, Read permission for group, Read permission for others

» reco_attr: Numbinks (35)

~ reco_attr: Owner (36) ¥
» fFattrd owner: roat@NTAP.LOCAL

~ preco_attr: Owner Group {37)
fattrd_ownar _group: root@NTAP. LOCAL

» reco_attr:
» raco_atte:
» reco_attre:
¥ rECO_Attr:
» FECO_ATLr:

VMM £E1E O

Space_lUsed (45)
Time_fccess (47)

Time Modify (53)
Mounted_on_Fileld

Time_Metadata (52)

{55)

WEEABERZHN—PMRITE. TR EEMHURINFTRIMNZSE O~ (Network Interface Card. NIC) "EZ

(HOEG)REIENIC LB FRAE SURIRFTE

==

LB o

. XEZEBER. RNEETEETLTARRERIER FHRITIE/E

tE5h. NICIRETEIRERN

T EZRE

N=]
¢b%%

B, HE7EGoogle Cloud &g ZiR,

YfCloud Volumes Service HI{THIFTE BIRIREIBITAPISER. EREIGCPEIZHIG
AYCloud Volumes Service BIEHEHCloud Volumes Service AP,

Rz

f£Google Cloud®. FHMMFHHINICEETE XA EMN
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ShMinnEE

BHMiGRER (AM—TIRERS. BITRTEHIXGoogle CloudIil B S= 5/ S 19 34 IE (B )TN (A R)
o Google IAMTBTZ A PRIZINAIMIPRAVSTEE BH1ZERER, EHi. Cloud Volumes Service RIEHIEH| T #H %o,

AU PR BER
IAMZICloud Volumes Service I EREBERIENIR, Er] IR "FIIES R ENESFER"

IAMIZIRE T RANTRE X A, #F7 netappcloudvolumes.admin'F1 netappcloudvolumes.viewer s B] LUE XL
AesiAFERP ARSI,

NEE YA BN R IFIAMAF &IECloud Volumes Services
fERN ENPRRRGIEE:

* (ERREVGRBNE/EFIROEBEX AE. LUERF TERIFRE,

* [FHNEAESE snapshot* R B EX AELIZERTWENBER—EBISnapshotE B BIARSEZ Ko

s WEBEXAE. 3§ volumereplication * HIKASFERFo
RSP
1Bid A 831 TCloud Volumes Service APIAA "Terraform”. E%AGIE—NEE A
f&/netappcloudvolumes.admin' FEBRIARSZ M, 0] LUER AR S M 83 iR RV 5 N E R Cloud
Volumes Service APIEKRFTTE R IIEFTERIJWTSHE:

* £ JSONEAFHEAGoogle APIMIZEZSIKEIWT SR, XERERNGE. BIFRFoHEAJSONER)
B,

* B ... "IRS KR £ Roles/iam.serviceAccountTokenCreator's fLEB(HIA. TerraformZ)iz{T "
2RISR FRIMARSS P LUREXEAR, 757K M T Google & £ fRfEK .

BEEN EECIERS KA MR BXRIFAESE. 15S M Googlen i,

Cloud Volumes Service API

Cloud Volumes Service APHERETFRESTRIAPI. HEAHTTPS (TLSVI.2)ENREMEE ., EaIiER
FTHIAPITE X "ItEh" BAK B XK AAERAPIFNE R B8N "Google= 34 HHICloud Volumes API"

AP 52 AINetAppfERFRAHTTPS (TLSV1.2)ThREHITIREF{RIF,
JWTS

ERIWTEEHLEXMAPIEFITE R IIE ("RFC-7519") o #ZfEAGoogle Cloud IAME {3 IEIFIRENE MAIIWT
F, AILEIT IR ARSS MK P JSONZEE FA MIAMIR EX S HE SR SE AR L3R ES

HIZESIER

Brl. RERPAREG FEEZAS.
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o
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VM (GCE1-7)&EE%:

* VC14FGCE1ihiRB&ANIB
* VPC24FGCE2F1GCE4ifin&C

* FE=PVPCHLB2—MHZEVPC. 5MNMRSTMBHEZ, ERIFGCE3. GCE4. GCE5SMGCE6iIAn#4&DHE
B CVS-Performance RSB HEE M ES TIHFHZEVPCNL,

() ccermmmmEms.
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iR, Cloud Volumes Service 2i@iINetAppizHIHIPSAL == I B 334,

FFFCVS-SW. ErF=&EFHFiEiTGoogle VMEIRHEARS . Google= Bzhxf - VMFICloud Volumes Service VM
ZEIRREFHITINE

BIRTEMLEE L. CVS-PerformanceVEIEIRIERTENMZ. {ENetAppFlGoogle=4E & FH "IEEE 802.1AENN
B(MACHD)", "HEE" (BUEINZE)MZYIERHIBIMEE. FFRIFCloud Volumes Service CVS-PerformancefRSS
KA 5Google Cloud Z [a1{E4IHVEIRE,

NASHMY

NFSHISMB NASTHMYAIfE N E R H Al i E RN,

SMB/INZ

"SMBIE" JISMBEIER MR ZIMRMNE . HIH LEEIRERFIERIMGE LRETIT. &R LURIRY 7% F i/ AR S5 252K
EEZ((UER T RBESMB3 XUIREN R F i) F1ARSS 2813 1= HI2 S0 10 IE /B AN,

ERASMBIIEfE. AFMENE R RETERRHE,

Cloud Volumes Service 1#FHARC4 HMAC. AES-128-CTS-HMAC-SHA1F1AES-256-CTS-HMAC-SHA1% ¢
ZELHITSMBINZE, SMBINEFIIRSE SR IFM RSB EKEY,

NFSv4.1 Kerberos

3FFNFSv4.1. CVS-Performancer]ig{itKerberosH{930IE. dHFMIR "RFC7530", EeJLUIRERA
Kerberos,

YA RIRAIKerberosMZ LA HAES-256-CTS-HMAC-SHA1, NetApp Cloud Volumes Service Sz3FEHFNFS
AIAES-256-CTS-HMAC-SHA1. AES-128-CTS-HMAC-SHA1. DES3#IDES, EiX%#F¥tCIFS/SMBREE
FAARCFOUR-HMAC (RC4). {BERZIFFINFSTER,

Kerberos ANFSEHIRM T = ARIMNZ 245, XEZLLF A IiEZFEKerberosZ 2 MHRIZE,

HRHERedHatAYEER " @ A" 3.

sec=krb5 uses Kerberos V5 instead of local UNIX UIDs and GIDs to
authenticate users.

sec=krb5i uses Kerberos V5 for user authentication and performs integrity
checking of NFS operations using secure checksums to prevent data
tampering.

sec=krbbp uses Kerberos V5 for user authentication, integrity checking,
and encrypts NFS traffic to prevent traffic sniffing. This is the most
secure setting, but it also involves the most performance overhead.

—RRRE. KerberosZERFAMFITHIREHEZ . HEEMEE. RATFPIHMRS ISR B ZXHNEN
IR EMINFSIZIERITINZMRD, F 2B IHMINFSIRS S8 IEAES-NITAF S REICPU. LIRS BT
E{R{KIE. {EKerberos 5p (ST imEImNNE) Y RER IMIZIT A FKerberos 5 (FAF S 14381 BY RN,
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N EP N

* WXAEFRBHRITNR; HEEERTERER)
LHANPR

* HAth ABYIRERANR
* Htt ABYE AR

* WEMANXAHERITNR; HEEERPEKRGE
) H A RIRR

=ia. IRIERPCEHIBREIREI. I FAUTH_SYS. NFSLHRLGAM(TENFSV3FINFSV4 xRN EIARA16
Mo NFS Kerberosf Za[#21it321MH. NFSv4 ACLELE:ZIE R FHACL (B MACERZ 102415 B )HKHE
IHE PR,

Itt7h. Cloud Volumes Service IR T BIALF. AIRIFNRAATHY EF321), XFEEEILDAPE
EIEEBEMUNIXBEFRFMASPHILDAPIRS 23, AXEEIHFMAER. BB "CIENEENFSE"
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7£Google X141,

NFSv3FFFI4HID

NFSv3A P FAID I FIDMIER REIAZ T IBIL WL {EHi. Cloud Volumes Service fEFINFSv3TTiARRITIXLE%L
FIDWARF&Z. MUNIXZ2ERXEEREL. MRFENFSv4.1 ACL. NFEEHITHFIDEIRF/HZIRF
FTERER A BEIEMRAEMTILLACL, BIfEERNFSV3tEZaltt, M FNTFSZ2IENE. Cloud Volumes Service @
B FIDERTABMAUNIXA P, RS 2B MEIWindows B P LA E 4 18 A R

NFSv3AFHIZAIDHN R 2R

EANFSV3E, BFIHMRSZSSLTEMIASIAERRFIDETIESHNAFRSETANENAF; XAEAZRAEE X
. RERIREASBFIDENIEX G RAARAZEBERBNREM, A7 HIELIIEELZ2/KE. Cloud Volumes
Service Fef T —LEIEI,

* LHEIE A FNFSHIKerberos= &I A P £ B P A ZE B e keytab X 1T HHIOIE. LUIREXKerberosZiiE
LA iFiAaER,. Kerberosa] HFCVS-Performance3ifil. &R FNFSv4.1,
* RIS BRI NIP Y EH TR SR EHLENFSVIE A i a] LAA iR Cloud Volumes Service %o

s FERANINNEH T ENMANTFS ACLREFINFSVIE P Imid #F DM A B XBIUNIXBE R &, LUEIERHTT
BHRIIELUAIRER ., XFERBALDAPHEEEUNIXAFPFLESH,

* RrootF FaEHI R =R Hroot A P AINFSHEEH AT REIERBIRE. BRI HMRXR, BXiFHEE. 15
S "[rootFFle "

E%ﬁé& NFSZ MR FEPREANMNARE, EIANFSVIRIERIEREMTNFSVA. 1. BIRENZ 2RI

NFSv4.1
5ENFSv3tEtt. NFSVA 1R LM Es. ERWT:
 BEEFHRERNSISSIERBIE
s BRE=E
B BN IR O R PR NFSINEE(2049)
* {XPETCP
* |DIgBRET
* Kerberos& % (NFSv3A] LAfE FKerberos. {EREEAFNFS. MABER FHBIMY. BFIZONLM)
NFSv4.1{&§ix &

HFNFSv4. 1R ESNZ2ThaE. Fitk. FEANFSVIRAREEN R—LEIMNBRH X R (RN TFSMBEERF X R
AR, Flg0Active Directory)o

NFSv4.1 ACL
Cloud Volumes Service £1FENFSv4.x ACL. S51EEMIPOSIXIRTANEIELL. XEeACLEBRRENME. Flin:

* FEARIE SR P X SR B AR
* 125 NFS &2
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* BU# T 5CIFS/SMBHIE121EM
* BUH TERAUTH_SYSZ MRS EF 16 MARINFSIRH

* ACLAFZEHITAID (GID)fET. MMB XA T GIDFRHINFSv4.1 ACLEANFSE FPiniEH]. MAEE
13 Cloud Volumes Service 154!, EEFANFSv4.1 ACL. BEHAFREMNE P iR R EHXEACL, HER
T IEHMINFSLEHER,

NFSv4.1 ACL5SMBZE Pk Bl FEA M
NFSv4 ACLSWindowsX#HRACL (NTFS ACL)AR[E. BEERMIIINEE. BR. EZMUNASIFER. R

FTENFSv4.1 ACL. MEERBE NN iER(E—4IBEFBINFSFISMB). NIEASMB2.0M5EShRASHIE F
G A EIE WindowsZ 2 £ B E 3 EIEACL,

NFSv4.1 ACLA T {ERIE
EXTUTABURSE .

* *IHEEEIFIRACL). *INPREBEMTIR,

s “HEEHEIZ B (ACE). *FIRFN—MUESRE,
LR P 7 SETATTRIEERRIE IS EIE ENFSV4.1 ACLES. Cloud Volumes Service £EXN R LIS B ILACL. A
BT AIMBACL, MREXHFEBACL. NXHHEANEFEIFIEEQ@. H@QNFIEA@ITERSH. WEX
% FEEEEIIERSUID/SGIDAEENL. Bl 1 REZEI82Mm,
MR E FimfEgetattri@ERAEIFRENSC 4 RINFSV4A.1 ACL. MICloud Volumes Service 3B 5% AR X B
BINFSv4.1 ACL. HMEACEFIRFHEZFIFREILEPim. MNRXHEENT ACLHIER L. NFERER AN
EACLHIEHEIREILAE F i,

SNRACLHRTFIEIELACE. MBI, MREFEARIFACE. MIRFIHEMNR. ER. WMRACLHREFELE
fJACE. MinipE S4RIEL,

ZEHRTFH—PNLLACL (SACL)FI—NFEHIACL (DACL)4AER. SNENFSv4.15CIFS/SMBEE{E. MDACL
B 5NFSV4FCIFS#HIT—X—RRgY, DACLEHALLOW ACEFIDENY ACE4BRK,

INREILE TNFSv4.1 ACLBIX (X 3k _EiZiTEZARY chmod'. M REMERFMAEACL. ERERERIA
FrEE@. Hd@. 81" A@ACL,

fEFANFSv4.1 ACLNEFimAl AR ALK L X HFMB RIKEMEEBACL, FEABACLHERPFEIEHRXHHFE
FH. ZMRIGHAACLF BRI NAERAIFRBEACE "H#EIRE"

MR EREBNFSv4.1 ACL. MFEIEFERMMIMGHRIXHEE R, EBRILUERIZACLKESAIE,

RERB R ERINFSv4 ACLAACERINTY IEMRIMAMTS. XHMBRMaMAXLEACE (FIREFEHITESE
£)o

EIRIENFSVAIEREIZEX B RIS, MBS E R ERACLEUR T XA EIZIBRE B SACLIEZ X E S5
HEUNIXS IR, ACLIEEURFRBREGTABACL,

* NRIBEREE ACL, MIEFEAZACL,.

* PNRIBERNEETRE UNIX XHIHRNRERE, HERXEREE ACL, NFERAREPIHEXHFIRERIGEINE
UNIX SXi51R]) AR,

78


http://linux.die.net/man/5/nfs4_acl
http://linux.die.net/man/5/nfs4_acl
http://linux.die.net/man/5/nfs4_acl
http://linux.die.net/man/5/nfs4_acl
http://linux.die.net/man/5/nfs4_acl
http://linux.die.net/man/5/nfs4_acl
http://linux.die.net/man/5/nfs4_acl
http://linux.die.net/man/5/nfs4_acl
http://linux.die.net/man/5/nfs4_acl

* WIREBEBRNEETREUNIXRENR. HERXEREERTHEBACL. NSIRIEEEA LIBERIIEL
AR RIKEIRIAACL,

* RIERNBEIRE UNIX XXHFIREER, BRERER ACL, MRABKERA ACL FE) ACE BfEMA
& SRR FITERITIRG, FFHERMSUFXLE ACE .

ACERR

NFSv4.1 ACLA R —RFIA/NS FEHE (I rxtney )iz HiA18), BXXLEFRENFAELE. ESL "I
fa]: {EFENFSv4 ACL"

BABumaskMACL4EAINFSv4.1 ACLITH

"NFSv4 ACLAJEHACLLEATNEE"s ACLAF A ZISTEIRE TNFSv4.1 ACLEYXT R T BRI 5 X432 7] LURE
HIEC B 4K ACL "ACLAK AT E "

"umask" AFITHIE B RP OB GG LMEEEE R TNERS. ZHIAE R T. Cloud Volumes
Service A FumaskBEHABIACL. XE2TNHEAHIITH "RFC 5661",

ACLET 1L

NFSv4.1 ACLRFYFENR. UT IR XHIRERACE:

A::1ldapuser@domain.netapp.com: rwatTnNcCy

ERREIEBELLTACLARTUEN

type:flags:principal :permissions

KA RT"RDITF EXMERLT. FRIGEDFEINS. BAEEREH. HEFEEHE, Lt BHTACE
TEHEZFE. AR IGEFZITE. BXANFSv4.1 ACLEVFAEE. SR
"http://linux.die.net/man/5/nfs4_acl",

WERNFSv4.1 ACLIREARIER(HER P IRMARZ ST AEMAMFRTH). MACLAIRELAETEAIETT. 3
EACLEXAIRET AN AH 5| R iR,

TR EE:

Failed setxattr operation: Invalid argument
Scanning ACE string 'A:: user@rwaDxtTnNcCy' failed.

EIEL

NFSv4 1RRAI ABFEFREE. AMAMEANEINIELREE. XEEANFSv4.1 ACLdefault-deny. XEKE
SNRACEREFHHIE FACL. MESELIZACL, ERIELBEMESBEEMIABACE. TRERNERIEERH.

deny ACEfEFBEMARIE DIRE.
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EUTRAIR. B@QAVFFIBIZIFHITNR,. BIELFRET AL,

sh-4.1$ nfs4 getfacl /mixed
A::1ldapuser@domain.netapp.com:ratTnNcCy
A: :OWNER@: rwaDxtTnNcCy

D: :OWNER@:

A:g:GROUP@:rxtncy

D:g:GROUP@:waDTC

A::EVERYONE@:rxtncy

D: :EVERYONE@:waDTC

NRAJ e RIELACE. EAENAIREREREAMES; FTRAEXNATFACLEHWIRTVES, NRIKETHE
LEACE. MTEAFAERFHIEMNIRE. BJeeSELEE AR,

FIR—AACEME FERAIFRI755. XEKE:

* FREERBE 2R,
* HEARB,
* HfttAA Rk

BR. BMENRIFRAT75FMAIR. iRt Al sE=E A Everyoneig B T B UIELTHRIEL,

NFSv4.1 IDIFBRET K%< 2

NFSv4.17)AIDIEMEZEEANREE. BEERIEEINARINFSVA 1 HNE R 2SI IFrEMN S5,
EXLFRT. NFSVA 1B IRIAR BABIFSMII— N BFFRFBEFFHE KX EICloud Volumes Service
525, WNRIAFZ/AZFFIDERRAESARICE. Nt A P F/S A S HRFIF TR R P is L

HY /etc/idmapd.conf X4 HFEEHI B IAnobody FA F o

EMRIEFRETNRE. FSE2EALIDFRERE. LHEEFANFSv4.1 ACLH/FKerberosEY, Altt. EFAREF
im#MCloud Volumes Service ZBIFY—1%. LAEMETAPMARTRE 0. BAEELDAPARS B[R ERIRIRS
RSS2 KFHI X R

Cloud Volumes Service {ERERASZAIAIDIEZ & defaultvdiddomain.com’s NFSE FimHIIDIEZ 1% & 2RIAIDNS
&, BEFLUE fetc/idmapd.conf R ERNIEEEIDE R,

NER7ECloud Volumes Service F/2F T LDAP. NICloud Volumes Service =B hiENFS IDIg{ERAIDNSH
BERIFEENHNS. HEZRFPHRAZERNK. BFRIEE(1ERRRENDNSIFHIERZ R,

Y9NSR Cloud Volumes Service A AR At S SLDAPHIYA R ZAEZR. WEFEREFRIEH. MALAR
15 DR 52 4L #E Sanobody, #15RCloud Volumes Service TEAMIX 4 LDAPHIX AR B AR TR, M6
¥ FIDE. NFSEF IR IEMRBETILAFROXEMFNFSV3ITH),

MNRBRARENEFIEHHINFSvA.1 IDIE LLITAZCloud Volumes Service BIFEFEANRAR. EEEIIUTITA:

* 1£Cloud Volumes Service FAH 715k B BYUNIXF P FI£B (07E A #tUNIX A P FIZE R E X Broot) & #2526
4 fnobodyfE,

* INENFSE FimFCloud Volumes Service ZE]JHIDNSIEAE. MEBLDAPEBERIUNIXEFFI4H (40
SR Cloud Volumes Service L& /I{ERLDAP)E & 5418 Janobody,
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BB B SLDAPER BRIUNIXE P AR EF I DEHEIT ANFSE P in LIEEME . NRF i L

FEEEEZR. WXETEFID,

THETRT ERBERHNER:

# 1s -la /mnt/home/profl/nfsd/

total 8

drwxr-xr-x 2 nobody nobody
drwxrwxrwx 7 root root
-rw-r--r—-- 1 9835 9835
-rw-r—--r—-- 1 nobody nobody
-rw-r--r—-—- 1 nobody nobody

4096 Feb
4096 Feb
0 Feb
0 Feb
0 Feb

w w w w w

12:
12:
12:
12:
12:

07
06
07
07
06

client-user-no-name

ldap-user-file

root-user-file

INRZ A IRIDEAARSS 2R IDEFILES. NABRX AT RNERANAT:

# 1ls -la

total 8

drwxr-xr-x 2 root root 4096
drwxrwxrwx 7 root root 4096
-rw-r--r—-- 1 9835 9835 0
-rw-r--r—-—- 1 apache apache-group 0
-rw-r--r-- 1 root root 0

Feb
Feb
Feb
Feb
Feb

w W W W Ww

12:
12:
12:
12:
12:

07
06
07
07
06

client-user—-no-name
ldap-user-file

root-user-file

BXRUILEEHR R INAFR I REAFAEE. 5SS W"NFSv4. 17 0nobody A /4H, "

Kerberosfk#fix %

MNREITRIFINFSEEAKerberos. MICloud Volumes Service % MEB LU TEE :

* Kerberos4 & 0BRSS (KDC)BYActive Directoryis

* Active Directoryls. EhAP AR AT T B XLDAPINEEAIUNIX(S £ (Cloud Volumes Service FRFINFS
KerberosEE A F SPNEIUNIXF P BRET A BEIE Fi51To )

* B7ECloud Volumes Service S25_ 5 FALDAP

* DNSHRSS#YActive Directoryid

NFSv4.1f1nobody A /4

NFSv4. 1EEEHHRENNRBZ —&. WRFIRPFER IS EREIXXHTXH4FETF user: group” combination

of nobody: nobodyoe

40

sh-4.2$ 1s -la | grep profl-file
0 Apr 24 13:25 profl-file

-rw-r--r—-—- 1 nobody nobody

81



¥FIDA99,

sh-4.2$ 1s -lan | grep profl-file
-rw-r--r-— 1 99 99 0 Apr 24 13:25 profl-file

FERELERT. XGrIRaERERNAEE. B2ETR4A nobody',

sh-4.2$ 1s -la | grep newfilel
-rw-r--r-— 1 profl nobody 0 Oct 9 2019 newfilel

EREIE?

NFSv4.1589 nobody’ B 7 5 nfsnobody PR A El. BRI LUETT id ar S REBNFSE P HAIRAIE N, :

# i1id nobody

uid=99 (nobody) gid=99 (nobody) groups=99 (nobody)

# id nfsnobody

uid=65534 (nfsnobody) gid=65534 (nfsnobody) groups=65534 (nfsnobody)

fEFANFSv4.16%, “nobody’ FiF 2 H idmapd.conf XHEXBIEIANBAF. AIEXAEFERIERBF,

# cat /etc/idmapd.conf | grep nobody
#Nobody-User = nobody
#Nobody-Group = nobody

Nt AR REXMER?

HFEIRINFITRRESEIM R EMEENFSVA. HRERIRBER. FHlt. MRBMFFFHEAFLAE. WBAIATHZ
Rz R P Rl Ry @ H TT A 0 B P AN PR B SIS M R BI A o

NRIETEX I RFEEIAFM/ELER nobody'. MXEHEEMRENFSVA 1HNRELERBEER Y, KoK/
SR LATELEA &4 1 Ao

Bla0. #NSRusert @CVSDEMO.LOCAL (uid 1234, gid 1234)IE7EiAiRISH. NICloud Volumes Service WAZAE
%+ Eusert@CVSDEMO.LOCAL (uid 1234, gid 1234), %1% Cloud Volumes Service I FHF
JJUSER1@CVSDEMO.LOCAL, NMALEKRERBF15NERAF1). EFZFERT. BaUERFHLEER
XHHREIIUTREA:

May 19 13:14:29 centos7 nfsidmap[17481]: nss getpwnam: name
'root@defaultv4iddomain.com' does not map into domain 'CVSDEMO.LOCAL'

May 19 13:15:05 centos?7 nfsidmap[17534]: nss getpwnam: name 'nobody' does
not map into domain 'CVSDEMO.LOCAL'
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B PRS2SR N N EE AP HRIEZ2MIIFAERAR. AEATREUTHRS. UHAREFPIHEEZINAR
5Cloud Volumes Service EEIFNAF EEHEREIRNER.

* *NFSv4.x IDiFl, *&Fif:. idmapd.conf file; Cloud Volumes Service 3 defaultv4iddomain.com’. &
EFER. NRFELDAPSNFSvA. 145 (A, MCloud Volumes Service 351D E X I DNSIE I FR{E
B, ZE5ADEEE,

AP BMHFID, *XAETEBEFPIHEHRBAPBZNAMAE. HFIBRAMIRS FFXEE—client: “nsswitch.conf
/= ZsMpasswdFllgroupXfE; Cloud Volumes Service RAFERILISE. BIEESALDAPESBEMIEHE
AINRECE A,

* A ZIRFEFID, "XRET BFIHEIRAIZRNMUE. HFBAZMRS FXBEZE—client: “nsswitch.conf
/= ZsMpasswdFllgroupXfE; Cloud Volumes Service RAFERILISE. BESERBLDAPEEMIGHE
EIE ===

ENFEFRERERT. NREERFIHNEAFPMATIRFPEE nobody'. NinlEER KF7ECloud Volumes Service
FINFSE PR E#ITH P AR RHIDIE, B XMER. 15FEALDAPTERE FimFlCloud Volumes
Service Z BT FIAE S,

EEXZ P ENFSVA 1R ZFRIDZET S
WMREERRIENFSVA. 1. NISTENFSIZIERRE# TR IR-FRTRMET. 0 EFmR,

FRT £ Ivar/log/messages’ XA BENFSv4 IDIYARFEIR Z45h. EE BRI LUER "nfsidmap -I" Sa< IAET BIILE
FFR & B IEMIRE EINFSv4i,

fFlan. X2 FiEAMAEF LUK Cloud Volumes Service I5RINFSV4A x3EH Gen SR

# nfsidmap -1

4 .id resolver keys found:
gid:daemon@CVSDEMO.LOCAL
uid:nfs4@CVSDEMO.LOCAL
gid:root@CVSDEMO.LOCAL
uid:root@CVSDEMO.LOCAL

MREE NP KRIEFHMETZINFSv4.1 DI (TEZS B9 0 netapp-user’ ). MR 15 10)E—HEHHAIRE NS
RASRTEA N E 2 EC nobody: nobody’,
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# su netapp-user

sh-4.2$ id

uid=482600012 (netapp-user), 2000 (secondary)
sh-4.2% cd /mnt/nfs4d/

sh-4.2$ touch newfile

sh-4.2$% 1s -la

total 16

drwxrwxrwx 5 root root 4096 Jan 14 17:13
drwxr-xr-x. 8 root root 81 Jan 14 10:02 ..
-rw-r--r—-— 1 nobody nobody 0 Jan 14 17:13 newfile
drwxrwxrwx 2 root root 4096 Jan 13 13:20 gtreel
drwxrwxrwx 2 root root 4096 Jan 13 13:13 gtree2
drwxr-xr-x 2 nfs4 daemon 4096 Jan 11 14:30 testdir

nfsidmap -1 WMHSERBLETRAF pcuser. EASE/R netapp-user' ; XEH (1S H RN FHIE
ZAF(65534)0

# nfsidmap -1

6 .id resolver keys found:
gid:pcuser@CVSDEMO.LOCAL
uid:pcuser@CVSDEMO.LOCAL
gid:daemon@CVSDEMO.LOCAL
uid:nfs4@CVSDEMO.LOCAL
gid: root@CVSDEMO.LOCAL
uid:root@CVSDEMO.LOCAL

SMB

"SMB" ZMicrosoftF & By —FME X HFHZ il __fi_i_l«)(i(ﬂﬁé’/l\SMBgF'iﬁ”ﬁ?ET
PXAFPASHRIIE. R, SIENXHHRE, XHNXHEIHZE2MARAin. &
SHNRERMESEL. @ AR EIAEIE, SMBATLUREHAIREHY
SENERZE . B3 FWindows. AppleFlLinuxZ F i,

Cloud Volumes Service 2#SMB 2.1F03 . xhR 2y 11l

HIEEHIISMBHE

* YWindows P & 153K 1E]ICloud Volumes Service &Y. Cloud Volumes Service {#HCloud Volumes
Service BEIEGACERN G EZEIHUNIXBF &.

* YNREZE T IMBUNIXZ 1R IHIZF (LDAP). #FBWindows/UNIXFFP Z4EE. MWindowsFFPZ%1: 18R
SEUNIXERFRA. MEETAEMEE. BRLDAPRE. Active Directory & AP F4H M RAVIXLEUNIX
B4,

* TNERWindowsZFFFIUNIXZFRARITEZ. M4 UELDAPERE f 21 Cloud Volumes Service £ FALDAPSZ FRA%k
SEEBEGESN—T) "EHELDAPHTIE R Z FRERET"™)
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https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831795(v=ws.11)

* INRKMEHALDAP. NIWindows SMBFAF &BR54ZICloud Volumes Service F174 /3 pcuser FIZRIAZSHIUNIX
AR, XEKREETZMIUNASIFIER, BEYE) pcuser BIA P EWindows B AR AISUNIXFRENE T
A9 peuser’s “peuser LA ZLinux I EAEY nobody’ A (UID 65534).

ENEASMBRIEREF. NHE#1T pouser G, BXEXREE. FAWindowsFIFMBEMBENRSERETR. 7
BRI ERASMBRYEHITNFSIAE, thoh. (NSMBETE IR G TR IANFSEIN NN E.

Windows#|FKerberos 5Active Directorylfii= Iz #t TP B BHRIE. XFESAD DCHITHF B/ZEBA
#i. AD DCfiiFCloud Volumes Service J2fjl5MEB, INERSMBE Fim{E A \\servername’ UNCER1ZEHE LT
&, NI&fERKerberos {933 :

* RSS2 B MIFTEDNS A/AAAAKE

* RS 2B[ B MFEEMAISMB/CIFSIAIRISPN
BJ#ZCloud Volumes Service SMBEET, RARIRB—THHEX CIEITENMKA ZFE " (Cloud Volumes
Service TEActive Directory FEIERAT) o " ZITENKF Bt ASMBHRZ R EEFE. FHCloud
Volumes Service FI|FEIZSDNS (DDNS)ZEDNSH SEZHNEHIA/AAAATIPTRE B .. HEITENMKF A L6152
WERSPNEHE,

() =oPTREE. DNSHR%E EXAEFECIoud Volumes Service SIPHILHIR FZEHIK

f5la0. ttCloud Volumes Service AL TFTUNCHEERR: \\cvs-east- 433d.cvsdema.localo

7EActive Directory®. X£t=2Cloud Volumes Service A FHISPNH :

PS C:\> setspn /L CVS-EAST-433D
Registered ServicePrincipalNames for CN=CVS-EAST-433D,CN=Computers,DC=cvsdemo,DC=local:

HOST/cvs-east-433d.cvsdemo. local
HOST/CVS-EAST-433D

XEDNSIER/REEKRLER:

PS C:\> nslookup CVS-EAST-433D

Server: activedirectory. region. lab. internal
Address: 10. xx.0. xx

Name: CVS-EAST-433D.cvsdemo.local

Address: 10. xxx.0. x

PS C:\> nslookup 10. xxx.0. x

Server: activedirectory.region.lab.internal
Address: 10.xx.0.xx

Name: CVS-EAST-433D.CVSDEMO.LOCAL

Address: 10. xxx.0. x

o#&. AILLUEIT7ECloud Volumes Service FASMBHEZ B A/ERSMBINZE RN AE Zihn)iTHl. iNRHEHP—
PN EARLZIFSMBINZE. MR RIFAIE,

EFISMBR& #1514
ERLEERT. NRELAFHECloud Volumes Service ERAMNITENMKA ZIR. NElttaEFLeERE, 7
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HMWER T, ERARBANRLAFRE—EGRENIHREBE. EXMERT. G LUEIESMBRZ.

MREHSMBEZRZANERZ. FILUF]EDNSHFHCNAMEIZR. a0, tNREB[MAZIR \\cifs ik
2. MARE \\cvs-east- 433d.cvsdema.local’. B E(EHKerberosH450IE. NIDNSHIERIIBA/AAAAIR
FEICNAME LARGARINEI IR A T EN K B ELfthSPN A i Kerberosifial,

cifs Properties ? X

Alias (CNAME)  Security

Alias name (uses parent domain if left blank):

=

Fully qualified domain name (FQDN):
cifs.cvsdemo.local

Fully qualified domain name (FQDN) for target host:
CVS-EAST-433D.CVSDEMO.LOCAL Ererasn:

OK Cancel Apply

X ANCNAME/GERBIDNSIEMEHLER
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PS C:\> nslookup cifs

Server: ok-activedirectory.us-eastd4d-a.c.cv-solution-architect-
lab.internal

Address: 10. xx.0. xx

Name : CVS-EAST-433D.cvsdemo.local
Address: 10. xxx.0. x
Aliases: cifs.cvsdemo.local

X ANNFSPNZERMAISPNEIf:

PS C:\> setspn /L CVS-EAST-433D
Registered ServicePrincipalNames for CN=CVS-EAST-433D,CN=Computers,DC=cvsdemo,DC=local:
cifs/cifs.cvsdemo. local

cifs/cifs
HOST/cvs-east-433d.cvsdemo. local
HOST/CVS-EAST-433D

TEEEERIRP. RITIUERSCNAMESSERSPNEERIEREIER.

431 4.156722 SMB2 308 Negotiate Protocol Response
432 4.156785 SMB2 232 Negotiate Protocol Request
434 4.1581e8 SMB2 374 Negotiate Protocol Response
435 4.160977 SMB2 1978 Session Setup Request
437 4.166224 SMB2 322 Session Setup Response
438 4.166891 SMB2 152 Tree Connect Request Tree: \\cifs\IPC$
439 4.168063 SMB2 138 Tree Connect Response
realm: CVSDEMO.LOCAL
v sname
name-type: kRB5-NT-SRV-INST (2)
v sname-string: 2 items
SNameString: cifs
SNameString: cifs
v enc-part
etype: eTYPE-ARCFOUR-HMAC-MD5 (23)
SMBE A IIER S

Cloud Volumes Service x5 LA TINEE "5 =" A FSMBE B IQIIE:

* LM

* NTLM

* NTLMv2
» Kerberos

FTFSMBH=ZifaRIKerberos S A IIER E R UMERAN SRR M SRR, BERAESHISMBIIZEG. £
LR E—T RS

Cloud Volumes Service FZFLMAINTLME I EERE M. NRKerberosEZE R H (FIENEIESMBS] &
» MHEZIFREELRE S5 ARGEHME (BIZONTLMV2), BHTFXENGINLZSERE. BAERE
tEActive DirectoryiIF IR S22 AT . MNREZA TIRGENEMRRIESZE. FERIEMALEKerberos. MHEZEHR)
¥R, AAEEAERRNEREBRIES £,
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https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-smb2/8df1a501-ce4e-4287-8848-5f1d4733e280
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-smb2/8df1a501-ce4e-4287-8848-5f1d4733e280
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-smb2/8df1a501-ce4e-4287-8848-5f1d4733e280
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-smb2/8df1a501-ce4e-4287-8848-5f1d4733e280
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-smb2/8df1a501-ce4e-4287-8848-5f1d4733e280

BX7EActive DirectoryPECE/EER XIFN I HIIERFRER. BB "WEL L LAN ManagerS {7 541E
R

IPRIETL

NTFS/SX AR

NTFSIXPRZIEN A TR ENTFSEAER X 4 R LRI RANIR, @R LUIE B4 5 SR P
FANTFSIR. HEIRE N RIF 8 DAV R#HITIARIEH

BARREIE:
* R
1538
* RERFIAT
* AN
PN

FFAPRAFRAACE)IGENREY. ZAF AR BEACLHR, NTFSHRERSUNIXERAERBIR/B/ARTT
EOhFIR. EHRRI LY REIERANY RIFIEHEH (AR A EHRINR"). B0 RERFRE". "SI 4 3/MnEk
' "BEANBME"Fo

FREUNIXRR AR HAVKI E RS SNTFSIPRARR(FIE0. BERBNACLHAMEZ AR MAMRIGENRIIZEY
RBEM). 182. NFSv4.1 ACLIZERITHEESNTFS ACLAER,.

NTFSIURIEHENRER K. ISHENRESEMA. MTFNTFSIUREN. REIERE. Fit. EENXIAIF
NRE. BRELEBFRHAEESBER TR2ITH"

NTFSHEEWindows SMB& FimiEE],

HENR

HENRIENTFSI R E EMANFRIREV B/ eIz H). HAIEHISMBHERNMRFE. KUTFTNFSTHEREEM
M TS

BIANFS S H SRS @D IPHAtEY T4 2 FETF ENBE ERKITHIIARE. ESMBEEMNRA LUES A
EACLHH B P MBACERITE R, & L MWindowsE FigE Cloud Volumes Service BIBUIEBEHE
ACL,

AIMBERT. HEACLAIEEACLEEAR T2 EHIfEveryone, WEAXHACL, EHENREWLZHRT
KBS PRFTER o

Flgn. WSR2 FiEECloud Volumes Service EXHFACL. NIEMERZACLIREN" BB =ITHINFRE
A" EIELA PR CIEHFXXEFR. SN TFEFfTR.
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https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/network-security-lan-manager-authentication-level
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https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/network-security-lan-manager-authentication-level

ecstatic-angry-jonarnar Properties X

General Publish Share Permissions  Security

Group or user names:

Add Remave
Permissions for Everyone Allow Deny
Full Control bl O
Change ] O
Read = O

o o | [

ecstatic-angry-jonarnar Properties X
General Publish Share Permissions Security
Object name:  WCVS-EAST-433D\ecstatic-angry-jonamar

Group or user names:

a CVS-SVC
‘ Justin Pansi (pansi@cvsdemo local) |

To change permissions, click Edit.

g

Pemissions for Justin Parisi Allow Deny

Full control iy
Modiy

Read & execute
List folder contents
Read

LLL

For special permissions or advanced sattings, chick
s Advanced

o] oo | [

v U | Search ecstatic-angry-jonarnar @

Date modified Type Size

= v P L » Network » cifs » ecstatic-angry-jonarnar
o~
Name

3 Quick access

B Desktop * This folder is empty.

¥ Downloads g

5 Documents A

- Destination Folder Access Denied X
&= Pictures b 4

System32 / You need permission to perform this action

%8 This PC {J

w GFCCache (D2)

¥ Network Q

ecstatic-angry-jonarnar

Try Again Cancel

ERT/REZTEMER. BRITUTERE:

* MEZMXHACLFMIFREVeryone. TR ABF HAEIZEHZiHRINE,

* EREHTT
ZACL,

* AN HEAR_ ERIACES
I ERFARTIG TS,

IBEEH. MARERE AR, UWETEE. HMRMERAIMAFERE. LUERIAEEHS

7~

TRRBIMERNENLZRR. HBENBEEXHNIRNABAMAHR. LUK

c BEENERAERNELACL. BAENSBEAFACL, REIFEREIMAF KA TRIF R GRS ER

mﬁ*ﬁé@,ACLo

* BHEAER "ACLAA" EIIRIBNEE ; AXHHRERZHERUENTNEREWRAITEEREZERN
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https://www.varonis.com/blog/permission-propagation/
https://www.varonis.com/blog/permission-propagation/
https://www.varonis.com/blog/permission-propagation/
https://www.varonis.com/blog/permission-propagation/
https://www.varonis.com/blog/permission-propagation/

& TSN XA T HENR. XEESTRBES NI ERBENITH. FIIIEIMNARAES
AR 1K B 8] 8B 2N PR o

SMBHZ R £IfHE
B/X1ZCloud Volumes Service FeEIZ BB SMBIFIRNRNEN . RASNERME—RTIBTFRIFZENEDL
Hh—E%IMELRTF Cloud Volumes Service 23 (MERESENE). EIMEIE:

* *{§ESnapshotB F 7] I (7] F§FCVS-PerformancefICVS-SW), *IiETUTHEISMBE FimeEd o] LiAe)SMBiE

ZrhfYSnapshotB F(\ \server\share~snapshot ' fl/HAHIREIEN ) o FRINREARRIEP. XELK
EERINREFZ IEIFiRl~snapshot BR. HEEMN"ERIMA EINRHAR = ERERISnapshot&lZs,

Snapshotdirectory visible: Unchecked Snapshot directory visible: Checked
- cvs-parisi (\\CVS-EAST-C2DEB) Properties X — cvs-parisi (\\CVS-EAST-C2DB) Properties X
General Network Security General Network Security
Previous Versions Customize Classification Previous Versions Customize Classification
} f]_ S Previous versions come from shadow copies, which are ‘[_ : Presious versions come from shadow copies, which are
) saved automatically to your computer's hard disk v saved automatically to your computer's hard disk
Eolder versions: Eolder versions
Name Date modified MName Date modified
There are no previous versions available h TOda}’ [TJ
“ cvs-parisi 2/1/2022 6:56 PM
Open |+ | Restore |w Open ‘v Restore |v
cont || coret | [

HFZ2REA. MaERE(MAVEERRRENX L XX HR) S RmiF. tlfE BB RRL A R2ESnapshotdl4<, Cloud
Volumes Service RERE RV, Ftt. BMEXLIREBR . RERAP WL ERBRESELSnapshotB RHHIX

%o BlIEESnapshotBIZ<BY 3 A XA F RIS NPRIGIER, MR XXX 4 ESnapshotglzds 2 i8] B FRE &
T, NFAMMAIER BN AT SnapshotB RPHIXET 4R, BFFAR LARIEINFR R X
H%, BATEMBRIELSnapshotE RIS M. 1BRLIMSnapshot B R E IS4 3 3043,

* *BEASMBANZE(R] B FCVS-PerformancefICVS-SW), *ERIAE R T. SMBHZ _FZHESMBIIZ(GRiET),
TR S EER B ASMBINE. XEKESMBE P inflikS R 2B RE B ER DA N RS I IFNER5#
1TEhANZR, Cloud Volumes Service f2 % X 13 SMBI#{TAES-256/1%, EASMBIIZHLEESXSMBE A
&R REFRR. XM R RES AT RER W SMBE &R AE M. ABTF10-20%H95CE
Mo NetAppsRZIE NGB MR FBE MR R RS iES.
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* *BRIESMBHZ (r] B FCVS-PerformancefICVS-SW), *i& & bR A] 7 1E & | S B fRi SMBHE KR, X
BRE. FHEREERENEFIREIARRIAUNCER(BII0\\CVS-SMB I T/AEEIHE, kIt EiEiE
5. REREBAESMBREEZREFHEAFARRINRE X HNEZRENE P inA e 0]t ERFR (GBI EA LI
Z2M).

* *EREETIAIRBMES(ABE)(XPECVS-SW), *X5EISMBHERM. RERZHXXHNTAGHRIFTRE
B oARE. Hi0. MREDRALIFWindows B Joe BN RFITIEENAR. MWWindowsEBF Joe 1R

KFERESMBHEZ XM, FIABERA T ETTFRERRE. Erll@dtFtEFEREAE. &
KABERIFAERE. 155 MNetAppHIIREXE "E T 178 FIA A (ABE )N TIF?

* BREFEEA B (CA)XEE (N ECVS-Performance), "{F4:R] FHRYSMBI =" i@ 7£Cloud Volumes
Service FBIRALZPHT R Z BEFIBERS. RE—MEREZBZEHIRERAREMR/ DN BER DT
5%, XAB—IEZLIEE. BB EFHNEAELHIEREE. BaEi. tINEEZFFSQL Server
FIFSLogixN FBT2F o

BAIAREHEE

7£Cloud Volumes Service HFEI}ESMBARZ 2301, S BR "[RENEERZ" (FHSHRYIE). HPEIECS(FHA
=aihR)MIPCS(EEm R BB UEREF ZEF#TEE. FI90E FMicrosoft EIBITH] & (MMC)ih R FYIZZ IR L
IZ JARB(RPC)).

lp0$,\_7'=': AEEHZEACL. TEER—E™EEBETFRPCIEBM "SHAER T, Windows A AIFE R IHRXLEHE

0

ZHNBER T, CSEZAIFBUILTIN/Administratorsifial. {ECloud Volumes Service Bt 2MIBRHELZACL. #
E_Tﬁﬁﬁ"cﬂ)\lﬁlﬂ EiHRICSHZE R U EF Cloud Volumes Service X R ARG EEHNSE, Eith.
HEME \Server\C$ LKL,

BB ZAM/BUILTINEIE R/EH RIS

Cloud Volumes Service SMBARS3 285 E#MWindows SMBARSZ 22 E B LMNNITHAE. KA AR (1)
IBUILTIN\Administrators) =1 Rl #X PR Rz FA FiE e 38 A P F14H,

EEEMIZIEHAFPARFE. ZBAPERNEEERZActve DirectoryiZE#ZBICloud Volumes Service 3257
HIBUILTIN\Backup Operators£BH. ZAIFIZLEFIREN "SeBackupPrivilegefllSeRestorePrivilege”s

BRPAMEZENRAFE. RASNZAFPETSeSecurityPrivilege. XERLENW RIEFERBA TIEESR
. a0 "sSMBHE= _EAISQL Server's
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Backup Users

Provide a comma separated list of domain users or a domain group name that require
elevated privileges to access volumes created by Cloud Volumes Service.

~ Accountnames
administrator,cvs-sve

Security Privilege Users

Provide a list of comma separated domain user accounts that require elevated privileges
to manage security log for the Active Directory associated with Cloud Volumes Service.

~ Accountnames
administrator,cvs-sve
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Backup Operators Properties ? X
General
@II Backup Operators
Description: ‘ Backup Operators group
Members:
&', CVSDEMO\Administrator
& CVSDEMOl\cvs-sve
Changes to a user's group membership
Add... Remove are not effective until the next time the
user logs on.
OK Cancel Apply Help
TRETTEIABUILTINAMFIR AR BIARINBI A F /4,
ZHI/BUILTINZA EININD A
BUILTIN\Administrators * I\ IR 5
BUILTIN\Backup Operators* I
BUILTIN\guests B\ F R
BUILTIN\Power Users I
BUILTIN\DomainFi E\E AR P

*4B R B3R A& TECloud Volumes Service Active DirectoryiE 280 & 5,
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eI UEMMCE O EFEAMB P A (URAMR). BREEELITH & RN MbR A R e ECRA L R A
RINBERT. REEEERANBEERASRMEICIoud Volumes Service FRIBUILTIN\AdministratorszH., H

Al f&TE BRI E,

& Computer Management CVS-EAST-C208) || mame Full Name

~ i System Tools B Aciministrator

Deseription I Computer Management (OVS-EAST-C208) || name

. Cescription
Built-in adminkstrator account « [l systemTools | S Built-in Ad
+ () Task Scheduler () Task Scheduler | & Users A ek
; Event Viewer ; Evenk Vigwer !*Gur&h Built-bn Gisests Grodp
. Sl.m;i:mm .. 9__“;:::‘1“ :@Pcwausm Restricted administrative privileges
:; Sessians : Sestions | 8 Backup Operators Backup Oporatons group
! Open Files 2t Open Files
~ ¥ Loeal Usors and Grougs « % Local Uers and Groups
. Users L Users
2 Groups | Groups

Administrators Properties

General

*{I Administrators

Members:

Built-in Administrators group

A Administrator

CVSDEMO\Domain Admins

Remove
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Changes to a user's group membership
are not effective until the next time the
user logs on.

Cancel

Apply Help
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;&‘ Computer Management

File Action View Help

ke AN e ol

E&‘ Computer Management (CV5-EAST-C2DB) Share Name Folder Path Type # Client Connections Description Actions

v [} system Tools gacs A\ Windows 0 Shares -~

2 @ Task Scheduler 2] cvs-parisi C\cvs-parisi Windows
Event Viewer

: 1 More Actions 4
2 dgeyer-sm.. C\dgeyer-smb-test ~Windows 0
2

| Shared Fold. ==
il ey 2 ipcs Windows

@ Shares
#l Sessions
| Open Files
:&‘ Local Users and Groups
> @3 Performance
-..'..; Device Manager
23 Storage
;ﬂ}s Services and Applications
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& Computer Management = O e
File Action VYiew Help
o 2 = BE

& Computer Management (CVS-EAST-C2DB) || yser Computer  Type #Open Files  Connected Time  Idle Tim, | Actions
~ 1l ég“““ T"";’ R aci akeactiindi,.. Windiwe 2 DT85 000000 | | Sessians G
Task Scheduler i e : Lo tiinastoe =
&, parisi ok-activedi. Windows 3 010108 003258 e Akt N

Event Viewer
v | Shared Folders
g% Shares
. Sessions
. Open Files
* Local Users and Groups
@.‘ Perfarmance
,!. Device Manager
+ 9 storage
_{!} Services and Applications
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(® Friendly View (O XML View
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SubjectLogonld 0x31de4904
ObjectServer Security N
ObjectType -
ObjectName - $
Handleld 0x1174
AccessMask 1048577
Privilegelist SeBackupPrivilege
Processld 0x498
ProcessName  C:\Windows\System32\wbem\WmiPrvSE.exe
Copy Close
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BIRBRESFIN, F e EFRLDAPEIRE F B &4 LEREXWindowsFIUNIX S 9. AR HFIS 4 BIFRr AR
LUK PR PR IE AR 1R,

ARIANER . Cloud Volumes Service 1£ 8 FRBRETEIEEEFI L 5IAIns-switchFRE1 & Idap'. FLt. EBI 3 HERT
FRBEM(EFALDAPRIZ M Z FRIREITHEE. EREBNE LR /AR M R Cloud Volumes Service IERAE
Bpal,

TRERT ALMIAEFRRTRERIITIEE. HIMELDAPHIEFTHIL B IE. TEARZEIBER T. Active DirectoryEfE
BARITIRE,

Cloud Volumes Service E% IHAE Cloud Volumes Service
BFarstnE
WindowsZUNIXF TR 2 EEEFERANMRER, BIAFP. HAEEAFWIREE. OJUEs
2H. posixAccountZ) ZPHEHME, )
WindowsZIUNIXE BFELIERE X Windows B - A TEEFH; sAMAccountName
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Cloud Volumes Service B IhEE Cloud Volumes Service

FAF 2 FRBRETRY(E
uID EXUNIXAF &, FREERIUNIXAF 2o

Cloud Volumes Service HFI ASTELDAPE A FEAIFEILR. EtbZ L DAPIFIE T A1ELDAPH: & T E AP
EEiE T,

UTFRGIERT —1NR 7 unymmetric’. UNIXE A3 unix-user WP . UK MSMBHINFSE N\ X HBIHITT .

TE /R T LDAPEMTEWindowsARSS 28 P HISMNE.
asymmetric Properties ? X

Published Certificates Member Of Password Replication Dialkin  Object

Security Environment Sessions Remote control
General Address  Account Profile Telephones Organization

Remote Desktop Services Profile COoM+ Attnbute Editor
Attnbutes:

Attribute Value £

name asymmetric

objectCatego CN=Person,CN=Schema,CN=Configuration,

objectGUID de489556-dd7b-43a3-98fa-2722f79d67ed

objectSid S-1-5-21-3552729481-4032800560-2279794

primaryGroup|D 513 = (GROUP_RID_USERS)

pwdLastSet 1/19/2017 1:56:34 PM Eastem Standard Tim

replPropertyMetaData  AttID Ver Loc.USN Org.DSA
|_sAMAccountName ___asymmetric _

sAMAccountType 805306368 = ( NORMAL_USER_ACCOUN1

Udumcuser

uidNumber 1207

AENFSE i, ol IEIHUNIXZFR. BFREEEIHWindowsZFR:

# id unix-user

uid=1207 (unix-user) gid=1220 (sharedgroup) groups=1220 (sharedgroup)
# id asymmetric

id: asymmetric: no such user
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MNFSE NXHEF. SNR 7 unix-user'. NINFSEFIBSERMIU TS

sh-4.25 pwd

/mnt/home/ntfssh-4.2$ touch unix-user-file

sh-4.2$ 1ls -la | grep unix-user

—TWX—————~— 1 unix-user sharedgroup 0 Feb 28 12:37 unix-user-nfs
sh-4.2$ id

uid=1207 (unix-user) gid=1220 (sharedgroup) groups=1220 (sharedgroup)

EWindowsE FirH. ERIUEEIXAEEBIRENIEMRIIWindowsAF :

PS C:\ > Get-Acl \\demo\home\ntfs\unix-user-nfs | select Owner
Owner

NTAP\asymmetric

MR, WindowsF " JEXFE MSMBE F iR 82X IE B RIEMBIUNIXFRIEE. MLLTFXXAFiRo

SMB:

PS Z:\ntfs> echo TEXT > asymmetric-user-smb.txt

NFS :

sh-4.2$ 1s -la | grep asymmetric-user-smb.txt

“TWX—————— 1 unix-user sharedgroup 14 Feb 28 12:43 asymmetric-
user-smb.txt

sh-4.2$ cat asymmetric-user-smb.txt
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BURER & EllActive Directory DNS, EE N "N+ AR E Fin o /AEITSMB NetBIOSER? "BXIFHER

@ Cloud Volumes Service HaiA~%ZEFDNSSEC. DNSE A AT R ITo

X iR s
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AR5 15 1F
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HE (Cloud Volumes Service)BMBEIRTFASIEREMAEEFHFEFRRITHRERE. FONIIEXRELR
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Cloud Volumes Service B#& 4 @A A Icreate-update-delete, BRIREHRISnapshotd|Zd. EERIMIFRE S LE.
£33 38R Cloud Volumes Service EIE 57 BEMIBRCloud Volumes Service Y%, HEIERIBEKRBIBRE

BY. BEERNEBIRREIERPFREE. BERER. ZEGEEL. TEME,

#1ERCloud Volumes Service SR LE. NetApp=EHFER BIEREIRICEMPRNE. TZBEIERIIEAZ 5. &)
MIREZE P RiERIME S,
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&M FGoogle CloudiICloud Volumes Services B i Ei@idISO/IEC 27001: 2013FISO/IEC 27018 2019fT/E
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Mtk BiRLEFEBIERL"
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* &R FCloud Volumes Service fJGoogle CloudX 14

"https://cloud.google.com/architecture/partners/netapp-cloud-volumes/"

* Googlefh B IR 18]

https://cloud.google.com/vpc/docs/private-services-access?hl=en_US
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* NetApp F=iaX 14
"https://www.netapp.com/support-and-training/documentation/"

* INZLEIEREIRITRI—NetApp CryptoMod
"https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4144"

* ERTEHRNAHINetAppfIRTT 5
https://www.netapp.com/pdf.html?item=/media/16716-sb-3938pdf.pdf&v=202093745

* TR-4616 : ONTAP H19 NFS Kerberos

https://www.netapp.com/pdf.html?item=/media/19384-tr-4616.pdf
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