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‘ OADP Operator E
1.3.0 provided by Red Hat

Channel OpenShift APl for Data Protection (OADP) operator sets up and installs Velero on the OpenShift
platform, allowing users to backup and restore applications.

stable-13 v

Backup and restore Kubernetes resources and internal images, at the granularity of a namespace,
Version using a version of Velero appropriate for the installed version of OADP.

13.0 - OADP backs up Kubernetes objects and internal images by saving them as an archive file on object
storage. OADP backs up persistent volumes (PVs) by creating snapshots with the native cloud
snapshot API or with the Container Storage Interface (CSI). For cloud providers that do not support

Capability level snapshots, OADP backs up resources and PV data with Restic or Kopia.
@ Basic Install

é T e [nstalling OADP for application backup and restore
I

* [nstalling OADP on a ROSA cluster and using STS, please follow the Getting Started Steps 1-3

(O Full Lifecycle ) ) : i
i _ in order to obtain the role ARN needed for using the standardized STS configuration flow via
'_I' Deep Insights OLM
(O Auto Pilot )
® Frequently Asked Questions
Source
Red Hat
Provider
Red Hat
Infrastructure features

Disconnected

Project: All Projects

Installed Operators

Installed Operators are represented by ClusterServiceVersions within this Namespace. For more information, see the Understanding Operators documentation 2
Operator and ClusterServiceVersion using the Operator SDK&'

Name w Search by name /
Name Namespace Managed Namespaces Status
OpenShift Virtualization @ openshift-cnv @ openshift-cnv @ Succeeded

OADP Operator @ openshift-adp @ openshift-adp @ Succeeded
1.3.0 provided by Red Hat Up to date

414 4 provided by Red Hat Up to date

* Package Server @ openshift-operator-lifecycle- @ openshift-operator-lifecycle- @ Succeeded
0.0.1-snapshot provided by manager manager
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Installed Operators Project: openshift-adp +

Workloads Secrets

Pods Key/value secret

Y Filter = Name «  Searchbyname
Deployments Size Image pull secret

DeploymentConfigs

Name Type S Created Source secret

StatefulSets 1 @ Aor 1. 2024, 10:52 AN Webhook secret
Secrets From YAML
nt-token 4 @ Apr11,2024,10:52 AN

ConfigMaps
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Project: openshift-adp

Create key/value secret

Key/value secrets let you inject sensitive data into your application as files or environment
variables.

Secret name *

cloud-credentials

Unique name of the new secret.
Key *

cloud

Value

| Browse...

Drag and drop file with your value here or browse to upload it

[default]
aws access key id=<Access Key Id of S3 user>

© Add key/value

Create Cancel

EBEI B TTRECIER SISG-S3-crediE FINE. ERILUMERU T,

# oc create secret generic cloud-credentials --namespace openshift-adp --
from-file cloud=cloud-credentials.txt

credentials.txt file contains the Access Key Id and the Secret Access Key of
the S3 user in the following format:

[default]
aws_access _key _id=<Access Key Id of S3 user>

aws, secret _access_key=<Secret Access Key of S$3 user>

* TR, EfigEVelero, 1EMOperators TBISEBINH%EEInstalled Operators, E#;OADP Operator, A5
#EEDataf? 3! RPN LR,




Home

Installed Operators
Operators
i Operators are represented by ClusterServiceVersions within this Namespace. For mere information, see the Understanding Operators documentation . Or create an Operator and ClusterServiceVersion using th
OperatorHub o
Installed Operators
Mame +  Sea ame
Workloads
i Name Managed Namespaces Status Last updated Provided APIs
Virtualization ‘ OADP Operator @ openshift-adp ® Succeeded @ Apr11,2024,10:53 AM

Networking

%ﬁ.n‘:"Create Data73 5! RPN FIERF". EREMEF. JyDataProtection AZFIRIE— D RIFHERRIAR

Project: openshift-adp «

nstalled Operators » Operator details
OADP Operator
‘ 13.0 provided by Red Hat Actions =
ServerStatusRequest VolumeSnapshotLocation DataDownload DataUpload CloudStorage DataProtectionApplication

f

DataProtectionApplications

MERSIYAMLOEHZEAMREE. N TENYAMLX &R FIFR.
FHONTAP S3{E A& EFRAE VeleroR YAMLI 4 1¥ 2



spec:
backupLocations:
- velero:
config:
insecureSkipTLSVerify: 'true' ->use this for https communication
with ONTAP S3
profile: default
region: us-east
s3ForcePathStyle: 'True' ->This allows use of IP in s3URL
s3Url: 'https://10.xx.xx.xx' ->Ensure TLS certificate for S3 is
configured
credential:
key: cloud
name: ontap-s3-credentials ->previously created secret
default: true

objectStorage:
bucket: velero ->Your bucket name previously created in S3 for
backups
prefix: demobackup ->The folder that will be created in the
bucket
provider: aws
configuration:
nodeAgent:

enable: true
uploaderType: kopia
#default Data Mover uses Kopia to move snapshots to Object Storage
velero:
defaultPlugins:
- ¢csi ->Add this plugin
- openshift
- aws
- kubevirt ->Add this plugin

FiStorageGRID S3{E/&F i EFIRIR (il & RECE VeleroBY YAMLI {4 #¥ 25



spec:
backupLocations:
- velero:
config:
insecureSkipTLSVerify: 'true'
profile: default
region: us-east-1 ->region of your StorageGrid system
s3ForcePathStyle: 'True'
s3Url: 'https://172.21.254.25:10443' ->the IP used to access S3
credential:
key: cloud
name: sg-s3-credentials ->secret created earlier
default: true
objectStorage:
bucket: velero
prefix: demobackup
provider: aws
configuration:
nodeAgent:
enable: true
uploaderType: kopia
velero:
defaultPlugins:
- csi
- openshift
- aws

- kubevirt

YAMLX R BIFEER S 2§t 30 5 LR R AR MBI A TS TIE HECE

HNOAIE
ONTAP S38StorageGRID S3 (REEEMYAMLA E/REVEME 2 )#HECE S VeleroBENA R DI E,

REBAIE
NREABRBFMEEOCSHRER. NEFEERRUE. ANEREIE—NESRIBECRIEMCSIIREIIZRF,
TEARAIR, EERNZEAER NN=iCSI. HEZAEfER=iwCSIIEEIEFEE T HeSnapim o

B ACSlHE4t
ECSIANMEIVeleroBIDEDEPTOE . LUEEACSIREBEHD KA LS,

BEHCSIZIFMPVC. Velero CSHHELIGTEIZE T Velero.io/CSI-VOumesnAPshot-classiiZ RIS B hi% R
#SnapshotClass, o

* BN E )& = imESnapshotClass,
* {giBtrdent-snapshotclassBITRE FHIEHIEE N
° Velero.io/CSI-VOUESNAPECUE-CLASS=TRUE**, W FFiTo



Networking VolumeSnapshotClasses > VolumeSnapshotClass details

(E® trident-snapshotclass

Storage

Details YAML Events

PersistentVolumes

PersistentVolumeClaims g
VolumeSnapshotClass details

StorageClasses

Name
VolumeSnapshots
trident-snapshotclass

VolumeSnapshotClasses

VolumeSnapshotContents

~
(JE-“EI’D‘IO:{CE!-‘.‘ olumesnapshot-c \as.5=ta|e)

HRENEMIER 7 ESnapshotif R XLERBBAILUFARE, XPILUEEI I DELERIonPolicy* i B AR EHKSE
o B, WEFerR=ERETEEZRUARENIBFAEPVC,

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:
name: trident-snapshotclass
driver: csi.trident.netapp.io

deletionPolicy: Retain

10



VolumeSnapshotClasses » VolumeSnapshotClass details

trident-snapshotclass

Details YAML Events

VolumeSnapshotClass details

Mame

trident-snapshotclass

Labels Edit #
veleroo/csi-volumesnapshot-class=trus
Annotations
1 annotation #
Driver
csitndent netappao
Deletion policy
Retain
BIREfIZDataz! rotionApplication BEIRESF"&E . EIAT"
nstalled Operators » Operator details
OADP Operator
‘ 13.0 provided by Red Hat Actions  w
ServerStatusRequest  VolumeSnapshotlLocation DataDownload DataUpload CloudStorage DataProtectionApplication

DataProtectionApplications

Name = Search by name !
MName Kind Status Labels
D velero-demo DataProtectionApplication Condition: Reconciled No labels

Create DataProtectionApplication

OADPZER G RN N ENFHEUE. SIRENIPRERILIE,
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Project: openshift-adp

Installed Operators > Operator details

OADP Operator
‘ 13.0 provided by Red Hat Actions =

psitory Backup BackupStoragelLocation DeleteBackupRequest DownloadRequest PodVolumeBackup PodVolumeRd

BackupStorageLocations

Name = Search by name
Name Kind Status Labels
@ velero-demo-1 BackupStoragelLocation Phase: Available app-kubernetes.io/component=bs|

app.kubernetes.io/instance=velero-demo-|
app.kubernetes.io/manage..=cadp-oper...
app.kubernetes.io/n... =oadp-operator-ve...
openshiftio/oadp=True

openshiftio/oadp-registry=True

£OpenShift AL F AVMEIEIREF N

BIBVME R RIS

%h’z SRIEEANVM (VMITEIEFVMEEL S ) &1 1ﬁ$$%1ﬁ1_lﬁ-|:o X ENEEDBENFER(CR), RHEHT
PNREIYAMLUBIZEMICR, EALLYAML, RB&MDisEm =B PEMILEER, TLIRPARISER
ﬂﬂ%?& "o "o

CSIBRIEXFHAENKAMENRER, RASCNEBVMENREBERE, HIEEEFEEYAMLPEENE DL
B, SR ERATREI0OKR. WTTLRFIEE.

apiVersion: velero.io/vl
kind: Backup
metadata:
name: backupl
namespace: openshift-adp
spec:
includedNamespaces:
- virtual-machines-demo
snapshotVolumes: true
storagelLocation: velero-demo-1 -->this is the backupStoragelLocation
previously created
when Velero is configured.
ttl: 720hO0mOs

12
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Project: openshift-adp
Installed Operators > Operator details

OADP Operator
‘ 1.3.0 provided by Red Hat

Details  YAML Subscription

Backups

Name w Search by name.

Name

@ backupl

Events

Backup

Allinstances

Status

BackupRepository Backup

Phase: @ Completed

Actions =

BackupStoragelocation

Create Backup

Labels

velero.io/storage-location=velero-demo-1

DeleteB3

TR LUMEBISIN BN AREF R ENREFEPHNED. FENREERTEEEENDRP. HHEIER

#R(velero/ducobackup). ERILUEBRNAE. SIEGRE. BEMEIMWAE TR,

CD 7£StorageGRIDH

IR

NG

TR LUERE P EESRRHRISHERI G REFEZ MR,

Path: / demobackup/ backups/ | backupl/

Name
“|backup1.tar.gz
“I|velero-backup json

“llbackupi-resource-listjson.gz
“Jbackup1-itemoperations json.gz

“I|backup1-results.gz

“Ibackupi-logs.gz

“|backupl-volumesnapshots.json.gz
“|backupi-podvolumebackups.json.gz

“|backupl-csi-volumesnapshotclasses jsongz 426 bytes
£ backup1-csi-volumesnapshotcontents json.gz 143 KB
“llbackupl-csi-volumesnapshots json.gz

Size Type
230.36 KB GZFile
3.35KB JSON File
1.12KB GZFile
600 bytes GZFile
29 bytes GZ File
29 bytes GZ File
49 bytes GZ File
GZFile
GZFile
1.34KB GZFile
1349KB GZFile

Last Modified

4/15/2024 10:26:29 PM STANDARD
4/15/2024 10:26:229 PM STANDARD
4/15/2024 10:26:29 PM STANDARD
4/15/2024 10:26:28 PM STANDARD
4/15/2024 10:26:228 PM  STANDARD
4/15/2024 10:26:28 PM STANDARD
4/15/2024 10:26:28 PM STANDARD
4/15/2024 10:26:28 PM STANDARD
4/15/2024 10:26:228 PM STANDARD
4/15/2024 10:26:28 PM STANDARD
4/15/2024 10:26:28 PM  STANDARD

Storage Class

£OpenShift EEIAEHAVMEIZE T XIE (R

IR NEIEED. BEELIBITXICR,
TR E& M RIE, AT EIEITRICREYYAMLTRA],

ZI R 22— Necron®Rix. IF
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apiVersion: velero.io/vl
kind: Schedule
metadata:

name: <schedule>

namespace: openshift-adp

spec:
schedule: 0 7 * * *
template:
hooks: {}
includedNamespaces:
- <namespace>

storagelocation: velero-demo-1

defaultVolumesToFsBackup: true

ttl: 720hOmOs

cronFRIAR07 **RRNEFK7: 00BIEED,
b, EREEEGSEENPNTEUNREHNEFEREAUE, Eib. FHAITEICRMARENCRIIZISERIATE]

QT E Sl Fedcgy B
IR YE. R TFERRS.
Project: openshift-adp

nstalled Operators > CPEI'ETC’C@EEHE

OADP Operator
‘ 1.3.0 provided by Red Hat

toragelLocation DeleteBackupRequest
4
Schedules
Mame = Search by name
Mame Kind
© schedulel Schedule

DownloadRequest

BENRLRILTRIEE. AIMEDETRES,

14

PodVolumeBackup

Status

Phase: @ Enabled

PodVolumeRestore

Labels

b
Restore

Schedul




Project: openshift-adp

Installed Operators » Operator details
OADP Operator
‘ 1.3.0 provided by Red Hat

Events Allinstances BackupRepository Backup BackupStoragelocation

Backups
MName w Search by name
Mame Kind Status
@ schedulel-20240416140507 Backup Phase: InProgress

Actions

DeleteBackupRequest DownloadRequest

Labels

velero.ug/schedule-name=schedulel

velero.io/storage-location=velero-demao-1

ME DT R EHAA

RIFE ST

EMERFRR. FANMRIZEMAPITER 8 R =B R IMIFRo
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EREIE— R =

ZMNIRIEIZNEOHITER. FELB—MERBEEXHRCR). HNFBZAEREH—IRM. BHE

%Aiqﬂ ERENEIRIE. FHiirestorEPVsiREMtrue, FILUEHFFIRIRERMEBE ">, s BEHOIER

Project: openshift-adp +
nstalled Operators > Operator details

OADP Operater
‘ 1.3.0 provided by Red Hat

Actions v

lest DownloadRequest PodVolumeBackup PodVolumeRestore Restore Schedule ServerStatusRequest VolumeSnag

Restores

Create Restore

apiVersion: velero.io/vl
kind: Restore
metadata:
name: restorel
namespace: openshift-adp
spec:
backupName: backupl
restorePVs: true

=17

SR ERTeRE. SR UEEIEMWI ERREICIRRIREAPRTS., (MREH2EREMIIEITIIEIER.
MM E B PIRREME B ERRAESHNHAEEENSITRE). VMEEREIE—s& =i,

Project: openshift-adp ~

Installed Operators » Operator details

QOADP Operator
‘ 1.3.0 provided by Red Hat Actions =
est DownloadRequest PodVolumeBackup

PodVolumeRestore Restore Schedule ServerStatusRequest VolumeSi

Restores
Name = Search by name

Name Kind Status Labels

@ restorel Restore

Phase: @ Completed No labels

"o



https://docs.openshift.com/container-platform/4.14/backup_and_restore/application_backup_and_restore/backing_up_and_restoring/restoring-applications.html
https://docs.openshift.com/container-platform/4.14/backup_and_restore/application_backup_and_restore/backing_up_and_restoring/restoring-applications.html
https://docs.openshift.com/container-platform/4.14/backup_and_restore/application_backup_and_restore/backing_up_and_restoring/restoring-applications.html
https://docs.openshift.com/container-platform/4.14/backup_and_restore/application_backup_and_restore/backing_up_and_restoring/restoring-applications.html
https://docs.openshift.com/container-platform/4.14/backup_and_restore/application_backup_and_restore/backing_up_and_restoring/restoring-applications.html

T REIE fthan 4 =5 8]
ERVMIEREIH =

UTROIYAMLX BB —MERCR. UBTEREIERE EIA 882 =8

¥ BRI EHiEE
fEvirtual-Machine-demO# & = 8] R B,

apiversion: velero.io/vl
kind: Restore
metadata:
name: restore-to-different-ns
namespace: openshift-adp
spec:
backupName: backup
restorePVs: true
includedNamespaces:
- virtual-machines-demo
namespaceMapping:

virtual-machines-demo: virtual-machines

S ERERTTRE. SR UERIEMVERRZICIZREBIIEVAS. (WREHZEEINIZ

MM E D HEREEMVE B EXRREIMNHFEEFNEITIRE). EIMTUIEE
mR=TaE,

()

i), & LIfERestore CREIYAMLTE X iR H— e & =5 ia] g,

S—==

E{THY

iNfelFE: N
EREIYAMLA$EE RYE

I Project: virtual-machines I

VirtualMachines

Y Filter = Name =  Search by name.. 7 m

Mame 1 Status Conditions Node

@ mei9-demo-vm2 £ Running

@ ocp-worker]

1=10of1

(]
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[RE|ETFfESR

Velerofe it 7 —Fh1E 1 2 BRIa)@id 15 EjsonfE4MERF RIG A TRV EATIAE. jsonfE*MERFRTERIR Z 81N
BT &R, jsonf&xMEFEconfigmapH3EE. MconfigmaplliErestoreds < 5|, @I tkThaE. EaTLL

ERARRNEFMESSHITIER,

TEULTRBIR. EII7E U2 HRE fEFHONTAP NASTE N EHEERITFIES, LEEHERIE R Jubackup1BIER

&

Project: virtual-machines-demo +

VirtualMachines » VirtualMachine details

7D rhel9-demo-vm1 & ruing

(. YAML Actions =

Overview Details Metrics YAML Configuration Events Console Snapshots Diagnostics
Disks ®
Disk:
Add disk
ork
Y Filter ~ (2 Mount Windows drivers disk
Name 1 Source Size Drive Interface Storage class
Env
cloudinitd Other Disk virtio
disk 75GiB Disk virtio ontap-nas
otdisk 3175 GiB Disk virtio ontap-nas
bootable
Project: openshift-adp +
Installed Operators » Operator details
OADP Operator
‘ 1.31provided by Red Hat Actions ¥
Details  YAML Subscription Events Allinstances BackupRepository Backup BackupStoragelLocation DeleteBackt
o
BaCkUpS Create Backup
Name = Search by name.
Name Kind Status
@ backup! Backup Phase: @ Completed

IS M PR EE AR IAEE A & R0

E(FREMEMES (180, ONTAP NASESEFME)IXRVM. FEERITUTHNTE:

TEA

f£OpenShift-ADP# & =8]8l A B ST (FEH &) S0 TFFrR:
B RRaEPPRIFAEE:

ey

Z=|a]: OpenShift-adp

name:. change-storage-class-config (A] LLE@ER&FR)
#4H. change-storage-class-config.yaml:



&:

version: vl
resourceModifierRules:
- conditions:
groupResource: persistentvolumeclaims
resourceNameRegex: "“rhel*"
namespaces:
- virtual-machines-demo
patches:
- operation: replace
path: "/spec/storageClassName"

value: "ontap-nas-eco"

Pods Project: openshift-adp +
Deployments
DeploymentConfigs Edlt ConflgMap
Config maps hold key-value pairs that can be used in pods to read application configuration
StatefulSets
Secrets Configurevia: @ Form view YAML view
ConfigMaps
Name *
CronJobs je-st J¢ fig
lobe A unique name for the ConfigMap within the project
DaemonSets J Immutable
Immutable, if o true, ensures that data stored in the ConfigMap cannot be updated
ReplicaSets
Data
ReplicationControllers
Da e ti t n UTF-8 range

HorizontalPodAutoscalers
PodDisruptionBudgets Key *

change-storage-class-configyam

Virtualization
Value
Overview
Catalog Drag and drop file with your value here or b

version: vi
VirtualMachines resourceModifierRules:

- conditions:

Templates

P Y T AP Ry P AP, Tymrn, ey Juon

InstanceTypes © Add ke

ERBVECE RS I RV T AR (S 175 E):
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# kubectl describe cm/change-storage-class-config -n gpenshift-
adp

Name : change-storage-class—-config
Namespace: openshift-adp
Labels: velero.io/change-storage-class=RestoreltemAction

velero.io/plugin-config=
Annotations: <none>

Data

change-storage-class-config.yaml:
version: vl
resourceModifierRules:
- conditions:
groupResource: persistentvolumeclaims
resourceNameRegex: "“rhel*"
namespaces:
- virtual-machines-demo
patches:
- operation: replace
path: "/spec/storageClassName"
value: "ontap-nas-eco"

BinarXData

Events: <none>

BIEERAY, HECEMSTFN AR REMTRN, T MRHELFFEHIFMEXKAMEEFR. KBNBEHERF
RFER BB IIONTAP NASEDS,

T2

BIMEVM. 157EVeleross FITHREPER U TG<:

#velero restore create restorel --from-backup backupl --resource

-modifier-configmap change-storage-class-config -n openshift-adp

VMR R E 5ERZEZEONTAP NAS-ECOBEEEERN G =8,




Project: virtual-machines-demo
Disks ®
Disks
Add disk
Network f
Y Filter « Sear v name. Mount Windows drivers disk
hedt ]
Name 1 Source Size Drive Interface Storage c...
Environment
cloudinitdisk Other - Disk
Scrint
ki disk1 m rhel9- 3175 GiB Disk virtio ontap-nas-eco
lemo-
rootdisk @ rhel9- 3175 GiB Disk virtio ontap-nas-eco
bootable demo-vml

{EAVelerofffrE QMM E

llES=gn)
ERILAEROCH $1T R E T AWM & HCRIT MR R (5 5E.

oc delete backup <backup CR name> -n <velero namespace>

R IEERFRF D CRHMIBRXBRAIIT REMEEIE. AT LUEAVelerom 1TRE T ERITILIZIE
REBHRIRB N EmSITRE "VeleroX 4",
fEAVelerom LITREMITUATHBRH S

velero backup delete <backup CR name> -n <velero namespace>

el LUEF Velerodr 1T R EMIFRIRE CR
velero restore delete restore --namespace openshift-adp

Ea] LUIEBocin < U R UIRIFIEECR

oc delete backup <backup CR name> -n <velero namespace>

21


https://velero.io/docs/v1.3.0/basic-install/#install-the-cli
https://velero.io/docs/v1.3.0/basic-install/#install-the-cli
https://velero.io/docs/v1.3.0/basic-install/#install-the-cli
https://velero.io/docs/v1.3.0/basic-install/#install-the-cli
https://velero.io/docs/v1.3.0/basic-install/#install-the-cli
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