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No.

Time
380 9.218014
381 9.2184880
382 9.218641
397 9.369035

IP addresses of the NFS client and CVS instance

Source

10.193.67.225
10.193.67.219
10.193.67.225
10.193.67.219

Destination

10.193.67.219
10.193.67.225
10.193.67.219
10.193.67.225

Protocol
NFS
NFS
NFS
NFS

Length
346
426
370
458

Genericized NFS call/reply

Info
V4 Call (Reply In

381)

iV4 Reply (Call In

ELE))

V4 Call (Reply In

V4 Reply (Call In

397)
382)

Frame 381: 426 bytes on wire (3488 bits), 426 bytes captured

Ethernet II, Src: IntelCor_7f:da:bc (9@:e2:ba:7f:da:bc), Dst:

Internet Protocol Version 4, Src: 10.193.67.219, Dst: 10.193

Transmission Control Protocol, Src Port: 2049, Dst Port: 738, Seq: 6305, Ack: 6569, Len:

Remote Procedure Call, Type:Reply XID:8xef5e998d

(3408 bits)

.67.225

GSS-Wrap

Length: 3@

G55 Data:

Network File System
[Program Version: 4]

[V4 Procedure: COMPOUND (1)]

850467 f000000200000080025913451ee1d43d298cF3031..
krb5_blob: ©850467ff0000000000080000825913451ee1d43d298cf3031

LR Tirne Source Destination
33 8.958480 18.183.67.281 18.193.67. 284
] 34 @.958764 18.193.67.204 ie.193.67. 201
35 B.9592E4 18.193.67.281 i8,133.67. 284
y Opcode: PUTFH (22)
» Opcode: SETATTR (34)
w Opcode: GETATTR (§)

Status: NFSa_OK (@)

v Attr mask[@]:
+ reqd_attr:
» reqd_attr:
» reqd_attr:
» reqd_attr:

@xe@l109lla (Type, Change, 5ize, FSID, FileId)

Type (1)
Change (3)
Size (4)
FSID (&)

¥ reco_attr:
fileid:

Fileld (28)
S2322541365978925628

w pttr mask[1]:

VMware_a@:2c:2d (©0:50:56:a8:2c:2d)

360

G353 wrapped NFS calls/replies with no other identifying information

Profoced  Lemgth] Info

NFS 458 V4 Reply (Call In 32) OPEN StatelD: @x@481
NFS 384 V4 Call (Reply In 35) SETATTR FH: ©x6c@7318a
NFS 358 V4 Reply (Call In 34) SETATTR

8x88boed3a (Mode, Wumlinks, Owner, Owner_Group, Space_Used, Time Access, Time_Metadata, Time_Modify, Mounted_on_Fileld)

l ~ reco_attr:

Mode (337

» mode; @644, Mase: Unknown, Read permission for owner, Write permission for owner, Read permission for group, Read permission for Dthers]

» reco_attr:

NumlLinks (35)

2 rpca__..‘!‘.tr:

¥ reco_attr:

Owrier (36]

» fFattrd owner: roat@NTAP.LOCAL

Owner_Group (37)

fattrd_ownar _group: root@NTAP. LOCAL

» reco_attr:
» raco_atte:
» reco_attre:
¥ rECO_Attr:
» FECO_ATLr:

VMM£8#z O

KHEARIZRN—MRITRE. EREEMTUARINFTBIMZE O R (Network Interface Card. NIC) "/EZ+

(IH SRR HEMENIC LER

Space_lUsed (45)
Time_fccess (47)
Time_Metadata (52)
Time Modify (53)

Mounted_on_FileId (55)
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NFSv4 ACL5WindowsX44RACL (NTFS ACL)AF. EEEXMUIIINEE. BR. TEZMMUNASIFIEH. R
FZ1ENFSv4.1 ACL. MEERBIENIMYiER(E—4BEHBINFSFISMB). NIEFASMB2.0X EShRAsHIE -
IR EBIIWindows Z £ iEM R EH I EIEACL,
NFSv4.1 ACLIY T {E/RI2
EXTUTANBURSE !

* *IFREHIFIFR(ACL). *INPRF BRIFIZR,

* IR HIZ B (ACE), *FIRAN—MUREE,
YR P IRTESETATTRIEERRIE A EIEENFSV4.1 ACLES, Cloud Volumes Service SEXN R FIFEILACL. A
BT AIMBACL, MRXHEBACL. NIXHHEANERFESFIEEQ@. HQMFIEA@ITERSH. WEX
4 L FEEAIMBRSUID/SGID/AS L. ENARASZ R0,
MR E F imfEgetattri@ERAEIFRENSC 4 HINFSV4.1 ACL. MICloud Volumes Service 1B 5% 3R X Bk
BINFSv4.1 ACL. #JIRACEFIRHIGZFIFRIREILEFim. WNRXHEBNT ACLEEIN(I. NEFERRI(IE
EBACLHIEHIREILE Fif.

NRACLARFTEIEAACE. NIEAISR); WRFEAITACE. WRFILIENIR, BE. NRACLHEREFEE
fRJACE. MipieE 24%ELE,

RZEHIARFTHR—1MNLLACL (SACL)FI—NEHIACL (DACL)4ERR. HNENFSv4.15CIFS/SMBEE{E. NMIDACL
B E5NFSVAFICIFS#IT—x—Akst, DACLEHALLOW ACEFIDENY ACE4E K,

WRIEIRE TNFSvA.1 ACLIMIXX I XK _LiEiTR AR chmod'. NEEEBMEHRFFHACL. ESERERIA
FrEE@. H4@. ™A@ ACL.

fEFANFSV4.1 ACLIVE P inr] IN AL ERXH B RIEEMEBACL, TEBACLHBRFEIEMXHETFE
RIS, ZHNRBGHERACLREIRIC IR BIFIBACE "HAIRE"

NRXHHEREBNFSV4.1 ACL. NTILERM- MR B R BRI LUERIZACLEESAR,

RERXEREBINFSv4 ACLNACERN T IEMBVMFEITS. XHHMBRMIUFAXLEACE (FIREFEHITELHE
£5)o

ERIENFSVAIERBIBXX e B RIT. ERBIXHEE R EMACLEUAT X2 IEREESACLIEZ XN EETR
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HEUNIXSHFIRR. ACLIEEURTFRBREGTABACL,

* INRIBEREE ACL , MEFEMAZACL,

* INRILERNEEVRA UNIX XEFIHERERE, HFERXEREE ACL, NISFEARFPIHEHENIGETTE
UNIX XX Hi51RI PR

* NRILERNEEREUNIXARRRIR. HAERBREERATHEARIACL. NRRIEEZZBA IIERAVRI
AR RIKEIIAACL,

* FIRIBERNXEETTE UNIX XEIGERR, EREREF ACL, NRERXBRK ACL 1Y ACE EfER
EHRBAATSHITING, XA ERMSHEXLE ACE .

ACERR

NFSv4.1 ACLARER—RFIA/NEFEHE (0 rxtney ) KiZHiA10), BXXEFZRENFAEE. 5B "I
fa]: {EFANFSv4 ACL"

BHBumaskHACLZtEMINFSv4.1 ACLTTH

"NFSv4 ACLAJZEHACLLEATNEE"s ACLAR A ZISTEIRE TNFSv4.1 ACLEYXT R T IR S5 X432 7] LURE
HYEC B 4Kk ACL "ACLAKEATE ",

"umask" AFITHIE B RP OB G X G LMEEEE R TTNERS. ZHAE R T. Cloud Volumes
Service A FumaskBEHAKBIACL. XEFNEAAIITH "RFC 5661"

ACLI&I 1L
NFSv4.1 ACLR B ENR. UTRHIRMNXHIRERACE:

A::ldapuser@domain.netapp.com: rwatTnNcCy

ERREIERELLTACLARTUEN

type:flags:principal :permissions

KR RTN"DIF. EXMBERLT. FRIGEDFEINS. BAEEREH. HEFEEHE, Lt BTACE
FREZEFH. ALEHREFIZITE. BANFSVA.1ACLIFMER. 1BER
"http://linux.die.net/man/5/nfs4_acl",

SNRNFSv4.1 ACLIRE R IEH(E T P IRMARS BT EEMBIMFRTH). MACLEIRETAIZTERIETT. B0
EACLENAIRET AN AH 5| & E1Ro

TR EE!

Failed setxattr operation: Invalid argument
Scanning ACE string 'A:: user@rwaDxtTnNcCy' failed.
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a2k

NFSv4 1RRAI ABFEFREE. AMAMEANENIELREE. XEEANFSv4.1 ACLdefault-deny. XEKE
SNRACEREFHHIE FACL. MESELIZACL, ERIELBEMESBEEMIAACE. TREXNERIEER.

deny ACEfEFBEMARIE DR E,

EUTRAIR. BQAVFFIEIFREFHRITNR. BIELFREE NI,

sh-4.1S nfs4 getfacl /mixed
A::ldapuser@domain.netapp.com: ratTnNcCy
A: :OWNER@: rwaDxtTnNcCy

D: :OWNERQ@:

A:g:GROUPE:rxtncy

D:g:GROUP@:waDTC

A::EVERYONE@:rxtncy

D: :EVERYONE@:waDTC

MR AR GIELACE. RNENRIREREMRAMES; TEAME XA IFACLEHIRTEL, MNRIRETIE
LEACE. MTEAFAERFHIMIRE. AJee=ELERE 7R,

R —HACERE FRIIFRI755. XERE!
* FREERA TR,

* HEARIB,
* HttAF Rk

BRE. BMENRIFRA7T75FMAIR. HiEBEJgEEE NI Everyonelg B 7 B RIELMRIEL,

NFSv4.1 IDIBRET AKX F

NFSv4.17) B IDIEMEHZEEANREE. BEERIEEIHIARINFSVA 1EHNE R 2 W2 IFrEMN S5,
EXLFRT. NFSVA1ZFIHIAR ZBMABIFMII— N BFEFRIBEFEHE KX EICloud Volumes Service
52l WNRIEFR/AARTFNDERTRASAICE. Mtk /BB EH R AR i L

HY* /etc/idmapd.conf X4 HFEEHIBRIAnobody FA F o

ERRIEFHETNE. SEFEAILIDFENSR. LHIEEMFANFSv4.1 ACLH/EKerberosht, Altt. BEfREF
im#MCloud Volumes Service ZBIFY—1%. LAIEMETRAPMARTRE D, DAEELDAPARS B[R ERIRIRS
RSS2 KHIK R

Cloud Volumes Service {ERERASZAIAIDIEZ & defaultvdiddomain.com’s NFSE FimiIIDIEZ 1% B 2RIAIDNS
&, BEALUE fetc/idmapd.conf B FERNIEEEIDERZ,

NER7ECloud Volumes Service F/2F T LDAP. NICloud Volumes Service =B &hiENFS IDIf{ERAIDNSH
BERIFEENNS. HEZRFPHRAZERNH. BFRIEE(1ERARENDNSIFHIERZ T,

SR Cloud Volumes Service A] LU st K4S LDAPR AR ZAZFR. NSERIEFRAH. mALEN

1D EHFE I JInobody, IR Cloud Volumes Service A M XTI LDAPHFIRAZ AR BHAZFR. M(E
F#FIDE. NFSEFim=IEMRITLLZIR(XIEMFNFSVIITH).

23



MBEREREFIHAINFSv4.1 IDIE LLITAZCloud Volumes Service HIEEFEANNEA. EEBEIUTTN:

* 7£Cloud Volumes Service R E A7 B RUNIXF P A4 (A0EAUNIXFE P AE A E X Broot) 1 # 3Rl
i Anobody B,

* WENFSEFi#FICloud Volumes Service Z [BIRIDNSIEAE. M EEBLDAPE BHIUNIXFE T4 (3N
R Cloud Volumes Service L& A LDAP) R R HI 12 /Inobody,

* RB IS B EILDAPS BBUNIXA R AR M F IDEHBENAINFSE Fih LIRERNBR, WREFiELE
7[' SEFEEABRTR. MNERHFID,

THESRT ERBERER

# 1s -la /mnt/home/profl/nfs4d/
total 8

drwxr-xr-x 2 nobody nobody 4096 Feb 3 12:07

drwxrwxrwx 7 root root 4096 Feb 3 12:06

-rw-r--r-- 1 9835 9835 0 Feb 3 12:07 client-user-no-name
-rw-r--r-—- 1 nobody nobody 0 Feb 3 12:07 ldap-user-file
-rw-r--r-- 1 nobody nobody 0 Feb 3 12:06 root-user-file

NRE P um DIEAARSS 25 IDIRILES. WAARX TR ERA VAT

# 1s -la

total 8

drwxr-xr-x 2 root root 4096 Feb 3 12:07

drwxrwxrwx 7 root root 4096 Feb 3 12:06

-rw-r—--r—— 1 9835 9835 0 Feb 3 12:07 client-user-no-name
-rw-r--r—-- 1 apache apache-group 0 Feb 3 12:07 ldap-user-file
-rw-r--r—-- 1 root root 0 Feb 3 12:06 root-user-file

BRIEREER UK NEHRIEFBIFAER. IS "NFSv4. 14 Inobody A /4H, "

Kerberosf{k#fix %
WNREIHXINFS{ERKerberos. MICloud Volumes Service A MEE LU TEE :

* Kerberos43 & 0k 55 (KDC)&Active Directoryis;

* Active Directoryl®l. EFRFIAREMIET TH XLDAPIIEERIUNIX{S B (Cloud Volumes Service FIKINFS
KerberosTEE A F SPNEIUNIXF FBRETA BEIE BiETT. )

* B7£Cloud Volumes Service S2ffl_ = FALDAP
* DNSHRZSHYACtive Directoryi3

NFSv4.1#lnobody A F/4H

NFSv4. BB RE IRz —&. MRFIRBFER IS BREXH X HFKE T user: group” combination
of nobody: nobodyo,
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a0

sh-4.2$ 1s -la | grep profl-file
-rw-r—--r-—- 1 nobody nobody 0 Apr 24 13:25 profl-file

#FIDF99°,

sh-4.2% 1s -lan | grep profl-file
-rw-r--r-— 1 99 99 0 Apr 24 13:25 profl-file

ERLERT. XGrIRaERERNEE. B2 ETR4A nobody',

sh-4.2$ 1s -la | grep newfilel
-rw-r--r-—- 1 profl nobody 0 Oct 9 2019 newfilel

EAREIE?

NFSv4.1%89 nobody' FBF 5 nfsnobody FBF R[El, ERILIETT id S KEENFSE P imilfiRs IS N B :

# i1id nobody

uid=99 (nobody) gid=99 (nobody) groups=99 (nobody)

# id nfsnobody

uid=65534 (nfsnobody) gid=65534 (nfsnobody) groups=65534 (nfsnobody)

fEFANFSv4.16%, “nobody' FiF 2 idmapd.conf XHEXHIEIANAF. Al EXAEFERIERBF,

# cat /etc/idmapd.conf | grep nobody
#Nobody-User = nobody
#Nobody-Group = nobody

Nt ASRERXMIBR?

T BT RINFITRRGSEI R EMEENFSVA. HRERIRBER. Flt. MRBMFFFEALAE. WBAIATHZ
Rz P aR b Ry @ B TT A 0] B P AN PR BSOS M SR BI B P

NRIETEX I RFEEIAFM/ELER nobody'. MXEHEEHRENFSV4 1HNELERBEERY, KoK/
SR LATELE A &4 1 Ao

FE0. w5 usert @CVSDEMO.LOCAL (uid 1234, gid 1234)IE7EiAiE]SH. M Cloud Volumes Service WAZEE
5+ Fusert@CVSDEMO.LOCAL (uid 1234, gid 1234), %1% Cloud Volumes Service HHIFHF
JJUSER1@CVSDEMO.LOCAL, NMALEKREBRF15NERF1). EFZFER . BUERFHLEER
XHEFREIUTHREA:
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May 19 13:14:29 centos7 nfsidmap[17481]: nss getpwnam: name
'root@defaultv4iddomain.com' does not map into domain 'CVSDEMO.LOCAL'

May 19 13:15:05 centos?7 nfsidmap[17534]: nss getpwnam: name 'nobody' does
not map into domain 'CVSDEMO.LOCAL'

B IHMRS SO NEEAFPRIEMIIFAERNAR. BlEATREUTHS.. LBREFPIHEIINARP
5Cloud Volumes Service EEIFVAF EEGMHEREE .

* *NFSv4.x IDig, *&FPPif:. idmapd.conf file; Cloud Volumes Service 3 defaultv4iddomain.com’. &
FFIER. NRIELDAPSNFSvV4A. 1454, MICloud Volumes Service 235 IDIE 8 X I DNSHE g Fir (s
B, Zis 5ADIEAEE,

CHRPZNMFID, “XRETEFHEHRBFINMUE. HFARMIRSHXEE—client: “nsswitch.conf
/e A< passwdFlgroupXf4F; Cloud Volumes Service R AIFEXRILIEE. BEEALDAPESBEEHE
AN E R,

* MARMAMEFID, “XRE T EF WERARMNMUE. HABRBMARS FFXEE—Cclient: "nsswitch.conf

/e A passwdFlgroupXf4; Cloud Volumes Service R AIFHERILIEE. ESERERALDAPEBEIEHE
AIEECEA,

FENLFFRERAT. NREEFFIHRNAFRMATIRFPEE nobody'. MRIFER K7ECloud Volumes Service
FINFSE Fim Z B # 1 TR NABHIDER, EE%XMWER. BFERALDAPER FimfCloud Volumes
Service Z [Elf#ft AR FAE R

BEXAE ENFSVA 1B TIRIDE S S
NRIEFERANENFSA. 1. MISTENFSIZIERREHITRFR-F AT, a0 EFmA,

FRT £/ Ivar/log/messages’ B A BENFSv4 IDIYAEFEIR Z45h. EE B LUER "nfsidmap -I" Sa IAE BRILE
FAFR & B IEMIRST EINFSv4i,

fFlan. X2 FiEAMAEF LUK Cloud Volumes Service IHRINFSv4A x3EH e SR

# nfsidmap -1

4 .id resolver keys found:
gid:daemon@CVSDEMO.LOCAL
uid:nfs4@CVSDEMO.LOCAL
gid:root@CVSDEMO.LOCAL
uid:root@CVSDEMO.LOCAL

MBENFE P RIEHBBRSTREINFSVA. 1 IDE(TEAFIF A netapp-user’). MEEiXipaE—EHHAEE N 4.
RASRTEA N E 2 EC nobody: nobody’,

26
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# su netapp-user

sh-4.2$ id

uid=482600012 (netapp-user), 2000 (secondary)
sh-4.2% cd /mnt/nfs4d/

sh-4.2$ touch newfile

sh-4.2$% 1s -la

total 16

drwxrwxrwx 5 root root 4096 Jan 14 17:13
drwxr-xr-x. 8 root root 81 Jan 14 10:02 ..
-rw-r--r—-— 1 nobody nobody 0 Jan 14 17:13 newfile
drwxrwxrwx 2 root root 4096 Jan 13 13:20 gtreel
drwxrwxrwx 2 root root 4096 Jan 13 13:13 gtree2
drwxr-xr-x 2 nfs4 daemon 4096 Jan 11 14:30 testdir

nfsidmap -1 WMHSERBLETRAF pcuser. EASE/R netapp-user' ; XEH (1S H RN FHIE
ZAF(65534)0

# nfsidmap -1

6 .id resolver keys found:
gid:pcuser@CVSDEMO.LOCAL
uid:pcuser@CVSDEMO.LOCAL
gid:daemon@CVSDEMO.LOCAL
uid:nfs4@CVSDEMO.LOCAL
gid: root@CVSDEMO.LOCAL
uid:root@CVSDEMO.LOCAL

SMB

"SMB" xE'EMicrosoftFEE’\J—ﬂll_.l X HZ N _h_l_LXi(ﬂjj%’l\SMBﬁF' mE it %
PREF/ASHIRIE. SR, BIEMXHFHE, XHFMXHRBEIHZEIMATFin. &
EAURESMEZE M. #Lﬂ,\;Q&nM‘WEhT L a3 Hl, SMB—JL,GxET tea R Y
THEHMNEAEF . 823 EWindows. AppleflLinuxZ F i,

Cloud Volumes Service 23FSMB 2.1F13.xhRZsHI 1%

aEEIISMBHE

* YWindows P &i53KiA1E]ICloud Volumes Service &Y. Cloud Volumes Service ={#HCloud Volumes
Service BEIEAACERN G EZEIHUNIXEF &.

* YNREZE T IMBUNIXZ 1R IHIZF(LDAP). FBWindows/UNIXFFP Z4EE. MWindowsFFP&%1: 188
SEUNIXERFRA. MEETAEMESE. BRLDAPE. Active Directory i FHE AP AN RAVXLEUNIX
B,

* TNRWindowsZ FFFIUNIXZFRARITED. M 4AUELDAPERE H 721 Cloud Volumes Service {#FALDAPSZ FRAk
SEE(ES I —T) "EHLDAPHITIEX FRZ FRERET™) o
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* INRKMEHALDAP. NIWindows SMBFAF &BR54ZICloud Volumes Service F174 /3 pcuser FIZRIAZSHIUNIX
AR, XEKREETZMIUNASIFIER, BEYE) pcuser BIA P EWindows B AR AISUNIXFRENE T
A9 peuser’s “peuser LA ZLinux I EAEY nobody’ A (UID 65534).

ENEASMBRIEREF. NHE#1T pouser G, BXEXREE. FAWindowsFIFMBEMBENRSERETR. 7
BRI ERASMBRYEHITNFSIAE, thoh. (NSMBETE IR G TR IANFSEIN NN E.

Windows#|FKerberos 5Active Directorylfii= Iz #t TP B BHRIE. XFESAD DCHITHF B/ZEBA
#i. AD DCfiiFCloud Volumes Service J2fjl5MEB, INERSMBE Fim{E A \\servername’ UNCER1ZEHE LT
&, NI&fERKerberos {933 :

* RSS2 B MIFTEDNS A/AAAASKE

* RS 2B[ B MMFEEMAISMB/CIFSIAIRISPN
B#ZCloud Volumes Service SMBEEY, RARIRB—THHEX SIEZEITENMKA ZFE " (Cloud Volumes
Service TEActive Directory FEIERAT) o " ZITENKF Bt ASMBHRZ R EEFE. FHCloud
Volumes Service FI|FEIZSDNS (DDNS)ZEDNSH SEZHNEHIA/AAAATIPTRE B .. HEITENMKF A L6152
WERSPNEHE,

() =oPTREE. DNSHR%E EXAEFECIoud Volumes Service SIPHILHIR FZEHIK

f5la0. ttCloud Volumes Service AL TFTUNCHEERR: \\cvs-east- 433d.cvsdema.localo

7EActive Directory®. X£t=2Cloud Volumes Service A FHISPNH :

PS C:\> setspn /L CVS-EAST-433D
Registered ServicePrincipalNames for CN=CVS-EAST-433D,CN=Computers,DC=cvsdemo,DC=local:

HOST/cvs-east-433d.cvsdemo. local
HOST/CVS-EAST-433D

XEDNSIER/REEKRLER:

PS C:\> nslookup CVS-EAST-433D

Server: activedirectory. region. lab. internal
Address: 10. xx.0. xx
Name : CVS-EAST-433D.cvsdemo.local

Address: 10. xxx.0. x
PS C:\> nslookup 10. xxx.0. x

Server: activedirectory.region.lab.internal
Address: 10.xx.0.xx
Name: CVS-EAST-433D.CVSDEMO.LOCAL

Address: 10. xxx.0. x

o#&. AILLUEIT7ECloud Volumes Service FASMBHEZ B A/ERSMBINZE RN AE Zihn)iTHl. iNRHEHP—
PN EARLZIFSMBINZE. MR RIFAIE,

fEFASMBR& 54

AERLERT. NESRLHAFHECloud Volumes Service ERMNITENMKA BT, N2 HTFLELEE, &
HERT. Erlie R ASERAFPIRE—EEENIHRERR, EXMERT. B LEIESMBRIZ,

28



NREHSMBEERZAIESZ. ATUFFADNSHFHCNAMEIER. g0, MNREBFFAZIR \\cifs Kifaltt

2. MAR \\cvs-east- 433d.cvsdema.local’. B EFEHKerberosH1450IE. NIDNSHIERIIBA/AAAAIR

RHICNAME AR INEIINA tH BEAIK P I E i SPN R £ {ftKerberosifinlo

cifs Properties

Alias (CNAME)  Security

=

Alias name (uses parent domain if left blank):

X

Fully qualified domain name (FQDN):
cifs.cvsdemo.local

CVS-EAST433D.CVSDEMO.LOCAL

OK

X AINCNAME/GE R BIDNSIEMEHLER

Fully qualified domain name (FQDN) for target host:

Cancel

Apply
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PS C:\> nslookup cifs

Server: ok-activedirectory.us-eastd4d-a.c.cv-solution-architect-
lab.internal

Address: 10. xx.0. xx

Name : CVS-EAST-433D.cvsdemo.local
Address: 10. xxx.0. x
Aliases: cifs.cvsdemo.local

X ANNFSPNZERMAISPNEIf:

PS C:\> setspn /L CVS-EAST-433D
Registered ServicePrincipalNames for CN=CVS-EAST-433D,CN=Computers,DC=cvsdemo,DC=local:
cifs/cifs.cvsdemo. local

cifs/cifs
HOST/cvs-east-433d.cvsdemo. local
HOST/CVS-EAST-433D

TEEEERIRP. RITIUERSCNAMESSERSPNEERIEREIER.

431 4.156722 SMB2 308 Negotiate Protocol Response
432 4.156785 SMB2 232 Negotiate Protocol Request
434 4.1581e8 SMB2 374 Negotiate Protocol Response
435 4.160977 SMB2 1978 Session Setup Request
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List folder contents
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Backup Users

Provide a comma separated list of domain users or a domain group name that require
elevated privileges to access volumes created by Cloud Volumes Service.

~ Accountnames
administrator,cvs-sve

Security Privilege Users

Provide a list of comma separated domain user accounts that require elevated privileges
to manage security log for the Active Directory associated with Cloud Volumes Service.

~ Accountnames
administrator,cvs-sve
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Backup Operators Properties ? X
General
@II Backup Operators
Description: ‘ Backup Operators group
Members:
&', CVSDEMO\Administrator
& CVSDEMOl\cvs-sve
Changes to a user's group membership
Add... Remove are not effective until the next time the
user logs on.
OK Cancel Apply Help
TRETTEIABUILTINAMFIR AR BIARINBI A F /4,
ZHI/BUILTINZA EININD A
BUILTIN\Administrators * I\ IR 5
BUILTIN\Backup Operators* I
BUILTIN\guests B\ F R
BUILTIN\Power Users I
BUILTIN\DomainFi E\E AR P

*4B R B3R A& TECloud Volumes Service Active DirectoryiE 280 & 5,
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ERILEMMCE AR EE AP MALURARS). [EREETELTH & PARINEMIBRN R EE AR 51 Mo

ARINERT. REHEBERANEERA SR

Al f&TE BRI E,

& Computer Management (CVS-EAST-C20B) |

27 NZICloud Volumes Service FRYBUILTIN\AdministratorszH, B

Hame Full hame Description 3 Conpuitar Minsgenment (V- EAST-C20E) | name Description
~ 0 System Toals B Adminastrator Built-in administralor account = §l System Tools | sy Built-in Ad!
+ () Task Scheduler () Task Scheduler | & Users A ek
; Em":m ; Evenk Vigwer !*Gur&h Built-bn Gisests Grodp
. Sl.m;i":lam .. gu;d Tekin I@mm Restricted administrative privileges
t Sesshans : Sn::ns i*eodlun Crperators Backup Operators group
a Open Files ] Open Files
~ ¥ Loeal Usors and Grougs « % Local Uers and Groups
. Users 2L e
2 Groups | Groups
Administrators Properties ? X
General
$I| Administrators
1
Description Built-in Administrators group
Members:
A Administrator

CVSDEMO\Domain Admins

Changes to a user's group membership

Add.. Remove are not effective until the next time the
user logs on.
OK Cancel Apply Help
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@ Shares
] Sessions
| Open Files
» ¥ Local Users and Groups
) @3 Performance
-.'..; Device Manager
‘;‘_,,"i' Storage
s Services and Applications
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& Computer Management — O w
File Action View Help
& HHE 6= 5|
2 F!O"”F‘Uter Management (CV5-EAST-C2DB) Share Name  Folder Path Type # Client Connections Description Actions
v [l SystemTools g5 S A Windows 0 Shiates =~
) @ Task Scheduler . . y . ) —
| cvs-parisi Chevs-parisi Windows 1 M v »
Event Viewer . ore Actions
. a2l dgeyer-sm.. C\dgeyer-smb-test ~ Windows 0
~ a| Shared Folders iy i
Al ipcs Windows 2




& Computer Management
File Action VYiew Help
o 2 = BE

& Computer Management (CVS-EAST-C208)
v il System Tools
(2 Task Schaduler
Event Viewer
v | Shared Folders
g% Shares
. Sessions
. Open Files
* Local Users and Groups
@.‘ Perfarmance
,!. Device Manager
+ 9 storage
_{!} Services and Applications

Liser

5 pans|
& parisi

Computer

ok-activedi..
ok-activedi..

Type
Windows
Windows

# Dpen Files Connected Time ldle Tim

2 011515 Q00000 |

3 010108 003258
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FAF 2 FRBRETRY(E
uID EXUNIXAF &, FREERIUNIXAF &

Cloud Volumes Service HFI ASTELDAPE A FEAIFEILR. EtbZ L DAPIFIE T A1ELDAPH: & T E AP
EEiE T,

UTFRGIERT —1NR 7 unymmetric’. UNIXE A3 unix-user WP . UK MSMBHINFSE N\ X HBIHITT .

TE /R T LDAPEMTEWindowsARSS 28 P HISMNE.
asymmetric Properties ? X

Published Certificates Member Of Password Replication Dialkin  Object

Security Environment Sessions Remote control
General Address  Account Profile Telephones Organization

Remote Desktop Services Profile COoM+ Attnbute Editor
Attnbutes:

Attribute Value £

name asymmetric

objectCatego CN=Person,CN=Schema,CN=Configuration,

objectGUID de489556-dd7b-43a3-98fa-2722f79d67ed

objectSid S-1-5-21-3552729481-4032800560-2279794

primaryGroup|D 513 = (GROUP_RID_USERS)

pwdLastSet 1/19/2017 1:56:34 PM Eastem Standard Tim

replPropertyMetaData  AttID Ver Loc.USN Org.DSA
|_sAMAccountName ___asymmetric _

sAMAccountType 805306368 = ( NORMAL_USER_ACCOUN1

Udumcuser

uidNumber 1207

AENFSE i, ol IEIHUNIXZFR. BFREEEIHWindowsZFR:

# id unix-user

uid=1207 (unix-user) gid=1220 (sharedgroup) groups=1220 (sharedgroup)
# id asymmetric

id: asymmetric: no such user
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sh-4.25 pwd

/mnt/home/ntfssh-4.2$ touch unix-user-file

sh-4.2$ 1ls -la | grep unix-user

—TWX—————~— 1 unix-user sharedgroup 0 Feb 28 12:37 unix-user-nfs
sh-4.2$ id

uid=1207 (unix-user) gid=1220 (sharedgroup) groups=1220 (sharedgroup)

EWindowsE FirH. ERIUEEIXAEEBIRENIEMRIIWindowsAF :

PS C:\ > Get-Acl \\demo\home\ntfs\unix-user-nfs | select Owner

Owner

NTAP\asymmetric

MR, WindowsF " JEXFE MSMBE F iR 82X IE B RIEMBIUNIXFRIEE. MLLTFXXAFiRo

SMB:

PS Z:\ntfs> echo TEXT > asymmetric-user-smb.txt

NFS :

sh-4.2$ 1s -la | grep asymmetric-user-smb.txt

“TWX—————— 1 unix-user sharedgroup 14 Feb 28 12:43 asymmetric-
user-smb.txt

sh-4.2$ cat asymmetric-user-smb.txt

TEXT
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https://cloud.google.com/vpc/docs/private-services-access?hl=en_US

* NetApp F=aa3ty
"https://www.netapp.com/support-and-training/documentation/"

* INZRIEIEREIRIT§I—NetApp CryptoMod
"https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4144"

* BRTHRURHBINetAppRTT S

https://www.netapp.com/pdf.html?item=/media/16716-sb-3938pdf.pdf&v=202093745

* TR-4616 : ONTAP HJ NFS Kerberos

https://www.netapp.com/pdf.html?item=/media/19384-tr-4616.pdf
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