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ZPEFRAKAMETZER Jenkins CI/ICD Ei&: X NetApp B9
Red Hat OpenShift

EBNEBT S Jenkins EPBIFLLER / FHETHEIFZE (CI/ICD ) BEEURIERRARISZITHTE,
tll32 Jenkins ZBEFAEMNARR
EoEEE Jenkins NEERFIENZER, BMUATTE:

1. BlIIE—12 7 Jenkins FIFRINE,



Create Project

Name *

Jenking|

Display Name

Description

Cancel

2. 7EbR GBI, FAMERKAMEMEIEET Jenkins o BXHF Jenkins 2, ERIE PVC . SME
"Storage">"Persistent Volume Claim " , $A/5E8. "Create Persistent Volume Claim " , iEFERIERITFE

£, WFRXALEFHERZINZE Jenkins , EEEHNA/NMIARIER, AEREEIE.



Project: jenkins «

Create Persistent Volume Claim Edit YAML

Storage Class

@ basic -

Storage class Tor the new claim.

Persistent Volume Claim Name *

jenkins

A unigue name for the storage claim within the project.

Access Mode *

8 Single User (RWQ) () Shared Access (RWX) () Read Only (ROX)
Fermissions to the mounted drive.

Size *

10d GIB

Desired storage capacity.

[l Use label selectors to request storage

Use label selectors to define how storage is created.

ERKAMFEEE Jenkins
EEAXA NS Jenkins , BT THE:
L EELA, BRENEBRERNFARAR. 8F +Add , ABMKBRFERE, 7E Filer by Keyword 27,

2 Jenkins » 1%E#F Jenkins Service with Persistent Storage o



Project: jenkins =

Developer Catalog

Add shared apps, services, or source-to-image builders to your project from the Developer Catalog. Cluster admins can install additional apps which will show up here automatical

I All ltems All ltems
Languages
{enkins Group By: None
Databases
Middleware
Cl/CcD

Other @ Template @ Template @ Template

Jenkins (Ephemeral)

Red Hat, Inc

Type Jenkins Jenkins

¥ Operator Backed (0) provide ided by Red Hat, Inc

ed Hat, Inc pr

[ Helm Charts (0)

@ Builder Image (D)

Jenkins service, with persistent
storage. NOTE: You must have

persistent volumes available in..

Jenkins service, with persistent
storage. NOTE: You must have
persistent volumes available in...

Jenkins service, without
persistent storage. WARNING:
Any data stored will be lost upon...

@ Template (4)

Service Class (0)

@ Template

Jenkins (Ephemeral)

provided by Red Hat, inc

Jenkins service, without
persistent storage. WARNING:

2. B KHILIER o

Jenkins X
Provided by Red Hat, Inc.

Instantiate Template

Provider Description

Red Hat, Inc.
Jenkins service, with persistent storage.

Support

Get support MNOTE: You must have persistent volumes available in your cluster to use this template.
Documentation

Created At

https://docs.okd.io/latest/using_images/other_images/jenkins.htm| &
@ May 26, 3:58 am e S i

3. BRINBERT, RARIER Jenkins LARRFINIFAER, RIBENEKX, BRSHHRTOE, HITRE6
#EX#F OpenShift E#I Jenkins FRBHIFRE &R



Instantiate Template

Mamespace * Jenkins
jenkins - INSTANT-APP JENKINS

View documentation® Get support g
Jenkins Service Name

jenkins Jenkins service, with persistent storage.

The name of the OpenShift Service exposed for the Jenkins container, MOTE: You must have persistent valumes available in your eluster to use this template.

Jenkins JNLP Service Name

jenkins-jnip The following rescurces will be created:
The name of the service used for master/slave communication. » DeploymentConfig
@ : » PersistentVolumeClaim
Enable OAuth in Jenkins « Roleinding
true = Route
= Service

Whether to enable OAuth OpenShift integration. If false, the static account "admin’ will
be initialized with the password ‘password',

* ServiceAccount

Memory Limit
=

Maximum amaount of memary the container can use,

Volume Capacity *

50Gi

Wolume space available for data, eg. 512Mi, 2Gi.

Jenkins ImageStream Mamespace

openshift

The OpenShift Namespace where the Jenkins ImageStream resides.

Disable memaory intensive administrative monitors

false

Whether to perform memory intensive, possibly slow, synchronization with the Jenkins
Update Center on start. If true, the Jenkins core update monitor and site warnings
monitor are disabled

Jenkins ImageStreamTag

jenkins:2

Mame of the ImageStreamTag to be used for the Jenkins image.

Fatal Errer Log File

false

When a fatal error occurs, an error log is created with information and the state
obtained at the time of the fatal error.

Allows use of Jenkins Update Center repository with invalid SSL certificate

false

Whether to allow use of a Jenkins Update Center that uses invalid certificate (self-
signed, unknown CA). If any value other than 'false’, certificate check is bypassed, By
default, certificate check is enforced,

4. Jenkins Pod KAEE 10 2 12 H5hA BEH NFAERTS



Project: jenkins

Pods

Filter by name...

0 | CrashLoopBackOff | | 1] Completed 0 | Failed 0 | Unknown

1) Running | | O | Pending | | O Terminating

Select all filters 1of 2 Items

Name 1 Namespace Status Ready Owner Memory CPU

@ jenkins-1- @ jenkins < Running 171 G® jenkins-1 - 0.004 cores H
c77n9

5. Lk Pod i@, SMnZEl "Networking” (M48) >"routes" (B&H) . ZEFTFF Jenkins WD, BEEFN
Jenkins BREIEMHAT URL .

Project: jenkins =

Routes

Create Route Filter by name...

1! Accepted | | O] Rejected | | O Pending | Selectallfilters 1ltem
Name | Namespace Status Location Service
@ jenkins jenkins ® Accepted https://jenkins- ejenkms H

jenkins.apps.rhv-ocp-
clustercie.netapp.com &

6. HF7E0IE Jenkins N FETZFERTERT OpenShift OAuth , FHILiE&FHER OpenShift ER.



@ Jenkins £ 5T urr

Log in to Jenkins using your Openshift credentials

Log in with OpenShift

7. ¥ Jenkins ARZZ M if18) OpenShift BB,

Authorize Access

Service account jenkins in project jenkins is requesting permission to access your account (kube:admin)

Requested permissions

¥ user:info

¥ user:check-access

Allow selected permissions Deny

8. ILLATIE B IR Jenkins SRILTAHE. HFIHIVERIIE Maven REPhRAs, FEILIELTTR Maven T2k, SME!
Manage Jenkins > Global Tool Configuration , $A/57E Maven FAx@HE T Add Maven . BINZIREZFERR
MR, HHREEPBhERED, LEHREF.

Maven
Maven installations Add Maven

Maven
Name | o

¥ Install automatically @

Install from Apache
Version 383 ¥

Delete Installer

Add Installer ~

Delete Maven

Add Maven

List of Maven installations on this system



0. M7E, EWRILIBIE—MEERET CIICD TIFR. XL, BEHEANSEDNCIENIELSIETE,

@  kube:admin | log out

Jenkins ENABLE AUTO REFRESH

= New ltem ‘#add description

& People Welcome to Jenkins!
o Build History

Please create new jobs to get started.
e Manage Jenkins

&. My Views

,.\ Open Blue Ocean
‘1, Lockable Resources
4 Credentials

Bl New View

Build Queue =

No builds in the queue
Build Executor Status =

1 Idle
2 Idle

10. FRIRMBNE L, MAFMERR, EREE, ARREHE.

Enter an item name

sample-demo

Required field

‘_"\ Freestyle project
" This is the central feature of Jenkins. Jenkins will build your project, combining any SCM with any build system, and this can be even
used for something other than software build.

Pipeline
Juj Orchestrates long-running activities that can span multiple build agents. Suitable for building pipelines (formerly known as workflows)
] and/or organizing complex activities that do not easily fit in free-style job type.

] Multi-configuration project
| ! Suitable for projects that need a large number of different configurations, such as testing on multiple environments, platform-specific
builds, etc.

Bitbucket Team/Project
Scans a Bitbucket Cloud Team (or Bitbucket Server Project) for all repositories matching some defined markers.

g

=

= Folder

D Creates a container that stores nested items in it. Useful for grouping things together. Unlike view, which is just a filter, a folder creates a
separate namespace, so you can have multiple things of the same name as long as they are in different folders.

GitHub Organization
a GitHub organization (or user account) for all repositories matching some defined markers.

=
rranch Pipeline

5 a sot of Pineline nroiects aceording to detected hranches in one SCM renositony

N EFEEET R, MRBFERER- THRSES, % Github + Maven . KRB ET. REHRFRF.



General Build Triggers Advanced Project Options Pipeline

Pipeline
Definition Pipeline script

Script
v
4
s
6
7
8
g

1e
1=
12
= s
14 -
is
16 =
17

1~ node

Advanced...

def mvnHome

GitHub + Maven v | @

stage('Preparation’) { // for display purposes
// Get some code from a GitHub repository
git 'https://github.com/jglick/simple-maven-project-with-tests.git®
// Get the Maven tool.
Jf ** HNOTE: This ‘M3' Maven tool must be configured
o in the global configuration.

mvnHome = tool 'M3°

}
stage('Build’) {
// Run the maven build
withEnv ([ "MVN_HOME=%mvnHome"]) {
if (isUnix()) {
sh '"$MVN_HOME/bin/mvn" -Dmaven.test.failure.ignore clean package’
} else {
bat (/"#MVN_HOMEX\bin\mvn" -Dmaven.test.failure.ignore clean package/)

# Use Groovy Sandbox

Pipeline Syntax

Apply ‘

12. 8 Build now , TEEE, WEMKMEMREF L, TREMIBRIREH ERRERA

A al,

RERE/LD A



Jenkins sample-demo

& Back to Dashboard = =

Pipeline sample-demo
Status

~» Changes

u_) Build Now

(Y Delete Pipeline ==, | ast Successful Artifacts
A Configure - [ simple-maven-projeci-with-tests-1.0-SNAPSHOT jar 1.71 KB view
Ll
| Full Stage View s Recent Changes

@ Open Blue Ocean

~» Rename "
Stage View
€) Pipeline Syntax
Preparation Build Results
Build History trend =
25 45 69ms
find
@ # 7.9 P _-x o .
ay27 | i @ Ig 4s
: 08:53
[ Atom feed for all (] Atom feed for failures
D Latest Test Result (no failures)
Permalinks
« Last build #1),_1 min 23 sec ago
« Last stable build (#1),_1 min 23 sec ago
« Last successful build (#1), 1 min 23 sec ago
« Last completed build (#1),_1 min 23 sec ago

13. RERBLEEMEN, MoUEMDESERBHFTRANRYE, NMEIIFRERMFERT, BE
Recent Changes LUBRERS FoaihR4sHEEL BV E 2

10



Jenkins sample-demo

4 Back to Dashboard

Pipeline sample-demo

) Status
—» Changes
&) Build Now
(8 Delete Pipeline A=, Last Successiul Artifacts
.lr Configure [E] simple-maven-project-with-tests-1 0-SNAPSHOT jar 1.71 KB view
L) Full Stage View | ==#* Recent Changes
e [F—
ina Open Blue Ocean
> Rename -
Stage View
Q Pipeline Syntax
Preparation Build Results
Build History trend =
25 4s 86ms
find
2
o #2 T - &
. e 4s
@n May 27, 2020 3:53 PM 08:56
) Atom feed for all £ Atom feed for failures &
May 27 @ 25 45

0853

ﬂ Latest Test Result (no failures)

Permalinks

= Last build (#2), 19 sec ago
« Last stable buiid (#2). 15 sec ago

« Last successiul build (#2), 19 sec ago
« Last completed build (#2), 19 sec ago

{#F3 NetApp ONTAP 7f Red Hat OpenShift -igE&E ZFH -

7Z{EF NetApp BY Red Hat OpenShift HEZE ZFHF

WEABRLEBTEZINAEFNIEMENAREES NS I AREFHTIEHHEE— Red Hat
OpenShift 8%, X, tIIRAEI AN ARFSTIERHSSRERS, KLEEHRLREeRRE. B3,
NEITNAEFESE—12IREY Red Hat OpenShift £E¥ =~ B CHI—RFIRE, EEN7T SREiENEERES
PMEBFIRIEEE, ATHFENAREFEE T TRERMEM T KA, HiHET XA RBit.

ERRFXLER), PILAEEE— Red Hat OpenShift £EB¥HIEITPRENARREFSN LIFHE. B2, EXMHEE
h, RFRENNARFZERAREERNZ — — M TEAHFNERNREREHAIEEAZHES—1T
PESAEL, MMIBMEIEXKE, i, —MARFHEARATRERNZ R BRSBTS — T NAEF
1H8E, EARIANER TRERRDERE.

i, ®IERIHAEXRMIFEHEERSREEERNBRSLE, FlM, RFIE—S8FEITREIE
E, REASITIEMEREERTAEENLE,

Heh— MBI BRI Red Hat Openshift LRESMF. SHAR—MEMN, AFSMAFTER—ER

EHE, HEHRERR, £eME, EXWERT, ATUEHARMAERRRN—7, XLERRIE NS
ERAFAERFEA, £ Red Hat OpenShift 8 FEEEZHFP BEG LU TMRE:

11



* RIFTEREHER L 2EN R XM
* RIPILERE, BHLERFRFAMSHIEETINTE

FHFEeLMBIZTEF OpenShift &£8f, HANETFTARRED RNERZRICERCTMES: 118, =i, W
KiEE, T2UE, BARNSNBBRRAARETRERBESENELESE, BIESNARELRE, BdE
1 NetApp ONTAP 127551 Astra Trident s S D ECHIFERELACE S, REHARIPFE— Red Hat
OpenShift 8% =& Tt HiRHaFERIEIE,

3

RARINERT, H NetApp ONTAP 121589 Red Hat OpenShift #1 Astra Trident ARTEL{EAEH 2 jEliRH
BE, BEIHMETI 206, ARTFRESHEN, H T BFH T RMEERE NetApp ONTAP SzH5HY
Astra Trident B Red Hat OpenShift &£8% L&t ZMFEAF SR, ILERITZE—IEE—RVIERNTRG], Hi
REFE,

RIE—MELE— Red Hat OpenShift &£8% Fiz1TR N TIERE, EARNRERAEELIZRFHENIE—
2. XLEET Ve EHRIEIEIT B7EH NetApp ONTAP NAS [Gi#RY Astra Trident ZhASEZER PVC L, ZALHE
ENXAENTEAFITZHEPEAAR, ARERTXEMBENERR, URFRRSZSMEMM%RE, TEMNETF
HNXLER FBE R iR (HARSS RO B,

TERTTH NetApp ONTAP 125150/ E Astra Trident B9 Red Hat OpenShift 5£8% F I ZFHF R 3,

12



Red Hat
OpenShift
pod-1 pod-2 pod-3 pod-1 pod-2
pvc-1 pvc-2 pvc-3 pve-1 pwc-2
project-1 praject-1 storageclass project-2 storageclass praject-2
ontap-nas backend antap-nas backend “
[praject-1) [project-2]
TRIDENT NetApp

SVM [project-1] SVM [project-2] "
| NetApp

BEAREXR
1. NetApp ONTAP 7758

2. Red Hat OpenShift ££2%
3. Astra Trident

Red Hat OpenShift —5£&8 &R

M Red Hat OpenShift REHVAERE, BEFIBERNINAZREDH. OpenShift I H 7] AL AEEAD
OpenShift £E# XD N Z N EIEENERZR. AL, MELFINRENEEEZEFRET Eill,

T—PBESEHPEE RBAC , RIEMER, BUAEBENMBRITEAENFIERAARRER BHRERER
(IdP) HHBENEFEH, Red Hat OpenShift 81 IdP ERFAFARS, MNMAEE IdP HMEFRFAS
NE|EEE R, X UEBEHEERBENB T AEH R RIARNRREA— RS MNMIEZINBNAEFA,
MR IR EEBE R R R IEIIA R, BT A X |dP 5 Red Hat OpenShift EEFXBFAER, FESABAXX

Y "ibak,

NetApp ONTAP
WIPRE AE Red Hat OpenShift SEEH K A MFEIREREFINREEFME, URREFEFE LIS NECIENETE

FHEETREN], MREERIRAIFMEECIE—E, Jilt, IB7E NetApp ONTAP LOIESMBN TEAEHEE
#8[E8Y SVM  ( Storage Virtual Machine ) , #i§&1 SVM ERF—1ITIEAH,

13


https://docs.openshift.com/container-platform/4.7/authentication/understanding-identity-provider.html
https://docs.openshift.com/container-platform/4.7/authentication/understanding-identity-provider.html
https://docs.openshift.com/container-platform/4.7/authentication/understanding-identity-provider.html
https://docs.openshift.com/container-platform/4.7/authentication/understanding-identity-provider.html
https://docs.openshift.com/container-platform/4.7/authentication/understanding-identity-provider.html

Astra Trident

7£ NetApp ONTAP EAAREIMEEIEZARREH SVM Z2fG, IS SVM BMETEIRERY Trident fGif. Trident
TR E SR RAMEF#E DAL OpenShift S£8H2R, HEFER SVM BiF4E SMETEl, LWIRTIERE
DN ARHENI ISR, 3E, EHoLUBIEENXNAEEELEES, FIREENNAREEHREER
#lo BX Trident FiHEXANIFMESR, BEW "Lk,

Red Hat OpenShift —TZfi& &R

BoE Trident [Fimfa, T—H 2ECE StorageClasses , BLE S EIRIERIRENEMES, NENEEEIRMEHR
SR, UENE— N EREIE. EEXFEIEN, AT LUER storagePools %04 StorageClass BRETE4F
EBY Trident [Fife AILULEIATENXFMEIRANFEMEE "L, Fitk, M StorageClass Z| Trident [RiR{FEE—
X—BREY, XFBRITEIIEE— SVM o X#FEIUMRIET B4R 1ZTE R StorageClass AMERIFTETFEIFR
NHEERTFZIMERN SVM 1%,

HFEEERAEGRATEIZR, RIVNAHREFRIELS —mBTEHIME T Pod M— PN EFEESERE? (6
AR E B FF ResourceQuotas » ResourceQuotas 2iEHIE8 N TMBE X REFEHEN R, ©RILIRHIINE K
WRALUMERNEREREUNRSERESE, FA ResourceQuotas JLF A LPRGIINE TN BEAR, MexitEEA
I INRERT A BEBh AR AR PR RS FE BT & ool FE T H AR R TR S B AT, ES A " BXiFAEE ...

HFXMERER, BINEERFIFETE S Pod MIEZBATHIBENEMHEEHRIFEME,. AL, HRINBE
B34 * <storage-class-name>.storageclass.storage.k8s.io/persistentvolumeclaims® I8 & 4 0 KFEH| ELfth7Z%&

KEVKAMBIERK, LLIh, SEBEERVIRERDEFHALZARZFRERIEN ResourceQuotas o

Configuration

MNFEMSEPERESRE, ERAPBTANRLFZEESHERZR. Eit, EEZSHAPEETERENBITR
RERTEREER, FHREERMAESIHIBENARARZE#ITIS.

TREET AERPERITHAREES:

Role =
Tl ARENN AR TERELIRTE
79 storage-admin i ClusterRoles #1 RoleBindings

AR B ETMBEIHRRRIF LA RCIZAEH A
BYE

[ BNk | BB E UERE T = LT Pod
* IFEEIE 7Z NetApp ONTAP L4l% SVM

B3 Trident 5%

8## StorageClasses

8i2 7% ResourceQuotas

*HEANG FIEX B 3B B A8 PVC X Pod BYBIEESR{E#MIR]
R
%giftiﬂ‘ﬁﬁﬁﬂlﬁﬁ el s & PVC 5 Pod BIiAIEIAY

IEEENREBIE, ResourceQuotas F
StorageClasses BY5 YR

14


https://docs.netapp.com/us-en/trident/trident-use/backends.html
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https://docs.netapp.com/us-en/trident/trident-use/backends.html
https://docs.netapp.com/us-en/trident/trident-use/backends.html
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https://docs.netapp.com/us-en/trident/trident-use/manage-stor-class.html
https://docs.netapp.com/us-en/trident/trident-use/manage-stor-class.html
https://docs.netapp.com/us-en/trident/trident-use/manage-stor-class.html
https://docs.netapp.com/us-en/trident/trident-use/manage-stor-class.html
https://docs.openshift.com/container-platform/4.7/applications/quotas/quotas-setting-per-project.html
https://docs.openshift.com/container-platform/4.7/applications/quotas/quotas-setting-per-project.html
https://docs.openshift.com/container-platform/4.7/applications/quotas/quotas-setting-per-project.html
https://docs.openshift.com/container-platform/4.7/applications/quotas/quotas-setting-per-project.html
https://docs.openshift.com/container-platform/4.7/applications/quotas/quotas-setting-per-project.html

Configuration

b=t

* NetApp ONTAP £&%,

* Red Hat OpenShift &%

* S8 ERER Trident o

* ZRT tridentct! M oc TEFHIGERNE $path PRIEIET ik,
* X ONTAP KYEE R IARINFR.

* ¥I OpenShift S2B¥RYSREFEIEIIAI0)o

* EHESSMIRERERER.

* B RUEEFANRE, IUEMX S REEAFHNEF.

BEE: cluster-admin £53

Red Hat OpenShift cluster-admin H17 A FESS:

1. B cluster-admin &1{4%E R E| Red Hat OpenShift &%,
2. QIBAmNSAREWEMMIE.

oc create namespace project-1

oc create namespace project-2

3. A project-1 BIEEF A AR BE,

cat << EOF | oc create -f -
apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
namespace: project-1

name: developer-project-1

rules:

- verbs:

— LS i}
apiGroups:

- apps
- batch
- autoscaling
- extensions

- networking.k8s.io
- policy

- apps.openshift.io
- build.openshift.io



- image.openshift.io

- ingress.operator.openshift.io

- route.openshift.io

- snapshot.storage.k8s.1io

- template.openshift.io
resources:

I R |

- verbs:

I T |

apiGroups:

L}

resources:
- bindings
- configmaps
- endpoints
- events
- persistentvolumeclaims
- pods
- pods/log
- pods/attach
- podtemplates
- replicationcontrollers
- services
- limitranges
- namespaces
- componentstatuses
- nodes
- verbs:

— T %1

apiGroups:
- trident.netapp.io

resources:
- tridentsnapshots

EOF

@ FTNPRENABEX IR — MR, BIRBEREZAPEREXFEXARBE,

1. [E#E, 7 project-2 SIEF R AGAE,

2. G OpenShift M NetApp ZEZ BB E HEESIEREIE, FESERNIARIEZE Trident B
Trident I2ER A EITH], b5, FREEERILFEREISN ResourceQuotas KITHIFMEIIFER Ao

3. FEHPWFRAEMBEFAIE— BT EBIE ResourceQuotas AR, LUISHEZIEFEHEERERA:

16



cat << EOF | oc create -f -
kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: resource-quotas-role
rules:

- verbs:

T %0

apiGroups:

L}

resources:
- resourcequotas

- verbs:

T X1

apiGroups:
- gquota.openshift.io
resources:

— T %0

EOF

4. HBREFSHEANFHRMEREFEN, HERAFASEHARY ., UTTRAETEHREEFESEREMN

HERFPABRY,

$ oc get groups

NAME USERS
ocp-netapp-storage-admins ocp-netapp-storage-admin
ocp-project-1 ocp-project-l-user
ocp-project-2 ocp-project-2-user

1. RIFMEEIERAZE ClusterRoleBindings o

17



cat << EOF | oc create -f -
kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
name: netapp-storage-admin-trident-operator
subjects:
- kind: Group
apiGroup: rbac.authorization.k8s.io
name: ocp-netapp-storage-admins
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-operator
kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: netapp-storage-admin-resource-quotas-cr
subjects:
- kind: Group
apiGroup: rbac.authorization.k8s.io
name: ocp-netapp-storage-admins
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: resource-quotas-role
EQOF

() ATFeHEms, PAERMEE: Trident B{FRAIZREN,

1. RF A AREIE RoleBindings , BHAXARINE 1 AEHERINE 1 RHENLE ( OCP-project-1) o

18



cat << EOF | oc create -f -
kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: project-l-developer
namespace: project-1
subjects:
- kind: Group
apiGroup: rbac.authorization.k8s.io
name: ocp-project-1
roleRef:
apiGroup: rbac.authorization.k8s.io

kind: Role
name: developer-project-1
EQOF

2. @, ”AFAAGEIEE RoleBindings , BHXARAGBHEE project-2 FRAYAER BB 4H,
BdE: storage-admin £55
GREERVINECE U TRR:

1. UBEERSHEFE NetApp ONTAP &2,

2. SHEI7FfE > Storage VM , ARRERNN. BIREFAFNFAER, IERTDT SYM, — AT project-

1, B—1MATF project-2 , Itb5h, IEETLAEIE vsadmin HFREIE SVM RE AR,

19



Add Storage VM X

ETORAGE WM NAME

project-1-svm

Access Protocol

& SMEB/CIFS, NFS ISCSI

Enable SMB/CIFS
B crsblenrs

B Allew NFS client access

Add at least one rule to allow NFS clisnts to sccess volumes in this storage VML ()

EXPORT POLICY

Default
Rule Index Clients Access Protocols Read-Only R... Read/Wr
10.61.181.0,24 Arvy Ay Any
+ add
DEFAULT LaNousgE (D)
cutf_& b

METWORK INTERFACE
Use multiple network interfaces when client traffic is high.

K8s-Ontap-01

IP ADDRESS TUBMET MASK GATEWEY EROADCAST DOMAIN
Add opfional
gateway

10.61.181.224 24 Default-4 e

1. UEMHEERA D ERE Red Hat OpenShift 8%,

2.  project-1 Sl Gim, FEHEMEEIZRATZINBER SVM, NetApp EBiXEAR SVM BY vsadmin kP &5
ImiEEEl SVM , AR ONTAP £ EIE A,
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cat << EOF | tridentctl -n trident create backend -f
{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "nfs project 1",

"managementLIF": "172.21.224.210",

"dataLIF": "10.61.181.224",

"svm": "project-l-svm",
"username": "vsadmin",

"password": "NetAppl23"

EOF

@ EMRAEIS, FAERRRZ ontap-NAS IREhigRr. RIEFERBRIEIERIRY, EEMRBNAYIRE)
2o

(D) BB Trident BE%EH Trident WE .

1. E#E, 7 project-2 BIEE Trident [Fin, FIEEMETEIZ AT project-2 B9 SVM ,

2. 32T, QIETFEMESS, 7 project-1 BIIETFAEZE, FHIBTIRE storagePools B HEENERARIRERT
project-1 BYTEAE A,

cat << EOF | oc create -f -
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: project-1-sc

provisioner: csi.trident.netapp.io

parameters:
backendType: ontap-nas
storagePools: "nfs project 1:.*"
EOF

3. B, A project-2 BIIE—MFAEZ, FEEEENFERETRT project-2 HNEIHTEEM,
4. Bll3 ResourceQuota LAPRH! project-1 HEYEIR, MMM E B FEAMIN B NEEEIGKEE,
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cat << EOF | oc create -f -
kind: ResourceQuota
apiVersion: vl
metadata:
name: project-l-sc-rqg
namespace: project-1
spec:
hard:
project-2-sc.storageclass.storage.k8s.io/persistentvolumeclaims: O
EOF

o. [A#¥, WATLIEIE ResourceQuota KIRFITE 2 RRVHEIR, UEMNET R TFEMEENEFHEEIRREFE,

I0IE
BIEE RS BHEENSHEARN, BRMU TSR

T ECAY I B U2 PVC B Pod BYiAIRIINR

1. UIRB 1 $A#9 OCP-project-1-user 1AL AR BHE R,
2. IEIHRR R UCIEMINE,

oc create ns sub-project-1

3. {ERDECLA project-1 MY storageclass 1 project-1 813 PVC ,

cat << EOF | oc create -f -
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: test-pvc-project-1
namespace: project-1
annotations:
trident.netapp.io/reclaimPolicy: Retain
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: project-1l-sc
EOF
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4. IES PVC XBH PV,

oc get pv

5. IRIF PV REEHZ R ETE NetApp ONTAP EEFTF project-1 B SVM 18I,

volume show -vserver project-l-svm

6. 7£ project-1 Al POD , FAIGHEH E—F I PVC,

cat << EOF | oc create -f -
kind: Pod
apiVersion: vl
metadata:
name: test-pvc-pod
namespace: project-1
spec:
volumes:
- name: test-pvc-project-1
persistentVolumeClaim:
claimName: test-pvc-project-1
containers:
- name: test-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/usr/share/nginx/html"
name: test-pvc-project-1
EOF

7. 197 POD BERETEBITTUMEREEEH S,

oc describe pods test-pvc-pod -n project-1

FIFE EthI R LI PVC 5 Pod BUIEIEIIIR, SEERETRTE—HENER

1. LUIRB 1 $A#9 OCP-project-1-user IR AR BHE R,
2. {ER 2 ERLA project-2 BY storageclass T project-1 F8lI3E PVC ,



cat << EOF | oc create -f -
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: test-pvc-project-1l-sc-2
namespace: project-1
annotations:
trident.netapp.io/reclaimPolicy: Retain
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: project-2-sc
EQOF

3. 7£ project-2 H8IEE PVC,

4. iEHRFKBIEE PVC test-vpa-project-1-sc-2 #l test-vpa-project-2-sc-1o

cat << EOF | oc create -f -
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: test-pvc-project-2-sc-1
namespace: project-2
annotations:
trident.netapp.io/reclaimPolicy: Retain
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: project-1l-sc
EOF

oc get pvc -n project-1

oc get pvc -n project-2

5. 7£ project-2 HElE POD ,
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cat << EOF | oc create -f -
kind: Pod
apiVersion: vl
metadata:
name: test-pvc-pod

namespace: project-1

spec:
containers:
- name: test-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
EOF

IFXEEMNRIBIE, ResourceQuotas #1 StorageClasses FIIH AR

1. LUIRE 1 A9 OCP-project-1-user F1IFF L AR BHE R,
2. WEIHIERELIZEFHINE

oc create ns sub-project-1

3. WIEMEEDH IIHRIAR,

oc get ns

4. KERAPF AR LUE project-1 FEF T SREE ResourceQuotas o

oc get resourcequotas -n project-1

oc edit resourcequotas project-l-sc-rg -n project-1

S. WIEAF 2R ENEEFES.

oc get sc

6. KB IFIRIANR R TF (2.
7. 3OIEFA P 9T IRIAN R AR B T i 2R

oc edit sc project-1-sc
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VB ANEZmA

AZAPERET, ERFERRMIFNERTEHTIIINCE, BRI ERSEFER. BEESHEPERHT
ANNEZWE, BEMUATIE!

1. LEHEBEERSHERE NetApp ONTAP £Ef,

2. Bfn%l storage — Storage VM, FAIGETE Add. BIE—NEAT project-3 BYFT SVM o Itb4h, EA]
LB vsadmin 1P REIE SVM REZER.
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Add Storage VM

STORAGE WM NAME

project-3-svm

Access Protocol

& SME/CIFS, NF5 iSCSI

Ensble SME/CIFS
BB ersblenrs

M Allow NFS client access

Add at lezst ene rule to allow NFS clients to sccezs volumes in this storage VL ()

EXPORT POLICY
Default

RULE=
Rule Index Clients Access Protocols Read-Only R... Read/Wr

10.61.181.0/24 Any Ay Amy
-+ Add
DEFAULT LANGUAGE @

c.utf_& b

METWORK INTERFACE
Use multiple network interfaces when client traffic is high.

K3s-Ontap-01

P ACDREEER SUBHET MASK QATEWAY SROADCAST DOMAIN
10.61.181.228 24 Add optional Default-a  ~
gateway

1. DEBEIER B9 EFE Red Hat OpenShift £8%,
2. BIEFHImE.

oc create ns project-3



3. RIRETE IdP L9 project-3 SIZAFAH 5 OpenShift £&F]F,

oc get groups

4. 7 project-3 BIEF LA G A,

cat << EOF | oc create -f -
apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
namespace: project-3
name: developer-project-3
rules:
- verbs:
— T X1
apiGroups:
- apps
- batch
- autoscaling
- extensions
- networking.k8s.io
- policy
- apps.openshift.io
- build.openshift.io
- image.openshift.io
- ingress.operator.openshift.io
- route.openshift.io
- snapshot.storage.k8s.io
- template.openshift.io
resources:

— T %0

- verbs:

— T %0

apiGroups:

L]

resources:
- bindings
- configmaps
- endpoints
- events
- persistentvolumeclaims
- pods
- pods/log
- pods/attach
- podtemplates

28



- replicationcontrollers
- services
- limitranges
- namespaces
- componentstatuses
- nodes
- verbs:
— T %1
apiGroups:
- trident.netapp.io
resources:
- tridentsnapshots
EOF

(D FHPRENABEXRIAZ— IRl HIRESREABAFEREXARAGARE,

1. 7£ project-3 HAF & A Gt RoleBinding. EH A ARINE 3 ABHEE project-3 RAYHERZH ( OCP-
project-3) o

cat << EOF | oc create -f -
kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/vl
metadata:

name: project-3-developer

namespace: project-3
subjects:

- kind: Group

apiGroup: rbac.authorization.k8s.io

name: ocp-project-3

roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: developer-project-3

EOF

2. PIFHEIER 51 E R Z Red Hat OpenShift &£&%

3. BIE Trident BRIRHIFEMAIEIE BT project-3 B9 SVM » NetApp IV EA SVM B vsadmin k35 5%
EZE SVM , MARER ONTAP £ EIER,



cat << EOF | tridentctl -n trident create backend -f
{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "nfs project 3",

"managementLIF": "172.21.224.210",

"dataLIF": "10.61.181.228",

"svm": "project-3-svm",
"username": "vsadmin",
"password": "NetApp!23"

EOF

()  #ETAIH, BISRER ontap-NAS IEEhi2F. ERIERMRENRFIRBERET ARG,

(D) BB Trident BEREH Trident HE .

1. 79 project-3 BIETF#EE, HIGHEBENFER TR T project-3 MEIHTFE M,

cat << EOF | oc create -f -
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: project-3-sc

provisioner: csi.trident.netapp.io

parameters:
backendType: ontap-nas
storagePools: "nfs project 3:.*"
EOF

2. Bl ResourceQuota LAPREITNE 3 FRRVZEIR, MM E R FHEMBIENFHEEERFME,
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cat << EOF | oc create -f -
kind: ResourceQuota
apiVersion: vl
metadata:
name: project-3-sc-rg
namespace: project-3
spec:
hard:
project-l-sc.storageclass.storage.k8s.io/persistentvolumeclaims: O
project-2-sc.storageclass.storage.k8s.io/persistentvolumeclaims: 0
EOF

3. FEHMINE &% ResourceQuotas , LIFRFIXLTEFMRFEMNERTFINE 3 NEFHEEFRITFE.

oc patch resourcequotas project-l-sc-rg -n project-1 —--patch
"{"spec":{"hard":{ "project-3-
sc.storageclass.storage.k8s.io/persistentvolumeclaims": 0} }}"'
oc patch resourcequotas project-2-sc-rg -n project-2 —--patch
"{"spec":{"hard":{ "project-3-
sc.storageclass.storage.k8s.io/persistentvolumeclaims": 0} }}"'

f&Bh NetApp ONTAP 3LI} Red Hat OpenShift FEHA 1L

f&Bh NetApp ONTAP 523 Red Hat OpenShift EZ{1L

RIBEERERBR, BHRMEM (VM) HWEAREFARXENARFIRETE. FEit, WSARERSFLIE
TR TR E, T7E VM EEiTEfnTirnE. 8%, XcSHELEIREIMIkE, FEEEFRNTS:
UMW EERFINRREF B =R AET.

AT MIHX—HkEL, Red Hat M OpenShift 4.6 iRFF4E5INT OpenShift EEIAME (LARTFRABSSBREEIUL) o
1B OpensShift ELINEE, EEILITER— OpenShift B3 FARENEITMEEEIMWILINREZE, MNMiEHE
SEENEE, BIIRFRBMIENEIE VM . BRT{ER OpenShift EHALTE OpenShift FREIE VM Z5b,

Red Hat X373 M VMware vSphere , Red Hat 2t 1 Red Hat OpenStack Platform ZfZF N VM ,
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Container VM Container Container

Red Hat OpenShift Container Platform

Red Hat Enterprise Linux CoreOS

Physical Machine

7E£H NetApp ONTAP 1324509 Astra Trident VBN T, OpenShift BN EIEZIFFELLEINEE, FIANSLES VM T
%, VMEETE, VMIREE, XETERMNRGIBES XX EENENETHP#HITITIE,

B 7B X Red Hat OpenShift EEIMEBNFAESR, IS IAARSHE "L,

ZBZE OpenShiftEZiik

£/ NetApp ONTAP £ Red Hat OpenShift 1L

* Red Hat OpenShift ££8f (4.6 IRZ/FHINRZS) , REEARE RHCOS TIETI R RIARIIER S L
* OpenShift £ RS R ERRFERENEMZEN (IP1) #HITRE

* BETENETIRRGE LR R HA

* NetApp ONTAP %8

* RETE OpenShift E£8% LAY Astra Trident

* 7£ ONTAP &8f EECE T SVM Y Trident /5%

* —Hh{E OpenShift &8 FECENEES, HAEA Astra Trident {ENEEEEF

* 3%t Red Hat OpenShift E£E¥HIEEF SR R 0]

* 3F NetApp ONTAP &1 EIE R 1A R R

* &7 tridentctl M oc TEHIGERFNE $path FREIE T i

ERF OpenShift EE#4 L OpenShift &R ERRHIRMEREIE, HILSIEMAE, CPU MEFERIFTHE, TN
SEREHERNBAE BXEFH, BHEUXE "I BXRFAESR

HE, B LUBERET AREMNKIEE—A OpenShift £BETI s, LUEE OpenShift EEIAMUIRIER, 1£H
2840 VM o 4 OpenShift [EMLECE T mMEMN, BHRIESUEFHITIRME "I,

FFFZ#F OpenShift EEIMLEITFRE, NetApp EBiIEA—EH StorageClass , LUIEMIFE Trident [FimiERTE

fifl, MzEHEXBETH SVM ZfitkHr. XEFRALTE OpensShift &8 EWET VM N ILEHEIRMHEREIESLE
REFZHEP R,
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https://www.openshift.com/learn/topics/virtualization/
https://www.openshift.com/learn/topics/virtualization/
https://www.openshift.com/learn/topics/virtualization/
https://www.openshift.com/learn/topics/virtualization/
https://www.openshift.com/learn/topics/virtualization/
https://docs.openshift.com/container-platform/4.7/virt/install/preparing-cluster-for-virt.html#virt-cluster-resource-requirements_preparing-cluster-for-virt
https://docs.openshift.com/container-platform/4.7/virt/install/preparing-cluster-for-virt.html#virt-cluster-resource-requirements_preparing-cluster-for-virt
https://docs.openshift.com/container-platform/4.7/virt/install/preparing-cluster-for-virt.html#virt-cluster-resource-requirements_preparing-cluster-for-virt
https://docs.openshift.com/container-platform/4.7/virt/install/preparing-cluster-for-virt.html#virt-cluster-resource-requirements_preparing-cluster-for-virt
https://docs.openshift.com/container-platform/4.7/virt/install/preparing-cluster-for-virt.html#virt-cluster-resource-requirements_preparing-cluster-for-virt
https://docs.openshift.com/container-platform/4.7/virt/install/virt-specifying-nodes-for-virtualization-components.html
https://docs.openshift.com/container-platform/4.7/virt/install/virt-specifying-nodes-for-virtualization-components.html
https://docs.openshift.com/container-platform/4.7/virt/install/virt-specifying-nodes-for-virtualization-components.html
https://docs.openshift.com/container-platform/4.7/virt/install/virt-specifying-nodes-for-virtualization-components.html
https://docs.openshift.com/container-platform/4.7/virt/install/virt-specifying-nodes-for-virtualization-components.html

3 NetApp ONTAP 2 Red Hat OpenShift EE1{L
BRI OpenShift AL, BTEMUTHE:

1. {63 cluster-admin i5AIAPEE R E| Red Hat OpenShift #1524,
2. M "Perspective" FHIFIFRFIERE "Administrator” o
3. &#1% Operators > OperatorHub 1€ OpenShift FE#i L.

Rz Administrator

Home

Operators

OperatorHub

Installed Operators

4. 3%$% OpenShift EEPMEEENL, ARRERE,
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OpensShift Virtualization

262 provided by Red Hat
Install
Latest version
262 Requirements

Capability level

@ Basic Install

é Seamless Upgrades
é Full Lifecycle

(_I'j‘.n Deep Insights
I.’_l__;n Auto Pilot

Provider type
Red Hat

Provider
Red Hat

Your cluster must be installed on bare metal infrastructure with Red Hat Enterprise Linux Core0S
workers.

Details

OpensShift Virtualization extends Red Hat OpenShift Container Platform, allowing you to host and
manage virtualized workloads on the same platform as container-based workloads. From the OpenShift
Container Platform web console, you can import a VMware virtual machine from vSphere, create new or
clone existing VMs, perform live migrations between nodes, and more. You can use OpenShift
Virtualization to manage both Linux and Windows VMs.

The technology behind OpenShift Virtualization is developed in the KubeVirt open source community.
The KubeVirt project extends Kubernetes by adding additional virtualization resource types through
Custom Resource Definitions (CRDs). Administrators can use Custom Resource Definitions fo manage
VirtualMachine resources alongside all other resources that Kubernetes provides.

S. 1F Install Operator & L, REBFAIGIIASE, REET Install .

34

Update channel *

O 21

@ OpensShift Virtualization
provided by Red Hat
Provided APls

(™ openshift 0 Required
Virtualization
Deployment

Reprezents the deployment of
OpenShift Virtualization

This mode is not supported by this Operator

@ A specific namespace on the cluster

Operator will be available in a single Namespace only.

Installed Namespace *

@ Operator recommended Namespace: @ openshift-cnv

o Namespace creation

Mzmezpace openshift-cnv does not exist and will be created.

(0 Select a Namespace
Approval strategy *
@ Automatic

() Manual

Install Cancel



@ OpenShift Virtualization -
2.6.2 provided by Red Hat

Installing Operator

The Operator is being installed. This may take a few minutes.

View installed Operators in Mamespace openshift-cnv

7. RERIERG, B Create HyperConverged o
@ OpenShift Virtualization 0
2.6.2 provided by Red Hat

Installed operator - operand required

The Operator has installed successfully. Create the required custom resource to be able
to use this Operator.

GE HyperConverged @ Required
Creates and maintains an OpenShift Virtualization Deployment

Create HyperConverged View installed Operators in Namespace openshift-cnv

8. 1 Create HyperConverged & L, B Create , IZEXFIERIASE. LT BEFIERE OpenShift i)
%o
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Name *

kubevirt-hyperconverged

Labels

app=frontend

Infra >
infra HyperConvergedConfig influences the pod configuration (currently only placement) for all the infra components needed on the
virtualization enabled cluster but not necessarely directly on each node running VMs/VMIs.

Workloads b

workloads HyperConvergedConfig influences the pod configuration (currently only placement) of components which need to be running on a
node where virtualization workloads should be able to run. Changes to Workloads HyperConvergedConfig can be applied only without existing
workload.

Bare Metal Platform

© -

BareMetalPlatform indicates whether the infrastructure is baremetal.

Feature Gates >

featureGates is a map of feature gate flags. Setting a flag to “true” will enable the feature. Setting “false™ or removing the feature gate,
disables the feature

Local Storage Class Name

LocalStorageClassMame the name of the local storage class.

9. 7£ OpenShift-cnv &5 ZIEIFAIFTFE Pod #8ZE A running JRZ B OpenShift B2 Li2ES A F succeeded
KEE, BRIERERIRERER T M7, BILITE OpenShift &£8% EBIEE VM .

Project: openshift-cnv =+

Installed Operators

Installed Operators are represented by ClusterServiceVersions within this Namespace. For more information, see the Understanding Operators documentation . Or create an Operator and
ClusterServiceVersion using the Operator SDK .

Name ~  Searchbyname.. /

Name t Managed Namespaces Status Last updated Provided APIs
Openshift openshift-cnv @ Succeeded @ May 18, 8:02 pm OpenShift Virtualization $
Migalization Up to date Deployment

2.6.2 provided by Red Hat HostPathProvisioner deployment

TER
T{ER: {#F NetApp ONTAP 3231 Red Hat OpenShift FEi{t

BRI

VM BERSEHE, SEFERAERIEEIRERANIIE. 8 CNV Y, BF VM A Pod 17, Atk VM H
NetApp ONTAP _Li@id Trident &R PV Bt 2#F, XLEESENBMEEEHEHEENXGRS, SR
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=Eupz

. OpenShift Virtualization

Red Hat
OpenShift
V-1 | pod-VM-1 pod-1 pod-2 I
[ vm-disk | { pve-vM-1 | L pvel | [ pwe2 |

| WM storageclass | app storageclass

P S Fa .
@ | ontap-nas backend | ontap-nas backend “

VM) [app] ) NetApp

TRIDENT

‘ SWM [VM] SVM [2pp] ‘ "

\ MetApp |

ZE1E OpensShift &8 LRI EMN, BT TIE:

1. SMEIITIERE > EOME > WL, AERSEER > ERRS.

2. ZEFRIIRIERS, ARRET—F
3. MRAERERFAKREERNR, WHAREHITERE, WTFBR, EREEM URL EZMIMRSAN
RERGIRE, FHRMHAENANFAESE. BIFSRFER Trident <#5H) StorageClass » AFRETHT—H,
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Boot source

This template does not have a boot source. Provide a custom boot source for this CentOS 8.0+ VM virtual machine.

Boot source type *

Import via URL (creates PVC)

Import URL *

https://access.cdn.redhat com/content/origin/files/csha256/58/588167f828001e57688ec4b59b31c11a59d5324851527488ebc8%ac5e952. .

Example: For RHEL, visit the RHEL download page (requires login) and copy the download link URL of the KVM guest image

Mount this as a CD-ROM boot source ®

Persistent Violume Claim size

5 GB =

Ensure your PVC size covers the requirements of the uncompressed image and any other space requirements. More storage can be added later.

v  Advanced

Storage class *

basic (default) -
Access mode *
Single User (RWQ) -
Volume mode *
-

Filesystem

4. NREERERFCRERIIR, WAIBT E—F

5. 7£ Review and Create Bi&H, EFEEEFOIE VM BB HigH VM FAE S,

iR, HERMEERERSDERIMEN PVC M CD-ROM EEf.

38
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1 Select template Review and create

: You are creating a virtual machine from the Red Hat Enterprise Linux 8.0+ VM template.
o Review and create

Project *

@ default -

Virtual Machine Name * &

rhel8-light-bat

Flaver *
Small: 1CPU | 2 GiB Memeory -
Storage Workload profile @
40 GiB server
Boot source
Clone and boot from CD-ROM
@ rhel8

© A new disk has been added to support the CD-ROM boot source. Edit this disk by customizing the virtual machine.

v Disk details
rootdisk-install - Blank - 20GiB - virtio - default Storage class

Start this virtual machine after creation

Create virtual machine I Customize virtual machine

6. MNREEHENEMW, 1BEE "Customize Virtual Machine" HEXFTHHIISE,
7. 8 Create Virtual Machine LIS EIMHL; LHIRIERETE/E & ERMERAY Pod o

l Back l Cancel

M URL S RAEIRFIR(E AR E BEHER, ©S7E OpenShift-virtual-os-images DIEAEIE—
™PVC, HE KVM FIETEHEI PVC . EBIARIER PVC EEEBHNERETIE, USHWIENIRIERS
H KVM TR, 7AfE, EREMEDEPIMEMIEREIZEXL PVC B, XL PVC 2REHIENREEMIINEIE
WA,

T{E7: 1FF NetApp ONTAP 523 Red Hat OpenShift Ei1L

VM 32891E#%

SRR RISEARENMNER T VM S2HIM OpenShift EBEHI— T IR RIS — T aNEiE, B
OpenShift &EEFPNITRET TR, VM B EEIEBEHE ReadWriteMany 15 RIEEREY PVC . TEBRAT NFS
Y A9 NetApp ONTAP 585 FEZE T SVM Y Astra Trident Rz 35%} PVC BYHE ReadWriteMany i4ial,

tt, M¥FMEBEBET NFS B SVM 1| Trident BR&HY StorageClasses iEREH PVC B VM , AILITEREHH
BRT#HITIER,
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Red Hat Openshift Virtualization
OpenShift
Vi1 | V-1
I wm-disk ' wm-disk
node-1 | j! - r node-2
project-1
f RWH ™ /
| vm-disk-pv | VM storageclass
~ "y
| ontap-nas backend
V]
- -
TRIDENT NetApp

SWM [VM] "
| ) NetApp

B0 EAERT BB HZ ReadWriteMany 5IE#XRAY PVC BY VM , JEHITLAT4E:

40

- SMEITRRE > EIME > B, ZARRLEIR > ERRS.

ERFTEIRERSE, ARBRH T Y, RIQEERERAEELE T BIR,

7£ Review and Create W& 4, ERBAEEDAIE VM IR B FHEMHE VM FHAE R, BERERTERENE
R, HERNEEIRERSKHEAIER PVC M CD-ROM BExf,

BHREEXEM, AEREHEFHE

B rootdisk EINMEIRS, HBAFREIERER Trident BLER storageclass « BHA S, ARNIHRIEDR
EREZIRRE (rwx) o RAERHRF



Edit Disk

I A e

Disk

Interface *

virtio

Storage Class

basic (default)

v Advanced

Volume Mode

Filesyst

i

Y
8|

Volume Mode is set by Source PVC

Access Mode

Shared Access (RWX) - Not recommended for basic storage class -

e Access and Volume modes should follow storage feature matrix

Leamn more &

6. B Review FHiL, FAGE T Create Virtual Machine o
EFIISEINTE T OpenShift EBFPMNE—IMN T, BERUTSE,
1. SMBITIERE > BIME > B

Cancel Save
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2. WFEIBHED, BEEIRS, ARRETIEEML.
3. WHSHUE, BEEBHITHIA

CD R evictionStrategy I & LiveMigrate , MTERRIGTI =B F4IFENEY, OpenShift S£8¥H
8 VM SRl BenEB IS —T 5,

TEFR: {5/ NetApp ONTAP 3CI] Red Hat OpenShift Eli1t
VM 7fg
Id 245 Astra Trident B9% CSI 5ef£I08E, RILATE OpenShift RZEIMB B, BiI CSI B, vJLAER

A PVC fEREIRREFEI S HIE PV REIZEHM PVC . SIEHN PVC &, EREN—RIMLEKIETT,
HEARZ5IR PVC B RFEEEKHIR Ro

‘ RedHat Openshift Virtualization
OpenShift
Vi1 | »  VM-i-clone
I wm-disk P--_-Vm-disk—clune_:
project-1
¥ ¥
vm-disk-pv t »  wm-disk-clone-pv
VM storageclass
¥ -
ontap-nas backend | "
VM)
TRIDENT ' ’ NetApp

v

SVM [VM] "
| ) NetApp

BEE CS| iR LEIRE]:

1. J& PVC F1B#5 PVC %A FRE—INE -,
2. ER—TFEEPLIFRE,
3. REYNRENBFEERERNERINRER, F8EHRTRE; fltl, —MREREREIS—PMRE,

AILUEE A S U 5efE OpenShift E28$HREY VM ¢
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1. XHR VM
2. [’ VM RIEFEIRES
X AR VM

I X A BN = I A BN E—IUR 4 OpenShift THEE, ZIHAETE Astra Trident BIZ3F T L, EfERE
WAL, BERBUTESE,

1. SMEITIERE > EIME > B, AEREERERNEMNZHNEIES,
2. BE e E MR AT E IWIBIFEE S,
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Clone Virtual Machine

Mame *

Description

Namespace *

Configuration

rhel8-short-frog-clone

default -

Start virtual machine on clone

Operating System

Red Hat Enterprise Linux 8.0 cr higher
Flavor

Small: 1CPU | 2 GiB Memeory
Workload Profile

server

NICs

default - virtio

Disks

cloudinitdisk - cloud-init disk
rootdisk - 20Gi - basic

£\ The VM rhel8-short-frog is still running. It will be powered off while

cloning.

Clone Virtual Machine

3. BERMEEM; HIRIERXER VM HE5h5eE VM KSR,
4. TR PRI, ERILOARIHIIES EREIMEIAR R,
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fER VM REFESPRE

e LUEE IR VM BIEE PVC , SATSfEAERY PVC RIS VM R=EIME VM, WA ERFEXAR
VM, BREEMIMAXAE, BRRUTI R,

1. BfE "Storage">"PersistentVolumeClass" , SAFEIHHIINELE VM 89 PVC ZiHEEE S,
2. BEE PVC FREH PVC BIFAES.

Clone

MName *

rhel&-short-frog-rootdisk-28dvb-clone

Access Mode *

O Single User (RWO) @ Shared Access (RWX) O Read Only (ROX)

Size *
20 GiB =«
PVC details
Namespace Requested capacity Access mode
@ default 20 GIB Shared Access (RWX)
Storage Class Used capacity Volume mode
@ basic 22GIiB Filesystem

Cancel Clone

3 RERERME. XEFMINIEMNEIZ— PVC,
4. SMEITERE > EIME > B, ARREEIR > R YAML

S. TEFIE > &k > ASE > B R, MR PVC , MARASRMEE, RIBENEKIREHEDAFRE
HFAER,
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- name: rootdisk
persistentVolumeClaim:
claimName: rhel8-short-frog-rootdisk-28dvb-clone

6. BAHBIE LG
7. IHEIE VM 5, BIEHEIEN VM 2R RIR VM B5EfE,

T{E7#: 1FF NetApp ONTAP 523 Red Hat OpenShift Ei{L

M Snapshot £ll7E VM

f&Bf Astra Trident #1 Red Hat OpenShift , FAF 8] LAITEFTECEITEESE L 8IEBKAMERNIRER, @itk IhEE,
BRPAUSIEENNEREIZE, HERZEECIEHEHER—ELRFEINLFIVRS. XEATUBREHZRMME
RE BRI BIBERRESMERBR.

33F OpenShift HHY Snapshot 1&1E, HIE X FIE VolumeSnapshotClass ,  VolumeSnapshot
VolumeSnapshotContent

* VolumeSnapshotContent B MEBFFHIEERHILFRREB, ER—MEFCENZR, HUTFRTEFEN
PersistentVolume o

* VolumeSnapshot 158 ERBIIER. BHEMUTF PersistentVolumeClaim

* BIERA R LUEA VolumeSnapshotClass 7 VolumeSnapshot I8 EARRIE 4. BT UL, &ErILUAMIE
—5RIENFARIRBIZERENE M,
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| Openshift Virtualization |
Red Hat i
OpenShift
Fa s | |
V-1 : trident-snapshotclass Y [ V-2 ]
| dloneto | |
Ty ! Snapshot -~ - ! e PIC P “f -
L wm-disk A&_ - I- wm-disk-snapshot V2 | I l_l-_\snapshot-clonef:
B it o ———— !_ - I, ———————————
PrEvicud - I |
Hate i wm-disk-snapshotcontent | H
preject-1 | v n T i :
|
) v , : JEIE TR
I R | I.‘ "
L vm-disk-pv | I vm-disk-clone-pv
vy VM storageclass |
I
)
; ¥ S
ontap-nas backend |
[vm) I
TRIDENT i i : NetApp
I
I
|
p—— ;
|
SV V] =
] NetApp

Z oI EIMNEY Snapshot , BN TEE:

1. 8l VolumeSnapshotClass , SAEEAH1ZZEI#E VolumeSnapshot . SAZ!
"Storage">"VolumeSnapshotClasss" , A5 E "Create VolumeSnapshotClass" o

2. %\ Snapshot ZEMIZ R, HNIRTHIFERFHY csi.trident.netapp.io , AEELEIE,




apiVersion: snapshot.storage.k8s.io/vl

kind: VolumeSnapshotClass
metadata:

name: trident-snapshot-cla54
driver: csi.trident.netapp.io

deletionPolicy: Delete

Create ‘ Cancel ‘

©® View shortcuts

X Download

3. MEIEEER VM B9 PVC , ZAIG6IE1Z PVC B9 Snapshot o $f1%) storage > VolumeSnapshots ,

SR8 Create VolumeSnapshots o

4. EERZEJHBGIE Snapshot BY PVC , #i\ Snapshot BYZRTIEZRIAE, AEEFHEN

VolumeSnapshotClass . FAfGE &6,

Create VolumeSnapshot

PersistentVolumeClaim *

rhel8-short-frog-rootdisk-28dvb

Name *

rhel8-short-frog-rootdisk-28dvb-snapshot

Snapshot Class *
@E® trident-snapshot-class

=

S. IEPREIE PVC RYIRER,

48

Edit YAML



MIRER B HT RE A

1. 5%, 1§ Snapshot EREFHI PVC H, SHEIFME > HRE, REEFRNRBZLNERS, ARR
kR AH PVC o

2. WNFT PVC RIFRER, ARREER, XEFEMELIE—IH PVC,

Restore as new PVC

When restore action for snapshot rhel8-short-frog-rootdisk-28dvb-snapshot is
finished a new crash-consistent PVC copy will be created.

MName *

rhel8-short-frog-rootdisk-28dvb-snapshot-restore

Storage Class *

€® basic v

Access Mode *

O Single User (RWO) @ Shared Access (RWX) O Read Only (ROX)
Size *

20 GIB =

VolumeSnapshot details

Created at Namespace

@ May 21,12:46 am @® default

Status APl version

& Ready snapshot.storage.k8s.io/vl
Size

20 GiB

3. TR, fEALL PVC QIE— MR SMBITEHE > BIML > I, ARREEIE > £H YAML

[e}
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4. EHSE > 1R > F5E > BEHH, IBEM Snapshot BIZEHIHF PVC , TAEMAERMEGIERH PVC .
RIBEHEKIRHT EIMWIBIPT A HIF A5 S,

- name: rootdisk
persistentVolumeClaim:

claimName: rhel8-short-frog-rootdisk-28dvb-snapshot-restore

S. BERYE LG EMA.

6. I%EID@H@EWME, IHEFHIIER EMRVASEE S IR RIRFER PVC S RBRIEIMWIBVRESHE

T{ER: {#F NetApp ONTAP 3231 Red Hat OpenShift E)i{t

ERERTEMNLER TAEEIEVMMVMware X% 2|0penShiftEziik

EARTH, FAVE T BUEER R R T B (Migration Toolkit for Virtualization. Mtv)J&EHAHM VMware
T E7E0penShift AR F & LinfTH EMAAsta Trident5NetApp ONTAPZfiEEE A HIOpenShiftEEHi L.

USSR T S0 fEE A ONTAP SANSERHEL VMM VMwareiE# 2| OpenShift EEHA 4 LASE I K A M 17 o
fEFRed Hat ViTMiE@id NetApp ONTAPTZ(iEE VMEFZ EOpenShiftEzik1k

TEBEBZEETR T BVMMVMwareiE % EIRed Hat OpenShift B2 LBV FZ,

Migration of VM from VMware to OpenShift Virtualization

RED HAT' .
/ \ /0 OPENSHIFT  Fed Hat Openshit f© o) \
VMware Container Piatform irtualization L

Encerarise Linux —— o ———

PVC and PV created from
storagg class using Trident

.

N /i VDDK copies data .
\ 2 J from VM disksto PV~ _- *K\ T - /

ONTAPor [ |
any datastore i) |

TR RGN FIRE M
EVMware £

s RIET—MEFARHEL 9.31RHEL 9 VM. HEBLTERE:
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° CPU: 2. N7F: 20 GB. f##: 20 GB
° AR&EE: rootBFMEERAF &R
* EPWESIMER. BT PostgreSQLARSS 23
° PostgreSQLARSS 23 EBEIF B A, RITE/BEIRTEEh

systemctl start postgresqgl.service’
systemctl enable postgresqgl.service
The above command ensures that the server can start in the VM in

OpenShift Virtualization after migration

o ANINT 2R, ,J:P/?ﬁ?][IT1A§5FD1ﬁo B2 "L B XERHEL 2 %PostgreSQLARSS 28 LA
SIERIEEMNRZERIREA. 55

()  ®ERESPosigreSQLIRS B3 RIS LITE BB E .

7fOpenShift&Eef £
EREREZ A, BB TRE:

* OpenShiftéEE$4.13.34
* "Astra=4723.10."

* 7ISCSIEAMERT S LM ZEE (3T FONONTAP SANTERER), 1ES IR YAMLLULBIE— N FIFHIE
&, UEEEEPHNES IR EBAISCSI

* {FFHISCSIFIONTAP SANKI = ImF1FESE, 15BN A= oRIRMFMEISIRHEIYAML 5,
* "OpenShift FEHAL"

EEOpenShiftEEBF 15 = L ZEISCSIFI Z KR, 1BER TEIREANYAMLI 4
NiSCSIEHBET =

apivVersion: apps/vl
kind: DaemonSet
metadata:
namespace: trident
name: trident-iscsi-init
labels:
name: trident-iscsi-init
spec:
selector:
matchLabels:
name: trident-iscsi-init
template:
metadata:
labels:
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name: trident-iscsi-init
spec:
hostNetwork: true
serviceAccount: trident-node-linux
initContainers:
- name: init-node
command :
- nsenter
- ——mount=/proc/1l/ns/mnt
- sh
= =@
args: ["$(STARTUP_SCRIPT)"]
image: alpine:3.7
env:
- name: STARTUP SCRIPT
value: |
#! /bin/bash
sudo yum install -y lsscsi iscsi-initiator-utils sg3 utils
device-mapper-multipath
rom -gq iscsi-initiator-utils
sudo sed -1 's/”\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf
cat /etc/iscsi/initiatorname.iscsi
sudo mpathconf --enable --with multipathd y --find multipaths

sudo systemctl enable --now iscsid multipathd
sudo systemctl enable --now iscsi
securityContext:
privileged: true
hostPID: true
containers:
- name: wait
image: k8s.gcr.io/pause:3.1
hostPID: true
hostNetwork: true
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
updateStrategy:
type: RollingUpdate

EA LT YAMLX 4 B EFONTAP SANTE (&M = TT/aimEc B
iISCSIf =i
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-san-secret
type: Opaque
stringData:
username: <username>
password: <password>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: ontap-san
spec:
version: 1
storageDriverName: ontap-san
managementLIF: <management LIF>
backendName: ontap-san
svm: <SVM name>
credentials:
name: backend-tbc-ontap-san-secret

FERUTYAMLX 462 Z#EFONTAP SANTZEMN = TG E

FBTFiSCSIFN =Rk 1=fi&3

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-san
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-san"
media: "ssd"
provisioningType: "thin"
snapshots: "true"

allowVolumeExpansion: true

ZEMst

W1E. &e] L ZE5E AT RN AT T A B8 (Migration Toolkit for Virtualization. fEi#f IR TAR), ESIA

RAEAYIER "Il B X REREER,

EIL RS T B B (Migration Toolkit for Virtualization. Tmb)MA P REE M EIOpenShift WebiEH & H,

BAIUASE "I FHafER AR RERITEMES
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IEREMHIZ

ERRHEL VMMVMwareiF# Z|OpenShiftlEi b, EEELAIVMwaretBIRIRIEIZEF. 1SR "Lk LA
BRI IR,

BlEVMware BIR B EEEHEUTEH:

» vCenter URL
* vCenterZiE

* vCenter Server}g4l

* TFEERRIVDDKR G
IR MAZ R

Select provider type *

VM ySphere

Provider resource name *

vmware-source °

Unique Kubernetes resource name identifier

URL *

URL of the vCenter SDK endpoint. Ensure the URL includes the "/sdk" path. For example: https://vCenter-host-example.com/sdk

VDDK init image

dockerrepo.eng.netapp.com/banum/vddk:801 (]

VDDK container image of the provider, when left empty some functionality will not be available

Text
Username *

administrator@vsphere.local

vSphere REST APl user name.

Password *

vSphere REST API password credentials.

SSHA-1 fingerprint *

The provider currently requires the SHA-1 fingerprint of the vCenter Server's TLS certificate in all circumstances. vSphere calls this the server's
thumbprint.

Skip certificate validation
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https://access.redhat.com/documentation/en-us/migration_toolkit_for_virtualization/2.5/html/installing_and_using_the_migration_toolkit_for_virtualization/migrating-vms-web-console#adding-providers
https://access.redhat.com/documentation/en-us/migration_toolkit_for_virtualization/2.5/html/installing_and_using_the_migration_toolkit_for_virtualization/migrating-vms-web-console#adding-providers
https://access.redhat.com/documentation/en-us/migration_toolkit_for_virtualization/2.5/html/installing_and_using_the_migration_toolkit_for_virtualization/migrating-vms-web-console#adding-providers
https://access.redhat.com/documentation/en-us/migration_toolkit_for_virtualization/2.5/html/installing_and_using_the_migration_toolkit_for_virtualization/migrating-vms-web-console#adding-providers

ML TR T A 8 (Migration Toolkit for Virtualization. Mv) fFERVMware B2 & T A

B (Virtual Disk Development Kit. VDDK) SDKEAIIRMVMware vSpheref& i EE AR IR E,
() @it B7ERNAEVDDKEME, REXZARM

EFEALEIIEE. 1B N EVMware BN T A TE8(VDDK). #EVDDKMUE, RS VDDKAR

BIEX B GIEM R,

RERIR MRV BRI TIRE "L 8132 VDDKBRIGFH K EH#EIX B AT MOpenShiftSe 8#7 1RI B0 E A 2o
BIZ B RMHIER

T OpenShiftEEA LR iz F BRIR iz . EIbt=BEARINENEE,

ellfe SN Egnwdl

IR MBI AR TIRE "L LISIBERS Ao

BIEMXIEY, WRFERCIE, WEZEEUTAE:

* BT RRMLEBRET R B AR B BRET o

* BT RREEFE RS 2 AR IESERIFAEIR Y. Jultt. ,thJL,(JihONTAP SANTFfiEZE
BIEERSITNG, ZItRIARESN R Ready*, IMIEME %A Start*1ZitKo

o e kube:admin v

— RedHat HH A5
= OpenShift s

iguration to allow others to log in.

OperatorHub
Project: openshift-mtv v~
Installed Operators
Plans
Workloads
Virtualization Status v Neme <~ Q Fiterbyname > (P showarchived m
Name 1 Source.... Target ... VMs Status Description
EEEEEE @ mtv-migration-demo ( cold @D vmware @D host (=1 © Ready Plan for migrating VM to OpenShift Virt Start
@D vmware-osv-migration | cold @ voware2 @D host (=} S d 10f 1VMs migrated @ Migrating RHEL 9 vm to OpenShift Virtu.
@D vmware-osv-migration-plan! ( cold @ vioware2 @ host (=] Succeeded 10f1VMsmigrated @
.~ — |
@D v g pl Id @ @ host =) Succeeded 10f1VMs migrated @ migrating RHEL 9 vm using g ONTAP NFS.
_
Networking

B Start BT — RV T BHKFTAEIMIBITERE.
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https://access.redhat.com/documentation/en-us/migration_toolkit_for_virtualization/2.5/html/installing_and_using_the_migration_toolkit_for_virtualization/migrating-vms-web-console#creating-migration-plan_mtv
https://access.redhat.com/documentation/en-us/migration_toolkit_for_virtualization/2.5/html/installing_and_using_the_migration_toolkit_for_virtualization/migrating-vms-web-console#creating-migration-plan_mtv

— RedHat
1 OpenShift

i A5 O © kube:admin v

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

OperatorHub

Installed Operators Migration plans > mtv-migration-demo

Migration details by VM

Workloads

Virtualization

TN Filter by name Q Cancel STl .
Name Start time End time Data copied Status
@ ocp-source-rhel9. 06 Mar 2024, 09:42: 06 Mar 2024, 09:5t: 20.00/20.00 GB Complete Getlogs
-©0©©®

Step Elapsed time State

@ Initialize migration 00:00:35 Completed

@ Allocate disks 00:00:00 Completed

@ Convert image to kubevirt 00:02:45 Completed

@ Copy disks 00:04:58 Completed

@ Create VM 00:00:00 Completed

SRFAESEBE, ErLUEE S AN S EF Virtualization” (L) FEY*virtual Machines* R &E & T
HIVM,
Hrpig 7 i e WA ER "I,

BRI LIS REIEMWIHIIEposIETE ERREIERFENAR, LRFNKERE. RKNFENSTRVM LEIERE
[Bo

f&B)) NetApp £ Red Hat OpenShift £y Kubernetes $2{#t54%
SEEE

iEATF Kubernetes FISREEEIE: KA NetApp BY Red Hat OpenShift

MERSUNBERFMFRTERER, FZARFTEFHEZ 1 Red Hat OpenShift SEBFRZ 1 F1Z N TR R
HAEE, B, dIBESE OpenShift £8 FIEEZ NN EAERFRIEAE. Alt, SMEAREXEHEER
—tHEERE, Ak OpenShift EIE RN ME X EE ZPNAIBEIED OMAE cH— R IFBEH SRR 2 EEE
X—EIMk . T RAXEEHkEL, Red Hat #iH 7iEFATF Kubernetes S REEFEIE,

{8 Red Hat Advanced Cluster Management for Kubernetes B] AT IA TESS !

1. BHIEPOMAE LR, SANEESNER,

2. N—MEHIEES ISR L HENEEN BREFR TERE,

3. IS AREHZRNETIRRARES

4. BIEHEGITHEZ MEENT 2 M.

Red Hat Advanced Cluster Management for Kubernetes E9 Red Hat OpenShift SE£8¥fIHINNAHFFITREE, H

ERIERENEBIRERIRRITHIE, WEBTASELSEER, ESNAPRE—EETENEREEHR
SREE, BISAEHEERITE &I ANNEZNFIEEM OpenShift £EHIIMELRERERE, MARESE
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https://docs.openshift.com/container-platform/4.13/virt/virtual_machines/virt-accessing-vm-consoles.html
https://docs.openshift.com/container-platform/4.13/virt/virtual_machines/virt-accessing-vm-consoles.html
https://docs.openshift.com/container-platform/4.13/virt/virtual_machines/virt-accessing-vm-consoles.html
https://docs.openshift.com/container-platform/4.13/virt/virtual_machines/virt-accessing-vm-consoles.html

B, EREREER LLRE—RN Kuterlet FIIR, FHEZZIROER, HMESEHEMERERE,
NREFESRERERE, AINMEENREEMEEXNREEEIER.
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BXIFAER, BESUXHE "I,

1. FAFEELL2R 5B Red Hat OpenShift ££8¢ (k7 4.5 LA L)
2. ERTZEEEM Red Hat OpenShift 58 (BT 4.5.3 hR)
3. ¥} Red Hat OpenShift &EB¥HIE R EIZ R A1)

4. 5&ATF Kubernetes FY Red Hat SR EREIRITIA

SREREIER OpenShift BRI —NINTIEE, Flt, RIFBESELSNRESREDERIEE, BHRRERR
FEERMRE. EXNEBHHITHRMGLER, ERFEZEXERHE, FEIHE "L BXIFEES

5E, MRELAB[EHEETATAKITEEMIEMANG, AEERENEXETR LRESLAEHEERIR,
N FEARR X T RN A SENIERSR. AXIFAESE, BSIE "I

EREIEA T Kubernetes S KEREIE
ZE1f OpenShift 28 F LIEEATF Kubernetes WEREREIE, BTRUTSE:

1. FEE— OpenShift EEHERNFOEERE, HEMA cluster-admin M REREZ &R,
2. 2fn%| Operators > Operators Hub , ASIEZRIERTF Kubernetes IS REREIR,
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https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_management_for_kubernetes/2.2/
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_management_for_kubernetes/2.2/
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_management_for_kubernetes/2.2/
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https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_management_for_kubernetes/2.2/
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_management_for_kubernetes/2.2/html-single/install/index#network-configuration
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_management_for_kubernetes/2.2/html-single/install/index#network-configuration
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_management_for_kubernetes/2.2/html-single/install/index#network-configuration
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_management_for_kubernetes/2.2/html-single/install/index#network-configuration
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_management_for_kubernetes/2.2/html-single/install/index#network-configuration
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_management_for_kubernetes/2.2/html/install/installing#installing-on-infra-node
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_management_for_kubernetes/2.2/html/install/installing#installing-on-infra-node
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_management_for_kubernetes/2.2/html/install/installing#installing-on-infra-node
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_management_for_kubernetes/2.2/html/install/installing#installing-on-infra-node
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_management_for_kubernetes/2.2/html/install/installing#installing-on-infra-node

o Administrator

Home

Overview

Projects

Search
Explore

Events

Operators

OperatorHub

Installed Operators

Project: default

All tems

Al/Machine Learning
Application Runtime
Big Data

Cloud Provider
Database

Developer Tools
Development Tools
Drivers And Plugins
Integration &Delivery
Logging & Tracing

Modernization & Migration

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

All ltems

Filter by keyword...

Community

3scale APl Management

provided by R

3scale Operator to provision
3scale and publish/manage API

3. EFRIEAT Kubernetes WEREREIE, ARRTRE,

Advanced Cluster Management for Kubernetes

223 provided by Red Hat

Install

Latest version
773

Capability level

@ Basic Install

1

& Seamless Upgrades
1

ull Lifecy

Provider type
Red Hat

Provider
Red Hat

Infrastructure features

Disconnected

(%)

Advanced Cluster Management
for Kubernetes

provided by

Advanced provisioning and
management of OpenShift and
Kubemetes clusters

450 items

A akka

Akka Cluster Operatol

provided by

Run Akka Cluster applications on
Kubernetes.

Red Hat Advanced Cluster Management for Kubernetes provides the multicluster hub, a central

management console for managing multiple Kubernetes-based clusters across data centers, public

clouds, and private clouds. You can use the hub to create Red Hat OpenShift Container Platform

clusters on selected providers, or import existing Kubernetes-based clusters. After the clusters are

managed, you can set compliance requirements to ensure that the clusters maintain the specified

security requirements. You can also deploy business applications across your clusters.

Red Hat Advanced Cluster Management for Kubernetes also provides the following operators:

o Multicluster subscriptions: An operator that provides application management capabilties including

subscribing to resources from a channel and deploying those resources on MCH-managed

Kubernetes clusters based on placement rules.

o Hive for Red Hat OpenShift: An operator that provides APIs for provisioning and performing initial

configuration of OpenShift clusters. These operators are used by the multicluster hub to provide its

provisioning and application-management capabilities.

How to Install

Use of this Red Hat product requires a licensing and subscription agreement.

4. 1% Install Operator &R L, RENERFMAEE (NetApp BiIVRBIRIASE) , AFET Install o
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OperatorHub  *  Operator Installation

Install Operator

Install your Operator by subscribing to one of the update channels to keep the Operator up to date. The strategy determines either manual or automatic updates.

Update channel
O release-20
1 release-21

@ release-2 2

Installation mode *

Al na

This mode is not supported by this Operator
@ A specific namespace on the cluster

Cperator will be available in a single Namespace only.

Installed Mamespace *

® Operator recommended Namespace: @ open-cluster-management

€) Namespace creation

Mamezpace open-cluster-management does not exist and will be created.

O Selecta Namespace

Approval strategy *

Advanced Cluster Management for Kubernetes
2.2.3 provided by Red Hat -

Installing Operator
The Operator is being installed. This may take a few minutes.

View installed Operators in Namespace open-cluster-management

6. RRRMERE, RHOESERFRD.
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7.

8.

60

Advanced Cluster Management for Kubernetes o
2.2.3 provided by Red Hat

Installed operator - operand required

The Operator has installed successfully. Create the required custom resource to be able
to use this Operator.

MultiClusterHub @ Required
Advanced provisioning and management of OpenShift and Kubernetes clusters

Create MultiClusterHub

View installed Operators in Namespace open-cluster-management

E "Create MultiClusterHub " & £, TERHIFHAEEGET "Create o IIRIEREBIZERBIELBINET
<o

Project: open-cluster-management  «

Advanced Cluster Management for Kubernstes > Create MultiClusterHub

Create MultiClusterHub

Create by completing the form. Default values may be provided by the Operator authors.

Configure via: @ Form view O YAML view

MultiClusterHub
6 Note: Some fields may not be represented in this form view. Please select "YAML view" for full control. provided by Red Hat

MultiClusterHub defines the configuration for an instance of the MultiCluster Hub
Name *

multiclusterhub

Labels

app=frontend

> Advanced configuration

EHHAEREERIATEITIFE Pod MBEEGITRESBIRERBERINRESRE, BREEHET
Kubernetes S REEEIE,



Project: open-cluster-management v

Installed Operators

Installed Operators are represented by ClusterServiceVersions within this Namespace. For more information, see the Understanding Operators documentation . Or create
an Operator and ClusterServiceVersion using the Operator SDK .

Name = Search by name... /
Name 1 Managed Namespaces Status Provided APIs
Advanced Cluster open-cluster-management @ Succeeded MultiClusterHub 3
Management for Up to date ClusterManager
Kubernetes
ClusterDeployment
2.2.3 provided by Red Hat ClistesState

View 25 more...

S—/

- SERELARTERTE LN, TllE, SEEEASBTENEITRS.

Installed Operators » Operator details

@ Advanced Cluster Management for Kubernetes :
Actions =
223 provided by Red Hat

Details  YAML  Subscription Events  Allinstances  MultiClusterHub ClusterManager  ClusterDeployment  ClusterSt:

]
MultiClusterHubs

Name Search by name... /
Name 1 Kind Status Labels
multiclusterhub MultiClusterHub Phase:® Running No labels .

10. EEARAEHEEGRTEPLIRRA, EEIBAFR URL LUpREAEEEIRET S,

Project: open-cluster-management

Routes

Y Filter ~ Name ~  mul 7

Name mul X Clear all filters

Name T Status Location Service

@ multicloud-console & Accepted https:/multicloud- @ management-ingress s

console.apps.ocp-
vmwareZ2.cie.netapp.com
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IfgE: {E5Bh NetApp 7f Red Hat OpenShift £ Kubernetes 12{=REH ST

SR L FHREE
BEEARRFER OpenShift &£28f, ErRILISIBXEERFFKESNISHREHEEDR,

1. BESME " Boh b EZe >" 8 ",
2. BHIEHH OpenShift &£2%, ERIUTHE:

aML%TE?L%Z%%9"%&&?&%"#%&"%%&%",%15 EERMIZF LR NG
1¥£EH1|:|"_.\, /.\\F$a§ /'J\

Select a provider and enter basic information
Provider * @

aws Amazon Web Services -

Connection name * &

nik-hcl-aws

Mamespace * &

default -

Configure your provider connection

Base DNS domain @

cienetapp.com

AWSaccesskey D * &

AKIATCFBZDOIASDSAH

AWS secret accesskey * @

Red Hat OpenShift pull secret *

Fus3pMNbktvaHpINFcZMEZsbmtBVYGNE ThtmUIZXcHoxOWIte EZw R0y Z1d 3cj Job Gy JeDBOMNOXIZEQyeGMSQ0ZwZkSRRZ JUanlxNnNUM2IRBOF b -
UFNCIBYIpEWVZEOHItNkxTMOZ PUVpoWFRHCGWREIDQZRSYIRaTIxbldLT ZoyQ 3pVvell HMIwcENSaZ Yy OUsyLWZGSFVINA==","email :"Nikhil k -
utkarni@netapp.com”}, reqistry.redhat.io”:

i FP 5 TEgIstry -

SSH private key * @

-----BEGIN OPENSSH PRIVATE KEY---—-- =
b3BlbnNzaCIrZxktdjEAAAAABGSvbmUAAAAEbasdadssadmIUZOAAAAAAAAABAAAAMWAAAALZCZGETW il
QYNTUxOQAAACCLowL gAvSIHAE P+ DevIRNzaG2zkMNe MIZ/ UHy FOUWWAAAAA Jh/waGxfBGu -
-
55H public key * &
ssh-edZ5519 AAAACINZaCIZDIINTESAAAANTZAUACT46agdhZ1cB4/4NG/VE3NobbOQ 2tV na 0f J/RRaBA root@nik-rhels
~

b. BEEIMER:, ESMEIER, ARRERNEE > Q2L REEHNBNEHEFNIFAES,
AEBE T,
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~ Configuration

Cluster name * ®

rh-aws

~ Distribution

Select the type of Kubernetes distribution to use for your cluster

‘ Red Hat °
OpenShift
Select an infrastructure provider to host your Red Hat Openshift cluster.
Amazon °
aWS " Google Cloud I Microsoft Azure
! \Web Services
a8 VMware C—1 Bare
—
vSphere —a Metal
Release image * @
quay.iofopenshift-release-dev/ocp-release:4.712-x86_64 o -
Provider connection * (3@
nik-hcl-aws o -

Add a connection

C. BIEEEE, ZEBBETRERRIIRF, RSN Ready .
3. BERAMEEER, FRBUTHE:
a. SIMEIEE, ARBHRNER > SANIEEE,
b. INEEHRI, RERERESAFEMRL, ERER—MAFRMIMEEENHL,

C. B8 Copy Command , ARNBERIMNEIELBEHNEEIZTHS. WRERERE LEMIFIRRE

%, STltdERE, SERERESEYIRTD, FRETRIAEH Ready o
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Mame *

ocp-vmw]

Additional labels

Onee you chek on "Savemport 2nd generate code”, the information you snterad will be vted to generate the code and cannot be
micdafped ENyMone, i yeu wish to change any informabon, you will have 10 delete and re-mpont this cluster

Code generated successfully & import saved

Run a command

1. Copy this command

Click the button to have the command automatically copled to your clipboard,

Copy command L]

2. Run this command with kubect] configured for your targeted cluster to start the import

Login to the existing cluster in your terminal and run the command.

LIr!m{:rt another
4. BIBHSNZSNEERE, EaUMN—NMEHIE BTN EIEX LR,

IfgE: {EBh NetApp 7€ Red Hat OpenShift £ Kubernetes 12{=REH S

Rz Edn BIig
BoENBERHE—AERTNEHITERE,

1. NOESMBIEENARER, ARREENARER. REZENNAEFINFAEER, ARRHRTF.
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Applications

Create an application @O vwor

Name* @

demo-app

Mamespace* IG_}

default

~ Repository location for resources

~ Repository types

Select the type of repository where resources that you want to deploy are located

0'@ Git

URL* @)
https://github.com/open-cluster-management/acm-hive-openshift-releases.qgit X -
Branch (@)
main X -
Path ()
clusterlmageSets/fast/4.7 X -

2. REVAREFANE, KNREFEERETIRP,.

Applications

Overview Advanced configuration
Q, Search
Name Namespace
demo-app default

3. MTE, BJLAMIEH & EITNER I N AR,

Clusters

Local

(€]

Resource

Git

®

Time window

1-Tofl =

(o] I

(€]

C Refresh every 155 ¥

Last update: 7:36:23 PM

Create application

Created

8 days ago

1 of 1
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IhRE: {EB) NetApp 7f Red Hat OpenShift g Kubernetes 12t = REHEE

Il

AL

I'::
=
BT UEINEE, ERIUAFRIEREX GAIERES, HHREESREILREE, ERILRIEHEITECE, LB
EEERMNRESENIT .

1. ML= SME BRI,

2. ZRIEESHMRES, FRECIERR, WARRITENFAEE, AEEELEEILRKANER. MRES
EHEEMLERBRBVIERL, IEEF " SIRHr, NSRS " g, ARBEE "I
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Governance andrisk / Policies /[

Create policy ® @ vwor

MName *

policy-complianceoperator

Mamespace * (i)

default

Specifications * (i)

@' ComplianceOperator

Cluster selector (i)

@ local-cluster: "true”

Standards (i)

@& risT-csF

Categories (i)

@ FPR.IP Information Protection Processes and Procedures

Controls (i)

@ FR.IP-1Baseline Configuration

I:I Enforce if supported (i)

D Disable policy (i)

3. EBTFME M TIRE, TBESREHFERRITNEE T ARREREN.



Governance and risk ®

Summary 1

NIST-CSF

Q, Find policies

Standards =

No violations found

Based on the industry
policy violations.

Policy name

policy-

complianceoper
ator

MNamespace

default

Remediation

inform

standards, there are no cluster or

Cluster
violations

® o/

Standards

NIST-CSF

Categories

PR.IP Information
Protection Processes and
Procedures

1-1ofl1 =

IhRE: fE&BH NetApp 7 Red Hat OpenShift =77 Kubernetes 125 R ERFE1E

RIS

BT Kubernetes WAL R ERIRM T — B EFIERETHTR,

1. SME " MEIFE ">" R " o

68

= Filter C Refreshevery10s ~

Last update: 12:54:01PM

Create policy

Policies Cluster violations

Controls Created |

PR.IP-1 Baseline 32 minutes ago :
Configuration

1 of 1

Pod NN A2 TIEAHRTG .



Red Hat

Advanced Cluster Management for Kubernetes kube:zadmin ~

Overview + Add provider connection

O

Other
Summary
Cluster compliance 3 Pods 132 Cluster status 3
100% W 3 Compliant 100% 100% W 3 Ready

® 0 Non-compliant W 0Ofine

2. AR Pod Ml TEAHESIRES ML HITIRITNHF. B£& Pod UEEHENHIE.

Red Hat
Advanced Cluster Management for Kubernetes

kube:admin ~

Search

Saved searches ¥

3 Related cluster 673 Related secret 20 Related node 8 Related persistentvolumeclaim

8 Related persistentvolume 1 Related provisioning 2 Related searchcollector 3 Related iampolicycontroller

Name

Namespace openshift-marketplace

Cluster local-cluster
Status Completed
Restarts 0

Host IP

Pod IP

Created 4 days ago

Labels controller-uid=dd259738-2cce-40e2-85d3-6ccf56904bas

3. EHPHFE T RBSRESMEIER#ITIHIEM O, BETREIERANM T RENIFRESR,
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Search

Savedsearches v Open new search tab [/

3 Related cluster 1k Related pod 12 Related service

v Node (20)
Name 1 Cluster Role Architecture OSimage cru Created Labels
ocp-master-Locp-bare- ocp-bare-  master, amds4 Red Hat Enterprise Linux CoreOS 48 amonthago  betakubernetesiofarch=amd64  beta kubemetesio/os=iinux i
metalcie.netapp.com metal worker 47.83202103292105-0 (Ootpa)

kubemeteso/arch=amd64 5 more

ocp-master-2.ocp-bare- ocp-bare-  master, amde4 Red Hat Enterprise Linux Core0S 48 amonthago  betakuberetesiofarch=amd64  betakubernetesiofos=linux H

metal cie netap

m metal worker 47.83.202103292105-0 (Ootpa)
kubernetes.io/arch=amd64 5 more

ocp-master-3.0cp-bare- ocp-bare-  master; amd64 Red Hat Enterprise Linux CoreOS 48 amonthago  betakubernetesiofarch=amd64  beta kubernetes.io/os=linux H

metal.cie.netapp.com metal worker 47.83.202103292105-0 (Qotpa)
kubernetes io/arch=amd64 5 more

4. ZAASRIEAENEEZRNSHRIENARFMEERN., REEBIEEEHTFARGR,

Search

Saved searches v Open new search tab[4
3k Related secret 7 87 Related pod 15 Related persistentvolumeclaim 17 Related node | Related application
15 Related persistentvolume 1 Related searchcollector 8 Related clusterclaim 3 Related resourcequota 5 Related identity

Show all (158)

v Cluster (2)

Name T Available Hub accepted Joined Nodes Kubernetes version cpPU Memory Console URL Labels
local- True True True 8 v120.0+c8905da 84 418501Mi Launch cloud=VSphere  clusterlD=148632d9-69d5-4ae4-98ee-Bdf886463c3
cluster

installername=multiclusterhub 4 more

acp-vmw True True True 9 v120.0+df9c838 28 M98IMi Launch cloud=VSphere  clusterlD=9d76ac4e-4aae-4d45-a2e8-1106054282fe  name=ocp-vmw | more

IhAE: {EB) NetApp 7f Red Hat OpenShift 7 Kubernetes 12t = REHEE

EE TR LERR

B IEAF Kubernetes ISR EREIEIEE, AP UMEHISEINE— MRS I SEERH LEIERE, fl0

, ANERIEAY OpenShift EBF I FAREILL S, FHTER NetApp ONTAP S£E8HEMY 1, HAFEER MR L
EE% PVC , MATABHTNE=Z LR (+) TS, ARG, EEFECIE PVC BEE, MEEIE YAML , RARBEE
B,
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Create resource

Clusters | Select the clusters where the resource(s) will be deployed.

Resource configuration | Enter the configuration manifest for the resource(s).

YAML

Cancel

kind: PersistentVolumeClaim

ion: vi

p-trident
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