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Kubernetes 1.21.6
NetApp Astra Trident CSIIRTHFZF 22.01.0
i&AFKubernetesfINetApp DataOps TEE 2.3.0
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1752 1—JupyterLab VIR EHE IR

1. AAIMLHEIE TEfA HBIEEKubernetestn & =idl,

$ kubectl create namespace inference
namespace/inference created

2. fEFANetApp DataOps TR B EKAME. UFEERITHIENEUE,

$ netapp dataops k8s cli.py create volume --namespace=inference --pvc

-name=inference-data --size=50Gi

Creating PersistentVolumeClaim (PVC) 'inference-data' in namespace
'inference'.

PersistentVolumeClaim (PVC) 'inference-data' created. Waiting for

Kubernetes to bind volume to PVC.
Volume successfully created and bound to PersistentVolumeClaim (PVC)

'inference-data' in namespace 'inference'.
3. f£ANetApp DataOps T A B 8IEFHBJupyterLab TIEZ 8], M -mount- PVC IETES = —F eIk
A4E, RIBREER - nvidia-GPU IEITENVIDIA GPUERLE TIE=SIEL,

FEUTRAIS. kAMSE HIE-data 2EH | JupyterLab TEZ @) A28, 2B UT
home/jovyon/data’s {EFIProject JupyterE /5 B 2s8&EY. “/home/jovyan i&{EJupyterLab Web R EHHY
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$ netapp dataops k8s cli.py create jupyterlab --namespace=inference
--workspace—name=live-inference --size=50Gi --nvidia-gpu=2 --mount
-pvc=inference-data:/home/jovyan/data

Set workspace password (this password will be required in order to
access the workspace) :

Re-enter password:

Creating persistent volume for workspace...

Creating PersistentVolumeClaim (PVC) 'ntap-dsutil-jupyterlab-live-
inference' in namespace 'inference'.

PersistentVolumeClaim (PVC) 'ntap-dsutil-jupyterlab-live-inference'
created. Waiting for Kubernetes to bind volume to PVC.

Volume successfully created and bound to PersistentVolumeClaim (PVC)
'ntap-dsutil-jupyterlab-live-inference' in namespace 'inference'.
Creating Service 'ntap-dsutil-jupyterlab-live-inference' in namespace
'inference'.

Service successfully created.

Attaching Additional PVC: 'inference-data' at mount path:

' /home/jovyan/data’'.

Creating Deployment 'ntap-dsutil-jupyterlab-live-inference' in namespace
'"inference'.

Deployment 'ntap-dsutil-jupyterlab-live-inference' created.

Waiting for Deployment 'ntap-dsutil-jupyterlab-live-inference' to reach
Ready state.

Deployment successfully created.

Workspace successfully created.

To access workspace, navigate to http://192.168.0.152:32721

4. {EH create jupyterlab st IS ERIURLIAIJupyterLab T E= 8], HIEBREFREBEHZITEZTEM
KA S
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> Jupyterlab p ¢ +

-

& > C A Notsecure | 192.168.0.152:32721/lab/tree/data

: File Edit View Run Kernel Tabs Settings Help

Upload Files
Filter files by name : Q
o i / datz /
... Name - Last Modified

#

6. R[N B RHCIRIEIEICS

~ Untitled.ipynb - JupyterLab X 4+

L

& = C A Notsecure | 192.168.0.152:32721/lab/tree/Inferencing.ipynb

: File Edit View Run ernel Tabs Settings Help
b e ot c A inferencing.ipynb
B + X O » m ¢ » Code v
Filter files by name Q

0 . | o

o Name a Last Modified

T m dats 32 minutes ago

* « M) Inferencing.ipynb 11 minutes ago

7. AERRBRANMEERD UTRFERT EGNAGBHEERAE,
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4 Launcher = = image-demo-pytorchipymb x

B + X 00 » =& ¢ » Cods - Pyihen 3 (ipykermel) O B

STEP 3-1: Clean (Without obfuscation) detection

& get current firose

frame = input_image

preprocessed_Input = preprocess_Input{frase)
preprocessed_input = torch.Tenzor(preprocessed_input).tofdevice)

F ru forward gass
clean_setivation = cleon_sodel.forward head{preprocessed input] & runs the firze few Loyers
lot, pred = cledn sodel.forward_tall(clean_activation) & runs rest of the layers

F postprocess output
clean pred = {log.detach{}.cpul)inumpy(), pred.detach).cpul ) inumpy())
clean_putputs = postprocess_outputs(

clesn pred, [[input image wldeh, input_image helghtl], priors, THRESHOLD

= drow rectongles
clean_frome = copy.deepcopy{frame) & reeds to be deep copy
for [xl, yl, x2, ¥2, 2} in clean_cutpoetsf0]:

x1; ¥i = Int{xi), int{yl)

®d, y1 = int(x2), int{yl}

cvi.rectanglefclean_frame, (x1, ¥1), (=2, y2), (&, @, 155), 4)

B Launcher X (W image-demo-pytorchipynb X
L

B + ¥ 00 » =1 & =

Visualize Clean (Without obfuscation) detection

show_cvi_lmage(clean_frame, scale=2

LSS

. $Protopia A FMEIRIBRIBH, ProtopiaBEEEFAE. JRERET EABMASRY. FEARAIR
SHEEN. LR RBIER T R T Protopialis HOEHR A AR IR,



& Launcher

B + X
B Launcher
B + X

= A image-demp-pytors

B0 » & ¢ » Code -

STEP 3-2: Protopia Al (With obfuscation) detection

pregrocess_lnput{frame

tarch.Te

r{preprocessed_input],to

£)s pred.detach().cpul]). nus

_OuTpuUts = poSEProcess
noisy_pred, [[input_image wldth, input image helght]], priors, THRESHOLD * @.%

tion)
detach( ) cpuf ). numpy () [ 0]

UNDrEproces

o, (input_lasge it_lmage_height), True

} in noisy_cutpots[@]:
tlyl)
)

yoreconstruction, {x1, y1), {x2, y2), (@, @, 258), 4)

F 4 A image-demo-pytorchipymb X
B 0 » &8 ¢ » Cobe v

Visualize Protopia Al (With obfuscation) detection

show cv2 image(nolsy reconstruction, scale=3)

Pryihon 3 (ipykzmel) O 6

Python 3 (lpykamel) O &
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17 =2—Kubernetes_ Byt b IRHEIE

1. RHAUMLIEEIE T et Hi 8l EKubernetesin 2 Zal,

$ kubectl create namespace inference

namespace/inference created

2. fEfANetApp DataOps TR B EKAME. UFHEERITHIENEUE,

$ netapp dataops k8s cli.py create volume --namespace=inference --pvc

-name=inference-data --size=50Gi

Creating PersistentVolumeClaim (PVC) 'inference-data' in namespace
'"inference'.
PersistentVolumeClaim (PVC) 'inference-data' created. Waiting for

Kubernetes to bind volume to PVC.
Volume successfully created and bound to PersistentVolumeClaim (PVC)

'inference-data' in namespace 'inference'.

3. ERENITHIEMEURIETAIKA LS.

A LUEE 2 AR RN EZIPVC L. IR EHHIBHAIEEESSIRANMREMEFEEHR. fl
UNetApp StorageGRID ZAmazon S3. NIATLAEA "NetApp DataOps TEEIS3 Data MoverZge"s S—H#
B AR B JupyterLabTfE=E). AfE@id JupyterLab Web R EEXX . 0" —T 9P B3%I5FR
Rizn|1—JupyterLabAYIREHIE, "

4. A AAIBHIR(ES B Kubernetes Rk, LUTRAIETR T — M EGIQNBFRHAIBHIR(EL, ARSI
—ARGRRES MREHRITHEER, FFEEERIEETRS N\ Elstdout,
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$ vi inference-job-raw.yaml
apiVersion: batch/vl
kind: Job
metadata:
name: netapp-inference-raw
namespace: inference
spec:
backoffLimit: 5
template:
spec:
volumes:
- name: data
persistentVolumeClaim:
claimName: inference-data
— name: dshm
emptyDir:
medium: Memory
containers:
- name: inference
image: netapp-protopia-inference:latest
imagePullPolicy: IfNotPresent

command: ["python3", "run-accuracy-measurement.py",

"/data/netapp-face-detection/FDDB"]
resources:
limits:
nvidia.com/gpu: 2
volumeMounts:
- mountPath: /data
name: data
- mountPath: /dev/shm
name: dshm
restartPolicy: Never
$ kubectl create -f inference-job-raw.yaml
job.batch/netapp-inference-raw created

S. HINHEIR(FAL B ATh5ERL.

"--dataset",

15
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$ kubectl -n inference logs netapp-inference-raw-255sp

1005 | so/8° [00:52<00:00, 1.68it/s]

Reading Predictions : 100% ||| | QBB 10/10 [00:01<00:00, 6.23it/s]
predicting ... : 100% || 10/10 (00:16<00:00, 1.64s/it]

==================== Results ====================
FDDB-fold-1 Val AP: 0.9491256561145955
FDDB-fold-2 Val AP: 0.9205024466101926
FDDB-fold-3 VvVal AP: 0.9253013871078468
FDDB-fold-4 Vval AP: 0.9399781485863011
FDDB-fold-5 Val AP: 0.9504280149478732
FDDB-fold-6 Val AP: 0.9416473519339292
FDDB-fold-7 Val AP: 0.9241631566241117
FDDB-fold-8 Val AP: 0.9072663297546659
FDDB-fold-9 Val AP: 0.9339648715035469

FDDB-fold-10 Val AP: 0.9447707905560152
FDDB Dataset Average AP: 0.9337148153739079

mAP: 0.9337148153739079

RProtopiai B AN EEIR(EL, ERTLAMProtopiam#k B H# 7 N Protopia’R BBVEFA BT AR, &%
BARTEARAREHIINETEERN. UTRFIERT— D ARNAGBIHE A IBHEIR(EL . ZFAEFIFER0.8/Y
FEHERNNT BFEM. L STEN—AHEBGTNS MEGRITHEZ AN ARF N RIEM. AR HE
HERRMEIETRS Astdout,

%t FalphafB0.05%. 0.1. 0.2, 0.4, 0.6. 0.8, 0.9%10.95, EAIUIEPEBLER "B ERMLIE, ™



$ vi inference-job-protopia-0.8.yaml
apiVersion: batch/vl
kind: Job
metadata:
name: netapp-inference-protopia-0.8

namespace: inference

spec:
backoffLimit: 5
template:
spec:
volumes:
- name: data
persistentVolumeClaim:
claimName: inference-data
- name: dshm
emptyDir:
medium: Memory
containers:
- name: inference
image: netapp-protopia-inference:latest
imagePullPolicy: IfNotPresent
env:
- name: ALPHA
value: "0.8"
command: ["python3", "run-accuracy-measurement.py", "--dataset",
"/data/netapp-face-detection/FDDB", "--alpha", "$(ALPHA)", "--noisy"]
resources:
limits:

nvidia.com/gpu: 2
volumeMounts:
- mountPath: /data
name: data
- mountPath: /dev/shm
name: dshm
restartPolicy: Never
$ kubectl create -f inference-job-protopia-0.8.yaml
job.batch/netapp-inference-protopia-0.8 created

7. HAHEIR(EAL B AThSERL.



$ kubectl -n inference logs netapp-inference-protopia-0.8-b4ddkz

1005 | so/8° [01:05<00:00, 1.37it/s]

Reading Predictions : 100% ||| || BB 10/10 [00:02<00:00, 3.67it/s]
predicting ... : 100% || 10/10 (00:22<00:00, 2.24s/it]

==================== Results ====================
FDDB-fold-1 vVal AP: 0.8953066115834589
FDDB-fold-2 Val AP: 0.8819580264029936
FDDB-fold-3 VvVal AP: 0.8781107458462862
FDDB-fold-4 Vval AP: 0.9085731346308461
FDDB-fold-5 Val AP: 0.9166445508275378
FDDB-fold-6 Val AP: 0.9101178994188819
FDDB-fold-7 Val AP: 0.8383443678423771
FDDB-fold-8 Val AP: 0.8476311547659464
FDDB-fold-9 Vval AP: 0.8739624502111121

FDDB-fold-10 Val AP: 0.8905468076424851
FDDB Dataset Average AP: 0.8841195749171925

mAP: 0.8841195749171925

1752 3—NVIDIA Triton{EIEIRZ 28

1.

2.

3.

4.
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RAIMLEIR T Efa &8l iEKubernetestn & =8lo

$ kubectl create namespace inference

namespace/inference created

fE£FANetApp DataOps TEBIE B AIEE. LUFATENVIDIA TritoniEIZAR S 2R S 1768,

$ netapp dataops k8s cli.py create volume --namespace=inference --pvc

—-name=triton-model-repo --size=100Gi

Creating PersistentVolumeClaim (PVC) 'triton-model-repo' in namespace
'inference'.

PersistentVolumeClaim (PVC) 'triton-model-repo' created. Waiting for

Kubernetes to bind volume to PVC.
Volume successfully created and bound to PersistentVolumeClaim (PVC)

'triton-model-repo' in namespace 'inference'.

BENE S EZEEPRFHAAMSE L "B, " XATHANVIDIA TritonIEAR S 281351,

AT LUEE Z ARG IENEEIPVC L, —ME R A EREE JupyterLabTE= 8], SAIG @ JupyterLab
WebFE_EEXMH. NP B3R5SR & 1—JupyterLabFREVIE R #EIE, "

fEFNetApp DataOps T A B EFEFHHINVIDIA Triton¥EIEAR S 233261,


https://github.com/triton-inference-server/server/blob/main/docs/user_guide/model_repository.md
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$ netapp dataops k8s cli.py create triton-server --namespace=inference
--server-name=netapp-inference --model-repo-pvc-name=triton-model-repo
Creating Service 'ntap-dsutil-triton-netapp-inference' in namespace
'"inference'.

Service successfully created.

Creating Deployment 'ntap-dsutil-triton-netapp-inference' in namespace
'"inference'.

Deployment 'ntap-dsutil-triton-netapp-inference' created.

Waiting for Deployment 'ntap-dsutil-triton-netapp-inference' to reach
Ready state.

Deployment successfully created.

Server successfully created.

Server endpoints:

http: 192.168.0.152: 31208

grpc: 192.168.0.152: 32736

metrics: 192.168.0.152: 30009/metrics

S. fEFTritonZF P imSDKITHIEESS . LU TPythonfXEZHERE A Triton Python®E F imSDK Y ARG I,
ITHEIRESS, LR GERATriton APIHEEERGR LRI THIE, ARG, TritondIZARS [ FWGER. AR,
HEAPIE R IR EIH#IR A

# get current frame
frame = input image
# preprocess input

preprocessed input preprocess_input (frame)

preprocessed input torch.Tensor (preprocessed input) .to (device)

# run forward pass

clean activation = clean model head(preprocessed input) # runs the
first few layers

S i
HHAHH S HSEAS

# pass clean image to Triton Inference Server API for
inferencing #

FHAFH A H AR A AR
SRS LS E L E

triton client =

httpclient.InferenceServerClient (url="192.168.0.152:31208",

verbose=False)

model name = "face detection base"

inputs = []

outputs = []

inputs.append (httpclient.InferInput ("INPUT O", [1, 128, 32, 32],
"FP32M))

inputs[0] .set data from numpy(clean activation.detach () .cpu() .numpy (),

binary data=False)

19
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outputs.append (httpclient.InferRequestedOutput ("OUTPUT 0",
binary data=False))
outputs.append (httpclient.InferRequestedOutput ("OUTPUT 1",
binary data=False))
results = triton client.infer (

model name,

inputs,

outputs=outputs,

#query params=query params,

headers=None,

request compression algorithm=None,

response compression algorithm=None)
#print(results.get_response())
statistics =
triton client.get inference statistics (model name=model name,
headers=None)
print (statistics)
if len(statistics["model stats"]) != 1:

print ("FAILED: Inference Statistics")

sys.exit (1)

loc numpy = results.as numpy ("OUTPUT 0")
pred numpy = results.as numpy ("OUTPUT 1")
FHAFH A H AR H AR F SRS H AR
SEEEE L AL AL LR
# postprocess output
clean pred = (loc numpy, pred numpy)
clean outputs = postprocess outputs (
clean pred, [[input image width, input image height]], priors,
THRESHOLD
)
# draw rectangles
clean frame = copy.deepcopy(frame) # needs to be deep copy
for (x1, yl, x2, y2, s) in clean outputs[0]:
x1l, yl = int(x1l), int(yl)
int(x2), int(y2)
cv2.rectangle(clean frame, (x1, yl1), (x2, y2), (0, 0, 255), 4)

X2, y2

¥ Protopia’B A RINEIHIRRIIH, &R LIMProtopiad ik BB NProtopiaE BRI ERARGIZ AIRE; 8
2. WEREREEAFEARIRENIHEEERN. UTRHAERT 5 E—2 54 B REMEERIPythonfS. BN

T Protopia obfuscation,

BAER. EREGEEERTriton APIZET. RASMNIZRENAREFEM. Eit. IERERGKTZAZEFF
AT BN (NBITMBEBERG, LTERERTUTER. EREEKEAWELE. BHEEE
ZBRRZZEERBUINAHITHIE, NREEProtopia’RE. NEHBHEERBAZEEXEMERLT.
TR R TR



# get current frame
frame = input image
# preprocess input
preprocessed input = preprocess input (frame)
preprocessed input = torch.Tensor (preprocessed input) .to (device)
# run forward pass
not noisy activation = noisy model head(preprocessed input) # runs the
first few layers
ifgdssasdstdgdatdgsatdadgsdadatdaagtaadA A RAARARAR AR A AR AR AR
# obfuscate image locally prior to inferencing #
# SINGLE ADITIONAL LINE FOR PRIVATE INFERENCE #
FHAFH AR H AR H SRS A
noisy activation = noisy model noise(not noisy activation)
FHAFH AR H AR S R A
FHAFH A H AR H AR
iEE S S L LA LA LS
# pass obfuscated image to Triton Inference Server API for
inferencing #
FHAHH A S
FHAHH AR AR
triton client =
httpclient.InferenceServerClient (url="192.168.0.152:31208",
verbose=False)
model name = "face detection noisy"
inputs = []
outputs = []
inputs.append (httpclient.InferInput ("INPUT O", [1, 128, 32, 32],
"FP32M))
inputs[0].set data from numpy(noisy activation.detach() .cpu() .numpy (),
binary data=False)
outputs.append (httpclient.InferRequestedOutput ("OUTPUT 0",
binary data=False))
outputs.append (httpclient.InferRequestedOutput ("OUTPUT 1",
binary data=False))
results = triton client.infer (

model name,

inputs,

outputs=outputs,

#query params=query params,

headers=None,

request compression algorithm=None,

response compression algorithm=None)
#print (results.get response())
statistics =
triton client.get inference statistics (model name=model name,
headers=None)



print (statistics)

if len(statistics["model stats"]) != 1:
print ("FAILED: Inference Statistics")
sys.exit (1)

loc numpy = results.as numpy ("OUTPUT 0")

pred numpy = results.as numpy ("OUTPUT 1")

FHH A A A R R R
#HEHHHH SRR RS

# postprocess output
noisy pred = (loc numpy, pred numpy)
noisy outputs = postprocess outputs (
noisy pred, [[input image width, input image height]], priors,
THRESHOLD * 0.5
)
# get reconstruction of the noisy activation

noisy reconstruction = decoder function(noisy activation)

noisy reconstruction = noisy reconstruction.detach() .cpu() .numpy () [0]

noisy reconstruction unpreprocess_output (

noisy reconstruction, (input image width, input image height), True
) .astype (np.uint8)
# draw rectangles
for (x1, yl, x2, y2, s) in noisy outputs[0]:

x1l, yl = int(x1l), int(yl)

X2, y2 = int(x2), int(y2)

cv2.rectangle (noisy reconstruction, (x1, yl1), (x2, y2), (0, 0, 255),
4)

MR L AR

ELCIOUER. FENVFEA—ARBMGHEGITIEGIRITHEIE, AR, HiITHE—EHEE

WIT T HHRENHEIEES. HEHIEZEIRINT BRFIEM. (13 ProtopiaiB BB FE AR

EfalphalEEEHITILES . 7EProtopia’E B L TFXH. alphalERT-NVAEEZ.
;:%:E’Jalphaﬁ%’%ﬁ?ﬁ?&%ﬁ’ﬂiﬁ'ﬁ%i&%uo ARE. BTN XERBNEI TR AR HIT T
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