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F5 BIG-IPR2—F N TR 33 {115 H85 (Application Delivery Controller. AD). BJ{Rft—&
SN EFLEREEBNL LIRS, HIU0L4-L7 528 F%. SSL/TLSEIF,. DNS. BAA
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B3 Type version

F5 BIG-IP VE 15.0.1-0.0.11
F5 BIG-IP VE 16.1.0-0.0.19
o=

EREF5BIG-IP. BT TSE:

1. M F5 T&iEIM A2 Open Virtual Appliance ( OVA) {4 "Itb4b",

@ ETHIIGE, BPXMAE F5 3 M. #1715 Big IP Virtual Edition 1% F #2812t 30 XHY
JETIFEIIE. NetApp BN RIS EBEFSRERMEKA 10 Gbps A3,

2. GRS FEMIEMARN. SAG%EEDeploy OVF Template, WITIEEH—1MES, BFEFENINIESE
1 B TEH/ OVA X, BHET—%,

Deploy OVF Template

1 Select an OVF template Select an OVF template

2 Select a name and folder Select an OVF template from remote URL or local file system

3 Select a compute resource

Enter a URL to download and install the OVF package from the Internet, or browse to a
; location accessible from your computer, such as a local hard drive, a network share, or a
S __\IV‘_‘, ” ‘ CD/DVD drive

' URL

® Local file

Choose Files | BIGIP-15.0.1-0__ALL-vmware ova

CANCEL NEXT
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https://downloads.f5.com/esd/serveDownload.jsp?path=/big-ip/big-ip_v15.x/15.0.1/english/virtual-edition/&sw=BIG-IP&pro=big-ip_v15.x&ver=15.0.1&container=Virtual-Edition&file=BIGIP-15.0.1-0.0.11.ALL-vmware.ova
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https://downloads.f5.com/esd/serveDownload.jsp?path=/big-ip/big-ip_v15.x/15.0.1/english/virtual-edition/&sw=BIG-IP&pro=big-ip_v15.x&ver=15.0.1&container=Virtual-Edition&file=BIGIP-15.0.1-0.0.11.ALL-vmware.ova
https://downloads.f5.com/esd/serveDownload.jsp?path=/big-ip/big-ip_v15.x/15.0.1/english/virtual-edition/&sw=BIG-IP&pro=big-ip_v15.x&ver=15.0.1&container=Virtual-Edition&file=BIGIP-15.0.1-0.0.11.ALL-vmware.ova

PIMAEZFE EIFIVM_Datastore. Aig8EHT—%,

4. BEESETNT—1REE, EuUBEXEEFERERIENMLS. EF VM_Network EAMNBFER,
R[5+ Management_Network fEAEIEFER, NI HA BT F5 BIG-IP iIg&HNSAEE, ERHFITA
B, XESHATURIMER, WrIURENEZIFFRMEENSARimOH, BET—F,

Deploy OVF Template

+ 1Select an OVF template Select networks

v 2 Select a name and folder Select a destination network for each source network.

v 3 Select a compute resource

v 4 Review details Source Network T Destination Network T

+ 5 License agreements Internal BiG-IP-Internal =
R CoEeRon Externa VM_Network

+ 7 Select storage

HA BIG-IP-HA
8 Select networks

9 Ready to complete Management Management_Network

IP Allocation Settings
IP allocaticn Static - Manual

IP protocol IPv4

CANCEL ‘ BACK ‘ NEXT

o BERENHERSE, NMRFIAREREER, BRETMIBEE.

6. MEEPIGRE, ARETIZREFEEHB). ENESEMNLE EINEI DHCP ik, HZEETFLinux. #
BBEZFEVMware Tools. FELLIERLATEVSphereZ F g & E EiEIRAIDHCPHELLE,



(% BIGIP-15.0.1-0.0.11-vmware-B | acrions~
Summary Monitor Configure Permissions Datastores Networks

Guest OS CentOS 4/5 or later (64-bit)

Compatibility: ESXi 5.5 and later (VM version 10)

VMware Tools: Running, version 10245 (Guest Managed)
More info r
DNS Name localhost.locatdomain BIGIP-15.0.1-0.0.11-vmwa... x
IP Addresses 127 200254
IP Addresses:
Launch Web Console Host 127 20.0.254
Launch Remate Console 127.1.1.254

o

7. $TFF Web H%388, AREAL—P B IP tibEZRIRE. RRINERBMA admin/admin , BRERG,
BRESUMRTEENEERENE, AF, ERFRE—RERE, BUNERTTEERIIZER,

BIG-IP Configuration Utility

F5 Networks, Inc

Hostname

Welcome to the BIG-IP Configuration Utility.
bigip1

Log in with your username and password using the fields on the left
IP Address

172.21.224 20

Username
admin

Password

CEEXTY

 Login |

(c) Copyright 1896-2019, F5 Networks, Inc., Seattle. Washington. All rights reserved.
FS Networks, Inc. Legal Notices :

8. E—NREFETARERREREER, BE T ERREEF.



Welcome

Setup Utility
To begin configuring this BIG-IP® system, please complete the Setup Utility. To begin, click the "Next" button.

[Next...

O. T—RERBRTEHERENITIIE, REHEFIR. £ T —IIHIRRA, REMEEM TEEKREIR 30 X
AP RHER AWK ERRIGHK AL, B2EHT—%,

General Properties

Base Registration Key | BEXBY-PVROQ-QIHCH-NZGSZ-AZCFPDX | [Revert
Add-On Key | ||Add|

Add-On Registration Key List
Edi[Delete

Activation Method ® Automatic (requires outbound connectivity) ' Manual

Outbound Interface mgmt ¥ |

License Comparison Enable License Comparison

| Next... |

() =wrewmmws EERRELEXNMEUTERF Inenet .

10. TF—REY, RETRLAFPFIMY (EULA) o MNRFENEFRNIFRAIES, ERE Accept o
N F—EERIHEETME, UIRIBESRIEFHMECEE, $E Continue UMEMIAECE,



BIG-IP system configuration has changed
e
The configuration for this device has been updated. Consequentily, the features and functionality previously
available on the BIG-IP system might have changed

Elapsed Time: 49 seconds

" Please wait while the configuration changes are verified...
The BIG-IP Configuration utility will be updated momentarily.

" Configuration changes have been verified
You may now continue using the BIG-IP Configuration utility.

2. PR XHAEEENED, RELAEFRERRRLERS, WEOYIHT HaERSIFRINThRE IR E
PigEMES N EEEITHIRS I S ZE R EC.

cPu
Dk (24GE)
Memary (1 8GE)

i B Managemnant (MGKT)

Bl Local Traie (LTM)

|

[

| il Apphcaton Seturty (ASM) Hare Bb Licensad 0 1482 |
B Fraug Protection Setvice (FPS) = Nane MR 12 544 |
| B Gobal Tramc (DNS) = Hane By Likensod 0 148 |
..memul - None i Uricensed [ ug |
| B Access Folicy (APM) o Haone £y Limitad 12 494 |
W Appacation \isinity and Raporing (AR} ~ Nare Eg Litonted ] 576 |
i W Poicy Enfarcemant (FEM) .| Mana E Uniicensad ] 1223 |
B Advanced Firewall (AFM) Nane £5 Licensag 16 1058 |
| B Apprication Acceterabon Manager (AAM) Sone B Uniicensed 2 2050 |
B Sease Web Cateway (SWG) ! Nane 5§ Uniicensed ] 4068 |
| B Rutes Language Extensions [Rulesl i) Nane &5 Licemed 0 748 |
I URLDS Minimai (URLDE) Nane £ Unicensed 35 2048 |

| [l =5L Orehastrmior (S5LO) = Hana B Unicensed 0 128 |
B Carier Grade NAT (CONAT) - hane 3 Licenaad 16 18 |




13. BEAMMTERPIET AN FEHITHMEN. BAEEIRE[ER DHCP IEENERE IP tthit, REIH
BB LREMEN X UK FRIFIRERZ SSH ihiE,

General Properties

Management Config IPV4 ® Automatic (DHCP) ' Manual
Management Config IPV6 ® Automatic (DHCP) ' Manual

I Host Name Anthos-F5-Big-IP
Host I[P Address Use Management Port IP Address v
Time Zone | rAmericaiew ok v

User Administration

|- Disable login

Root Account Password:
Confirm:
SSH Access ¥l Enabled

SSH IP Allow * All Addresses v |

Back || Next...

14 3Rk, BERNKRSR, FHAIUEERENSEIRE. RE TP HENENEELEERS.

Standard Network Configuration
Create a standard network configuration by configuring these features:

Redundancy

VLANs

NTP

DNS

Config Sync

Failover

Mirroring

Peer Device Discovery (for Redundant Configurations)

| Next.

Advanced Network Configuration
Create advanced device configurations by clicking Finished and navigating to the Main tab of the Configuration Utility.

Finished |

15. MSME—TIRENSR; FEHIANE, RAERT TP, B TF—0h, EaIUEARHFERELERERNIE
o #O1.1M54E|OVFEBE R FHHRi2 Alnternalidvmnic,

Internal Network Configuration
Address 192.168.1.11

Self IP Netmask: 255.255.255.0
Port Lockdown: | Allow Default v

Address 192.168.1.10

Floating IP
Port Lockdown: | Allow Default v

Internal VLAN Configuration
VLAN Name internal

VLAN Tag ID auto

VLAN Interfaces 1.1 v
Tagging Select.. ¥
Aid

Interfaces

Edit || Delete

Cancel | Next . |



b TTE A "Self IP Address". "Networkmask"#1";ZhIPi#hit" 25 4& 5] LUfE AR Bl B EHBYIP/E
() hofif. NEERE=MEE, WTUNEER— NHNE, ZNECEENENTR

SN MmN OH, BREERES, DATTRXERF,

16. T F—mh, ERIUERE—MIMEING, BFIERSEMETE] Kubernetes FERZERY Pod o M VM_Network 35
BER—EES 1P, HNAFIEE U RE—EEFHER P, #EO1.2053 EIOVFERE R S HIRIEH

4 .
HMEREgVmMNic,
External Network Configuration
External VLAN ® Create VLAN external ' Select existing VLAN
Address: 10.63.172.101

Seif IP Netmask 2552552550
Port Lockdown: | Allow None v

Default Gateway 10631721

Address 10.63.172.100

Fioating IP
Port Lockdown: | Allow None v

External VLAN Configuration
VLAN Name external

VLAN Tag ID auto

VLAN Interfaces 12

Tagging Select ”
Add
Interfaces
Edit || Delete
| Cancel || Next...

17. £ F—0F, NREBEFEPHEZSNENLSE, WelLIECEREE HA WL, BREEIRE, EUIIET Self-
IP Address #1 Netmask FE&, FH4I%HE interface 1.3 /B9 VLAN 320, HiZEME1E] OVF f&iRE

SEXH HA RI£,

High Avai Network C
High Availabiiity VLAN ® Create VLAN HA " Select existing VLAN
Address: | 192.168.2.11
Sell IP

Netmask: | 255.255.255.0

High Availability VLAN Configuration
VLAN Name HA

VLAN Tag ID auto

VLAN Interfaces 13 v
Tagging: Select v
Add

Interfaces

Edit || Delete

Cancel || Next... |

18. F—DIATFECE NTP RS328. ARREIT T —HUL#H1T DNS 188, DHCP ARS583 [ E1H7E DNS AR5 2341

BWERYIR, BE NP EZMIAEHSL,

19. ZFASHERBOP, BE " T—F "#EHITEEANFRE, AXET

RIR iR Fo

SNAIRENERE, AFREGT

20. J9IFRHRERERY Anthos BIREEF IS N AP EHERMNOK, REEMFEHH System , SHE!

Users , REBREHHXTIFK,



(%] system

Configuration

File Management
Certificate Management
Disk Management
Software Management
License

Resource Provisioning
Platform

High Availability
Archives

Services

Preferences

sFlow

SNMP

Crypto Officading

Logs
Logins
Support

Authentication

Remote Role
Groups

2. ERHRBNEREFEAN X, BEHEGMBICreatefZUBIRE— MNP X, HiGHmE N GKE-
Admin’s AFREEE. K¥HXeE 7 User-Cluster-1°, BRXBEEESRHARRK T— 12X a9 User-

Cluster-2’s &fg, B " 5Tht " USERES. IRREDXFIRFES, HRFIHETREDXK,.

|[search

| Create... |

) Anthos-Admin
) Anthos-Clustert
[ Anthos-Cluster2

Common

o o o o W

[ Deiele.. |



5 Anthos&

ENMNLEXHEF R E— 1o BTFEREMNBIEFRSENT B ER. BTRENHTFER. LUE
HPrem_ERJAnthosEIE,

AT AS 2 GKE-AdminEE B 3 XEC BRI, FEECHERMESIIEUERXAERETA!

# (Required) Load balancer configuration
loadBalancer:
# (Required) The VIPs to use for load balancing
vips:
# Used to connect to the Kubernetes API
controlPlaneVIP: "10.61.181.230"
# # (Optional) Used for admin cluster addons (needed for multi cluster
features). Must
# # be the same across clusters
# # addonsVIP: ""
# (Required) Which load balancer to use "F5BigIP" "Seesaw" or
"ManuallB". Uncomment
# the corresponding field below to provide the detailed spec
kind: F5BigIP
# # (Required when using "ManualLB" kind) Specify pre-defined nodeports
# manuallB:

# # NodePort for ingress service's http (only needed for user cluster)

# ingressHTTPNodePort: 0

# # NodePort for ingress service's https (only needed for user
cluster)

# ingressHTTPSNodePort: O

# # NodePort for control plane service

# controlPlaneNodePort: 30968

# # NodePort for addon service (only needed for admin cluster)

# addonsNodePort: 31405

# # (Required when using "F5BigIP" kind) Specify the already-existing
partition and

# # credentials

£f5BigIP:
address: "172.21.224.21"
credentials:

username: "admin"
password: "admin-password"
partition: "GKE-Admin"
# # # (Optional) Specify a pool name if using SNAT
# # snatPoolName: ""
# (Required when using "Seesaw" kind) Specify the Seesaw configs
# seesaw:
# (Required) The absolute or relative path to the yaml file to use for
IP allocation

10



# for LB VMs. Must contain one or two IPs.
# ipBlockFilePath: ""
# (Required) The Virtual Router IDentifier of VRRP for the Seesaw
group. Must
# be between 1-255 and unique in a VLAN.
vrid: O
(Required) The IP announced by the master of Seesaw group
masterIP: ""
(Required) The number CPUs per machine
cpus: 4
(Required) Memory size in MB per machine
memoryMB: 8192
# (Optional) Network that the LB interface of Seesaw runs in (default:

H H= H H H= H H

cluster
# network)
# vCenter:
# vSphere network name
# networkName: VM Network
# (Optional) Run two LB VMs to achieve high availability (default:
false)
# enableHA: false

ZiEMetalLB 1 H F #1285
IETTmEFIH T Metal LB & £ & F 28 B L EE M A& 15 FH,

L3 MetalLB 15T 128

MetalLBfa & F#28 5VMware_EfYAnthosEEBF ST 2 SR TE—iE. FH M1 MARFFIREBIEM AP EEHREPHIT
BohEhE, EHERAEY cluster. YAML BCE X HHRFEEX IR, S BUX LR A GEIR 1 B T Ei8815 B b_f
LTEERIAnthosEEEE F BITHE . MERGEMSIIFNAH TFESRRSRZBEDBEINGE R, LIb. &iF

;tLXﬁ'JL—ﬂ\IP*}’fE\ IR zﬂﬂ#ﬁﬁtﬁﬁﬂ’J%EﬁPQUL*ihﬁiﬁqu@]%%ﬂ’]Kubernetesﬂli“zﬂ%§Ebﬁj\ﬁﬂi’@

5Anthos&FR,

J9Anthos admin/2 AMetalLBf1 & F#igsht. EAE admin-cluster. YAML X1 loadbalancer: ZB5HHY
4T EREEBN controlPlaneVIP. address. ARG kind: 18E AMetalLB, BRI, HELUTH
BHE:

11



# (Required) Load balancer configuration
loadBalancer:
# (Required) The VIPs to use for load balancing
vips:
# Used to connect to the Kubernetes API
controlPlaneVIP: "10.61.181.230"
# # (Optional) Used for admin cluster addons (needed for multi cluster
features). Must
# # be the same across clusters
# addonsvIipP: ""
# (Required) Which load balancer to use "F5BigIP" "Seesaw" "ManuallB" or
"MetalLB".
# Uncomment the corresponding field below to provide the detailed spec
kind: MetallLB

7JAnthos i P &84 /2 FAMetalLBfa 2 #2301, &1 user-cluster. YAML X ER N XIEMNERH. BHi. &
AT T admin-cluster.yaml XI5 T 7E loadbalancer: 289 HEE " controlPlaneVIP:
. ‘ingressVIP: ‘Fl'kind: B, BXTAI ESRIUATREBHE:

loadBalancer:
# (Required) The VIPs to use for load balancing
vips:
# Used to connect to the Kubernetes API
controlPlaneVIP: "10.61.181.240"
# Shared by all services for ingress traffic
ingressVIP: "10.61.181.244"
# (Required) Which load balancer to use "F5BigIP" "Seesaw" "ManualLB" or
"MetalLB".
# Uncomment the corresponding field below to provide the detailed spec
kind: MetallB

(D teingresVIP IPHLX M T RSTER B P 5 R Metall B H T4 3800IPHEAE R,

RE. BEBEEME I metalLlB: FE5. FH@EIITE- name: "TER#HZ RER addressPools: "2, It
Gh. ERATEIE—NIPHIYE, MetalLBEJLU&EIE /9 addresses: T 212 H—NEESIGZIPHNEH 4 AR
#SloadbalancerZE BB ARS

12



# # (Required when using "MetallLB" kind in user clusters) Specify the
MetallB config

metallB:

# # (Required) A list of non-overlapping IP pools used by load balancer
typed services.

# # Must include ingressVIP of the cluster.

addressPools:
# # (Required) Name of the address pool

- name: "default"
# # (Required) The addresses that are part of this pool. Each address
must be either
# # in the CIDR form (1.2.3.0/24) or range form (1.2.3.1-1.2.3.5).
addresses:

- "10.61.181.244-10.61.181.249"

@ A LUGR G — e it tsE R BERBARE FRFRNS Mk, el ERDFR A A
IRECIDRE T,

1. B3R HloadbalancerfKubernetesfRZEY. MetalLBE HEh X EERZ S ERSMNIRIP. HBE MM ARPIE
REATRIPHELE,

ZiEseesaw i F T 23

HEESIH T seesaw2 B i H T2z R EMECE Wi PR,

seesawEVMwarelf B L2 EAnthos Clusters 1.6F1.10kRBIZRINZ B WL 72 3 F 728,

L seesawl & T 728

seesaw i T #1288 5VMware EAIAnthos B e 25 AN, HEBEIEM AR SEHLBE R BIITE

Eo cluster YAML ECE XM HREFEXAIR, M TS SRR M AT ERES. ARTEBEHZA. &
FERT TN R, ERRNER gkectl TAREHH TH=SE.

B IATEHASIEHAR T T Ef B seesaw i #7288, 79T #H1TULIRIE. seesawfi #i T3 EET
() HHAERT. XRARE, HFE~EN. NetAppRINEHARE R Bseosaw, LISIIEH
EE L
5Anthos& %

SMNEEXMTOF N EESENEEENENS M ARSERME T N0, BTERELHTEE. UE

HAnthos on-Prem&1E,

IUF XA ZGKE-Admin&# D XECER R, FEBUHERMESHEMEENEERETT:

loadBalancer:
# (Required) The VIPs to use for load balancing

13



vips:

# Used to connect to the Kubernetes API
controlPlaneVIP: "10.61.181.230"
# # (Optional) Used for admin cluster addons (needed for multi cluster

features). Must

# # be the same across clusters
# # addonsVIP: ""

# (Required) Which load balancer to use "F5BigIP" "Seesaw" or
"ManuallLB". Uncomment

# the corresponding field below to provide the detailed spec

kind: Seesaw

# # (Required when using "ManualLB" kind) Specify pre-defined nodeports

# manuallB:

# # NodePort for ingress service's http (only needed for user cluster)

# ingressHTTPNodePort: 0

# # NodePort for ingress service's https (only needed for user
cluster)

# ingressHTTPSNodePort: 0

# # NodePort for control plane service

# controlPlaneNodePort: 30968

# # NodePort for addon service (only needed for admin cluster)

# addonsNodePort: 31405

# # (Required when using "F5BigIP" kind) Specify the already-existing
partition and

# # credentials

# £5BigIP:

# address:

# credentials:

# username:

# password:

# partition:

# # # (Optional) Specify a pool name if using SNAT

# # snatPoolName: ""

# (Required when using "Seesaw" kind) Specify the Seesaw configs

seesaw:

# (Required) The absolute or relative path to the yaml file to use for
IP allocation

# for 1B VMs. Must contain one or two IPs.

ipBlockFilePath: "admin-seesaw-block.yaml"

# (Required) The Virtual Router IDentifier of VRRP for the Seesaw
group. Must

# be between 1-255 and unique in a VLAN.

vrid: 100
# (Required) The IP announced by the master of Seesaw group
masterIP: "10.61.181.236"
# (Required) The number CPUs per machine

14



cpus: 1

# (Required) Memory size in MB per machine
memoryMB: 2048
# (Optional) Network that the LB interface of Seesaw runs in (default:
cluster
# network)
vCenter:

# vSphere network name
networkName: VM Network
# (Optional) Run two LB VMs to achieve high availability (default:
false)
enableHA: false

seesawfh & F#i28iF B — M RIRMIEES seesaw-block.yaml' X . BN NS N ERITBIRMIZXE, tX
BRI F 5 clusteryaml BBE X HHEXNE—BRA. HEMLNE LRIBDHIETETERERR.
“admin-seesaw-block.yaml X489 FIZEXF LA RIS ©

blocks:

- netmask: "255.255.255.0"
gateway: "10.63.172.1"

ips:
- ip: "10.63.172.152"
hostname: "admin-seesaw-vm"

@ ISR BT8R N R EEBHR RN E RN XML, URNIEITh T ESEmaEE
B BIRIPAEN R,

15
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HER, SN NetApp AABREAASHEFR i~ EERRESRX S, ERNMER~mARTIREG
NetApp BYERIZFIMN. BIRNEEREMAIRFRIFA,

AFMRPRANTMAIEER I ZHEE T, SNEZTFHIEFERIBRIZ BRI,

BRNFIHEE: BFER. E5IsiATFANESS DFARS 252.227-7013 (2014 4£ 2 B) #1 FAR 52.227-19
(2007 £ 12 B) P FEARIENF] — IEFWA"EFE (b)(3) FMEBRBIFZHIILIR,

AXAEFFES RSB =R/ B RS (EXI FAR 2.101) #8%, BT NetApp, Inc. HEEEE. RIE
ISR HBIFRE NetApp HARBIBFMITEVRGEEELER, HE2HMAREFL, EEBRE XL
ENERNAEI RS, 23Kk, SRERAEENGTE, ZFIBERaELE, WAREHEFLE, BMRESR
FHIRFARIBIN EE BT ERAE X EZEaRZFRNER TER. BRASHEMENBRIN, FE NetApp, Inc. B
PEALE, FEER. HE. Efl. B BEHETXLELRIE, EEBRXEIFIENYIET DFARS H%E
252.227-7015(b) (2014 £ 2 B) &R EAHAIIF].

BIHER

NetApp. NetApp #RiRF1 hitp:/www.netapp.com/TM _EFRFIBIETRE NetApp, Inc. BIETR. EMATM~HRA
il ge = HE BB & BIET.
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