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This is an optional feature that allows an Azure virtual network to be connected to your Azure Vidware Solution
private cloud. A vNet enables the communication between workioads in this virtual network (for example,
Jumpben) to the private cloud created in Azure Vivhware Solution over ExpressRoute. Only a viNet with a valid
subnet ‘GatewaySubnaet’ should be selected. You can create a new vMet or use an existing one provided the vNet
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Create virtual network ®

This virtual natwark enables the communication between workkoads in this virtual netwaork (e, a lumphost] to the private cloud created in
Azure Viiware Sodution ower an BExpress route, A default ddress range and & subnet is selected for this virtual netwaork. For changing the
defauit address range and submet of this virtual network, follow these steps. Step 1! Change the *Address Range” to desired range (e.g.
TF2160,0/16) Step 2 Add a subnet under "Subnets” with the name as "Gatewsysubnet” and provide subnet's address mange In CIDR natation
feg. 172:16.1.0/24), Leam morz about virtual natworks C
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Address space

The virtual network's address space specified as one or mare address prefives in CIDR notation {e.g. 10.0.0.0/16).
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The subnet's address range in CIOR notation (e.g. 10.0U000/24), t must be contained by the address space of the virual network
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BIEHIEEIEHE T ONTAP %#HJ Amazon FSX

E0IEMIEZIEA T NetApp ONTAP B9 Amazon FSX XH RS, BFMIUATHE:

1. #T7F "Amazon FSX 2/l 5" FEZFIEX G RAUR XA R A EIR A Fo

2. ERNHRZLERTIAE L, %EFERAT NetApp ONTAP B Amazon FSx , SAEEIET—H, AT
ERIEXERSTIHE,

Select file system type o

Bl
¥ " Eyp
File systemn options
Amagon FSi for NetApp ONTAP Armazon FSx for Windows File Amaaon P for Lustre
Server

FS¥ FSx FSXan

Amazon F5x Amazon F5x
for NetApp ONTAP Amazon F5x for Lustre

for Windows File Server

Select file system type

1. EMEZOH, MFEMWFABEZ (Virtual Private Cloud , VPC) , YEIRIENM VPC MENEFRLUKL
BER. EXMERT, BEMNTRIRFIERE vmefsx2.vPC o

Create file system

Creation method

Quick create © Standard create
Use recommended best-practice configurations. You set all of the configuration options, including
Most configuration options can be changed after specifying performance, networking, security,

the file system is created. backups, and maintenance.

1. W FeIRT %, BEFRAECR. S LUERE " RECIZE ", BARNEER " fESIR " E0,
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File system details

File system name - optional  Info

| vmcfsaval2

Maxtmum of 256 Unicode Letters, whitespace, and numbers, plus # - = _ 1/

55D storage capacity Info
i 1024
Minimwm 1004 GE; Maximum 192 TH,

Provisioned 550 10PS

Amazon FSx provides 3 10PS per GB of storage capacity. You can also provision additional 550 HOPS as
needed,

© Automatic (3 IOPS per GB of S50 storage)
O User-provisioned
Throughput capacity  Info

The sustained speed at which the Ble server hosting your file system can serve data. The Ale server can also
burst to higher speeds for periods of time.

I 512 MB/s (Recommended) v

1. ENEL O, WFEMFAEE (Virtual Private Cloud , VPC) , EFEYHM VPC FIEEFMW UK

BER, EXMERT, BMTRFIRFPIERE vmefsx2.vPC .

Network & security

Wirtual Private Clood (WPC)  Info

Speclfy the VP C from which your file system is accessibie.
wmcisx2 vpe | vpe-0d1c784bocd95e805 v

WP Security Groups  Info
'_inl-ril'!,r".'PI' Security Groups to sssociate with your file system's network inferface.

5g-0188962a218164cch (default) X
Preferred subnet  Info

i;,.‘u.-s.iiy the preferred subset Tor your file syslom.

subnetd?.=n | subnet-013675849a5099b 3¢ (us-west-2b) v
S-tandby subnet

subnetd.sn | subnet-0ef356cebfs 39F970 (us-west-2a) L
WPL route tables

Specify the VP route tables assoclated with your file system
O VPC= default route table

Select one or more VPC route tables

Endpoint IP address range
Specify the 1P address range Inwhich the endpaints to access your file system will be created

© No preference
Select an IP address range
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@ EMKREH T, JWFEIMFAB = ( Virtual Private Cloud , VPC) , #EEIENA VPC A8
EFRUA AR, EXMERT, M THFIFRAERE vmefsx2.vPC

1. EL2MMNEE DD, FFNBRH, BEATFRIPXHGRAT HEIER AWS ZHEBIRS (
AWS KMS ) 1NZ2%5R, WMFXHRABIER, M fsxadmin AP HNZ 2%,

Security & encryption

Encryption key Info
AWS Key Management Service (KMS) encryption key that protects your file system data at rest

aws/ffox (default) v
Description Account KMS key ID
Default mastar that protects my FSx resources T2745367-Thbh0-499¢-
R Ky it prctecsmy 139763910815 ¢
when no other key is defined acc0-4f2c0a80e7cs

File system administrative password
Password for this Ale system's “fsxadmin® user, which you can use to access the ONTAP CLI or REST API

Don't specify a password
© Specify a password
Password

Confirm password

LLLIT L] L]

1. EEIMMF, HIEES vsadmin A ERMNEND, LUE[ER RESTAPI 8 CLI I ONTAP . fI3R%
FEEZRY, MATLAER fsxadmin AP EEE SVM , £ Active Directory 894, HfRIE Active
Directory I\ SVM LIECE SMB H=, 7£2RiA Storage Virtual Machine ECE 2B, 7EULIGIEA IR
EHERRTR, SMB HEFHBEEM Active Directory IH#1TEIE.



Default storage virtual machine configuration

Storage virtual machine name

vmcfsxvalZsvm

SVM administrative password
Password for this SV's "vsadmin®™ user, which you can use bo access the ONTAP CLI or REST AP

[on't specify a password
O Specify a password
Password

Confirm password

Active Directory
Jaining an Active Directory enables access from Windows and MacO5 cllents over the SMB protocol

© Do not join an Active Directory
Join an Active Directory

1. FRNBEREEDF, EEESBMMKN. XE—1NFS B, WFEHENE, HEERAUSA
ONTAP 7FiEERINEE (¥iEEYE, EEHIEMIREBUESER) , HEEXEZRUZRXLEINEE,

Default volume configuration

Volume name

| vall
Maximum of 203 alphanumeric characters, plus _
Junction path
| Jvolt
The location within your file systiem where your volume will be mounted
Volume size
1024 <

Mindmum 20 MiB; Maximuwm 104857600 MiB

Storage efficiency
Selert whether Yo wiordd ke to enable ONTAD stor age efficiencies on oL walu e |.1E|:1'.||_‘:l|.|-;.'-|l||'1r‘|_
compression, and compaction.

Enabled (recommended)
© Disabled

Capacity pool tiering policy

You can cptionally enable automatic tiering of your data to lower-cost capacity pool storage.

Auto v

1. EEUEXG RS NE L ETRHNXGRALE.



2. BEBEXHRSR.

Amazon F5x b4 Fox File systems
i File systems | c ' ST et file system
Backyps
Q 1 &
¥ ONTAP
Storage virteal machines File File
System File system 1D - system Status v Preployprent Storsge = =
Volumes S i ¥ type = type @ 3
¥ Windows File Server F-014c28359batc ] 15T
foantapclfs a8 QONTAP @ Availabie Multi-AZ S50 14
¥ Lustre
; - Fi-04Dwacc5e0ac31017
DR repotary Lk wmeFsaval2 - ONTAP @ svailable Multi-AZ 550 1
fr-Oabiabad7ebde0R2aa . .
5 o Service Quotas [ fumtapug| & ONTAR @ Available Multi-AZ 550 kL
Network & security Administration Storage virtual machines Volumes Backups Tags

Storage virtual machines (SVMs) (2 . C | Acoong. v

Q / < 1 ®
SVM name v SVM ID v Status ¥ Creation time A Active Directory +
2021-10-19 15:17: TC
faxsmbtesting01 svm-075dcfbe2cfa2eced © ; S17:08U FSXTESTING.LOCAL
Created +01:00
vimcfsxval2svm m-095db076341561212 @ e s
Created +01:00
FSx Storage virtual machines. » svm-075dcfbe2cfazeces

fsxsmbtesting01 (svm-075dcfbe2cfa2ece9) _ Delete | [ Update

Summary
SWVM ID Creation time Active Directory
svim-075dcfbez cfaZeced 2021-10-19T15:17:08+01:00 FSXTESTING.LOCAL
UM name Lifecycle state Net BIOS name

@ Created FSXSMBTESTINGO1
fsxsmbtesting01

Subtype Fully qualified domain name
i DEFAULT FSXTESTING.LOCAL
4a50e659-30e7-11ec-acdf-
f3ad92a6a735 Service account username

administrator
File system ID

fs-040eacc5d0ac3 1017 Qrganizational unit distinguished name
CN=Computers

BEXEZIFMEER, BB ST NetApp ONTAP # Amazon FSX A"

R ERBEBEXHRSS, EAFFHIANIMNEIES,
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1. $TF "Amazon FSX $FHI&"

2. TEMSMERR, BEXGRR, RAEERBERAHELESH ONTAP XHRF,
3. EERLIRTR,

4. EEOIRE IR R,

S. thEHE RIS INEE,

HFEREN, ATHRET—NFS &, vJLUIRMMERTE AWS £/ VMware = EiZ1THY VM
o nfsdemovol01 RIEINT:

Create volume *
File system
f3-040eace500ac 31017 | vmcisoval2 r

Stodage virtual machine
wm-095db07H341561212 | wnefsval Zsvm -

Volume name

nlidemoeal 01
Mietiitoam OF 205 Siphaie i pl
Junction path

frtsdemevatal
Tha BTN weiThar pour TS OyULEA eisire Yo wolulfd will De Mo
Volume size

1024

ol B v TOBEY P00 BN
Stovage efficiency
Telect whathe o ol L fo snable ONTAP tigeage elfabencet on yous ol p: Seduplication
oo ikl e
Enabled (recammended]

O Disabled
s i siies L AP O

Aarto v

Cancel Confirm


https://console.aws.amazon.com/fsx/
https://console.aws.amazon.com/fsx/
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https://console.aws.amazon.com/fsx/
https://console.aws.amazon.com/fsx/
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£ Linux B P ix_EEH FSX ONTAP &

F5 F—S5 eI FSX ONTAP %, 7£ AWS SDDC _E VMC 589 Linux VM B, SRR THE:

1. ZEZFSERY Linux 321,
2. (FAZR% Shell (SSH) TERHLITH—1MRIR, HERENNERER,
3 FEAUTHSNENEHRE—BER:

$ sudo mkdir /fsx/nfsdemovolll
. ¥BiERAF NetApp ONTAP NFS MY Amazon FSX HHEHHI E—FRIEMBE R,

sudo mount -t nfs nfsvers=4.1,198.19.254.239:/nfsdemovolll
/fsx/nfsdemovol0l

Mfexsnfsdemovolol

739:/nfsdemovoliol

= L VINAAEREVINC. DO

Enforca US Keyboard Layout | View Fullscreen

£ Linux P im LiE#E FSX ONTAP &
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1% FSX ONTAP %5323 Microsoft Windows & F i

BEEMLET Amazon FSX XHRFA EMIXHHRE, HIAEREEXHFERBF RHE.
1. EF "FFA " 3, AREERUBERBHNIEITHRIEIT fsmgmt.msc o XIFFFTARLEXHE GUI T
2. BEIRE > FIEES, AREREEIS—81TEN.

3. WFHB—AITEAMN, WA Storage Virtual Machine (SVM) #J DNS &#F, a0, ELRBIFERT
FSXSMBTESTINGO1.FSXTESTING.local o

TP AJ7E Amazon FSX #£#I& L3k% SVM B9 DNS &#F, i%#F Storage Virtual Machine ,
(D) s SvM, AEE SREIEIMALIE SMB DNS B, BHEME. Amazon FSX XHFR
,;L3|-M.IUT7_ EE X HFRFIRF,

Endpoints
Management DNS name Management IP address
svm-075dcfbe2cfa2ece9.fs-040eacc5d0ac3 1017 fsx.us- 198.19.254.9

west-2.amazonaws.com

MNFS IP address
NFS DNS name

svm-075dcfbe2cfa?eced.fs-040eacc5d0ac3 1017 fsx.us-

west-2.amazonaws.com @ SMB |P address

198.19.254.9

=
SMB DNS name 198.15.254.5

FSXSMBTESTINGO1.FSXTESTING.LOCAL <= iSCS! IP addresses

10.222.2.224,10.222.1.94
iSCSI DNS name ! =

iscsi.svm-075dcfbe2cfaeces.fs-040eacc5d0ac3 1017 fsx.us-

west-2.amazonaws.com

1. FHEXHRTAD, BFEEERPHHEZLES Amazon FSX XHRFRENHRE,
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% Computer Management
File Action View Help

% am ez BN &

&= Computer Mansgement (FSXSMBTESTINGO1 FSXTESTING LOCAL) Share ﬁlﬂe Folder Path

w ﬂ Systern Teols
» () Task Scheduler
» Event Viewer
w il Shared Felders
i Ses
§il Open Files
» &% Local Users and Groups
» (K Peformance
M Device Manager
v 2 Storage
» b Windows Server Backup
% Dusk Management
» b Services and Apphications

1. 39E, ER—TRHEHTHEIEREXAXRES.

Eacs €A
&l Ipes

Create A Shared Folder Wizard

Name, Description, and Settings

g smbdema... Cumbdemovolll  Windows
) testramwol  Cltestrirvel ‘Windows

Type # Clhent Connections
‘Windows 0
Windows

= o =

X

lii‘; |

Type information about the share for users. To modify how people use the content whie

offine, chck Change.

Share name: himtestsmbO 1!

Share path: \\FSXSMETESTINGO 1. FSXTESTING.LOCAL Ynimtestsmb0 1

Description:

Offine setting: | Selected fles and programs avalable offine | Change... |
< Back Next > Cancel

Description



|
| Create A Shared Folder Wizard »

Sharing was Successful

Status:
You have successfully completed the Share a Foider
Wizard,

SuUmMmany:

You have selected the folowang share settngs on |
FoNSMBTESTINGD 1.FSXTESTING LOCAL;

Folder path: C:ynmtestembil

Share name: nimtestsmbd 1

Share path: \\FSSEMBTESTINGD LFSXTESTING.LOCAL
nimtestemb0 1

[ ]'When I dick Frssh, run the wizard again to share anather
folder

To dose this wazard, dick Fnish,

ETHRBXRTE Amazon FSX XH RS LOIEMEE SMB HE=RFAMER, B5SN "6 sMB H=",

1. BILEEG, AJLUEE SMB EEHEEB TN EERIUE. Ak, 1BEHIEZ RS FHER RS LR
ohES kTS &£ E) AWS SDDC E7F VMware Cloud EizfTHIEIA Lo

& VMwane Cload Sendcss - Log Ink (51 viphers - vmede] - Summary X vmede0 % | WP signout * L 2 @ o

o

) I"" - P Fils 1 1 WITAEIFE VL Ca

& Geiting Started EC2 Masagorment Con.. i@ New Tabs 1 Giker Bookma

49


https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/create-smb-shares.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/create-smb-shares.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/create-smb-shares.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/create-smb-shares.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/create-smb-shares.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/create-smb-shares.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/create-smb-shares.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/create-smb-shares.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/create-smb-shares.html

£/ iSCSI ¥5iEFAT NetApp ONTAP LUN B FSX iZEZEIZEA

&£/ iSCSI $5&ERTF NetApp ONTAP LUN B FSX iE#ZE| £,

FSX B9 iSCSI FiEi@iy E—TiRMHAIERRIEF VMware Transit Connect/AWS Transit Gateway o B1EiE
F3F NetApp ONTAP BY Amazon FSX FECE LUN , 1FIZIRIKEIRISIAEFHITIRIE "ItEak",

£ Linux EPim £, HifR iISCSI SFIPHIZIETEETT. L& LUN 5, BEIEXMER Ubuntu BLE iSCSI B9
wamER (RAD) ki,

ANSCATEBT AN iSCSI LUN %3 3] Windows E#1:
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7E3&FT NetApp ONTAP Y FSX HEZE LUN :

1. £/ ONTAP X & 4H FSX B2k 1A18] NetApp ONTAP S5 1757 o
2. IREIIEAERHATR, ERREARNEIE LUN,

FsxId040eacc5d0ac31017::> lun create -vserver vmcfsxvalZ2svm -volume
nimfsxscsivol -lun nimofsxlun0Ol -size 5gb -ostype windows -space
-reserve enabled

TERERBIR, NIRRT — 1K/ 5G (5368709120) HYLUN .
1. BUERAER igroup LALLM AT AR RE LUN o

FsxId040eacc5d0ac31017::> igroup create -vserver vmcfsxval2svm —-igroup
winIG -protocol iscsi -ostype windows —-initiator ign.1991-

05.com.microsoft:vmcdcOl.fsxtesting.local

FsxId040eacc5d0ac31017::> igroup show

Vserver Igroup Protocol OS Type Initiators
vmcfsxval2svm
ubuntul1l iscsi linux ign.2021-

10.com.ubuntu:01:initiator01
vmcfsxval2svm

winIG iscsi windows ign.1991-
05.com.microsoft:vmcdcO0l.fsxtesting.local

R ERMIFRE,

1. FEALU T <% LUN BRETZE igroup :
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FsxId040eacc5d0ac31017::> lun map -vserver vmcfsxvalZ2svm -path
/vol/nimfsxscsivol/nimofsxlun0l -igroup winIG

FsxId040eacc5d0ac31017::> lun show

Vserver Path State Mapped Type
Size
vmcfsxval2svm

/vol/blocktest01/1un01 online mapped linux
5GB
vmcfsxval2svm

/vol/nimfsxscsivol/nimofsxlun0l online mapped windows
5GB

lftEﬂ-huuT %Eo
1. B3RBECERY LUN 3E#F] Windows VM :
EIEH LUN %E#3] AWS SDDC L VMware = EBY Windows 41, iBEMUTHE:

1. RDP %) AWS SDDC _t VMware Cloud &R Windows VM o

2. BfMZIRSSREESS > 581K > TH > iSCS| Brhi2FUITH iSCS| BriizF B MRHiEE,

3. ERIAT R, RHLAWMIAIAMIIF, ABHA iSCSI BinimAR IP ik,

4. NEREIES, ERELMNER, RAERHERNER.

5. i%ﬁg%%ﬁ%@, SARIER " ITENS 5 BahiRRLGERE " 3 " BUIEEAMEIWEBRSIR "o B
=Ro

@ Windows EHHMSEBFHE DT S EIL iISCS| iEE, R4 DSM £EREFANRER

110



Targets Discovery Favorite Targets Volumes and Devices RADIUS Configuration

Quack Connect Natus K
To discover and log on to 3 target Lsing a basic connection, type | Quick Connect w
DNS name of the target and then dick Quick Connect.
) %.222.2. 221 Targets that are avalable for connection at the [P address or DS name that you
Lpeget: Brooneiime wo;:dnmdhdm. If muitiple targets are avalabie, you nesd to connect
to ;
Discovered targets target indvickadly

| Mame s5ta

| lan. 159203, com.netapp:en. 264efel 32409 1 leca®51d5f...  Con Descovered targets

Connections made here will be added to the list of Favorite Targets and an attempt
to restore them will be made every time this computer restarts,

. 1992-08.com.netapp-en. fOc005af2det 1 lecacsfl... Comected

Status

To connect using advanced opbions, select a target and then Progress report

To completely deconnect a target, select the target and
then dick Disconnect.

For tarpet properties, induding configuration of sesgons,
select the target and cick Properbes.

For configuration of devices assodated with a target, salect
the target and then dick Devices.

Login Succeeded.

Storage Virtual Machine (SVM ) _ERJ LUN 7£ Windows EHFERAERE, TN ASBoh AT RINAIE

e, BI MU TS RRAFEIEN AT

1. ¥TFF Windows it B BB RERF. Fia> BT A > [HEHNEE,

2. TR RFFET =o
3. BEMBREIE,
4. BEIR(F > ERTIMEHE,

e i Wi
Bl Aot e Mg

g em Emr

I Cormputas Moniwjmrant a0 Yok Dimma[ type [Pietguwm [ bt [ Capacy] e hpaie] Sfeme J
w [l St Teads | =T [rewagr— [T R — " e N R T
3 Te L vt 1] b st 1) gty Mms W1V Fuatt, Premay Sutes) [ T (LY
[l vt v || o 350 _anadPi_Dhi Ut D00 D) Bl B U9 Aty (Fremry Pamptcr) Ady¥igd  ohE (]
i Wt Fien e e e M KTVS A by St BT, By 5 e, LT T IETY Y
]
A s Lisgge
= 5 o
i i T Bk
| Dk Mgt
o Semvmn i hpphcsimen
-
= | N
[ [ ——
e GE Ol WTFY
el gy Faomgey Fpmnza)
= i
[
amE 4 ol i
[ toraboury
O} L ]|
irvicszan
prol (L]
iy T —_—
o | W s s ) Prorveey patiene

53



¥ LUN B/xH Windows EHIAARY, BREDXBIXEHRS, BT TTEDRK LUN , Falik
BREAXGRFAZINL LUN :

1. BEh Windows MBS,
2. A58 T LUN , AEEFRFIENEEH S XEE,
3. IRBRIS AR EHITIRIE, FLREITR, RS2 F @ BEH.

Cloud Volumes ONTAP (CVO)

Cloud Volumes ONTAP Z1TU SN EHIREIRBASE « BT NetAppRIONTAP FAENR A2, 7]
#£Amazon Web Services (AWS). Microsoft AzureF1Google Cloud Platform (GCP)_LZ&#N IR

ERONTAP BV ENX A, EARRERFME. AJUERRMASIMEREAERFER. ATEL T
TR THITEHBUEEERS ABIIRER.

fEBICVO. B AT EIBMIOL. RO, =MzimREHsh. MRS BEE—RE—FIEX
teEREIE — N —E R B IEIEHI &NetApp Cloud Manageri#{T&1E,

giRigit. CVOrRM IRt REN B A IEEEIRE. EEFLUREZTERKT XN ARFHIFERX

Cloud Volumes ONTAP (CVO) {ERFRSEIENTZE
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7 AWS FEZEZE#H Cloud Volumes ONTAP 23] (B1T12(E)

A LAM AWS SDDC IFEAFH) VMware = SIEH VM 3£ Cloud Volumes ONTAP HZ=H1 LUN , Xib#
WA LIEHERSE AWS VM Linux Windows B P £, FEE@E iSCSI #E5BY, BJLATE Linux 3¢
Windows & Fim_E LIRS EFHIA A8l LUN , EA Cloud Volumes ONTAP 3% iSCSI, SMB #1 NFS
e REJLANMEEPSEENAIEE Cloud Volumes ONTAP %,

EREMAPIFEEFEI AL RE M E H:EF%, BEFERMESREILER VPN 5 DirectConnect 5 AWS i
ILERIEE, BEURMAREBE HIZ] Cloud Volumes ONTAP RTEAISHITIEERZR. BERNIRSH
Cloud Volumes ONTAP ARG BIEHIEIE, BEEN "ERAZELEHIREES",

fEF "Cloud Volumes ONTAP #iEEE T A" LUEHEE Cloud Volumes ONTAP SEIRIA
Mo LGN, ERTLASIEARERMERE, LAFITE Cloud Volumes ONTAP #i&{HE 28 HAYH No

1. & Z| NetApp Cloud Central ; IEPEE R Fabric View R&. #%Z/ Cloud Volumes ONTAP &I+,
REERFEE] Cloud Manager . E&fE, BETR " BH " F&Eo

Cloud Manager i L [ | Bt
Replication Backup & Restore 8 Diata Sense File Cache Compute Sync All Services (+8) ~
!
(&) Canvas €D Go to Canvas View

f_g'_'w Add Working Environment

1. £ Cloud Manager £T1 £, BHRNTIEIFE, ARIERE AWS FATUNRAFRERNIE,

Cloud Manager

Add Working Environment x
e s S
H ! =
Wicromals Aaute Amazon Wl Seevioos naghe Cload Harfom Qin Premisey
Choose Type
=}
Clowd volumes ONTAP Clngad volumes ONTAP HA amazan Fix for ONTAP
TS g pealaiiey | sigh svslabitey
o

1. REZCRMIFRMIFAES, SEMTRMAEERRE. 2E Continue  (#42)
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Create a New Warking Environment Details and Credentials

T Previous Step Instance Profile 139763910815
Credential Name Account [D
Deataiks

Warking Emvironment Mamea (Cluster Name)

fexovotestingDl

olﬁdﬁTags prional Field

netapp.com-cloud-volumes-.., [
| Edit Credentials
Marketplace Subscription
Credentials
User Name
admin
Password

Confirm Password

(STt II T ]

Continue

1. A3Cloud Volumes ONTAPZRZ iEIFMIMNARSS . E3EBlueXPH 3. BlueXP&E4HIME LUK Cloud

Insights, £ Continue (4%4%) o

Create a New Working Environment Services

(¢&?) Data Sense & Compliance
I(::)\' | Backup to Cloud

| alal Monitoring

1. 7 HASEREATIE L, EFSMTRMEXEEE.

Creale a New Werking Environment HA DE‘FIJD}’I“EIT[ Models

T Previous Step
Multiple Availability Zones

o Provides maximum protection against AZ failures.
@ Enables selection of 3 availability zones.

@ An HA node serves data if its partner goes offline.

I Extended Info

1. EXEA VPC AL, WARMKER, AESEHE.

Single Avallability Zone

o Protects against failures within a single AZ

Single availability zone. HA nodes are in a placement
group, spread across distinet underlying hardware.

6 An HA node serves data if its partner goes affline,

I Extended Info



Create a Mew Working Environment Regu}n & VPC

T Previous Step AWS Region WRC Secunty group
US West | Oregon - vpe-Od1c764bocd 950805 - g Use a generated security group T.
10.222.0.0M16
o Node 1: o Mode 2: == == Mediator:
j—"v] =m0 —_——
Anailability Zone Availability Zone Avaitability Zone
us-west-2a > us-west-2b = us-west-2c =
Subniet Subnet Subiriet
10.222.1.024 * 1022220024 ¥ 22230024 =

Conbnue

1. 7£“ Connectivity and SSH Authentication ” (31 SSH FA0IE) T1k. I HA XFIAMFEREFE
#BH%.

Create a New Working Envirenment COI"IF!E'CUVH"):’ & SSH Authentication

T Previous Step = e
= -—§ —
e Modes = Mediator
55H Authentication Method i Security Group
Passward L Use a generated security group -

Key Pair Name [

nimokey ™
Internet Connection Methad I
Public IP address *

1. 387 Th P ik, AFEBEME,
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Create a New Working Environment FIDaEi[‘Ig |Ps

T Previous Step Floating P addresses are required for cluster and SvM access and for NES and OFS data access. These floating IPs can migrate between
HA nodes if failures occur. To access the data from outside the VPC, you can set up an AWS transit gateway.

You must specify IP addresses that are outside of the CIDR blocks for all VPCs in the selected AWS region,

Floating IP address for cluster management

172.16.007

Floating 1P address 1 for NFS and CIFS data
172.16.0.2

Finating IP addrass 2 for NFS and CIFS data
172.16.0.3

Fioating IP address for SVM managemant [Opticnal)

1. EFEYMRARAGESIERTE) 1P #utrERE, AEREHE.

172.16.0.4

Create a New Working Environment Route Tables

T Previous Step Select the route tables that should include routes to the floating IP addresses. This enables dlient access 1o the Clowd Violumes ONTAP HA
pair. If you loave a route table unselectod, clients that are associated with the route table canndat access tha HA pair,

Additional information

Name Main {133 Associate with Subnet Tags

| Yes rth-00b2d30c Ieafdbdd 0 Subnets 1 Tags

1 Route Tables | The main rowte table s the default for the VPC

tinuse

1. EEgEMEnE L, EEF AWS BRI,



Create a New Warking Environment Data E[]Cr‘}-’pti(}ﬂ

T Previous Step
& AWS Managed Encryption

AWS is responsible for data encryption and decryption cperations. Key management
is handled by AWS key management services,

Default Master Key: aws/ebs # Change Key

1 EFF NIRRT REWEN B FFHEAERME ST, FLRFIH, FERRENEEIED,

Create a New Working EnviranmentCloud Volumes ONTAP Charging Methods & NSS Account

Cloud Volumes ONTAP Charging Methods NetApp Support Site Account (Optional)
Learn more about our charging methods Learn more about NetApp Support Site (N55) accounts
To reglster this Cloud Volumes ONTAP to support,you
=
|;E(]) (® Pay-As-You-Go by the hour should add NetApp Support Site Account,

Dan't have a NetApp Support Site account?Select go to

Bring your own license finish deploying this system.After its created,use the

Sunnart Baaichr atinn antinn o rreate an MES arcnnt

1. IRIBE1E AWS SDDC £ VMware = EiEf7H) VM EEFEM TEAHZER, EESIMECENNEE

ZIB#HITIERE
Create a New Working Environment Precon ﬁgLJFE}d Pa{'_kﬁlgﬁ":';

Select a preconfigured Cloud Volumes ONTAP aystemn thet best matches your neads, or create your own configuration
Preconfigured sattings can ba modified st a later ime

A 4 = S )
= (] (] v
POC and small workloads Database and application data Cost effective DR Highest performance production

production workloads

1. EEZAERE L, EEHBIAPTHENERE. EEIZ Cloud Volumes ONTAP S5, B8 EHEHIT.

workloads

Up to 500GB of starage Up to 500GE of storage

r
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Create 3 New Working Environment

T Previous S otesting
Sl uswest2  HA

This Cload Volumes ONTAP instance will be registersd with NetApg support under the NS5 Accousnt mchad,

Snonn AP et

(1] L) 1 unserstand that Clowd Managar will allpcate the approprates AYWS resousces io comply wilh iy abiove reguirerms Maore infarmation =
Chiswiew Networking Storage
v
Starage Syatem Clow Vilurmes ONTAP 1A HA Deployment Model: Multsple swsilabdiry Zeanes
License Type: Cloud Vioherirs DNTAP Explor Encryption; AWS Managed
Capacity Limitc: i) | Customer Master Key: aws'els

1. BgE Cloud Volumes ONTAP [&, ©¥7E " B " I T e EFTIH,.

(@) canvas

Cens Adkal Woekang Ervvirpnmem o™ I'llwn:r-\.llngﬂf
Wi sl ) Lyl
v/ mon
1 -

[ AT Gm
AW DETAILY
sl W kirmais ONTAR | AW

! SERCTS

| =
I egilication
| A5 ol 4 : koo
N

Mackip & Reitare

B 5o o Tabular Wiew

Ehaste



SMB M EMEE

1. EBTITIFINER, BHARA CIFS IRSZ23E0E 71& XA DNS 0 Active Directory BRES#, EeIE
SMB %, HHRITITE,

JE;_:: fexcvotesting01 mutiple azs) B e
volumes HA Status Cost Replications ] (o @ A =
*D Create a CIFS server & Atvanten
DNS Primary IP Address Active Directory Domain to jain
1a2.168.1.9
DNS Secondary I[P Addresc (Optonal) Credentisls authorized 1O jdn [he domar

1. EF2RIEEMN CVO £, ARBECELED, EFEHMA/), Cloud Manager iEEFEEEHIER
BREASEDENFIBEEREETRERS L. EIETH, %EEF SMB 1EAMHIN.

Create new volume in fsxcvotestingd1 Volume Details, Protection & Protocol
Details & Protection Protocol
alume Mame Size (GHY i NFS CIFS i5C51
smbdemovaldl 100
2hare Rane Permissions
Snapshot Policy smbdemoval0l share Full Contral -
default -
U Defaul Policy Jsers § Groups
ETYON

Continue

1. iBESE, WEEERTEEENRT. BTFERE CIFS #=, FEER AP AR T X445k
RURPR, HINEXERP RS IR HEZEHEIRX .
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em
-
E@ smbdemovol01

INFO

Disk Type GP2
Tiering Policy None
Backup OFF

H ONLIN

CAPACITY

W 1.67 MB

1(} GB EEE !.-SEf'J

Allocated

1. &G, £ mount S5 M AWS SDDC EA1H VMware Cloud EiETRIEIMIERZERIH S,
2. ’JE_:%'J LU B H455 R BRAT AR IR sh 83t TG B4 3 E) AWS SDDC H VMware Cloud EiEfTBYREIA

Jan) fsxcvotesting01 mutipieazs
Valumes HA Status Cost Replicathons
O Mount Volume smbdemevalol

6 Access from inside the VPC using Floating IP

¥ Auto failover between nodes

The IP address .1L|Ir|rn.'|1ir.'|:}3l migrates between rodes if failures oocur

Go to your machine and enter this commuand

WWIT2.16. 0.3 sebdenovo il _share

6 Access from outside the VPC using AWS Private |P

Mo auto failover between nodas

The IP address does not migrate between nodes if failures ocour

To avobd traffic between nodes, mount the volume by using the primary node's IP address:

WAI0.223. 1. 108 sobdemovoldl_share

If the primary node goes affline, mount the volume by using the HA partner’s IP address



B Wiiware Chond = nban=la-dienss

o ok

wmedclt

Sugn

VANEVTTHLCENT:

T tetApp Choud Mansges
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¥ LUN EZEIEA

¥4 Cloud Volumes ONTAP LUN E#ZFEN, Fem U TS E:

1. 7£ Cloud Manager B9 " &% " TUE £, i Cloud Volumes ONTAP T{EIfE U SIZFEIREE,
2. BEARINSE > FESE, ®IFISCSI, REREHECIEBHIEFH, B2 Continue (HEE) .

Details & Protection Protocol
S
tetault
B it P
Windows
- L -
i Vidtwaze Cloud - ntag- Fo-demna phete - wmedclll - Summary X wmedelll * Y tiethipp Closd Mariager * i @ ¥ o

A8 = WMWaneInc.com

1. BBEfE, ©&FEE, AEREBERIQN . EEH]iSCSIFREZM (IQN) , BREES, REMEMN
E| LUN B9 iSCSI &#%,

X F AWS SDDC £/ VMware Cloud ERENITIHEFIIRME, BERAUATIE:

1. RDP & AWS t VMware = 31 E&BI VM ,
2. T iSCS| BohiEFBMMEIE: RS EIEE > E8ik > TH > iSCSI BhiERF.

64



3. FERIETRF, BEERIMIFAIARMIIF, FAEHN ISCSI BAriROAT IP ik,
4. MBtREDRS, EEELXMNER, ARREERTERE,
o EEBAZRRE, AREFITENBNBERIGERIGFIERRNZIWE BT IR, BHEk.

@ Windows EHMSEEFFHIS T REIL iSCSI i, RE DSM RIAEE[EANRIER

%o

15CE Irefistor Picperises =

Targets Demvery Eaoneite Targets  Volumes and Desicss SADILS  Confipuraton
Cuack Correcy

To decover andiog on to a target using & base cornechon, fype the [P address or
DS e 6 the v ped o then dhek Gk Cormcl.

Fanget: 174,29 Guick Connect...

Desorvered targets
Refesh

Mare Stabs

Ta tonnest ubg Advanced aibars, select § target and then
dick Connect,

To completely dsconnect & tangel, select the target and —
Ehen ik Discornect. e

For tanget properies, nckidng corfiguraton of sesions,
select the bwget and dick Properties,

For configur ation af devwoss sssodabed with & target, seect
the target and B dick Demaoe.

SVM HH LUN 7£ Windows ENFERAMEE. FHASEEZMAMNEAFHEE, BETRUTSE
iR FohE R UL IR

1. 17 Windows ItEHEERLARER: A > EIETH > itBHEHE,

2. SR BRFFMET =

3. BT,

4. BB > MW,



66

x
Larsun] Voge] e lues | it Cagatty | Froe Sewta | ™ Froa
== =T viaasny [Bood, Fags fom, Crah Ty, Frevur Pt T T
e o sit Suic TP Finalitey Fromiry Part TR .
25 RFREE Ve S OV0 (1)) e ks LD — T
= i Paharranl S sy fytert, i, Py B P
= Daal EE S e e e ]
P — i3
4 R TS 8 GE AT
‘
= Dok 1
i [Er—
M et
B Btk
QT ——

L# LUN BOXE Windows EAIARIEY, ©REPXBIXHEFRS. F1AK LUN ; e LUBE TR T B
EARAXHRFAEINIL LUN

1. B5h Windows W2 EIE,

2. 55T LUN , AEEFFIENEES O XEE,

3. IRBRIS YR EHITIRIE, EIREIG, KSR F @ B,

7E Linux BFim £, MR iSCSI FHF#HIZIEEIETT. BLE LUN /5, BBIREXERT Linux 9 &Y
iISCSI FeERI¥IES, 30, TTLEKE) Ubuntu iSCSI BEE "IthAb", EHITIEHE, iFM shell IE1T Isblk
Cmd o


https://ubuntu.com/server/docs/service-iscsi
https://ubuntu.com/server/docs/service-iscsi
https://ubuntu.com/server/docs/service-iscsi
https://ubuntu.com/server/docs/service-iscsi
https://ubuntu.com/server/docs/service-iscsi

7 Linux EFi5_F1E# Cloud Volumes ONTAP NFS %

EM AWS SDDC _ VMC B VM #£Z; Cloud Volumes ONTAP (DIY ) XH &%, ERMUTHE:

1. ZEZFSERY Linux 321,
2. (FAZR% Shell (SSH) TERHLITH—1MRIR, HERENNERER,
3 FEAUTHSAENEHSE—ER,

$ sudo mkdir /fsxcvotesting0l/nfsdemovolOl
. BEHRT NetApp ONTAP NFS BY Amazon Fsx HBEHII E—FEEMNEFH,

sudo mount -t nfs nfsvers=4.1,172.16.0.2:/nfsdemovol0l
/fsxcvotesting0l/nfsdemovol0l

P il e ER
] O &= L i WITTWEIEWITC.OCAT L t | b 1 y I 5

Gatting Stars BC2 W et Con _.
ubuntuld Enforce US Keyboard Layout

ANFEIRT B R R 77 =R

BIAIIRAERESRAERENMABER £, FltdEHR. Rl@E=FAINE
HIVMwareig 3. BERFBRMNE. ARRMARAIETEMIRE. Rk T RIAXER
EdiE, IR EHFPOIEEENREL. BHERORE., HEFOBE. FanlksE
B, GaH. WEFRB, SMEAXAGERRREZ B SHARMmR. EERF
BEToAVEEN. EF— T AEAEAMRAEREERVERNENSREAZ— T XER
o BRTIEREGENTEZIN FRNTIERGBHN TRD KIESSEMNEIEERELE
Ego

Fafl
BIAAzure VMwarefiB RS AEFRIE T IGHIESTHRE. BERNERE FHEETIRE T EXEFHEAHESE
MABLRNERN. ATEESENERAEX. Bty BEENE—FEZ2RMEZ TN, XENTFEEEERET

R E. AUAFIRERIENNS5-40%NES, XETIFRHFEIINIEME. MARTININR, EXEREFTE
FEENIENS ER
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BATREZEUTER . BREERNAIVRREHINE(VCPUNMem), EfTEREEZRERFE, RIBMIIAIT
. MNFB 128 ENRAREFHEER, XFAILURSEMATCO. EAMIIATIEEFREXLEMIMNITIAI. T
IEERENRAREZHFME. XERTEMERBR. aFIE. EME. Rk, FRMRA. F5

Azure VMwarefi#BR75 5 NS— M EIMERBIERRMERE (DR), AZSHEWEKENERERSREE. HEF
BEXELAN RMEMEBITERHIET L. EEARUEARE N SRS RTEHRRT SATEREIME ED,
AR, MATRI LIRS EANBBER T BEFfE. XAIBER— MRERS | 71RUER,

Fitb. #EER. ERBR AU AMMHD LA

* ERANFEUEEEEY REESE

* TR E X BIEIERC(SDDC) Z ). FFANFEUETFEER (MR ESiAzure KB 1T R AL ILBYTRE TIEAR
BRI E BAR. AIERRANNBUfAERAzuUre NetApp Files AEIBEFHEERBMUNEEETIRTAB
FBEART) BR T Azure VMwarefi#/R 75 5 FRIZERENIIRRIPAMAEIMEINEZ SN EIE I LB thIhRE
MVSANTFEFREIHZFER £

@ BXRMNFERANFEEEFEENER. BERREAREXAINetAppSiMicrosoftfi# R 753 215
LUREGENNE S

AzureFHJVMware CloudiEIn

Azure VMware 2R A3

Azure VMwarefI R R (AVS)2— MBS =ARSS. FI7EMicrosoft Azure A =HIRHTHEESE&HIVMware
SDDC, AVSZHMicrosoftE BB IFHZIVMwareliFHNE—ARRAE . ©IEHAAzureEREZEH,
tt. BERALREAFITEEMEEVMware ESXi. B FBRIEEMERIVSAN R B TR IEZE LS HINSX,
[EIAYFE 53 F] FAMicrosoft AzureBY Ik E MM, —REVEIER OIKHEUNR S FENRE AzurelRSMBRARES
RERRIE M, Azure VMwaref# /R 752 SDDC5Azure NetApp Files 845 &. RliRHREERE. RIFNEMBIE
IREZE R

Tt EE A E. 7EEFEVMware SDDCHY. ¥IIAEREER a5 L T4AY:
* BFIrEEMEEIVMware ESXiEN. UKFATFEERIvCenter Serveri& &,
* VMware VSANBRIGTEE. BE T S PESXiENMYIREMEEAT,
* VMware NSXFFREIMMLZ EENZ M. FEANSX ManagerEE B3 #1TE I,
30
Tt BUL TR RE T NBIR. Azure NetApp Files #3 0] LURMHH B HEIN KIS ENEEN RIEF TIENE
PUIRSEARSS . RIRNEIT IR E R T4E T2 BN RREF B R FRRTCO, TICERMMIERs. EBrI L%
B Azure VMwarefi# R 755 fAzure NetApp Files . LIRSS M. BRI Z P =L —HAIERZEHF0

ZE. ARNTEAHNEABEEUREWRESTEMERE, XRATERFMERNATBIRR. BHICE. MMM
—EERNRAZRHIENNUE;, TEMREEERIFTIE. Azure NetApp Files BN FIRILEEAEE,

AXHEHEREE!

* W7E. EALITEAVS SDDC EfFERAzure NetApp Files {E R EIRTFAEE,
* RN AREFMELREHIRS A, U EESERREEREtER TR EEE.
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* @ B SR ENE AR AR/ NI RE B L VSANTRER A B 70 1%
* MBS ERRENES KB T FAHIRHEERENERE.
* fNERAzure VMwarefi# R 52 CloudEBE#R. NMAzure NetApp Files BRiES ML EMFMHER RS R,
MEREHENER
BTRAXIXHETFARAEENESER, BRI MLz
* Azure VMwaref )R 75 % S04
"https://docs.microsoft.com/en-us/azure/azure-vmware/"
* Azure NetApp Files X1
"https://docs.microsoft.com/en-us/azure/azure-netapp-files/"
* ¥ Azure NetApp Files #IBTEEEIEIZEIAzUre VMwarefi#) R 55 EV(FIR)

https://docs.microsoft.com/en-us/azure/azure-vmware/attach-azure-netapp-files-to-azure-vmware-solution-
hosts?tabs=azure-portal/

iEBATF Azure BY NetApp FRSAIEZIFEEIN

Azurez#5{EF R4 Azure NetApp Files (ANF)BRS3E(Cloud Volumes ONTAP (CVO)MF
ASIEENetAppTE(iE,

Azure NetApp {4 (ANF)

Azure NetApp Files JJAzureiRfft T (AR FIREIEMEME. LG BN EEBETERHNNARER. FILER
HIB I HEREIMEENER FETXE TR H,

Azure NetApp Files JHFR T &EIR. RILERILRFIEETXHNNARFIREIR. XREF R LER
MENRARER. MENNBREFRE T AERIFAFE,

AT tbAR 33 2@ i3 Microsoft Azurel 1P 12489, Atk A IGEEMicrosoftiEl Y PALIE F| T2 E IR S

FMicrosoft IR — R FFL EBM M. BIX—PMERSG R . BRI UREZMMANZS DN TIERH. &
BT LM B ZE BT WindowsHLinux X RN ATER. BMEXN FESHIF R 12 Mitt,

Azure NetApp Files (ANF) {EAFARFEZENTFE

/8 Azure VMware f2R75% (AVS ) ECE Azure NetApp Files

B LAM Azure VMware )R 753 SDDC IFE I Z B EIANIEE Azure NetApp Files £, HTF Azure
NetApp Files 235 SMB # NFS ¥, FEIXLEEW A LUIERHE Linux P imHMRETE] Windows &
e REANMEGRLBENAIIZE Azure NetApp Files &o

Azure NetApp Files 1 Azure VMware iR 75 =N/ TN FE— Azure X1,
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https://docs.microsoft.com/en-us/azure/azure-vmware/
https://docs.microsoft.com/en-us/azure/azure-netapp-files/
https://docs.microsoft.com/en-us/azure/azure-vmware/attach-azure-netapp-files-to-azure-vmware-solution-hosts?tabs=azure-portal/
https://docs.microsoft.com/en-us/azure/azure-vmware/attach-azure-netapp-files-to-azure-vmware-solution-hosts?tabs=azure-portal/

BIEFH£% Azure NetApp Files &

E0IZBFN3EE Azure NetApp Files %, BRI TS E:
1. & 53| Azure | JP Hi517] Azure NetApp Files . 8 _az provider register -namespace
Microsoft.NetApp — wait #5SISIEXT Azure NetApp Files BRSZ B3 18]35 Azure NetApp Files &R
RIERERF. FMTRE, BIE—1 NetApp P,

BXFATE, 1SN "Azure NetApp Files H=", WHERKS|ISEED A LT E,

= Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Azure NetApp Files >

Azure NetApp Flles . New NetApp account
NatApp (doude sl
-+ Creats 21 Manage view v+ Mo ®
Fiter T i nimoAVSANFdemo
nier 1Qr ||!|:r' e
MName + Subscription
SaaS Backup Production e

Rescurce graup *

E“ﬂ[ [ MimsavsDema -

Create new

lo NetApp accounts to display Location *
e NetApp Files makes it easy to migrate and EastUs 2 W
n complex, file-based applications with no code
range. With suppart for multiple protacols and
rgrated data protection, storage management is
simple, fast, and reliable

i N2 s Beertine
x cract Criate Dewnload a template for autormation
Lenrn mare

2. B NetApp 1K/, EAEFERNRSEIMANIETE!,

ﬁ;&ﬁém'fn/u\: 1ﬁ = )I_ILJ "iﬁg?_g%i "o
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e woin | [ poun pvsiatiny | igh Muadsbry
LTS .

3. IRMBEIEMIMRAIFAES, SEFRIBMNERRRTE. TM/E, $E Continue o
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Create a New Working Environment Details and Credentials

T Previous Step CV-Performance-Testing HCLMainBillingAccountSubs...

Eclit Pr oject
Google Cloud Project Marketplace Subscription L

Details Cradentials
Working Environment Name [Cluster Name) Liser Name
cvogcvevs]| admin
Password
Service Account .
| | Notice: A Google Cloud Service a0oount 15 riguimed

1o use two features: backing up data wsing Backup

Continue

4. FEIFSEGHEIERE Cloud Volumes ONTAP ZZHIMINNARSS, SEHIERNS S HEZ R EI=. RE,
g1 Continue -

®Ron: (FRKMARSE, KERRIEEEER. FIUEEE CVO EARM / MIERMINARSS, WRAFE
, EEBM—FHEMEUHERXEMINARSS, LUBSE RN,

Create a New Working Environment Services

T Previous Step

| ¢4 ) Data Sense & Compliance

Backup to Cloud

& v

A WARNING:By turning off Backup to Cloud, future data recovery will not be possible in case of data corruption or loss

Continue

o WE—MIE, EE—IPIAIERE, AREPILEREURBINS Google Cloud FHERIMAERE,



Create a New Working Environment Location & f-’_‘\r‘;"-el:l:‘.-:lg,-'

T PredousStep | acation Connectivity

GCP Region VIPC

surope-westd - cloud-volumes-vpc -
GCP Zone Subnet

europe-west3-c - 10.0,6.0/24 -

Firewsall Policy

= Generated firewall policy Ul existing frmwall policy

Continue

6. FEFRIFRIEAIN . REWENBEFIFeEERMEIFRE. L RGIF, FEAT freemium %E, 72
&, i Continue

Create a New Working Environment  Cloud Volumes ONTAP Charging Methods & NSS Account

T Previous Stemud Volumes ONTAP Charging Methods NetApp Support Site Account

Learn maore about our charging met hads Learn more about NetApp Support Site (NS5} accounts

NetApp Si 1 Site Ac |
Pay-As-You-Go by the hour sl e it

mchad -

Bring . r—— To add a new NetApp Support Site account, go to the
Suppor - NS5 Management tab,

*} Freemium (Up to 500GB)

Continue

7. IRIEEEBETE AWS SDDC £ VMware = EIETTHY VM ERV TR AR, EZ M EENRGE
ZIEHITIER

R BEAMREEEREAEEFAREE, NERLGEREERBENX CVO AHFH ONTAP RS,

91



92

Create a New Woarking Environment F‘r[‘[{}ﬂﬁgur[‘[i Pa{kag@s

Select a preconfigured Cloud Volumes ONTAP system that best matches your neads, or craats your own configuraton
Precanfigured sattings can be modifiad at & [&ter time

' So @.

POC and small workloads Database and application data Cost effective DR Highest performance production
production workloads workloads

0

Up to 500GB of storage Up to 500GE of storage

Continug r

8. EERIZMAEDTIE £, BEEHMINFTIMANERE, 282 Cloud Volumes ONTAP SKfil, BB EHHIT

Create a New Working Environment

J{GHE&%%EHEP Shiwe API request

=3 europe-westl

This Cloud Volumes CGNTAP instance will be registered with NetApp support under the NS5 Account mchad

[ 1understand that Cloud Manager will allocate the appropriate GCP resources to comply with my above requirerments. Mare informarion >
Owerview Networking Storage
*r
Storage System: Cloud Volumes ONTAP Cloud Volumes ONTAP runs on: n2-stamdard-4
License Type: Cloud Volurmes ONTAP Freemium Encryplion; Google Cloud Maraged
Capacity Limit: 500G Write Speed: hormal
Go

BdE Cloud Volumes ONTAP /5, BT " BEf " RENIEFIEHTIH,

Cloud Manager Aeeount

Mt PO

Backup & - Es Data Serrse Flie Cace Compute

B 6o 1o Tatsutar View

Add Warking Environment Working Environments

1 Clowd Volemes ONTAP

43.05Gi8 Provsioned Capaciey

1 F5u for OWTAP|

o kil 5 s 08 Provisi

Fresmium_ |

1 Asu

e 9,71 Tig Provsioned Capacuy



SMB M EMEE

1. EBTITIFINER, BHARA CIFS IRSZ23E0E 71& XA DNS 0 Active Directory BRES#, EeIE
SMB %, HHRITITE,

RR: REXREEN (°) , EEBLAUBTELSEN, AFIERE CIFS 188,
® cvogcve0l Ger

Valumes Replicanans

*D Create a CIFS server + Advanced

DME Primary 1P Address

ONS Secondary 1P Address [Qpticnal

2. 832 sSMB LRI ZIFE B R, 7T " B " H, W Cloud Volumes ONTAP TEIF IR LAGIZF IS
, AEREOIREIRAT, EFEHMAN, Cloud Manager i EEENREHFERASR S ERHEIFHE
BMERREREG L. FEIETH, & CIFS/SMB AN

Create new valume in cvogoved!

Details & Protection Protocol

NFS CIFE KSCSI

Srapshol Policy

Full Cantral
default

Default Policy

Continue

- BREERE, 5REREEENRT. ATERE CIFS #=, FEIIENAP FART XX R

R, HIIEXEAAZE AR ZEHEIEX . WRMARFRERE, WAFBHRITIIE,
E A X4 FRAXPRIISTE SnapMirror EFEFZHRE,

R BHEXRE (°) JRRHAT
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[
=@ cvogecvesmbvolQ1 = ONLINE

INFO CAPACITY

Disk Type PD-55D N 1,84 MB

Tering Policy siiia 10 GB Disk Used
Allocated

4. QIgERE, A mount ¥ B REEZIREE, AEM Google Cloud VMware Engine EHY VM 1% E|

H=E,

{m cvogcveO1

Volumes Replications

D Mount Volume cvogevesmbvol01

Go to your machine and enter this command

\\10.8.6.251\cvogcvesmbyvol@l _share

5. EHILUTERZH AR R IK 2R IE TG B2 2] Google Cloud VMware 5% _EiEiTHI R Lo

Specify the drive letter for the connection and the folder that you want to connect toe

Drive ¥: b

Folder: . W10.0.6.25evagevesmbiolll_share

Example Viserverishare

Reconnect at sign-in

[ Connect using different credentials

Copnect o ¢ Web site that vou cen pge to stoee vour documents and pictures.

[ Finsh | | Cancel |
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BREYE, RTLURMAAIEIZ M, FHAERMIZRE NTFS R

ﬂ _,}] F | Network - (]
B = 2 s cvogovesmbuoidt_share (\1006.251) (1) - 0O X
{..“ Home Share Wiew
Nel 4 == ThisPC » cvogovesmbvol0l_share (\\10.0.6.251) (v:) » v Search cvogovesmbyvoll _sha.. @
Mame B Date modified Type Size
o Quick accesz
B Desict fool TWB/2021 1533 AM  File folder
‘ » fon2 11/2/2021 153 AM  Fllefolder
Dewnloads *
{4 Documents &
[#=] Pictures 4

| O This PC



3% Cloud Volumes ONTAP _EHAY LUN ZEEZIEM,

¥4 Cloud Volumes ONTAP LUN E#ZFEN, Fem U TS E:

1. £ " &% " @k, & Cloud Volumes ONTAP T{EIfiE LB EIES,

2. B "Add Volume" (FIN#E) >"New Volume" (¥i#) , ARER "iSCSI", A& "Create
Initiator Group" (8 Continue (44%) .

Details & Protection Protocol

Continue

= Wilware Cloud - ntag-Fu-demo X 5] viphess « wnedcl - Summary wincdolll 3 R retfpp Cloud Manager » + @ [

& Geiting Saited EC2 Managoment Con_ @ Mew Tab

3. BELfE, EEEXE (°) , ARREBEIRIQN . EEH|ISCSIREZM (IQN) , BREEH.
B MENE LUN B iSCSI &%

EXIFETE Google Cloud VMware Engine ERIEMNITEENIRIE, BHRITLUUTIRE:

1. RDP %l Google Cloud VMware Engine EFEEHI VM o
2. T iSCS| BohiEFB M MEIE: RZEIEE > F8ik > TA > iSCSI BhifERF.
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3. FERIETRF, BEERIMIFAIARMIIF, FAEHN ISCSI BAriROAT IP ik,
4. MBIRETRS, EERELAMVEN, ARRLERNEEK.
o EEBAZRRE, AREFITENBNBERIGERIGFIERRNZIWE BT IR, BHEk.

@ Windows EHMHAMEERBFFHNE N TSI ISCS| EE, B4 DSM 2EREFERN S

=== 874
11%110
‘L I 1
iSCEE Initiskor Properties X
Tagets Digovery Faworile Targels  Vobares and Devices  RADIS  Configuralion
| Cuack Cormect
m Dachboard T dacnver ol lag o i & tanged wiing i hae correthon, brpe Be 3P addoess of

[egs name of T iarget and then dde Quecs Commet,

l Liscal Sesrvear

-n All Servers Tageke 6.5 Quick Connect.. |
@ apDs Discovered dargets

Refresh
i DNS

Mame Shatus
a File and Storage Ser

Fo comnect ueng advanced opbors, seiech & barget snd then

ik Connext, =

Tecompletoly dsconnect a target, sokect tho kgt and

then chk Discormecs,

For terget properses, roudng coviigurehon of sesmons, [ —

select the target and ook Properbes, ==~

For configuration of devioss ssoodatsd with 5 meget, ssisct e

the target and fen ik Devices ==
o] ew [

Storage Virtual Machine (SVM) _EBJ LUN 7 Windows FHFERAME, EVASBEIAIARIN
BRI R, WIS T S BiL FoiE MR UL IR .

a. T#F Windows I ENEIELAIER: 75 > BIETA > itBVEE,

b. EEFHMPRBAFHET =

C. PEHHMEEIE,

d. BEHRIE > BFIEHRE,
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& Computer Managemnent
File Actron  View Heip

ez BE=XE 0D

,a- Computer Management (Local
v il System Tools
2 ';,: Task Scheduler
v [l Event Viewer
¢ g Shared Folders
'-h' Performance
& Device Manager
v A3 Storage
e Windews Server Backup,
= Disk Management
_'-'-1 Services and .ﬁppli: ahons

Vaoliums i L.u:'lm.lt [ T}'P: l Fil= Sy_'.trrn [ Shaturs
== Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition
- 355 _MOAFREE_EM-US_DVI (k) Simple Basic UDF Healthy (Prmary Partitron)
= System Reserved Simple Basic NTFS Healthy (System, Active, Primary Partition)
<

= Disk 0 ]|

Basic System Reserved I i
20,00 GB 549 MB NTFS B9.48 GB NTFS
Online

Healthy (System, Active Primai || Healthy [Boot, Page File, Crash Durnp, Primary Partition)

*O Disk 1 R —————.
Unknegwn

1000 GB 10.00 GB

Offfine Unaliocated

HF LUN BURE Windows EANAIERY, EREDXHXHARS, #1I51K LUN ; BATLUBIFEm T
SRERXHRFHEI LUN ¢

a. [B& Windows M2 EIE,

b. HIEBET LUN , AREFRFAHREIHEENDXHEE,

C. R MEFHAVIREAHITIR(E, UGG, WEpdE F @ BEEH.



&

File Action View Help

- . = E —| = ==

'1.; Camputer Menagement (Local| Yolurme [ | - Manzge This BC e O w
w i Systern Tools & (o)
%) Task Scheduler = Demelun (E] File Computer Vigy Brive Toaly [ 2]
B Event Viewes = }:»Si_.{bJ-"'!"J‘E_‘. » I This BC < SN :
g Shared Folders == Systerm Resery
K3 Performance sta s
s Folders {/
& Device Manager # Cuick access
w {43 Storage B Daskton y 30 Dbjects Deskicp
o Windows Server Backup i
TR ;
== Disk Management %' Dommiongds '
i, Serdicss and Apphestions = Documents i B Downloads
= Pictures ¢ =
L i J\ Masic Pictures
¥ Metwork -
{
| y Widens
= Disk 0 E
Baxic
70,00 GB Dievices and drives (¢
Cindine
Local Ehak (T:) = DN Dnve (Ex)
s F"ﬂ S55_MEAFREE_EM-US_DVE
Py E free e {453 58
= Diske 1
Basic Demalun {E:)
593 GB
Cinline -
= CD-ROM 0
ovo
4393 6B

£ Linux P im L, R iSCSI SFF#HIZIETEIETT. A& LUN 5, B2 A XER Ubuntu #17 iSCSI g
BEriEMsm, EATRAl, BFHITIIE, EM shell i31T Isblk cmd

1-% 1sblk
MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
: B 55.4M loop /snapfcorels
19M loop [snap/gnome-3-34-1884/72
1M loop
S51M loop
32.3M loop fsnap/snapd/fi
LEH loop [snap/snapd/13648
55.5M loop /snap/corel8f2246
4K loop /snapfbare/S
85.2M loop [/snap/gtk-common-themes /1519
16G 8 disk
512M 8 part [bootfefi
1K part

15.5¢ O part [
4l

& o

= I -

& o

Mounted on

fdey
Jrun

P LA RS

J group
1apfgnome-3-34-1864 72
fenap/fotk-common - themes /1515

p/snap-store/547
fsnap/fcoreldf2128
166% fsnap/snapd/12704
1% /boot/fefi
1% frunfuser /1688
166% [fsnap
188X /snap/
8 188% apfbare/5
fdev/loop8 66H 66l 6 188% [fsnap/gtk-common-themes /1519
fdev /sdb : 2.6 987M 1% /mnt
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7 Linux EFi5_F1E# Cloud Volumes ONTAP NFS %

Z M Google Cloud VMware 5|2/1#9 VM #£#; Cloud Volumes ONTAP (DIY ) XHRS, BHRITUTS

[
BREUTTERIEES

1. £ Volumes (%) &£, 2 Create New Volume (BIE#HSE) o
2. 7F "Create New Volume" T L, EiR&EHE:

R

=@ cvogevenfsvolo1 ® ONLINE
INFO CAPACITY

Disk Type PD-SSD

M 6.08 GB

Disk Used

Tiering Policy MNone 11.05 GB

3. BRI, BEAMATETE LS, EEXBEN (°) , ARBEEHG,

Volumes Replications

D Mount Volume cvogcvenfsvol01

Go to your Linux machine and enter this mount command

mount 1@.6.6.251:/cvogcventsvoldl <dest dir> I_E| Copy

4. BEHEH,

S. EHEFIFEEM Linux 341,

6. Ef%% Shell (SSH) TEXGI EITH— MR, HERENNERER,
7. FRAUTHESHENESRIE—TER.
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$ sudo mkdir /cvogcvetst

root@nimubu®l:~# sudo mkdir cvogcvetst

8. ¥% Cloud Volumes ONTAP NFS ##H 3 F—S 81BN B R.

sudo mount 10.0.6.251:/cvogcvenfsvol0l /cvogcvetst

im0l

Cloud Volumes Service (CVS)

Cloud Volumes Services (CVS)R—ERENIIERS=RAE. AliRESRTBRSZE, Cloud Volumes
ServicesZ RN F ERIBHEIRME ST HFHRITMY(NFSHISMBZ ).

HMWAAMNINEEEHE: EASnapshot#F THIERIFAER; EAMBHTIRESR]. RZ IS HE B REFHRI
gE; URELTRARNFEFERSSRSSN—BRSERE.

Cloud Volumes Service (CVS) {EAFRGIEZEMNFE

{5 VMware 5|%2E& Cloud Volumes Service

B UM VMware 5|ZIFER6IZ2H VM 3% Cloud Volumes Service £, HF Cloud Volumes Service
3% SMB 1 NFS ¥, FEitbiXteHmaTL3EEE Linux P imFFIETE] Windows &P s, 7] LUEE &
BMLP IS E Cloud Volumes Service %,

Cloud Volume Service #1 Google Cloud VMware Engine fAE =471 FE—X 1,

EM Google =HiZME, BREMEEEZEAT Google Cloud #J NetApp Cloud Volumes Service , &R
BUTFA(E R#H1TIR(E 15/
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Bl — CVS NFS #%| GCVE FAE =

BOEMER NFS &, BTRUTIE:

1. M Google =iZHI &M E(EINHERRTTEIAIE Cloud Volumes o

#r
¥

PARTHER SOLUTIONS

o

il

Redis Emerprise

Apache Kafka on Co._

Danabricks

DiataStax Astra
Elasticsearch Service
MengeDB Atlas
Neod| dura Professi

Cloud Volumes

i

3 ERIEXHARLIIE L, REMEDEIHNFERIEEER MR ERITE,
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Cloud Volumes

Active Direclones

Wolume Reglication

Volumes O creEaTE i DELETE

Quick reference for Clowd Valumes Private Service Ancess (2 AP I Shared VPG suppof [ Granudar permissions B2

= Flter Sassch for visurmes by maime, | repon, £t

O® o Mamie Reglon Zome Zone Redurdancy

0O & oaceasig fesinfsdal e
Cd8-cTdte wrestd
2aba-
TERCT5I54450

O ® 33omEss gepvedod curnge:
I A-SBE3- Wit
el
BdnaeaTHA00:

O & 7doesod gop-ve-dsd europe-
JelaSic3- westd
5205
515204063110

0O & Bceeseso guveds2 Butine
OE9-deal wemstd
a7

HitApp Cloud Vioumes Service (5 offered by NetApp, e, a thind party panner of Google

Lite Cycle

Billing Label

State Detail

Avallehle fod 5

Ayallanie fory

Ayailatie for g

Ayailable fary

Ao



e Cloud Volumes

B volumes

B Backups
Snapshaots

Aclive Directories
B volume Replication

& Create File System

Volume Name

- Mame *
niIMCVYNFSvolo1

A human readable name used for display purposes

Billing Labels

Label your vatumes for billing reports, queries.
Supported with CVS-Performance service type, can be set with CVS service type but not
availahle for billing at this time

-+ ADD LABEL

4. FEFEMENMRS. XF GCVE , 1EI%E CVS-Performance MEAFHIARS RS, UIRIERBEF IR

HERESLEEMERE.

0 Cloud Volumes

B volumes

B Backups
Snapshots

[E]  Active Directories
8  volume Replication

& Create File System

Service Type

Cloud Volumes Service is offered as two service types: CVS and CVS-Performance.
Select the service type that matches your workload needs. Region availability (4 varies by
service type. Learn more (4

O cvs

Offers volumes created with zonal high availability

@ cvs-Performance
Offers 3 performance levels and improved latency 1o address higher performance
application requirements.

Volume Replication
[] secondary

Select 1o create volume as a destination target for volurme replication. Applicable only to
CVS-performance volumes.

S. NEMERFIERE Google Cloud X3 (EEFMNNEINEPWIE =S ZIEEH—/)
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©
a
a
a

Cloud Volumes

Volumes
Backups
Snapshots

Active Directories

Wolume Replication

6. EEEIERERF .

O E @ O

Cloud Volumes

Volumes
Backups
Snapshots

Active Directories

Volume Replication

€< Create File System

Region

Region availability varies by service type.

~ Region * )
elrope-west3 * @

Volume will be provisioned in the region you select

- Volume Path = .
nimCVSNFSolo1 c

Must be unigue 1o the project.

& Create File System

Service Level

Select the performance level required for your workload.

@® standard
Up to 16 MiB/s per TiB

O Premium
Up to 64 MiB/s per TIB

() Extreme
Upto 128 MIB/s per TiB

' Snapshot b

The snapshot 1o create the volume from.

7 FEEENA/NIEER, FUIMRF, KER NFSV3 .

0O B @ O 3

Cloud Volumes

Volumes
Backups
Snapshots

Active Directories

Wolume Replication

<  Create File System

Volume Details

~ Allocated Capacity * \
1024 GiB |

Allocated size must be between 1 TiB (1024 GiB) and 100 TiB (102400 GiB)

- Protocol Type * .
[ NFSv3 v l

[[] make snapshot directory (.snapshot) visible
Makes snapshot directory visibile lo clients, For NFSv4. 1 velumes (CVS-Performance anly),
the directory itself will nol be lisied but can be accessed tolisl contents, elc

[] Enable LDAP
Enables user look up from AD LDAP server for your NFS volumes

8. EULF B, EIFRIMPIAEER VPC WL, BIRERIL VPC JEFEXR.



R MREAREL VPC WEXR, WRER—#HRE, BTESETRNFNRL, 17 Cloud

Shell ZIEFHITHNM SRS, &

&89 VPC 5 Cloud Volumes Service &= Z I ME X R, MNREER

EETER VPC WEXR, BEIU TR,

e Cloud Volumes

Valumes
0  Backups
Snapshols
Active Directories
B volume Replication

& Create File System

MNetwork Details

[C] shared VPC configuration
Provide the host project name when deploying in a shared VPC service project

VPC Network Name *
[ cloud-volumes-vpe -

Select the VPC Newwork from which the valume will be accessible. This cannot be changed
later.

[C] use Custom Address Range

Reserved Address range
netapp-addresses

9. B ARMNAERZ BN EES LM, FARERERN NFS hRZSI MBI E A,

AR FRIERIISHERRS, SRTEAR NFS %o

. Cloud Volumes

B volumes

B  Backups

B  snapshots

B  Active Direclories
B  volume Replication

10. BEHERFULIES,

nirrdsdermadsll

0Oe s

€  Create File System

Export Policy

Rules

ltem 1 AW 1

Allowed Clents 1+
0.,0.0.0/0

Access

® Read & Write

(O Read Only

Root Access

® on

O ot

Protocol Type (Select at least 1 of the below options)

Must sedect for Protocol type NFSv3. Optional for Protocol Type Both. Do not select for

NFSv4.1

Alows Matching Clients for NFSv3

e for e Vs Primary Exrame NS4 - 10 52 0 & feemntademodsod
Pericemance
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& NFS SH#EHFI7E VMware 5|2 1789 VM

TEAESHEH NFS H2ZH1, BHRT BEENNFRETIAN "Active” . IREA "Active" 5, 3B mount

THE NFS &, WHITU TR

1. £ Cloud Console #1, #Z Cloud Volumes > Volumes o

2. ®E|ETHE
3. BFEBEHEL NFS SHAI NFS 5,
4. AR, EETRESZT, BEHEFHIREA,

EM VMware VM B FEERFEFIRITEHETRE, BRITUTTRE:

1. JEIAMLEER SSH ZFiRAN SSH o
2. ERHI_ L& NFS B F i,
a. 7£ Red Hat Enterprise Linux 2% SUSE Linux 323 L :

sudo yum install -y nfs-utils
.. £ Ubuntu 3 Debian 3EfflL:

sudo apt-get install nfs-common

3. EEFI ECEFHB R, FI90 "/nimCVSNFSol01" :

sudo mkdir /nimCVSNFSol01

Wit =0. (400

sudo mount -t nfs -o rw,hard,rsize=65536,wsize=65536,vers=3, tcp

10.53.0.4:/nimCVSNFS0101 /nimCVSNFSo0l01

rootgvali-8 sudo mkdLlr almCVsh

o rw hard,rsize=65536 ,wsize=65536,vers=13,

root@gvnl ;-2 sudo m
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22 SMB £EHKFEHEHEITE VMware 5|2 EiE1TH VM

3F SMB %, BEHIRIELIZE SMB £ RIS ECE Active Directory &%,

Active Directory connections CREATE W DELETE

Create & Windows: Active Directony connection (o your exesting AD server. This is a prenquisite step before creating volurmes with the SMEB protocol type. Lear mare [4

= Filter 7] m
0O @ Uvserame Demain DNS Sarvers NetBI0S Pref OU Path AD Server Name KbC e Reglen Status
0O & ostmininrae nEmpevreal o 102 168.0, 14 il CN=Compiuters in Uso

I AD EiEE, QEEEMERSEIINSE. MRTIEFRELUMNMNZIN, XLESBESBOIZE NFS BB
1. 7£ Cloud Volumes Console &1, #£%| Volumes T1E, fAfg8 i Create o

2. ERIEX MRS INE L, RIBEMADHHNTEERIEEER AT IR,

&  Create File System

Volume Name

- MName *
‘ MCVSMBvol0]

A numan readable name used for display purposes.

Billing Label

Label your volumes for billing reports, gueries
Supported with CVS-Parformance service type; can be set with CVS service type but not
avallable for billing at this time

4+ ADD LABEL

- ERMERNARS . XF GCVE , &% ZE CVS-Performance FIFIEHARS A5, MIRIETEREHERE
SR ERE,
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¢  Create File System

Service Type

Cloud Volumes Service is offered as two service types: CVS and CV5-Performance.
Select the service type that matches your workload needs. Hegion availability [ varies by
service type. Learn more [

() cvs

Offers volumes created with zonal high avallability,

(®) CVS-Performance
Offers 3-parformance levels and iImproved latency 1o address higher performance
application requirements.

Volume Replication

[[] Secondary
Select to create volume as a destination target for volurne replication. Applicable only to
CVS-performance volumes

4. JENERFISE Google Cloud Xig, (BRREMNMETETHAE =EZEEH—H)

&  Create File System

Region

Reglon availability varies by service type.

Region *
‘ europe-west3 - @

Valume will be provisioned in the region you select

Volume Path *
[ niMCVSMBvol01| o

Must be unigue 1o the project

o. EEREHIERER o
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&  Create File System

Service Level

Select the performance level required for your workload.

(@ Standard

Up fo 16 MiB/s per TiB
() Premium

Up 1o 64 MIB/S per TIB
O Extreme

Up 1o 128 MiB/s per TiB

‘ Snapshot -

The snapshot to create the volume from
6. IEEEMIA/NFMNSEE, FiLNitd, EH SMB,

< Create File System

Volume Details

Allocated Capacity *
1024 GiB

Allacated size must be between 1 TiB (1024 GiB) and 100 TiB (102400 GiB)

» Protocol Type *
SMB -

[C] Make snapshot directory (.snapshot) visible
takes snapshot directory visible to clients. For NFSy4.1 volumes (CVS-Performance only)
the directory itself will not be listed but can be accessed to list contents, etc

[C] Enable SMB Encryption

Enable this option only If you require encryption of your SMB data traific
[C] Enable CA share support for SQL Server, FSLogix
Enable this option only for SQL Server-and F5Logl warkloads that requlire continuous

avallability.

[[] Hide SMB Share

Enable this option to make SMB shares non-browsable

7. EIDS A, EFATMPIHBER VPC WL, HMIRERIL VPC JFXR.
R MREAREIL VPC WEXR, WEETR—MEHETE, BT ESETHNFHR<L. 717 Cloud

Shell £iFHHITHNAHS, BEH VPC 5 Cloud Volumes Service £ EBIINERXFR, NRER
ERIAER VPC WEXR, BSILUTRE 57"
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Network Details

[] shared VPC configuration

Provide the host project name when deploying in a shared VPC sgrvice project

VPC Network Name *
[ cloud-volumes-vpc

b 4

Select the VPC Network from which the volume will be accessible This cannot be

later

[[] Use Custom Address Range

Reserved Address range

netapp-addressas

v SHOW SNAPSHOT POLICY

m CANCEL

8. BEREFULIES,

0O © tessste MY SMBIOT kvaliuple for o CVS Primary Standord
TR ol P fotmansg
b8
Nal AT

EH#H SMB %, 1BHITUTIRE:
1. 7£ Cloud Console H1, ¥ % Cloud Volumes > Volumes o
2. B ERNH
3. BEHEMST SMB =/ SMB %,
4. MAERD, EETRESZT, PHEFHIRA,

ZM VMware VM By Windows FIERFHRHITHEHIRE, BRITUTIE:

1. BB "Start (FF4R) " 3%%, AFEE "Computer" (ITHEA) o
2. B EBRETRILE IR TN 2],

3. EIRNERHIRT, B TEfAIE] ARIREhER R R .

4. EXHFIER, BN

\\nimsmb-3830.nimgcveval.com\nimCVSMBvol01l

cnangea

AT e M50 fe g vewal S R M v
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&L Map Network Drive

What network folder would you like to map?

Specify the dnve letter for the connection and the folder that you want to connect to:

Drove: i3 -
Falder | WIS D4 nimevembviiin w Browse...
Example: \\server share

[+ Beconnect at sign-in
[] Connect using different credentials

Conneck to § Web $ite that voy can use to store vour docyments srd pictures.

BEASRERIMBEANMHTER, BEPERNEMEREEE,

=
S. BEHFEMo.
nimowsmibvolll (N 10.53.0.4) () =
1] Share View
[ == s ThisPC » nimovsmibveld] (010,53.0.4) (Z) w search nimovesmbyvo
Mame ) Date modified Type Size
[
. fool 117172021 T33 AM  File foldes
fool 1112021 T:38 AM - File folder
L gy
food 117172021 T:38 AM File folder
o |5] nimgovevaltesting ot 117172021 738 AM  Test Documient D KB
*

AWS. AzureFIGCP_EAY#N7ENFSEIETEEZERI X g AT A%

VA T STk IMAWS. Azuref1Google Cloud Platform (GCP)_EAI#M FENFSEUEIF(E
2o

AWS[X 15 5] BB 4

AWS/VMC_ERI#h FENF SERTFIEERIPT £ FHAmazonE X, B, BREMEVMCHIFSXNEBEIEEXE
FEA, ETR. BREEHEZXEEE FFSXNANTENFSEIEFERE,

* KEVMCHRIBI A "ItbAk",
* AmazonRYEMTEmtR 7B XFSXN (FSX ONTAP)WRIBIUERIE R AL EIXLE(S S "Ik,
* VMCHIFSxN#MFENFSERIFEEEIRHEH

BREENELER. ETERHFXVMC. FSXNFIFSXNEIZIHRR A— M FENFSEIRTEEE.
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https://aws.amazon.com/fsx/netapp-ontap/pricing/
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https://aws.amazon.com/fsx/netapp-ontap/pricing/
https://aws.amazon.com/fsx/netapp-ontap/pricing/
https://aws.amazon.com/fsx/netapp-ontap/pricing/

EM

* AWSHHX* *VMCH] R *FSX ONTAP RIFME*  * NFSEUIREFMEERT AL
EXEFRSACHFSTEIL) 2% =, =,

EERER (Hz M) = = =
EEAEPAELINFIEREIL) =/ S &

US West (HEIKM) 2% =, =,

GovCloud (EEIFE#ER) = = =

MmEX (FER) =i =i =i

EEIESCED =, =, =,

REEHMB: 202266H2H,
KU FRZRFDEM

* AWSHEX * * VMCH] A4 *FSX ONTAP ATAM*  * NFSEUIBTZfEER B~
R (Z/R=) =M, =0, =0,
RO (12 3) =0, =0, =0,
RUMCE=54@) M, M, M,
K (E22R) =M, =M, =M,
RUM(K=) =M, =0, =0,
RO (HTESHRE) 2, 2, 2,

REEHMB: 202266H2H,

T A

* AWSHHX* *VMCE] ™ *FSX ONTAP RIFfE*  * NFSEUREFMEERT AL
Asia Pacific (Sydney) 28, =M =M

TARMX(FRR) = = =

TAMX(HA. BE) 2% £ £

TP A (GFrANIR) =, =, =,

T AKX (B7R) = = =

TR (& 3R) =i =0, =0,

AR (FEADE) & B £

TAHX (FAE) = = =

=EEHHER: 2022%F9828H,

113



Azure[Xigr] A

Azure / AVS_E IR FENFSEIBTZEEERY A FA £ FAMicrosoftE X, Bit. EHEEMTEAVSHIANFEREREXIE
B, ETHR. BREMTZXEEEIFANFANENFSEIEEFERE,

* KEAVSHIANFRIRT M "4k

* EBEANFAFENFSEIREFEER AT AN "hak",
GCPHX A A%
LGCPHEANAE AIRMERESH. BRHGCPEIEAIAt.

BEMEIL: BT AERNetAppRE Z = 5VMwaresE &1

NetApp Cloud Volumes MANIERFEEBAMEEIE VMware fRR B RAHEFBR
BB RET EREEN, ZTEHRIDIENBEXREMNetApp Cloud VolumesASE
MEIERRSZ=IEeNERER

a1 . (i iEhE

TEfERA RVtools B BFITAMRMGE SRS, EMHSH, HE (vCPUNMem ) S5EFERHTH. BUFEFRA
MBS TFEFEZEFRENRSE A NTTE L AEN T 2B .

1B &AL NetApp Cloud Volumes , 1MV AT LUEE & AT 5 7ESLIETF vSphere B9 Cloud 2R 5 R, THE
EEES, TEIPEXR, WEEEMENR, b5, BEXMRK, BRIy BEHESETE, EREENHKE
{RIFTE vSphere FRENREKTF, ERSEXRFBENEREEREN, REMRXHE, XE, ErTURAIEH
B5 TCO BRK 35 — 45% o @I XMER, EXn] LUITE/ LIRS EEMNRIEMET BEIE = RKIERE,

Bl 2 : =T

eI EIRE BN BIEF MREEIEFR IR ABENES, RREZM: EIREIEIRTEL);, KEARZH (
capex ) ZHFFEZESH (opex) XHMMFBZIES; HERRH LM THER, BAFEREIEER.

REEXEEN, JEEURNEETEAET, BRABENSRFE laaS F5, ENESHMENNRRFRE
EREERAER, BEZEHNAMNE. & NetApp Cloud Volumes 5HFRFAEZENZ(E (G1E RDM LKL

2 —3" Snapshot EIZF] HCX ) 1RMHAIEMH S SnapMirror EFIHE4E S, MMSEM=SFERER (Fla0
Azure Migrate ) SEATFESI VM WE=Am) , XMIELLEKBFER 1/0 fitsstHER 5,

R 3 ;. BaRPOY E
LUHIEPOEZETHERIEER VN ERENENIE KMAZBSERHAY, FTHRISHEERN VMware LUk
NetApp Cloud Volumes @—IZMRIARE R Z, FIF NetApp Cloud Volumes , AL SR FAMXIgRIHtE AT

MHRMENSYT BIhaE, MMAEMACIE, EFIFY B8 FIMA NetApp Cloud Volumes FJ LUHFRITREMELEERE
HIER, MMERAREMEDENEHTE,

Rl 4 . REMEE=

TEESGEER, MREREXRME, WEHEZH VM FEARERI B CHEIWEERREFTE, ARTELR,
mAREEHHREILENES.

B ERAMRER SnapCenter #1 SnapMirror EFILAR AB =EIAEARR 2R NetApp Cloud Volumes B FF#&
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FIERNTEE, LU —MEFIRME S, UEETE—HH VMware SDDC EAEZ2H L& VM
BlERUREERMETR (5190 Azure Site Recovery ) ¢ Veeam FE =T H, Ittsh, EEILUEI LS A
RRHITREME BEHMBRRGPME, X, EETLUBTRERNENRY BESTEEFIFE, DN
R TERMERREMER,

Rl 5 . NAEFIAL
NARFHENRESRE, BWREHEZEFREEMINEEEANEARS REIMMALNYT B, 1EB) NetApp Cloud

Volumes , A IIRIFEE R, RANARFEERSUET vSAN 1, HARIFHRIETEEHE Kubernetes 7EMA
HYE A RIS TN,

£t

TERULEAERE S NERR, NetApp Cloud Volumes #RE] LR H B AIET RIS BN EIEN BRFTE
TR SERSFRINMNY, BB EHIES RITEM TR RN BIEFEREE TCO,

T ERAFMER, BHuLUERERENNE / BAIIRE=IRMEE UK NetApp Cloud Volumes , RIRSLIM =
%, BASMZN R —BHNEMEMTNEE, TEAZNNATBEEUREIEESEMIEEE,

XERTEEFMEINAEERE, 5icE, XREMREUERABHRMEN,;, TAENREEFRIFTE, NetApp
Cloud Volumes B BI F IR EEAERE,

VMware Hybrid Cloud Fa!

XK FVMwarefINetApp E & Z =HIF{
R EMYEE SRS AIENM IT ALEEXEEMFERIEF.

w WERER
fERBER e

* RIEME
* EEEUEROEIFRREIRRE TEAE, * REHE, FEIFIMIFR, BREERESHIBIEFRONEEEK,
* VMware it ¥ &,
* REIHIE,
* F& M,
* MACHRRALI N AEFIRAK.
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* E1E
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AREBENFELHEFEMARUZIR. EX—IEF, SRAFEEZHAFARER VMware £35E, EISF]
BoBHRRRAELEMTEIRENTGZ. MG EREMNNIACIEREIEERESR, BABIEEEE
=H,

EXMERT, REENN)EFSEESNBAIIRRMEEFH VMware 7. 5 NetApp ® Cloud Volumes —
¥, VMware £ 7 —HIEAER VMware MY BEIERARGZE, EEATUERPENEITIERE
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TR FENFSTEEETINEE
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ERAFBAAENHKARE CPU MRNEFEHRNR, BEFEAEFMER, HEE 12 SXVKBEEFHERR X—
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AN RAMIEN, HRFEHEREL EARMNKEBNG AR S8E. ITEANARRIE, &
FRAREBENGEARENRE (BMARAMBE) , AXMBER TAIHTEIML (VM) SEdERER, £

& NetApp Cloud Volumes 5 VMware {4 E X BHIEIEF L (SDDC ) & FERMER, ERILEA vSAN By
7, MMRE— N EREF A shIETR,
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* "IEAWS EERVMCHITRE M E (EEZETFRSA)"

* "fEFAFSx for ONTAP 7EVMCH#11TVeeam & {3 F1IE R ()"
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* "EAAVMware HCXH T 1% EIF SXNEURTFiE "

R
BliGHEL! !

iEFTF Azure VMware /175 5<H NetApp RS E (AVS)
VA T fENetApp N AZzurelR R R A 2=,
VMware B = TERHEX AUT=NERZ2—:

* RIP(EEREREMEDER)
* EE
‘TR

FEUTETRN ST ANERSG .

1R
* "EEFANFFJetstream (M FENFSEIBTEEE)HITRERE

* "EFAANFFICVO (FRAIEZFME)HITRIEME"
* “EBIANFFIAVS LI R ¥ S (Disaster Recovery, DRO)"

* "{ERVeeamE H|F1Azure NetApp Files#IBETZMERERI KM E ElAzure VMwarefi# R 75 2"

T
* "ERAVMware HCX¥§ T{Ef &% = Azure NetApp Files BT fEE"

i
BRSS! !

iEBAFGoogle CloudfINetAppfiZ 75 ZEVMware5|Z(GCVe)
AT i#NetApp N GCPIRIERIRIR A R,

VMware¥z TIEHHEX AU T =2 —!

117



* RIP(BREXEMEMEN/ER)
* E1E
‘TR

FEUTETRNE R BRIERS .

RiP
* "{EMSnapCenter . Cloud Volumes ONTAP #1VeeamE #l|SLI N RIEF RS "

* "{&@1INetApp SnapCenterflVeeamE #1ZIGCVE_EMINetApp CVSSEIN AIEF—HI R MR E

T
* "FEAVMware HCX¥E T £iiT#5 E|NetApp Cloud Volume Service NFSEIEIFHEE"
* "fEAVeeamiFVME #lE|NetApp = ERSZSNFSEIRTZEE"

i
BRSS! !

KFAVMwarefZ/ R 5 ZBINetApp EE Z =
{RIPAWS/VMC 8 T fES 5

TR-4931: {7fAmazon Web Servicesf1Guest Connect_t{FEFVMware Cloud#{T RS )

& Chris Reno. Josh Powellf1Suresh ThopPay—NetAppf#,R 5 R TI2E

73T

T FRFELAEERPIEPRRE S X BN AR R, R FENRERE (Disaster
Recovery. DRIFIEFIIHHIEXREE, ARAH R ERBRIAEMEFERER. ESNBRBIFEFAWS
BIVMware = HIVMwareFINetAppiz Ko

NetApp'-ﬁVMware%ﬁEEl’Jl_ SERK. BT EABEFIEENetAppEANE EIMEIMRREFME S (EIN A RUIERR 7 X
—Ro XMEMIFHRES RPN FRAFERETHIT. HELHENFSEIEFEEHITEN. TMERALRER
NRBERANFRAERFENERB.

EFREAEZNEMEP. FRAVMDKEPEEVMwarelc ENVEIREMEE L. MR IUIEEMEEISCSITENFS
T HEZEMSFEMN. OraclefIMS SQLN BiEF BT ERKMEMEHR. N TEFT.

118



On-Premises 2l AWS Cloud

Connectivity

Rig. BIERRFMAMARR

fi%ﬁ%ﬁtﬁﬁ?ﬂﬁ% ZHl. BFEERAMER. BERRS R FIENEHRR A UMEIERILARRT = BFAMEBR

%o

"DREBRFAE BR. EXRMAL"

fEFSnapCenter HITRIEME

TR E . SnapCenter ASQL ServerflOracleN FfEF BRI N AIEF—HARE, HEE
5SnapMirror¥i R85 &, BITEAIEBAFF FIFSX ONTAP S8 2 [EHREEREIEE . LM Veeam Backup &
Replicationi® I F{ 1Y EE AR (H & AT R TN EE,

AEARTHR, HITENLBRTFEMOMIERBSnapCenter . SnapMirrorflVeeamBI iR &,
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EFITRAIEMERE, ALk, ERAERSnapMirrorE BIrEIES Z BRI H TR HEIREESRIX A,

TEFIEHRONTAP RFENIUTFFEHAmMazon VPCHEHE., FimiM%x. AWS Direct ConnectZ{AWS VPNIE I X F
X EAMIMLEH,

FEEREFONTAP RFEFIFSX ONTAP Zi8li&ESnapMirrorkx . EBHITUTIE:
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BREMBAREREEEZEO
T BERZBARONTAP &5, B LIMSystem Managergiep 1T R EMREEFEILIFE Bo

1. 7ZONTAP R4 EEEH. SMII"MEEHAR TIE. ARKRERLE N EELE"1IPHE, XLEIPHutAilE
HERETFSXHAWS VPCHITEES,

EVENTS & JOBS

PROTECTION

HOSTS

2. BHORFSXAVEEEH AP, BEREGSITREHETUTHL:

FSx-Dest::> network interface show -role intercluster
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TEONTAP FIFSXZ BB EB N EFE XA

E/EONTAP SR 2 BB ERR. HAES —WFEEHTHIAELELONTAP 5 LA —F
WoiEiE.

1. {3 cluster peer create’ sn S TEEARFSXERF LIREXNE X R, HIRREY. MA— 1 H—HZ55E
B, HEERER LERIZEEEIEUTM ORISR,

FSx-Dest::> cluster peer create -address-family ipv4 -peer-addrs
source intercluster 1, source intercluster 2

Enter the passphrase:

Confirm the passphrase:

2. mRER L. EEILIEFAONTAP AABIERMTITREEUERTEXR. TONTAP RETEIEE
. SMERPS"ER AREE EFEE
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= ¥ ONTAP System Manager

Overview
DASHBOARD

STORAGE -
< Intercluster Settings

Overview
Network Interfaces

Volumes

IP ADDRESS
LUNs 4 -
& 10.61.181.184
® 17221146217
& 10.61.181.183

@& 172.21.146.216

Consistency Groups

NVMe Namespaces

Shares
Buckets
Qtrees 9
Cluster Peers
Quotas
Storage VMs PEERED CLUSTER NAME Peer Cluster
Q FsxldDaed40eD8accOdeabT
Tiers & orsm Generate Passphrase
NETWORK Manage Cluster Peers
Overview Mediator @ o]
Ethemet Ports Not configured.
FC Ports
EVENTS & JOBS Configure
PROTECTION
Storage VM Peers :

Relationships

PEERED STORAGE VMS
HOSTS Q :

3. EXEEMMIFEP. HEMEER:
a. I N TEBITFSXER LR UNEER X RIVEDEE,
b. & B UEBIMEXR.
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C. N\ BHIRFSXERFRVERLEILIF 1Pt
d. BFEEhERE X E LSERILITIE,

Peer Cluster %

Local W Remote

PASSPHRASE @

STORAGE VM PERMISSIONS
o eeeeccc0e ®©

All storage VMs (incl... X

It cannot be determined from the passphrase whether

/Ms created in the future also will be given this relationship was encrypted. Is the relationship

permissions. encrypted?

Yes | No

To generate passphrase,

9

Launch Remote Cluster

i

Intercluster Network Interfaces IP Addresses

172.30.15.42

172.30.14.28

Cancel

Initiate Cluster Peering Cancel

4. ERALIT < MFSXEEBFIIEE B W EXRIVRES:

FSx-Dest::> cluster peer show
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BIISVMMWEXZR

T—% 27 BirMiEStorage Virtual MachineZ [Bi§ BESVMX &, XL EIUH B &35 F SnapMirrorx &2
1%,

1. 7EJRFSX&EEE R, MCLUER L TH<RIESVMMEXA:

FSx-Dest::> vserver peer create -vserver DestSVM -peer-vserver
Backup -peer-cluster OnPremSourceSVM -applications snapmirror

2. 7TJRONTAP &8 h, S 50NTAP AAEERHAHSITREMNMNEXR,
3. 7ZZIONTAP ZAEIEEH. BHI"FRIP>"HIAR". FAIGTE"Storage VMIE /5" FiEEFE W& Storage VM"s

PROTECTION 9

= ovendewisy
. : Storage VM Peers
Relationships

PEERED STORAGE VMS Peer Storage VMs
HOSTS VE

Manage Storage VM Peers

CLUSTER

4. 7E3%E Storage VMBYFHERER ., 1ESMEFER:
> jEStorage VM
=L
° E¥rStorage VM

Peer Storage VMs X
Local | Remote
CLUSTER o CLUSTER
s o FsxldDae40e08accodea6? v |Refresh
STORAGE VM

STORAGE VM
Backup W
svm_HCApps w

Peer Storage VMs o
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5. BEH IS Storage VMUUTEHSVMATERSFE,
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SR IRIRREE SRR
SnapCenter BEIR X ZE RS LESSnapshotBI AEFEENERDEIRB TR, XETESnapCenter A ERES
Bf#21I8Y, SnapCenter FAR BB _RKFMHAL LRENRMDIVRE R, XL REIBETE _RFSXERE L
SIEBISnapMirrorfRERRINEIR. H555EE R B SnapMirrork 289 B irEHEXEL,

BlE#ESnapCenter ZREGEY, &R LUEFRIEE — PN ZRREEIRE .. ZIn RN eI SnapCenter &2 4
BRI E N IRIBAISnapMirrorfras H,

() #ogmEsl. XRS5 55EMEAENERANTE. UERIRERE,

TR REIERT —1SnapMirrorfi®s. Zin I FEASQL Server#iEEM B EEEH &M RE—DE
FREYFREREE £,

Select secondary replication options @

[C] update SnapMirror after creating a local Snapshot copy.

Update SnapVault after creating a local Snapshot copy.

Secondary policy label Custom Label - @
sql-daily
Error retry count 3 < i}

BXHNSAL Server#iiEESESnapCenter REEHIIEMEE. 5B "SnapCenter 34"
B St —1SnapMirroriii&. EFESIEE EREHISnapshotg2s#Z HIFL NI,
1. TEFSX&EE LRI SnapMirrorskBg,

FSx-Dest::> snapmirror policy create -vserver DestSVM -policy
PolicyName -type mirror-vault -restart always

2. AR ARINSnapMirrortia 5 SnapCenter SREGH18E B — R ERISATS ILECAIFR NI,

FSx-Dest::> snapmirror policy add-rule -vserver DestSVM -policy
PolicyName -snapmirror-label SnapMirrorLabelName -keep
#ofSnapshotsToRetain

AR AsiR 4 T A0 2 SRBE R BRI 71 -

FSx-Dest::> snapmirror policy add-rule -vserver sgl svm dest -policy
Async_SnapCenter SQL -snapmirror-label sgl-ondemand -keep 15
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() »5 " SnapMimortias UL AR BRI TRIRA R (1R G HAR) SRR EL (I,

SIZBIE

BEFSX LRIE— N Birs. FEEBARETSnapshotBlZAIUHE A, IETEFSX ONTAP LiZfT U F&a<

FSx-Dest::> volume create -vserver DestSVM -volume DestVolName
-aggregate DestAggrName -size VolSize -type DP

TREMBins ZiEtlESnapMirrorx 2

B RENBinE 2 iat)ESnapMirrorx &, IB7EFSX ONTAP LizfTUAFdr<:

FSx-Dest::> snapmirror create -source-path
OnPremSourceSVM:OnPremSourceVol -destination-path DestSVM:DestVol -type
XDP -policy PolicyName

#1381k SnapMirrorx %

afkSnapMirrork %o IEIZREBMREERBIFIRIE. FREERIZIBIRE,

FSx-Dest::> snapmirror initialize -destination-path DestSVM:DestVol

EREREPEFEIEWindows SnapCenter fR5528,

EAEBEFEWindows SnapCenter AR5528

LtEARR T2 [EFNetApp SnapCenter 3SQL ServerflOracle iR FESIEN BEF —HNER. SATFEHR
REIMHVMDKE VeeamFNFIEHINELE S, ATARBHE T =HEIER MRELEHNRERERRS R,

SnapCenter 2R 7] MNetAppZ it RS, HAIREFEM TIEH TELHFBIMicrosoft Windows &4 Lo
BRFMMRIFEENRERA. BB L "NetAppSTrEhins

SnapCenter 3R 7] MIREX "ItE55HZ, "o

REG. ERILUER {\https://Virtual_Cluster _IP_or FQDN:8146_} MWebil % 28i/ia]SnapCenter 1=l
VAN
A

o

SRIITHERF. B ANEDSQL ServerMlOracle$idEZERL & SnapCenter,
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https://mysupport.netapp.com
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https://mysupport.netapp.com
https://mysupport.netapp.com
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Rerrhtizhl25 A~ 02 SnapCenter

B EIEEI2R A INEISnapCenter « BERUTHE:

1. MEMSRER, EFFERR. ARRTHRERFRRKEFEZFIZRINEISnapCenter BI T2,

M NetApp SnapCenter® ©- ALscadmin  SnapCenterAdmin  [#Sign Ou

ONTAP Storage

pastboard | 77 [ : +

el ONTAP Storage Connections

Monitor [l Name 1Y P Cluster Name User Name Platform Controller License
LR, Backup 172.16.13.17 172.16.13.17 AFF «

FS02 172.16.13.17 172.16.13.17 AFF «

Qra_svm 172.16.13.17 172.16.13.17 AFF v

ora_svim 172.30.15.42 AFF Not applicable

sql_svm 172.16.13.17 172.16.1317 AFF v

sal_svm_dest 172.30.15.42 AFF Mot applicable

svm HCARDS 172.30.15.42 AFF Mot applicable

2. EAMEFERGIIEED. RINZAHAIONTAP RN ERIPHI LI AR BMENE, ARREHERR
FHARIEFER S
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Add Storage System

Add Storage System €

Storage System 10.61.181.180

Username admin

Password sesssenee

Event Management System (EMS) & AutoSupport Settings
Send AutoSupport notification to storage system

Log SnapCenter Server events to syslog

£+ More Options : Platform, Protocol, Preferred IP etc..

Cancel H Reset

3. EEHIRREFSX ONTAP R4 A INEISnapCenter, FEXMIER T FEEFRINFHERAE QKA
BEED. ARBHZRERE. KFSXRGIEENEASnapMirrorBI A E & IRIRE N —KFME

£58
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More Options

Platform
Protocol

Port
Timeout

[ Preferred IP

FAS - | Secondary @ ‘
HTTPS Lt - ;
443

60 seconds (1]

£

BXMESnapCenter FNTFMERLRIFAESE . IFS PRI "R, "
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B ENAINEISnapCenter

T—F 2B ENNAREFIRS 2 HFMESnapCenter, SQL ServerflOracleRyiT F2 &R LMo

1. MEMISEERR, EEEN. AERERINFIARSnapCenter RN BT HIZRATT T2,

2. IEARMENB O, ANENEE, FNIMNENRGEIE, EREGEE, XTFSQL Server, %
FEMicrosoft WindowsHIMicrosoft SQL Serverffift,

N NetApp SnapCenter®

Managed Hosts

Add Host

search by Name

Host Type | Windows -

Host Mame | sglsre-01.sddc.netapp.com

rv_01.sddc.netapp.com
srv_02.sddc netapp.com Credentials | sddc-jpowell | g

oraclesry 03.sddc.netapp.com

i‘i 1 oraclesry 04.sddc netapp.com Select Plug-ins to Install SnapCenter Plug-ins Package 4.6 for Windows

oraclesrv 05.sddc.netapp.com Microsoft Windows
B Microsoft SQL Server

Microsoft Exchange Server

gradesry 06.5ddc.netapp.com

oraclesry 07.sddc.netapp.com

- | SAP HANA

oraclesry 08.sddc.netapp

Ll £F More Options : Port, gMSA, Install Path, Custom Plug-ins...

oraclesry 09.sddc.netapp.com

oraclesry 10.sddc.netapp.com Submit Cancel

3. 3FOracle. BEMMNENIMIFEFETHIATER. AEEROracle EFEH N NAIEEIE, AT,
BHERXARERMIRRE. FHIFENRIEISnapCenter,
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Add Host

Host Type
Host Name

Credentials

Linux

oraclesrv_11.sddc.netapp.com

root

Select Plug-ins to Install SnapCenter Plug-ins Package 4.6 for Linux

Oracle Database
[] sAP HANA

£+ More Options : Port, Install Path, Custom Plug-Ins...




Bll#&SnapCenter HB&

REATRIEMELESENSEEAN. ENSFERRTEMIT. EFIEELIKRSnapCenter WN{m4k
BEHNEESAE,

f&A] LATESnapCenter Web & P imHY"1& B " 285 1A 18] 2R K

M NetApp SnapCenter® ] ©- 2 scadmin

Global Settings Policies Users and Access Roles Credential Software

Microsoft SQL Server .

Search by Name I

Dashboard

Resources

Name : Backup Type Schedule Type Replication
Monitor e il Lia P
SQL-Daily Full and Log backup Daily SnapVault
Reporis
SQL-Hourly Full and Log backup Hourly SnapVault
Hosts SQL-Hourly-Logs Log backup Hourly SnapVault
Storage Systems SQL-OnDemand Full and Log backup On demand SnapVault
SQL-Weekly Full and Log backup Weekly SnapVault

BXHSAL ServerF R EIEERINTEFE. 15BN "SnapCenter 314"
B X HOracleF D ZRIEMNTEESE. BB "SnapCenter 314",

. 5I: *
* ERITRIERIZR S HAE. BRBLERERES. EATHR. ERIEEEESMEERLIENT
£k SnapMirrorgl A=Ay HY,

* "BIEZAMSnapshotd| A5 E #SnapMirror'i& & = 157E[E— 5 BRI > Storage Virtual Machine Z ]
Z7ESnapMirrorx RETEHLL X R

* "BIERZASHIRERE A f5 EHTSnapmirror "I B FEMA MR ERE 2 B LAINREFONTAP £4:5Cloud
Volumes ONTAP B{FSxNZ [E]lfSnapVault % %,

133


https://docs.netapp.com/us-en/snapcenter/protect-scsql/task_create_backup_policies_for_sql_server_databases.html
https://docs.netapp.com/us-en/snapcenter/protect-scsql/task_create_backup_policies_for_sql_server_databases.html
https://docs.netapp.com/us-en/snapcenter/protect-scsql/task_create_backup_policies_for_sql_server_databases.html
https://docs.netapp.com/us-en/snapcenter/protect-scsql/task_create_backup_policies_for_sql_server_databases.html
https://docs.netapp.com/us-en/snapcenter/protect-scsql/task_create_backup_policies_for_sql_server_databases.html
https://docs.netapp.com/us-en/snapcenter/protect-sco/task_create_backup_policies_for_oracle_database.html
https://docs.netapp.com/us-en/snapcenter/protect-sco/task_create_backup_policies_for_oracle_database.html
https://docs.netapp.com/us-en/snapcenter/protect-sco/task_create_backup_policies_for_oracle_database.html
https://docs.netapp.com/us-en/snapcenter/protect-sco/task_create_backup_policies_for_oracle_database.html
https://docs.netapp.com/us-en/snapcenter/protect-sco/task_create_backup_policies_for_oracle_database.html

New SQL Server Backup Policy

o Name Select secondary replication options @
o Backup Type [J update SnapMirror after creating a local Snapshot copy.
o Retention [] Update SnapVault after creating a local Snapshot copy.
Secondary policy label i
4 Replication
Error retry count 3 i ]

5 Script

tllZ#SnapCenter &R

THRA. B LOEEEESTEE N PISIEERRURX LT RS R,

1. B E AN EFA " Resources 28493
2. EEHOMEP. EFEBERNFRRELE (LA FIMicrosoft SQL Server). AEREHERRE,

N NetApp SnapCenter® - % scadmin  SnapCenterAdmin [ Sign Out

Microsoft SQL server  [B 1

New Resource Group

= Name Resource Count  Tags Policies Last Backup Overall Status
Moni SQLSRV-01 1 SQL-Daily 051142022 ... Completed
PNEER sQL-Hourly
5QL-
Reports OnDemand
SQL-Weekly
Hosts
SQLSRV-02 1 SQL-Daily 03/28/2022 ... Failed
Storage Systems SQL-Hourly
sQL-
Settings OnDemand
SQL-Weekly
Alerts SQLSRV-03 1 SQL-Daily 05/1142022 ... Completed

Ll TR et

SnapCenter X547 1T43 7 ASQL ServerflOracle#3EE QIR ZRAMN D FiFMEE,
g%{ﬁSQLJ\/ =N -lﬁkﬂg ".u:tiLj:%o o
E&MOracleZR. 1HIRER "=, '
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EREFAZE Veeam Backup Server
)R 752 Fh{EF Veeam Backup & Replicationf X4 R &M IHNBIN FBIEFEIWL. HERVeeamiBE @Y B&E%

1ZHEZE(SVBR)IE ZF 19 BIZAIRYEIAmazon S3FED R, VeeamBREIT AR RS ZEE MIWindowsfRSZ 88 £, B RSB
EVeeamWEAIER. EEM "VeeamZEBN L ASHY",
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FcEVeeamizmli R& N7

BEHTIREGE. EeILitI@ERT REHFHEESVBREAENELBINEFE, i ENEE—
PNSIFMEDERIFAFMVMEIER &), LUEHITAREME.,

FHAERR. BS R TERR M.

1. ZEREBONTAP R4 LEIESMBXHHE. 1EAENNBIFZE,
2. QIEEBE7ESOBRHAMAmazon S3FEN . XERATEHMEHHITFMEE,
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KONTAP 7ZfiE A NZIVeeam

B, EVeeamFFONTAP TFAESEEBF AN KEXRISMB/NF S R AN AR AL SR

1. T VeeamiTHI B HE R, SMEITFHEEMIEN. ARFERZFRMFME,

Storage
=3
==
Add
Storage g
Manage Storage Actions

Storage Infrastructure

orage Infrastructure
v EHionTap

o

(]

Add Storage

Weeam Backup & Replication integrates with the leading primary storage arrays to enable backup and restore of individual machines, file shares,
guest files and application items from storage snapshots of VMFS, NFS and CIFS volumes, In addition to built-in integrations, Veeam provides the
Universal Storage API that allows qualified storage vendors to create fully supported storage plug-in.

To start using this functionality, register your starage by clicking this text. If you don't see your starage in the list, please install the corresponding
plug-in first.

A Home
E'I remtony
@1 Inventory

(T Backup Infrastructure

torage Infrastructure
Tape Infrastructure

@ Files.

)
=

Take a Snapshot

Set up periodic storage-level snapshots of your VIVIFS or NFS datastores using the storage management console. The storage will automatically snap
your datastores, providing frequent restore peints that enable short RPOs for the most common recovery scenarios, with little to no impact on your
production environment,

For evaluation purposes, you can create an "ad hoc” storage snapshot by selecting the desired LUN in the Storage Infrastructure tree, and clicking the
corresponding button in the ribban.

Restore

To perform a restore from a storage snapshot, browse to the desired snapshot on the Storage Infrastructure tab, and select the VM you want to
restore. You can restore the entire VM, individual guest files or individual Microseft Active Directory, Microsoft Exchange, Microscft SharePaint,
Microsoft SQL Server and Oracle items,

Please, keep in mind that storage snapshots are not real backups, as they would be lost along with production data in the event of a storage disaster.
Thus, you should never rely solely on storage-level snapshots for data protection. Ta ensure protection against all types of disasters, continue ta
perform proper backup of all VMs to non-production storage using eeam backup jobs or VeeamzIP.

Backup

Enterprize Plus edition enables backup of virtual machines, physical servers and file shares directly from primary storage snapshots. This functionality
puts your storage array capabilities to work, allowing for improved recavery point objectives (RPO) while greatly reducing impact from backup
activities on the production machines,

2. ERNFEERS . EIENetAppEATEMEENE. AG%EFEData ONTAP,
3. M NBIEIPHINHEBPNAS B E%E, BHET—%,

Mew MetApp Data ONTAP Storage

MName

Register NetApp Data ONTAP storage by specifying DNS name or IP address,

_ Management server DNS name or IP address:

Credentials
MNAS Filer
Apply

Summary

[10.61.181.180

Description:

Created by SDDC\jpowell at 5/17/2022 10:34 AM.

Role:
[[] Block or file storage for Viviware vSphere

[] Block storage for Microsoft Windows servers
MAS filer

< Previous Mext > Finich

Cancel
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4. FHIEHRLIAIIONTAP £8

Mew Methpp Data ONTAP Storage >
Credentials
Specify account with storage administrater privileges.
MName Credentials:
| HCIEUC\Admin (HCIEUC\Admin, last edited: 98 days ago) ~ | | Add...
Crdentils TErT———
MAS Filer Protocol: |HTTPS
Apply Port: 443 E
Summary

| < Previous || Mext > Finich

. FEINASX M EIRERTIE £\ EEEPWANN. AREET—F,
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MNew Met&pp Data ONTAP Storage d

NAS Filer
Specify how this storage can be accessed by file backup jobs.

Protocol to use:
SMB
Credentials [] NFs

_ Create required export rules automatically

Volumes to scan:

Mame

Apply |Allvolumes | Choose...

Summary Backup proxies to use:

|Automatic selection | Choose...

< Previous Apply Finish Cancel

6. SER A S/ Apply"fI"Summary"TUHE. FAGE T Finish"FFAFEEAMIEE, FETHK
[&. ONTAP £EE 5NASTEESE—RAM AT BE R,

[ x —
L] [ — |
Add Edit Remowve Rescan

Storage Storage Storage
hManage Storage Actions

Storage Infrastructure

4 {E’;Sturagelnfrastmcture
4 FH oNTAP
E13A300
4 ZZ OTS-HC-Cluster
[» svm_nfs-A
4 swvmil]
b [5] iSCSI_Datastore
b [ sqdb_vol2
[ E:j sgldb_vell
[

E:j swml_root

7. R AIMBINASHECIRENFiEE. NEOEMEND, EREOFMEE. ARBEIHHRMNET
RS BRI,
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=18 =
- ®
Add EE

Repository Repositary
Manage Repository

Backup Infrastructure

E Backup Proxies
= Backup Repositeries
t-:E'. Externial Repositories
] Eﬁ Scale-out Repositories
€5 WAN Accelerators
3 Service Providers
4 &E SureBackup
& Application Groups
Zh Virtual Labs
] fE'! Managed Servers
i @ YMware viphere
Eg Microsoft Windows

ﬁ Home

E@ Inventory

(353 Backup Infrastructure

8. RER"MERNEMRERNS THNIEL BRIEEMEE, BX0/EVeeamB M EHEENIFAEE.
HEM "Veeam X",
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MNew Backup Repository d

— Share
1
t_::j Type in UNC path to share (mapped drives are not supported), specify share access credentials and how backup jobs should
t__:j write data to this share.
MName Shared folder:
[\1172.21162.187\VBRRepo] | Browse. |
_ Use \\server\folder format
Repository This share requires access credentials:
o S |ﬁ"& sddchadministrater (sddchadministrator, last edited: 85 days ago) ~ | | Add... |

Manage accounts

Review
Gateway server:
Apply (®) Automatic selection
() The following server:
Summary

veeam.sddc.netapp.com (Backup server) w

Use this option to improve performance and reliability of backup to a NAS located in a remote site.,

< Previous | | Mext = Finish
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¥Amazon S3TFED BRI AR TFHERE

T—¥ 2% Amazon SIFMERINNEID1EEE,
1. SMEIZMEMZENE>EHEREE, RERINEEE,

=
=
Add
Repository  Repository
Manage Fepository

Backup Infrastructure

E Backup Proxies
= Backup Repositories o
E External Repositories
4 ?fﬁ Scale-out Repositories
Eh Scale-out Backup Repository
£n WAN Accelerators

@ Service Providers
4 &‘ SureBackup

& Application Groups
dh Virtual Labs

4 {'Ei Managed Servers
f fér] VMware vSphere
= Microsoft Windows

ﬁ Home

=]
@i Inventory

\'?E'g Backup Infrastructure

2. EAMERFEERSH. BENREFME. AEEEFAmazon S3, NGB RNMEN RIFMHEE"

I
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Add Backup Repository
Select the type of backup repository you want to add,
== Direct attached storage
'[-::_5-1' Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
o movers to run directly on the server, allowing for fastest perfformance.
Metwork attached storage
I Metwaork share on a file server or a MAS device, When backing up to a remote share, we recommend that you
select a gateway server located in the same site with the share.
:iij: Deduplicating storage appliance
m Dell EMC Data Domain, ExaGrid, HPE StoreOnce or Quantum DXi. If you are unable to meet the requirements of
advanced integration via native appliance AP, use the network attached storage option instead.
iy, Object storage
.ﬁ On-prem object storage system or a cloud object storage provider, Object storage can only be used as a Capacity
Tier of scale-out backup repositories, backing up directly to object storage is not currently supported,
3 IRMWREFHENRIF. ARRET %
4 ET—P. RELHEE EFEEAWSTHRZANNEZHR,
Mew Object Storage Repository x

Account

Specify AWS account to use for connecting to Amazon 53 storage bucket,

MName

Credentials:

_ | & AKIAXAHA3ZTSSTHXQT2W (last edited: 107 days ago) v| | Add...

Bucket

Summary

Manage cloud accounts

AWS region:
Global

[] Use the following gateway server:

veeam.sddc.netapp.com (Backup server)

< Previous Mext = Finish Cancel

S. M#EAmazonELE /G, EFMEHHIERC. FHEIRMXMER. ARRENA. &a. RETHMU

KAREFo
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BIEEEY REMDTFMEE

WE. BINEREFHEERMEVeeamd. FKATAILIEIESOBR. UEBZENRITDEEIR
#hAmazon S3XREFHELUHITRIEME o

1. EEHEMZEEF. EFEOYT REFEE. ARRERNERY BEFEERATL

Scale-out Repository

'E:"+ P |
=2 P
" Add Scale-out Edit 5cBle-out  Remove S
Repository Repository Repository P
Manage Scale-out Repository Mana

Backup Infrastructure

= Backup Repositories

-r_.:':.' External Repositories
+ = Scale-out Repositories o
£ WAN Accelerators
; Service Providers
4 I'_IE SureBackup
& Application Groups
% Virtual Labs
4 TE] Managed Servers
k ﬁ] Vidware vSphers

Ta= Microsoft Windows

ﬁ Home
E‘ I3 T ¥
@3 Imventory o

i?E-'g Backup Infrastructure

2. 7ENew Scale-Out Backup Repositoryf. JSOBRIEH— MR, FAEE EHNext,
3. WFHEER. ERESRBEARMONTAP &£ _ FHNSMBHENE N TEEE,
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Mew Scale-out Backup Repository >

Performance Tier
Select backup repositories to use as the landing zone and for the short-term retention.

Mame Extents:
MName Add...

[psfermance et N | =, verpepoz

Placement Policy

Remove

4. WFHREHRR, RIBEHNEREFMEMES M, EFE"T—F"

S WFAER. HIVEMAAmazon SSHRFMY B TSOBR, AT KMAMRE. BECIEEMG
UEMERREHS BN REFME. UBERRRAERIINZERED.

Mew Scale-cut Backup Repository X

—, Capacity Tier
] Specify ohject storage to copy backups to for redundancy and DR purposes. Older backups can be moved to object storage
completely to reduce long-term retention costs while preserving the ability to restore directly from offloaded backups.

L=
[
[
[z

Marne Extend scale-out backup repository capacity with object storage:

Performance Tier Amazen 53 Repo v Add...

Placement Policy Define time windows when uploading to capacity tier is allowed Window...

_ Copy backups to object storage as soon as they are created
Create additional copy of your backups for added redundancy by having all backups copied to
Archive Tier the capacity tier as soon as they are created on the performance tier.

Mowe backups to object storage as they age out of the operational restore window

Summary Reduce your long-term retention costs by moving older backups to object stoerage completely
while preserving the ability to restore directly from offloaded backups.

Mowe backup files older than 14 12 days (your cperational restore window) Override...

-

(] Encrypt data upleaded to cbject storage

Manage passwords

< Previous Mext = Finish Cancel

6. Bfa. EENAHTEMTTREIESOBR,

BIEERYT REMDEFEEFL

& VeeamWRfG— ¥ 2 ERAFEIENSOBRIEAFM BIRRAIEEZMNEL, IE&NDELEEMTE
ﬁ%’”’éﬁEEQE’JIE’%"QHﬁZﬁBﬁ HNFSNBULBEIFHAT B, BR7EVeeamPEIEFHELAYIFLH
ER. BB "VeeamZB BN OME ARSI,
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BlueXPEBMIME T AKIEE

BN AEFVMI SR EESEEZEIAWSHFIZITHVMware ZEARSS . XML EEH AL E SnapCenter fRSS5 28
FMVeeamFBHFE HIRS 23V EEZITHIERI, WIEEZBTHE. EEMNEEEXLETAMUMEER&EHE
. BENTRIHAITEIRIBEIRF ONBIERE A1k,

EZRE — FWindows SnapCenter fR5328

SnapCenter fR$323ZBBEEVMware zSDDCH I LEEEVPCHIIEC2LAI £, Hidid ML iEZEIVMware =
2N

SnapCenter 7] MNetAppZiFih R3R1S. HAIREFEM T TIELAFRIMIicrosoft Windows R4 L,
BXRIFMIKITEREM LA, ES N "NetAppSTHEHL,

B IIE A B EISnapCenter #0144 "Ith5EREE, "o

A& —4kWindows SnapCenter AR5 28

BRRREEIFSX ONTAP N AR, BT eRRAERSnapCenter #iEE, ItiZ25TR/E.
KEMELSVMINEE. DERILUERFSX ONTAP {EAEFMERIMEN BEFE 7.

At EHMIESnapCenter ARSZ 28 R TRIN:

1. ¥t BB MREE 7 5 RN EBSnapCenter AR5 2848

2. FEBMLE LIS VMware CloudFIFSX ONTAP SfI#1TiB(E.

3. ERIRES B LUXERESnapCenter $3EE,

4. HaikSnapCenter &b FRMEMERI. UHRFSXMER A E B EZE,
5. MIAB SEREMEMWERZILEE.

BXTAXESBIFMAES. IB2UETH "SnapCenter HEFLFEIIZ",

ZBE —4kVeeam Backup & amp; EliRs52:

&R LAITEAWS _EBJVMware Cloud®BIWindowshR S5 288X EC23 17 %4 Veeam Backup & ReplicationfR5
B, BXIFMNLHIES. BB "VeeamZEENH LA SHE",
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B0 & — 4%k Veeam Backup & amp; SHIiRZEE

BXRREEHDEIAmazon SITFEEMIEIM. EBHMEWindowshiRSE 28 23 VeeamRS385. HISEHECE R
5VMware Cloud. FSX ONTAP M8 & RIAR N FEENSIFMEDERIHITERS, M EAMEFSX
ONTAP LERE— N MNEHEEE. LUEEERMVIERENERITHED.

EHITHERE. AT TR

1. EBBMLE LIS VMware Cloud. FSX ONTAP fl8 & RIAE N ZIEERISITEME D ELHITIERS,
2. ¥5FSX ONTAP EHISMBEZERE NFHHNENEMEE,

3. ERESEHAIEERAYT BEMDEEE—IDHIRIASIFED K.

4. ERVME. BIIFHIEMHIELURIFSQLFOracle VM,

BXERVeeamBPRVMANIEAE B, 1S I—T "{EHVeeam Full Restorelf R FHFIZFEVM',

TR E ISnapCenter $UEES %

SnapCenter AIF& DS HIXEMySQLEUEFEMEELUE. LUBEEAE R E SnapCenter ARS388, *t
FRRAE . BRITTEVPCHMAWS EC25Ef| L1 E T SnapCenter $3REMEE, AX S BIFAEE. &
S "IhEEE,

SnapCenter &{HE1HEE M

SnapCenter FHEEHE L TRITERM:

* EAEBONTAP R4t LSIZMNEMSMBHRE. AFEHREHHEUIEEMNEE X

* NEFONTAP RS 5AWSHF REIFSXECVOZ [BlAISnapMirrork &, It xRATFERESED
B9SnapCenter #EEMACE XA RYIRER,

* Windows ServerZiEFr =k, Bl LIREFEC25LF] E. Al L ZEEFEVMware Cloud SDDCH
HIVM_L,

* SnapCenter % 1EVMware Cloud#fyWindows EC2LfIZEVM_E,
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* EREONTAP R4 LRIE—1E. ATHRESHEIEENLEEX 4,
* EREPEFEFFSX/ICVOZ[E)I& & SnapMirrork &o

* HHSMBHE,

* ERATHITAPIHES RISwaggerfZ i< hE,

* BEEREE R,

* fFERxcopyE AEFREIEENIEX 44t B REFIZISMBHE,

* TEFSX L. BI3ZONTAP BRI (38id SnapMirror MRIEBE HI)o

* BSMBHZE MFSX#ZEFEIEC2/VMware Cloud,

* BEEERMSMBHEZEHIFIAHE R,

* MSwaggeriz{TSQL Serveri®[Rid 2,



#Z1{7SnapCenter $EEMEE

SnapCenter {2t T —WebZ FimRE. AFTHITRESTAPIGHS, BAXi@idSwaggerihiRlREST APIF(E
B. 1E& MW SnapCenter X#4. WiLAg "Itb5E#E, "
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EREISwaggerHIREURZINS &

SHEISwaggerTlAG. B TIRINShE LIS chEIEE T RS 12,

1. jfiR)SnapCenter Swagger APIMTI. M3tA: //https://<SnapCenter Server IP>: 8146/swagger
/o

0 swagger

SnapCenter AP~

[ Base URL: fapi ]

hitps isnapcentersddc netapp.com:8 148/Content/swagger’SnapCenteryam!

Manage your SnapCenter Server using the SnapCenter APl
To access the swagger documentation of "SnapCenter Plug-in for VMware vSphere” API's, please use
https://{{SCV_hostname} {SCV_host_port)/api/swagger-ui.html

2. BFF"Auth"Z9y. SARETETry it outo

Auth v

POST /4.6/auth/login Senice login

The login endpoint exposes the method required to log in to the SnapCenter service. The login method returns a token that is used to
authenticate subsequent requests.

—

3. TAPREXAXIEFEH. 1EESnapCenter EEFMAT. AREREHIT,
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Name Description

TokenNeverExpires

Token never expires
boolean

(query)

o false ~ ]

UserOperationContext * ¢

object

User credenlials

(body)

Edit Value Model

{
"OserOperationContext”: {
"User”: {
"Hame": "localhost\\scadmin",
"Passphrase”: "NHetipp321",
"Rolename": "SnapCenterAdmin
b
}
}

V.

Cancel

Parameter content type

[ application/json v ]

ETENBNIEXS. ERIUERILHE, RITENEREN. EF<SRXELHITE I

200 Response body

"PluginName": null,
"HostId": O,
"Roleld®™: null,
"JobIds": null

Vi

"Oser”: |

Token":

"1 Y xOge=t s\ EEDd tdARA Y pe EqS SCEwcoGasSiwhE 63 rity 5Cs ¥ 6 JHRDS Lk o Z LIESEHARPGIJ OUUOy nENdg tVGD Zmvx+ I / ZJ EInSHINZI TS 6
CLIGTApg1GmcagTI8bghSoNTx 0 TEcdrAi dzANTDb3Gy LORtWI Gdwiz SeUwil] 3uVupnk 1E31 sk PREvIR S8 j 0gEQvo 4 viR LOhh ThhwEhV
9/23nFedVP/plEBviveV/ ze IVTUHFHUMO 6 9XRe ScuW9nwy j4b0I5YSFHIXDE j0==" ,

"Hame": “SCAdmin",

"TokenHashed”: null,

“Type®: "",

"TokenTime" : 22-03-22T14:21:57.3665661-07:-00",
TN L

"Fullfame": "SCAdmin",

"Host": null,

"Author™: mull,
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HiTSnapCenter $UEEZ D

ETR. ¥E|SwaggerllH FHREMEXIH. FiaSnapCenter &7 12,

1. B &#"Disaster Recovery"X15. HFEEF .

Disaster Recovery

(.

6/disasterrecovery/server/backup Fetch all the existing SnapCenter Server DR Backups.

[~ I

.6/disasterrecovery/server/backup Stars the SnapCenter Server DR backup.

I DELETE /4.

6/disasterrecovery/server/backup Deletes the existing Snapcenter DR backup.

‘ POST /4.

6/disasterrecovery/server/restore Stats SnapCenter Server Restore

[~ D

6/disasterrecovery/storage Enable or disable the storage disaster recovery.

2. BFF /4 .6/disasterrecovery/server/backup &4, AR Try it out,

/4.6/disasterrecovery/server/backup Starts the SnapCenter Server DR backup.

Parameters

Starts and creates a new SnapCenter Server DR backup.

3. 7£SmDRBackupRequestZf /. FRINIEHRY A B iR EHEFMIT LB EISnapCenter $3EE

MECERIED,

() stHIRTArEEEHIINFSHCIFSAE,
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Name

Description

'l‘oken = required

string
(header)

SmDRBackupRequest * ¢
object
(body)

User authorization token

TUHFHUMOE9XReScuWInwyj4b0ISYSFN3XDKQ==

Parameters to take Backup

Edit Value = Model

{
"TargetPath": "C:\\SnapCenter_Backups\\"
}

Cancel

Parameter content type

| application/json v |
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ERBohEREERRITER. B FEISnapCenter UEEREXH, E"Monitor"ZB45 T

&SnapCenter fRS5a8 RAEME FHBNIFLESo

Job Details

SnapCenter Server disaster recovery backup

" SnapCenter Server disaster recovery backup

W

V’

«

>

>

Precheck validation

Disaster recovery backup of ‘oraclesrv_04.sddc.netapp.com’
Disaster recovery backup of SnapCenter Server ‘SnapCenter,sddc.netapp.com’
Disaster recovery backup of ‘'oraclesrv_02.sddc.netapp.com’
Disaster recovery backup of ‘oraclesrv_03.sddc.netapp.com’
Disaster recovery backup of ‘oraclesrv_05.sddc.netapp.com’
Disaster recovery backup of ‘oraclesrv_07.sddc.netapp.com’
Disaster recovery backup of ‘sglsrv-02.sddc.netapp.com’
Disaster recovery backup of 'sqlsrv-03.sddc.netapp.com’
Disaster recovery backup of ‘oraclesrv_10.sddc.netapp.com’
Disaster recovery backup of 'sglsrv-04.sddc.netapp.com’
Disaster recovery backup of 'sglsrv-01.sddc.netapp.com’
Disaster recovery backup of 'sqlsrv-05.sddc.netapp.com’
Disaster recovery backup of ‘oraclesrv_09.sddc.netapp.com’
Disaster recovery backup of 'sglsrv-06.sddc.netapp.com’

Disaster recovery backup of 'sqlsrv-07.sddc.netapp.com’

1R

AN

AUE

W

@ Task Name: SnapCenter Server disaster recovery backup Start Time: 03/23/2022 10:27:11 AM End Time: 03/23/2022
10:27:47 AM

View Logs

Close

L



{EFIXCOPYSL AIZF FHIEES M X4 EH|ZISMBHE

ETER. BAIUEED MSnapCenter ARS588_EAYZAShIX5H28F5 B EI B T SnapMirrorE3E S &
EIAWSHIFSXIf EH —RAIBRICIFSHE, FERHHERENXHINRAVEEEITAIXcopyo.

UEERBNITHGRTN. AR AU THL!

xcopy <Source Path> \\<Destination Server IP>\<Folder Path> /0O /X
/E /H /K

xcopy c:\SC Backups\SnapCenter DR \\10.61.181.185\snapcenter dr /O
/X /E /H /K

WS
FIEREERME

FFEREEIRFROLENRHAE. BN ESIEFERVMware Cloud on AWSEE %12 i1 FAmazon
Web ServicesEHIZEM_ ERI "Rk, FHANREEIUNFIAZBONTAP EERB AR, It
4b. SnapCenter MlVeeamEMIG T/ EB R, BMERNN Kb = EHITERE,

ETHRENBEMBEHERB I ZARE. FIMTENTBUTEB:
* SnapCenter #3EFERER, BILFHISnapCenter fRBZ 235 HEEMySQLEUREMEE X H. HiGEk
BETIRBIRMEMEEIN. U ZRFSXEMR N EEEIRE,

* {#HVeeam Backup & Replicationi® R AIEFEM. EIEEEVMEDISIEFME. SAEDHEH
EREIAWS _EBIVMware Clouds

* fEASnapCenter &R SQL ServerR AIEFEHE,
* f£ASnapCenter XX [&Oracle B2 1R
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SnapCenter #iEER R T2

SnapCenter & HFEREMySQLEEEMECE ST Mﬁ'ﬁi‘iﬁ)\iﬁhﬁiﬁ,w X, BEAEAL
TEREPEIEF O IFSnapCenter BUIBEHITEIED . RERIZEIIBEIRIRE —2kSnapCenter FiRE,

EifinlintESnapCenter AR 28 EAYSnapCenter &4 X 4. BETRU TS E:

1. MFSX&EB HFlrSnapMirrork &. MMEELENIRE %,

2. BECIFSIRS 2B (MNB N E)H ORISR R EEESREMNCIFSHE,
3. fEAxcopyiF&EH X FEHIZI ZLkSnapCenter 24t EHIZSHIE R

4. Z#SnapCenter v4.6,
5

- HatRSnapCenter BRS5 28 5/RI0ARSS R BB EERIFQDN, ERINEREEIERE. HAITIHRE,

ERoIERIRE. BERRUATIER:

1. 8% ”4kSnapCenter fR552889Swagger APIMTI. FAISIZIRRIE AV BAFREIEIN S hE,
2. SfnFISwaggermimHiYDisaster RecoveryZBsy. &% /4.6/disasterrecovery/server/restore’. FAGHE

HHTry it outo

| /4.6/disasterrecovery/server/restore Starts SnapCenter Server Restore

Starts SnapCenter Server Restore.

Parameters

3. FEMEIERIBANSHE. SAIS7E"SmDRResterRequest"2fH. F&E DB RF —KSnapCenter ARS8 ERY

7 B RAEN.

Name Description
Token = "au= ;

User authorization token
string
(header)

KIYXOg==rMXZSTEPIGRzZTXjton6Q+JoNGpueQL

SmDRRestoreRequest * ==

Parameters to take for Restore
object
(body) Edit Value | Model

{

“BackupPath™: "C:\\SnapCenter\\"

“BackupName”: "SnapCenter.sddc.netapp.com_03-23-2022_12.38.00.6713",

4. EFERITIRAUE IR RIS,
5. 7£SnapCenter H. SfiZIMonitorZf 9 UEEIXRIELAIHE,
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M NetApp SnapCenter®
‘ jobs Schedules

search by name

Jobs - Filter

ID Status Name

20482 SnapCenter Server Disaster Recovery

20481 . SnapCenter Server disaster recovery backup

20480 x SnapCenter Server disaster recovery backup

20475 Backup of Resource Group 'SQLSRV-09' with policy "SQL-Hourly'
20474 - Backup of Resource Group 'SQLSRY-05' with policy 'SQL-Hourly'
20473 Backup of Resource Group 'OracleSrv_06' with policy 'Oracle-Hourly'
20472 x SnapCenter Server disaster recovery backup

Job Details

SnapCenter Server Disaster Recovery

v ¥ SnapCenter Server Disaster Recovery

v v Prepare for restore job

v ¥ Precheck validation

v v Saving original server state
v ¥ Schedule restore

v ¥ Repository restore

v ¥ Config restore

v Reset MySQL password

6. EMN_RFMEBASQL Serverit/R. 7% SnapCenter HUEFETI AN REMEE, HIREBIERE
HARERIT. FH7ESwagger APIMTI_EE SN,

a. ZfnZE|Disaster Recoveryffsr. FAIGE T /4.6/disasterrecovery/storage’s

b. &ML AN RS,

C. f£SmSetDisasterRecoverySettingsRequest&Bs3 5. ¥ EnableDisasterRecover B8 /7 true’s
d. BFEHITHASAL ServerBAREMEER,
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Name Description
Token » required
User authorization token
string
(header)

SmSetDisasterRecoverySettingsRequest * 1
object

(body)

(D) sensxamuRmE,

fEEVeeam £ 1R F IR RN FHIZRFVM

158

KIYxOg==rMXzSTEPIGRzTXjflon6Q+JoNGpueQt

Parameters to enable or disable the DR mode

Edit Value | Model

“EnableDisasterRecovery": true



BIREMFEEHMSITANED

M=k VeeamBRFZ RS NSIZEMNEHD. FIFSQL ServerflOracle VMIZ/REIVMware Cloud&2&%,
EMNRSEET BEDEEEDNSIHNRENED. BRUTSE:

1. BRI EOFHEE. ARREINMBREFRRIFEEUBSHANEDFEEDS. ERSME—IL.
RN RIFAEE N E D FEERE,

Add Backup Repository

Select the type of backup repository you want te add.

== Direct attached storage
Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
movers to run directly on the server, allowing for fastest performance.

Network attached storage
. MNetwork shareona file server or a NAS device, When backing up to a remote share, we recommend that you
select a gateway server located in the same site with the share,

Deduplicating storage appliance
Dell EMC Data Domain, ExaGrid, HPE StoreOnce or Quantum DX, If you are unable to meet the requirements of
advanced integration via native appliance AP|, use the network attached storage option instead.

% Object storage
889  On-prem object storage system or a cloud object storage provider. Object storage can only be used as a Capacity

Tier of scale-out backup repositories, backing up directly to object storage is not currently supported.

2. ¥ Amazon S3TERNMRIFMESEE,
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©®

e

aws

3. MAmazon

©

E % @

Object Storage

Select the type of object storage you want to use as a backup repository.

S3 Compatible
Adds an on-premises object storage system or a cloud object storage provider.

Amazon S3
Adds Amazon cloud object storage. Amazon 53, Amazon 53 Glacier (including Deep Archive) and Amazon
Snowball Edge are supported[b

Google Cloud Storage
Adds Google Cloud storage. Both Standard and MNearline storage classes are supported.

IBM Cloud Object Storage
Adds IBM Cloud cbject storage. 53 compatible versions of both on-premises and IBM Cloud storage offerings are
supported.

Microsoft Azure Storage
Adds Microsoft Azure cloud object storage. Microsoft Azure Blob Storage, Microsoft Azure Archive Storage and
Microsoft Azure Data Box are supported.

Cloud Storage Services%lIZ&RH. #EFAmazon S3,

Amazon Cloud Storage Services

Select the type of Amazon storage you want to use as a backup repository,
Amazon S3

Adds Amazon 53 storage, Both Star&ard and Infrequent Access (IA) storage classes are supported,

Amazon 53 Glacier
Adds Amazon 53 Glacier storage. Both Amazon 53 Glacier and Glacier Deep Archive are supported.

AWS Snowball Edge
Adds AWS Snowball Edge appliance to enable seeding of backups into Amazon 53 object storage.

4. NTHIFIRPEZEFSMANEIE,. HEFMATHRaFEEERNTERE BT —PH%E,




New Object Storage Repository

Account
Specify AWS account to use for connecting to Amazon 53 storage bucket.

Name Credentials:
s = — o
Manage cloud accounts
Bucket AWS region
Global v
Summary - )
[] Use the following gateway server:
EC2AMAZ-3POTKQV (Backup server) i
select a gat ) proxy access to 5 ) gateway server is specified, all scale-out
| < Previous | [ Next > Finish | Cancel
I = |

S EFENERIE L. WMABIER O, FHEDR. XHERURERMATED, BENH.
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6.
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New Object Storage Repository

MName

Account

Summary

Bucket
E Specify Amazon 53 bucket to use.

Datacenterr

| US East (N, Virginia) v,
Bucket:

[ehl:ueaamrq:o l Browse...

Folder: __
(RTP || Browse..

[J Limit object storage consumption to: 10 el "

Thus is a soft limit to help control your ob]édlétorage spend.-!f the specified limit is exceeded,
already running backup offload tasks will be allowed to complete, but no new tasks will be started.

[ Make recent backups immutablefor. |30 - days

Protects backups from modification or deletion by ransomware, hackers or malicious insiders using
native object storage capabilities.

[[] Use infrequent access storage class (may result in higher costs)

With lower price per GB but higher retrieval and early deletion fees, this storage class is best suited
for long-term storage of GFS full backups. Avoid using it for short-term storage of recent backups.

tore backups in a single availability zone (even lower pnice per OB, reduced resilience)

| < Previous qisly Finish | Cancel

Ria. EFETTAUASTR I AR H R INE (B




MSIHREFEFNE D

BN E—TTRRMBISIEFEESANED . BRRUTEE,

1. ES3EMEFMEEP. ERSAEDUBHESANENES.

Backup Infrastructure

B Backup Proxies
&1 Backup Repositories
4, External Repositories
4 5} Scale-out Repositories
F1, Scale-out Backup Repositary 2
£a WAN Acceleratars
-5 Service Providers
4 E_—: SureBackup
4 Application Groups
& Virtual Labs
4 (Zi Managed Servers
b 5 VMware vSphere

Q Type in an object name to search for

Nare T Type
E-?g Default Backup Repository Windows
&' Cbject storage repository 2 Amazon 53
&' 53 Backup Repositon: A 53
£ Trial Perf Extend | &}  Rescan ows

¥ Remove

Maintenance mode
9 Location »
%] Properties...

2. ASNCIBHIEREZRE. ERERELERT T AEEETRUBHSAERE,

3.

Import Backups

- Import
I Please wait while we're preparing cbject storage repository.

Summary

Message Duration
12 Starting infrastructure item update process 0:00:16
v Creating database records for repository =00:04
< Previous Mext > Finish Cancel

SANTRE. BRI LB EVIEREIVMware Cloud&Ea$H,
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System

Name: Configuration Database Resynchr...  Status: Success
Action type:  Configuration Resynchronize Starttime:  4/6/2022 3:01:30 PM
Initiated by: ECZAMAZ-3POTKQV\vadmin End time:  4/6/2022 3:04:57 PM
Log
Message Duration

() Starting backup repositories synchronization
) Enumerating repositories
) Found 1 repository

() Processing capacity tier extent of S3 Backup Repository 2 0:03:23
() 53 Backup Repository: added 2 unencrypted 0:03:20
) Importing backup 2 out of 2 0:03:15

() Backup repositories synchronization completed successfully

Close




BidVeeamt £ LR E|VMware

B SQLIOracle EIMWIE R EIAWS T £ 2i8/5 8% L B9VMware Cloud.

1. MVeeamETINEF. EFRBEFANEDPHRNREFME. EERERFENVM. RAEERBLHEFTRE

Cloud3E R RN AIZFVM

BRMUTHE,

Backup
El bl M
EE’ | S2lvm] o=
Instant ik Entire
Recovery Fecovery VM
Restore
Home
4 ¥ Jobs
42 Backup
« = Backups

§¥ Object Storage (Imported)
4 [ Last 24 Hours

[5 Success

2. ERBEEMNTERES

*I

1

B[ Cff;\l A

t Application Amazon Microsoft Google
ltemns = EC2  Azurelsas CE

Restore to Cloud

X

Delete
kup from Disk

Actions

Job Name T
¥ Oracle Servers
4 %501 Servers
(71 SQLSRV-01
(i1 SQLSRV-02
(51 SQLSRV-03
{57 SOLSRV-04
(7 SQLSRV-05
(51 SQLSRV-06
(51 SQLSRV-07
(71 SQLSRV-08
51 SQLSRV-09
(71 SQLSRV-10

Creation Time
3/27/2022 1:00 AM
3/27/2022 1:00 AM

A ARARS A AR

)y Instant recovery...

Instant disk recovery...

= Restore entire YM... I

Restore virtual disks...
Restore Vivi files

Restore guest files

Restore to Amazon EC2...

®

e

) Restore to Google CE...

A 9
Export backup...

Eg  Delete from disk

VBT L. RIEREENESDIEM. AEEET—D,

Restore to Microsoft Azure...

1
|1
|1
I
I

I
I
1
]
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Full VM Restore

Restore Mode
Secure Restore

Summary

'_I Virtual Machines

Select virtual machines to be restored. You can add individual virtual machines from backup files, or containers from live
environment (containers will be automatically expanded into plain VM list).

AR Voo o

Q Type in o VM name for instant lookup
Name Size Restore point
(53SQLSRY-04 627GB less than a day ago (1:03 AM ...
| < Previous Mext > F Finish

Add...
Pomt...

Remove

Cancel |

3. FEERENTT

HE. EFEREFUESERREIRE.




Full VM Restore x

Restore Mode
ml Specify whether selected YMs should be restored back to the original location, or to a new location or with different settings.

Virtual Machines (O Restore to the original location
Quickly initiate the restore of selected VM to its original location, with the original name and

— settings. This option minimizes the chance of user input error.

Host {®) Restore to a new location, or with different settings
Customize the restored VM location, and change its settings. The wizard will automatically populate

Re<otrce Pool all controls with the original VM settings as the defaults.

Datastore LJiS myeds s
Run the selected VM directly from backup files in the isolated Datalab to make changes to the
Eold guest OS or applications prior to placing the VM into production environment.
older
pi
N & ick proxy to use

Secure Restore

Summary

< Previous Finish | Cancel

4. EENNEL. EFEREDWIEFREEIF B FRESXiENSER,
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Full VM Restore

) By default, origin

ﬂ Host, Use multi-

Virtual Machines

Restore Mede
et
Resource Pool
Datastore
Folder
Network
Secure Restore

Summary

Select Host X
Select host:
v fgzl Hosts
v F& veenter.sddc-35-171-99-106.vmwarevme.com
v g SDDC-Datacenter
B 172301614
> B Cluster-1
|E‘§" Type in an object name to search for Q |

[ ok

[E=a

X

ting desired VM and clicking

¥st or cluster

Finish

| Cancel |

5. fEDatastoresTiE L. NEEXHMERITEEIREUEF#EELE,




Full VM Restore X
'_I Datastore
By default, original datastore and disk type are selected for each VM file, You can change them by selecting desired VM file, and
clicking Datastore or Disk Type. Use multi-select (Ctrl-click and Shift-click) to select multiple VMs at once.
Virtual Machines Files location:
File Size Datastore Disk type
Restore Mode G Er!_--3 SQLSRV-04
Host EJ Configuration files WorkloadDatastore (VM...
=IHard disk 1 (SQLSR... 100GB WorkloadDatastore (VM...  Same as source
Resource Pool
Folder
Network
Secure Restore
Summary
Select multiple VMs to apply settings in bulk. |_Datastore. I Disk Type... i
| < Previous ! Nt > Finich | Cancel |

6. EMKTIE L. KREIWL_ERIREIGMILEIR ZUHT B AR & P RIRILE.
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Full VM Restore
Network

Virtual Machines

Restore Mode

Host

Resource Pool

Datastore

Folder
Nework
Secure Restore

Summary

: By default, we will connect the restored VM to the same virtual networks as the original VM. If you are restoring to a different
location, specify how networks map between original and new locations.

Network connections:
Source Target
4 [1SQLSRV-04
,g, Management 181 (DSwitch) Not connected
A Data - A - 3374 (DSwitch) Not connected
2 pata - B - 3375 (DSwitch) Net connected

Select multiple VMs to apply settings change in bulk.

 Metwork,.. | Disconnect |

| <Previous Nmi ] Finish | | Cancel |




Select Network W

L=

Select network: N

v B 17230.160.68
& vdrc-backplane-Is (vme-hostswitch)

2 DB (vmc-hostswitch)

gm vdrp-backplane-is (vmc-hostswitch)

& VSAN (vmc-hostswitch)

2 mgmt-Is (vmc-hostswitch)

& vmkd-ls (vme-hostswitch)

3 VMOTION (vmc-hostswitch)

,&: vmed-backplane-ls (vmc-hostswitch)

gn trunk-Is (vme-hostswitch)

3 vmk0-dvportgroup (vme-hostswitch)

2 cross-vpc-ls (vme-hostswitch)

& SI_LogicalSwitch_545ddSbc-6951-45a5-9ale-648¢7a3dc852
2 direct-connect-Is (vmec-hostswitch)

3 o-vmk0-ls (vmec-hostswitch)

3 5| LogicalSwitch_9cb29ccc-fbca-48fd-979-6ccdf7fSaad (
3 S|_LogicalSwitch_99e2a7e1-0c7e-4373-2498-25c6d4bbe2bb
& sddc-cgw-network-1 (vme-hostswitch) v

>

OE | Cancel

7 ERRERRERRNEMIPNESNRMG. EERENA. ARRLTHUFIEER,

EESQL Serverl FBIEFEE

L)é"Fi:iiFE?ET#Tﬁ KERERESHAER I R TEIZTTIANEEAWSHIVMware = ARSS R E SQL Serverfyijt
8o

RECTAATEESFMF. ARREASHITMESE:

1. B Veeam Full Restore}¥Windows Server VMIZR Z|VMware Cloud SDDC,

2. B —4kSnapCenter fR55288. HEMFER—THMRMTS B SnapCenter FiEEXRMELE
"SnapCenter FPHERIIZHE, "
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VM: SQL Server VMBYIZRGHEZE

REIMWIERTERE. SN NEEEMZERZRMEMIE. LEESnapCenter R EFHT &I EVEIo

1. NEIBMISCSIFENFS /2 BLFAvIPHE,
2. BENIAWindowsizo
3. B EMRBAINZFIDNSESnapCenter AR5 28 _EBhosts X,

fISREESnapCenter I EANEIEIRS SRR, WAFHESQL Server VM LB
(D) EBFWindowsBSMIEHMBERIKF, UGS E. BHBapSnapCenter SMCore,
& FWindowsHhfF & TSQL Serverfi{+HARSS -

@ E1fSnapCenter FEEIEFH R IIEEREAVM. FQDNAIS RHFHINEINEFSnapCenter H1
BIVMAE[E,

73SQL ServeriXREC EFSXTEfi#

BEREMSQL Server VMR MR E R FITIE. AT SFSXEEIIL A SnapMirrork AH IR F I EN
HIENPR, Alt, BERUTEE:

1. Erh#FSQL ServerfiEREN HEER A SnapMirrork &, EMFSXEGSITREEITUTHRS:
FSx-Dest::> snapmirror break -destination-path DestSVM:DestVolName
2. @I 8/ EESQL Server Windows VMAJISCSI IQNBI B HEF4H 3% F 3 LUNRI A AR |

FSx-Dest::> igroup create -vserver DestSVM -igroup igroupName
-protocol iSCSI -ostype windows -initiator IQN

3. wfa. KLUNBRSYZINIMIGI 2RI B EhiErF4H .

FSx-Dest::> lun mapping create -vserver DestSVM -path LUNPath igroup
igroupName

4. BERBREFRR. 1BEBTT lun show d@%,
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& BEWindows VMLU#{TISCSHARIH A MRS
1. 7£SQL Server VMH, & EiSCSIMLZIEEIEE. LUEEVMwarelmO4H E#1Ti@E. ZisOH S E#IL.
FAERZEIFSX3Lf EaiSCSIB g0,
2. FIFFiSCSIEoiEF B U AIEF. HERAWM. WEMBERBiREN £ EMIREZEISE,

3. FEIAFiHIaFSXL /&R ERIISCSIZEZORNIPHILE, o] LITEAWSIEHI &R FIAmazon FSx >
ONTAP > Storage Virtual Machine T ZI k%R,

Endpoints

Management DNS name Management IP address
svm-045c077375d3d 9799 fs-0aed0e08accOdeab 7. fsx.us-east-1.amazonaws.com  [J 198.19.25453

NFS DNS name NFS IP address
svm-045c077375d3d9799.fs-0aed0e08acc0deab fsx.us-east-1.amazonaws.com [J 198.19.254.53

iSCSI DNS name iSCSI IP addresses
iscsi.svm-045c077375d3d9799.fs-0aed40e08accOdeab 7 fsx.us-east-1.amazonaws.com 172.30.15.101, 172.30.14.49

4 ERIETRP. BERIRTF. ARBAFSX iISCSIBRAYIPHIL,

i5CSI Initiator Properties X

Targets Discovery Favorite Targets Volumes and Devices RADIUS Configuration

Target portals
The system will look for Targets on folowing portals: Refresh
Address Port Adapter IF address
To add a target portal, dick Discover Portal. | Discover Portal... ]
Toremove a target portal, select the address above and e

then cick Remove.
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Discover Target Portal X

Enter the IP address or DNS name and port number of the portal you

want to add.

To change the default settings of the discovery of the target portal, dick
the Advanced button.

IP address or DNS name: Port: (Default is 3260.)
172.30.14.49) 3260

o EBMMETR L. BEHEE. RIEENEEEFRERAZRE. ARREHREERDBT.

174



ISCS! Initiator Properties X

Targets Discovery Favorite Targets Volumes and Devices RADIUS Configuration
Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target:  Quick Connect...
Discovered targets
Refresh
Name Status

ign. 1992-08.com.netapp:sn. 5918b03f%ef411ecb007495... Inactive

To connect using advanced options, select a target and then Co:nect '
diick Connect.

;: Connect To Target X |
Fq Target name: "i
%9 [192-08.com.netapp:sn. 5918b03f0ef41 1ech0074956fb 75F45¢:vs.6 B
Fd

th ] Add this connection to the list of Favorite Targets. —J

This will make the system automatically attempt to restore the
connection every time this computer restarts.

e mis ot | EY)

= -
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6. Tt B EESEAREFHERER . BIACIRENIEREES 5 TaiER,
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== Disk 1
Basic
579.98 GB
Online

*O Disk 2
Basic
09.93 GB

Offline o

= CD-ROM

MSSQL_DATA (E)
279.98 GB NTFS
Healthy (Primary Partition)

Online

Properties

Help



JE1ZSQL ServerdiEE

1. MSQL Server VMH1, $TFFMicrosoft SQL Server Management StudioFfiEiFAttach LAFF A& IEIE R $kE
TR,

Al "5; Microsoft SOL Server Management Studio
File Edit View Tools Window Help

L0008 0-% E E| BNewQuey B §

1 | | Execute

Object Explorer * 3 X
Connect~ ¥ ¥ Ve
= @ SQLSRV-01 (SQL Server 15.0.2080.9 - sa)

[#

Mew Database...

I Attach...

" Restore Database...
Restore Files and Filegroups...

E2]

2. BENMHSMEIEZSQL ServerE HIBEX X AR, FHiED, AFREHE.
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W Locate Database Files - SQLSRV-01 a X
Database Data Fie location:  |E:\MSSQL 2019\MSSQL 15 MSSQLSERVEF| | ¢, | | | I
E-. C:
L—.I i E
-8 SRECYCLE BIN
=8 MSSQL 2019
=8 MS5QL15.MSSQLSERVER
-8 MSSGL
L.l DATA
| [E-E0 System Volume Information
#- F
File name: |SQLHCO1_01.mdf | | Database Data Fies(" mdf) v
oK Cancel
3. NREZHEMT RIS L. BIXEEEESHENXHER,
4. TG, RERTELUEESUEE,
Object Explorer ~ & X B @ Dotabase Properties - SQLHCOT =
Connect~ ¥ *§ 5 7 & -+
Selod;lma =
= i@ SQLSRV-01 (SQL Server 15.0.2080.9 - sa) # General LT i, i
B B8 Databases & Fies
@ B System Databeses » Flegrouns "’?F “1 | J
@ 1 Database Snapshots : Options 3 v Back
@ @ SQLHCOT 5 g”""’. i Last Detabase Backup None
& W Security F Exended Propatties | Last Distabase Log Backup None
@ 18 Server Objects & Minoing Database =
@ B0 Replication J Transaction Log Shipping SQLHCO
@ B PolyBase B Query Store ™ Norrmal
& I lway: Ou Fhgh Ayalabehty i E';Thded .?'Ti-’ZL!E?_ 3718 FM
@ ¥ Management I Size 514344 00 ME
@ I Integration Services Catalogs Space Ayalable 561"01 86 MB
23 SOL Server Agent (Agent XPs disabled) | Number of Users

a1 [E] XEvent Profiler
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| Memary Alocated To Memary Upth'::c—cCrbue E‘r..{} MB
Memory Used By Memory Optinized Otyects | 0.00 MB
T oLl e .

e

SQL_Latin1_General_CP1_CI_AS




ifsikSnapCenter 5SQL ServerififF89&E(S

¥ SnapCenter #IBEXREIHALFRESE. ESEMEMAIMSAL ServerEN., EFIREIEREIETT.
RICEU TR &M

* AU SnapCenter BT REME R, B LUEII Swagger APIEXDisaster Recovery FHGlobal
SettingsSEER It B AY

* SQL ServerfYFQDN#AZ S B #RIE A O HIEITRIEHIMEEL

* BT ERIASnapMirrork o

* I ESEIEENLUNIEHEISQL ServerS2fil. FiEIEHUIRERE,

EfsikSnapCenter o FREMEIRT. IEESnapCenter WebZ P i SIS E, EFLBIEE XN
®. ARRHEREME. RFREHE"BRARERE"EIEE,

M NetApp SnapCenter®

Global Settings Policies Users and Access

Global Settings

Hypervisor Settings @
Notification Server Settings @
Configuration Settings €
Purge Jobs Settings @
Domain Settings @

CA Certificate Settings @

Disaster Recovery
Enable Disaster Recovery sy
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AR OracleN FAIZFEUE

AT IRRM T B XERERESHAEIE R T EEITIRIIEITEAWS B VMware = AR SS 1R E Oracle S FATZ [+ 24
ERYBEA,

FER LA T RIR R USSRITIE D IR

1. Oracle Linuxfk5528VME A Veeam Full Restoreit & #|VMware Cloud SDDC,

2. B#iI”4kSnapCenter fR5528. HEFERAATIFRAR Y BIXFRSnapCenter #IREMBIE X4 "SnapCenter
BRMERIEHE,
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HOracleit R EFSX— ¥rSnapMirrorx %

B(FEFSXNLA L EN —RiFMEE A HOraclefRZ281A10). M2 HETIlHE BISnapMirrorx &R.

1. BREIFSXpRITRER. BITUTHTUBEER EHBIRMmENS,

FSx-Dest::> volume show -volume VolumeName*

2. BT T an < LB SnapMirrork &Ro

FSx-Dest::> snapmirror break -destination-path DestSVM:DestVolName

3. E#HAmazon FSX WebZ P imHHIZE SRR :
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FSx > Velumes > fsvol-01167370e9b7aefa0

oraclesrv_03_u01_dest (fsvol-01167370e9b7aefa0)

Summary

Volume ID
fsvol-01167370e9b7aefa0 (3

Volume name

oraclesrv_03_u01_dest (3

UuID

3d7338ce-9f19-11ec-
b007-4956fb75f45¢

File system ID

fs-Oaed0e0B8accOdeab?

Resource ARN

arn:aws:fsx:us-
east-1:541696183547:volume/fs-
Oaed0e0BaccOdeab’/fsvol-

01167370e9b7aefa0

Creation time
2022-03-08T14:52:09-05:00

Lifecycle state
® Created

Volume type
ONTAP

Size

100.00 GB

[ Attach H Actions & |

l Update volume |

Create backup

Delete volume
SVMID

svm-02b2ad25c6b2e5bc2

Junction path

- O

Tiering policy name

SNAPSHOT_ONLY

Tiering policy cooling period (days)
2

Storage efficiency enabled

Disabled

4. DIESREFERI. AEREEM. MOraclefRSZHFEHNFSEN. BIEEMIESREZ,



Update volume X

Junction path

Joraclesrv_03_u01_dest

The location within your file system where your volume will be mounted.
Volume size

102400

Minimum 20 MiB; Maximum 104857600 MiB

L

Storage efficiency

Select whether you would like to enable ONTAP storage efficiencies on your volume: deduplication,
compression, and compaction.

| Enabled (recommended)
© Disabled

Capacity pool tiering policy
You can optionally enable automatic tiering of your data to lower-cost capacity pool storage.

Snapshot Only v |
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7fOracle Server F£ZNFS%

f£Cloud Managerd. & LUERAIERBINFS LIF IP#3ESREXmountdi <. LUEIEH B & Oracle SR EX 4
FMBEEHINFSHE,

1. #£Cloud Manager/. AiRIFSXEEHETIR,

HCApps Overview Volumes

50 Volumes

Volume Name * State $ StorageVM  * Disk Type

oraclesrv_02_ .
u02_dest @ Online ora_svm_dest SSD
oraclesrv_02_

u03_dest @ Online ora_svm_dest SSD

oraclesrv_03_

u01_dest ® Online ora_svm_dest SSD

2. NRfESRBA, EEFEHHHLTUBEHERIEEOracle LinuxfR3 28 LERNERH S,
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Account
NetApp Information

Clone

Restore from Snapshot copy

Create a Snapshot copy

| Capacity Pool U I Mount Command ]

Change Tiering Policy

0B Delete

Snanshot =

Mount Volume NFS
oraclesrv 03 u01 _dest

Go to your linux machine and enter this mount command

Mount Command

mount 198.19.254.180:/oraclesrv_03_u01_dest <dest_d... Copy

3. BNFSXHZRZEH ZOracle Linux Server, Oracle LinuxE#Hl FEEFEAFIESNFSEENBE R,
4. 7¥Oracle LinuxfRS3 28 L. EAmounti $HEHEHNFSHE,
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FSx-Dest::> mount -t oracle server ip:/junction-path

%5 Oracle B £ S M S ES IS,
() SEEHEDHENFSERSA. HRIE etfstab XM BEmountE Y,

5. EHETNOraclelREZ 28, Oracle¥ BN IEE BiH I A,

PSR E

FRINSERL LR R 5 2 hFmA PRS2 1213 52/5. SnapCenter FlVeeam¥F i E 1EFAWSHIZITHE N INEE. TiE
FIFONTAP FSXMMEBIEE N EFHE. FHESEREEBNEBEIEFR B SnapMirrork R, ERERIRE IE EIHEE
& &Rl LUER S AR 2B RS IR S HE R &R AEONTAP ZiE R4

SNASSCRYFRFIR. 85X A LAECE SnapCenter «  LUEIG N FATEF 241 MiE A TONTAP BYFSx 515 2T SR E ISR
HFJONTAP ZE R4, B, EBHALUEVeeamEl B NEAERY BER D EEEREHDEIEREHIEIAmazon S3.
LB B E RS EE R OB Veeam B 19 AR SS 25 0] LU A X EEE 9o

HPE M E REARIALRITICSTEEA. B8ERE St AFrRBFHITIZERR K,

it

EXEPNBIERBEMETFEI RN RERERE AR, XERARRE T NetApp5VMware 2 [BIFIEE

FX. NetApp ONTAP ZEfiERFIREAWIEMEBIRHRGE A, FEREEBiGiHRE M =R R AR
FIONTAP i ARBYR MRS IR T o

AWS EHIONTAP FSXFLRXE—FRR AR . ©rI L5 SnapCenter #ISyncMirror TL425ER8. LUEENAIEF
BIREHEIS, VeeamBMDFMEFRIZE —IARFIBEMAF AR, FI5NetApp ONTAP EERFTEEM. FHEIR
#ZIvSphere/R 4 1EEIVEIETZTZ,

LEARR TS 2 ERFEESQL ServerfllOracle N FATEFFEIERIONTAP KA FRAEIEFHIRH T — M RHERE
fRRFA R, FHBSnapMirrorfySnapCenter 12t T — 1S5 FEIENBRS R . BFRIPFONTAP 24 LN B2

FE. HEEHEHFEEESFNFSXECVO, SnapCenter B—MZIFNEMEMMBRAE . BFIEFRENE
EFRHIERIEEZEIAWS _EAIVMware Cloud,

MEIRERIEME R
BTVRAXIXEPARAEENESER, BEFUTXEM / SikL:
* IERRTI SR SR
"KAVMwarefi# R 75 =K INetAppE G Z "

"NetApp 2R Z"

VMware Cloud¥ fJVeeam&F 5 FiX/R. FFHAAmazon FSx for ONTAP

55 . Jsh Powell—NetAppfi# /R A5 ZETIZER
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Veeam Backup & Replication@—

A=A RRNBRGE « BFRIFVMware Cloud VR, HARRSG R B

T fERVeeamBF N FIEHITEVMware CloudH &4 FIIERFSx for ONTAP NFSEUEFEZE LN ATZFVMBYIE
MR EMEE,

VMware Cloud (fTEAWSH)Z 5 FANFSEIEFMEEE 4N FE/7ME. MFSx for NetApp ONTAP @— AL £ f#/R
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* fEFFSx for NetApp ONTAP fEA&ENFERE. &HHIERVMCHIEERWindowsHILinuxEEH#lo
* f$EFFSx for NetApp ONTAP {EA &N TZE R F D FNIEEMicrosoft SQL Server[ FFEF#1RE.
* fEFFSx for NetApp ONTAP {ER & D 17 R F D FNIE R Oracle N A2 F #43E.

{EF Amazon FSx for ONTAP HINFSEUETZ(EE

AR A ZE PRFTE EIMNEBITFFSx . FATFONTAP #FENFSEIRTEERE, EAFSx for ONTAP {Ef%h
ZENFSHIEEMEEEEETMSE. fli. EAEE:

* EnFeIEAY RESETANXHRS. MEFTERNRENER,
* STAVMwareIfFER. XIHEERPEN TANRIEREET R IR,
* FFONTAP fZEM SRR EEINAE(HISIRERAE F) RIPEIEH B RE R A,

fRRTIZ BRERR

HFIREENBT BB VeeamZ M FNE . EAFSx for ONTAP fEANE N IFHEERITSHMIRR/EL UK
AJRSQL ServerflOracle VMAEIBEFTEN S E

1.

BIZFSx for ONTAP X4 £&%:. F{EVeeam Backup & ReplicationfJiSCSIFZ B 1Z & o

- BFEVeeamNEB LU0 TR HIFHHEHIFSx for ONTAP LIEEMISCSIE MR FEE,

2
3. Fie&EVeeamB M EN LLEHSQL Server. Oracle. LinuxFlWindowsE##1.
4
5

ERSQL ServerfEHMNANE MR,

- &R Oracle EFMNANEZ 2z,
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1. =P ZINFSEURTFMEEEEREIVMware CloudfJFSx for ONTAP {4+ # %4,
2. 2% 7 Veeam Backup & ReplicationZk{4#IMicrosoft Windows Server VM,

° Veeam Backup & ReplicationfR53 28 B F F HIPHit s St £ R EIFH B & PlvCenter Server,
3. ERRRS R HEHE. ES5VeeamBMIBAF—IELEEHIMicrosoft Windows Server VM,

4. VMDKHI N FIFE 7 #E T BB1EFSx for ONTAP NFSEBETZAEE L FMicrosoft SQL Server VM, 3T 1t
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c AR FARERE. BEENESESXENREERMRIENESE £ FAXEA RS EREN
. XBDERTESHEERINFENN. MEBIEEXHERENE N,
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#ZEVeeam VBN &N TIERAE

FtT B, VeeamRIBEFIFEZIIBEWindows VM, XIEEAIEFE VeeamBF (1 ARSZ 28 1 VeeamLIE 2 8]
DEPEL.

1. #£Veeam Backup and Replicationﬂﬁ%%%ts FTHERES S HEEAE T A XEFRN F D EMZEIT*,
2. ARBEHEHRE, ARRHHRMNMVMwareFHARE.. LITHRAS,

Veeam Backup and Replication

Backup Proxy

Add
Proxy = Pros o
Manage Proxy Upgrade

Backup Infrastructure Q Tvpe in on object name to search fi
H Backup Prg ” e Type Host T Description
= Add backi
£ Backup RE] rll‘i‘ BEEUP PICRY ware Backup Proxy VMware VeeamSrv Created by Veeam Backup & Replication
Ea External e Add VMware backup proxy... N kup Proxy Agent VeeamnSrv Created by Veeam Backup & Replication

?'Z Scale-out é" Add Vivtware CDP proxy...
£ WAN Accel[FF  Add Hyper-V off-host backup proxy...

{2 Service Providers

o SureBackup
g (‘;’1 Managed Servers

3. #£*Add VMware Proxy*E1SH, Edi*Add New... 3@ LURINFTHIRIEARSS 25,

Mew Vidware Proxy X
Server
Choose a server for Viviware backup proxy. You can choose between any Microsoft Windows or Linux servers added to the
Managed Servers which are not assigned a VMware backup proxy role already.
M Choose server:
VeearnSrv (Backup server) w i Add New...
Traffic Rules ) g
Proxy description:
Apply Created by VEEAMSRWW Administrator at 12/22/2022 %11 PM.
Summary
Transport mode:
|Au‘tumat'rc selection | Choose...
Connected datastores:
‘Autumatic detection (recommended) | Choose...

Max concurrent tasks:

: B e

Mext = Cancel

R LURNIIMicrosoft Windows. ZARIREBIR ARS8 :
° IS DNSR& MR IP#it
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© EEBER T RS LR EIERNK SURINFREIE
° BEBERENAN, ARBEE Apply* FHiaERE

New Windows Server

Apply
E Please wait while required operations are being performed, this may take a few minutes.
—

Name Message
Erotleritials (£ Starting infrastructure item update process
[v] Collecting hardware info
Review a Detecting operating system
) Detecting 05 version
A | © Cresting temporary flder
[v] Package VeeamTranspoert.msi has been uploaded
Summary

o IR[EFEVMware (I EF, EEFWRN. EAAIH, HIDER T BinEEs

] Package VeeamGuestAgent_x86.msi has been uploaded

) Package VeeamGuestAgent_xfd.msi has been uploaded

(] Package VeeamLogBackupService_x88.msi has been uploaded
[v] Package VeeamLogBackupService_xB4.msi has been uploaded
(¥) Installing package Transport

Duration

0:00:03

0:00:03

2000

0:00:19

< Pravious Mt »

m
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m

=

Choose a 54
Managed 5

2 Traffic Rules

Apply

Summiary

Transport Mode

Backup proxy transport mode:

® Automatic selection
Data retrieval mode is selected automatically by analyzing backup proxy
configuration and reachable VMFS and MFS datastores. Transport modes
allowing for direct storage access will be used whenever possible.

() Direct storage access
Data is retrieved directly from shared storage, without impacting production
hosts. For block storage, backup proxy server must be connected into SAN
fabric via hardware or software HBA, and have VMFS volumes mounted.

() Virtual appliance
Data is retrieved directly from storage through hypervisor I/O stack by hot
adding backed up virtual disks to a backup proxy VM. Datastores containing
protected VMs must be connected to a host running backup proxy VM.

(C) Network
Data is retrieved from storage through hypervisor network stack using NBD
protocol over host management interface. This mode has no special setup
requirements. Recommended for 10 Gb Ethemet or faster.

Options
[] Failover to network mode if primary mode fails, or is unavailable
D Enable host to proxy traffic encryption in Metwork mode (MBDS5L)

ux servers added to the

2/20229 ~| | AddNew...

A

T
<Pravious | | Next>

6. EEHRBVMware VIR B 1A EEEEIEF .
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MNew Viware Proxy

=

Server

R o

Finich ‘Cancel

Choose a server for VMware backup proxy. You can choose between any Microsoft Windows or Linux servers added to the
Managed Servers which are not assigned a VMware backup proxy role already.

‘veeampmxy.da‘nazune.cum (Created by VEEAMSRV\Administrator at 12/22/2022 9 ~ ‘ | Add Mew...

Traffic Rules

Apply

Summary

Proxy description:

Created by VEEAMSRW\ Administrator at 12/22/2022 5:11 PM.

Transport mode:

|Di!ect storage access | | Choose... I
Connected datastores: 5 "
‘Autumatic detection (recommended) | Choose... |




Select Objects *

pr Select objects: ] er

i R fé! Hosts and Disks
( W E@ veenter.sdde-32-34-17-9%. vmwarevmc.com

| < oson -
= pso2

= . Tuoei Brect n = to semrch fo Q
=] ¥PE R @n ofject RGME o SeEGRCA for |

Fine

7. RIEFREEMNAEAREMSRERN. FINmEZExiRG. TlE, BRI ApplyZHTTMEIZ,
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Mew VMware Proxy

Traffic Rules
Review network traffic encryption and throttling rules which apply to this backup proxy.

Server Metwork traffic rules control encryption and throettling of network traffic based on the destination.
Throttling is global, with set bandwidth split equally across all backup proxies falling into the rule.

_ The following network traffic rules apply to this proxy:

Mame Encryption  Throttlin Time period
Apply Ty g B
Internet Enabled Disabled

Summary

Manage network traffic rules

e Previous 1 Apphy Finsh | Cancel

EFENEOEFEE

FVeeamZ (DRSS 25 VeeamNIEARSS B AT A EEFER I E N ZFMEE. E4ATH. (PR TAWFECIE
IEFTONTAP XHRLHIFSx. dNAH&ISCSI LUNEE EIVeeam RS 288 A ARSI & 1 T2 0
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JJONTAP X RS EIEFSx

BlIEFSx for ONTAP X4 &4, ATFIEE Veeam&E N TFEEMISCSIE,

1. FAWSHIEHIGH, ZEIFSx, REiEE Create file system*

Amazon FSx Get started

Launch and run feature-rich and highly performant
file systems with just a few clicks

Pricing
How it works
INTAD [
@
b &2
2. 3%$%*Amazon FSx for NetApp ONTAP FS*, SAIE%EIZ*Next 44t
Select file system type
File system options
0D Amazon FSx for MetApp ONTAP Amazon Fax for Open?F5 Amazon FSx for Windows File Serves Armazon FSx for Listre
by A" b
FS¥e FSX- FSxa FSXan
Amazon FSx Amazon FSx Amazon FSx Amazon FSx
for NetApp ONTAP for OpenZFs for Windows File Server for Lustre
Amazon F5x for NetApp ONTAP
Amazaen FSx for MetApp ONTAP provides featuse-rieh, high-performance, and Wghly-reliable stormge built on NetApp's popular ONTAP file system and fully managed by AWS

replication and built-in, fully managed backugs

that can seali to petabytes in size omd is cost-aptimized for |nfrequently . accodsed dath

saced amaonments and enterprise

Conce I:l

3. EEEXHRLERZTR. ZBIEA, SSDIFMEARELUIMFSX for ONTAP RS EMVPC, LhVPCATAD
BN 5VMware Cloud B EIMNING #H1TBS, BEHT—F
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Create file system

Creation method

O Quick create Standard create
Use recommended best-practice configurations. Most You set all of the configuration eptions, including
configuration options can be changed after the file specifying performance, networking, security, backups,
system is created. and maintenance

Quick configuration

File system name - optional Info o
BackupF5SxN

Maximum of 256 Unicode letters, whitespace, and numbers, plus +-=., _:/f
Deployment type Info
O Multi-AZ e
© single-AZ
SSD storage capacity Info o
4096 GiB

Minimdm 1024 GIB, Mazimam 192 Tie

Virtual Private Cloud (VPC) Info
Specify the VPC from which your file system is accessible. o
Demo-FsxforONTAP-VPC | vpc-05596abe79ch653b7 v
Storage efficiency
Select whether you would like to enable ONTAP's storage efficiency features: deduplication, compressian, and compaction

Q Enabled (recommended)

Disabled

Cancel Back ”

4. BEEBLSE, SAGE T Create File System* FHIAX R F0IEITIZ,
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EoEMIEHISCSI LUN

7EFSx for ONTAP ERIZFMACEISCSI LUN. AIGEH EIVeeamBFNFRIEIRS 28, XLELUNTEEERET

Bl Veeam&E N EFEE,

@ TEFSx for ONTAP _E&IZiISCSI LUNB— 12T EidiZ, CIEENFE—F A LIfEAmazon
FSxiEhlah5em. A LIfEANetApp ONTAP < 1TRE Mo

@ HXFEFFSX for ONTAP B)IF4HER. BB "FSx for ONTAP FIF5R"

1. 7ENetApp ONTAP 832 1TREF. AU T <RI E:

FSx-Backup: :> volume create -vserver svm name -volume vol name
-aggregate aggregate name -size vol size -type RW

2. fER E—F HEIERECIELUN:

FSx-Backup::> lun create -vserver svm name -path
/vol/vol name/lun name -size size -ostype windows -space-allocation
enabled

3. @id IR E & Veeam BN FNLIEARSS 2RAVISCSI IQNEY B RHFE 4RI F 3T LUNRY I RIA R :

FSx-Backup::> igroup create -vserver svm name -igroup igroup name
-protocol iSCSI -ostype windows -initiator IQN

() =xRERSE. EBRESMWindowsiiSE FHISCSISIHZRFEIEMZION.
4 B, FBLUNBRSTEIRIRISIE MRS T2 A

FSx-Backup::> lun mapping create -vserver svm name -path

/vol/vol name/lun name igroup igroup name

5. EHHiSCSI LUN. iE& FFIVeeam Backup & Replication ServerH##TFiSCSIB iz B4,
N*Discover (*& )&= FH I NISCSIEFRIPHIL,

N
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Discover Target Portal . \nfiguration
Enter the IP address or DS name and port number of the portal you
want to add. ~
resh
To change the default settings of the discovery of the target portal, dick
the Advanced button. ddress
IP address or DNS name: Part: (Default is 3250.)
10.49.0.154 | | 3260
T 1 I Portal...
Advanced... ] Cancel A
T T o T H'l-l- '-'\-'I I-I-Ilr o e e e e e e ST LT = ETT ] LI-
then dlick Remove. l\? B
iSMS servers >
The system is registered on the follawing iSMNS servers: I Refresh
Mame
To add an iSMS server, dick Add Server. [ Add Server. .,
To remove an iSNS server, select the server above and REmovE

then didk Remove,

6. 7T B ET £ L, REERIEESILUNFE T *Connect, EF* B EZRIZE, REBEFHHRELUE
$ZEF|LUN,
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i5C5! Initiator Properties ot

Targets  Discovery Favorite Targets  Volumes and Devices  RADIUS  Configuration
CQuick Connect

To discover and log on to a target using a basic connection, type the IP address or
DMS name of the target and then dick Quick Connect.

Target: Quick Cannect...

Discovered targets
Refresh

Mame Status

ign. 1992-08.com.netapp:sn.d9aad3cd8 180 1 1edbfcdi7a...  Inactive

To connect using advanced options, select a target and then Connect |
dick Connect. I

To completely disconnect a target, select the target and

Disconnect
then dick Disconnect. Rt
For target properties, induding configuration of sessions, Pr e
select the target and didk Properties. =
For configuration of devices assodated with a target, select DA

the target and then dick Devices.

7 EHEEELARERT. PEEHILUNAERIFNRMANRESREENTEIRE, EF BRASREE
, AIRREHE LUEREEEILUN,
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:Q' Computer Management

File Action View Help

= 2R HE = 0=

@ Computer Mznagement (Local| Volume i Layout 1 Type | File System | Status
w ]ﬁ System Tools = | New Simple Volume Wizard ¢ pary Partition)
% @ Task Scheduler -
> [ Event Viewer — Format Patition
> @il Shared Folders - To store data on this partition, you must format i first.
> #¥ Local Users and Groups -
> @ Performance ) ) )
n ) Chioose whether you want to format this volume, and if so, what settings you want to use
iy Device Manager
v B3 Storage )
> ¥ Windows Server Backug £ Doy fomct 910 Vokute
/= Disk Management (®) Format this volume with the following seftings
> [y Services and Applications Eeiim: NTES =
Allocation unit size: Default w
Volume label: Backup_Target
i [+] Pesform a quick format
& | ] Enable fie and folder compression -
Baj =
83
On : - p, Pri
<Back | | Cancel
= Disk 1 ]
Basic | by e
i’ . , - 'y i A - i
199’?793 GB 11890.94 G . , £ O A A £
Online {Unallocated et AL
A IS AT IS I TS T BB IS T I IS A IS ST PN IS, AP IA IS A SIS

8. EE LIRS, RKisCSIBEHFIVeeamNIEARSS 23 Lo
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tliZVeeamEF N RSAIE B IR

7£Veeam Backup and Replicationiz#l& . J7Veeam BackupFlVeeam ProxyARS3 28 IR E N TEERE, X

LEEEESRERIMNERNESR BT,

1. #E£Veeam Backup and ReplicationiT#l| &, BHA T HRRHEMZEE*. ARiE

Backup Repository

= =

= ‘ =

Add Edit Rescan
Repository JRepasiton

Manage Repository Taals

Backup Infrastructure

Backup Proxies

=] )
£ Backup Repositones
=

Em Extemal Repositories
!_53 Scale-out Repositories
&3 WAN Accelerators
,._ Service Providers
rr SureBackup

i {E‘j Managed Servers

ﬁ Home
E@ Inventony
Q?E'g Backup Infrastructure

tfg Storage Infrastructure

= -
l& Tape Infrastructure

(& =

2. 7£"New Backup Repository (2 & DEMEE)" RSP, MAFEEENZIR. REMTHISIRAPIEZRER

528, HREEHHERIRHLLAEEFRANNTFSS,
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Mew Backup Repository o4

Server
% Choose repository server. You can select server from the list of managed servers added to the console.
==
Mame Repository serven

éveeamprmq.deh‘mznne.cam (Created by VEEAMSRW\Administrator at 12/22/2022 9 ! | Add New...

Path i Capacity Free | Populate
Repository @ch 89.4 GB 7468
Mount Server CIEL 1978 1878
Review
Apply
Summany

<Previous | | Nedt> Eiich [T Canea

A

3. Ik, EERITEAERATFEHENHNERRSSE. ABERT. KRSBSEFHEEFEE
BT,

4. BEEEREE, ARRE Apply FHatIE &N FERE,
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Mew Backup Repository

Review

=== Please review the settings, and click Apply to continue.

==

Marme The following components will be processed on server veeamproxy.demozone.com:
Component name Status

5

SIVEr Transport already exists

Repository vPower NF5S will be installed
Mount Server will be installed

Mount Server

Apply

Summany

[] Search the repository for existing backups and import them automatically
myport guest file system index data to the catalog

I < Previous | @I}r Hirich

Cancel

AT

S. IHMEMEMAIERSBEE LRT R,

B & VeeamE {0 1E L

NER E—THNENRAEEI=EEMNEL, IZENRLREMEFEEERNENES. KARENER

BT B, BXxEVeeamPFEOIERZMDELRIEMEE. BB "VeeamZEENF I A",
ELHERRRTSER BB, ALUTIEIE T BIRAY R ELL

» Microsoft Windows SQL Server
* Oracle#iBERRS 25

* WindowsX f4ARS5 2%

* LinuxX 4 ARS3 28
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FcEVeeamEZ (A 1E IV Y —RE R I

1. BRNAERRAMENE, UE-BNEHHIITESATRIE

2. BRNAREFRARELAERE. BRANARFMIEAEEAIRNERTE. EALEIERRES FRF
RGTRIEARE,

Processing Settings *

General SOL Oracle  Exclusions Scripts

Specify Oracle account with SYSDBA privileges: (] ]
| 4 Use guest OS credentials v | Add...
Manage accounts

Archived logs:

() Do not delete archived logs

(® Delete logs olderthan: |24 : hours
() Delete logs over 10 : GB

[] Backup logs every: 15 rninutes
Until the corresponding image-level backup is deleted

-

Keep only last |15 2| daysof log backups

Automatic =election Choose...

ok || Cancel |

3. REEEMNREER, HEP RELTEENREERKNONEILMAMER, ARREERE.. R
HIAECE SRR,
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Eackup prmq.r

I A i Ml
Choose...
Configure GFS > J

m Keep weekly full backups for: 15 E weeks 10:3 !

If multiple full backups exist, use the one from: Sunday | nackup

Keep monthly full backups for |12 (2 | months

U khy full backup f the followi k of th: | First v | '
se weekhy full backup from the following week of a mon i

[ ] Keep yearly full backups for: I = | years
Py 2 o

Use monthly full backup from the following month: January

We recommend to make
d off-cite.

| Save As Default | Cancel

EFVeeamT £ M EXR RN AIEFVM

EAVeeamPITREXRREBHITHNAREFERENE—F, HNKIET EBINVMITEME UNFIEIRSIYIE
BB To

HEIRSH[B2EAFHERARSNERARED. WAFRENBIAIELTE, BXEVeeamPHITREMER
BEZRRER. BB "VeeamZB BB ARSI,

XESQL Serverf{iEE

Veeam Backup & Replication{g it 7 ZFERSQL Serverf3EERIEIN, 7ELIRIFH. F{1EEAVeeam
Explorer for SQL Server with Instant Recovery#117SQL Server$iEEXER, SQL ServerBNBT 1R E B —INIHAE.
ATAFIHRIEFESQL ServerfiEE. MAREFEEMNIIEELRR, XMRRMEDTE o] RARE IR MEH
BfiEIF RIS ES . TIERENT:

* Veeam Explorer HH B & EXRAISQL ServerfiEENF

* R ERMEHX R BEIRE, FEAERNBIRSQL ServersLfl_ERIREEIEEE AR,

%ﬁﬁﬁll BY$3EERY. Veeam Explorer *ER A EI*EE MM EIRE. LUHRRE P r] LI4kEE i a) FEER LR

* EEA. Veeam HITEEIIEFEIR. REHEM IR BUEZEZ M EIRIGIHREEE,
* EBMIEEZTRTEME. Veeam Explorer “¥§ P &R Ol R 4Gz 2 H M BRIm B £z e
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£ FHVeeam ExplorerBE} 1R E X ESQL Server¥{iEE

1. #VeeamB NI EFIEFI &P, SMEISQL ServerZ M FIR. AREBHENMRSBHEFREERNFHE
I, SAMEIEFE* Microsoft SQL ServerdGEE. .. %

Vesam Backup and Raplication

- .
B 3, Miceosaft SOL Seeves databaie

2. £Microsoft SQL ServerfiEEXRESH, MFIRFPIEFERS, ARPET*Next s

Microsoft SOL Server Database Restore .

Restore Point
Choose the restore point to restore from.

YM name: sgl_srv_whid 1 Original host: vcentersddc-44-235-223-88.vm....

VMsize: 43.9GB

Reason
(_) Restore from the latest available backup
Summary (® Restore from this restore point;
P

Created Type Backup

Q‘-T less than a day ago (%:44 PM Tuesday ... |ncrement SQL Server Backups

Q—F‘ less than a day ago (%07 PM Tuesday ... Full SQL Server Backups

Mext = Cancel

3 MRFEE, MNMERRE . AGREHER®T L. B35 % LUSEEIVeeam Explorer for Microsoft
SQL Server,
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Microsoft SCOL Server Database Restore >

Summary

Review the restore settings, and click Browse to exit the wizard and open Veeam Explorer for SQL Server, where you will select
databases to restore,

Restore Point Summary:

I‘U’M name: sql_srv_whid_1

Reason
Restore point:
Current: sgl_srv_wkld_1 less than a day ago (%:07 PM Tuesday 1/10/2023)

< Previous : B_-rc-u%e Cancel

4. £Veeam Explorerf R HIEZEL AT IR, AREGHEF RTE". AEEREMSNRHELR

77N\ O0

sql_srv_widd_1 as of less than a day sgo (3:07 PM Tuesda - Veeam Explorer for Microsoft SO Server

4 r A ax
Instant Publish Restore Restore Export  Export  Expont
Recovery * Database™ Databasew Schemaw  Backupw Files® Schemavw
Instant Recovery Publish Restore Export
Ualahases Database Info
4 oy apy Mame: DTt 1
4 B Default instance Backup created: 1/10/2023 2:07 PM
Dpan
o

A Hp Instant recovery to an SETVET.,

Instant recovery  » | b Instant recovery of thestote of Tuesday 1102023, 9:07 PM to SOLSRV-01...
Publish database  * %

Restore database  »

pe Available Restore Period
4., HRestoreschema Mot available
2 Export backup . "
; Database Files
g Expon files 4
Primary database file
' Export schema *

EAMASSOL 2010 MSSOL 15 MSSOLSERVER MSSOUDATA\DATA. 01 mdf

Secondary ace and log files

EAMESOL 2 MESTLTIMESOLSERVER\MSSQLOGRDATA_ log Idf
EAMSSOL 2009 MSSCLT S MSSOLSERVERAMSSOL\DATA\DATA_D2.sedf
EAMESOL 2015 MESOLTIMESOLSERVER\MSSQL\DATANDATA_02.ndf
EAMSSOL 20090 MSS0L 1 5 MSES0L SERVERMS SO DATADATA_B ndf

S. EENEMEMSH. IBEYIHELE, XL BNTH. SV ERE. WA UEFohHiTr. e
VRIS EMNIEMITH, AEE L recover (I8 ) IRHA IR E TFE,
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Instant Recovery Wizard

Specify database switchover scheduling options

Specify switchover type:

® Auto

Switchower will be performed automatically with minirmal possible downtirne once the database is
ready,

Manual

Switchower can be performed manually at any point in time after the database is ready.

Scheduled at: 1/10/2023 1076 PM |:|

Back Recover Cancel

S,

6. ATLLMVeeam ExploreriaizinEid 72,

gl whea ) aa of s thas &y B35 (07 PM Tussdiy 171 M2023) - Vesasn Expleres fof Mieraasl SOL Server

4 |y Isctant Recovery (1]
oata o SR et

OG0B0 00

B x{#EHVeeam Explorerfi17SQL ServeridRIZ{ERIFAE B, 1BEIRFHIMicrosoft SQL Server—T5 "
{Veeam ExplorersEFP3E®E) "o
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fFiVeeam ExploreriX[ROracle3iE %

Veeam Explorer for Oracle#{#EE 2155 A BIEY M E 1 TR /E Oracle BB EE R RS B TR R, ©IREZIF A
BEE. LUEREIFE. & Data Guard$iEZE LR MRMANZ (i E

B X FEHVeeam Explorerfi{TOracle iR ERFIRERFHE S BESIHEHBIOracle—T " (Veeam Explorers
FFEm) "
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{#FHVeeam ExploreriZ/5OracleiEE

TN BN ER Veeam Exploreri&Oracle#iEEIR R B E AR SS 28,

1. #£Veeam Backup and ReplicationiZ#| & /. SM1E|OracleZF{D5XR. ARELTE MRS JIHIEEF L
[FN BRI, FAREIEE OracleBURE. .. %

Veeamn Backup and Replication

‘fh DT A a
p B2 O 4~5
I'1 llllt e :

ure lnas i_l

Restore Restore 0o Cloud Actions

¥+ Vesam Server

2023 801 PM 5

Instant recovery ey = -
- 2023 9:05 PM Hepasitary - Veeam Server

L 4 Inskant disk recoeny.,
" Warning

Restore entire VM.
Raestore vi

% Fadled

rtual disks.

F11 Rectors VM file

T Restore gquedt files v

i erappllnlm iteme ¥ | 5 NOracle databases,.
¥ Restoteto Amaron EC2

40 Festore to Microsoft Azure..

4 PRestore to Google CE

Bxport backug...

Delete from desk

2. fEOracle#iEEMERFH, MIIRPEFE—TERR, AFBET Next®
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Oracle Database Restore

ORACLE" Restore Point

@ Choose the restore point to restore from.

VM name: ora_srv_03

Vi size:  38.5GB

Original host; veentersddc-44-235-223-88.vm...

Reason
(@) Restore from the latest available backup

Summary () Restore from this restore point:

Created Type Backup

l:‘_g-lmﬂﬁln-a day ago (5:01 PM Friday 1/... Increment Oracle Backups

(:'5 less than a day ago (5:01 PM Friday 1/... Increment Oracle Backups

(:'-ﬁ less than a day ago (4:02 PM Friday 1/... Increment Oracle Backups

C‘_—ﬁ less than a day ago (3:47 PM Friday 1/... [ncrement Oracle Backups

l:"_-ﬁ less than a day ago (2:47 PM Friday 1/... Full Oracle Backups

< Previou Erowse Cancel
3 MNRFE, MNMERRE . AGREHERT L. B35 %5 LUSEIVeeam Explorer for Oracle,
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Oracle Datzbase Restore *

ORACLE Sym mary

@ Review the restore point settings, and click Browse to et the wizard and open Veeam Explorer for Gracle, where you will be able

to select databases to restore.

Festore Paint Summary:
VM name: ora_srv_03
Reason
Restore point:
'&ﬂi’tﬁﬂ? Current: ora_srv_03 less than a day ago (6:01 PM Friday 1/20/2023)

< Previous Browse Cancel

e

4. 1EVeeam Explorer B #IEELAIFIR. REEXRRAVEIERE. A MINERRYIER SRR THIR 2
hiEEREIS—aksSEE. .

o EMEMF R, EEBEMPMENZERR, ARRE T
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Restore Wizard

Specify restore point

Specify point in tirme you want to restore the database to:
® Restore to the point in time of the selected image-level backup

Restore to a specific peint in time (requires redo log backups)

5:01 PM 8:01 PM
1 0702 L AnAnaa
Friday, Januany 20,2023 601 PM

Perform restore to the specific transaction

Enables you to review major database transactions around the selected tirme, and restore the

ght befare the unwanted change

database to the moment in time |

1 To enable this functionality, specify the staging Oracle server under Menu > Options,

Bac Mext Cancel

6. EEBIEERIE R BIRARS B TR, ARRE Next®

Restore Wizard

Specify target Linux server connection credentials

Server ara_srv_01 w | 55H port: | 22

i 1
Account: | oracle Advanced...

Password: | [Click hereto change the password)

Private key is required for this connection

Private key: Browse..

Passphrase:

Back . Mext | Cancel

[ &fE, EEBEEXHNERIE, ASRT Restore R IRME T,
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214

Restore Wizard

Specify database files target location

Control files
Joraclefapp/oradata/oradb0l/ controll.ctl

foraclefapp/recovery_area/oradb01/control02.ctl
Data files

Joraclefapp/oradata/oradb01/system(1.dbf
Joraclefapp/oradata/oradb0l/sysauxd], dbf
Joraclefapp/oradata/ oradb0l/undotbs0.dbf
foraclefapp/oradata/oradb(1/pdbseed/system(1.dbf
Joraclefapp/oradataloradb1/ pdbseed/sysauxll.dbf

Joraclefapp/oradata/oradb01/usersd1, dbf

Back Restare

8. BUBEMESTR/E. EQEOracleiBER SRS 28 LIEHRBR,

Cancel



¥ OracleXiEE A7 2l & AR5 23

AT, SEESAMIIERRSSE. WEEFBRMT2ERNER FMREHE,

7£Veeam Backup and ReplicationiZHl&d. FAnZOracle&FN51R. ARBELEE MRS SIFHIZZF T
R AR, PAfE1E E* Oracle#UERE. .. %

Veearn Backup and Replication

4 2l 0T PM
1/20/2023 T:03 PM 5
4 2 et 24 Houts nStant fecovery.. Lincre0zs 702 PM &
b i Instant disk recovery...
¢ Buenning (13

B Success

T Restore entine VML
! Warning .

Hestore virtual disks...
o Failed Rostore VM fites.
Restore guest files ¥
| Hestore apphcation dems P By plvacle databaces..
®  Hestoreto Amazan FC2. h
St Restore to Microsoft Azure.,
+  Restore to Google CE...
Export backup.

Delete fram dick

2. fEOracle#EEMERFH, MIIRPEFE—ITERR, AFBET Next®
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COracle Datzbasze Restore *

ORACLE Restore Point
i

@ Choose the restore point to restore from.

VM name ora_srv_02 Original host: veentersddc-44-235-223-88.vm...

VM size: 381 GB

Reason
(®) Restore from the latest available backup

Sumrmary () Restore fram this restore point;

Created Type Backup

(-5 less than a day age (7:03 PM Friday 1/... Increment Oracle Backups

I.'l—f: less than a day ago (6:02 PM Friday 1/... Increment Oracle Backups

(}g less than a day ago (3:02 PM Friday 1/...  Increment Oracle Backups

(5 less than a day ago (4:03 PM Fnday 1/... Increment Oracle Backups

fj_L: less than a day ago (3:49 PM Fnday 1/..  Full Oracle Backups

Mext > : p | Cancel

JMNRFE, MNMERRE . AREHERT L. B35 %5 LUEEIVeeam Explorer for Oracle,

4. 1EVeeam ExplorerI B #IEZELFITIR. REELRRIVEIERE. A5 MINERRY R fn kR THIR 2
PR R RS —aksSEE.

'} [ 4\‘ lm (7
Instant Publish Restore Export as Export
Recovery » Database * Database~ RMAN backup~ Database Files ~

Instant Recovery _ iﬂ Publish to another server... Export

Databases % Database Info

4 = orasme 02 Mame; oradb1
4 s D1aDR Home | Oracle SID: oradb01
W oradbli Log mode: ARCHIVELOG
Backup time: 1/20/2023 7:03 PM
Local listener: LISTEMER_ORADBED1

o ERHRATH, BEATMBEENTERR, ARBE Next'
6. &5, EEBTLNXHRAMNE, ARRERHFBRETE,
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Publish Wizard

Specify Oracle settings

@ Restore to the original location

Restore to a different location:

Cracle Home araclef/app/product/19c
Global Database Name:  oradb0l.demozone.com
Oracle SI10: oradbi]

Back Publish

7. khia. EREBMRSHABTUTHS. UHREIEFETET:

oracle@ora srv_ 01> sglplus / as sysdba

SQL> select name, open mode from vSdatabase;

Cancel
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=] oracle@ora_srv_01:~

File Edit WView 5Search Terminal Help

[oracle@ora srv 81 ~1% sqlplus / sysdba

SQL*Plus: Release 19.8.0.0.0 - Production on Fri Jan 20 16:46:39 2823
Version 19.3.6.0.0

Copyright (c) 1982, 2813, Oracle. All rights reserved.

Connected to:

Oracle Database 19c Enterprise Edition Release 19.0.8.0.0 - Production
Version 19.3.0.0.0

50L> select name, open mode from vidatabase;

NAME OPEN MODE

ORADBG1 READ WRITE

VMware Cloud@— 1 IhEERAN T A, BT SXRENARFMFMEREREIE. MR iVMware
CloudyENk3RH . ReNERFEIPARA R N TRV SESEHEPIRENESRMANSIEEREXEE, &
WiEFE A S BB ARNEHRFRIPFRRA R . U AURELTRTARR. EXBHIEHRELE2TEN,.

ANXEPRENER BT ESNBELRIENEIERIPEAR. XERARERNA T NetApp. VMwareFlVeeamzZ
BIMIEER. TEAWSH, FSx for ONTAP B F{EVMware ClouddJ#MseENFSEGRREZMEE. H A ATFFrE EIMMIALN
FERF#1E, Veeam Backup & Replication@—HEEMNEIBFIFFERAAR . EEEBEISGE. BapbFlfE

WEDMMERIE. Veeamu] 5FSx for ONTAP LI EEMISCSIE R BinEEa R AEEEVMware Cloud
RN B HIEIR T2 B S TEBNERRIPEER S X,

BMER
BIFA T RRILARR TS R PRERTRAR. BSHEUTEMER.

* "FSx for ONTAP FIF3ER”"
* "Veeam#E BN ARG
* "VMware Cloud on AWSz ¥, JFEEIFIRH]"

TR-4955: fEMAiEATONTAP MIVMCRIFSXi# 1T %S (AWS VMware Cloud)
NetApp 28] Niyaz Mohamed
BER

BREME R n— Mg BRFTaMM AR FFRIPIIEN H %S ik m PR SRR IR S 4 (Gl $h =0t/
#M, f&BINetApp SnapMirrorfiAR. BILUEAERVMware T{EH #E HIZITEAWSHIZITHIFSX for ONTAP,
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o Docker

° Dockerti

> JQ

B ERINIR docker.sock: sudo chmod 666 /var/run/docker.socko

() o ceploy.sn IHIBIITATE B RITHIRSE o
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RERMGE

1. EEEEMN E THREE:

git clone https://github.com/NetApp/DRO-AWS.git

() mREANRBERBIER, WUZEEANS VPCH,

2. REHEREE. BITEHERA. ARBWMAENIP (51%010.10.10.10),

tar xvf DRO-prereq.tar
3. SMEIB RHIRU TFRIETTDeployfl s :
sudo sh deploy.sh
4. AL E<LARUIL
https://<host-ip-address>
ERLUTEROARELRE:

Username: admin

Password: admin

() TR EmEE TSN,
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(] Disaster Recovery Orchestrator

I NetApp FS A
» N

DROFCE

IFHECEIEA FONTAP BIFSXAMIVMCZ 5. &R LIFFIAEEEDRO. LUEFERIEAFONTAP BIFSX LR
3%£SnapMirrorglZs B shiG REF TIEA HIRE EIVMC,

NetAppZINEAWSHERZEDROMIE, FHIGHEREEEFE T FSX for ONTAP H[E—VPC_E (WA LIBT3 iEiE
)o X, DROMIB(EREIT WL S NERLE A LAKIE R FONTAP FIFSXFIVMCE R#HITEE,

FE—FERINEZ RN = Z IR (vCenterf 7 i) FH I EAMEIDROF, 1EZ#FAINI 55T FHDRO. HERR
INAB R RZFZES (admin/admin) AR A INIE R, BRI AR AINLETURINE R RN TFE:
I
° NEBvCenter
° ONTAP FER S
‘=
> VMC vCenter
° J&FAF ONTAP HJ FSX
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M NetApp Disaster Recovery Orchestrator o Dashboard Discover Resource Groups Replication Plans Job Monitoring

Add New Site o Site Type @ Site Details @ vCenter Details @ Storage Details x

Site Type

am O

Source Destination

Continue

M NetApp Disaster Recovery Orchestrator 2 Dashboard Discover Resource Groups Replication Plans Job Monitoring a2 a - e - @) -

Site Type Site Location
2, @2, K2 = @: = @s
Sites vCenters Storages

Source Destination OnPrem Cloud

Site Name = Site Type = Location = vCenter < Storage VM List Discovery Status

Cloud Destination Cloud 1 1 « 4423522388 ©) Success

On Pram Source On Prem 1 1 View VM List = 172.21.253.60 (%) Suceess

ANE. DROBHITEIAIM. HETAEEMNEEFHFEIEATFONTAP BIFSXEIHER.SnapMirrorgl2sfIVM
o DROZ=EmMVME BRI iR DL H T H#ITIETE,
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i NetApp Disaster Recovery Orchestrator ™ Dashboard

Hack
VM List
Site: On Prem | vCenter: 17221253160

Wil Protection

i;] 1'0 239 = @s 0 26

Proisched Lt

38 a

300 vozald 0 Mot Protestsd &1} Powered On A0 NFS_DG08 L B5E38
PFSermn 1 Not Protected (1) Powmred Dn ADD0_MFS_D50E 4 EIZ

PFEerae 260 ot Pretected 1) Porarniedd O AED0_MFS_OS0L 4 16584
NDC0? () ot Protected 1) Priremred On AXO0_NFS_DEDS a ey

pEbroge- 1 Mot Protecied £ Powersd On ADE MFE DSOS 4 6384
=BT ot Protecied (1) Powered On A3D0_NFS_DI504 4 Lk
NirnidSdeskiop 0 Mot Protected (1) Piremred Dn AZD0_MFS 0304 a 13388

T—SBRAFHVMOARThEEAR. LUAEERIRSA.
RIFD4A

AMITFaE. ERLEEMENVMOAERIZRAR, ERADROFIRA. EaILUKE—AKMEMIDAEZ1EH
. XEZIEATEBMINF. BInIER UK AI/ERE R HRITHI AR AR 30,

BFEIERIRA. BRUATTR:

1 e FIRA AERE QR EIRA

2. IEHTEEIRAT. MTHIIRPEFERIER. AREEEIE
3. RAFIRAFME B H BT UG

4. ERRBRETUEFENBIVM.
5

- EEEE BB B RIRFFBEER (), BdEFEETNVMHRERMRARFKRERIIF. FIEVMEY
ARAIAE 3,

N
1—FE— BN EMNI—ERIAES—RE— BRI E I
6. B RIEERIRAE"
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M NetApp Disaster Recovery Orchestrator s Dashboard Discover Resource Groups Replication Plans Job Monitaring

ok A: 1 SE
Resource Group Site vCenter Virtual Machines

1 Resource Group Create New Resource Group

Resource Group Name

DemoRG1 On Prem 17221.253.160 View VM List

=L e

ERBHTH. WEELERERMENAERF. W THIIRTEEENETCenter A, AEEEEES
PRI RITRZRA, LU B R AR RS R S A (BN, WS, B2, H2E%). HXHE
RHBFRAEE, BEXMEE. BSME SR £, ARRE R
BGOSR, BERUTSE:

1 e ERIR RAEREEIRMERITE.

M NetApp Disaster Recovery Orchestrator oS Dashboard Discover Resource Groups Replication Plans Job Monitoring

Source Details Destination Details

1 e
Replication Plans @ g 1 G 1 1 G 1

Resource Groups Sites vCenters Sites vCenters

1 Replication Plan

S Active Site

(2 Source () Active (© Healthy On Prem Cloud

2. I ERIT IR A RRE— IR FFEEEFRIER. KEKRvCenter. BiRitmFNXEXAIvCenter
KA E BRE o

225



M NetApp Disaster Recovery Orchestrator oy Dashboard Discover Resource Groups lication Plans Job Monitoring

Create New Replication

Pl o Replication Plan and Site Details @ Select Resource Groups @ Set Execution Order @ Set VM Details x
an

Replication Plan Details

Plan Name
Recovery Mapping
Source Site Destination Site
Select Source Site v Select Destination Site
Source vCenter Destination vCenter
Select Source vCenter - Select Destination vCenter

create successful replication plan

I O Pre-requisite - You must configure SnapMirror relationships between the source site and target site to

3. EMSTSERIE. BRI,

M NetApp Disaster Recovery Orchestrator o Dashboard Discover Resource Groups Replication Plans Job Monitering

Create New Replication

Pl o Replication Plan and Site Details @ Select Resource Groups @ Set Execution Order @ Set VM Details x
an

Replication Plan Details

Plan Name

DemoRP

Recovery Mapping
Source Site Destination Site
On Prem - Cloud
Source vCenter Destination vCenter
172.21.253.160 v 44.235.223.88
Cluster Mapping
Source Site Resource Destination Site Resource
TempCluster - Cluster-1 - Add
Source Resource Destination Resource
A300-Cluster01 Cluster-1 Delete

Continue

4. EERHFRAFMER . ARBE MG,
o REFRANNITINGF. (A ILEDA] LUERFES N R IRANAREIRF.

6. fEﬁEE\ PR RN ERRIAZ IR, WEEVMCHEEXEXIR, R ILIEERE L BIKIR LBRES X
Tlo

7. IRIEVMENERE. RPS BT SIETEERSY
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@ SnapMirrorfb F&4& 7. Eitt. FIBVMEZERIZIEH BT, WREERETHRIEFEZERFR
BVM, MEREFEXLEFMN. MWNZOERETEH I RIAIEDM.

M NetApp Disaster Recovery Onchestrator 5 Dashboard Do Resource Grouns Azplization Plans Job Monharing

Create Mew Replication ) i :
Pi « | Replication PMan and Site Datals « | Saiect Resource Growps o Set Duncutmn Ordar () St Vi Detasily *
arn

Replication Plan Details

Select Execution Order

Resouroe Group Hame Exogution Order @

DemoRG1 3

MNetwork Mapping

Mo mare Source/Destination network resources svailabin for mapping

WLAN 3378 sddc-cgw-network-1 Chlivte

DataStore Mapping

Source DotaSicre Destination Velums

DRO_Mini DCRO_Mani_cogy

-

8. EVMEFEAERT. ERILUEFAEVMHCPUMIRAMBEIA /), ERABIMERE BRI BRI HIT
RERE NATMEREE — I —YIEVMware BREZAMET, XZIFEER. LN ERATLUELEREATFR
B E EIMB B sIRFFBER (), SNRFEX FIRA R IR EEIRENEEFR B EIRFEITERE
2. EAJLUERERBRIT. FABERT. RASERTERZRAREEEFNEHINT; B2, LM
ERA] ABATIERIE

M NetApp Disaster Recovery Orchestrator o Dashboard Discover Resource Groups Replication Plans Job Monitering

Create New Replication Plan(~) Replication Plan and Site Details ~) Select Resource Groups <) SetExecutionOrder ) Set VM Details %
VM Details
3ums Q
Boot Order

VM Name No. of CPUs Memory (MB) NIC/IP =

Resource Group : DemoRG1

Mini_Test01 1 2048 State 3
® Dynamic

Mini_Test02 1 2048 SHiie
® Dynamic

Mini_Test03 1 2008 stalic 1
® Dynamic

9. BHBIEEFITRI

227



M NetApp Disaster Recovery Orchestrator o Dashboard Discover Resource Groups R lans Job Monitoring

Source Details Destination Details
E 1 G 1 E 1 @ 1
o Grou
Replication Plans Resource Groups s Al Fca el

2 Replication Plans a9 Create New Replication Plan

Plan Name

DemoRP (@) Source @) Active (i) Not Available On Prem Cloud Resource Groups

DemoRP () Source @ Active (Z) Heaithy On Prem Cloud Resource Groups

BIEEHITRE. ATLRIEEEFARIELIZIEDL. test-failoverE M migrateitf, EHIEFEIEINIR-HFELE
#%ikmiEAE]l. R ERSRFBISnapMirror Snapshotglzs. 3 Bl LU METE] R Snapshot@l 248 Hi&3E 45 E Y Snapshot
B (#ZEESnapMirrorBI R B HRER), MREBIHENGHSHRTEN. MEFEIASEHEHEIMNZE. N8 =%k
MalRE=EEEAH. DROERFAE R AR E S, BFEASHIITEIPIEENE Bt AN ERB NN KERZE.
B L BB bR S I M B e R AR

I NetApp Disaster Recovery Orchestrator Dashboard Discover Resource Groups Replication Plans Job Monitoring

Source Details Destination Details
2 UK of @ of @
Replication Plans Resource Groups Sites VCenters Sites Cerrare

2 Replication Plans Q 0 Create New Replication Plan

Plan Name Status Compliance Source Site T Destination Site

DemoRP (2 seurce ) Active (2 Healthy On Prem Cloud Resource Graups o)
Plan Details
DemoRP () Source () Active (® Healthy On Prem Cloud Resource
Edit Plan
Fallover
Test Fallover
Migrate

Run Compliance

Delete Plan
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Failover Details X

Volume Snapshot Details

O Use latest snapshot O
Select specific snapshot (O

Start Failover

A USSR BRI EHIT !

M NetApp Disaster Recovery Orchestrator b Dashboard Discover Resource Groups Repiication Plans Job Monitoring

Back
Failover Steps
Replication Plan: DemoRP
v Breaking SnapMirror relationships (in parallel) (2) Success 11.3 Seconds (D
v Mounting velumes and creating datastores (in parallel) @Success 34.7 Seconds (D)
~ Registering VMs (in parallel) () Success 13.2 Seconds @
v Powering on VMs in protection group - DemoRG1 - in target (-_7‘, Success 95.8 Seconds (O
v Updating replication status (%) Success 0.5 Seconds (O

ARSI, AJLATEVMC vCenter P BEIRERINE (VM. WL, #IEEFMERE). FINERT. VMEMEE!
TRARR,
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N NetADp Chitariey Becowm 'y Onbeeuld #loi

2 2 i e P ” -

o
? B
@ - R

m3 @ 22 i o it

1T L . S IN -

LLEEel T CRT
@ &3 o 45

= v By w Felvrm Wade

A UEERIT A ASRERE, TR ERS. AILUEREEERERELHMERFlexCloneXF. 5
BERBRAXNEEREIESARMY ., EREFIHIHER REEIERD

M NetApp Disaster Recovery Orchestrator Dashboard Discover Resource Groups Replication Plans Job Monitoring

Source Details Destination Details
5] 2 9] | & @ & @
Replication Plans Resource Groups Sites vCenters Sites vCenters

2 Replication Plans Q o Create New Replication Plan

Plan Nama Compliance Source Site =  Destination Site

DemoRP |"-_.} Destination (1) Running In Failover A (:) Healthy On Prem Cloud Resource Groups e

Plan Detalls
DemoRP (@ Source @ Active (2 Healthy On Prem Cloud Rosource

Reverse Data Sync

M NetApp Disaster Recovery Orchestrator ro Dashboard Discover Resource Groups Replication Plans Job Monitoring

Back
Reverse Data Sync Steps
Replication Plan: DemoRP
v Powering off VMs in protection group - DemoRG1 - in source ) Inprogress -©
v Reversing SnapMirror relationships (in parallel) + Initialized -®

FERk/a. SR LURA IR IRE S ARG E i o
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M NetApp Disaster Recovery Orchestrator Dashboard Discover Resource Groups Replication Plans Job Monitoring

Source Details Destination Details
2 1 -] & o 3"
Replication Plans Resource Groups e e — el

2 Replication Plans Q O Create New Replication Plan

Plan Name =  Destination Site

DemoRP () Destination () Active (© Healthy On Prem Cloud Resource Groups [ED)]

Plan Detalls
DemoRP () Source () Active (2) Healthy On Prem Cloud Resource

M NetApp Disaster Recovery Orchestrator b Dashboard Discover Resource Groups Replication Plans Job Monitoring

Back
Failback Steps
Replication Plan: DemoRP
v Powering off VMs in protection group - DemoRG1 - in target ( Inprogress =@
v Unregistering VMs in target (in parallel) ~ Initialized -
v Unmounting volumes in target (in paraliel) + Initialized -0
v Breaking reverse SnapMirror relationships (in parallel) ¥ Initialized -@
v Updating VM networks (in parallel) + Initialized -@
v Powering on VMs in protection group - DemoRG1 - in source + Initialized - @
v Deleting reverse SnapMirror relationships (in paraliel) + Initialized -
~ Resuming SnapMirror relationships to target (in parallel) + Initialized -@

7ENetApp BlueXPH. (18] LIERIEN &(E ST EIVMCHIEE &)W E TR Bk, £l EsEi5EA
5. DROR=ME BirEHalEE. Hk. EXNFAERNSnapMirror (8Snapshot)3= {5l €172 — 1 FlexCloneg
. FHAFFFlexCloneX%fil. X#FERE HAERTONTAP FSXMIEIMIER E, IR AIHRERSHRIER.
F B EMEERERE MR SR TIERARE.. IRV BRI I EEHRIT, o SRR AT MR R £ iRk
SHRFEEER. JLUBEMEDE. MAEMEIZHERAIX .
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Protected Vids

@: BE.. B>. B T .

Ermvironmants Topclogy Canvas Immersive View

-

vCentne Sumaiany .-". @ ‘.I . -
L /

B 3. @ 22 B ey e 8
5 23 o 45
T8 s =
FRRMGRE
MNSHZER G MERTRER—TREMNES. BAMs. ITALERMHELZLNEE S, —BfRE. MEEHRIPE

WMEMNITIERE. HLEBREKERT. Hla0. AERNEERHNEZRIREHNAEER,

DROFRIEEBNE M AR A AR EI R IRE R, NIMARRX LR, AR LU TIEREIME FIERIE1T BRI
BHME. UENARFRIIUEARZI-EREXMNUERILETIEE, X, ENREFAREI LR 2
FTHGE. HW RSB RBEARBRRIE R,
(]
* RSN EAFHIERE E/I8SnapMirrorE i,
* £/ Snapshot&| 4R B IhAEE RS EE (I P] FRYIE <o
* TR BmMURITMERE. TR, MENRZARFRIESBEFRERB LT IMNVMRENFRELS R,
* {EFONTAP FlexClonef AT LIEEHME . HEAFSEIEFNSE,
° EEESnapshot&l 4 & 4 #HE T RI XL,
° FERMERE M TIE7EA )8 52 & Hl R,
° RRMEMETIES Tt ERFR—ERATREME LIMITIER. HlaNDevTest. T2MIK. B FLEN
R EE MR,
* CPUMIRAMfL{L. mLEIIE BRI B R B R B B E = RN,
f£FVeeam ReplicationF1FSx for ONTAPIS K3 i 2 E|AWS _EHYVMware Cloud

5% . Niyaz Mohamed - NetAppf# /R A ETIEE
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757

Amazon FSx for NetApp ONTAP5AWS _EHVMware CloudfEr 2 — MNAWS EIBRIIMNIINFSEIRTEERE. %5
EEFEEE T NetAppHIONTAPXX R FHARE. TLUEIZEISDDCHIERE, EARFIRMT RIENSHEEEM
WIEMEELEEM. ZEMBEM IR FItERRHITY B.

JFFHEEETFTAWS SDDCHIVMware Cloud BIERMEIRE BARMIEF . BRI LUEEAFSx for ONTAPEIEIZ & @
SRS IRIERIEE =5 MRS S HIEIE. LR S RARHVMEFITNEE, @i ARINFSx for ONTAPEKIETE
fEZE. STEAWS SDDC H{ERAEESXiFNIRBAEMEMELL. TIELIMR AL ILIZE,

I EEE B FEPEVMCHER IR RIZRE R LIRS for ONTAP¥UIREZfEERITEVMEIA, Bt ZERT
EFHRHITRERE. ERAILER—IRBEN—NESETY REIAWS LRVMware Cloud,

)RR

ST BN fERIF Sx for ONTAPEIRBTZAEE LA X VeeamZ D FNE HITHEEN R EFVMware VMIE B R E
FEEE EIAWS _ERIVMware Clouds

Veeam Backup & Replication3z @13 M7 M2 E H SCIN A MV E (Disaster Recovery. DR). E il 1
BY. Veeam Backup & Replication=7EAWS SDDCEE# ERIBE RVMware Cloud ELAZAAIVMware vSpheret&zt
SIERVMBVEHEIA. HEZAIRSRIEBVMEEFRD

S HIrR IR E VRS B8] BAR(Recovery TimeE#R. Recovery TimeB#%. Recovery TimeBE#x. Recovery Time
B#r. Recovery TimeB#x. Recovery TimeB#5. Recovery TimeB#x. Recovery TimeB#x. Recovery Time
B%. Recovery TimeE#1%. Recovery TimeE#%k. Recovery TimeB#5k. Recovery Time IthE HIHFI AT HRER
ERBEEH. TrERFHTTUEAWS SDDC I VMware Cloud 1R B, Veeam Backup & ReplicationZi 14
ERIMEARER R, UEBTWANTIEREZHITES. Lih. EXRRTMELESNEIER. BIUERE

B RIEXHMHBFRHNVMFRIERAX . HEREIEATRE,

AT HHLIEEFIEL 5 BEENMNE R A LUK EWANADERSSFHMLZRHIFEN, Veeam Backup & Replication
HEFITEAEIIRE). XEKEEHRBEIRESFIEIRAITH. WREERESH. WolLLESHERE%
EIVMEZS KA & S 72 IR E VM,

HITHER B, E5MNEMTUISEERBEMNNAE. TS ERZ R ANEIRESHEMERIEER
TES, XEEARIEEEHI TN ME HREEMIX. EVeeam Backup & Replication®. #EEZAEHIE
mE B IRETRRE B, Ri#H—P 5. Veeam Backup & Replicationi2 it 7 Z kI K AMERE IR MM E 17

=
2o

[f£F8Veeam ReplicationFfIFSx ONTAP for VMCHI R E 17 =T = El)

1. Veeam Backup and ReplicationZX {4 1IE £ B8 1&E & ML EIZHN AR IR PIETT,

2. FRBEEFAWSHIVMware Cloud. iEZ& 1 VMware Cloud Tech ZoneXZE " (VMware Cloud on AWS
5Amazon FSx for NetApp ONTAPEERLEREIER) " BE#ITEIE. 1HEETFAWS SDDCHIVMware Cloud#
& FONTAPHIFSXECE AINFSEIRFEE, (RARMBEEIREMNIERITIMETRTREMRE, LEEI
BN, VMEHIEZZRILERE. HETLURINEMTR).

3. & B EH1E LIFEFE Veeam Backup and Replicationtl| ZVMEIZs,
4. BIEEEPEREISITRIF I TR TS
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o. RIEEMHTMATUMRBEIE. IHREEFVM,

Veeam VME I Z/iE B FONTAPEUIETF i FERIVMCHIF SXRIRTIZ S 4

1. HfafRVeeam Backup & Replication&F {43 VMEEZERvCenter LA &ZAWS SDDCEE FHYBEFRVMware =,
2. BINIRSIIXINBES AR FE B FRHIEIZEJRA B ARvCenter,
3. AT ONTAPEUBEEER BARFSx AR BBHI Al A= EIREZMEE EHIVMEIVMDK
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RTCO, TitfERAMHER. BrILLEEVMCLUKIER TFONTAP $IBZM#EENFSx. UEHRERLINEME. —

HHEMZEM U R BRI Z N =R E. TEAZNNEABEE U ESEMMEEE. FEAVMware
vSphereE . VMware vMotionE EENFCsEI A EZFENTHVMAERNEEZS T EMERE,

AXHEHNEREE!
* E. EAILUEFAmazon FSX ONTAP fE73VMC SDDCHI¥IBTFERE,
* ER] LUR MRS SR MR SR SR R DTS BIEFFSX for ONTAP BUETFEREZITRIVMC
* TR LR MY RAIZEMFSX ONTAP #iER(ERE. LUA R EZEHAEN A EM 1 EEK,
MEAEHENESR
BETREXRTIXEPFAEENESER, BHRLTMuLEE:
* VMware Cloud#4
"https://docs.vmware.com/en/VMware-Cloud-on-AWS/"
* Amazon FSX for NetApp ONTAP 14
"https://docs.aws.amazon.com/fsx/latest/ ONTAPGuide"
{VMware HCXF F$5E)

* "https://docs.vmware.com/en/VVMware-HCX/4.4/hcx-user-guide/GUID-BFD7E194-CFE5-4259-B74B-
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KFAVMwarefZ/ 25 ZBINetApp EE Z =
%P AzAzure | AVS_ I T 1EME;

R ANFF1Jetstreami#{TA MM E

BREME R n—f Mt HEFaM AR AIRIPLEAZ R IL = PHRT AR IF
EHBIINE R, FEAVMware VAIOIEZR, ATLUSAERVMware T HEH
Z|Azure BlobfFEHHITIRE . MMERAREME/ DI THIEERES. HLILEFESE
FIRTO,

AT LAfEEA Jetstream DRIE4ERE MNP EFIZIAVS. 1F5IZEHIZEIAzure NetApp Files I T{Efi %, BEIER
M E LS AR VHNERINA MU EFERLMAB TS MRS, Jetstream DRAEEAzure Blob
Storage B oS EIANFEIEIZ(EE, Jetstream MRS RIRIE ML IR IR 7 AIVMEAR X VMR iR 2 B 1R 2
mERZEM T, HIRHATE) =S LSE I R RF

EXHENEBT Jetstream RIEMEFIRIEFRIERE T EH MG,

BRI R BEFHR

1. EREREUEF O R E Jetstream DRI,

a. MAzure Marketplace (ZIP) F#Jetstream DRIFE. HIEIEEEEFPIE Jetstream DR MSA
(OVA)

b. EFI/OTf 23N ELAC B S B¥ (R 2k Jetstream VIB),
C. £5DR AVSEEHHREINXIHHECEAzure Blob (AzurefF K)o
d. BFEDRVAIREHDECE T HEECREINA BIBFHEERHZISCSITFERNVMDK),
e. S RIPIH(FEXVMEYA )H 52 BEDRBAKAzure Blob Storage/ANF,
f. BohRP.
2. TEAzure VMwarefi# R 75 FAE =z L& Jetstream DRI,
a. EARuNG <L REMACE Jetstream DR,
b. FNNMEEIAYAZzure Blob A28 H R IEIATUL I,
C. EREFTEMIDRVAILE,
d. FEAA ARVSANANFEIEZEEIEE R HES
e. EAZRIPEHEEROCVA (IREVA). LUEFEAANFEIEEEZEREVM,
f EFRMENNHREESIET. HABASHRTOEHVMEFEERNRME.
3. ERERMEMHAE. ALAMPERBEIEEAVS RIS 1k = iJAzure NetApp Files $IE1ENEE,

4. EZFRIPERME R AR ERERZRIFILR. ERMZH. BREHRELIPFTRNERESR G "5t
o " IbIh. EAI LB T etstream Softwaret Y ZE MK TE(BWT)RiH(HAzure BlobTFfE7E
5Jetstream DRI A S ERNIBTEMENREEFHE, TASEEEREANREGE. Mg
EH1Ti#Jetstream DR for AVS "Azure Marketplace"s, FHIEFERE. ST HRL ISR,

EAKREVM (1a0100% MM EIFI B EhRIFET. 1EfEAJetstream DR Automation ToolkitFRFY A I T
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@ MERISHENANRBURT EMHVMIFE. FIINFIOPS. BRE. MERFBTEXHIEEEZIR
). RTO%,

EREPEIEF O R Jetstream DR

Jetstream MM E R =N EBAHGAR: Jetstream MRS EIRARSS 28 FEHNIEE (Virtual Appliance.
MSA). KRS FEHi&E (DR Virtual Appliance. DRVA)FIEHAHE(/OTFES G E), MSABTEitE &R
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MR RERIF IR 2 Jetstream DR

1. KERHIRE M.

BTREMN TR LGARZ R BRI (A%, EENAFERIERA).
- ¥ Jetstream DR MSAZBEZ+5E & HIvSphere E Ao

- TEN B 23R E R EDNS R FRETIMSA,

- AIMSAZMtvCenter Server, BHITRE. BT TIFALSE:

. BiE Jetstream DR MSAH FMftvCenter Serverfg. 15{ERIvSphere Web Clientifiir]lJetstream DRid
%o LB SME"HIEFRO">"ELE">"Jetstream DR"R5ER LR E.

o O A~ W N

I g 9 [ A300-DataCenter | acTions~

~

~ ([ a300-vcsa.ehcde.com Summary Monitor Configure Permissions Hosts & Clusters VMs Datastares Networks Updates
~ [ A300-DataCenter —

[ A300-Cluster - More JebStream DR
) #300-esxio2.eh. A Protected Domains  Statistics  Storage Sites  Appliances  Configurations  Task Log
[] a300-esxi03.eh. Sdhedulad Tesks
[] 4300-esxi0d.ch.. Network Protocol Pr.. Site Details Alarm Settings
[[] 5300-esxi05.h.. Jetstream DR vCenter Berver Hosthaine 17221 253 160
(5 ANFJSDR-MSAQ Management Appliance Hostname ANFJSDR msa
(% AuctionAppAD Saftware Version 400443
Eﬁ AuctionAppA2 Subscription ID 00000000-0000-0000-0000-000000000001  Configure
% AuctionAppA3 Tenant I / Application 1D - Configure

& AuctionAppBO Application Secret - Configure

7. MJetstream R MM E REH. FEFENAER,

Configure Clusters

Select Al Clar Al Q

B Cluster Name & Datacenter Name &
1300 _c:.]s‘&!‘r -. ) i .- 3

8. EAI/OTm LR BEC B EE,
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Add Storage Site

Storage Site Type *
/4, Azure Blob Storage

fccess Type*

Key Access

Storage St Name (Provide a name to identify this Ste) =

ANFDemoblobrepo

Azure Blob Storage Account Name *

anfdrdemostor

Zaure Blob Storage Account Key *
v

Cancel | Add Storage Site

9. AN F M E ik s AYAzure Blob Storage.
10. MIEIEIN-FEPE R MV E FEIXI%E (DR Virtual Appliance. DRVA),

@ DVARILAEHCPTEEEIR. BXFPOCIHA. HITEWNFHEREMSITRERE BB
RIP>BERE>TEME)o

Jetstream DRVAR— M REEINIL & _Jﬁi_aﬁEEﬁ%'Ji_&EPE’Bé‘%ﬁlﬂﬁEo RRIPERONELBE—
"DRVA. BES M ENEE—1DRVA, ST DRVAEHLUEEZMZFRIFE,

Deploy New DR Virtual Appliance (DRVA)

1. General 2. DRVAVM 3. DRVA Network 4. Summary

Name ANFdemo001
Description (Optional)

Datacenter A300-DataCenter
Cluster A300-Cluster
Resource Pool (Opticnal)

VM Folder (Optional)

Datastore A300_NFS_DS04

Number Of CPUs 8

Memory Size 32GB

Management Network VM_187
Host(iofilter) to DRVA Data Network VM_187
Replication Netwerk to Object Store VM_187

Replication Log Network VM_187

Cancel

FEURAEITR. F80 M EHMAEIR T T TDRVA,

1. EFAVMDKM Al AV EF M E S IR I M E ZiSCSITEiE M AE N DRVASIEZEH B E £,

2. FERRIPEIETRA. ERAzure Blob Storagelfim. DRVASEBIFE K HEMHEXESEIRPIRRE
IR RIPE. RFRPEENERT— IS —A—ERFRIFRSEEML. FABERSERE R
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SERIFRIAF-

Create Protected Domain

1. General 2. Primary Site 3. Summary

Protected Domain Name ANFPDOO1

Priority Level (Optional) 1

Tetal estimated data size to be protected 1000GB

DR Virtual Appliance ANFdemo001
Compression Yes
Compression Level Default
Normal GC Storage Overhead 0%
Maximum GC Storage Overhead 300%
Replication Log Storage [devisdb
Replication Log Size 94.31GB

Metadata Size 31.56GB v

cancel

3. ERERIFHVMHBEHZFRIFERNVMERF, P IAETEERBlob StoreE HI%#E.

()  EERPEmHORTEVMESERERNRIER,

(D)  ESVMDKyERE LR HER L.

Start Protection

Protection Mode for seiected Vs

Write-Back(VMDK)

[J VMName 4 # of Disks... Protection Mode

i)
AuctionAppA1 o)
AuctionAppB1
AuctionDB1

v
Write-Back(VMDK) v
Write-Back(VMDK) v

AuctionLB1
AuctionMsSQ1
AuctionNoSQL1
Auction\WebAl
AuctionWehB1
Client1

Write-Back(VMDK) ~ ~

Write-Back(VMDK) v

v
Write-Back(VMDK) v
Write-Back(VMDK) v

L .}

v

e o R S R R

Write-Back(VMDK) v

noanD4

Cancel Start Protection

WISt ASEEERERESEREFME L.

@ B LR EISIEIT FARHITEE. MUENVM (RAMER)H#I1THAH. 9ERBBIRE UK
BEICPU/RFIREMIPECE,
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FEARunf £ EAzure VMwarefiZ 175 %= FAE =& % Jetstream DR for AVS

MEIERAVS) N — M REREZE. RAEIB— =T RN ARE, XA L RE b o Bhh IR H 1 TIREC
B, HPEFEU TR

* BITMRDEE. FhAiE. DHCPHIDNSEHARS S,
s ZRIERFAVSHJetstream DR

* ANFERCE REUBTFEMEE. H HmoreletStream DREZFHES X BAUAHIRTORIUIZIAS, 3T XL,
MR E IR, EXMERT. BIERANFEESEE,

() mEASENIREMSEE. SEIRNE. UARNSHBER,

RIESLATIRTOE K., AJLAEARISERSEEMATE)RERBR. MW TFEEZTHRTO. NEMEMRE
FFERBR S,
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WNAEFE = L2 Jetstream DR for AVS

E7fAzure VMwarefi# R A E FAB = L L% Jetstream DR for AVS. BT THE:

1. MAzure[ 1P A, #ZElAzure VMwarefR AR . EEFEMNE R, ARREFEITHO>REE>
JSDR.Configuration,

®

UTREHEERT FERETFDHCPHIPHINEHITRERNIE T,

Azure VMwarefi# R 755 FHHYERIACloudAdmin B &6 B ISR IR K L RIEA TAVS

#Jetstream DR, Azure VMwarefi2, 75 % @17 18 & B F Jetstream DREYAzure
VMwarefi#)R 753 Rundi <. A] LB H B ah &L Jetstream DR,

mm ANFDataClus | Run command

s -
PUckagEs P SrEITON Matu ST TT

2. SERERATAVSH Jetstream DRZE S, RIFTNI% 28, EiflalJetstream DR Ul iE%%FEISDDC

Datacenter > &> Jetstream DR,

JetStream DR

Protected Domains

Statistics

Site Details

vCenter Server Hostname

Management Appliance Hostname

Storage Sites

Appliances Configurations Task Log

Alarm Settings

172.30.156.2

anfjsval-msa

Software Version 4.0.2.450

Subscription ID - Configure

Tenant ID / Application ID - Configure

Application Secret - Configure

e Configure Cluster 4 Upgrade L] Unconfigure % Resolve Configure Issue Q

[C] Cluster Name A
[[] Cluster-1

Datacenter Name A Status A Software Version A Host Details A
SDDC-Datacenter @ Ok 4.0.2.132 Details o
V]
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3. MJetstream DRATEH. FINE T RBAIBERENTFMEIL =3 1TRIPEIAZzure Blob Storagetk . A5
B THEEIEET,

Available Protected Domain(s) For Import

Protected Domain ... Description Recoverable V...
ANFPDO000 Protected Domain TileO 20

ANFPDOO1 - 20
ANFPDO0OO2 Protected Domain 02 20

ANFPD003 Protected Domain Tile 03 20
<

4. SNZRIPEGE. BEDRVARE, EITHIH. AILIGEAJetstream DR UIMIRE R F IR THSEEE

Ko
() tALUsmCPTaRIH BT RS,

S. £ PIFRVSANSKANFEIRFMEE I ZEHI B S 5.

6. S ANZFIPIFHHEE IS VALLE B ANFEGRIZMEERE VM,

Continuous Failover Protected Domain

1. General 2a. Failover Settings 2b. VM Settings 3. Recovery VA 4. DR settings

Protected Domain Name ANFPD0O02
Datacenter SDDC-Datacenter
Cluster Cluster-1
Resource Pool (Optional)

VM Folder (Optional)

Datastore ANFRecoDsSU002
Internal Network DRSeg

External Replication Network DRSeg
Management Network DRSeg

Storage Site ANFDemoblobreporec

DR Virtual Appliance ANFRecDRVAD03

v

Cancel Back Continuous Failover

WIREEMER EERMADHCP, 3 EARBITAIP, RSN, RARIEER
(D) &P SIEERENVM (BESSERREBEE— SRNHBIP, REFAE.
HeIP Y EH T E E



7. AN BRI (R PR S SRR TS ) . FEULRAIP. R THRSBRS st
)o

JetStream DR
Protected Domains Statistics Storage Sites Appliances Configurations Task Log
Select Protected Domain: ANFPD000 ~  Viewall + Create ‘ il Delete = More
Mode Imported Configurations ] O Restare
Recoverable / Total VMs 20/ 20 Storage Site A 9 raiover
Owner Site RE!
=? Continuous Failover
=% Test Failover
Protected Viis Settings Alarms
Q
VM Name 4 Protection Status A Protection Mode 4 Details
AuctionAppAl & Recoverable Write-Back(VMDK) Details ™
Write-Back(VMDK) Details:

AuctionAppB0 @ Recoverable

EERI TR EREIRE
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SRR TER PR RS IR PR IR E
1. EREIFMRRIZRIPERF R EREEBD T 2B G, MR HIERTS,

@ %P;'EJFH FHITHRERZZITR. LUEREEIMLMAZzure Blob Storageli 2 ZIAVSEEE I E
g

@ FEAVSH R FFHNVME# TBIEZZ A SINEBRE). RIPRERIR
8. Jetstream DRIGULGHEIEE HIZEIAzure Blob StorageFHIMEN/[RIGE 25,

Force Fallover

Foree Fallover of Profecied Domain requesied. Administralor consent i
requinea!

Compiete cwnership of this Protecled Domain wil be taken over by this Ste
Are YOU SURE You wani 1o conlinge?

Cancel | contm |

Task Steps

@ Prereguiste checks

@ Frepate for rehydrabon

@ FPrepare Recovery VM IS0s

@ Recrealte Protectad Domain on DRVA
@ Prepare temporary Recovery VMs

@ Power on and refrieve Recovery VMS' P
@ Recover Viis' data trom Storage Site
@ Take Protected Demain ownership
@ Finalize rehydration

@ Initiaize DR Protethion Mode

© Clean up lEmporary Recovery Vs

0 Resume Profected Domain protection
@ Finalize recovered Vs

§ Apply DR resumplion storage policy

B Fiarile finhan

ES B RRER S A EE,

2. (E535ERE. HREMERIVM. W SSIG4EEITE BT,
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Continuous Rehydration Task Result

o Task Completed Successhugy

Protected Domain ANFPDOGS
VMs Recovery Status @ Success
Tatal Viis Recovered 20
TeSIFGP) Status;
Pre-script Execution Status B Not dehned
Rlynbuﬁlt Execution Status O Success
Post-script Execution Status D tiod defned

FURBHHENEITE. JURITHERE. VMRIPFERE. MeEHIE—E%.

3. MRAEIFIR, RIBRERINEMHFHEE, FJRFELARN/FEIERFIFERNEE, ALE. 7

BEEEH L Jetstream DRI,

@ AR vfERAutomation ToolkitH42 £8Y recovery _utility prepare_failback’ fiZs #5875
EREZFRIPESPEREFHVM. HEE%

4. IFRBRERNAEIFE. #EJetstream DR UL AEEFAERIRRIPE, ZERPERESITFHITR

[EIMER. TEUIRERSERE XD,

JebtStream DR
Protected Domains Statistics Storage Sites Appliances Configurations Task Log
Select Protected Domain: ANFPD003 ~  Vewal | + Create | W Delete = More
Mode Running in Failover ST/l 1130 S ] © Reslore
Active Sile 172.30.166.2 Storage Site A A o
Cwner Site REMOT
Recoverable | Total VMs 20420 € Faiback
Protected Yis Saltings Alarms
Q
VM Name & Protection Status & Protection Mode & Detalls
AuctionAppa3 © Recoverable Write-Back(VMDK) Details ~
AuctionAppa3 @ Recoverabie Write-Back{VMDK) Detalls
AuctionDB3 @ Recoverable Write-Back{VMDK} Cetalls
AuctionLB3 @ Recoverable Write-Back(VMDK) Dedails
Auctionhsa3 © Recoverable Write-Back{VMDK) Detaiis
AuctionHoSQL3 O Recoverable Wrilte-Back(VMDK) Details v

@ %PTEEJZE’JE&[‘EWE?I‘%‘JEEJFE FRIMVMEELEMX RFER O RIAVMwareIF 1R 1%
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10435k,

FTEREEIREEE. ARHIAEDWIRIFASE—EETRE,

Ransomware{i &

MEVERREFIRE TR —UIURENES, BAMS. ITALRBRERELLIREIR. —BHE. MNHEFERE
IR HEZERRENKRECRERENEERHIEIE SR EREHINAIER).

Jetstream DR for AVS5Azure NetApp Files #IBTEfi# 2 nl @3 781443 M BT BB Bl R iR & SRR RIX e (a) @R, LA
EEFENEIEAEMEIESETHRENS., BImME. NAEFAIUEEGTHHITEE. ANAXE
EfIREEI-mREd. MTAR2EIEE— L2895 RATEUENEMBENEE,

Failback Protected Domain

1, General 2a. Fallback Settings 2b, VM Settings 3, Recove ry VA 4. DR Settings

Frotected Domain Hame ANFPDO03

Failback Datacenter A300-DataCenter

Failback Cluster AJ00-Cluster

Fallback Resource Pool

VM Folder {Optionai)

Failback Datastore A300_NFS_DS02

Maximum Delay After Stopping B0 Minutes

internal Network VM_187

External Replication Network WM_187

Management Network VM_187 v

Fallback

fEFACVORAVS#HITR MM E (REEIZFE)
R
E%&: NetAppATIRavi BCB#INiyaz Mohamed

BRENEE ce—EERMEELFENNAN. AFRIPFLEMH G PSRN S RIS 4/
#0, fEBINetApp SnapMirror. A LIS AR EEZFEAZIBVMware TEH HE B E| EAzure BT
HINetApp Cloud Volumes ONTAP, HAEIEN BIZFEIE; B2 EKMRVMESXNfE, REMENKEFE
XA, BIEEMY. VMDK. NEERHIES. Ak, vILUERSnapMirrorld Kz Jetstream T4k E MR EB
E%ZCloud Volumes ONTAP B TEfaZk. RIBI*VM VMDK{ERVSANTZEE,

A RYHR 1 T EEFANetApp SnapMirror. Jetstream#lAzure VMwarefiiR A% (AVS)IEBIHITREMEN D H
Fiko
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Global Reach MSEE
=1 =
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Azure subscription ] v
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| Azure VNET | | Azure VMware Solution :
~ | ExpressRoute Gateway | i a avstsh |
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BCSL SMBICIFS, NFS ? g 2 : 4 i i
Rehydeaie | | Heplication
Replication
Jri3tream WAID Reglication ior vils 10
: Fallback 01
— _QNTﬁ\F' 510|’c1ﬂ-€ SFE’BH'I Arure Block
Blobs
mRyyN
BRig

AXHEELRN BN ARFRENFRAGAFEWITAFRRER). RIMREARSPFEIEEERSnapCenter #
TNREF—HHED.

(D IRERHEME =S EORMERRTR #ITERTR. RIBEFREPERAIBRLIR . KRR
(ESEER AR S AL SLANE D HRR,

BERIPIFESAzure BN Z 1832 1%#%. 1BfERExpress route 2B iR E B VPNM X EIAWAN, [
RIBAZBVLANIZ T RIS ER,

(D R AERERIER OEZEAzure B ZMETL. XERNTEEAXEPHRFEN IR, BXEY
BREREIAzureiE 574, 1S MAzure X4,

EEDRIERFZ
fRIRTS 2R ERERLR
1. BRFERAEBHSERPOERBISnapCenter &1L FATEF 4R,
2. TEAERZAYTT IR0 R IX I EE FR 55 FE Cloud Manager{EF IEFR9 525K/ \EZE Cloud Volumes ONTAP,
a. AEXMN BEREECESnapMirror,
b. E#rSnapCenter YR HRIE. LUBEIEITRIEL SEREf4& SnapMirrorE #.

3. EARZEIRF LR E Jetstream KM S 204 H BRI RP,
4. 7EAzure VMwaref R 5 R FAE =& Jetstream DRI,
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5. ERMEEHEAE. {EMACloud Managerfi#fiSnapMirrork £, HiRAR RN E L2 BIFE EAVS K MR S I
= HRAzure NetApp Files BivSANEIRTZAERE,

a. EINEENATEFEVMAYISCSI LUNFINFSIEE,
6. EXUEAMEZE. B R AEHFEL SnapMirroriE A 3 2R IE m SRR E o

BEFAER

£Azure LEEECVOH B EEHIZEICVO

F—F EB7EAzure LAZE Cloud Volumes ONTAP ("§%i%, "\ HERMERIIMENREBEREBENEES]
FlCloud Volumes ONTAP,

Health Status 2 Source Volume : Target Volume H : 2|  Last Successiul Transfer +

gosdrsgidt_scas_copy

gesdrsgidb_scdi May 6, 2022, 11:43118 AM
05 O K

() ECVBDRBE 17 seconds G snapmirrared
= Ataphck-a300e3u2s ARFCYOREEMO S L E o
geedraginid_scds_copy '
2 J.I e gestrsqihid_scab 7 seconds ietl snapmirrored PR A D, 102 AN
ANFLVODRDem: ntaphei-130063u25 B o R 722MiB
. gosdrsailop scdb copy .
() gesdrsgliop.scah -L - i -.Jb il 16 seconds idfe snapmirrerad Moy 6 AL IVAS AN
ntaphcha300eSus ANECVORETHeéric S THPITRERLe 130.68 KiB

ECEAVS EAMCVOLUEIA

IESDDCHREZ ENM N EZREZEAzure VMwarefi# R 5% FRSDDCEEHIA/ UK SDDCHIFFEIE
1TEdiEl, MFREMEMRALRE . XM PEEIRFIAEMTRERKZENS., SDDCRAILVNE=S
. EBIM RN ER—EHEZ ENEER

ZPEAVSEEIRRTE TEFURTRPO/RTOEK, fEBIAzure VMwarefimR A2 . R LIKRBIEZESDDC. U
B RN PR R E MR ES. RN EHNSDDCRITEERRN M KR T HESXiENMK L, BER. 7
ALESDDCH, XFZPEFRSRMRTOS L/,

REINNEZEETRE. SDDCULHRERIGISRNET, kB SANTEIR. AIEN=5HREBRY
N ERILGBIS A RINESIF S MRS TEAR MR EIREREE. MMEREFIERMR
MBI R Z B R ERIERENNIL, SFBVIELFRAEREFZMH. A UIRERS | SRR REIFR
FHILR A,

ERIEAVS SDDC (LIt REREXRRERTITEXTEE). 15BN " Azure EEFEFEE EIMLIF
15" BHERMR. EEIDEERE. WIFAVSEN LM FEIMVE T EETSEH Cloud Volumes ONTAP HRY
IR,

IEH3B2 & Cloud Volumes ONTAP FIAVS/G. i&ERVAIOHHIHF]ASnapMirrorE i AIEF &I A E &

F|Cloud Volumes ONTAP . FYAECE Jetstream. LUEBIEARS TIEAEIMERIAVS (BN AR
FVMDKEIVMFN BB R EEZEHIVM),
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EREREIEH O R & Jetstream DR

Jetstream RIEMERFBR =N EBAMBAR: Jetstream M E BIRARSS 22 EEINIEE (Virtual Appliance
. MSA). RiRE EiNi&E (DR Virtual Appliance. DRVA)AEALAHE(/OTFILERHEE). MSARFEIT
BEH TREMRETNANG. AEEEJetstream DRI, LEIIZMNT:

1. IEFIER M.

BTAREMN TR LR R B I,

. R Jetstream DR MSAZREZIIEE LB RIS NvSphere E o
- TEN R 2R ER EDNSZ B EIMSA,

. [AIMSAJERvCenter Server,

o o A W N

EZBE Jetstream DR MSAF FfflvCenter Serverfa. SAnZElvSphere Web Client#Jetstream DR
. B SMAN"EIERO">"EEE">"Jetstream DR"RFERLLLIRE,

B @ 8 € [hA300-DataCenter | actions~

~ ([ a300-vcsa.ehcde.com i Summary Monitor Configure Permissions Hosts & Clusters VMs Datastares Networks Updates
+ [} A300-DataCenter e

[0 A300-Cluster v More JebStream DR
[] #30C-esxi02 eh. Rlertn DRons Protected Domains  Statistics  Storage Sites  Appliances  Configurations  Task Log
[] a300-esxi03.eh. Schaculed Tesks
[[) 4300-esxi04eh.. Network Protocol ... Site Detalls Az Settings
[ a300-esxi05.eh... SeISEaEER vCenter Server Hostname 17221 253,160
5 ANFISDR-MSAQ Management Appliance Hostname ANFUSOR-msa
% AuctionAppAD Software Version 400448
5 AuctionAppA2 Subscription ID 00000000-0000-0000-0000-000000000001  Configure
3 AuctionAppA3 Tenant ID / Application ID - Configure
5 AuctionAppBO Application Secret - Configure

7. fEJetstream DREAEH. T TES:
a. FAIOTmER NG BEEEE.

Configure Clusters

selectAl | | clearan | Q

Cluster Name & Datacenter Name a
A300-Cluster A300-DataCenter

b

b. FIN{IF %S ik mAIAzure BlobTEfiE,
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Add Storage Site

Sorage Ste Type *

A Azure Blob Storage

Acoem Typa ™

Key Access

Sirage Ste Name (Provide & nam ko idenl)ty ihis San} *

ANFDOemoblobrepo

anfdrdemostor

Aaste Bk Sorage Aomont Key *

8. MIGEEM R BFIEHEN K HEME EIXILE (DR Virtual Appliances. DRVA),

() EREEMNITAEFRENIDRBAKE.

JebStream DR B
| Protected Domains Statistics  Storage Sites  Appliances  Configurations  TaskLog
| + ﬂ Naw DRVA | *upgrade W Uncorfigara Q
Name & Status & Child Alarm & Software Version 4 Details &
[ Neo DR Vinua! Apphance configured. _I
=+ Huiw Bopiication Log Volume |8 Uinconfiglire Q
Disk Path Name & Status Child Alarm & Size javailabletotal) & Details &
No DRVA selacted Select a DRVA 10 viaw rephcation log volumes.

Deploy New DR Virtual Appliance (DRVA)

1. Gengral 2 DRVA VM J. CERVA NEDWOTK

Name GCSDRPDON

Description (Optional) Fratecied Domain for Vs with ANF and J5
Datacenter AJ00-DMACeME

Chuster AJ00-Cluster

Resource Pool (Cptional)

VM Folder (Optional)

Datastore A3DO_NFS_vMotion
Number Of CPUs

Mematy Size

Management Network

Hostiofilter) to DRVA Data Network

Replication Network 1o Object Stors

Replication Log Network

9. ERTAEUEFEESIRIIAHZISCSIFME T RVMDKASNDRVARIEZEH HESE.

272



JeliStream DR

Prolected Domains  Stafisties  Storage Sies
»

--+mwymumai ® Uppuits W Uncentigurs

I+hananmwnn L JE SR

Dk Pam mame &
e

Repecation Lag Votume Detaits

Appliances

Chibd Alarm &
L1

Creia Alarm &
L1

Sal'm-l_hrlmn -
Apanu

Size (avasanie oal) &
179 88 GE / 200 GB

e e e P = e o

10. EZFRIPEHEITEA. {FFAzure Blob Storageitisn. DRVASLFIFIE HIHEHEXE EQIEFIERZE
M RIPE, SRIPIE X EET— N —ARNZRIFINBIEFVM. HAMBERZEHMIERERE

DB TR,

M. EBRERIPOVM. HRIBEBXREXLEVMO AN ARFAF. BINARREX.

Create Protected Domain

®
1. General 2. Primary Sie

Protected Domain Name

Priority Level (Optional)

Description

Total estimated data size to be protecied
DR Virtual Appliance

Compression

Compression Level

Normal GC Storage Overhead
Maximum GC Storage Overhasd
Replication Log Stofage

Banliration | ne Cira

Create Protected Domain

GCSORPD_Demod

Frateclion domain ANF

1000GB
GCSORPDOM
Yes

Dedautt

50

300%
[devisdd

anee

1. General 2. Primary Site

Compression

Compression Level

Normal GC Storage Overhead
Maximum GC Storage Overnead
Replication Log Sterage
Replication Log Size
Metadata Size

Primary Site Datacenter
Primary Stie Cluster

Storage Site

Enabla PITR

Yot
Datault
5%
300%
Idewisdn
50GE
J158GE

A300-DataCanter

ABD-Cluster

ANFORDemoF slovarSite

No

IR

150

A LEVM

SENEEZEAD. XEFEACUSHBMIRE. BIRERUKAITERE R HRITRIRNEN AIEFIE.

(D) BRESRPERIATEVMERERN R,
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2. HRBER B SEREES EREFME L,

Start Protection
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VM Narse &
Bl Waca2
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JebtStream DR

Protected Domains

Statistics Storage Sites

Select Protected Domain: GCSDRPD_Demod1 ~

Recoverabie / Tolal VMs

Appliances

M gl

Configurations

Task Log

Riemaining Background Data

S 05
Repiication Stalus oK
ac i 0B

Protected ViMs S

etings.  Alarms

:+Stan Protection | B Siap Piotection

T VM Name &
T GCS-DR-OC
| GCS-DR-LisvMa1
GCS-DR-SCA
| GCS-DR-SOLOY
| GCS-DR-WiInVMO?

14. EHI5ER/E.

JebStream DR

Protected Domains

Protection Status &

@ Initiaizing
@ Initakzing
@ initiatizing
@ Initaizing
@ Inifializing

Replication Status &

EMHRIFPRSEIME N A RS,

Statistics Storage Sites

Select Protected Domain: GCSDRPD_Demo0i ~

Appliances

Ve all

Configurations

Task Log

Replication Status

Recoverable / Total VM

Remaining Background Data
Cument RPO
N

Protected Vs Setings

| + Stan Fratection | & =150 Frotection

VM Name a
GCS.DR-DC
GCS-DR-LnVMO1
GCS-OR-SCA

oooo

GCS-DR-30LY
GCS-DR-WinVivD1

®

QPSS (et

Protection Status &
& Recovertatie

O Recovarabis
© Fecovershs
O Recoverabie
G Recoverabie

Raplication Status &

8K
B OK
GO
B0k
60K

Storage Site

‘Owner Site

Datacentar |\ Cluster
Point.in-time Recovery

Protaction Mode &
Wrte-Back(VMDK)
Witte-Back{VMDK)
Wiie-Back(VMDK)
Wrie-Back(VMDK)
Wie-Back{VMDK)

Configurations
Storage Site
Owmer Site
Datacenter | Cluster
Point.in-tima Recovery

Protection Mode a
Wirits-Back{VMDK)
Writa-Back(VMDK)
Write-Back{VMDK)
Wrie-Back{VMOK)
Wite-Back(VIADK)

| +¢
A\, ANFORDE
LOCAL [ 1722
A0-DataCen

Disabled

Background Data &

+ Craate |

Runining Tasks

Start Protecton (GCS-DR-SCA) 50%

Start Protecton (GCS-DR-Win. 50%

—n
Start Prefection (SCS-DR-Lin,. . 50%
——

Start Profechon (GCS-DR-DC)  50%

Start Protection (GCS-DR-S0.. 50%

Configuie VMDK Re  Complsted

B Deiste = More

5]

S\ ANFDRDemoFailoversite
LOCAL ( 172.21.263.160 )
AJ00-DataCenter | AS00-Cluster

Dizabled

Background Data &

oB
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[1:]
0E
oe

BITFMHITERE. UENVM FFAMELR)HITHH. RERBIREFLL
RAERCPU/INTFIRE UKRIPECE.

15 BFHRE. ARBEEITFMEEERUREETFRAE.

JebiStream DR

Protected Domains

Statistics Storage Sies

Select Protected Domain: GCSDRPD_Demol1 -

Recoverabie | Total Vs

Rephcation Status

Appliances

Vigw g

Configurations

Task Log

Remaining Background

Cuirenl RPO

Failover Runbook
Test Failover Runbook
Faiiback Runbook [
Memory Sefting

GC Sattings
Concurrency Sattings

Data

Settings Alarrme

Not Consigured  Canfiguse
Not Configured  Cgnfigirs
Not Configured  Configure
Net Configured  Configure
Configured  Configure

Not ConSigured  Configure

16. B HeIRAIZHFIA IR MANISTFME,

®

NRFE

Storage Site

Owner Site
Datacenter | Cluster
Point.in-time Recovery

Mz EBaiE T, HfRRunbookilA T BEEIERS S L.

L + Croate ._|

& Delota = Mare

/A ANFORDemoF alloverSite
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Fallover Runbook Settings

|+cru10 G;ouol A zan

[+] b Name #of VM... Power Off Retain MAC ...
© L] Indepenaent Vs 5

7. RIEFERFBEVMIRE, EEATMEVMNSH. SEBMINF. BiiERUMHRIEE). CPU

%L}L&Eﬁﬁaﬁ’\mﬁ% BEMA LM T ERERVMIBRIRE, LthIh ERMETATFREMACHIE
I,

Create Runbook Group

1. General 3. Edit VM Settings A. Summary
D retanmac O rower o

VM Name Boot Sequence... Boot Delay CPU NIC...
GCS-DR-WinVid1 "t 4 bs 2 Yow =
GCS-DR-SCA FL s 4 vigw
GCS-DR-DO 3 s 4 Yiew

i ©
GCS-DR-LinVMI1 s = s 2 Vigw
GCS-DR-SOLOT 5t 4 0s 4 =i L

O Resst

© Double chek on the codl o chck en tha up'down icon 1o change value.

18. BIUARARNENVMFRDELEFHFSIPHE, BEEMVBINICREFHZUF I EHIPHANISE,

276



Create Runbook Group

1. Genoral

Reatain

VMOo1
GCS-DR-SCA
GCS-DR-Linvia01
GCS-DR-S0 LOQ

GCS-DR-DC

1. Edit VM Setlings
D Power Off Vids

Boot Sequence.., Boot Delay [:01]
Lkt ) bs iz
2t 4 -3

it d

it 4

5T 4

© Uauble click on tha cell or cick on fhe up/down icon 19 change value.

19. BEAERHURFHEMEMYAINICIZE,

4. Suminary

O Resat

277



Configure Static IP Address

17221254 185
255.255.255.0

172.21.284.1

172.30.153.20

0 Funbook Group craated successhully

WE. WERBNREREEITFRIRSIIIANERE. KERENKEREREFMASERERRY
MIAVMAIR BRI EIE, AR E. AILUEE R HEN IS S HERFH I TR IR B E X EETT
FHHERIRE,
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EFhE =% i Jetstream DR for AVS

MEIRAVS) N — P EREXREE. RAE— =TSR, XA RE R B HIT
iCE. HPEEUTRA:

* B D ER. FHASE. DHCPHIDNSEHRSE
s REEHATFAVSHJetstream DR
* BANFEERENBIEE#ES

Jetstream DRZFHES XBEUARAEOETHIRTORI, WF XL, MLk EBinFE, EXMHER
T BIERANFIFERE,

() mrEASHEN IRERARE. SEUERG. UARNSTEER,

A

@ IRIESLAMIRTOZE K., &R LUE RIS B N EMARE)MERBIR. WTEEE
BIRTO. &N 7EME b R FHIERFEREFTK L,

1. BEAzure VMwareff R A E FhE = LR & Jetstream DR for AVS. EEARuntES. MAzure| JF A,
#E|Azure VMwarefifB R AR . EEREINE R, AEEFETHRS>HHFE> JSDR.Configurations

Azure VMwaref# /R 75 BIZRIACloudAdmin BB &8 B BRI R L IEEAFAVS
@ #Jetstream DR, Azure VMwarefi#, 75 2 @13 1F & B F Jetstream DRBYAzure
VMwarefB) 25X Runtpd. TTLEHH BohgeitJetstream DR,

UTREHESR 7T EAETFDHCPHIPHIILH{TZRNIE N,

Microsall Azure L e P i, hetvices, gt (os [G4)

= ANFDataClus | Run command

2. SERER TAVSH Jetstream DRZEG. RIFN %28, Eifla)Jetstream DR Ul 555 FISDDC
Datacenter >Ed&> Jetstream DR,
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JetStream DR

Protected Domains Statistics Storage Sites Appliances Configurations Task Log

Site Details _Alarm Settings
vCenter Server Hostname 172.30.156.2
Management Appliance Hostname anfjsval-msa
Software Version 4.0.2.450
Subscription ID - Configure
Tenant ID [ Application ID - Configure
Application Secret - Configure

‘ £ configure Cluster |~ % Upgrade Wl Unconfigure % Resolve Configure Issue Q
[] Cluster Name A Datacenter Name A Status A Software Version A Host Details A
[] Cluster-1 SDDC-Datacenter @ Ok 4.0.2.132 Details "

W
3. 7¥Jetstream DRFAEH. FTERIUTES:

a. AT RHABBEEE TR R

b. FRRAREMNIFERFOP. ERESANNZRIPE. ARREEHSAEE,

Available Protected Domain(s] For Import

Protected Domain ..

GCSORPD_Demo01  Protection domain ANF

#1T1R$PAYAZzure Blob Storagelk . ARz {THEITNIED,

4. BSANIELGHITIRE ., HE"ZEIPEHEDRHEIIRES
FRIERPIEEL IR ERREIPEHFAIMENVMTIR,

JetStream DR

Protected Domains

Statistics Storage Sites Appliances Configurations Task Log

Select Protected Domain: GCSDRPD_Demo01 ~ ey 3l

E—

Storage Site
Owner Sita

Recoverable / Totai VMs

Protected WMs Setlings Alarms o
VM Name & Protection Status &
GCS-DR-DC @ Recoverale
GCE-DR-LinVMD1 @ Recoverable
GCS-DR-SCA @ Racovérabla
GCS-DR-50L0Y @ Recoverable
GCS-DR-WinVMO1 & Recoverable {b
> SARMRIPEE. &IEDRVARE,

A LAEFACPTRIZAYITRI BaiHITRES B,

©
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| + Create |

£ ANFDemoblobreparec

Protection Mode &
Write-BackiVMOK)
Wiite-BackiVMDK)
Wirite-BackiVMDK)
Write-BackiVMOK)
Wikte-Back(VIMDK)

ERBERE. SEMN ERRRIPE RS

& Delete Swore
Doty
-~
v
Q
Detaits
Details e
Detaity
Diataits
Detaits
Details



6. {57 FHRIVSANSIANFEUETFEZE IR EH B S5,
7. SANZRIPEHERE S VALUEFAANFEIEZEEREVM,

Continuous Failover Protected Domain

1. General 2a. Fallover Settings  2b. VM Settings 3. Recovery VA 4, DR Ssttings 5. Summary
~
Protected Domain Name ANFPDO0Z
Datacenter SDDC-Datacenter

Cluster Cluster-1
Resource Pool (Optional)

VM Folder (Optional)

Datastore ANFRecoDSU002
Internal Network DRSeg

External Replication Network DRSeg
Management Network DRSeg

Storage Site ANFDemoblobreporee

DR Virtual Appliance ANFRecDRVADODS
W

| Continuous Failover

WIREEMER L ERADHCP. 3 EARBITAIP, ERDEN, RARKE R
() &P, SAEERENVM (BEBREFNRS)SBE— SRNHEIP, KETHE.
HeIPEE AT EE

8. AN M BRI R T (SR R RS R EHTE). EIRGIR. SR TIHEBRE (AR
)o

RERITE B BSESERBSMBIERBRABFAAR. EXMASERBRIERE
@ RHERNTBETEE, FREES(HN. AILURREEMPITRERETE, I

FERYECE IR TS, ARAWEERRRSTHEERGIET. REXESEMHE.

RSERIFERERTS . LB ZRIPVMBIFR BN ES RIS ik S (A FHIRTO),

JetiStream DR &
Protected Domains Statistics Storage Sites Appliances Configurations Task Log
Select Protected Domain: GCSDRPD_Demo01 ~  Mewall +creste | @Dsiele Slore
Mok NG configurations | O Restore
Recoverable / Total VMs Storage Site A4 ANFDIMODIONEROE <3 Failovar
Owmer Sita REMOTE { 172.21.263.1 )
=¥ Continbous Fallove:
= Test Failover
Protecled VMs Seftings Alarms o 0
Q
VM Hame & Prolection Status & Prolection Mode & Details
GCS-OR-DC © Recoverable Wrile-BackiVMDK) Detalls "
GCS-DR-Linvi01 © Recoverable Write-Back{VMDK) Detalls
GCS-DR-SCA & Recovarable Writd-BackiVMDK) Datasls
GCS-DR-30L01 8 Recoverable Wirite-Back{VMDK) Datadls
GCS-DR-WInVMO1 @ Recoverable Write-BackiVMDK) Dstails

PR REIREF . AIMUIRIEE#RE, SEHmMPESDPHNESERRER— M #EE0. HA
BRTHEREIREINIERFAES.
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RIS MR E

1. EREIMRZIRIPERB R E R (EBO R TEWE)S. &0 IEPMERN N BIZF &R SnapMirrork
A IafER Jetstream VML & B & 5575,

@ Replication

=l 3 ey 4.78 cis =8 0 ol 3 & B

B
Vishane ihelationships Replicated Cupacity currently Transterring Healthy Falled

3 volume Relatiorships Q¢

Hnalth Ststun @ SEUTTe Vol 5 Target Valume ¥ Total Trandder Time 2 ¥ Miirrer State x Lt Suecessiul Trammfer

RLscisgidt sceb cogy

o Eoadragidb_icds My 5, 2, TZORBAPR

) 1 seconds ! =
= PlapheLaIneo s ANFCVODADEMD S nREs ke S 3,66 K8 E
P 3
o Besdragiil sc4f Besdrsgihid scéb_copy Informatian
(=) R - siizs ANFOVODAD ST 4 manuibed 55 féconids il snapmirrofed
% » ma&l.
gesdrsafiog sedt_copy .
- gradrigiog scas 10 mickdes 18 idie smapmirconed
= Ataphcl-a3odedils ANECVOORDRE0 detands ' Revivrse REHTIC
3 3
€ ¥
Ett Sehedule

Ecl Max Transler Rase

Updste

Delete

Replication

3 el 4.78 ais =N 0 el 3 ® Y

Volume Relationships Replicated Capacity Currently Trarnsferring = Healthy Failed
Break Relationship
3 Volume Relationsiips | Q.
(e o]
Health Status = Source Volume Are you sure that you want to break the relationship between “gosdrsqldb_scd6” and
"gesdrsqldb_scd_copy™?
@) Besdrsqlidb_ses6 A May 5. 2022, 12:08:34 PN
naphei-a300e3u2s 33.66 KIB
Cancel
&) gesdrsqlhld scds o May 5. 2022120915 PN
— ntaphti-a300eSuz5 6354 KiB
o
csdrsqgliog scab copy
@ grsdrsqliog scdé i 10 minutes 18 May 5. 2022, 12:08:34 PN
) ANFCVODRDemo idie snapmirmored
niaphci-a300e9u2s seconds 104,34 Kif
« »
< >

()  usETEmbEDRT. UETFREIE,

2. 7EAVS SDDC (B i) LifElJetstream UIF AR A I IEFT5 T LSRR IEH TS, SR ERKER
EQEI|: NPT LAY

TESTRI PR ARSI BB IEEE 9. B LURITH RIS R E B E MR 151155,
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JebStream DR

Protected Domains Statistics Storage Sites

Select P 'D_Demo01

Recoverable [ Total ViMs

Data (Processed/Known Remaining)

Current Step

Protected Wis Setings Alarms

VM NHame &
GCS-DR-DC
GCS-DR-LinVIA01
GCS-DR-SCA
GCS-DR-S0L01
GCS-OR-Winviao1

Configurations Task Log

| +creae O Suoe

Continuous Rehydration In Progress ‘Cenfigurations Dotaily
Storage Site A ANFDemoblobreporec 2
Owner Site REMOTE { 17221.253.160 )
SZR04 /=R I8 THUE Datacenter | Cluster SDOC-Datacentar \ Chustar-1
Recover VMs® data from Storage Site@ Point-in-time Recovery Disabied v
Q
Protection Status 4 Protection Mode & Details
© Recoverable Write-Back(VWDK) Datalls i
O Recoverable Write-Back(VMDK) Retalls
@ Rocovarable Write-Back(VMDK) Bnlalts
@ Recoverable Write-Back(VIMDK) Catails
O Recoverable Write-Back(VMDK) Details

Complete Continuous Failover for Protected Domain

VM Network Mapping

Proiected VM Network 4
VM 3510

o 0

Other Settings
[] Pranned Failaver

HB Fatce Failover

Some VIES guest credential are required because of nehwork configurabtion:

Recovery VI Network
DRSirelchSeq

Cancel

Configure

Camplels Fall oyer

SREIMERBRETIMSABAAR. HAMELRNEEEERRIPERFAEN.

Force Fallover

required!

Site.

Are you sure you want to continue?

Force Fallover of Protecled Domain requested, Administrator consent ks

Complete gwnership of this Protectad Domain will be taken gver by this

Cancel Confirm
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Complete Continuous Failover for Protected Domain

Protected VM Metwork & Recovery VM Network
Wh_3510 DRStretchSeg - "

o 0O

Other Settings
|:| Planned Failover
Force Failover

Some VI's guest credenlial are required because of netwark configuration Configura

Cancel | Complete Failover |

3. R ERETME. BET—FHEHE. WIAMESTH. £5%ME. HREMERNVMLIEEISCSI
HNFS=IE,

@ BIERBRIAREANEREREFIET. AAVMREAME, RERPEFFIEVM
MESMERESR LS ERBREF MBI ERINESET.

BIERERBRBMARNRN, AR (USRI FiE(T Jetstream
(D) DR. LORZEMWURESIEM T R i b SRS TR, EIHER TR
HEERIBIRIESE B, EIR(EIT RIRA SRR,

Continuous Rehydration Task Result

Tapk Complyted Successiully with warmings

Frrotecied Domain GCSDRPDMZ
Vilis Recavery Status SUCERSS Wi WAITNGE
Total Vs Rocovered
WSS} with warning 2 iow
GL SRecoveryll Statys:
O"“-gﬂhiww Status O ol defined
Runbsook Execibon Status. & Success

Post-scrapt Execution Status O ot defined

4. MEEPWE. BRFRATNEFEERFERERE, EBRTRILERE. BRERRFHRERASAL

Server,
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5. ZREIAVS SDDC L EREHISnapCenter VMF B A RMEMEIER,
a. {#browserNifia]SnapCenter Ulo

Y hitps /e de-scdt gesde.com 2146 P-ax QO ges-dr-scdbgesde.com

Il NetApp .

SnapCenter®

Usemame gc&do..:drrénmmc

Password sscescssenee

b. FIRETEYP. SMIRE>2/RE>RHEME.
C. EERERARXERE,
d. BFHNA,

gi3-dr-scdhgerdecom 3128 Adminm 0 « @ © || [ SnspCenter

M NetApp SnapCenter®

Global Settings Policies Ligatrs and Access Fiokes Credentisl Softaars

Global Settings

Hypenizor Settmgs @ ~
Noufication Server Settings @ .o w
Storage Systems Configuration Settings @ b
Pure jobs Settngs @ o
Domain Settings ) ¥
CA Certificate Settings @ ~

Misaster Recowery

& Enable Disaster aui.:-'fcr\'m

e BER"niE>"El " UIIER S B RERARMEME L,
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[Z{EFENetApp SnapCenter 4.6 E S RASHITEEERMIRE, XTFIcaihkas. RNfE
()  FmARE—SRRE(ERSnapMimorEHl)., MR FTERMENVE 1 Rr e ST
B MBI o,

6. HafRSnapMirrorx % B ¥

(@) Re plication

ety

3 4.78 as 0 o E 0
Walbumie Relationships Rephcated Capacity Currently Transterring Mttty Fatiled
3 volume Relationships ac

Health Status = Souroe Vol 3 Targnt Volumd H Total Transfer Time = ¥ Mirror State : Lo Successful Transfer

grsdrsqidb_scéb_copy

(= Brscrsqldi scdd e May 5, 2022 120834 Pl
5] Il e iy
it maphel 130060475 ANFCVODRDemo & minutes 41 seconds idie broken-off 33.66 KiB

« »

b | gosdragihld_scdb copy L.

& csdraqinid_scdé o May 5, 2022, 1209:15 Pk
t"J g = 4 minutes S5 seconds idie broken-of -3 2045 R
e raaphi-a300e325 ANFEYGORDEMD 69.84108

< »

csrregBog sCdf o
e gesdraqliog scds BOOrqRR SR OR 10 minutes 18 i B My 5. 2022, 120834 P
- aphti-a300eels ANFCYOIRD=mO seconts J 10432 K8
)
& ¥

7. {EFEERMNIREIZRSIELUNMCloud Volumes ONTAP &2 3| B E SQLFEIMA.

#+ Disk Management = a X

File Action View Help
o mEm MO

Volume ] Layout | Type | File System I Status | Capacity | Free Spa... ] % Free
— Simple Basic Healthy (R... 450 MB 450 MB 100 %
- Simple Basic Healthy (E... 99MB 99 MB 100 %
= () Simple Basic NTFS Healthy (B... 89.45 GB 6703GB 75%
= BACKUP (G:) Simple Basic NTFS Healthy (P... 9.97 GB 9,92 GB 99 %
== DATA (E) Simple Basic NTFS Healthy (P... 24.88 GB 2457TGB 99%
= LOG (F:) Simple Basic NTFS Healthy (P.. 9.97GB 8.93GB 90 %
o Q

8. FTFFiSCSIBmTER. BRRITAIEMEZENRIE. AFNERIHCloud Volumes ONTAP E7N N H
INDWNE 472



iSCSI Initiator Properties X

Targets Discovery Favorite Targets Volumes and Devices RADIUS Configuration
Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target: Quick Connect...
Discovered targets
Refresh
Name Status

ign. 1992-08.com.netapp:sn, 547772ccc47811ecbb62000... Connected
ign. 1992-08.com.netapp:sn.aeab78ab720011ec939800... Recu-rﬁmg...

9. WIREADRZ AIfEMMERIRENR R AT IERFI B A

(Bl [ | =]ThisPC - ] x
Computer View ]
“- v o » This PC 3 w &  Search This PC 2
< + Folders (6)
= P ” Desktop '_-i'-é" Documents
Py =
& Downloads  # L=
‘:f Documents o
B Pictures 2 ‘ Downloads — $ Music
» 3 ThisPC
o Pictures . Videos
> g Network -
~ Devices and drives (4)
Local Disk (C:) DATA (E2)
H == I
Mg 571 GB free of 89.4 GB b Wy 345 GB free of 24.8 GB
LOG (F) BACKUP (G:)
[ ] | :
v 8.92 GH free of 9.97 GB W™ 9,31 GB free of 9.97 GB
| 10 iterns =

10. EFBEIMSSQLARSS 2;ARSS -
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4, Services — a X
File Action View Help
e mEBcz Hm >»enwpn
. Senvices (Local) | _
: SQL Server (MSSQLSERVER) MName - Description Status Startup Type Log *
1€, 5QL Full-text Filter Daemon ... Servicetola.. Running  Manual NT
mﬂthESEMCE OL Server (MSSOLSERY cend & Bosnine Automatic GC
Pause the service 3 e et SR o
Restart the service i}, 5QL Server Agent (MSSC ning  Automatic GCS
\.;’g SQL Server Browser ning  Automatic Loc
. £, SQL Server CEIP service ning  Automatic NT
Desciiption: £,50L Server Integration € aing  Automatic  NT
Provides storage, processing and - €9 ; 9 z
controlled access of data, and rapid 5}, 5QL Server Integration £ ming  Automatic NT
transaction processing. £} SQL Server VSS Writer L ‘ning  Automatic Loc
-EJ; SSDP Discovery * ning Manual Lec
i€}, State Repository Service ning  Manual Loc
€0, 5till Image Acquisition Manual Loc
& Storage Service Manual (Trig... Loc
s Storage Tiers Managem Hel Manual Loc
'-S;\; Superfetch P Manual Loc
o)} Sync Host_df23a This service ... Running  Automatic (D... Lec
{2}, System Event Notification 5.. Monitors sy... Running  Automatic Loc v
< >
'\ Estended A Standard /
Stop and Start service SQL Server (MSSQLSERVER) on Local Computer

1. BRSQLEREHBA

:1; SQOLQueryl.sgl - GCS-DR-5QL03.CarDB (GCSDC\adminnimo (66)) - Microsoft SQL Server Management Studio (Administrator)
File. Edit View Query Project Tools Window Help
0.0 8B 02 R Brevavey B2 X T "-|'9 -¢ - 8| -|
% cas - pEecte » v3BE|FEP @D T w0,
bject Explorer LAl SCLQueryl.sql - G...DC\adminnimo (68)) & X
Joe=*** seript for SelectTopNRows command from SSMS *="*=* !
- n
Comect> # ¥ 8 YO EISELECT TOP (1000) [Id]
f# W8 System Databases -~ , [Name]
& W9 Database Snapshots s [Price]
£ i CarDB | FROM [CarDB].[dbo].[Cars]
# ¥ Database Diagrams e o
£ B Tables
i System Tables
i FileTables
I External Tables 100% =
I Graph Tables EZ Resuts "
= B dbo.Cars e
® W Columns 'd-—} Have. | Price %
5 il Keys 1 [1]cat 1000
@ B Constraints - 2 Cxz 2000
@ W Triggers ¥ 13 [Gwd | 30
@ H indexes 4 4 Card4 4000
@ B Statistics 5 5 Cw5 5000
il \fgssr »
< = > @ Query executed successfully.

@ JFFNFS. EERmMountds S EZEEH F# /etc/fstab’ & B

o

B, AILUEEIEITIZEHHEIEREIE

i}
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ENSX-Tif. FIAGIE—NRIRAIE BB 1EMXRIRINSERBI) R, XiF A LARIRFR

@ BIFOHAILMEERE. EEREMTERBEIFEMIFIRRBA LR, XiF,
PITIEMER. EHERESEHIEIGRT X BROINL, HREREAREITIE
SEEIR. BRI R A LR AT,

FihRBHHEMETE. BRI URITHRIERE, JetstreamBFMEVMERIP. H B & TR ¥ SnapMirrorx

NO

1. BEARZIFE, RIBAERINEHHEE., JESFSELRM/ELIERRIFPESENEE, EXVE. T
BEEEEI L Jetstream DRI S,

2. iFiR) B REINNERIFIE. FEJetstream DR Ul. AEEFMERRRIPE, ZRIPILESITFHITR
[ERERE. EUIFEESRERE IR,

@ CPTARRYHIEIRE 1T XA R B F B ehVMR EEHIE M REFMERE IR IEVMwareif iR

=]
AYR1E,
JetStream DR
Protected D i Statistics Storage Sites Appliances Configurations Task Log
Select Protected Domain: GCSDRPD_Demo01 ¥  Viewall | =+ Craate ‘ 1 Delata = More
Mode Running in Failover Configurations | O Restore
Active Site 172.30.156.2 DG R /A ANFCVODR
Owner Site REMOTE { 1723
Recoverable / Total VMs 4i4 = Fallbal:lb
Profected VMs Settings Alarms 0 0
Q
VM Name & Protection Status & Protection Mode 4 Detail
GCS-DR-DC © Recovera ble Write-Back(VIMDK) Details X
GCS-DR-LinYMO1 & Recovera ble Wite-Back{VMDK) tail
GCS-DR-SCA © Recoverable ‘Write-Back(VIMDK) Datails
GCE-DR-8QLOT @ Recoverable Wite-Back{(VMDK) Details
GCS-DR-WinviMo1 @ Recoverable Wirite-Back(VIMDK) Details

(S AR VMRS RIS S P B S A VMSEORAIER, SERLILI AT
()  ZoeiansE: SESEREVMETRES. BRI SR E LR R
REPEHCEVMATFRIEEL, NetAppiZil1073%H.
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Failback Protected Domain

1. General 2a. Failback Settings 2b. VM Setlings 3. Recovery VA 4. DR Settings 5. Summary
Failback Datacenter A300-DataCenter b
Failback Cluster A300-Cluster
Failback Resource Pool =
VM Folder (Optional) =
Failback Datastore A300_NFS_vMaotion
Maximum Defay After Stopping 10 Minutes
Internal fbtwitk VM_187
External Replication Network VM_187
Management Network VM_187
Storage Site ANFCVODR
DR Virtual Appliance GCSDRVAQQZ E}"
Renlication Loa Storaoe idewisdb i

Cancel Back | Failback ‘

- SEREIEME TR, ARHRIAEMWIRIFREMEHE B,

Failback Task Resuit

o Task Completed Successfully

Protected Domain
VMs Recovery Status
Total VMs Recovered 4
GCSRecovery03 Status:

GCSDRPDO02

@ Success

Pre-script Execution Status © Not defined
Runbook Execution Status @ Success
© Not defined

Post-script Execution Status
o o

4. MEVME. B —REF(ES ENBERHEREI 7.

Health Status = Source Volume Total Transfer Time = Status Mirror State Last Successful Transfer +

Target Volume

gesdraqidhb_scdb_copy

gesdrsqidb_scab May 5, 2022. 12:08:34 PN —.
ot stes at i - (e
o ntaphci-30069u25 ANECVODADEmo & minutes 41 seconds hdie braken-ofi J366.48 (meel)
: | »
@ gesdreqlnid_scae gredrsglihld_sca6_copy Information
= ANECVODRDemo 4 minutes 56 seconds idle broken-oft
ntaphcl-a300e%u25
L L Resyne
csdrsqllog scab_col
® gratkaghig soas e %a i 10minutes 13 iefte broken-off
ntaphck-a300e5u25 ANFCYODRDemo seconds !

Reverse Resyne @
Edit Schedule
Edit Max Transfer Rate

Delate
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3 6.54 cis 0 o] 3 0
Volume Relationships Replicated Capacity Currently Transferring Healthy Failed

3 volume Relationships Q O

Health Status ¢ Source Volume s Target Volume s Total Transfer Time ¢ |  Status F Mirror State = Last Successful Transfer

gesdrsgldb_scé6_copy

@ gesdrsqldb._sc46 19 seconds idle snapmirrored May 5. 2022:11 :03:0&”\
ntaphcl-a300e9u25 ANFCIBORDET 5.73 MiB
>
gesdrsglhld scdé_copy
gesdrsglhld_scd6 May 6. 2022, 11:01:39 AN
1 minute 46 seconds idle snapmirrored
® ANFCVODRDemo ntaphci-330069u25 P 800.76 MIB
@ gesdrsqllog_sc46 S 51 seconds idle snapmirrored Mey 620221103150k
ntaphcl-a300e9u25 APIECUOORDRNG i 785.8 MiB
4 i »

5. EFTBRIMSSQLARSS 28ARSS .
6. WIFSQLERE R EME B,

% SQLQueryl.sql - GCS-DR-5QLO3.CarDB (GCSDC\adminnimo (66)) - Microsoft SQL Server Management Studio (Administrator)
File Edit View Query Project Tools Window Help
00 8 a2 RSP ANwuey AR XD DT

B -~

© ¥ % cae - pbecte » vIBE|FEP @D FE|En 0.

Object Explorer SQLQueryl.sql - G...DC\adminnimo (66)) + X

. femm=x= secript for SelectTopNRows command from SSMS *===**/
& ol i, S &L <G -..LELECT TOP fim:- [1d] ]
@ W0 System Databases A , [Name]
@ ¥ Database Snapshots ,[Price]
= g CarDB FROM [CarDB].[dbeo].[Cars]
i) ¥ Database Diagrams 678
= Tables
£ System Tables
iy FileTables
# 1 External Tables 1W0% -
@ Graph Tables BE Resuts gl
% HH dbo.Cars i s
@ B Views id.. Name Price
@ B Bdernal Resources ! [1 Car1 1000
@ W Synonyms 2 2 G2 2000
o] Programmability 3 3 Cer3 3000
@ 1 Service Broker 4 4 Card 4000
@ B Storage " 5 5 Cab 5000
i @ Query executed successfully.

BEHEMEREEFME. BRITRAENRTIZE. LUAHRXRLSRSHERZRHXR
HRERERFF—E,

EENTRAEFRFIRMEFERE EFEN _AFENACE. BEANITRAERES
1#21Fo

SR E A FOracleF MV AR . EMBVEIEER UM ERREERFENEMEMNBER.
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ERXBRILIEAIBIESHRZAL. BRENAMEXET EFRHEFNERTE,

AR = BN

s FHEESMEAEEBIEIREE/189SnapMirrorE i,
* {EFONTAP IRER{IREThAE S BET =] BT IE] =
© NTFE. B, MENNARRFRIESERMRERE LT NVMARERNE F B ST S B,
* SnapCenter EFFNZEVHIA=BHEFINE.
° XA LB B AN IR BBV SIRIRIT X S
o FERMEMRE M T Ve ER )8 52 & HlI R,

° ﬁ?@ﬁﬁﬁﬁ%ﬂ%ﬁa?WXEWELX%E'\JIT’F%’E\ BlanF R, 22t ERMALMLUREE N
Ti\o
* CPUMIRAML I RI@E S B3/ NV IH B S B SR B B PR R = Al Ao

TR-4955: ({EFIAzure NetApp Files (ANF)#1Azure VMwarefi2, X752 (AVS)#H{1TRIMEMRE )

{£%& . Niyaz Mohamed. NetAppf#RGFETIIES
BER

EHFHNZ NI ZEERRESFIHITRERE. B—MEAGHIEREENELFERAE. AIUFRIPIE
718 2 Uk s R AN SRR IR B 4 (BN $h 23 )RR, @i Azure NetApp Files (ANF)EEXIGEEH]. 71U
¥ 7EAzure VMwarefi# R 75 % (AVS) SDDCuL 5= _EfFFAzure NetApp Files EEANEAVSH = EHINFSEIETFE
FEE1THIVMware TEf EEHIF B inth E KIig R BIIEE ZRAVSh =,

KM E 4w HFIZF (Disaster Recovery Orchestrator. DRO)—H#E B UINMIZR RS R ) BFLEIME M—

NAVS SDDCEHIEIS—1AVS SDDCHITEfa %, DROFLEIHIIEFIMEXR. AR BEIFSEH IR
FiEE. BIEAVSEMVM. EETENSX-T (BIEEFBAVSIAE =) LRSI NSRBI E.
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West Europe — Primary Site AVS

BN
N

Source Prod Cluster

l_:—a

Region 1

A

| Weast Germany Central — Secondary Site AVS |
Region 2

A

e e o e — - ANF Cross-Reglon Roplication « — .= . = . = =+ = . = >0 !
:-_LE? r n Iy
Azure Nethpp Fies 5 § rseitopries. ||
ure i 3 re p Files
AvBingraed | & Bk s & | AVSintegrated
NFS Volume & f ‘ NFS Volume : |
ExprassRouts B i
Gy s |:
J -~
S o R T3 P S S
10.45.0.022 I_ 10.48.0.0422 | WMET

Whwite Erviraniment

issu 550 S50 ssD :

\'SAN Diatastare -

vCenter -

SBRRARR
2

AIFE SR A —AREEIY

~1 f=1 fi«

HEIESHNERRITIEEEEABXIZEH, i
ML RAzZUre VMwarefi# R 75 3 FhE = BFAzure VMwarefhE = 2 [B)ER B ExpressRoute 2 B 5EHl,

BB A AR R IRRIARSS E 1Ko

s HELU TR EAVSIE S FIEHAVSELE S,
* BB "2 RIBUSERNBIBETERNENEHIEE LT,

®

NI

AFFRERM BN iR

ZRZ Azure VMwarefB )RR

o "Azure VMware IR " (AVS)E

_ﬂ’/tb (=) EHE

Esm 550 S50 sw;

= vEAN Datastore =====

BEBRRE
n S

Target DR Cluster

F5 M, " Azure NetApp Files BlIEEES ",

. AITEMicrosoft Azure AR =HIRMHINEE S EAIVMware

SDDC, AVSZHMicrosofte EEIE L 1FH4 J:_TVMwareLlEE’J% FRRRAE . ©fERAAzure Bz, FH
b, BRI UFEBTFIHEEMEAVMware ESXi. BT EBRIATEERIVSAN KBTI ﬂ%ﬂJRéE’JNSK

[ 78 9% ] FMicrosoft AzureFY £ Ik &
EBRFHDBEM. Azure VMwarefiZ R 752 SDDC5Azure NetApp Files 1845

RIERFEE RN,

BEAzure LECEAVSTIAE . IBRRPHIT BEHITIRME "9,

fiZMicrosoft>ts, RAKMEEIREMNIETITIMERIBTREMRE.,

A, RISV EIER ORI R S F ENREAzZUre RS HE R 3=

IR MHE(EMRE. FIRPREN

" & FNetApp XXl "5, " 7
KBNS SRR BN AERIZ A

. HEAUERT BHEREZ . UEEREREEBHABRERD 15,

®

EH)9aRRAFR. DROZHFILAAVS SDDCEE, BIR AfmHIAR AR (1% TR e SDDCRILIAE,
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B EFNEIE Azure NetApp Files

"Azure NetApp Files" @—MEMEERN B RITEXHFHERS. REBAPDTEHITIRE "9, " BEEEAzure
NetApp Files F G HEL B AINFSEIRTFMERE. LURIKAVSIAE =EE,

79Azure NetApp FilesiR ISRV EIEEFEEE R ZEEH!
F—HRERAEHINENRBENIENBIEFHEEEIREMAVS T U R EIAVS — Rk NEKIEEH,

Home > Azure NetApp Files > WEANFAVSacct | Volume: repldemo (WEANFAVSacct/testcap/testrepldema)

D testrepldemo (WEANFAVSacctItestcap/testrepldemo) [ Replication

¢ | .0 Search () Refresh

A Overview

B Ba Access control (IAM)

w
B E Acivity log
%
P Mirrored Total progress 213G

® Tags

REBRND RFITIRIE ", " BIEERNFRKEEXEES, BRSEMNRSEIFIUS REE
MRS R AILEC, BR. MNTRFEERIBR. ErRILUERINERS R, ARER SRS 55" KESKFR
RHETR MEIRE IS o

() EBRASHXRRHRSE. KABLR

DROZ%E
EFAEADRO. EEIEENAzure B L EAUbUNUIRER LS. HBFHEIIREG. ARTENEE,
ElIE 7 e

* AT LR IR R IRRARS 14,
* R 5B B FRSDDC LA K Azure NetApp Files SEFIE L T iE HANERE,
* NRFEANIEDNSEFR. MIRHHITDNSHERT, TN, i&EFEAvCenterfyIPHbtLE,

IRERARER:
* Ubuntu Focal 20.04 (LTS)}gE IR E M LA MLE LTRSS

e Docker
* Docker—#RE

* JgChange docker.sock MILFMPR: sudo chmod 666 /var/run/docker.sockeo
() . deploy.sh MIBRRMITHRELBIRIRE o

FEBINT:
1. TEIEEEMN E THZER:

git clone https://github.com/NetApp/DRO-Azure.git
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()  RERREEERAVSIESKEREAVSIE AR SR, EAZFEES5SDDCHER.

2. REGESHE. BITHEMA. ARBAIHUP (. 10.10.10.10) o

tar xvf draas_ package.tar
Navigate to the directory and run the deploy script as below:

sudo sh deploy.sh

3. ERLLTEREIARUI
° HF®:. admin

°o BR: admin

M NetApp \

DROFCE

IEtfafic EAzure NetApp Files FIAVS/E. ERILIFFIGECEDRO. LUEEME TIEHH M EAVSIHRIREEIZ
FKAVSIEE, NetAppZRINTE ZZRAVSIE mPEFEDROMNIEHEIE ExpressRoute M XiEE. LUEDRONKIEA LUE
T RER 5 AIAVSFIAzure NetApp Files B3 1Ti815,

E—L B ANEE. DROEEBRHB AWM Azure NetApp Files #lAzure VMwarefiy R A %= AR, &0 LUET Bl
#i& & Azure Active Directory (AD)N FFEF LUK FREXDROFREIAzure EIE R Azuretk P IZ FERENR, &4
TRIRS EERHERAzureiTiR. HAEDEEEGRMBHEXINIENEEX ARG, HINEMBERIFEN. RASE
TERERESRS EAXBENEIE, BFEELEXLEERERNZIDRO. RAEA R H R R

BHITIRIE. BT R:

1. EFFRON B RITHDRO. HERBIABFR BME /admin/admin) o BRERG. BJLUERENERN
RINE B ZD,
2. ZDROIZHIGMA LA, P& Settings*EBIFR, FARIEREE &

3. BHAdd NewTiE. AEREASHIT BHITRE
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4. BENERE. BRNEXEFRENRAAzuUre Active DirectorylRSZ EARHIEE :
° EIRBR
° #FID
° BPE ID
° BPIHEH
° 3TIRID
tIEADN BEFR. ENEMRIES.

o WINEXRIEIIFAEE. ARBRHHFINERE.

i NetApp Disaster Recovery Orchestrator

Add New Credential @ Credentisk Detaits

Enter Credentials Details

Cradential Name

Subscription id

AINERE. BRI LI EAVSHE R ZHKAVSIE = (vCenterflAzure NetApp Files it P )H 4G E A0
ZIDROA, EFRIMRIESFBIRER. BEHRUTHE:
6. #ZF|*Discover (K IN)IEI £,
7. BE ISR
8. ANNLAT EAVSIHE = (T & FREE 9*Source*)o
> SDDC vCenter
> Azure NetApp Files 7Zfik
9. AIMLLTF ZLRAVSEL SR (TEEHI & PIEE 1* BT
> SDDC vCenter
> Azure NetApp Files 7Ffi&lik
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M NetApp Disaster Recovery Orchestrator ashboar Discover esource Groups Replication Plans Job Monitoring

Add New Site © sietipe (@) SiteDetsils  (3) wCenterDetai (3) Storage Details

Site Type

- O

Source Destination

10. BB RFAES, WNRFNIERET, ADSBERE, WESE MR,
() #TEFET. SN BOERARE,

1. E#ivCenteriF 5 2. Ak, IEMEAVS SDDCH THIFIRAFIZZFEIE. AzureKIFFZEIRA,
12. DROFIW T iZXIBNHIFABE RTASDDC, M T HIFIRAIEIFIEENFAE =ZURL,

13. 3N cloudadmin@vsphere. local BP&EE. ATMAzurel JFIEIEILLAR. BIRRARIRN D B#HIT
1RIF HE o AR, PEURS

N NetApp Disaster Recovery Orchestrator Dashboard Discover esource Groups Rephication Plans Job Monitoring

Add New Site (@D steType  (2) SteDetaits () vCenter Details  (2) Storage Details

Source AVS Private Cloud

Select Credentials Azute Region Azure Resource Group

DemoCred - West Eutope - ANFAVSVAI2

Add Mew Credential [2

AVS Details

Web Chient URL

ANFDMaClus

Usemname

doudadmin@vsphere.iocal

Password
seensssnnane

Actept self-signed certificates

14. EEAzUre FRAMINetAppK 7 EAEREFAEIFA(E S (ANF),
15, BEQIEIE =
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T NetApp Disaster Recovery Orchestrator

DemoDest Destination Cloud 1 1  hitps//10.75.0.2/ (2 success

DemoSRC Source Cloud 1 1 ew VI List * hitps//172.30.156.2/ (2 Success

A/, DROFMITEMAIL. HETREENREREIBREREENEKIEEIANVM, DROZBEIZIIVM
EFRRIMEEF M EH G HIE T,

MiNetApp Disaster Recovery Orchestrator ™

WA Lt

Site: DemaiRE | voenter: BEpL T2 30 156

W Pautertcs

@7 G e .

128 o IR
Dt

HO8ench 241 Mol Pratested 4 Powered On wipnlhd i o ] L3l 3
N0 SRE - 135801 } Mt Pretgeeeg D Powesed O HOANDS n BEM

CLASNS WELRT O Mol Preedted &5 Powerrs On wranliatation (] HIN
ICCASE-NE-RT 0 Nal Mededed 0 Porweeeed O vl bt L] L
A O ot Pratestaa 8 Powesed Om Erer, e

HEX Dema 1 0 Mot Frofesied 5 Poweres O Dm0 1 s

el auteite - | 1504-0.1 0 el Predeted D) Foweesed OO HCRNDS 14 AWt

T RRAFENVMIENRIRA D AEIEHINGEA T,
"R

ANEERE. BEMENVMHDARIRIRAR, FHADROFFA. ErILUG—AKBENHN D AZZEAD. X
LA S BRHIRF. BohiER KA E R HRITRY Al N A 2RI,

BRI RIRA, 55 L Create New Resource Group*SE 10,

1. jf5ia]*Resource Group*psFtE *Create New Resource Group*s
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1 NetApp Disaster Recovery Orchestrator

DemoRG DemoSRC hitps://172.30.156.2/

2. ERERAT, MTHRYIRPEFRIER, ARSE Create®
3. IRMFFAFMES, AFREE Continue*o
4. ERBRETHEEE HBIVM.

o. NFFBIEE EMWIER 5| RIRFF0*5 | SR (1), @diEES MEMTHIRERRRRKIKERHITF.
FRE REPMIRIRRIA B 793, TN T :

° BRI E—TEIMNL
o Default
° BRmiIsRE— I

N NetApp Disaster Recovery Orchestrator
Edit Resource Group (&) Resource Group Details () Select Vs © Boot ordder and Delay
VM Name Boot Order © Boot Delay (secs)
QALIn1 3 [
QALin 3 L}

6. BEIEARA"

i NetApp Disaster Recovery Orchestrator =

hitps/17230.156.27

SHitxl

EATHIEER ERENRE N BARFIITE. MTHYIRPIEFFEMBERvCenterF &, ERERSTELLITRI
PRZRA. R EENBREFMIN AR RMBEHNSHGI0. 5iEH2E. 12, F2BF). HHEEBR
NEE, BEEXME L, BSMEERITENEm£, AFEE New Replication Plan*,

BEFREIZEHIHR. BRMUTIE:
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1. SMEERTR, ARREEIRMERITL.

N NetApp Disaster Recovery Orchestrator Dashboard Discover Resource Groups Replication Plan Job Monitoring

Source Details Destination Details

1 |: f- ~ x
ﬁ Replication Plans Resource Groups 4 I a - :

1 Aeplication Plan

Ptan Name S | Active Site Status Campliance Source Site = | Destination Site

DemoRP (:-J Source @ Active %\, Partially Heaithy DemoSRC DemaoDest

2. f£*New Replication Plan* £, 7iZitXliRH—1&F, HEDEFRILR. XKEHvCenter. BArihmFxX
BXH9vCenterS RN 1R 2 RS

i NetApp Disaster Recovery Orchestrator Dashbaard

Create New Replication Plan @ Replication Plan and Site Details  (Z) Select Resource Groups  (3) SetExecution Order () Sex VM Detaits

Replication Plan Details

Plan Name
DemoRP
Recovery Mapping
Source Site Destination Site
DemosRC - DemoDest

Source vCenter Destination vCenter

hitps//172.30.156.2 . hitps//10.75.0.7/

Cluster Mapping

Source Site Resource Destination Site Resource

Cluster1 - Cluster1 - Add

Source Resource

3. MEMEITER/G, #%E#F*Cluster Mapping*s
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M NetApp Disaster Recovery Orchestrator

Create New Replication Plan @ Replication Plan and Site Details  (2) Select Resource Groups ~ (3) Set Execution Order  (2) Set VM Details

Replication Plan Details

Pian Name
DemoRP
Recovery Mapping
Source Site Destination Site
DemaSRC e | DemoDest
Source vCenter Destination vCenter
hitps://172.30.156.2/ - hitps://10.75.0.2

Cluster Mapping

No more Source/Destination cluster resources available for mapping

Source Resource Destination Resource

Cluster-1 Cluster-1 Delete

4 ERARARMEE" . RERE U,
5. R EARANPITIRST . (ERIOATE RS AR AR IR,

6. TRfE. BRRMRIHSERNBENHNIME, XKIRZEFEZHRAVSER LILE. EREMVIGFIXLEXIR, 5
PRI SRR,

7. RESIRIEFMEE I B chit R BUREFEERSY.

@ BXEEH(CRREERF#HT. Eit. HEEMENE LHNFIEVMEZEHZICRRER. 15
BIREFEE THIRFEENFEEMI. BNRSEETE B RIAIEML.

i NetApp Disaster Recovery Orchestrator

Create New Replication Plan (%) Replication Plan and Site Details () Select Resource Groups () Set Execution Order (1) Set VM Details

Replication Plan Details

Select Execution Order

Resource Group Name Execution Order @

|

DemoRG 3

Network Mapping

No more Source/Destination network resources available for mapping

Destination Resource

g
|

SepSeg SegDR Delete

DataStore Mapping

Source DataStore Destination Volume

TestSrc01 gwe_ntap_acct/gwc DRO_cp/testsrcOlcopy

8. EVMIFAERET. ErILUEFAEVM CPUMIRAMBEHIA /N, IIREERABIFRME 2BV HIBIRE
B B ERITREMENRN T ERE X —YEVMware EREZR 1. NtThaeIEEE A, Lhoh EaT L
B FRAR A IEE VMR B EIRFFBEIER (), MNRFEXNEEFRRAS | SIRFEZREERNASR
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BHITEMER, MWER] LUER—MIIETRIENRS 1 RIRF. FINERT. RASERTERIRAEEE)E
FERSISIRF. B E A LHRITEER.

M NetApp Disaster Recovery Orchestrator Dashboard

Create New Replication Plan (%) Replication Plan and Site Details () SelectResource Groups () SetExecution Order () Set VM Details x

VM Details

No. of CPUs Memory (MB)

Resource Group : DemoRG

Stati

QALIn1 1 1024 - 5 3
; ® Dynamic

Qatin 4 : 1024 o 3
= @ Dynamic

O BEQIRERITR . SIREHITRIE, ERILURERERNITHRERS. NidKERZ TS IED,

M NetApp Disaster Recovery Orchestrator

Source Details Destination Details

1 Replication Plan

* | Active Site atu tianwce e Site = | Destination Site

DemoRP @ Source ) Adive Partially Healthy DemoSRC DemoDest Retource Groups ) [

etz e R (et g Suani-ElEIN II%TE%H-%E’JH&EM 5 E ] LAMBY (B R R ERFPIE RIS E IRIR. WNRIGIE
S EM. HPRMEIAREHROEESMNE. NtEREmIEEE Ao DRomTFﬁﬁTﬁHE’JHTIEﬂ

R

/TN 0
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Testfailover Details

Use latest snapshot ©
© Select specific snapshot &

WEANFAVSacct/testcaptestsrc01 [ hietect

2023-04-28T11:31:55.000Z - gwe_ntap..

2023.04-26T11:21:54.000Z - gwe_ntap...

BEERERITY i ENECEAMA KR ZINIAEIERT, FJLS & Failoverd*Test Failover, ERILIFEESS
e EHEIE.

M NetApp Disaster Recovery Orchestrator =

Back
Test Failover Steps
Replication Plan: DemoRP
v Cloning volumes for test (in parallel) @) Success 0.7 Seconds (O
v Mounting toned velumes and oreating datastores in paraliel (2) Suceens 0.9 5ecands
v Registering VMs {in paraliel) (@ Success 0.1 Seconds (D
v Powering on VM4 in protection group - DemoRG - in target [in parallel) (@) Sutcess 0.1 Seconds ()

R MRS, BILATE Z4RiLSAVS SDDC vCenter (VM. MEFMEIREMEE)PEMENIE, KNS
T VMSME R TIEAHX AR,
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isaster Recavecy Qicheatratar -

N HetApp

=,

]
i
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o1 L F

mmemive Vo 13

Rurgaie genm Prams
7] Bsanning in Fadarer Mose

DEmans

(77 Dty

AILITEE SRR A BERE, MREENARERS. A ERIFEEREIRENHBIRHEIENS, S8
[ERBEXNHERESEINRT . EEERITFHER REHKERZT

Disaster Recovery Orchestrator Dashboard

M NetApp

E Replication Plan

1 Replication Pian

Plan Name Active Site

DemoRP ) Destination

(1) Running In Fallover Mod

Source Details. Destination Details

B @1 B 1
Sites vCenters

Sites

Compiiance

DemoDest

() Heanny DemosRC

TR TR, MRREERE LIBREIEAVSIER,

M NetApp Disaster Recovery Orchestrator Dashboard

Replication Plans

1 Replication Pran

= | Active Site

Pian Name:

DemoRP (©) Destination

(@) Active

Job Monitoring

Destination Details

B & B &
Sites wCenters

Sites vCenters

Source Details.

Source Site = | Destination Site

(2 Heanny DemoSRC DemoDest
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MiNetApp Ditsaster Recovery Orchestrator ™

@2 E 1 e | '
- %
A A
o2 Q14 i A
3 12 3 12

MAzure[ ], FATRIAEER. BERFASERITE —RKiLAVS SDDCHIEN BN EFIEITIR T ERTF.

ENLERERLZHAIE. DROAZIRGY BAREEEIEE, BRk. ESNMENBEXEEFIRREIZ—HE. H

Rz AFAEIEEFERE. SFSOBRRTEMTHTIMIETE. HRRFEISRENR. BFIRNZE. EF
PRl AT LATE RMEIRE MR B3 TAERARRMREIETT, I I T2 rT i RTE A £ sHIRE R E SR VRS |

AILUBRRME. MAREREI A B IEZRAIXE.,

#BERUMME

MEVERERIME TR —TURENES, BEAMES. ITARAEELURELSEE S, URERERSRE R
& SfARERMENIEABAZBERZERL (BN, BRI RIRSNED S ZRERINABERF).

DROAIFARLMEM AT BB R #HITIRE. NIRRT XER#, A, TEHEFRERIESTITENXIML
FILE. UENAREFAUERSTHEEERE. EFASRIEMEItRENRM. tEENREFRREHRT—
PNRERH T RHITEUEH RN RIS RS RIRBI BTN

it

Azure NetApp Files f1Azure VMware R3EME R R NIEREIUATHRE:

s FIAEMEAE®EEMAZzure NetApp Files EEXIHE Fl,

BT R B IRE MR E FME I AT A AT B S

* T2 BHHITELES R, WENEE. 1THE. MEMZAEFRRIEFBHRMERE EF VM,
* TEAHMEN A" NEIRBOIZHE T, BF2LEBEEFINE,

* B RSIIRE R ERIEEERIT R,

* RIS NN TR e 2 B B,

* BREMESEN T ERFRTIOEME ZIMITIER. FINALMIR. RENH. EAFARNIER LK
B2 Mk,

* CPURMIRAMIL ISR E BB N aViH B EEEE . BB TFRIRT M,
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MR EHENMER
ETHRAEXAIXHEFRERNESER, BERUTXHEH / SiMik:
* J9Azure NetApp Files tlIE2%& S
"https://learn.microsoft.com/en-us/azure/azure-netapp-files/cross-region-replication-create-peering"
* X1 EFIAzure NetApp Files &

"https://learn.microsoft.com/en-us/azure/azure-netapp-files/cross-region-replication-introduction#service-
level-objectives"

* "Azure VMware R 5"

"https://learn.microsoft.com/en-us/azure/azure-vmware/introduction”

* 1 Azure EERENECE EIMLIFIR

"https://docs.netapp.com/us-en/netapp-solutions/ehc/azure-setup.html"

s EFMEIEAzUre VMwarefiZ /R AR

https://learn.microsoft.com/en-us/azure/azure-vmware/deploy-azure-vmware-solution?tabs=azure-portal

fEFAVeeamE #|f1Azure NetApp Files#IEFE I KX E E|Azure VMwarefi# /R 75 2

5% : Niyaz Mohamed - NetAppf# /R A ETI2E
HER

Azure NetApp Files (ANF)#IEFEFERIREFMESITEDB. AAEMARRERETIEAZEIBIITRENR
att. EARPRMET RIBNSEEEFHEREMIIN. AR T ERRHAITT B. Azure NetApp FilesHE#F i
FER] B H L Azure VMwarefi#R75 5 (AVS) B AN ERVMwareIF 15 R MR E Uk = BIERE

A LAEAE T Azure NetApp Files (ANF)ERINFSEIETZEE BT TS I E = SRR R MREPE HIEK
B, MRMEVMESIThEE, BT FNAzure NetApp Files¥iETRERE. SHEAEE AEESXiTH KB MTFE
BIAzure VMwarefi)R 752 SDDCAELL. ©RILISEIR AR EE, XMAEMASRITH, iaBREEE—
MEREAIAVS ENBCE (3 NAVSTI 52 ) LA KzAzure NetApp Files#iEZEER =,

HEmR4ir— N BEAFAROANIRMAEMEE. LRERERS, MRBLLELFRE. KBRS
BRI LR RATEESAVS TN, —BRMBERBAMEERRF. RAETRITEEMAIUE T BEIR
RSB IEIR T,

AXHEEER

XA B Azure NetApp Files#iB1ZiEE S VeeamEZ P MEFILE S A, LUEEHAVeeam VME HI2R{4TH
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No.

Time
380 9.218014
381 9.2184880
382 9.218641
397 9.369035

IP addresses of the NFS client and CVS instance

Source

10.193.67.225
10.193.67.219
10.193.67.225
10.193.67.219

Destination

10.193.67.219
10.193.67.225
10.193.67.219
10.193.67.225

Protocol
NFS
NFS
NFS
NFS

Length
346
426
370
458

Genericized NFS call/reply

Info
V4 Call (Reply In

381)

iV4 Reply (Call In

ELE))

V4 Call (Reply In

V4 Reply (Call In

397)
382)

Frame 381: 426 bytes on wire (3488 bits), 426 bytes captured

Ethernet II, Src: IntelCor_7f:da:bc (9@:e2:ba:7f:da:bc), Dst:

Internet Protocol Version 4, Src: 10.193.67.219, Dst: 10.193

Transmission Control Protocol, Src Port: 2049, Dst Port: 738, Seq: 6305, Ack: 6569, Len:

Remote Procedure Call, Type:Reply XID:8xef5e998d

(3408 bits)

.67.225

GSS-Wrap

Length: 3@

G55 Data:

Network File System
[Program Version: 4]
[V4 Procedure: COMPOUND (1)]

850467 f000000200000080025913451ee1d43d298cF3031..
krb5_blob: ©850467ff0000000000080000825913451ee1d43d298cf3031

LR Tirne Source Destination
33 8.958480 18.183.67.281 18.193.67. 284
] 34 @.958764 18.193.67.204 ie.193.67. 201
35 B.9592E4 18.193.67.281 i8,133.67. 284
y Opcode: PUTFH (22)
» Opcode: SETATTR (34)
w Opcode: GETATTR (§)

Status: NFSa_OK (@)

v Attr mask[@]:
+ reqd_attr:
» reqd_attr:
» reqd_attr:
» reqd_attr:

@xe@l109lla (Type, Change, 5ize, FSID, FileId)

Type (1)
Change (3)
Size (4)
FSID (&)

¥ reco_attr:
fileid:

Fileld (28)

S232254126597892628

w pttr mask[1]:

VMware_a@:2c:2d (©0:50:56:a8:2c:2d)
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G353 wrapped NFS calls/replies with no other identifying information

Protoced  Length|] Inlo
NFS 454
NFS Jng
NFS 358

Vi Reply (Call In 32) OPEN StateID: @x@481
V4 Call (Reply In 35) SETATTR FH: @xEc@73l15a
V4 Reply (Call In 34) SETATTR

8x88boed3a (Mode, Wumlinks, Owner, Owner_Group, Space_Used, Time Access, Time_Metadata, Time_Modify, Mounted_on_Fileld)

l ~ reco_attr:

Mode (337

» mode; @644, Mase: Unknown, Read permission for owner, Write permission for owner, Read permission for group, Read permission for Dthers]

» reco_attr:

NumlLinks (35)

2 rpca__..‘!‘.tr:

¥ reco_attr:

Owrier (36]

Owner_Group (37)

» fFattrd owner: roat@NTAP.LOCAL

fattrd_ownar _group: root@NTAP. LOCAL

» reco_attr:
» raco_atte:
» reco_attre:
¥ rECO_Attr:
» FECO_ATLr:

VMM £E1E O

Space_lUsed (45)
Time_fccess (47)
Time_Metadata (52)
Time Modify (53)
Mounted_on_Fileld

{55)
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Failed setxattr operation: Invalid argument
Scanning ACE string 'A:: user@rwaDxtTnNcCy' failed.
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sh-4.1$ nfs4 getfacl /mixed
A::1ldapuser@domain.netapp.com:ratTnNcCy
A: :OWNER@: rwaDxtTnNcCy

D: :OWNER@:

A:g:GROUP@:rxtncy

D:g:GROUP@:waDTC

A::EVERYONE@:rxtncy

D: :EVERYONE@:waDTC

NMREJ R RIELACE. FAENAIRERERCEAMEZ; FRRAEXNATFACLEHIRTVIES, NRIKRETHE
BACE. NERFRERFIHRMRIREY. AIGESELE T,

ER—AACEMEE FEXAAHHT755. XEKE:
* FRE&RETENR,
* HEHRIE,
* HfthAAF Rk,

BR. BMENRIFRAT75FMAIR. iRt Al sE=E A Everyoneig B T B UIELMHRIEL,

NFSv4.1 IDIFBRET G %< 2

NFSv4. 1% B IDISMEIEEIEAR 2R BENRIFREIARINFSVA. 1EHN AR R EHLEMIIFAIEFNZ 7.
EXLERT. NFSVANRFIRIAFR AMAZ MMM — P2 F R BEHRFE KL IXECloud Volumes Service
Kl, NRICAFRZ/ABZFAIDFRBRASAE. N ithA A /A SRR H iR N E Fis £

HY /etc/idmapd.conf X 4 HFEEHI B IAnobody FA F o

ERRIEFHETE. SEFEALIDFENSR. LHIEEFEANFSv4.1 ACLF/EKerberosht, Alt. EfREF
im#Cloud Volumes Service ZBIFY—1%. LUEMETRAPMARTRE D, DAEELDAPARS B[R ERIRIRS
RS 2IKHIK R

Cloud Volumes Service {ERERASZAIAIDIEZ & defaultvdiddomain.com’s NFSE FimHIIDIEZ 1% B 2RIAIDNS
&, BEALUE fetc/idmapd.conf R FERNIEEEIDERZ,

NER7ECloud Volumes Service F/2F T LDAP. NICloud Volumes Service =B hiENFS IDIg{ERAIDNSH
ERIFEENNS. HEAZRFPHAZERNK. BFRIEE(1ERRRENDNSIFHIERZ T,

SR Cloud Volumes Service B] AT A S LDAPH B P ZsAEZFF. NEFEREFERE. MALEH
1} ID¥F 58 HIFE i AInobody, 1SR Cloud Volumes Service TEZASIX T LDAPH A ZIA P ZHAZFR. NEE
FB#FIDE. NFSEFIHRIEMEITIL B FROXIEMAFNFSV3TTA).
MRAEREFIBHINFSv4.1 IDIE LAITAZCloud Volumes Service HIEEFERANNES. ERBEIUTTN:
* 7£Cloud Volumes Service A B 7 B RIUNIXA P F4H (NEAMUNIXF P A E X Broot)1& #5a !
% AainobodyfE,
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* FNERNFSE FimFICloud Volumes Service Z[BIRIDNSIEAE. NEHBLDAPEBEARIUNIXA I @0

ECloud Volumes Service A2 & /1 {#EFALDAP)E 58! ¥515% SInobody,

* RBEAMEFBELDAPEK BERUNIXAFMAFER T IDEHENANFSEFis LSRN &M, NREFimL

T??Y_Eﬂ%ﬂ’ MR B REFIDo
THETRT ERBERNER:

# 1s -la /mnt/home/profl/nfs4d/
total 8

drwxr-xr-x 2 nobody nobody 4096
drwxrwxrwx 7 root root 4096
-rw-r--r-- 1 9835 9835 0
-rw-r--r—-—- 1 nobody nobody 0
-rw-r--r—-—- 1 nobody nobody 0

Feb
Feb
Feb
Feb
Feb

w W w w w

12

12:
12:
12:
12:
:06

07
06
07
07

client-user—-no-name

ldap-user-file

root-user-file

NRZ A IRIDEAARSS 2R IDEILEL. MR HFIRNERARAT:

# 1s -la

total 8

drwxr-xr-x 2 root root
drwxrwxrwx 7 root root
-rw-r--r—-- 1 9835 9835
-rw-r—--r—-- 1 apache apache-group
-rw-r—--r—-- 1 root root

BRIEREER U NERRILEFIFAER. 155

Kerberosfk#fix %

4096
4096

0
0
0

Feb
Feb
Feb
Feb
Feb

w W w w w

12:

12
12
12
12

07

:06
:07
:07
:06

client-user—-no-name
ldap-user-file
root-user-file

B I1"NFSv4.1F0nobodyA /40, "

MNRE TR FINFSEERAKerberos. NMICloud Volumes Service % MEB LU TEHE :

* Kerberos & F MRS (KDC)AActive Directoryis)

* Active Directorylsi. EAFFEREMEFR T B XLDAPINEEAIUNIX(S £ (Cloud Volumes Service FRFINFS
KerberosZEE A F SPNEIUNIXF P BRET A BEIE Hi51T. )

* B7£Cloud Volumes Service 3§_ EFHLDAP

* DNSHRZSHYACtive Directoryl3

NFSv4.151nobody A /4H

NFSv4.1EEBEFRERNE#Z —2. MNRIIRPER s BRIIXXH X HFFEE T user: group” combination

of nobody: nobodyo.

f5lan:
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sh-4.2$ 1s -la | grep profl-file
-rw-r--r—-—- 1 nobody nobody 0 Apr 24 13:25 profl-file

#FIDA 99

sh-4.2$ 1ls -lan | grep profl-file
-rw-r--r-- 1 99 99 0 Apr 24 13:25 profl-file

FERELEERT. XGagaEREBNEE. BRETRA nobody,

sh-4.2$ 1ls -la | grep newfilel
-rw-r—--r—-- 1 profl nobody 0 Oct 9 2019 newfilel

ERZIE?

NFSv4.19#9 nobody’ AR 5 nfsnobody B REl. &R LUETT id sF S REBNFSEF indNEliRzIE N

# id nobody

uid=99 (nobody) gid=99 (nobody) groups=99 (nobody)

# i1d nfsnobody

uid=65534 (nfsnobody) gid=65534 (nfsnobody) groups=65534 (nfsnobody)

fEEFANFSv4.16%, “nobody FIF 2 idmapd.conf XHEXKEHARF. AIEX AEFERNEAAF,

# cat /etc/idmapd.conf | grep nobody
#Nobody-User = nobody
#Nobody-Group = nobody

Nt AT KEZXMIFR?

AT EIZMF TR SEI R EEENFSVA. HRERIRBER. Flt. MRBMFFFHEAFLE. NWEIATHZ
Rz B P oaflie oy E FoA IR BB A MBI A RIS A XX REYA F o

NREEXHTRPERA /LA nobody' . MXBHEERENFSVAIPRNELERTRER Y, KOKN
SR LATELE RN 42

a0, “NRusert @CVSDEMO.LOCAL (uid 1234, gid 1234)IE7EiAiRISH. NCloud Volumes Service #47AE
53 Elusert@CVSDEMO.LOCAL (uid 1234, gid 1234), #N5RCloud Volumes Service H1FY -
JAUSER1@CVSDEMO.LOCAL. MAELE(KRERF15NERF1), BFZHERT. EaUEZE G LLAER
XHEFREIIUTRE:
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mailto:​如​果user1@CVSDEMO.LOCAL
mailto:​如​果user1@CVSDEMO.LOCAL
mailto:​如​果user1@CVSDEMO.LOCAL
mailto:​如​果user1@CVSDEMO.LOCAL
mailto:​如​果user1@CVSDEMO.LOCAL
mailto:​必​须​能​够​找​到user1@CVSDEMO.LOCAL
mailto:​必​须​能​够​找​到user1@CVSDEMO.LOCAL
mailto:​必​须​能​够​找​到user1@CVSDEMO.LOCAL
mailto:​必​须​能​够​找​到user1@CVSDEMO.LOCAL
mailto:​必​须​能​够​找​到user1@CVSDEMO.LOCAL
mailto:​必​须​能​够​找​到user1@CVSDEMO.LOCAL
mailto:​必​须​能​够​找​到user1@CVSDEMO.LOCAL
mailto:​必​须​能​够​找​到user1@CVSDEMO.LOCAL
mailto:​必​须​能​够​找​到user1@CVSDEMO.LOCAL
mailto:​必​须​能​够​找​到user1@CVSDEMO.LOCAL
mailto:​必​须​能​够​找​到user1@CVSDEMO.LOCAL
mailto:​必​须​能​够​找​到user1@CVSDEMO.LOCAL
mailto:​必​须​能​够​找​到user1@CVSDEMO.LOCAL
mailto:​中​的​用​户​为USER1@CVSDEMO.LOCAL
mailto:​中​的​用​户​为USER1@CVSDEMO.LOCAL
mailto:​中​的​用​户​为USER1@CVSDEMO.LOCAL
mailto:​中​的​用​户​为USER1@CVSDEMO.LOCAL
mailto:​中​的​用​户​为USER1@CVSDEMO.LOCAL
mailto:​中​的​用​户​为USER1@CVSDEMO.LOCAL
mailto:​中​的​用​户​为USER1@CVSDEMO.LOCAL
mailto:​中​的​用​户​为USER1@CVSDEMO.LOCAL
mailto:​中​的​用​户​为USER1@CVSDEMO.LOCAL
mailto:​中​的​用​户​为USER1@CVSDEMO.LOCAL
mailto:​中​的​用​户​为USER1@CVSDEMO.LOCAL

May 19 13:14:29 centos7 nfsidmap[17481]: nss getpwnam: name
'root@defaultv4iddomain.com' does not map into domain 'CVSDEMO.LOCAL'

May 19 13:15:05 centos?7 nfsidmap[17534]: nss getpwnam: name 'nobody' does
not map into domain 'CVSDEMO.LOCAL'

B IHMRS SO NEEAFPRIEMIIFAERNAR. BlEATREUTHS.. LBREFPIHEIINARP
5Cloud Volumes Service EEIFVAF EEGMHEREE .

* *NFSv4.x IDig, *&FPPif:. idmapd.conf file; Cloud Volumes Service 3 defaultv4iddomain.com’. &
FFIER. NRIELDAPSNFSvV4A. 1454, MICloud Volumes Service 235 IDIE 8 X I DNSHE g Fir (s
B, Zis 5ADIEAEE,

CHRPZNMFID, “XRETEFHEHRBFINMUE. HFARMIRSHXEE—client: “nsswitch.conf
/e A< passwdFlgroupXf4F; Cloud Volumes Service R AIFEXRILIEE. BEEALDAPESBEEHE
AN E R,

* MARMAMEFID, “XRE T EF WERARMNMUE. HABRBMARS FFXEE—Cclient: "nsswitch.conf

/e A passwdFlgroupXf4; Cloud Volumes Service R AIFHERILIEE. ESERERALDAPEBEIEHE
AIEECEA,

FENLFFRERAT. NREEFFIHRNAFRMATIRFPEE nobody'. MRIFER K7ECloud Volumes Service
FINFSE Fim Z B # 1 TR NABHIDER, EE%XMWER. BFERALDAPER FimfCloud Volumes
Service Z [Elf#ft AR FAE R

BEEXZ P ENFSVA 1R ZIRIDFETTE
WMRIEFERAIENFSVA.1. NISTENFSIEIEHRIE# TR IF-FERTRMET. S0 EFTR,

BR T {E 3 /var/log/messages' B3 ABENFSv4 IDRYRIFHEIR Z5b. EEBILUER "nfsidmap -I" ap L IAEF WL
FA P & B EFBRETEINFSVAIE,

fFlal. XE2FFiEAMAIEF LUK Cloud Volumes Service JHRINFSv4 x3EH fGer SR

# nfsidmap -1

4 .id resolver keys found:
gid:daemon@CVSDEMO.LOCAL
uid:nfs4@CVSDEMO.LOCAL
gid:root@CVSDEMO.LOCAL
uid:root@CVSDEMO.LOCAL

MREMNAPKRIEFHMSTZINFSVA.1 IDI(TEZSBIF /9 netapp-user’ ). MEEiR 1510 E—HEHHARE N .
AR SIRFEAAE 5 nobody: nobody’s

383


https://man7.org/linux/man-pages/man5/nfsidmap.5.html

# su netapp-user

sh-4.2$ id

uid=482600012 (netapp-user), 2000 (secondary)
sh-4.2% cd /mnt/nfs4d/

sh-4.2$ touch newfile

sh-4.2$% 1s -la

total 16

drwxrwxrwx 5 root root 4096 Jan 14 17:13
drwxr-xr-x. 8 root root 81 Jan 14 10:02 ..
-rw-r--r—-— 1 nobody nobody 0 Jan 14 17:13 newfile
drwxrwxrwx 2 root root 4096 Jan 13 13:20 gtreel
drwxrwxrwx 2 root root 4096 Jan 13 13:13 gtree2
drwxr-xr-x 2 nfs4 daemon 4096 Jan 11 14:30 testdir

nfsidmap -1 WMHSERBLETRAF pcuser. EASE/R netapp-user' ; XEH (1S H RN FHIE
ZAF(65534)0

# nfsidmap -1

6 .id resolver keys found:
gid:pcuser@CVSDEMO.LOCAL
uid:pcuser@CVSDEMO.LOCAL
gid:daemon@CVSDEMO.LOCAL
uid:nfs4@CVSDEMO.LOCAL
gid: root@CVSDEMO.LOCAL
uid:root@CVSDEMO.LOCAL

SMB

"SMB" %Microsoftﬁﬁﬁﬂ’ﬂ—ﬁﬂ EXAFHZ N __fl_l_L,(i(ﬂjj NSMBE F imig (it %
AR E S DRI, R, BIEMXEHRE, XEMXXHEFRE ;%f}b?ﬁ%)t'iﬁﬁ\ o

EUEEEZMHEZE M. #Lf—_f,\;f&nH‘WE?mf R RE S SMB—JLHET,V:.?ET tHIN
TEHNEFEFE. 8FEWindows. AppleFLinux® F o

Cloud Volumes Service x#5FSMB 2.1F03.xhRZAEI Yo

iREHlISMBHE

* YWindows B & 153K 1E]ICloud Volumes Service &Y. Cloud Volumes Service {#HCloud Volumes
Service BIEAREMN G ETHUNIXAEF &,

* YNREZE T IMBUNIXZ 1R IHIZF(LDAP). FBWindows/UNIXFFP Z4EE. MWindowsFFP &Z%1: 18
SEIUNIXBER&. MEEEAEMEE. BHELDAPE. Active Directory B TFHEE AP FI4EXT R AYXLEUNIX
B4,

. ﬁﬂ%Windows% RFOUNIXZFRALAS. M4 LDAPEZE 8 /81 Cloud Volumes Service f#FLDAP 2 #RER
SEE(ESN—T) "EHALDAPHITIEX FRZAFRERET™)
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https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831795(v=ws.11)

* INRKMEHALDAP. NIWindows SMBFAF &BR54ZICloud Volumes Service F174 /3 pcuser FIZRIAZSHIUNIX
AR, XEKREETZMIUNASIFIER, BEYE) pcuser BIA P EWindows B AR AISUNIXFRENE T
A9 peuser’s “peuser LA ZLinux I EAEY nobody’ A (UID 65534).

ENEASMBRIEREF. NHE#1T pouser G, BXEXREE. FAWindowsFIFMBEMBENRSERETR. 7
BRI ERASMBRYEHITNFSIAE, thoh. (NSMBETE IR G TR IANFSEIN NN E.

Windows#|FKerberos 5Active Directorylfii= Iz #t TP B BHRIE. XFESAD DCHITHF B/ZEBA
#i. AD DCfiiFCloud Volumes Service J2fjl5MEB, INERSMBE Fim{E A \\servername’ UNCER1ZEHE LT
&, NI&fERKerberos {933 :

* RSS2 B MIFTEDNS A/AAAAKE

* RS 2B[ B MFEEMAISMB/CIFSIAIRISPN
BJ#ZCloud Volumes Service SMBEET, RARIRB—THHEX CIEITENMKA ZFE " (Cloud Volumes
Service TEActive Directory FEIERAT) o " ZITENKF Bt ASMBHRZ R EEFE. FHCloud
Volumes Service FI|FEIZSDNS (DDNS)ZEDNSH SEZHNEHIA/AAAATIPTRE B .. HEITENMKF A L6152
WERSPNEHE,

() =oPTREE. DNSHR%E EXAEFECIoud Volumes Service SIPHILHIR FZEHIK

f5la0. ttCloud Volumes Service AL TFTUNCHEERR: \\cvs-east- 433d.cvsdema.localo

7EActive Directory®. X£t=2Cloud Volumes Service A FHISPNH :

PS C:\> setspn /L CVS-EAST-433D
Registered ServicePrincipalNames for CN=CVS-EAST-433D,CN=Computers,DC=cvsdemo,DC=local:

HOST/cvs-east-433d.cvsdemo. local
HOST/CVS-EAST-433D

XEDNSIER/REEKRLER:

PS C:\> nslookup CVS-EAST-433D

Server: activedirectory. region. lab. internal
Address: 10. xx.0. xx

Name: CVS-EAST-433D.cvsdemo.local

Address: 10. xxx.0. x

PS C:\> nslookup 10. xxx.0. x

Server: activedirectory.region.lab.internal
Address: 10.xx.0.xx

Name: CVS-EAST-433D.CVSDEMO.LOCAL

Address: 10. xxx.0. x

o#&. AILLUEIT7ECloud Volumes Service FASMBHEZ B A/ERSMBINZE RN AE Zihn)iTHl. iNRHEHP—
PN EARLZIFSMBINZE. MR RIFAIE,

EFISMBR& #1514
ERLEERT. NRELAFHECloud Volumes Service ERAMNITENMKA ZIR. NElttaEFLeERE, 7
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HMWER T, ERARBANRLAFRE—EGRENIHREBE. EXMERT. G LUEIESMBRZ.

MREHSMBEZRZANERZ. FILUF]EDNSHFHCNAMEIZR. a0, tNREB[MAZIR \\cifs ik
2. MARE \\cvs-east- 433d.cvsdema.local’. B E(EHKerberosH450IE. NIDNSHIERIIBA/AAAAIR
FEICNAME LARGARINEI IR A T EN K B ELfthSPN A i Kerberosifial,

cifs Properties ? X

Alias (CNAME)  Security

Alias name (uses parent domain if left blank):

=

Fully qualified domain name (FQDN):
cifs.cvsdemo.local

Fully qualified domain name (FQDN) for target host:
CVS-EAST-433D.CVSDEMO.LOCAL Ererasn:

OK Cancel Apply

X ANCNAME/GERBIDNSIEMEHLER
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PS C:\> nslookup cifs

Server: ok-activedirectory.us-eastd4d-a.c.cv-solution-architect-
lab.internal

Address: 10. xx.0. xx

Name : CVS-EAST-433D.cvsdemo.local
Address: 10. xxx.0. x
Aliases: cifs.cvsdemo.local

X ANNFSPNZERMAISPNEIf:

PS C:\> setspn /L CVS-EAST-433D
Registered ServicePrincipalNames for CN=CVS-EAST-433D,CN=Computers,DC=cvsdemo,DC=local:
cifs/cifs.cvsdemo. local

cifs/cifs
HOST/cvs-east-433d.cvsdemo. local
HOST/CVS-EAST-433D

TEEEERIRP. RITIUERSCNAMESSERSPNEERIEREIER.

431 4.156722 SMB2 308 Negotiate Protocol Response
432 4.156785 SMB2 232 Negotiate Protocol Request
434 4.1581e8 SMB2 374 Negotiate Protocol Response
435 4.160977 SMB2 1978 Session Setup Request
437 4.166224 SMB2 322 Session Setup Response
438 4.166891 SMB2 152 Tree Connect Request Tree: \\cifs\IPC$
439 4.168063 SMB2 138 Tree Connect Response
realm: CVSDEMO.LOCAL
v sname
name-type: kRB5-NT-SRV-INST (2)
v sname-string: 2 items
SNameString: cifs
SNameString: cifs
v enc-part
etype: eTYPE-ARCFOUR-HMAC-MD5 (23)
SMBE A IIER S

Cloud Volumes Service x5 LA TINEE "5 =" A FSMBE B IQIIE:

* LM

* NTLM

* NTLMv2
» Kerberos

FTFSMBH=ZifaRIKerberos S A IIER E R UMERAN SRR M SRR, BERAESHISMBIIZEG. £
LR E—T RS

Cloud Volumes Service FZFLMAINTLME I EERE M. NRKerberosEZE R H (FIENEIESMBS] &
» MHEZIFREELRE S SIS AREHME (BIZINTLMV2), BHFXENGNLZSERE. BAERE
tEActive DirectoryiF IR S22 AT ], MNREZA TIRGENE MR IRIESZE. FERIEMAEKerberos. MHEZEiHR)
¥R, AAEEAERRNEREBRIES £,
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https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-smb2/8df1a501-ce4e-4287-8848-5f1d4733e280
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-smb2/8df1a501-ce4e-4287-8848-5f1d4733e280
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-smb2/8df1a501-ce4e-4287-8848-5f1d4733e280
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-smb2/8df1a501-ce4e-4287-8848-5f1d4733e280
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-smb2/8df1a501-ce4e-4287-8848-5f1d4733e280

BX7EActive DirectoryPECE/EER XIFN I HIIERFRER. BB "WEL L LAN ManagerS {7 541E
R

PRIV

NTFS/S R

NTFSIXRZIEN AT ENTFSEAER X R LRI XA RAINIR, @R LUIE B4 5S4 P
FANTFSAR. HEIREN RVF 8 DAV R#HITIARIES

BEANRELE:
* EeiEhl
* 2R
* RENFIHIT
* JREX
REPAN

NP SAFRRNACE)IEENPRES, ZAP AT EEACLE, NTFSHPRERSUNIXIERMHEREINIE/S /T
ERENIQ. B el BRI ERAY BihniEsl (AR SFHASR"). FIaN"REXFREN". "SI H3/Mingk
", "EANBM"E,

PREUNIXIR IR HATRIE R B SNTFSIREARE (B30, BEFE AACLHEME MNARP AN RIEENRIIZEY
RBEM). 1B2. NFSv4.1 ACLIZHEMITHEESNTFS ACLAERE,

NTFSIURIEHZENRER LK. AISHENREGHEA. WTFNTFSIREM. REIERIR. Ft. EENXAIF
R, ERELEBFRHAEESBS TR2ITH"

NTFSHFEEWindows SMBZ Fimiss],

HENR

HEREENTFSIRE E M RIREVE/ e 2izhl). HAIZHISMBEZRIBRZE. KIUTFNFSTH RN
MBI TR o

EANFSEH EEEFNET P EH R EFE T EVBE EFRITHAR. ESMBREENRE] L,(LJITEJEHJZE
ZACLHR AP MLBEACERIEHIAE, 8 LAMWindowsZ P il Cloud Volumes Service BIBUNEEHE
ACL,

AIMBERT. HEACLAYNIEEACLEE AR T2 EHIfEveryone, WEAXHACL., BEHENREWHLZ R
RHTSHFARFTER o

Flan. WSR2 FFFiEEXCloud Volumes Service EXFACL. NIEMEREZACLIREN" BB =ITHINFRE
AN'. EELRFIHRCIESHFXEFT. SN TFEPRfT.
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https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/network-security-lan-manager-authentication-level
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/network-security-lan-manager-authentication-level
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/network-security-lan-manager-authentication-level
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/network-security-lan-manager-authentication-level
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/network-security-lan-manager-authentication-level
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/network-security-lan-manager-authentication-level
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/network-security-lan-manager-authentication-level
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/network-security-lan-manager-authentication-level
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/network-security-lan-manager-authentication-level
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/network-security-lan-manager-authentication-level
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/network-security-lan-manager-authentication-level
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/network-security-lan-manager-authentication-level
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/network-security-lan-manager-authentication-level
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/network-security-lan-manager-authentication-level

ecstatic-angry-jonarnar Properties X

General Publish Share Permissions  Security

Group or user names:

Add Remave
Permissions for Everyone Allow Deny
Full Control bl O
Change ] O
Read = O

o o | [

ecstatic-angry-jonarnar Properties X
General Publish Share Permissions Security
Object name:  WCVS-EAST-433D\ecstatic-angry-jonamar

Group or user names:

a CVS-SVC
‘ Justin Pansi (pansi@cvsdemo local) |

To change permissions, click Edit.

g

Pemissions for Justin Parisi Allow Deny

Full control iy
Modiy

Read & execute
List folder contents
Read

LLL

For special permissions or advanced sattings, chick
s Advanced

o] oo | [

v U | Search ecstatic-angry-jonarnar @

Date modified Type Size

= v P L » Network » cifs » ecstatic-angry-jonarnar
o~
Name

3 Quick access

B Desktop * This folder is empty.

¥ Downloads g

5 Documents A

- Destination Folder Access Denied X
&= Pictures b 4

System32 / You need permission to perform this action

%8 This PC {J

w GFCCache (D2)

¥ Network Q

ecstatic-angry-jonarnar

Try Again Cancel

ERT/REZTEMER. BRITUTERE:

* MEZMXHACLFMIFREVeryone. TR ABF HAEIZEHZiHRINE,

* EREHTT
ZACL,

* AN HEAR_ ERIACES
I ERFARTIG TS,

IBEEH. MARERE AR, UWETEE. HMRMERAIMAFERE. LUERIAEEHS

7~

TRRBIMERNENLZRR. HBENBEEXXHNIRNABAMAAR. LUK

c BEENERAERNELACL. BAENSBEAFACL, REIFEREIMAF KA TRIF R GRS ER

mﬁ*ﬁé@,ACLo

* BHEAER "ACLAA" EIIRIBNEE ; AXHHRERZHERUENTNEREWRAITEEREZERN
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Backup Users

Provide a comma separated list of domain users or a domain group name that require
elevated privileges to access volumes created by Cloud Volumes Service.

~ Accountnames
administrator,cvs-sve

Security Privilege Users

Provide a list of comma separated domain user accounts that require elevated privileges
to manage security log for the Active Directory associated with Cloud Volumes Service.

~ Accountnames
administrator,cvs-sve
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Backup Operators Properties ? X
General
@II Backup Operators
Description: ‘ Backup Operators group
Members:
&', CVSDEMO\Administrator
& CVSDEMOl\cvs-sve
Changes to a user's group membership
Add... Remove are not effective until the next time the
user logs on.
OK Cancel Apply Help
TRETTEIABUILTINAMFIR AR BIARINBI A F /4,
ZHI/BUILTINZA EININD A
BUILTIN\Administrators * I\ IR 5
BUILTIN\Backup Operators* I
BUILTIN\guests B\ F R
BUILTIN\Power Users I
BUILTIN\DomainFi E\E AR P

*4B R B3R A& TECloud Volumes Service Active DirectoryiE 280 & 5,
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eI UEMMCE O EFEAMB P A (URAMR). BREEELITH & RN MbR A R e ECRA L R A
RINBERT. REEEERANBEERASRMEICIoud Volumes Service FRIBUILTIN\AdministratorszH., H

Al f&TE BRI E,

& Computer Management CVS-EAST-C208) || mame Full Name

~ i System Tools B Aciministrator

Deseription I Computer Management (OVS-EAST-C208) || name

. Cescription
Built-in adminkstrator account « [l systemTools | S Built-in Ad
+ () Task Scheduler () Task Scheduler | & Users A ek
; Event Viewer ; Evenk Vigwer !*Gur&h Built-bn Gisests Grodp
. Sl.m;i:mm .. 9__“;:::‘1“ :@Pcwausm Restricted administrative privileges
:; Sessians : Sestions | 8 Backup Operators Backup Oporatons group
! Open Files 2t Open Files
~ ¥ Loeal Usors and Grougs « % Local Uers and Groups
. Users L Users
2 Groups | Groups

Administrators Properties

General

*{I Administrators

Members:

Built-in Administrators group

A Administrator

CVSDEMO\Domain Admins

Remove

394

Changes to a user's group membership
are not effective until the next time the
user logs on.

Cancel

Apply Help
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@ Shares
] Sessions
| Open Files
» ¥ Local Users and Groups
) @3 Performance
-.'..; Device Manager
‘;‘_,,"i' Storage
s Services and Applications

& Computer Management — O w
File Action View Help
& HHE 6= 5|
2 F!O"”F‘Uter Management (CV5-EAST-C2DB) Share Name  Folder Path Type # Client Connections Description Actions
v [l SystemTools g5 S A Windows 0 Shiates =~
) @ Task Scheduler . . y . ) —
| cvs-parisi Chevs-parisi Windows 1 M v »
Event Viewer . ore Actions
. a2l dgeyer-sm.. C\dgeyer-smb-test ~ Windows 0
~ a| Shared Folders iy i
Al ipcs Windows 2
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& Computer Management = O e
File Action VYiew Help

on 5@ = BE

& Computer Management (CVS-EAST-C2DB) User Computer Type # Open Files Connected Time Idle Tim | Actions

v il System Tools &, parisi ok-activedi.  Windows 2 011515 000000 | Sessians -

(2 Task Schaduler ! e : .
S0 &, parisi ok-activedi. Windows 3 010108 003258 e Akt N

v | Shared Folders
g% Shares
. Sessions
. Open Files
* Local Users and Groups
@.‘ Perfarmance
,!. Device Manager
+ 9 storage
_{!} Services and Applications
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4 RC4 HMAC
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DirectoryHILDAP,

E{HFActive DirectoryfE/JUNIX LDAPARS 28 SN MEEZRFTUNIXE M B P MA BEFHERUNIXE
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FPHBIEFFRIERN R/ Active Directory B U NRE N EBMEM AR,

B XTEActive DirectoryPIKELDAPEMAIFMERE. BEN "EIENMNIAER,
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uidNumber* FEEUNIXFFBEFID
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BERmRiEeet EXLDAPERMNSIERE T ES

FANER. EEHT), W

S Active Directoryi’

k. CVS-Performancez

FLDAPE &, CVS-SWAR

FHFLDAPE B, IFiXF

FhARSZ LB, BEIALIF

Fit,

LDAPH: 7V ERER fFRZ 1 LDAPARSZ280Y, false
MREF RSB 23
REIZE. WENEERD
BEAWFRE FPims | BYIERS
MEMMLDAPARSS
2%, Cloud Volumes
§fwice EETES 25318y
BEo

¢H Y B3 AR T IR RET—1TBEENLDAPE XKIEE
Rimikes. FATMLDAPAR
SREWAMRAR
#&. Cloud Volumes
Service HFi R Z#¥F,

AEILIERR?

iyl

7]

{EFILDAP#1TIE 33 HR 22 FRARET

AINER T, Cloud Volumes Service =X MR A ZHEEIANWindows AP AMUNIXFAF . MEAFFHEE. R
ZCloud Volumes Service AJ LUK EIEMAIUNIXFF (EFLDAP). Fi=#1T1: 1R2RIRGY, Fla0. sNR(ER

T WindowsF F johnsmith’. MENERCloud Volumes Service FELDAPH#Z4Z /9" johnsmith BJUNIXE . MiZ
R BERIRGHERTH. W johnsmith’ BIZBIPFE X4/ XHFZE2REMIAFFREN. mA. TieERM
FENASHMY. 820 johnsmith IR ACLERIG S &S, XFR ST FRR FRARET

JEFFFR R FRIRGT B IEWindows FE P FIUNIXF F B4 RILEHE R, Fl90. SRR WindowsHA F johnsmith BIUNIX
B%79 jsmith’. M Cloud Volumes Service FE T f#Itt LA, HTFCloud Volumes Service HEIARZIFEIEFRS
BIRBRESFIN, F e EFRLDAPEIRE F B &4 LEREXWindowsFIUNIX S 9. AR HFIS 4 BIFRr AR
LUK PR PR IE AR 1R,

ARIANER . Cloud Volumes Service 1£ 8 FRBRETEIEEEFI L 5IAIns-switchFRE1 & Idap'. FLt. EBI 3 HERT
FRBEM(EFALDAPRIZ M Z FRIREITHEE. EREBNE LR /AR M R Cloud Volumes Service IERAE
Bpal,

TRERT ALMIAEFRRTRERIITIEE. HIMELDAPHIEFTHIL B IE. TEARZEIBER T. Active DirectoryEfE
BARITIRE,

Cloud Volumes Service E% IHAE Cloud Volumes Service
BFarstnE
WindowsZUNIXF TR 2 EEEFERANMRER, BIAFP. HAEEAFWIREE. OJUEs
2H. posixAccountZ) ZrHEHME, )
WindowsZIUNIXE BFELIERE X Windows B - A TEEFH; sAMAccountName

%o Cloud Volumes Service $§1tt31 S5WindowsE R& 18,
BEAFWindowsZIUNIXZE K,
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Cloud Volumes Service B IhEE Cloud Volumes Service

FAF 2 FRBRETRY(E
uID EXUNIXAF &, FREERIUNIXAF &

Cloud Volumes Service HFi ASTELDAPE A FEAIFHEILR. EtbZ L DAPIFIE T A1ELDAPH: & T &+ AP
EBiE T,

UTFRGIERT —1NR 9 unymmetric’. UNIXE A unix-user WP . UK MSMBFHINFSE N X H4BTHITT .

TE SR T LDAPEMTEWindowshRSS 28 R HISMNE.
asymmetric Properties ? X

Published Certificates Member Of Password Replication Dialkin  Object

Security Environment Sessions Remote control
General Address  Account Profile Telephones Organization

Remote Desktop Services Profile COoM+ Attnbute Editor
Attnbutes:

Attribute Value £

name asymmetric

objectCatego CN=Person,CN=Schema,CN=Configuration,

objectGUID de489556-dd7b-43a3-98fa-2722f79d67ed

objectSid S-1-5-21-3552729481-4032800560-2279794

primaryGroup|D 513 = (GROUP_RID_USERS)

pwdLastSet 1/19/2017 1:56:34 PM Eastem Standard Tim

replPropertyMetaData  AttID Ver Loc.USN Org.DSA
|_sAMAccountName ___asymmetric _

sAMAccountType 805306368 = ( NORMAL_USER_ACCOUN1

Udumcuser

uidNumber 1207

AENFSE i, ol IEIHUNIXZFR. BFREEEIHWindowsZFR:

# id unix-user

uid=1207 (unix-user) gid=1220 (sharedgroup) groups=1220 (sharedgroup)
# id asymmetric

id: asymmetric: no such user
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MNFSE NXHEF. SNR 7 unix-user'. NINFSEFIBSERMIU TS

sh-4.25 pwd

/mnt/home/ntfssh-4.2$ touch unix-user-file

sh-4.2$ 1ls -la | grep unix-user

—TWX—————~— 1 unix-user sharedgroup 0 Feb 28 12:37 unix-user-nfs
sh-4.2$ id

uid=1207 (unix-user) gid=1220 (sharedgroup) groups=1220 (sharedgroup)

EWindowsEFimH. o] UBRIXHFEEBIRE NIERBIWindowsHBF

PS C:\ > Get-Acl \\demo\home\ntfs\unix-user-nfs | select Owner
Owner

NTAP\asymmetric

MR, WindowsF " JEXFE MSMBE F iR 82X IE B RIEMBIUNIXFRIEE. MLLTFXXAFiRo

SMB:

PS Z:\ntfs> echo TEXT > asymmetric-user-smb.txt

NFS :

sh-4.2$ 1s -la | grep asymmetric-user-smb.txt

“TWX—————— 1 unix-user sharedgroup 14 Feb 28 12:43 asymmetric-
user-smb.txt

sh-4.2$ cat asymmetric-user-smb.txt

TEXT

LDAP&EE4HE

I FWindows Active DirectoryldiizHl2s ZE—NiRiE. "MicrosoftZz £ iV ADV190023" BXDC A FLDAPEIE
#9730

FtCloud Volumes Service BN 5 3HEAILDAPE F iR R2Ma48[El. Cloud Volumes Service HaiA X @iE4H
Eo. HFCloud Volumes Service BRiNEI T IEFLDAPE Z. FILLDAPEESE RN SR, MNRER
BT @EENE R T ERILDAPER L/, 15IRIBADV190023FH B E S BIRIE. LIS IFMCloud
Volumes Service #{TLDAP4SE,

DNS

Active DirectoryFlKerberos#R{&k#fi FDNS# 1T EH R ZIP/IPEI EH 2 fEHT. DNSERIFOS3MFHT TR
o Cloud Volumes Service A= FIDNSIER#HITEMEK. BEiItAZIFHER "chSDNS" ERLKEA Lo
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& ] LAECE Active Directory DNSLAFRHIMPLEAR S 28 AT LIEFHDNSIER. BXIFHAER, BEE W "RIFWindows
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EAE. GoogleIHEHHIZERERIAEAGoogle Cloud DNS. MGoogle Cloud DNSZiZE %2 Active Directory

DNS, #FRAZ=DNSHZE T %f#iTCloud Volumes Service IR[EIFJUNCE&1R, MNActive Directoryls
BWindows & F i B At & J9 A Active Directory DNS. F B A LU L Z2EUNCER 1R,

EREFimNIINActive Directory. @IV EDNSEZE A Active Directory DNS, #&. S A LIEZE =DNS
BURER & EllActive Directory DNS, EE N "N+ AR E Fin o /AEITSMB NetBIOSER? "BXIFHER

@ Cloud Volumes Service HaiA~%ZEFDNSSEC. DNSE A AT R ITo

XFihIR R

B 1A %3#%ECloud Volumes Service,

PrmERIF

LR F iRAICloud Volumes Service XNASHERITARS M. BRIFFEE Bi%mE5Cloud
Volumes Service o

ARSS1R(F

Cloud Volumes Service FPAT1 & Google CloudHHIFIRARSS . FHEAZ M RIRRER
PFEELEHBHLIERRERIFIEL,

BN EPEREECHE—FM. RIABERT. ZFMhRs5EMMEFRE. MCloud Volumes Service
HENMAFERESE CH G R TEIFVLAN LSS B AEIER S, APETBMIRIEE. IRERH5I1%(SDE)R
BEIREUSE T % P AL B 3R,

gL et

L EBLHITEHUER. REIHITEMAEE NetAppHArHI L5 5 T2 (Field Support Engineer. FSE)
z BEIH IR B EARZRANZHEITYIE T 1E. AAVPHITIEMENMNESIE, REXENIGRRA ERITEEAEIPE

ZJo

MFIGIEIM. FATERBABESOWIRRZ— MRS E. HREEINRIDMIREMERU). FAEEMIFAE
BYEEERSEF. W TFNetAppIliZARSS T2, #RColofRRIAIFRIARS £, RS ENEBEHEN
WSS, BEIEYE. LUIHEZ. FSERISOWRTEREZIELNetApp,

il

EEFIA

Cloud Volumes Service EE R R E ™ TIEEMN o ERS I = ] 514 TI2IM(SRE) AKX NetAppIli7 2 155 T2 )Ml
BHE1EIEAR. FrEIZERRAR RETXS T 1EGoogle Cloud TERTINIE. HAIRRZMWENIRSS PP IF
M TIEIER. I FADEFIE T RN T EEHIFAERE. URRNSIREHITELHEE,

SREFIPA f1 SR EIBIZHI T & LU RIS EE MUIIE KB ZICloud Volumes Service RSB FIEE, SRE
BRI REERRAZRR. HINEMERSITARAE. FAFSRESSEFHIBHITRERIAREFF HIE. Lt
4h. SRESIAA] LS BEIMEHEZ (Return Material Authorizations. RMA)#TIE. B30 /Sl iE R
FAFEEIRIEK,

412


https://docs.microsoft.com/en-us/learn/modules/secure-windows-server-domain-name-system/
https://docs.microsoft.com/en-us/learn/modules/secure-windows-server-domain-name-system/
https://docs.microsoft.com/en-us/learn/modules/secure-windows-server-domain-name-system/
https://docs.microsoft.com/en-us/learn/modules/secure-windows-server-domain-name-system/
https://docs.microsoft.com/en-us/learn/modules/secure-windows-server-domain-name-system/
https://docs.microsoft.com/en-us/learn/modules/secure-windows-server-domain-name-system/
https://docs.microsoft.com/en-us/learn/modules/secure-windows-server-domain-name-system/
https://docs.microsoft.com/en-us/learn/modules/secure-windows-server-domain-name-system/
https://docs.microsoft.com/en-us/learn/modules/secure-windows-server-domain-name-system/
https://docs.microsoft.com/en-us/learn/modules/secure-windows-server-domain-name-system/
https://docs.microsoft.com/en-us/learn/modules/secure-windows-server-domain-name-system/
https://docs.microsoft.com/en-us/learn/modules/secure-windows-server-domain-name-system/
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp

P&
Cloud Volumes Service FNE P fa R B IR H AR Active Directory AP A& BIE U R EMEEEIRIE. TP AL

BEEEEARB. HAUEANetAppFlGoogle CloudiZ2EHIFE M IE X A B (BIERMEER)IENREIRAR
—Google Cloud B RV EMEZLHEF.

EEAUEEFIMBRNEAVPCSEFRAESIERCloud Volumes Service I WEXR, ERFERIEE
T ELGoogle Cloud MarketplaceiTiFBYIA AR, HEREBNIHNEIETFEHHVPC,

T ZSREfRF
ATRES I — R 2. Cloud Volumes Service d01IA LEH G B SRED SREEBZ FIHR ARG R?
DEEHRARMEMSREARIFIREFIFIR, BIENBEH—TRHINIVHINEENEER, BINLZLEEMNSE

HE3E(Cloud Volumes Service)EMEIRTF S RIEREMATLEFHFEBERRITHERE. FRNIELEREN
AI&EEDN, &b, 7EXTCloud Volumes Service [Gimiaflid Z4RiF 2 a1, B LARRERME S 2121E,

EEdnFHA

Cloud Volumes Service (X EIBRSZHFHIMNR. MAEEETHEHIE. REHNENE IR EEIEHNIE.
ACL. XHHFrEESE, XEEFTHHIESETHEH#HITINE. FHEXREERCloud Volumes Service 2fIB9FEF i
iAo

Cloud Volumes Service B#& 4 75 A #A i create-update-delete, HRIREHRISnapshotdlA. BHRIMIFRE L.
OFLZIWIEAICloud Volumes Service BIE 5 7 BEMIBRCloud Volumes Service Y%, HUEIERIEKRMIRSE
BY. BBERNEIITREIENPRIZE. BRER. ZEEER. TERE,

YNERCloud Volumes Service §R&1E. NetApp=TEFFE B EREIRCEMBRINSE. TEiZBYEIEREIHAZ 71, &0
BIRIEE P HIEKRME B,

NE

&M FGoogle Cloud#ICloud Volumes Services B 1 Ei@idISO/IEC 27001: 2013FISO/IEC 27018 2019fTE
BIAIE. ZARSS SRIMIEWE] T HSOC2 IRIERRR S . BXNetAppHMIER EMEMNAEBNES. BEL &
Mtk SRR ETBIERL"

GDPR

MBS QA BEMABETCGOPRAETRAME "SR GE" FINRKIR =P AR R HARaE n
EEEFN BRBEZR R M. BRITESERMBERPMEXERE. HUBRNABRTHEMNFRERNZON
BNERE.

BAESHEKRER
BTVHBAXIEFMAERNESER, BEFLUTEM / 5Muk:

* EA T Cloud Volumes Service BIGoogle CloudX#4

"https://cloud.google.com/architecture/partners/netapp-cloud-volumes/"

* GooglefhB ARS8

https://cloud.google.com/vpc/docs/private-services-access?hl=en_US
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* NetApp F= a1

"https://www.netapp.com/support-and-training/documentation/"

* INZRIEIEREIR T §I—NetApp CryptoMod
"https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4144"

* ERTEHRNAHINetAppfIRTT 5
https://www.netapp.com/pdf.html?item=/media/16716-sb-3938pdf.pdf&v=202093745

* TR-4616 : ONTAP FIEJ NFS Kerberos

https://www.netapp.com/pdf.html?item=/media/19384-tr-4616.pdf
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Local Snapshots

Backup

Local Snapshots Secondary ONTAP®

-

}‘

‘ Object storage
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Backup
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Primary ONTAP® Secondary ONTAP® Object storage
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Local Snapshots Local Snapshots
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1. ¥&JR(E) ONTAPTZE R FHERE BAR(Z4k) ONTAPTEER S Lo

My working environments

ronment

E13A300
On-Premises ONTAP

75.21TiB
Capadity

2. NETESREHEEEH

S I BEMMNFIRE NE L. ERERTEFHEASZEERN BARERFELfs,
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My estate

NTAPSelect
On-Premizes ONTAP
1.31TiB

Capacity

NTAPSelect
On-Premizes ONTAP

ntaphd-2300e0uZs

On-Premizes ONTAP

173.74TiB

Czpacity E

! Bl o
G E13A300
=7 On-Premizez ONTAP

Enable this service

@} Wolume caching

@"._2] Replication

@J Copy 8t sync

cis-demo
Cn-Premizes ONTAP

3TiE
Capacy



Replication Setup

CVO_InterCluster_B

P ntaphci-a300-02 :
a0a-3510
172.21.254.212/24 ‘ up

4 M EERRE L. BREFRE. ARESBIREIHERBRSVMARS, BEH T2 4%

£

Destination Peering Setup

Select the destination LIFs you would like to use for cluster peering setup.

Replication requires an initial connection between the two working environments which is called a cluster peer relationship.

CVO_InterCluster_A

P ntaphci-a300-01:
a0a-3510
172.21.254.211/24 ‘ up

Replication Setup

@ E13A300

For more information about LIF selections, see Cloud Manager documentation.

zoneb-n1

P ntaphci-a300-01:
aba-3484
172.21.228.21/24 ‘ up

= ONLINE
capsCIy
i B 5372 MA
None 206 GB :
RW ) i
B ONLINE
v
'
Toneq W {79 GR
Nanp 250 GB i
RW ) i

zoneb-n2

¥ ntaphci-a300-02 :
a0a-3484
172.21.228.22/24 ‘ up

intercluster_node_1

¥ ntaphci-a300-01 : a0a-181
10.61.181.193/24 ‘ up

intercluster_node_2

P ntaphci-a300-01 : a0a-181
10.61.181.194/24 ‘ up

Destination Volume Name

Select the volume thal you want to replicate

Demo02_01

CAPRLITY
Fs02
None 512GB
s At
CAPACITY
Bemo
Noni 500 GB
- Aliceited

B DNUNE

W OGE

B ONUNE

L LS
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Destination Volume Name
Destination Volume Name
Demo_copy

Destination Storage VM
EHC_MFS -

Destination Aggregate
EHCAggro1 -

O EEHITEHHRAFHER,

Max Transfer Rate

¥You should limit the transfer rate. An unlimited rate might
negatively impact the performance of other applications and it
might impact your Internet perfoarmance.

» Limited to: | 100 | MB/s

Unlimited (recommended for DR only machines)

6. ERATHRE —RENHRE TR, R LERLIZ(EFS N TECRRBRE RS
BmFohdiE), el RaRESEHITEN.
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Replication Setup

1 Previous Step

£ —=F

[ CloudBackupService-1674046623282

Original Policy Name: CloudBackupService-1674046623282

ies with the

BERBER, A

Replication Setup

T Previous Step

A System ManagerflIONTAPE <17

Source Destination
E13A300 ntaphci-a300e9u25
I I
== =
== = =
= =
Demo Demo_copy

B] LA System Managers{ONTAP#: <

HERFEAER:

BB BIrs R aZ O

3 FIRFEFRONTAPERE. &R LAMSystem Managerslan<

1. T_ONTAP REE

H5E

EVENTS & JOBS ™

PROTECTION

HOSTS

2. BfEFAd

ONTAP-Dest:

£ e

Replication Policy

Default Policies

[ CloudBackupService-1674047424679

Custom Policy - No Comment

[a8d*go “HRHAFRERR

SHANE PSR

UL EN

Review & Approve

Additional Policies

CloudBackupService-1674047718637

Custom Policy - No Comment

Review your selection and start the replication process

Source Volume Allocated Size: 250GB
Source Volume Used Size: 1.79GB
Source Thin Provisioning: Yes

Destination Volume Allocated Size: 250 GB

Destination Thin Provisioning: No

FEEIISnapMirrorx &
TREMEISnapMirrork RFAENFRE ST B,

A'TiE. RAE

Destination Aggregate:

Destination Storage VM:

Max Transfer Rate:

SnapMirror Policy:

Replication Schedule:

TRENRERELFER.
B RISE N "EE ] BIIPHIL, i

EHCAggrot
EHC_NFS
100 MB/s
Mirror

One-time copy

TR M T XM

XL Pint R E

ETFSXHAWS VPCHTTIES,
Network Interfaces Portuets
Q, Semch i
Wame Satun Storage vh IPaguace Aubdress Current Hede Curren Port Portset Protecnls Type
----------- o Dy L 0.8 B0 1 SMBITIFS , MFS, 53
cunt ] Deault 158118 EIA30)
(] LT
C M2 Q IGLASL1EE
R ] «fa FARTARLL EEIA300,_1 SMB/CIFS , WFS , FL Data
SITRERRER BIPHE, HETUTHS
:> network interface show -role intercluster
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TIONTAPEBF Z BB LB MNEXRR

E/EONTAP SR 2 BB ERR. HAES —WFEEHTHIAELELONTAP 5 LA —F
WoiEiE.

1. EFRTEBEIRONTAPER: LIS EXWE XA cluster peer create 885 HIURRAY. WIAN—H—
HNZREFE. HETERER LERZZEAIE UM OISR,

ONTAP-Dest::> cluster peer create -address-family ipv4 -peer-addrs
source intercluster 1, source intercluster 2

Enter the passphrase:

Confirm the passphrase:

2. mRER L. EEILIEFAONTAP AABIERMTITREEUERTEXR. TONTAP RETEIEE
. SMERPS"ER AREE EFEE
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= ¥ ONTAP System Manager

Overview
DASHBOARD

STORAGE -
< Intercluster Settings

Overview
Network Interfaces

Volumes

IP ADDRESS
LUNSs - ”
& 10.61.181.184
Consistency Groups @& 172.21.146.217
® 10.61.181.183

NVMe Namespaces
@& 172.21.146.216

Shares
Buckets
Qtrees 9
Cluster Peers
Quotas
Storage VMs PEERED CLUSTER NAME Peer Cluster
Q FsxldDaed40eD8accOdeabT
Tiers & orsm Generate Passphrase
NETWORK Manage Cluster Peers
Overview Mediator @ o]
Ethemet Ports Not configured.
FC Ports
EVENTS & JOBS Configure
PROTECTION
Storage VM Peers :

Relationships

PEERED STORAGE VMS
HOSTS Q :

3. EXEEMMIFEP. HEMEER:
a. I N T7EBIRONTAPER: BRI WEERBF X RIEIEE.
b. G B LRI MEXR.
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C. B NBEFRONTAPEEFREERfEILIF P33t
d. BFEhERE N E LSERILITIE,

Peer Cluster

Local L} Remote

PASSPHRASE ()

STORAGE VM PERMISSIONS
eoeecocoe ®©

All storage VMs (incl... X

It cannot be determined from the passphrase whether

Storage VMs created in the future also will be given this relationship was encrypted. Is the relationship
encrypted?

© [-1|[~]

To generate passphrase,| Launch Remote Cluster

permissions,

Intercluster Network Interfaces IP Addresses

E 172.30.15.42

‘ 172.30.14.28

Cancel

+ Add

Initiate Cluster Peering Cancel

4. FEAUTHSWIEBIRONTAPERMER NEXRIIRE:

ONTAP-Dest::> cluster peer show
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BIISVMMWEXZR

T—% 27 BirMiEStorage Virtual MachineZ [Bi§ BESVMX &, XL EIUH B &35 F SnapMirrorx &2
1%,

1. 7EJRFSX&EEE R, MCLUER L TH<RIESVMMEXA:

ONTAP-Dest::> vserver peer create -vserver DestSVM -peer-vserver
Backup -peer-cluster OnPremSourceSVM -applications snapmirror

2. 7TJRONTAP &8 h, S 50NTAP AAEERHAHSITREMNMNEXR,
3. 7ZZIONTAP ZAEIEEH. BHI"FRIP>"HIAR". FAIGTE"Storage VMIE /5" FiEEFE W& Storage VM"s

PROTECTION 9

= ovendewisy
. : Storage VM Peers
Relationships

PEERED STORAGE VMS Peer Storage VMs
HOSTS VE

Manage Storage VM Peers

CLUSTER

4. 7E3%E Storage VMBYFHERER ., 1ESMEFER:
> jEStorage VM
=L
° E¥rStorage VM

Peer Storage VMs X
Local | Remote
CLUSTER o CLUSTER
s o FsxldDae40e08accodea6? v |Refresh
STORAGE VM

STORAGE VM
Backup W
svm_HCApps w

Peer Storage VMs o
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5. BEH IS Storage VMUUTEHSVMATERSFE,
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SR IRIRREE SRR
SnapCenter BEIR X ZE RS LESSnapshotBI AEFEENERDEIRB TR, XETESnapCenter A ERES
Bf#21I8Y, SnapCenter FAR BB _RKFMHAL LRENRMDIVRE R, XL REIBETE _RFSXERE L
SIEBISnapMirrorfRERRINEIR. H555EE R B SnapMirrork 289 B irEHEXEL,

BlE#ESnapCenter ZREGEY, &R LUEFRIEE — PN ZRREEIRE .. ZIn RN eI SnapCenter &2 4
BRI E N IRIBAISnapMirrorfras H,

() #ogmEsl. XRS5 55EMEAENERANTE. UERIRERE,

TR REIERT —1SnapMirrorfi®s. Zin I FEASQL Server#iEEM B EEEH &M RE—DE
FREYFREREE £,

Select secondary replication options @

[C] update SnapMirror after creating a local Snapshot copy.

Update SnapVault after creating a local Snapshot copy.

Secondary policy label Custom Label - @
sql-daily
Error retry count 3 < i}

BXHNSAL Server#iiEESESnapCenter REEHIIEMEE. 5B "SnapCenter 34"
B St —1SnapMirroriii&. EFESIEE EREHISnapshotg2s#Z HIFL NI,
1. TEFSX&EE LRI SnapMirrorskBg,

ONTAP-Dest::> snapmirror policy create -vserver DestSVM -policy
PolicyName -type mirror-vault -restart always

2. AR ARINSnapMirrortia 5 SnapCenter SREGH18E B — R ERISATS ILECAIFR NI,

ONTAP-Dest::> snapmirror policy add-rule -vserver DestSVM -policy
PolicyName -snapmirror-label SnapMirrorLabelName -keep
#ofSnapshotsToRetain

AR AsiR 4 T A0 2 SRBE R BRI 71 -

ONTAP-Dest::> snapmirror policy add-rule -vserver sql svm dest
-policy Async SnapCenter SQL -snapmirror-label sgl-ondemand -keep 15
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() »5 " SnapMimortias UL AR BRI TRIRA R (1R G HAR) SRR EL (I,

SIZBIE

EXONTAP LRI BiTtE. LUEEWCEERISnapshotBlZAs. B BARONTAPER LTI T &<

ONTAP-Dest::> volume create -vserver DestSVM -volume DestVolName
-aggregate DestAggrName -size VolSize -type DP

TREMBirEZiEtIESnapMirrorx &

BrREMBIRE ZEEESnapMirrorkx R, 157E BARONTAPERE LiZTTU T e <!

ONTAP-Dest::> snapmirror create -source-path
OnPremSourceSVM:OnPremSourceVol -destination-path DestSVM:DestVol -type
XDP -policy PolicyName

#1181k SnapMirrorx %

afkSnapMirrork %o IIIZREBMREERBIFIRIE. FREERIZIBIRE,
LoEE. BT EMONTAPEE: LIZITUU T a<:

ONTAP-Dest::> snapmirror initialize -destination-path DestSVM:DestVol

Bo&iE T VMware vSpherefJSnapCenterififs

RES. AJMvCenter Serveri&FE B R EiHIAIEAFVMware vSpherefYSnapCenterififf, SCVIEEIREEZ
ZIESXiEHE BEWindowsFLinux VMBINFSEIRIFAEEMZ .

BE "WERIPIER BXEERFNMIRTENFARES, BSREEERIRSAE—T5,
BECEEIMMBIEFEENED. FEMBHRETRUTIE,
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Discovery ONTAPTE(iE R4t

AMEBRTEHNDIN _REFDHIONTAPIEEEEE,

1. Zj‘:ii-ﬁﬁ:_FVMware vSpherefJSnapCenterffiffd, SMMEIANKEH FERS", AGRETH A Z
Ao

SnapCenter Plug-in for VMware vSphere INSTANCE 10.61.181.201:8080 ~

% Dashboard Storage Systems
E& Settings
o Add | S Edn 3 Delstiz [ Expon
Resource Groups "Name Display Name
lﬁ Folicies B 1061181180 E13A300
Anthos Anthos
Storage Systems
Backup Backup
E& Guest File Restore DaHiD ENGET
17221146131 FSO2

P

I TRl ALy AT e

2. A5 T ONTAPTEER A EIBEMFE SRR, ABFEET*Add
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Add Storage System

Storage System |1ﬂ.51_135_145 ]
Platform |All Flash FAS ]
Authentication Method ® Credentials O Certificate
Username had min _]
Password r-iiiiiiiii ]
Protocol HTTPS |

Port 443 ]

Timeout [ﬁﬁ Seconds
[_] Preferred IP [F‘refened IP

Event Management System(EMS) & AutoSupport Setting

[[J Log Snapcenter server events to syslog
[[] Send AutoSupport Notification for failed operation to storage system

3. W ZLRONTAPTEERAE RS ILIRIET B,



BRI R & (0 RE8

REEAT NSCVEEMNEMIEERBIMR. MERMEH)IE,

BE "N VM MEEEFEECEEDRE BAXFAREE. BERXXEFHET,

ERIREMRE. BREAU TSR

1. 7£5EEAFVMware vSpherefJSnapCenterifify- . SMMEI MBI RIE. REREQIEIRH,

SnapCenter Plug-in for VMware vSphere INSTANCE 10.61.181.201:8080 v

£y Dashboard

E Settings
Resource Groups
%, Policies

== Storage Systems

Ea Guest File Restore

Policies

=k Create

« MNamea

Dally
FCD
Hourky

Maonthiy

T s el

‘y;, it x Remove EpExpGI'T.

VM Col

Mo
Mo
MNo
Mo

2. IETERBR A, (REHAR. SR E FIEILUR REBIR A
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New Backup Policy

Name |:Daihr |
Description :-:.'escripti-:ln |
Retention Days to keep - |:3E| I f i ]
Frequency Daily -

Replication Update SnapMirror after backup €

B Update SnapVault after backup @

Snapshot Iabel[[:.any

Advanced B VM consistency @
Include datastores with independent disks

Scripts @

Enter script path

A

7ESnapCenterfiF P AIFRTRIEAT, EIEEEISnapMirrorFflSnapVaultdyiEIil, Rk

@ #SnapMirror. NI FERIB —KIREBIEREEPIEENFREZITLIEHER, WRE
#SnapVault. M —HIRBAYREZ I REE T 8d SnapMirrorx £ SLHERTEd i1, R
BHEE_RZMIVRBEARERK. NtkIhaelEEE R,

SnapshotfmEIEEEH. RATCINIAAFAERIEZHKONTAPEEHSnapVaultElZsH
() =EANEREHRNES, IRIGSCYSBUXPEMTIEARLAMA. NSnapshott
FBFERMNMNE. HE[Underline]#Match#2BlueXP&E 1 SRR 15 E RS,

3. WAMENEMRIEESIRMES R, fla0. AEH. BANEREHHFIRERE,
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B HIRA
RO EBRUSEEORLFRVEIEFMEREMEMI. U REKRVRIRA &0 TR
BE 2R RAE BXRIFAEE. BENXEPNET,
BEIRFRAE, BRBUTIE,

1. fl’fii-ﬁﬁ:_FVMware vSpherefJSnapCenterffiff . SMEIAMSEHNZIFEAE. REETCIER
Ao

SnapCenter Plug-in for VMware vSphere INSTANCE 10.61.181.201:8080 ~

% Dashboard Resource Groups
Ed Settings

+ Create f =n]l x Delsta G aun |
Resource Groups -

Name Dese
Policies

3 SMBC
= Storage Systems Oracle_Sernvers

Demo

Eﬁ Guest File Restore
SGL_Servers. Weekly

2. FEIBRFRAMSH. WMNARRIRM PR UASRBCBRIFRENER. 2H T2
3. T F—Dhik. EREGSTEEOELPNHEFEENEIM. RREET—F%

Create Resource Group

- 1. General info & notification
Scope: | Datastores v

2. Resource
BT .. oo

Virtual Machines

Tags htity name
Folders
Available entities Selected entities
& Demo & NFS_scv
& DemoDS & NFS_WKLD

=1 destination
=1 esxi7-hc-01 Local
= esxi7-hc-02 Local

=1 esxi7-hc-03 Local
€

B nrdT hafd | Aanmnl
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TR LUERS E BB N RIEEEE, TIEREMMAIN. #SFHBENESFHRE

@ 7iEE). EAEMhE2RIAKREELZBRERTM. ARZHIERT. KRERHNGE
BB NIEEFEE. B2, MREBETRNRHAJAVMEITIR. NREEEE—
DVMFITERD.

4. AVMDKLF R E _ ENVMIERBEIEFEELET. RARRET—F%

Create Resource Group

» 1. General info & notification O Always exclude all spanning datastores

-+ 2.Resource This means that only the datastores directly added to the resource group and the primary datastore of Vs

directly added to the resource group will be backed up
3. Spanning disks

Abhways include all spanning datastores

All datastores spanned by all included VYMs are included in this backup

Manually select the spanning datastores to be included

You will need to modify the list every time new Vs are added

There are no spanned entities in the selected virtual entities list.

(D) BluexP&ifInE BE TS ERES MUBEHERVMDKE HVM,
5. D1, MEBSARARBIEDR, REBE Next'
Create Resource Group

< 1. General info & notification

+ Create
R [] Name ~ VM Consistent include independent di... Schedule
» 3. Spanning disks
Daily No Mo Daily
" . ] Monthly No No Monthly
[ OnDemand No No On Demand Only
[0 Weekly No No Weekly

@ fEABIUeXPE MM ERFSCVEENRREMNIINREMHN. BTMRRARES—TR
BRARKEX,

6. EE—MTR. UREENINEITIE, 8ETFT—%%
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Create Resource Group

+ 1. General info & notification

» 7. Resource Daily - Type Daily
+ 3. Spanning disks Every |'1 |Dﬂ!f{5}
+ 4. Policies Starting  [p6/23/2023 .

5. Schedules
At 07 B 00 B P B
« G, Summary

1. &5, BEEWEDR, AR Finish (FEM)* LSERZRARGIE,
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BITEPEL

ERE—FH. BITRNELVHRIEE#E, HAESCVHRELHINFTER—NEPEL. REAEE
MBlueXP&E BT E R &I ERo

1. &R FVMware vSphereEI’\JSnapCenter#ﬂiﬁ:q:' SANEI AN R E R
2. EEmBEMELL, EERFIENZRA, RAERHUENETHRE,

SnapCenter Plug-in for VMware vSphere INSTANCE 10.61.181.201:8080 +

% Dashboard Resource Groups
E® Settings
o Create  /Edt ¥ Delete | @ RunNow | (J) Suspend
f%" Resource Groups
Name Description

Policies
9 WinO1
Storage Systems SMBC

. Oracle_Servers
E.g. Guest File Restore
Demo

> SQL_Servers_Daily
SQL_Servers_Weekly

BREEMEL, ESMELMNREFPH Dashboard, EHEITIEESDT, RHTIFIDSUSEMIE
#Eo
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Job Details : 2614

@ 0 0 0 &0 0 0 0

o

Walidate Retention Settings
Quiescing Applications
Retrieving Metadata
Creating Snapshot copy
LInquiescing Applications
Reqgistering Backup
Backup Retention

Clean Backup Cache

Send EMS Messages

() (Job 2616)SnapVault Update

o Running, Start Time: 07/ 31/2023 07:24:40 PM.

7EBlueXP&E DR E PECE W RFMEEH
E(EBlueXPEXNEIRSUER M. EEES LEEConnector, Connectorfil (TR I B EH B IRSIEIRVEFTIH MKz

GREERGEN

CLOSE DOWMNLOAD JOB LOGS

B XBlueXP ConnectorBIF4HE 2. 1BBH "7 ffiE1Z28" BlueXPXHEHHY,

NERERNSRHEEFREEZSRG. FJUMCanvashEEN RIFFEVERRT.

Ei¥BlueXPEMMIMERENENHEREISCVEENIIE. BTRMUTIE:
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R IERRERINEIERS

E—F 2B REBONTAPTZE R FHRMNEIBlueXP

1. MW B FRIEEFE R TR FH 45,

il NetApp BlueXP

- @ Canvas My working environments

‘ + Add Working Environment

 J

2. MFmE(IEFEEFENER, ARSE AR,

Choose a Location

= aws 2 = (]

Microsoft Azure Amazon Web Services Google Cloud Platform On-Premises

Select Type

3. IHEONTAPTFE RGN EE, FARFER T Discover (RIL) R LRI IR,
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OMNTAP Cluster IP

‘ 10.61.181.180

User Mame

‘ admin

Password
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THRAEFSCVig& & vCenter

ERMAEEIEFEEN BN ZIR. ERINSCVEIERIENE R URvCenterERiG &I FHE,
1. MBlueXPZE IS 82 AR (RP> & DA S > BRI -

Ml NetApp BlueXP

& Storage » ironment
€  Health »
¥ Protection b
Volumes
Backup and recovery g
Restore
Disaster recovery {Beta) s
Applications
Replication g
Virtual Machines
% Governance 2 Kubernetes
® Mobility b Job Monitoring
Reports

L .
®g Extensions

2. NEMNEREIHTHEE FHIS P HIERSERFVMware vSpherefISnapCenteriif*,

Settings | ¥

SnapCenter Plug-in for ViMware vSphere

Folicies

3. BEFMIRA. AR SnapCenteriFi&&HIIPHINEFIIR S LU KvCenterE IR IG B AR ZHZ
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B, BEHVEMRHEFRAIIEE,

Register SnapCenter Plug-in for VMware vSphere

SnapCenter Plug-in for ViMware vSphere Username

‘ 10.61.181.201 ‘ administrator@vsphere local ‘

Port Password

‘ 5144 ‘

4. A LURE (Rl ST TR S (R

Job Name: Discover Virtual Resources from SnapCenter Plugin for VMWare vSphere
Job Id: 559167ba-B876-45db-9131-b918a165d0a1

© © © @

Other Jul 312023, 9:18:22 pm Jul 31 2023, 9:18:26 pm @ Success
Job Type Start Time End Time Job Status
Sub-Jobs(2) Collapse All ~
. - - - . - < -
Job Name - | Job ID - \ Start Time - | End Time - | Duration = e
Discover Virtual Resources from SnapCenter Plu... {1 559167ba-8876-45db-... Jul 31 2023, 218:22 pm Jul 31 2023, 9:18:26 pm 4 Seconds
Discovering Virtual Resources [ 39446761-1997-4c80-8... Jul 31 2023, 9:18:22 pm Jul 31 2023, 9:18:24 pm 2 Seconds
Registering Datastores [V b7ab4195-1ee5-40f-%a... Jul 31 2023, 2:18:24 pm Jul 31 2023, 9:18:26 pm 2 Seconds

5 RUERG. EREEBEEMEEAMMSCVIERIEIEFMEEMEDM.

Elf%: : bxp-SCV hyby-23.png[&E&E T H&EE]
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EIEA T EMVRIBlueXPEMRFIMER. CIRRBSLUISERBHAMR. EHRMIIERRE,
BXEERBIFAERS. B2 IR — RS0 IIEFEE"
1. MEAEIBIlUeXPE M FIIRE IR, A R E MR SHEE KL,

Settings | ¥

I SnapCenter Plug-in for ViMware vSphere

Folicies

2. B IR LIS MRS &M EIRREEE .

a. JRBEAINA TR

b. WEEFIFRIIREHAR

C. R EMABBONTAPETFME R B M —RIFERGIRENE D
d. (FAEMEE &GN 0B IFERIREIHAFR. UTEESMAS,
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Policy Details

Retention @

Backup Source

Archival Policy@

@ Ite4bia A BISnapMirrorti® A FARR BN AL ERBEBIE (. RERMBANSHENIA

Create Policy for Hybrid Backup

Palicy Mame

12 week - daily backups |

@ Daily
Backups toiretain. . - SnapMirror L abel
84 | | Daily
Weekly Setup Retention Weekly
Monthly Setup Retention Monthly
@® Primary
() Secondary

Backups reside in standard storage for frequently accessed data. Optionally,
you can tier backups to archival storage for further cost optimization.

[0 Tier Backups to Archival

Archival After (Davs)

EBSCVRBERIAREE R FRILEC,

3. BEEIE AT RER O,
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BEUREEEES D EIAmazon Web Services

RE—TBAZMUEFHEEMEIMUSUESRIERP. UTTEBRER T IASESEMnEIAWS,
BXFAER. BEBN "REEEFEEEDEIAmazon Web Services's

1. MEIAIEIBlueXPEMHIME ET1H, HINBHHIVIIBEEENIGE ThYIR, AEEE Activate
Backup*s

6 Datastores

Filter By Q VM View Settings | ¥

Datastore - Datastore Type - vCenter % | Policy Name % | Protection Status

NFS_SCV NFS vcsa7-he sdde.netapp.com Unprotected [TD)]
View Details
OTS_Dso1 NFS 172.21.254 160 1 Year Daily LTR 0 Protected
Activate Backup
SCV_WKLD MNFS vesar-he sdde netapp.com 1 Year Daily LTR 0 Protected e

2. HECERTFHRERIMZIERIRD, AFRET Next*

o Assign Policy @ Add Working Environments @ Select Provider @ Configure Provider @ Review
Assign Policy
21 Poiicies
| Policy Name |  snapMirror Label | Retention count | Backup Source | Archival Policy |
5 Year Daily LTR daily daily - 1830 Primary Mot Active
o 5 Year Daily LTR daily daily - 1830 Primary Not Active
7 Year Weekly LTR weekly weekly - 370 Primary Mot Active

3. MNRFEHERMEIEFEEM TR, NWASE RNTIERR"TE LB REEEETCIEIEFMEE
MIEFIR, INRUFIRAM IR, ERIUERARME, BEHCT—D UL,

@ Assign Policy o Add Working Environments @ Select Provider @ Configure Provider @ Review

Add Working Environments

Provide ONTAP cluster (working environment) details that you want Cloud Manager to discover. Working environment details will appear for all volumes that reside
on the same cluster. You will need to enter multiple working environments when volumes reside on different clusters.

SVM | Volume | werking Environment |

EHC_NFS NFS_SCV @ OnPremWorkingEnvironment-6MzE27u1 Edit
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4. EAFREE TTE ERTFAWS, ARRE T —IHIRHAMRE,

@ Assign Policy @ Add Working Environments o Select Provider @ Configure Provider @ Review

Select Provider

s - o

Amarzon Web Services Microsoft Azure Google Cloud Platform StorageGRID

5. HEEAWSHIREHEAEIEEE. SIE2FERAMAWSIHRZAMNEZE. XIEMIE, ot &
FHNEFONTAPTEE R FIEIRONTAP PR, B TFT—57,

@ Assign Policy @ Add Working Environments @ Select Provider o Configure Provider @ Review

Configure Provider

Cloud Manager needs the following details to connect with the cloud provider.

Required

Provider Information Location and Connectivity
AWS Account Region
- ‘ US East (N. Virginia) hd |
AWS Access Key IP space for Environment
OnPremWorkingEnvironment-6MzE27u1
Enter AWS Access Key ( 1
: ‘ Default v |
Required |
AWS Secret Key
Archival Tier
Enter AWS Secret Key (
‘ Glacier v |

6. &fa, BEEEMEWIFAER, ASREET Activate Backup* & LS sh¥iE7Z (& EREURRIF,
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@ Assign Policy @ Add Working Environments

Policy

SVM

Volumes

Working Environment

Backup Source

Cloud Service Provider

AWS Account

AWS Access Key

Region

IP space

Tier Backups to Archival

C) ;N 6 T 2R

@ Select Provider @ Configure Provider

Review

5 Year Daily LTR

EHC_NFS

NFS_SCV

OnPremWeoerkingEnvironment-eMzE27u1

Primary

AWS

US East (N. Virginia)

Default

No

Previous

Activate Backup

R, ARRELREIXNREFHE.

FEHUBERNIER TR EH

o Review

I EIFFR. BlueXP&EDFNE 5/ B3 —REAIRTTAHTIR

BREELZ2RAEEEBIERIPH— N AEH. EREBIBEZRAHTNARE. B MEAMUERETEREE
EEXEE, N TRELEVSEENHEMERBNMEXEE,

NetAppiet= &M £RY3-2-15R/08. B EHEHE. —REFEENNKREEUENRETHTEEXES, R
B AT LAREMARYES E B K E R BIRRIF %o
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EHBENAB T MERATFVMware vSphereBSnapCenterffi-F1iE F F B LAIBlueXPE M A TR E HITEIRIE
[REYEEE,

MIEFFVMware vSpherefJSnapCenterffifHif R EIMA

NTF IR G EEM. BEXRRIFIBUENEAUE, SMERAEFIZREZEFIEHRBUEREEIMFIE S
Ho. AXREFITRIRFTERENFAERERSS, 201 "MEMHER VM" EFmX3XAEHo
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MR iR R 2 R A

BEMNEEER _REFEERREM. BTRUATER,

1. MvCenter ClientSin 2| EE>FE. ARRLEEEEXRRAENAEIEGFMEE,
2. NECE R RR T EO* USRI B&EHNTIR.

€ gy e s
SEV L

Backups

3w [ it

”
it 4
4 ™
A REERETREN B *
3. BEHEFBMLUARIVMEIR. REEZFEERFREIVM, Restore*s
2 SCV_DEMO | :acrions
Summary Monitor Configure Permissions Files Hosts WMs

Alarm Definitions Name sov_demo_daily_07-31-2023_19.24 36.0755

Scheduled Tasks Time Stamp: Mon Jul 31 2023 19:24:36 GMT-0400 (Eastem Daylight Time)

General Mounted: Mo

Pali Dail
Device Backing oner W
o Whware snapshot Mo

Connectivity with Hosts

Hardware Acceleration Entities

Capability sets The following entities are included in the backup:scv_demo_daily_07-31-2023_19.24.36.0755

SnapCenter Plug-in for VMWa...~  gaject an entity and click Restore to restore it

Resource Groups

RESTORE
Entity Name Quiesced uuin Location
SQLSRV-07 No 5032d1f2-2591-717b-46e3-8dbd4abb2fbd [SCV_DEMQ] SQLSRV-07/SQLSRY-07 vmx
sov_restore_test Yes 50323c8e-04a3-5acf-a2df-abbc0ced0419 [SCV_DEMOQ] scv_restore_test/scv_restore_testvmx
SQLSRV-08 Mo 50327515-8cce-5942-0f85-250ad39bce42 [SCV_DEMO] SQLSRV-06/SQLSRV-06 vmx
SQLSRV-08 Mo 5032b2a9-e1af-ch6a-6923-6dbd0eeb6327 [SCV_DEMO] SQLSRV-08/3QLSRV-08 vmx
SQLSRV-05 Mo 50326625-dd29-af23-2fd5-fe04e0ab7a69 [SCV_DEMO] SQLSRV-05/3QLSRY-05 vmx
SCV_DEMO Mo netfs:/172.21.118.1124/SCV_DEMO SCV:Nol/SCV_DEMO

4. EXRFEAESPH. EFEFERENEMVFREVMDK, TR IEN A LI RGN EREHMUE. HER
RIERHEMNZ I BRBIEFEE, 2 T—% .
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Restore X

1. Select scope
Restore scope Entire virtual machine M

Restart VM O

Restore Location Original Location

(This will restore the entire VM to the original Hypervisor with the original

settings. Existing VM will be unregistered and replaced with this WM.)
O Alternate Location

(This will create a new VM on selected vCenter and Hypenvisor with the

customized settings.)

Destination vCenter Server 10.61.181.210 -
Destination ESXi host esyi7-hc-04.sddc.netapp.com -
Network Management 181 -
VM name after restore S0OL_SRV_08_restored

Select Datastore: NFS_SCV -

BACK NEXT FIMISH CANCEL

S. IEEMEFRABN _REFHEUBHITED.

Restore X

+ 1. Select scope
Destination datastore Locations

2. Select location
SCV_DEMO

(Primary) SCV:S3CV_DEMO v

(Secondary) EHC_NFS:SCV_DEMO_dest

6. &f5. EEEMELHEE. ARRETRAKRERTRE.

MESNEIBlueXPE (VRS IE R EE A

BT X BN HITBIueXPEMHFIME .. I EIWIERRIERIIBMUE, EERINEEREIBlueXP WebfzEHl &1/
ialo

BXFAER. BB "M IR EEIMEE"
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MBlueXPE I E X R EE P

E MBlueXPE MR HIIMEIRIREML. BT T,
1. SMEMRIP>EHHME>EDI, ARREEIVIUEEERIEMITIR.

@ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Monitoring Reports

© 6 &) 14
Working Environments Datastores Virtual Machines

2. [ B EREMNANIZE THIRE. AREE

14 virtual Machines

Filter By Q @@ VM view Settings | ¥

Virtual Machine Datastore Type : vCenter v | Policy Name > Protection Status - | Last Backup

SQLSRV-08 NFS vesar-hc.sdde.netap. .. ; Unprotected oo

SQLSRV-04 NFS vesa7-he sdde netap. . 1 Year Daily LTR Q Protected Jul 31,2023, 72 (vee)

.
OracleSrv_03 NFS vesa7-he sdde netap. . " Unprotected

3. EEFBEMPHITERNED, ARRET Next

17 Backups
| Backup Name 5 | Backup Time 2
Q SAL_Servers_Daily 07-31-2023_19.23.39.0938 Jul 31, 2023, 7:23:42 PM
SQL_Servers_Daily_07-31-2023_16.40.00.0661 Jul 31, 2023, 4:40.03 PM
SAL_Servers_Daily 07-30-2023_16.40.00.0690 Jul 30, 2023, 4:40:03 PM

4. EEFEZMELHHEE, AGE T *Restore* LABHINETTE,
S. Bk MEE RN R ST R E (R B E,
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rery Volumes Restore

estore 17 files from Cloud

Restore Files

Jab Type

% Restore Content

aWs  ots-demo

Working Environment Name

@ Restore from

aws  aAws

it

Applications Virtual Machines Kubernetes Job Monitoring Reports

Job Name: Restore 17 files from Cloud
Job Id: ec567065-dcfA-4174-b7ef-b27e6620fdbf

o @

NFS_SQL 17 Files NFs_sQL In Progress
Restore Conten it Conten t Files Restore ta Job Status
Expand All
NAS_VOLS NFS_SOL SQL_Servers_Daily_07-31-2023_... Jul 31 2023, 7:24:03 pm
SVM Name Volume Name Backup Name Backup Time
us-east-1 982589175402 netapp-backup-d56250b0-24ad...
Region Account ID Bucket/Container Name

18:393& FHFVMware vSpherefYSnapCenterif {4 FiE F F A IBIBlueXPE IR E SLhE3-2-1 /10K /S, 7]
RHEA. IREZ TSRS RZRLIMEIBEFRIP. RN LUREREEBETRM A HRME. TR E
ML E AR NEFONTAPTZEE R A E T =X RIEFEMEIE R IR,

AXEPIREN B ESNBERIENEIBERIPEA. XERAESNAT NetApp. VMwarefAL=iREEZ
B, &R FVMware vSpherefJSnapCenterififf 8] 5VMware vSphere T4 A MMAI L ERERE
IBHURRIPIRME. XMEREL T EIMNBNEHHNMERE. MM UEVMware EBSRFHEMMITRI. 5T
MR IERMITIRRIRE. ERTEIMWIRIBlueXPE KM E BT K EMV IR 2B mHIRFEF R ET
ZEE’\JN%T?ﬁ%\ RHE3-2-1M— ()N &ED. EMHNAEMZETERAXBEIENKIIERHT LT

Ho

BMER

BIFA T RRILRARTS I PRERIRAR. BSRUTEMNE .

* “EHTF VMware vSphere #J SnapCenter $Hif4 324"

* "BlueXP3#4"
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