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Clusters > Create > OpenShift Container Platform
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Run on Amazon Web Services
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Run on Microsoft Azure
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Run on Google Cloud Platform
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Run on VMware vSphere
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Run on Red Hat OpenStack:
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Run on Red Hat Virtualization
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Run on Laptop
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Downloads

Openshift installer

Download and extract the install program for your operating system and place the file in the directory where you will store the installation configuration files. Note: The
OpenShift install program is only available for Linux and macOS at this time.

Linux - Download installer

Pull secret

Download or copy your pull secret. The install program will prompt you for your pull secret during installation.

Download pull secret f& Copy pull secret

Command-line interface

Download the OpenShift command-line tools and add them to your EATE.

Linux A4 ’ Download command-line tools

When the installer is complete you will see the console URL and credentials for accessing your new cluster. A kubecon£ig file will also be generated for you to use with
the oc CLI tools you downloaded.
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* NetApp Element FERF I ERE R BRIFEHIREEFHRE (iScsI) Al

@ NetApp = mAEFRHIE MFERGE A LIE AR R o 2 BN SR EEMBZE, KMHEERK
EAUTNARFFRELE,

LURTUENE T B X B 7 Red Hat OpenShift with NetApp fi# R ZEHIGIEAY NetApp ZERFREINE A

* "NetApp ONTAP"
* "NetApp Element"

NetApp ONTAP

NetApp ONTAP B—mIIAEBRANFENRHG TR, AEEMNET AR RE, EABMLEMIIAERN REST AP
» BT Al UMD A EIER(E, THEEAARMBEEFESAFIIRE.

A% NetApp ONTAP ZERFLREMIE S, 15IAI8) "NetApp ONTAP 4",
ONTAP 12U FIhAE:

C —MRE—FERY, oIFENIARIMEE NFS, CIFS, iSCSI, FC, FCoE, #1FC-NVMe ¥,
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* FREINVHEBRXSERBLNE, BEFflL HDD BHERE,;, BT VM NEETFEATRZFNEMIER
2 (40 ONTAP Select) t; =i/ Cloud Volumes ONTAP ,

C BEZREMBIESE, KNBUEESE, ESRERIFISIESRR, 25 ONTAP RFHVHIEFIENE,
* ETITEfE, B QoS THBIEFE,

* SRECTEER, SIMBIEDEMRIF. ONTAP RRHEAEIRRIPIIRE, EEETERFIRFPRMm

tH:

° * NetApp Snapshot B, * A&V ET BN SIEHITIRIER B R &, MASFERIMIEEE

FFHo

° * NetApp SnapMirror . * 3F#HEH Snapshot BIAM— PN EFER ARG IS — 1M EERS. ONTAP £

SR SIERGEIEMYIET S NERERS.

° * NetApp SnapLock o * BARIES#HIES NEERBIRAT EZBSZNEMGFIINHRE, NMeREEX

2 61

° * NetApp Snapshot.* AI R ZMEERFHIVEIEEH E— R SnapVault BIA&F, ZEIACIBERE

EERGNED.

° * NetApp SyncMirror . * B EUIESLAT R 1% 2 IREZ | B —IT 28 N R EIREE M,
° * NetApp SnapRestore , * BITRIEFRZ M Snapshot Bl RIEERREF 7 BIEIE.
° * NetApp FlexClone . * RJ1R#E Snapshot E|ZA<ENESEZE NetApp EHEEAIIRTE &7,

BX ONTAP BNIF4IE R, 15 "ONTAP 9 XA,

®

NetApp ONTAP RITEARERERE, I =HEH.
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Supported OSes
LINIX
Windows
Linux
Virtualized

Supported Protocols
Fibre Channel
FCoE
1SCSI
NFS
SMBICIFS

SnapMirror

_ / replication

LELLLL| =
LELLLL

LLLLLL

LLLLLL

LLLLLL

.I I ot

NetApp F&

NetApp AFF/FAS

NetApp {Rff52 KHI2IN7F (AFF) MMy BES (FAS) FETE, XEFTEETARIERMEE, ErtiE
RIFM SN IFFE S EHo

XN RS H NetApp ONTAP HUBEIRIHEMSZRS. NetApp #UEEIRMA R W AR HAVHIEE RN
, AliRtEER AN EMEHFEEE, FJRMERY Data Fabric FIFRAVEWRERE, MENRLME,

B X NetApp AFF/FAS L EMIFE R, 158 "Ithab,

ONTAP Select

ONTAP Select ;2 NetApp ONTAP BV E N ERE, Al UHEREIFERHEMVEIRER L. SAIURER
VMware vSphere 3¢ KVM L, FZHEETFEHH ONTAP RFARISTEIHREFALL,

BX ONTAP Select RIIFAERE, HRE "

Cloud Volumes ONTAP

NetApp Cloud Volumes ONTAP ;& NetApp ONTAP H=EfEM A, TIEEEZMLE=H, & Amazon
AWS , Microsoft Azure #1 Google Cloud
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E X Cloud Volumes ONTAP BUiF4Z 8, B8 & "Ithak,

NetApp Element : XF NetApp 2 RfY Red Hat OpenShift

NetApp Element ZX{+ AJ {2 (HARIRILEYRIY RIERE, B NFMET RSN RIRMERENSEMNEFL
£, NetApp Element RFEFI LATE—MEEFHFM 4 MR RE 100 MR, HRESMERFEEIEINEE,

B X NetApp Element FERFZRVIFHAE S, 1R "NetApp SolidFire "

iSCSI EREERMBHIEEINEE

NetApp Element 2 {4F ] iSCSI fFEHiY, XETEES TCP/IP MLE_LitiE SCSI epSHtRES . & SCSI
ELZE T WS UKMMKRMEEIRSEY, iSCSI EEMNMaSH, MEEFHTEAER.

REFBFHET REBE—1EIE IP M1—NF% 1P, B NetApp Element RS AEBTPNFIBEEFHERE AR —
PNEREEIN 1P ik (SVIP i) . 7E iSCSI BdEd, FiEr LNy BirEEsEEMmti, EItbTTELk
ShEdiz. AR, FNREFAFETNHERLENIEFEHMUBMAHERIBER. IEFN iSCSI
BEREEM,

iISCSI EREEME NetApp Element LR — 1 XBE D NEIENERIBERGE, TRFERYE IOPS ME
MNBEERMESFP VAN RMIERE, £ 7HTE NetApp Element &R, MIRBNTRBIENE
RELZSHATHTR, WREBNHIEXES, SEESNSIRISZERETIFIE.

X, MIRTRAERERXRESENDH, WRTEHNERAEE@EFMUEZIN, HWENERFAZTE
EEEm, & iSCSI EREEM, NetApp Element R EEHE—TEREER ERY RBRN, e8P
LRAN1R1Fo

NetApp Element {4 52% QoS

B3 NetApp Element ZR{4E8%, RILURSTHSEE QoS . ERAILUFERASMEN QoS G EIRIEE XY SLAIE
HlFEIERE. UT=NAIEESHATENX QoS :

* *&/VIOPS* , NetApp Element SR EBF NERENR/\ATFEL IOPS #, AHEREMNER/) IOPS B2&/
MRERIER T, B NENMEREARASETF IR,
* *EFRK IOPS*, NetApp Element 258 N1FE IR HAIRARIIFLR IOPS 1,

* *REIOPS , * FERENRAIEH FTAFNRAK IOPS #l, REFLENEILERIEEN, RKIAMER 15
Mo WNREFIZTTHY IOPS (RF &K IOPS 45ll, NMERIMRLEGE, NRMELRIZFIFESH X,
M 721FE £K I0PS FERfR A B &K IOPS .
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ZEP
Ed A N IRESER 2 S

> REBRIEIE, * RIFBRFEHIIEMNIY ( Challenge-Handshake Authentication Protocol , CHAP ) F
FLeEifn, BRERKRBERiHAMIY ( Lightweight Directory Access Protocol , LDAP ) AFZ£ihla&%E
LU TEENIRS.

s *&EifEA (VAG) o, *WAILUER VAG KRB BMHIRIE, BEEEE iSCSI BoiiE =L A iSCSI [RER
R (1QN) MEEI— 21N E. EifR VAG B19%E, BEEFH IQN A FiZEH R IQN 515K

o

* *FHPEILAN (VLAN) . *1ERLRLEF, #/ VLAN TJiR5 iSCSI B&iEF 5 NetApp Element 35
B2 EREIIREMER M, X TFRRETEAEIEMEENEMR VLAN , NetApp Element 34 =6
E— B4R iSCSI B¥r SVIP #ulik, Ztiit JEEEITSEE VLAN #H1TiH10),

* BE7T VRFEVLAN , * AT H—PTZHFEERONLZ MM B, SR NetApp Element X
HREMAFE, VLAN BRI VRF BIThEE, LLINREIEIN T LA FRINK<HEINEE

o @it * L3 BREEIFAF SVIP ik, * tkThEE, &ERILLE iSCSI BEIfEFE TS NetApp Element ER14F5E
BERREIRIMLEEE VLAN L,

c*IPFNEESNES, * I ATRMBPFERINER, MM UME— IP FRASMEF VLAN
SEC IP ol HEINEEX FH RAMRE IP =EIIFEEBRMNRSREBIFRIFEE R,

AR IF AR

NetApp Element 24 B AR S B ATFEEMERE, LUTIIEEE LTI, BEFEN, THERFFohid
=1

- BERIENG. * ROEEE B 4 K 3k, EAEEH K RS EEHS DR IERALE, KR
(FHRIRENIE L, FEF NetApp Element B Helix BIBRIFHTER. LAAASE L RATNEE
SHFAS N IR

* BB, BUES AN NVRAM ZgI, SRBHITHUREES . SIESHTESS, U4 KRBV FE, HER
FRRFERRS. SMERFIEZRDEFTNEERRE, SANRENTREHERE.

c CIEEECE. * INRERIEEEMRMMIEUMENEE, NMTEREATERESH X ZDFIBEMSENA
=HFE,
* * Helix.* B NEMTHIBFMEETTIUEREIZR L, HERIE ZHKTHiERaIs UL TR,

@ Element BN, FIBEFEMEIIEEIYANET APl FH, XL APl 2 Ul BFIEHI RS
ME—7 7%

NetApp 7FfiE5E AR

NetApp R TF % m, AIEBEERETASNIFEPREHMNEEXAMHIE, HIU Red Hat OpenShift o
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Best IT ops experience Best developer experience
CaaS ¢ PaaS| FaaS

Application services Developer services

Dev tools,

Cluster services
Maonitoring,

Middleware, functions, ISV

showback, automated builds,

registry, logging Service mesh Cl/CD, IDE

Automated operations

kubernetes

&, Red Hat
Enterprise Linux
CoreOS

‘ Any infrastructure |

Physical Virtual Private Public
NetApp Storage |

and Integrations g ﬂ

b Element TRIDENT
NETAPR ONTAD NetApp Element Astra Trident Astra Control Center

NetApp Astra Control RF NetApp #BRIFHEA, NERS Kubermnetes TIER HIRIEFENFHEMN BREZR
RANBEEEIERS . Astra ITHIIRS AT FESELE Kubernetes SRR X IFHERS T IEHRE, Astra IHIF0
ARSI EFNERESIIENS, 530 Red Hat OpenShift . HXIFMEE, 1E1HIA NetApp Astra Control
P ItE A,

NetApp Astra Trident @ — R RE TR X IFNEEREHITER, EH T A28 Kubernetes 534k, 3% Red
Hat OpenShift . BXIFAES, 1EIHIA) Astra Trident [ "ItE4h",

LUFTUEY B T B X BE7E Red Hat OpenShift with NetApp R =TI FAEF A A MFEEIEHITINIE
Y NetApp F=amBYEMNES

* "NetApp Astra = H 50"
* "NetApp Astra Trident"

NetApp Astra 1ZH 0 OEEHR
NetApp Astra =50 R EFEBERIBIFREHFHEE NetApp BB FRIPEANBE RS Kubernetes TIEH HiiRHF
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ENEENN AR R EEIERS
Astra Control

Fully managed service Self managed Software

Stateful ﬁ'ﬁ ! ﬁ §‘gﬁifkﬂ. Spoﬁf(\z

Jenkins

Applications @ H @ =
GitLab - T
. mongo elasticsearch  TensorFlow O PyTorch

lhj"'u)

i [ Pri /
Bring your own _@ Public Cloud T rivate
Kubernetes - Hybrid Cloud

Enterprise IT
sz @) vy mnewpe
”“EH ALt TRIODENT

M NetApp
On-premises and @ @ @

Cloud Storage Cloud Volumes Azure NetApp Cloud Volumes
Service Files ONTAP

FlexPod \

NetApp Astra #ZHIFO A AR ETE Red Hat OpenShift 8%, Z&EEE2BE Astra Trident &R HIIEFEH N
HitBF#EEMEMEERE NetApp ONTAP ZER S,

BXRLZEMECE Astra Trident LSz #r Astra 1IZHIFFORIER, ESN "SR,

E=EBIMER, Astra 5.0 A Cloud Insights RS R EEFZENINEE, 7E/&E Cloud Insights EZH
BRT, ALUERBRNEEEN (7 XWiElR) , HEIARNIERHRSHE Kubernetes REGIETA

( Prometheus # Grafana ) o

Astra 1ZTHIFCSE 25 E] NetApp AutoSupport #1 Active |IQ £ RS, AT ARFRMESF, B THRER
BRUKERERBERAITER.

BT BATERARARY Astra =R 250, ERH 90 RITALIFANE, TEhkrlEd BFERHFFLE ( Slack @@
) IRIGZH. B EILIAEXEE B R B RTIR R E LR = m e iHE SR LR (RIS,

B RFEH NetApp Astra 5Py, 31518 "Astra 5",

L3 Astra 25RO BRI F M4

1. — 8% Red Hat OpenShift &8¢, B#ixiFhas 4.6 EUSF14.7
2. SPMBIES Red Hat OpenShift 28+ RIEFEIE Astra Trident o
3. i&1T ONTAP 9.5 I ESHRAR—1 5L Z ™ NetApp ONTAP ZER S
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@ RIEMIER, FhR ERERNSD OpensShift BB — 1ML AR SVM KB TFXALEE, £
Ih R B E FETIMNIEE RS

4. ATTEE OpenShift 8 LRI E— Trident &5k, EFEE—1H ONTAP £EHZHIIFN SVM,
5. £8 OpenShift ££8% FEZERIZAIA StorageClass , EF{E Astra Trident {E N FHEECBIZF.
6. UTMIEE D OpenShift E8f E REMALE L H TS, ULMHFFEHAFF OpenShift BRS.

() Esmsss i AXEHHENENARTESRNES,
7. YWREREFAEMYEEMERLIFEE NetApp Astra Control Center B,
() sEsmsss L HILEEARE OpenShift £ AEME,

8. XM /MFT Red Hat OpenShift S22 B 5 B EI1E R iHIRIAR,
9. 1A%t NetApp ONTAP &8 B A BIE R IR,

10. — BB T ElL, HPLRET Docker E{ podman , tridentctl LA oc 8 kubectl TH, HIFEZRME $path
.

@ Docker Z3aY Docker ARZASWAATF 20.10 , 1 Podman L3R Podman kRS FIATF 3.0

o

2% Astra E=5I900

23



24

£/ OperatorHub
1. ZF3) NetApp ZiFihaH FHBHIAH NetApp Astra ITHIF0. Hlt, BEETE NetApp A

HDIAFATIE. FEISE tarball /5, HEL{EHEIEI TS,
() =75 Astra Control HIAVFATIE, BIAIA "Astra LA

2. §TFF tar ball WEEH R TIEB REANERBIXMHFE,

[netapp-user@rhel7 ~]$ tar -vxzf astra-control-center-
21.12.60.tar.gz
[netapp-user@rhel7 ~]1$ cd astra-control-center-21.12.60

3. FHAREZ A, 154 Astra Control Center BEHEIXEIBMEF MR, ERTLUKIRFER Docker T
Podman $1TIHIE(E, P BIGREXFEAYIRA,


https://cloud.netapp.com/astra-register
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Podman

a. ¥ reRMANALR / sp2 =08 | BIERVEM R FQDN SHAFIRE

=]

"gregistry" o

[netapp-user@rhel’7 ~]$ export REGISTRY=astra-
registry.apps.ocp-vmw.cile.netapp.com/netapp-astra

b. HFRIFFMR

[netapp-user@rhel7 ~]$ podman login -u ocp-user -p password
-—-tls-verify=false astra-registry.apps.ocp-vmw.cie.netapp.com

WRERA kubeadmin user BREIFZRIMR, 1FEA token £ password -
(:) podman login -u Ocp-user -p token -tls-verify=false
astra-registry.apps.ocp-vimw.cie.netapp.como

@ HE, EHAILICIERSK,, DEEMRRIESRM / SUIMREERHE (
BATEEEHREM /ihR) , HERRSKFNEEREERR.

15N

C. 82 Shell FIZAXX FH 1 LA FARBREMEEIE o

[netapp-user@rhel7 ~]$ vi push-images-to-registry.sh

for astraImageFile in $(ls images/*.tar) ; do
# Load to local cache. And store the name of the loaded

image trimming the 'Loaded images:
astralmage=$ (podman load --input S${astralmageFile} | sed
's/Loaded image(s): //"')
astraImage=$ (echo S${astraImage} | sed 's!localhost/!!")
# Tag with local image repo.
podman tag ${astralmage} ${REGISTRY}/S${astralmage}
# Push to the local repo.
podman push ${REGISTRY}/${astralmage}

done

NREHEMRERZAREHIES, BYRIE shell BIZSH XY podman #EiX

@ % podman X Sregistry/$ ( echo SastraImage ° s/

d. fEXXHFRIHAAT
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[netapp-user@rhel7 ~]$ chmod +x push-images-to-registry.sh

e. {17 shell fil7s,

[netapp-user@rhel”7 ~]$ ./push-images-to-registry.sh



Docker
a. ¥ reBMAALR | R =IE) / B RYEAMZR FQDN SHAFIELZE "gregistry” o

[netapp-user@rhel’7 ~]$ export REGISTRY=astra-
registry.apps.ocp-vmw.cile.netapp.com/netapp-astra

b. HFRIFFMR

[netapp-user@rhel7 ~]$ docker login -u ocp-user -p password

astra-registry.apps.ocp-vmmw.cie.netapp.com

WRERA kubeadmin user BREIFZRIMR, 1FEA token £ password -
(:) docker login -u Ocp-user -p token astra-
registry.apps.ocp-vmw.cle.netapp.como

@ HE, EHAILICIERSK,, DEEMRRIESRM / SUIMREERHE (
BATEEEHREM /ihR) , HERRSKFNEEREERR.

C. 82 Shell FIZAXX FH 1 LA FARBREMEEIE o

[netapp-user@rhel7 ~]$ vi push-images-to-registry.sh

for astraImageFile in $(ls images/*.tar) ; do

# Load to local cache. And store the name of the loaded
image trimming the 'Loaded images: '

astralmage=$ (docker load --input S${astralmageFile} | sed
's/Loaded image: //'")

astraImage=$ (echo S${astraImage} | sed 's!localhost/!!")

# Tag with local image repo.

docker tag ${astralmage} S$S{REGISTRY}/${astralmage}

# Push to the local repo.

docker push ${REGISTRY}/S${astralmage}

done

d. EXHEHIT

[netapp-user@rhel’7 ~]$ chmod +x push-images-to-registry.sh

e. $117 shell fiZs,
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[netapp-user@rhel7 ~]$ ./push-images-to-registry.sh

4. ERIFAHEENLEREIEMRE, HBIREOEMR TLS IEH_LEZF OpenShift Tim. AL, B
F3 TLS JEFH7E OpenShift-config ss &2 =B EIZ—NECEMSY, FHFEEAHBIERREGEE LG
IEBAS,

[netapp-user@rhel7 ~]$ oc create configmap default-ingress-ca -n
openshift-config --from-file=astra-registry.apps.ocp
-vmw.cile.netapp.com=tls.crt

[netapp-user@rhel”7 ~]$ oc patch image.config.openshift.io/cluster
--patch '{"spec":{"additionalTrustedCA":{"name":"default-ingress-
ca"lt}l}' —-—-type=merge

NREFANZEEENRIERMEIA TLS IEHAI OpenShift WEREAMRMEEH, MM
FERBR P RXEIEBEHEBAENZ. BN ZEHRIGES, EAIUERm<

oc extract secret/router -ca -keys=tls.crt -n OpenShift-Inuse-operator

3. 9 Astra ITHIH0\8E 65 B TiE] Net App-Acc-operator o

[netapp-user@rhel’7 ~]$ oc create ns netapp-acc-operator

namespace/netapp-acc-operator created

6. FEARZIEANE—1Z, UERE NetApp-Acc-operator i T (a] RV EMR.

[netapp-user@rhel7 ~]$ oc create secret docker-registry astra-
registry-cred --docker-server=astra-registry.apps.ocp
-vmw.cle.netapp.com --docker-username=ocp-user —--docker

-password=password -n netapp-acc-operator
secret/astra-registry-cred created
7. £/ cluster-admin 5 RE R EI Red Hat OpenShift GUI £ &,

8. M "Perspective" FHIFIIFTRHERF "Administrator” o
9. $#1% Operators > OperatorHub F1¥Z Astra .



Rz Administrator

Home

Operators

OperatorHub

Installed Operators

10. 3%#F NetApp-Acc-operator Tile , ZAFEE Install,

#}_ netapp-acc-operator x

2112.63-1 provided by NetApp

Install

Latest version Astra Control is an application-aware data management solution that manages, protects and moves

2112.63-1 data-rich Kubernetes workloads in both public clouds and on-premises.

Capability level Astra Control enables data protection, disaster recovery, and migration for your Kubernetes workloads,
leveraging NetApp's industry-leading data management technology for snapshots, backups, replication

@& Basic Install
! and cloning.

How to deploy Astra Control

Refer to Installation Procedure to deploy Astra Control Center using the Operator.

Provider type Documentation

Certified Refer to Astra Control Center Documentation to complete the setup and start managing applications.
Provider

NetApp

11. 1 Install Operator R L, ESFAERIASE, AFEE Install,
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OperatorHub ¥ Operator Installation

Install Operator

Install your Operator by subscribing to one of the update channels to keep the Operator up to date. The strategy determines either manual or automatic updates.

Update channel * netapp-acc-operator

O alpha provided by NetApp

@ stable Provided APls

Installation mode * (il=® Astra Control Center

@ All namespaces on the cluster {default) AstraControlCenter is the Schema for

Operator will be available in all Namespaces. the astracontrolcenters API

This mode is not supported by this Operator

Installed Namespace *

@ netapp-acc-operator {Operator recommended) -

A\ Namespace already exists

Mamespace netapp-acc-operator zlready exists and will be used. Other users can already have access to this
namespace.

Approval strategy *

@ Automatic
) Manual

Install Cancel

12. FFHRERRETM.

netapp-acc-operator
2112.63-1 provided by NetApp g

Installing Operator

InstallWaiting: installing: waiting for deployment acc-operator-controller-manager to
become ready: Waiting for rollout to finish: O of 1 updated replicas are available...

The Operator is being installed. This may take a few minutes.

View installed Operators in Mamespace netapp-acc-operator

13. IRERARERINE, SMEIRE View Operator o
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@ netapp-acc-operator
2112.63-1 provided by NetApp

Installed operator - ready for use

View Operator View installed Operators in Namespace netapp-acc-operator

14. SRSTESE R F Astra Control Center BI3RHBY create Instance o

Installed Operators > Operator details
netapp-acc-operator
2112.63-1 provided by NetApp
Details YAML Subscription Events  Astra Control Center

Provided APIs

@ Astra Control Center

AstraControlCenter is the Schema for

the astracontrolcenters AP

@ Create instance

15. 1EE Create AstraControlCenter Form —'?—Eﬁ, %E%f& Createo

a. tAJLI4REE Astra Control Center S8 #Ro

b. Wl UBHAHEREMNZR. BINRE Bz,
C. 3\ Astra f=HIH0EY FQDN

d. i\ Astra I=HIHROZS; BAOAER T2 EREMhRES.
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e BN Astra IZHIPOBIKR BN ERSIFAEE, FlNRF, BRMB-FEp L,
f. BASEIULEERR, BRINMES Retain o
g EREGIEMRT, BNEMKRL FQDN DUIRTEFREHEEZEMRIFIRMIVABR R TELRG

Ff astra-registry.apps.ocp-vmw.cie.netapp.com/netapp-astra )
h. IREEREMRFEHITENIIE, BEMREGEMRIBABANE BT,
. 79 Astra I=8IFROZRIRGIECE Y BIiED.
. MIRER PVC MBTEIFRINFEE L, BMANFHEEEM,
k. EX CRD SMEHI%EIR,

Project: netapp-acc-operator

Name *

astra

Labels

app=frontend

Account Name *

HCG Solutions Engineering

Astra Control Center account name

Astra Address *

astra-control-center.cie.netapp.com

AstraAddress defines how Astra will be found in the data center. This IP address and/or DNS A record must be created prior to provisioning
Astra Control Center. Example - "astra.example.com” The A record and its IP address must be allocated prior to provisioning Astra Control
Center

Astra Version *

211260

Version of AstraControlCenter to deploy. You are provided a Helm repository with a corresponding version. Example - 1.5.2, 14.2-patch
Email *

solutions_tme@netapp.com

ErmailAddress will be notified by Astra as events warrant.

Auto Support* >
AutoSupport indicates willingness to participate in NetApp's proactive support application, MetApp Active 1Q. The default election is true and
indicates support data will be sent to NetApp. An empty or blank election is the same as a default election. Air gapped installations should enter
false

First Name

HCG

The first name of the SRE supporting Astra



Last Name

Admin

The last name of the SRE supporting Astra

Image Registry v
The container image registry that is hosting the Astra application images, ACC Operator and ACC Helm Repository.

Name

astra-registry.apps.ocp-vmw.cienetapp.com/netapp-astra

The name of the image registry. For example "example.registry/astra®. Do not prefix with protece

Secret

astra-registry-cred

The name of the Kubernetes secret that will authenticate with the image registry.

Volume Reclaim Policy

Retain

Reclaim policy to be set for persistent volumes
Astra Resources Scaler
Default =
Scaling options for AstraControlCenter Resource limits.

Storage Class

The storage class to be used for PVCs. If not set, default storage class will be used

Crds >

Options for how ACC should handle CRDs.

Cancel

BEpfery (AE)

1. EFEAAnsible IS FMELE AstraiThlFit. BEERELRZERAnsblefIUbuntus{RHELITE . 1R
SR ITIRME "I iEABF UbuntuFMRHEL,

2. FRRIEE Ansible RAH GitHub 77f&

git clone https://github.com/NetApp-
Automation/na astra control suite.git

3. B RFINetAppZiFit s H T HBRIHRASHINetApp Astraizflhity. Alt, EEETE NetApp bk Rt
IFAIE, THS tarball f&, SEEHD T Fik,

(D) B Astra Control HIRAYFATIE, A1 "Astra IS

4. BB FEN B R EAstraiTHl ORI OpenShiftE 8 BB B2 R i R Akubeconfig X 5o
5. ¥ B FEXH na_astera_control_suite -
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https://cloud.netapp.com/astra-register
https://cloud.netapp.com/astra-register
https://cloud.netapp.com/astra-register
https://cloud.netapp.com/astra-register

cd na astra control suite

6. Ri8 vars/vars.yml' X, HEBFAEERERTE,

#Define whether or not to push the Astra Control Center images to
your private registry [Allowed values: yes, no]
push images: yes

#The directory hosting the Astra Control Center installer
installer directory: /home/admin/

#Specify the ingress type. Allowed values - "AccTraefik" or
"Generic"

#"AccTraefik" if you want the installer to create a LoadBalancer
type service to access ACC, requires MetallB or similar.
#"Generic" if you want to create or configure ingress controller
yourself, installer just creates a ClusterIP service for traefik.
ingress type: "AccTraefik"

#Name of the Astra Control Center installer (Do not include the
extension, Jjust the name)
astra tar ball name: astra-control-center-22.04.0

#The complete path to the kubeconfig file of the
kubernetes/openshift cluster Astra Control Center needs to be
installed to.

hosting k8s cluster kubeconfig path: /home/admin/cluster-
kubeconfig.yml

#Namespace in which Astra Control Center is to be installed
astra namespace: netapp-astra-cc

#Astra Control Center Resources Scaler. Leave it blank if you want
to accept the Default setting.
astra resources scaler: Default

#Storageclass to be used for Astra Control Center PVCs, it must be
created before running the playbook [Leave it blank if you want the
PVCs to use default storageclass]

astra trident storageclass: basic

#Reclaim Policy for Astra Control Center Persistent Volumes [Allowed
values: Retain, Delete]
storageclass reclaim policy: Retain



#Private Registry Details
astra registry name: "docker.io"

#Whether the private registry requires credentials [Allowed values:
yes, noj
require reg creds: yes

#I1f require reg creds is yes, then define the container image
registry credentials

#Usually, the registry namespace and usernames are same for
individual users

astra registry namespace: "registry-user"

astra registry username: "registry-user"

astra registry password: "password"

#Kuberenets/OpenShift secret name for Astra Control Center
#This name will be assigned to the K8s secret created by the
playbook

astra registry secret name: "astra-registry-credentials"

#Astra Control Center FQDN
acc_fgdn address: astra-control-center.cie.netapp.com

#Name of the Astra Control Center instance

acc_account name: ACC Account Name

#Administrator details for Astra Control Center
admin email address: admin@example.com
admin first name: Admin

admin last name: Admin

7. BTSSR LIERE Astra 1TFHIHR0. WTFRERE. HHEEFMEErootdFi%,
NRIEITIZHEEFMBIAF Arootsk At & 7 L& iSsudo. FBTTU Far LI T2 F A

ansible-playbook install acc playbook.yml

NRAFERETETEBRsudoif IR, BEEITUTSB<LIEITREEFM. ARKAsudoZ i,

ansible-playbook install acc playbook.yml -K



1. SERRERER R/ #8YEl, JIE NetApp-Astra-cc FETEHFMFRE Pod MRS EEHIEBMEILE
TiE1To

[netapp-user@rhel7 ~]$ oc get all -n netapp-astra-cc
2. [E Acc-operator-controller-manager HEUARZEE M.

[netapp-user@rhel7 ~]$ oc logs deploy/acc-operator-controller-manager -n
netapp-acc-operator -c manager -f

() WFHERET Astra BHIRLERINELE,

{"level":"info","ts":1624054318.029971,"logger":"controllers.AstraContro
1Center", "msg":"Successfully Reconciled AstraControlCenter in
[seconds]s","AstraControlCenter":"netapp-astra-
cc/astra","ae.Version":"[21.12.60]1"}

3. AFEFRE Astra ITHIFR LA 22 CRD XEHIZENEIEGA B FaREtit, ZE2MINNE Astra =5
Futy UUID IR Acc- » BITUL TS

[netapp-user@rhel”7 ~]$ oc get astracontrolcenters -n netapp-astra-cc
NAME UUID

astra 345¢c55a5-bf2e-21£f0-84b8-b6f2bceb5e95f

@ FbRBIR, BB Acc-345c55a5-bf2e-21f0-84b8-b6f2bce5e95F o

4. FKBY traefik RS A& THE2: IP o

[netapp-user@rhel7 ~]$ oc get svc -n netapp-astra-cc | egrep
'"EXTERNAL | traefik'

NAME TYPE CLUSTER-IP
EXTERNAL-IP PORT (S)

AGE

traefik LoadBalancer 172.30.99.142
10.61.186.181 80:30343/TCP,443:30060/TCP

l6m

S. 7£ DNS BRSSBHARIM—15E, 1§ Astra 12670 CRD XHFH1R{HER) FQDN 5[ traefik ARS5H9
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external-IPo

Name (uses parent domain name if blank):

astra-control-center

Fully qualified domain name (FQDN):

astra-control-center.cie.netapp.com.

IP address:

10.61.186.181|

[v] Create assocdiated pointer (PTR) record

[ ] Allow any authenticated user to update DNS records with the
same owner name

6. MBI Astra 1ZHIF0RY FQDN BRE3Z GUI o
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< C @ https//astra-control-center.cie.netapp.com/login/?contextld=5a73ad4f-7c32-4418-bc2c-e2b94d034c89

M NetApp

M Astra Control Center

Log In to NetApp Astra Control Center M a n agE, p rote Ct,

Email

and migrate your
s Kubernetes

applications with

just a few clicks!

7. BIRfEMA CRD HigMAVEIE &R B FHp It ERE Astra I=HIROER AR REY, BREENEN,

M NetApp M Astra Control Center

Welcome to NetApp Astra Control Center M an age’ p rote Ct' an d

migrate your Kubernetes

applications with just a

few clicks!

least one special character

UPDATE PASSWORD

8. MNREBIEAFHRINE Astra I=&H|h0y, ESAEI Account > Users , B Add , MINABFRHIFAEE, ARG
B Add .

38



& Add user X

USER DETAILS ﬁ ADD NEW USER

First name Last name Add new user
Nikhil Kulkarni
Add a new user to your Astra
Control Center account. New users
Email address will be prompted to update their
tme_nik@netapp.com password the first time they login

to Astra Control Center. They will
also inherit access to account-wide

PASSWORD credentials according to their role.
Read more in users (4.

Temporary password Confirm temporary password

Passwords must contain:

» At least 8 characters
No more than 64 characters
At least one lowercase letter
At least one uppercase letter
At least one number
At least one special character

®

USER ROLE 7

Role

Owner

9. & Astra I=HIFROFIATIREEBIETT, TERFITFIIE. ERMIFANLE, BESME " 0KF ">" YFaE "
, Bl AINFRRE ", AR EFRIFRNEX .

ADD LICENSE

Select and add a license file.

License file

EvalNLF-AstraControlCenter-480Cores(vCPU)-100000002-ACC60f19... o x

@ WMREELESNEE NetApp Astra 5HIFUOIHBRIRIE, ATASEBRIBBARFIRE "Ithibh

o

¥ Red Hat OpenShift &85/ X5 Astra =50

EF Astra ITHIFOBEBREIREN TER R, B0 FM Red Hat OpenShift 8%,

3f# Red Hat OpenShift ££8%

1. £—% 2% OpenShift EEHRINE Astra FH|FOHWNEHITER, BRERBHBERNER, £
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2.
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OpenShift S8 kubeconfig X1, SAGEREIEREE,

@ Add Cluster STEP 1/3: CREDENTIALS b4
—
CREDENTIALS @ ADDING A CLUSTER
Provide Astra Control access to your Kubernetes and Openshift clusters by entering a kubeconfig credential. Adding a cluster is needed for
. i Astra Control to discover your
Follow instructions on how to create a dedicated admin-role kubeconfig. Kubernetes applications.

Select a cdloud provider and input
Upload file  Paste from clipboard credentials to get started.
Read more in Clusters (3.
Kubeconfig YAML file Credential name
ocp-vmw kubeconfig.txt ocp-vmw

=
X

Cancel Configure storage —

Bl LAY kubeconfig X1, LUMEFHARAF ZMNZBRSEHITENDIRIE. SHEE—RER
HEtEEiSHA, HErRIRER MR ATERl. NetApp BiIERREERF ZMEIERY
kubeconfig X OpenShift E£8HF AR E Astra ZHIH O

Astra IZHIFR LSRN & ZFHNEMESS IME, 1EIZFFH NetApp ONTAP EH SVM Z#5HY Trident BLE
&M storageclass A, ARRFEE. F F—1EKP, WIEFHAER, ASE8E Add Cluster .



Ea Add cluster STEP 2/3: STORAGE 2

STORAGE

Existing storage classes are discovered and verified as eligible for use with Astra Control. You can use your existing default, or choose to set a new default at this time.

Applications with persistent volumes on eligible storage classes are validated for use with Astra Control.

Set default  Storage class Storage provisioner Reclaim policy Binding mode Eligible
. ocp-trident Default csi.trident.netapp.io Delete Immediate ®
ocp-trident-iscsi csi.trident.netapp.io Delete Immediate ®
project-1-sc csi.trident.netapp.io Delete Immediate 2N

B

thin kubernetes.io/vsphere-volume Delete Immediate

<« Select credentials Review —

3. REBIE 1 A \}Iﬂﬂﬂ’é/\ OpensShift &£8%, HlfE, EERKTN " IET'ZiI)u "IRE, M Astra I=HIHOE
WNHBTHEHREVENRIE, RIEME, SERSKEENRR " EEE

& admin @ 2

3 Dashboard

EEL Clusters
MANAGE YOUR APPS
© Apps Actions ¥ + Add
MANAGE YOUR STORAGE Name 4 Ready Type Version Actions
£ Backends
ocpvmw [©] &5 Red Hat Openshift v1.20.0+df9c838 Running v
5 Buckets
ocp-ymware2 © &3 Red Hat Openshift v1.20.0+c8905da Running ~
MANAGE YOUR ACCOUNT T—
8 Account
E Activity
& Support
<

(D AR EEH LRENRENZEMRPIREBREET, B Astra 26RO EERIFRA Red Hat
OpensShift SERERN B RIHIRI AT LRENRGIEM R,

4. ¥ ONTAP £EERTEMEAR «—r)\, LUEH Astra =6 OMERNEIRETTEER, 3§ OpenShift S8R5
Astra #B2E T storageclass 5, ©=BMEAMHKELZIFIZ storageclass B ONTAP &8, BERSRKES
NEIEEEM Astra 150,
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2,%3 admin

&} Dashboard

MANAGE YOUR APPS

© Apps

) Clusters

MANAGE YOUR STORAGE

B Buckets
MANAGE YOUR ACCOUNT
& Account
B Activity

& support

£ Backends

+ Manage

Name ¢

172.21.224.201(ontapsan_10.61.181.243)

17221.224.211(ocp-trident-replication)

Status Capacity
VAN Not available yet
A Not available yet

% Managed Q Discovered €

1-2 of 2 entries

Type Actions
ONTAP Discovered v
ONTAP Discovered v

o. BT\ ONTAP &8, 1B#EIEN, BE TR, AREEFEEIEN ONTAP £ ZNMNER, WA
ONTAP 85 XiE, RHEEER, ARRESNEFHERER,

42

£=) Manage ONTAP storage backend

CREDENTIALS

STEP 1/2: CREDENTIALS

Enter cluster administrator credentials for the ONTAP storage backend you want to manage.

Cluster management IP address

172.21.224.201

User name
admin

AERE, RSB ENR Available .
ONTAP R4 _FRIHENERE Bo

Cancel

Password

enssans

Review information -

o

MANAGE STORAGE
e BACKEND

Storage backends provide storage
to your Kubernetes applications.

Managing storage clusters in Astra
Control as a storage backend will
allow you to get linkages between
PVs and the storage backend. You
will also see capacity and health
details of the storage backend,
including performance metrics if
Astra Control is connected to
Cloud Insights.

Read more in Storage backend (5.

£ ONTAP

IMIE, XLFHAIRMEX OpenShift EEFHRAIKA LS UK



& admin Q 2

3 Dashboard
2 Backends

MANAGE YOUR APPS

© Apps + Manage % Managed Q Discovered

@ Clusters 1-2 of 2 entries

MANAGE YOUR STORAGE Name Status Capacity Type Actions

£ Backends
@ = 0.11/1.07 TiB: 9.9% ONTAP9.8.0 Available &

K8s-Ontap ©
5 Buckets

MANAGE YOUR ACCOUNT ONTAP-Select-02 @ = 0.07/2.07 TiB: 3.3% ONTAP 9.8.0 Available v

& Account
E] Activity

EQ Support

7. BAER Astra 1THIR0OE OpenShift E£8¥ 2 B ITRDINER, EHMEESIF S3 NI RFME T ER-
BRIz FAYEINEFE ONTAP S3, StorageGRID #1 AWS S3 . Aitk, FHATPEEE—1 AWS S3 775
%, ®EI"DER", BE "HAMOER ", SARIER "EH S3", MAEX S3 FESERMEIENIEMEE L
BT, BHEEFEE " BIEEIRISENCHRINEESER ", RAEETHM.

[ Add bucket

STORAGE BUCKET u ADDING STORAGE
BUCKETS
Enter the access details of your existing object store bucket to allow Astra Control to store your application backups.
Astra Control stores backups in
your existing object store buckets.

Type i Existing bucket name The first bucket added for a
] Generics3 ocp-vmware2-astra-cc selected cloud will be designated
as the default bucket for backup
and clone operations.
o ) 53 server name or IP address
Description (optional) s3.us-east-1.amazonaws.com Read more in storage buckets (5.
v his | K e ket fi 1 u

SELECT CREDENTIALS

Astra Control requires S3 access credentials with the roles necessary to facilitate Kubernetes application data management.

Add  Use existing

( Access ID ] Secret key p
AMWS‘TCFKDSUSHWSZXABD G

Credential name

AWS-53

ERBERIFHIN BIERF
7 Red Hat OpenShift &£8%/5, ERJLUEE Astra 1260 &I EEERN N BIEFHY H#HITEE,

EENAERF

1. 7£48 OpenShift ££8¥F1 ONTAP Fim/EME! Astra 1I=HIH0GE, 1=HIF.OIEBohHR A IIFTE dh & e hfE
FR{ERfEATSE ONTAP [GinAcERY storageclass BN FAFER
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z& admin @

3 Dashboard

Apps
MANAGE YOUR APPS
Apps Actions ¥ + Define @ All Clusters ~ = % Managed Q Discovered @) @ Ignored
S Clusters 1-25 of 29 entries >
MANAGE YOUR STORAGE Name 1 Ready ~ Cluster Group Discovered Actions
£ Backends
+  accoperator-system ©@ G opvmware2 = acc-operator-system 2021/07/29 11:11 UTC Unmanaged v
B Buckets
+  accoperatorsystem © ocpvmw ™ acc-operator-system 2021/07/29 11:09 UTC Unmanaged Vv
MANAGE YOUR ACCOUNT P ¥s O Opi B 4 8
& Account
+  default @] & opvmw = default 2021/07/29 11:09 UTC Unmanaged v
B Activity
& support + default (&) & ocp-vmware2 = default 2021/07/29 11:11 UTC Unmanaged Vv
+  hive @ G ocp-vmware2 = hive 2021/07/29 11:11 UTC Unmanaged Vv
4+ localcluster ©® O opvmware2 = local-cluster 2021/07/29 11:45UTC Discovering €
<

2. SMMEIRAER > BAM, RAEREEMEM Astra BENNARFZAN THRE, RERHEE,

& admin @

f Dashboard @ -

MANAGE YOUR APPS

© Apps Actions ¥ + Define @ All Clusters ¥ = % Managed Q Discovered @) @ Ignored

B Clusters 1-25 of 29 entries >
MANAGE YOUR STORAGE Name * Ready  Cluster Group Discovered Actions
£ Backends
+  wordpress-astra-ff4fo © G opvmw = wordpress-astra-ffafo 2021/07/29 11:09 UTC Unmanaged v
B Buckets
Manage
+ castra ocp-vmware2 = wordpress-astra-fd2 ;
M ANAGE VOURIACCOUNT wordpress-astra-fd2aa & ocpvmware2 wordpress-astra-fd2aa 2021/07/29 11:11 UTC Ignore
L Account
+  wordpress-astra-5eeb9 (V) £ ocpvmware2 m wordpress-astra-5eebd 2021/07/29 11:11 UTC Discovering (¥
E Activity
& support ¥ wordpress-astra-5edde @] £ ocpvmw = wordpress-astra-5ed9e 2021/07/29 11:09 UTC Unmanaged v
+  wordpress-astra ©® G opvmw = wordpress-astra 2021/07/29 11:09 UTC Unmanaged ™
+  wordpress G opvmw = wordpress 2021/07/29 11:09 UTC Discovering (¥
<
RIFRREHNFTFIARES, HE17E "Apps” H5360 " ETETEE
1. W RRRFIEH N AIRS, FHAI7E "Apps" 2857 HY "Managed " £ F&EE,
© Apps
Actions  + <4 Define @ All Clusters + = % Managed Q Discovered @EE) @ Ignored
1-1 of 1 entries
Name ¢ Ready Protected Cluster Group Discovered Actions
wordpress-astra-ff4fg @) ® £ ocpvmw B wordpress.astra-ff4fo 2021/07/29 11:09 UTC Available v

RIFIEHIN TR
£H Astra IZHIFROEERNARFIEFNEHEZE, ERAUAXETFRHEERIPIRE.
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IV AREFIRE

N FAIZFRYIRER 2 B —1 ONTAP Snapshot BI4s, %E)4SE] B F1R#E1% Snapshot B4R N AZFIERE T
2 kSl NEI P

1. BEANARFCIERE, ESME "Apps" > "Managed " &I+, SAEBEEENEBIZE Snapshot BIZA<AIL
BiEF. BN ARFRMEHN ThRE, AGEE Snapshot o

@ wp Running v

Snapshot
—'J\,— APPLICATION STATUS 9 APPLICATION PROTECTION S7
Backup
Health Unprotected
@ y A\ unp =

Restore

Images Protection schedule Group Clust

docker.io/bitnami/mariadb:10.5.13-debian-10-r58 Disabled M| wp G ' Unmanage

docker.io/bitnami/wordpress:5.9.0-debian-10-r1

2. ANBREBIFER, B T—F, AGEEE Snapshot . BIRREBAAFE—5HH, ERINCIERES, K
:L.\;lj' jj_.”EHo

I} snapshot application STEP 1/2: DETAILS b
S
SNAPSHOT DETAILS

ﬁ CREATING APPLICATION

SNAPSHOTS
Name
wp-snapshot-20220228185949 Astra Control can take a quick

snapshot of your application

configuration and persistent

storage. Enter a snapshot name to

get started.

Read more in Protect apps (3.

@ Application
wp

[} Namespace
wp

,@ Cluster
ocp-vmw

(=]
SIENAEFED

Rz RIS AR ARV ESI RS RERFNEE, BEHBEZIIXMGP, HEEFHEELENREFES
EXEFIO

11 Astra IZHIFOEMMNERRENARER, D3R ONTAP RAEEBLAFIKE. Mk, BHEA
U TFar<,

ONTAP: :> export-policy rule modify -vserver ocp-trident -policyname
default -ruleindex 1 -superuser sys

ONTAP: :> export-policy rule modify -policyname default -ruleindex 1 -anon
65534 -vserver ocp-trident
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1. B7E Astra IZRIP O RIZR ENAREFNED, BESMEINAER > REERD+F, ARREESEHNLHARE
Fo BENAEFRAMFEANTIRSR, AREHED.

2.

© wp

+\~ APPLICATION STATUS

) Healthy

Images
docker.io/bitnami/mariadb:10.5.13-debian-10-r58
docker.io/bitnami/wordpress:5.9.0-debian-10-r1

Running v
Snapshot
@ APPLICATION PROTECTION §7
Backup
/N Unprotected

Clone
Restore

Protection schedule Group Clust

Disabled = wp s} Unmanage

MAENFAEE, ERRATRESOXHNNKEEDR, BHT—F, EFFAERR, BHEH. R

ENAREFNEENAD, &HAIES

Backup application

BACKUP DETAILS

Name
wp-backup

BACKUP DESTINATION

Bucket

na-ocp-astra/na-ocp-acc  Available

ERNARER

R >0

o

1.

46

B HeedE, SRIITE, EHRSEENATR.

STEP 1/2: DETAILS
——

X

ﬁ CREATING APPLICATION
BACKUPS

Astra Control can take a backup of
your application configuration and
persistent storage. Persistent
storage backups are transferred to
your object store. Enter a backup
name to get started.

Read more in
Application backups (3.

@ Application
wp

[ Namespace
wp

@ Cluster

ocp-vimw

TR, BARNAREFEREFE—SHTHNRIGG R TRISORZES, USLIN AR RPN

BRRNAER, BEMEINARER > REERIF, ARRTHEXNARRF. BENAERRNEIAN T

ﬁﬁ, ARG T Restore o

© wp

+\~ APPLICATION STATUS

) Healthy

Images
docker.io/bitnami/mariadb:10.5.13-debian-10-r58
docker.io/bitnami/wordpress:5.9.0-debian-10-r1

Running v
Snapshot
9 APPLICATION PROTECTION 51
Backup
(i) Partially protected

Clone
Restore

Protection schedule Group Clust

Disabled B wp G ' Unmanage



2. 5ﬁu)\1_17'§np% SRR, 3
bo %E':T—F_ﬂfo

) Restore application

RESTORE DETAILS

Destination cluster

S ocpvmw

RESTORE SOURCE

Application backup

° wp-backup

EFEREHER

Ready

® on-Demand

BIREREE, AR

STEP 1/2: DETAILS
—

Destination namespace
wp

On-Schedule/On-Demand

EEREMIE REEEMNBRRFHENE

@ RESTORING
APPLICATIONS

Astra Control can restore your
application configuration and
persistent storage. Select a source
snapshot or backup for the
restored application.

3 Snapshots & Backups

@ Application
Created * wp

2022/02/28 18:54 UTC [ Namespace

3. EEEFENEY, M restore , AREEFFMEEFHEE Restore o

O Restore application

wp
@ Cluster
ocp-vmw
cance'
STEP 2/2: SUMMARY X

REVIEW RESTORE INFORMATION

All existing resources associated with this application will be deleted and replaced with the source backup "wp-backup” taken on 2022/02/28 18:54 UTC. Persistent
/L\. volumes will be deleted and recreated. External resources with dependencies on this application may be impacted.

We recommend taking a snapshot or a backup of your application before proceeding.

‘{-D BACKUP

wp-backup

§9 ORIGINAL GROUP

- wp

() ORIGINAL CLUSTER

ocp-vmw

OOO RESOURCE LABELS

ClusterRole
kubernetes.io/bootstrapping: rbac-defaults +1

©

RESTORE

wp

DESTINATION GROUP

- wp

DESTINATION CLUSTER

ocp-vmw

RESOURCE LABELS

ClusterRole
kubernetes.io/bootstrapping: rbac-defaults +1

ClusterRoleBinding e ClusterRoleBinding X
Are you sure you want to restore the application “wp"?
Type restore below to confirm.
( Confirm to restore
restore

4. & Astra ITHIPOERE SRR LRRNARRFE, MNAERRENER
I}_): 'L?l_‘_fﬁ&r_ﬁ #)\—Jmﬂklp\o

BFRFRER

)Ikn_.\o T:EAStra '-HJ:I:#*_L/)HUEU’A—FE
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©) Applications

Actions ¥ + Define @ - * Q @ @

iz 1-1 of 1 entries

Name ¢ Ready  Protected  Cluster Group Discovered Actions
wp @) ® £ ocpvmw = wp 2022/02/28 18:34 UTC Available v
RfEN AR

TR AEF 2RI KRR IR, WHITHL / WdHNARFRIPANIOERE. ER—MFEE
iR — B P R FEN TR EY, =M NetApp FlexClone £ A, M= LABIBYFEfE PVC H T A EFE= 8,

1. EnENAER, BESMEINAER > REERDF, ARREHEXNAER. BENBREFAMEUR T
8, ARBHRkE,

@ wp Running v

Snapshot
M(- APPLICATION STATUS G APPLICATION PROTECTION S
Backup
Health @ Partially protected
© y - ye Clone

Restore

Images Protection schedule Group Clust

docker.io/bitnami/mariadb:10.5.13-debian-10-r58 Disabled - wp ,O ' Unmanage

docker.io/bitnami/wordpress:5.9.0-debian-10-r1

2. GAHSRTENFAEE, EEFERERETNER, AREREREMNNERR, &ENERNAREFNY
RS REZGETE. BEEFAEERE, BRI HRGTHEAERNTE,

Clone application STEP 1/2: DETAILS X
CLONE DETAILS
ﬁ CLONING APPLICATIONS
Clane fiarme Llone namespace Astra Control can create a clone of
wp-clone wp-clone your application configuration and
persistent storage. Persistent
Destination cluster storage backups are transferred
v Clone from an existing snapshot or backup ? from your object store, so
G ocpvmw choosing a clone from an existing
backup will complete the fastest.
Enter a clone name to get started.

Read more in
Clone applications (5.

@ Application
wp

| Namespace
wp

@ Cluster

ocp-vmw

3%Awa?ﬁ¢®TLE$ﬁt@EE%EVW,%F%EF*‘A"Eftﬂ"%uoEAmaf%#@
Im Eur_ﬁﬁ*irhElJFﬁﬁJ\/ I:l’ iﬁl‘_“z}zﬁﬁrﬂ #)\__I-FHU(IL,\O
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@ Applications

Actions ¥ + Define D - : * Q @ @

& 1-2 of 2 entries

Name ¥ Ready  Protected  Cluster Group Discovered Actions
wp () @ £ ocpvmw = wp 2022/02/28 18:34 UTC Available v
wp-clone ©) A £3 ocpvmw m wp-clone 2022/02/28 19:21 UTC Available v
- N
Astra Trident #fiR

Astra Trident @—F T REE R T IFNEEREHITIZEF, EB T A28 Kubernetes 3 &k, 3% Red Hat
OpenShift . Trident 7] 581#E NetApp ONTAP 1 Element 72 RATERAIEE NetApp 1EiE~mASEAEH
, FHEIESZHF NFS 1 iSCSI &%, Trident R IFRZEF ME NetApp EERARENEIREFHE, MALHEMHEE
BRF, MMINRT DevOps TIERAIERE,

EEGFLIRENEBRNEFEARESEES MR, UKNSREMEIEE, SEMEES, SEMESE
B5l QoS 3ll, LUMRIE—EKFRIIERE EXfE, FAAASBUEEIIEPEAXEFHREIZEKALEESRA (
PVC) , HRFRXAMLEFHENRNEIZS,

SANtricity

BE

Astra Trident AR LEEE, & Kubernetes —1%, SEAXHIUX,

BHThR Astra Trident F 2022 & 1 B4 %, BMRXAY Trident ARASBIZIFFIR, AIEIZZIFIRFIRE
Kubernetes 93 &hlRZs "Itb4bh"s

M 20.04 hixFF45, Trident IREH Trident #{ERNTT. BRIEGPIABHANIRENZ, HATE Trident REIREF
ZBER Pod IRMEEINIE, BEBHEE,

£ 21.01 hRH, FAHRMHE T —1 Helm EIR, AFEIL Trident 12ESRHNRE,


https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html#supported-frontends-orchestrators
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html#supported-frontends-orchestrators
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html#supported-frontends-orchestrators
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html#supported-frontends-orchestrators
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html#supported-frontends-orchestrators

T & Astra Trident

BHECIBNAF KR LRE Trident HEEEXKAMS, BRMUTHE:

1. BRI THRIEETEUEFHENRNS. Trident WHFIARAS 22.01 , BTLITFE "4,
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[netapp-user@rhel7 ~]$ wget
https://github.com/NetApp/trident/releases/download/v22.01.0/trident-
installer-22.01.0.tar.gz

--2021-05-06 15:17:30--
https://github.com/NetApp/trident/releases/download/v22.01.0/trident-
installer-22.01.0.tar.gz

Resolving github.com (github.com)... 140.82.114.3
Connecting to github.com (github.com) |140.82.114.3]:443... connected.
HTTP request sent, awaiting response... 302 Found

Location: https://github-
releases.githubusercontent.com/77179634/a4fa9f00-a9f2-11eb-9053-
98e8e573d4ae?X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz—
Credential=AKIAIWNJYAX4CSVEH53A%2F20210506%2Fus-east-

1%2Fs3%2Faws4 request&X-Amz-Date=20210506T191643Z2&X-Amz-Expires=300&X-
Amz-
Signature=8a49a2ale08cl147d1ddd8149ce45a5714f9853feelS%bblc50798909543eb36
30&X-Amz-
SignedHeaders=host&actor id=0&key id=0&repo i1d=77179634&response-
content-disposition=attachment%$3B%20filename%3Dtrident-installer-
22.01.0.tar.gz&response-content-type=application$%$2Foctet-stream
[following]

--2021-05-06 15:17:30-- https://github-
releases.githubusercontent.com/77179634/a4fa9f00-a9f2-11eb-9053-
98e8e573d4ae?X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz—
Credential=AKIAIWNJYAX4CSVEH53A%2F20210506%2Fus—-east-

1%2Fs3%2Faws4 request&X-Amz-Date=20210506T191643Z2&X-Amz-Expires=300&X-
Amz-
Signature=8a49a2ale08cl147d1ddd8149ce45a5714£f9853feel%bblc50798909543eb36
30&X-Amz-
SignedHeaders=host&actor id=0&key id=0&repo id=77179634&response-
content-disposition=attachment%$3B%20filename%3Dtrident-installer-
22.01.0.tar.gz&response-content-type=application$%$2Foctet-stream
Resolving github-releases.githubusercontent.com (github-
releases.githubusercontent.com) ... 185.199.108.154, 185.199.109.154,
185.199.110.154,

Connecting to github-releases.githubusercontent.com (github-
releases.githubusercontent.com) [185.199.108.154|:443... connected.
HTTP request sent, awaiting response... 200 OK

Length: 38349341 (37M) [application/octet-stream]

Saving to: ‘trident-installer-22.01.0.tar.gz’


https://github.com/NetApp/trident/releases/download/v22.01.0/trident-installer-22.01.0.tar.gz
https://github.com/NetApp/trident/releases/download/v22.01.0/trident-installer-22.01.0.tar.gz
https://github.com/NetApp/trident/releases/download/v22.01.0/trident-installer-22.01.0.tar.gz
https://github.com/NetApp/trident/releases/download/v22.01.0/trident-installer-22.01.0.tar.gz
https://github.com/NetApp/trident/releases/download/v22.01.0/trident-installer-22.01.0.tar.gz

2021-05-06 15:17:30 (88.5 MB/s) - ‘trident-installer-22.01.0.tar.gz’
saved [38349341/38349341]

2. WTFERVE G EHIREY Trident 2%,

[netapp-user@rhel’7 ~]$ tar -xzf trident-installer-22.01.0.tar.gz
[netapp-user@rhel7 ~]$ cd trident-installer/
[netapp-user@rhel’7 trident-installer]$

fEF8 Helm &% Trident 121E5R
1. BEBEPEEN kubeconfig XEMMBIGBERNIMETE, WEEFHKSIAIZXYE, EA Trident 3&8H %
1B It ST BT

[netapp-user@rhel’7 trident-installer]$ export KUBECONFIG=~/ocp-
install/auth/kubeconfig

2. TP EEDIEE Trident S8R TEIAY, 51T Helm @55 M Helm B R HAY tarball 23 Trident 121ER,
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[netapp-user@rhel’ trident-installer]$ helm install trident
helm/trident-operator-22.01.0.tgz --create-namespace --namespace trident
NAME: trident

LAST DEPLOYED: Fri May 7 12:54:25 2021

NAMESPACE: trident

STATUS: deployed

REVISION: 1

TEST SUITE: None

NOTES:

Thank you for installing trident-operator, which will deploy and manage
NetApp's Trident CSI

storage provisioner for Kubernetes.

Your release is named 'trident' and is installed into the 'trident'
namespace.

Please note that there must be only one instance of Trident (and
trident-operator) in a Kubernetes cluster.

To configure Trident to manage storage resources, you will need a copy
of tridentctl, which is

available in pre-packaged Trident releases. You may find all Trident
releases and source code

online at https://github.com/NetApp/trident.

To learn more about the release, try:

S helm status trident
$ helm get all trident

3. e LB BB S 8|PISITH Pod 3R tridentctl i & XA E B LM RZASFIGIE Trident 25
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[netapp-user@rhel’ trident-installer]$ oc get pods -n trident

NAME READY STATUS RESTARTS AGE
trident-csi-5z451 1/2 Running 2 30s
trident-csi-696b685cf8-htdb2 6/6 Running 0 30s
trident-csi-b74p2 2/2 Running 0 30s
trident-csi-lrwé4n 2/2 Running 0 30s
trident-operator-7c748d957-gr2gw 1/1 Running 0 36s

[netapp-user@rhel’7 trident-installer]$ ./tridentctl -n trident version

Fom e o +
| SERVER VERSION | CLIENT VERSION |
Fom e e +
| 22.01.0 | 22.01.0 |
fom e frmm e +

@ FERELEERAT, BERIMRAIEFREBREX Trident BiE, EXMIER T, BEAILUFENLE Trident
BERHENFESERUBEXEE,

FhR4E Trident 11ER

1. 8%, BAPEEM kubeconfig XHFMNMUBIRENFIET S, UEEFRNKSIBEZXXE, EA Trident 7%
233 ST RYIE T,

[netapp-user@rhel7 trident-installer]$ export KUBECONFIG=~/ocp-
install/auth/kubeconfig

2. trident REEF BRESHETEXFIEMEARNSEE, FREUNBRNE
TridentOrchestrator BENXRIEBRE Xo

[netapp-user@rhel’7 trident-installer]$ oc create -f
deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.yaml
customresourcedefinition.apiextensions.k8s.io/tridentorchestrators.tride
nt.netapp.io created

3. MIBATFIE Trident SRZE], FBEAIRMNE BEERP R Trident HE =i,

[netapp-user@rhel’7 trident-installer]$ oc apply -f deploy/namespace.yaml
namespace/trident created

4. 7 Trident 2{ER I ECIBEPIFIEIR, HIAINIRIERALIE serviceAccount , /J SClusterRole
ClusterRoleBinding , /3" erviceAccount , &H PodSecurityPolicy "SR {ER A S €I,

B
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5.

IR
150

[netapp-user@rhel7 trident-installer]$ oc create -f deploy/bundle.yaml
serviceaccount/trident-operator created
clusterrole.rbac.authorization.k8s.io/trident-operator created
clusterrolebinding.rbac.authorization.k8s.io/trident-operator created
deployment.apps/trident-operator created

podsecuritypolicy.policy/tridentoperatorpods created

AR U T e LR ER BB RN ERRS:

[netapp-user@rhel7 trident-installer]$ oc get deployment -n trident

NAME READY UP-TO-DATE AVATILABLE AGE
trident-operator 1/1 1 1 23s
[netapp-user@rhel’ trident-installer]$ oc get pods -n trident

NAME READY STATUS RESTARTS AGE
trident-operator-66£48895cc-1lzczk 1/1 Running 0 41s

6. IEIRERE, EKIMERIUERERZE Trident o XEEOEE TridentOrchestrator o
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[netapp-user@rhel7 trident-installer]$ oc create -f
deploy/crds/tridentorchestrator cr.yaml
tridentorchestrator.trident.netapp.io/trident created
[netapp-user@rhel7 trident-installer]$ oc describe torc trident

Name : trident
Namespace:

Labels: <none>
Annotations: <none>

API Version: trident.netapp.io/vl

Kind: TridentOrchestrator

Metadata:
Creation Timestamp: 2021-05-07T17:00:28%
Generation: 1

Managed Fields:
API Version: trident.netapp.io/vl
Fields Type: FieldsVl

fieldsVl:
f:spec:
f:debug:
f:namespace:
Manager: kubectl-create
Operation: Update
Time: 2021-05-07T17:00:28%

API Version: trident.netapp.io/vl



Fields Type: FieldsVl
fieldsVl:
f:status:

f:currentInstallationParams:

:IPvG6:
rautosupportHostname:
rautosupportImage:
rautosupportProxy:
:autosupportSerialNumber:
:debug:
:enableNodePrep:
:imagePullSecrets:
:imageRegistry:
:k8sTimeout:
:kubeletDir:
:logFormat:

H Hh Fh Fh Fh Fh Fh Fh Fh Fh Fh Fh Fhoe

:silenceAutosupport:
f:tridentImage:

f:message:

f:namespace:

f:status:

f:version:

Manager: trident-operator
Operation: Update
Time: 2021-05-07T17:00:28%
Resource Version: 931421
Self Link:
/apis/trident.netapp.io/vl/tridentorchestrators/trident
UID: 8a26a7a6-dde8-4d55-9b66-a7126754d81f
Spec:
Debug: true
Namespace: trident
Status:
Current Installation Params:
IPv6: false

Autosupport Hostname:

Autosupport Image: netapp/trident-autosupport:21.01
Autosupport Proxy:

Autosupport Serial Number:

Debug: true

Enable Node Prep: false

Image Pull Secrets:

Image Registry:

k8sTimeout: 30



Kubelet Dir: /var/lib/kubelet

Log Format: text
Silence Autosupport: false
Trident Image: netapp/trident:22.01.0
Message: Trident installed
Namespace: trident
Status: Installed
Version: v22.01.0
Events:
Type Reason Age From
Normal 1Installing 80s trident-operator.netapp.io
Trident
Normal Installed 68s trident-operator.netapp.io
installed

\y

Installing

Trident

7. el LB KB A B S 8]PISITH Pod B tridentctl Z i & XA E B LM RZASFIGIE Trident 235

PRIN%R o

[netapp-user@rhel’ trident-installer]$ oc get pods -n trident

NAME READY STATUS

trident-csi-bb64c6cb4-1mdoh 6/6 Running
trident-csi-gn59g 2/2 Running
trident-csi-m4sz] 2/2 Running
trident-csi-sb9k9 2/2 Running

trident-operator-66£48895cc-1zczk 1/1

[netapp-user@rhel7 trident-installer]$

Fom e o +
| SERVER VERSION | CLIENT VERSION |
fom e frmmm e +
| 22.01.0 | 22.01.0 |
Fom e o +

HEE TN RUSHTEE

NFS

Running

RESTARTS
0

0
0
0
0

AGE
82s
82s
82s
82s
2m39s

./tridentctl -n trident version

RZ M Kubernetes 73 & BMISE AR ER R BEM A THHININ L KR NFS BRI GENKLRARER, 25

Red Hat OpenShift .

B, ¥F NFSv3 , BFmMARSS & Z BB MEH LG, Fit, ZFiRFRA SUNRPC HEIERF B
WS RSEE EXFFREFEEY, LUIAGR NFS EENREMRE, MARSS (B TLR/NERIEO R,

F ONTAP , Z#FHIERAK SUNRPC fffERZLB %9 128 , B ONTAP — XA LIAME 128 1N H A& NFS iEK,
B2, BIAMERT, 81N %EEN Red Hat CoreOS/Red Hat Enterprise Linux &% 618 65, 536 > SUNRPC
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HEREZB. RINEERIEIREN 128 , BILTE OpensShift FEAITENEEIRIER ( Machine Config
Operator , MCO ) RSERIIEIEE,

E{E2X OpenShift T{ETI AR A SUNRPC 1GEREE, BTMUTHE:

1. & F 3] OCP Web 4I& H S#1Zl Compute > Machine Configs » 25 Create Machine Config o S #IFF#5
MG YAML X, SARBEEEIE,

apiVersion: machineconfiguration.openshift.io/vl
kind: MachineConfig
metadata:

name: 98-worker-nfs-rpc-slot-tables

labels:

machineconfiguration.openshift.io/role: worker

spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:

source: data:text/plain;charset=utf-
8;base64,b3B0aWIucyBzdW5ycGMgdGNwX21heF9zbGO0X3RhYmx1X2VudHIpZXMIMTI4Cg=

filesystem: root
mode: 420
path: /etc/modprobe.d/sunrpc.conf

2. QI MCO f5, REEFMBIFIR LNARREHENEMR. BMNIBARANFE 20 7 30 £, £
oc get MCP WIERENATHENEE, HHFREEHNRTHIHENEE M.

[netapp-user@rhel’ openshift-deploy]$ oc get mcp

NAME CONFIG UPDATED UPDATING
DEGRADED

master rendered-master-a520ae930e1d135e0dee7168 True False
False

worker rendered-worker-de321b36eeba62dfd4lfeb’bc True False
False

iSCSI
BETHENRMFES, UEEB®ET iISCSI MURGHIREFES, EBUMREZFFILINEEFRAR A,
£ Red Hat OpenShift 1, FIEREEREEREEEIE MCO (HENEEIRIER) NATRERIMLILBE/,

ERRETFPRLUETT ISCSI BRSS, BRI TIE:
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1. ZF 5] OCP Web =4I& H S#1Zl Compute > Machine Configs » 2 Create Machine Config o S #IFF#5
M YAML X1, SAiesEeliE,

NMERZIRIZHT

apiVersion: machineconfiguration.openshift.io/vl
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 99-worker-element-iscsi

spec:
config:
ignition:
version: 3.2.0
systemd:
units:

- name: iscsid.service
enabled: true
state: started

osImageURL: ""
fERAZRIZET:
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apiVersion: machineconfiguration.openshift.io/vl

kind: MachineConfig

metadata:
name: 99-worker-ontap-iscsi
labels:

machineconfiguration.openshift.io/role:

spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:

worker

source: data:text/plain;charset=utf-
8;base64d, ZGVmYXVsdHMgewogICAgICAgIHVZZXJfZnJpZW5kbH]1 fomFt ZXMgbm8KICAgICA
gICBmaWbkX211bHRpcGF0aHMgbm8K{fQoKYmxhY2tsaXN0X2V4Y2VwdGlvbnMgewogICAgICA
gIHByb3B1lcnR5ICIOUONTSVIJREVOVFI8SUREVIAOKSIKEfQoKYmxhY2tsaXNOIHsKEfQoK

verification: {}

filesystem: root

mode: 400
path: /etc/multipath.conf
systemd:
units:

- name: iscsid.service
enabled: true
state: started
- name: multipathd.service
enabled: true
state: started
osImageURL: ""

2. IERER, BHRENATIFNTRHAEMMBENANFTE 20 3 30 D €A oc get MCP BWIER
BNATHENEE, HHRAREEFRINITENEE R, EXRUERIIITFETSR, LA iscsid BRSS1E

Eiz1T (WNREMAZEE, W multipathd ARSSIETEIETT) ©
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[netapp-user@rhel’ openshift-deploy]$ oc get mcp

NAME CONFIG UPDATED UPDATING
DEGRADED

master rendered-master-a520ae930el1dl135e0dee7168 True False
False

worker rendered-worker-de321b36eeba62dfd4lfeb7bc True False
False

[netapp-user@rhel’7 openshift-deploy]$ ssh core@10.61.181.22 sudo
systemctl status iscsid
® iscsid.service - Open-iSCSI

Loaded: loaded (/usr/lib/systemd/system/iscsid.service; enabled;
vendor preset: disabled)

Active: active (running) since Tue 2021-05-26 13:36:22 UTC; 3 min ago

Docs: man:iscsid (8)
man:iscsiadm(8)

Main PID: 1242 (iscsid)

Status: "Ready to process requests"
Tasks: 1
Memory: 4.9M
CPU: 9ms

CGroup: /system.slice/iscsid.service
L1242 /usr/sbin/iscsid -f

[netapp-user@rhel’ openshift-deploy]$ ssh core@l10.61.181.22 sudo
systemctl status multipathd
® multipathd.service - Device-Mapper Multipath Device Controller
Loaded: loaded (/usr/lib/systemd/system/multipathd.service; enabled;
vendor preset: enabled)
Active: active (running) since Tue 2021-05-26 13:36:22 UTC; 3 min ago
Main PID: 918 (multipathd)
Status: "up"
Tasks: 7
Memory: 13.7M
CPU: 57ms
CGroup: /system.slice/multipathd.service
L—918 /sbin/multipathd -d -s

@ Lte5h, E R LUEE RIS B HAREIET oc debug L KHMIA MachineConfig ERIIN A A
AR5 ERIHAS B0

IREFERS R

SERY Astra Trident I2{ER R G, EHAMAFTERBIEE NetApp FEEFESEEERIR. 15H0 LUT g4 eEig
BFEIE Astra Trident o
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* "NetApp ONTAP NFS"
* "NetApp ONTAP iSCSI"
* "NetApp Element iSCSI"

NetApp ONTAP NFS E2&
ZEZ A Trident 5 NetApp ONTAP FERAERL, B MEIE—NElh, UESEEARFAHITIESE.

1. FTEHRNLETIEFPIRMET sample-input folder BREMPIIRGIGFHX M. 3TTFIRME NFS B9 NetApp
ONTAP #%4:, ¥ backend-ontap-nas.json XHEEFIZEHITIEE RHRIBIZXXH-

[netapp-user@rhel’7 trident-installer]$ cp sample-input/backends-
samples/ontap-nas/backend-ontap-nas.json ./
[netapp-user@rhel’7 trident-installer]$ vi backend-ontap-nas.json

2. 448 backendName , managementLIF , dataLIF , SVM, FAF&, FZRM{E,

"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "ontap-nas+10.61.181.221",
"managementLIF": "172.21.224.201",
"dataLIF": "10.61.181.221",

"svm": "trident svm",
"username": "cluster-admin",

"password": "password"

(D RIEMCER, BBENX backendName {ETE X 7 storageDriverName #179 NFS 12 {#ARZHY
dataLIF BY4H&, LAETFIR.

3. ZEWFWMNMHE, TITUTHLSUIRE Gk,
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[netapp-user@rhel’ trident-installer]$ ./tridentctl -n trident create
backend -f backend-ontap-nas.json

Fommmmmmeceseseses == Fommmmmmmmemem===
Fommmmmmmmoososorreresmemememeoememmm o Fommomome Fommmomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

e Fommmmmmomoomooms
- fom—————— Fom - +

| ontap-nas+10.61.181.221 | ontap-nas | be7a619d-c81d-445c-b80c-
5¢87a73cbble | online | 0 |

o Fom e
Fommmmmmemsseseseses s s e e i Fommmmmm== +

tliERimE, EETREACB—IEFESL. SRE—F, FILFE sample-inputs XFFRFPIIIFIFHE—
THEEREX . REEHFZITIEERAHTUENRE, URRFEIZRER.

[netapp-user@rhel’7 trident-installer]$ cp sample-input/storage-class-
samples/storage-class-csi.yaml.templ ./storage-class-basic.yaml
[netapp-user@rhel’ trident-installer]$ vi storage-class-basic.yaml

AT ISR ITHME—RIB R, AHRIENEHREEIRDIEFNZMREN backendType B, BiEEE
name-field {8, fEEXINE|IHIZE,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: basic-csi
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-nas"

()  teXfehEXT—MER FsType MAETE, ALIE NFS BHBBRILT.

B1T oc SR ULBIREFHES,

[netapp-user@rhel’ trident-installer]$ oc create -f storage-class-
basic.yaml
storageclass.storage.k8s.io/basic-csi created

BIEEMERE, BRMOIEFE—NKAMLEIERK (PVC) o Lh4h, EALITE sample-inputs FfERA—R
5l pva-basic o yaml file KHITIIRIE,



[netapp-user@rhel’7 trident-installer]$ cp sample-input/pvc-samples/pvc-
basic.yaml ./
[netapp-user@rhel’ trident-installer]$ vi pvc-basic.yaml

8. le\ﬁjﬁjﬂtlttj‘(ﬁ:iﬁﬁﬁ’\]ﬂﬁ—éﬁﬁ%, Eﬁf% storageClassName ?Eﬁ'—ﬁﬂ“lﬂ”ﬁﬂ@ﬁ"]?ﬁﬁ@@ﬂo E.[LX*E?EEEE%
NITERENEEH—FP BENX PVC EXo

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: basic
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: basic-csi

9. Kt oc % EIE PVC . WRIBFFEIEMEEENA/, CIEFTREFE—LitE, &R UEZIETME
BT

[netapp-user@rhel’ trident-installer]$ oc create -f pvc-basic.yaml
persistentvolumeclaim/basic created

[netapp-user@rhel’ trident-installer]$ oc get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

basic Bound pvc-b4370d37-0fad4-4cl7-bd86-94f96c94b42d 1Gi

RWO basic-csi s

NetApp ONTAP iSCSI g &
Z B Trident 5 NetApp ONTAP EFERZRIER, B MEIE—1Ein, UWESHEEARRHITESE.
1. FTHHMRETEPIRMET sample-input folder BREMPIIRFGIGEHX o X FHEM iSCSI B NetApp
ONTAP %%, ¥ backend-ontap-san.json XHEHIFIENTIER RHRBIZF-

[netapp-user@rhel’ trident-installer]$ cp sample-input/backends-
samples/ontap-san/backend-ontap-san.json ./
[netapp-user@rhel’ trident-installer]$ vi backend-ontap-san.json

63



2. YREEIESZH Y managementLIF , datallF , SVM , FAFR BFEBE,

"version": 1,

"storageDriverName": "ontap-san",
"managementLIF": "172.21.224.201",
"dataLIF": "10.61.181.240",

"svm": "trident svm",

"username": "admin",

"password": "password"

3. REWBmNMHE, TITUTHSUIRE— Gk,

[netapp-user@rhel7 trident-installer]$ ./tridentctl -n trident create
backend -f backend-ontap-san.json

et b e e e

e o o — +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

o o

e et t-—— to———————- +

| ontapsan 10.61.181.241 | ontap-san | 6788533c-7fea-4a35-b797-
fb9bb3322b91 | online | 0 |

et ittt e et

Rt bt e F—————— o +

4. QIRERE, BETRONEIB—IEFMEE. SEHE—F, FILTE sample-inputs XK ARIRHEE—
THITFEERX . FEERIZI TFERAFTUENRE, URRFEZNGR.

[netapp-user@rhel’7 trident-installer]$ cp sample-input/storage-class-
samples/storage-class-csi.yaml.templ ./storage-class-basic.yaml
[netapp-user@rhel’7 trident-installer]$ vi storage-class-basic.yaml

S. AT UL #HITHIME—RIER, NICIENEIREEIRIEFINZFENX backendType o BiEEER
name-field {8, TEEXIE|HIZE,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: basic-csi
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

ST ERRE X T — M A FSType MIETATE, 1E ISCSI /G, AILUBLERERIEEN
(D) Linux XHRGEE (XFS, ext4 %) , WAILUBIRILE, WE OpenShift REBFERBHX
H 55,

6. 1517 oc s UBIETFEE

[netapp-user@rhel7 trident-installer]$ oc create -f storage-class-
basic.yaml
storageclass.storage.k8s.io/basic-csi created

7. BIETFEEE, BRIMRIEBRE—KAMEIER (PVC) o Itih, ERILITE sample-inputs FEA—R
5l pva-basic o yaml file KHITILIRIE,

[netapp-user@rhel’7 trident-installer]$ cp sample-input/pvc-samples/pvc-
basic.yaml ./
[netapp-user@rhel’ trident-installer]$ vi pvc-basic.yaml

8. le\ﬁjﬁjﬂtlttf(ﬁ:iﬁﬁﬁ’ﬂuﬁ—éﬁﬁ%, EET% storageClassName ?Eﬁ'—?ﬂ“lﬂ”ﬁﬂ@ﬁ"]?ﬁﬁ@@ﬂo E_[L){*E?EEEE%
NITERENEEH—FP BENX PVC EXo

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: basic
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: basic-csi

9. Kl oc %G PVC . RIBFFEIEMEEENA/, CIEFTRERFE—LitE, &R UEZIETME
e pUIE=
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[netapp-user@rhel’ trident-installer]$ oc create -f pvc-basic.yaml
persistentvolumeclaim/basic created

[netapp-user@rhel’ trident-installer]$ oc get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

basic Bound pvc-T7ceaclba-0189-43¢c7-8£98-094719f7956¢C 1Gi

RWO basic-csi 3s

NetApp Element iSCSI EC &

E 2 H Trident 5 NetApp Element ZFERFRIEM, TR EIE—N Gk, LUERER iSCSI thlSEFERSH
(RpCES

1. FHHNREIEPIRMT sample-input folder BREHWHIRAIEH M. TR iSCSI RS
NetApp Element £4%, ¥§ backend-solidfire.json XHEBIFEHNTIEERYP, ARREIZXHF.

[netapp-user@rhel’ trident-installer]$ cp sample-input/backends-
samples/solidfire/backend-solidfire.json ./
[netapp-user@rhel7 trident-installer]$ vi ./backend-solidfire.json

a. 4§48 endpoint T LR, B MVIP &,
b. 4538 SVIP {Eo

"version": 1,
"storageDriverName": "solidfire-san",
"Endpoint": "https://trident:password@l172.21.224.150/json-
rpc/8.0",
"SVIP": "10.61.180.200:3260",
"TenantName": "trident",
"Types": [{"Type": "Bronze", "Qos": {"minIOPS": 1000, "maxIOPS":
2000, "burstIOPS"™: 4000}},
{"Type": "Silver", "Qos": {"minIOPS": 4000, "maxIOPS":
6000, "burstIOPS": 8000}},
{"Type": "Gold", "Qos": {"minIOPS": 6000, "maxIOPS":

8000, "burstIOPS": 10000}}]
}

2. REGFIERXHE, BITUTHLEBRE— /G,
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[netapp-user@rhel’ trident-installer]$ ./tridentctl -n trident create
backend -f backend-solidfire.json

E frosssssammmasae=s
fes========scscsessssossssssss==ss=sa=s fem=m==== fos======= 4

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

e e

o fomm - fomm - +

| solidfire 10.61.180.200 | solidfire-san | b90783ece-e0c9-49af-8d26-
3ea87ce?2efdf | online | 0 |

Fmm fomm e

fessmssee s se s o s s s e e fremem==== fossmmm=== I

3. RIEfERGE, MIETRUFMIZ—NFHER, SEH—H, BJLUTE sample-inputs XHFRPNIFIFRE—

THITFERX . FEERIZI TFERARTUENRE, URRFEIZNGR.

[netapp-user@rhel’7 trident-installer]$ cp sample-input/storage-class-
samples/storage-class-csi.yaml.templ ./storage-class-basic.yaml
[netapp-user@rhel’ trident-installer]$ vi storage-class-basic.yaml

4. PSS EHITHE—RIER, At ENRIHREERDIEFHNZIFEN backendType B, BIEFER
name-field {8, fEEXINE|IHIZE,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: basic-csi
provisioner: csi.trident.netapp.io
parameters:

backendType: "solidfire-san"

SRR N T — & A FSType MIEIETE. 7ESCSI /G, AIBLEREHEN
(D Linx XHRHHE (XFS, extd %) , WALUSERIRLISLY OpensShitt REEEMIIL
R

5. 1B1T oc #p % ABIETFES,

[netapp-user@rhel7 trident-installer]$ oc create -f storage-class-
basic.yaml
storageclass.storage.k8s.io/basic-csi created

6. BIEBTFMELRS, BHAMEEE—NMKAMEIER (PVC) o L4, ERTLIIE sample-inputs REA—R
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5l pva-basic o yaml file RHITILIRIE,

[netapp-user@rhel7 trident-installer]$ cp sample-input/pvc-samples/pvc-—
basic.yaml ./
[netapp-user@rhel’ trident-installer]$ vi pvc-basic.yaml

7. XA HITHIE—RIER, MR storageClassName FESNIRNICIZNFERLE, AJURIEERE
MIERHNFEEHA T BEN PVC EXo

kind: PersistentVolumeClaim
apivVersion: vl
metadata:
name: basic
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: basic-csi

8. Rl oc L BIE PVC . RIBFIAVEMEEENA/), CIZTRFE—LitE, FERUEZERETME
HITIE

[netapp-user@rhel’7 trident-installer]$ oc create -f pvc-basic.yaml
persistentvolumeclaim/basic created

[netapp-user@rhel7 trident-installer]$ oc get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

basic Bound pvc-3445b5cc-df24-453d-ale6-b484e874349d 1Gi

RWO basic-csi 5s

SRECE L

TR E T %25%EIN:. Red Hat OpenShift 5 NetApp

EARZEIFRT, Red Hat OpenShift Zi@d B MIMNBH IR MV AR, BT ARSTEMH—1F MIMNBIIIE]
BYEN B K AFFZARSS. OpenShift &% H 25 7] LAERE X BB R HAR S IRIRBIR = , LME#WI*“B%F‘ trtadlid
CEE=PEZ:-S

BR, AREBERT, VARFFENENELEBEXAHTERT e ATFHENAIRS. HP—NRFI2
NetAppAstraat [t AT HRZX—FK, HINTETIFZEEXAH FERET, STRNEBETEME

o
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UTFTERE T AXAHTFERETAEINER, XLE%EINEE Red Hat OpenShift with NetApp fi# /R 75 Z= st
ITIRIE:

° ||7TE LBU

- "F5 BIG-IP"

L4 MetalLB 1% F#%28: Red Hat OpenShift 5 NetApp
LETImE I T MetallB fa & F 2z fREMACE WA,

MetalLB @—H&4E7E OpenShift 28 B ITEML A EH &35, TR TFERTE=IRERER LIETHERESE
BN A E FE238Y OpenShift lR53. MetallB rIhE TIEL A H F&i2siRSHH N EE et 9
FIMEB A,

MetalLB A2 & %10

HRHE MetalLB WAl AR D ECL OpenShift S2BELASMYTA BT HI28ARSSRY IP sk, ERIERMIEIN FIETT!

* B 2EEN. *ERRRAT, OpenShift EBFRN— T RRIZE LIRS BIFIEN, H3TiZ IP B ARP 15
RIGHPEAR, EEAIFE OpensShift E£BFZ5MARl, HTFRBETRA 2 P, FILEEHEMIARISHINR
[EEBIRE. AXIFAER, B "L

* *BGP #&3l, *TEUEINT, OpenShift EBFRRIFIE T RERSRERREIL BGP WERIE, HAHEBALL
RRERAZIIRS IP . BIRFMAER MetallB 5ZMEFRIIRMAIREMT—IC. BT BGP AXAMKAENS
, EILTEARSHY IP BT RBRGT A ETE LY, EAAE—ENREL. BXIFAER, B2 "Ik,

() i, RIMEES 2 BERTRE MetallB .

LI MetalLB 1% Ffi7es

1. F& MetalLB & &,

[netapp-user@rhel?7 ~]$ wget
https://raw.githubusercontent.com/metallb/metallb/v0.10.2/manifests/name
space.yaml

[netapp-user@rhel7 ~]$ wget
https://raw.githubusercontent.com/metallb/metallb/v0.10.2/manifests/meta
11b.yaml

2. YRIEXMF metallb.yaml FMITHIZZZBEF EH A DemonSet Hffpx

spec.template.spec.securityContext o
© BIMERAYIT: *
securityContext:

runAsNonRoot: true
runAsUser: 65534
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3. B3 metallb-system B Fido

[netapp-user@rhel’7 ~]$ oc create -f namespace.yaml

namespace/metallb-system created

4. $132 MetalLB CR

[netapp-user@rhel7 ~]$ oc create -f metallb.yaml

podsecuritypolicy.policy/controller created

podsecuritypolicy.policy/speaker created

serviceaccount/controller created

serviceaccount/speaker created

clusterrole.rbac.authorization.k8s.io/metallb-system:controller created

clusterrole.rbac.authorization.k8s.io/metallb-system:speaker created

role.rbac.authorization
role.rbac.authorization

role.rbac.authorization

clusterrolebinding.rbac.

created

clusterrolebinding.rbac.

created

.k8s.io/config-watcher created
.k8s.io/pod-lister created
.k8s.io/controller created

authorization.k8s.io/metallb-system:controller

authorization.k8s.io/metallb-system:speaker

rolebinding.rbac.authorization.k8s.io/config-watcher created

rolebinding.rbac.authorization.k8s.io/pod-lister created

rolebinding.rbac.authorization.k8s.io/controller created

daemonset.apps/speaker created

deployment.apps/controller created

O. 7ZACE MetalLB B2 2 Hl, 15 TH A28 DemonSet 1I#AMNXIR, EHAEBINITER ST &3 EE TR

FHINSEEE.

[netapp-user@rhel’7 ~]$ oc adm policy add-scc-to-user privileged -n

metallb-system -z speaker

clusterrole.rbac.authorization.k8s.io/system:openshift:scc:privileged

added: "speaker"

6. BIIE metallb-system SR TEPEIE configMap KEZE MetallB
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[netapp-user@rhel’7 ~]$ vim metallb-config.yaml

apiVersion: vl

kind: ConfigMap

metadata:
namespace: metallb-system
name: config

data:
config: |

address-pools:

- name: default
protocol: layer?
addresses:

- 10.63.17.10-10.63.17.200

[netapp-user@rhel’7 ~]$ oc create -f metallb-config.yaml
configmap/config created

7. MIE, EQIENETEEIREES, MetallB S AXLEARSZ DE—NIMNE IP , FHiBidMHL ARP 15K AT
IP ik,

(D YNSRETE BGP EU MECE MetallB , BBk _EAP R 6 Hi%HE MetalLB XIS RAVIR(FL R
BHTIRE "IHhAb",

L4 F5 BIG-IP fa# F 128

F5 BIG-IP @—F N ATERF3 112428 (Application Delivery Controller , AD ) , BliRE—RIISREFLT
EEEML 2RSS, HI90 L4-L7 AT, SSL/TLS E#, DNS, [FHAESE, XERSTEERENBIER
BRI, REMRMERE.

F5BIG-IP AILIEE ABH £, =R EINIEE EUSTANHITHENER, B2 IIARXRS, T
AIRIBEEELE F5 BIG-IP

A7 F5 BIG-IP fR$3 5 Red Hat OpenShift &XEER, F5 12T BIG-IP B23ENIRS ( BIG-IP Container
Ingress Service , CIS) o Cl fEAIEHI2s POD #{TR%E, AT T OpenShift API LURENERLE B E X FHIRE
X ( Custom Resource Definitions , CRD ) , FHEI F5 BIG-IP RAECE, rILEIE F5BIG-IP CIS , LUE
#l OpenShift FHFIARSZ LAY LoadBalbalers" #1 " B&H " o

b5, BEEIDES IP it UARS KRB 1T A2, EAILUER F5 IPAM 1£§128, F5 IPAM 1528 E 1T H 28
POD #17%%, ZiTH28 POD £3&1d ipamLabel #75E %1 OpenShift AP LASKER 71 & F#i88ARSS, LUBEM
LB At ELD IP ik,

LETAESIH T F5 BIG-IP CIS #1 IPAM 1THISsNREMECE RE, FATIREMY, EBUNNEIBEHIRIE F5 BIG-
IP ALHVIFR], b5, BENTIATT SDN IREIFE], XLERZIIAESTE BIG-IP VE ERtIFRIIEAF,

@ F5 BIG-IP A] ATEMII RN EBHR T T E B, HTF IR ER, F5 BIG-IP ZPEBEMIIER
T, BHFEFEN, RFHERRAE IP AR R RE T8 m il fE,
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F5 BIG-P RAFIUMBAL BB L, SRANIHEOEMEED, LRAST 12X, MUE
()  5Fs5cis®m. wasiin, RIS F5 BIGP RAMENEIEE, FINIERA BIG-IPVE

kR 7S
2SI AIRR AN
5PN BR{FRR S
Red Hat OpenShift 46 EUS, 4.7
F5 BIG-IP VE iz 16.1.0
F5 BEENRS 2.5.1
F5 IPAM 2555128 0.1.4
F5AS3 3.30.0

[
ik

1. %% F5 Application Services 3 &, U4 1F BIG-IP £4t#5% JSON FERE, MARREGS. BE
"F5 AS3 GitHub #fiEE", H TH&EIM RPM XF,

2. ZRE F5BIG-IP 4%, Sfn%! "iApps" > "Package Management LX" , ZAfRE T "Import" o
3. BHERNHHIERE THA AS3 RPM X1, BHME, ARBEEEE

Import Package

I File Name | Choose File | fS-appsvcs-3.30.0-5 noarch rpm

Cancel || Upload |

4. L AS3 I RERMRLE,
Lo s et |

Fi hogr st Paasrsarces
[e—
L N VD Busdd P Tags
FS-BpaneCs 1Mo & Te-appavis-2 30005 sdarch FLUGH

S. & T3k, BZE OpenShift #1 BIG-IP R4 2 Bl iBEFAENERIR, B, B OpenShift SDN BY BIG-IP &
25 EOIFE VXLAN i@i&#z0, 7E OpenShift 1 BIG-IP iRS3 857 EI0IEBE, FME " WL >" @E >" iLE
X", BESIRE", REEBREEBEXXHISE N VXLAN , FHiE " HkHKR "B R " 2", WMARBEX
HHRIR, AERELETH.
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Cancel | Repeal || Finishod

Matwork o Tumnals @ Profiles | VILAN o Mew VOLAN Profile

- SAE " L > EE S BEYIR Y, B AR, ARBNESENRMAAM Pt EFEE LD

FelEpEEEiEX M, AERETTH.

Network » Tunnels : Tunnel List » New Tunnel...

Configuration

I MName
Description

Key

Profile

I Local Address
Secondary Address
Remote Address
Mode

MTU

Use FMTU

TOS

Auto-Last Hop
Traffic Group

| Cancel || Repeat || Finished |

| openshift_vxlan

-

: vxlan-multipoint

[ 10.63.172.239
.'ﬂ.nyr d
Any b

Bidirectional ~
Enabled

| Preserve
[Default |

[ Mone

- £/ cluster-admin A FRERZEI Red Hat OpenShift &&%,
- 1£ OpenShift _£/3 F5 BIG-IP RSZ23CIE—1FM, MMMRFEFRM OpenShift &8+ EE F5 BIG-IP AR

7% FEHENIFM YAML E X,

wget https://github.com/F5Networks/k8s-bigip-
ctlr/blob/master/docs/config examples/openshift/f5-kctlr-openshift-

hostsubnet.yaml

. YREE M F IS A OpenShift SDN 750 BIG-IP VTEP  ( VXLAN i&i&)



apiVersion: vl
kind: HostSubnet
metadata:
name: fb5-server
annotations:
pod.network.openshift.io/fixed-vnid-host: "QO"
pod.network.openshift.io/assign-subnet: "true"
# provide a name for the node that will serve as BIG-IP's entry into the
cluster
host: f5-server
# The hostIP address will be the BIG-IP interface address routable to
the
# OpenShift Origin nodes.
# This address is the BIG-IP VTEP in the SDN's VXLAN.
hostIP: 10.63.172.239

() RS REREIR TSR,

10. 6% HostSubnet &ifo

[admin@rhel-7 ~]$ oc create -f f5-kctlr-openshift-hostsubnet.yaml

hostsubnet.network.openshift.io/f5-server created

1. 3REXA F5 BIG-IP fRSE 23 IR N FRIAVEEE IP FRSEE,
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[admin@rhel-7 ~]$ oc get hostsubnet

NAME HOST HOST IP
SUBNET EGRESS CIDRS EGRESS TIPS

f5-server f5-server 10.63.172.239
10.131.0.0/23

ocp-vmw-nszws-master-0 ocp-vmw-nszws-master-0 10.63.172.44
10.128.0.0/23

ocp-vmw-nszws-master-1 ocp-vmw-nszws-master-1 10.63.172.47
10.130.0.0/23

ocp-vmw-nszws-master-2 ocp-vmw-nszws-master-2 10.63.172.48
10.129.0.0/23

ocp-vmw-nszws-worker-r8fh4 ocp-vmw-nszws-worker-r8fhi 10.63.172.7
10.130.2.0/23

ocp-vmw-nszws—-worker—-tvr46 ocp-vmw-nszws-worker—-tvr46 10.63.172.11
10.129.2.0/23

ocp-vmw-nszws-worker-wdxhg ocp-vmw-nszws-worker-wdxhg 10.63.172.24
10.128.2.0/23

ocp-vmw-nszws-worker-wg8r4 ocp-vmw-nszws-worker-wg8r4 10.63.172.15
10.131.2.0/23

ocp-vmw-nszws—-worker-wtgfw ocp-vmw-nszws-worker-wtgfw 10.63.172.17

10.128.4.0/23

12. 7£ OpenShift VXLAN Ef$F5 F5 BIG-IP ARSS 283 MZAY OpenShift EAFRSEEFH IP IR IP . ER
2 F5BIG-IP &4, SMEI"ML">"BIP", ARREE "6IE" . BN F5BIG-IP TN FMEZIER
IP FMFE IP , i%#F VXLAN @&, ZARRMAEMFAEE. RAERTETM.

Metwork » Self IPs » New Self IP...

Configuration
Name | 10.131.0.60 |
IP Address | 10.131.0.60 |

Netmask | 255.252.0.0 J

VLAN / Tunnel openshift_vxla

Port Lockdown | Allow Al ~|

Tanc oo s s bkl e Ll

Service Policy ' None v |

| Cancel || Repeat || Finlshed

13. 7£ F5 BIG-IP REHFEIE— 19X, LUETE CIS HEENFER. SEMIIARSL > BF > oK%K, BiEelE

75



, RERANFAER. ARBETH.

System » Users : Partition List » New Partition...

Properties

I Partition Name OCp-VImw

Partition Default Route Domain | [0 + |

Description

(] Extend Text Area
() wrap Text

Redundant Device Configuration

: | &4 Inherit device group from root folder
Device Group
MNone
&4 Inherit traffic group from root folder
Traffic Group Sl ALl L .p i
traffic-group-1 (floating) hd

| Cancel |[ Repeat || Finished |

() F5 @RS CIs BRNHKHTFHRE

14. f§EF8 OperatorHub FBIZERRE F5BIG-IP CIS , FRHEHEEAINRERE Red Hat OpenShift ££8%,
HEA F5 BIG-IP RAAERERECIE— T, XEIRERNFIREMS

[admin@rhel-7 ~]$ oc create secret generic bigip-login -n kube-system
-—-from-literal=username=admin --from-literal=password=admin

secret/bigip-login created
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15. &= F5CISCRD ,

[admin@rhel-7 ~]$ oc apply -f
https://raw.githubusercontent.com/F5Networks/k8s-bigip-
ctlr/master/docs/config examples/crd/Install/customresourcedefinitions.y
ml

customresourcedefinition.apiextensions.k8s.io/virtualservers.cis.f5.com
created
customresourcedefinition.apiextensions.k8s.io/tlsprofiles.cis.f5.com
created
customresourcedefinition.apiextensions.k8s.io/transportservers.cis.f5.co
m created
customresourcedefinition.apiextensions.k8s.io/externaldnss.cis.f5.com
created
customresourcedefinition.apiextensions.k8s.io/ingresslinks.cis.f5.com
created

16. Sfn%! Operators > OperatorHub , #EZRXHEZF F5, AR T F5 Container IntH 0 BRSZHANE,

OperatorHub

Discowver Operators from the Kubemetes community and Red Hat partners, curated by Red Hat. You can purchase commercial software
through Red Hat Marketplace & You can install Operators on your clusters to provide optional add-ons and shared services to your
developers. After installation, the Operator capabilities will appear in the Developer Catalog providing a self-service experience.

| aiiems All ltems
rc literns
AlfMachine Leamning "y
Application Runtirme
Big Data
Choud Prowider @
Database

Developer Toals F5 Container Ingress Services
Development Tools

Dirivers And Plugins Operator o install FS Container

. Ingress Services (CI5) for BIG-IP.
Integration & Delivery

Lagging & Tracing
Modemization & Migration

Monitoring

7. EIERERER, ARRE%RR.



F5 Container Ingress Services

LB.0 previded by F5 Networks Inc
Latest version
180 Introduction
Capabllity level This Operator installs F5 Container Ingress Senvices (C15) for BIG-IP in your Cluster. This enables to
configure and deploy CIS using Helm Charts,
@ Basic Install o ok "
1

) Seamless Upgrades
() Full Lifecycle
() Deep Insights

g Auta Pilat

Provider type
Certified

Provider
F5 Networks Inc.

Repository
https:fgithub.com,/ FSMet
works kBs-bigip-ctlr

Container Image

registry.connect redhat.co
myfSnetworks/k8s-bigip-

FS Container Ingress Services for BIG-IP

F5 Container Ingress Sendces (C15) integrates with container orchestration erdronments to
dynamically create L4/L7 services on FS BIG-IP systems, and boad balance network traffic across the
services. Monitoring the orchestration API server, CIS is able to modify the BIG-IP systemn configuration
based on changes made to containerized applications.

Documentation

Refer to F5 documentation

+ CIS on OpenShift (httpsf/clouddocs f5.comycontainers/latest/userguide fopenshift/) - OpenShift
Routes (https:jiclouddocs f5.comyfcontainers/latest /userguide,routes. hitmil )

Prerequisites

Create BIG-IP login credentials for use with Operator Helm charts. A basic way be,

oc create secret generic <SECRET-MAME: ««From-1iteral=username=<IJSERN

AME> - -from-literal=password=<{PASSWORD:

=n kube-system

18. 7£ Install Operator R&E L, REFAERINSE, RBRT Install ,
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Operatorbiub  »  Operator Installation

Install Operator
Install your Operator by subscribing to one of the update channels to keep the Opeérator up to date. The strategy deterr Tianial o
Update chanrel * @ FS Container Ingress Services
& beta provided by FS Metworks Inc
Prowvided APis

Installation modse *
FSEBi th
& Al namespaces on the cluester (default) m s

Operator will be available in all Namespaces

This CRD provides kind FSeiglpctler to

O A specific namespace on the cluster o gure and deploy FS BIG-IP
Qperator wil be available in a single Namespace only Controller.
Inatalled Narmespace *
G cpenshift-operators -

Approval strategy
& Automatic

O Marazal

Install | Cancel

19. REIRERFE—FREIEL

@ FS Container Ingress Services
1.8.0 provided by FS Networks Inc.

Installing Operator
The Operator is being installed. This may take a few minutes.

View installed Operators in Namespace openshift-operators

20. ZRIRMERE, BETRERHES.

21. 2n 3 Operators > Installed Operators , B F5 Container IntH [0 ARSS
B3R Y Create Instance o

, ARG F5BiglpCtrl+Alt+Del
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Project: openshift-operators

Installed Operators * Operator details

@ F5 Container Ingress Services
1.8.0 provided by F5 Networks Inc.

Details YAML  Subscription  Events  F5BiglpCtlir

Provided APIs

=118 F5BiglpCtir

This CRD provides kind F5BigIpCtlr to
configure and deploy F5 BIG-IP
Controller.

(® Create instance

22. B YAML View , HEEHMESIHERMELULTRE.

@ TEEFIABZE, EMUTSM bigip partition,  OpenShift_ SDN_name’ ,
bigip url Mbigip login secret , URMRIEHIZEE,
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apiVersion:

kind: F5BigIpCtlr

metadata:

name:

namespace:

spec:

args:

bigip login secret: bigip-login

image:

repo:

user:
namespace: kube-system
rbac:

create: true
resources: {}
serviceAccount:

create: true
version: latest

f5-server

cis.f5.com/vl

openshift-operators

log as3 response: true

agent:

as3

log level: DEBUG
bigip partition: ocp-vmw

openshift sdn name: /Common/openshift vxlan
bigip url: 10.61.181.19
insecure:

true

pool-member-type:

custom resource mode: true
as3 validation: true

ipam: true

cluster

manage configmaps: true

pullPolicy: Always

fSnetworks/cntr-ingress—-svcs
registry.connect.redhat.com

23. MLt EE, REEIE, RIFETE Kube-system 83 a4 CIS Pod -

Pods
T Filter

Mame

.

1

Name =

Status

]

&

Ready

Restarts

0

Cwmner

Memory

CPU

LA

m

81



®

ZHABERT, Red Hat OpenShift 12t T —fu@id BRI QA FFARSS ASEHL L7 A FE8Y 75 7%,

REH OpenShift BH2S AT ARV IEXLRBIRE, BE, EHILUE F5 CISEER
THFBIIIMEB F5 BIG-IP RAMIEREH, ZAR%A 0 UEAMEBIERBEEETT, HaUBKERE

OpenShift BH281E1T. CIS 7E BIG-IP R EIE—NEIMARSS 28, 7©H OpenShift BRHRY
X2, BIG-IP ASRMEAEIRERH, BXBRAILLINENSHNER, BEIITARX
B EEE, XLESEZEE APPS/v1 APl 5 OpenShift BB A RE XK, Eit, 7Ei§XLE
S5 F5Biglpartl 3R cis.f5.com/v1 APl 55 F R, EESHBMNEER (-) Bith
TRIZE () o

24. BBLEERE CIS HEMBHELE ipam ©  true f custom resource mode @ true. BEEAS
IPAM Z=l2sH) CIS 5epk, FEEAXLESH, BEOIE F5 IPAM FIRIIE CIS BEERMA IPAM &R

[admin@rhel-7 ~]$ oc get f5ipam -n kube-system

NAMESPACE NAME AGE
kube-system ipam.10.61.181.19.0ocp-vmw 43s

25. Bl F5 IPAM E=HIZRFTRRIARSS K, ABMAGHE. SIZ YAML XHHHMWEUTRE.
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[admin@rhel-7 ~]1$ vi f5-ipam-rbac.yaml

kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/vl
metadata:

name: ipam-ctlr-clusterrole

rules:
- apiGroups: ["fic.f5.com"]
resources: ["ipams","ipams/status"]
verbs: ["get", "list", "watch", "update", "patch"]

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: ipam-ctlr-clusterrole-binding
namespace: kube-system
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: ipam-ctlr-clusterrole
subjects:
- apiGroup: ""
kind: ServiceAccount
name: ipam-ctlr
namespace: kube-system
apiVersion: vl
kind: ServiceAccount
metadata:
name: ipam-ctlr

namespace: kube-system

26. Bl IR

[admin@rhel-7 ~]$ oc create -f fb-ipam-rbac.yaml

clusterrole.rbac.authorization.k8s.io/ipam-ctlr-clusterrole created
clusterrolebinding.rbac.authorization.k8s.io/ipam-ctlr-clusterrole-
binding created

serviceaccount/ipam-ctlr created

27. gIE— YAML XA HHME T ERER F5 IPAM BEE o



@ BHLLT spec.template.spec.containers[0].args H8Y ip-range %1, RS ERIKE N
#Y ipamLabel 1 IP #31E5SEEl,

@ E{F IPAM 1THIZSEEIE ME X HEERNFI 2 AC 1P ik, FEEHNERA loadbalancer BIARSS

#53% ipamLabels (rangel #1° range2 ‘in below example] ) o

[admin@rhel-7 ~]$ vi f5-ipam-deployment.yaml

apivVersion: apps/vl
kind: Deployment
metadata:
labels:
name: f5-ipam-controller
name: f5-ipam-controller
namespace: kube-system
spec:
replicas: 1
selector:
matchLabels:
app: fb-ipam-controller
template:
metadata:
creationTimestamp: null
labels:
app: fb-ipam-controller
spec:
containers:
- args:
- —-orchestration=openshift
- —--ip-range='{"rangel":"10.63.172.242-10.63.172.249",
"range2":"10.63.170.111-10.63.170.129"}"
- —-1log-level=DEBUG
command :
- /app/bin/f5-ipam-controller
image: registry.connect.redhat.com/f5networks/f5-ipam-
controller:latest
imagePullPolicy: IfNotPresent
name: f5-ipam-controller
dnsPolicy: ClusterFirst
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}
serviceAccount: ipam-ctlr

serviceAccountName: ipam-ctlr



28. Bl F5 IPAM 15528202,

[admin@rhel-7 ~]$ oc create -f fbh-ipam-deployment.yaml

deployment/f5-ipam-controller created
29. T8I F5 IPAM =488 Pod R EIETEIETT.

[admin@rhel-7 ~]$ oc get pods -n kube-system

NAME READY STATUS RESTARTS
AGE

f5-ipam-controller-5986cff5bd-2bvno 1/1 Running 0

30s

f5-server-£f5-bigip-ctlr-5d7578667d-gxdg] 1/1 Running 0

14m

30. BIE F5 IPAM &R,

[admin@rhel-7 ~]$ oc create -f
https://raw.githubusercontent.com/F5Networks/f5-ipam-
controller/main/docs/ static/schemas/ipam schema.yaml

customresourcedefinition.apiextensions.k8s.io/ipams.fic.f5.com

I93E

1. BIEZZEYH loadbalancer BIARSS
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[admin@rhel-7 ~]$ vi example svc.yaml

apiVersion: vl
kind: Service
metadata:
annotations:
cis.f5.com/ipamLabel: rangel
labels:
app: f5-demo-test
name: f5-demo-test
namespace: default
spec:
ports:
- name: f5-demo-test
port: 80
protocol: TCP
targetPort: 80
selector:
app: fb-demo-test
sessionAffinity: None
type: LoadBalancer

[admin@rhel-7 ~]1$ oc create -f example svc.yaml

service/f5-demo-test created

2. 1E IPAM ITHIZR 2B R E DB TIMNB IP 6

[admin@rhel-7 ~]$ oc get svc
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT (S) AGE

f5-demo-test LoadBalancer 172.30.210.108 10.63.172.242
80:32605/TCP 27s

3. QIEEREHEAE IR AR TR
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[admin@rhel-7 ~]$ vi example deployment.yaml

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
app: fb5-demo-test
name: f5-demo-test
spec:
replicas: 2
selector:
matchLabels:
app: fb5-demo-test
template:
metadata:
labels:
app: fb5-demo-test
spec:
containers:
- env:
- name: service name
value: f5-demo-test
image: nginx
imagePullPolicy: Always
name: f5-demo-test
ports:
- containerPort: 80
protocol: TCP

[admin@rhel-7 ~]1$ oc create -f example deployment.yaml

deployment/f5-demo-test created

=

4. KF Pod BEBEEIB T

[admin@rhel-7 ~]$ oc get pods

NAME
f5-demo-test-57c46£6£98-47wwp

f5-demo-test-57c46£6£f98-cl2m8

READY
1/1
1/1

STATUS
Running
Running

RESTARTS
0
0

AGE
27s
27s

5. KeERSTE OpenShift 19 loadbalancing KA BIARSZTE BIG-IP R4HEIE T MV EIMARS 2. SME "

AHRE ">" EHNARSS 2R "> EEIMARSS BETIR "o
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FFTF KL Red Hat OpenShift Z2BE, BEBREFLHFFMER "Quay.io” 3% "DockerHub" BB R ZEHEFHE K,
BE, ENEFOUREFEREB AT EE XSG,

KIEZBNA T WNALIEFAEMEEMER, ZEMZRE Astra Trident 1 NetApp ONTAP 1I2HRIK A &Rt
S

@ Astra I=HIFROEEF MR FITE Astra BesFIHHMER, LUTE2 T4 T 7E Red Hat OpenShift
£8 NGB T AEMRUNMEEZIFRE Astra ITHIR O FF BRGNP B,

BIRTARIREGOEM R
1. MERIBGATFEEPBIBREBGATE, HRHF Trident 97FE3ARES OpenShift EEEFHIRBRIAES

[netapp-user@rhel7 ~]$ oc patch storageclass thin -p '{"metadata":
{"annotations": {"storageclass.kubernetes.io/is-default-class":
"false"}}}!

storageclass.storage.k8s.io/thin patched

[netapp-user@rhel7 ~]$ oc patch storageclass ocp-trident -p
'{"metadata": {"annotations": {"storageclass.kubernetes.io/is-default-

class": "true"}}}'!
storageclass.storage.k8s.io/ocp-trident patched

2. 1% spec B HFRANLUTFESE, LUYHIE imageeregistry BEA,

[netapp-user@rhel7 ~]1$ oc edit
configs.imageregistry.operator.openshift.io

storage:
pvc:
claim:

3. 7£ spec BOIHFRALUTSH, UEFEABEXENEEE OpensShift BH, RFHIERL,
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https://quay.io
https://hub.docker.com

routes:
- hostname: astra-registry.apps.ocp-vmw.cie.netapp.com

name: netapp-astra-route

@ MBBRNBALSEETNING, WEERRBERS, MBEEZEE OpenShift ERAZAIA
THEOERKE, ATLUSU TSRS sPec 88%): defaultRoute © trueo
BENX TLS JEH
BINERT, YEHBREEHAEENENEEN, ©2MEH OpensShitt A\IRIERAIZIA TLS RSB, 8
2, R EBREFNEEN TLS BE. Hilt, BRI TS E:
a. {FRBEN TLS SEBMZHALIEEE,

[netapp-user@rhel7 ~]$ oc create secret tls astra-route-tls -n
openshift-image-registry —-cert/home/admin/netapp-astra/tls.crt
--key=/home/admin/netapp-astra/tls.key

b. 4%iE imageeregistry iIZBERT, HIFGUTSEHRME spec 5

[netapp-user@rhel7 ~]$ oc edit
configs.imageregistry.operator.openshift.io

routes:
- hostname: astra-registry.apps.ocp-vmw.cie.netapp.com

name: netapp-astra-route
secretName: astra-route-tls

4. BRYmEE imageeregistry IZE T, FEZEEFNEIERESERNN Maned state . fRFEFHIRE.

oc edit configs.imageregistry/cluster

managementState: Managed

o IRARFIBRIREM, WEAETRAMEEMREIE PVC, Pod MRS, JLO#HRE, EMERMEB,

[netapp-user@rhel’7 ~]Soc get all -n openshift-image-registry

NAME READY STATUS
RESTARTS AGE
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90

pod/cluster-image-registry-operator-74f6d954b6-rb7zr

3 90d
pod/image-pruner-1627257600-£5cp]
0 2d%h
pod/image-pruner-1627344000-swgx9
0 33h
pod/image-pruner-1627430400-rv5nt
0 9h
pod/image-registry-6758b547f-6pnj8
0 76m

pod/node-ca-bwb5r

0 90d
pod/node-ca-f8w54

0 90d
pod/node-ca-gjx7h

0 90d
pod/node-ca-lcx4dk

0 33d
pod/node-ca-v7zmx

0 7d21h
pod/node-ca-xpppp

0 89d

NAME

IP PORT (S) AGE
service/image-registry
5000/TCP 15h

service/image-registry-operator
60000/TCP 90d

NAME DESTIRED
AVATILABLE NODE SELECTOR
daemonset.apps/node-ca 6
kubernetes.io/os=1linux 90d
NAME

AVAILABLE AGE
deployment.apps/cluster-image-regi
90d
deployment.apps/image-registry

15h

NAME
CURRENT READY AGE

1/1

0/1

0/1

0/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

TYPE CLUSTER-IP

Running

Completed

Completed

Completed

Running

Running

Running

Running

Running

Running

Running

EXTERNAL-

ClusterIP 172.30.196.167 <none>

ClusterIP None

CURRENT READY
AGE

stry-operator

<none>
UP-TO-DATE
6 6
READY UP-TO-DATE
1/1 1 1
1/1 1 1
DESIRED
1 1

replicaset.apps/cluster-image-registry-operator-74£f6d954b6

1 90d



replicaset.apps/image-registry-6758b547f 1 1

1 76m

replicaset.apps/image-registry-78bfbd7£59 0 0
0 15h

replicaset.apps/image-registry-7fcc8d6ccs8 0 0
0 80m

replicaset.apps/image-registry-864f88f5b 0 0
0 15h

replicaset.apps/image-registry-cb47fffb 0 0
0 10h

NAME COMPLETIONS DURATION AGE
job.batch/image-pruner-1627257600 1/1 10s 2d9%h
job.batch/image-pruner-1627344000 1/1 6s 33h
job.batch/image-pruner-1627430400 1/1 5s 9h

NAME SCHEDULE SUSPEND ACTIVE LAST
SCHEDULE AGE

cronjob.batch/image-pruner O 0 = & = False 0 9h

90d

NAME HOST/PORT

PATH SERVICES PORT TERMINATION WILDCARD
route.route.openshift.io/public-routes astra-registry.apps.ocp-
vmw.cie.netapp.com image-registry <all> reencrypt None

6. INRIEIENIZRIER OpenShift SEMFREEAERZAIA TLS IEH, MWATLUERL T <RE TLS IEH,

[netapp-user@rhel7 ~]$ oc extract secret/router-ca --keys=tls.crt -n
openshift-ingress-operator

7. E51F OpenShift TFRIAEIFHMEMRPIREERE, BRKIEHRMNE] OpenShift T3 52 EAY Docker & o
M TLS IEBFE Oopenshift-config BnRTEFIR—MECEMS, HIFHEHNZSEEFRERECEFLUE
haNSEEINES

[netapp-user@rhel7 ~]$ oc create configmap astra-ca -n openshift-config
-—from-file=astra-registry.apps.ocp-vmw.cle.netapp.com=tls.crt

[netapp-user@rhel7 ~]1$ oc patch image.config.openshift.io/cluster

--patch '{"spec":{"additionalTrustedCA":{"name":"astra-ca"}}}"
—-—type=merge

8. OpenShift REEMZREFHIIETH. FTE OpenShift FiF #EILLKIE] OpenShift AR, BERRAFE
PRITEVIREBUR T A P AR,
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a. EAVAFSAFANIRRPREIRRG, BINARSIIMREEEAE,

[netapp-user@rhel’7 ~]$ oc policy add-role-to-user registry-viewer

ocp-user

[netapp-user@rhel7 ~]$ oc policy add-role-to-group registry-viewer
ocp-user-group

b. ERFAFSAFAS NSHIERE, BHANARHEEMREERAE,

[netapp-user@rhel’7 ~]$ oc policy add-role-to-user registry-editor

ocp-user

[netapp-user@rhel7 ~]$ oc policy add-role-to-group registry-editor
ocp-user-group

9. 2§ OpensShift T RAERS A RLEMRIFHEXTHIENR S, EFERECERINER,

[netapp-user@rhel’7 ~]$ oc create secret docker-registry astra-registry-
credentials --docker-server=astra-registry.apps.ocp-vmw.cie.netapp.com

—-—docker-username=ocp-user —--docker-password=password

10. 245, BILURIEIRERZ SRIEHZIARSS 1K P S7EARZAY POD EX 5] M.
a. BRHEMBAEIRSKE, BT <L,

[netapp-user@rhel7 ~]$ oc secrets link <service account name> astra-
registry-credentials --for=pull

b. 7 Pod EXH 5| Pull secret , FFUTEESME spec 25,

imagePullSecrets:
- name: astra-registry-credentials

1. EM OpenShift T s5 LASMY T {EibHEIXSHIENMRE, BRI TS E,
a. 3§ TLS IERANEI Docker & Fifo
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[netapp-user@rhel”7 ~]$ sudo mkdir /etc/docker/certs.d/astra-

registry.apps.ocp-vmw.cie.netapp.com
[netapp-user@rhel’7 ~]$ sudo cp /path/to/tls.crt
/etc/docker/certs.d/astra-registry.apps.ocp-vmw.cie.netapp.com

b. A oc login #5% &R E| OpenShift o
[netapp-user@rhel7 ~]$ oc login --token=sha256~D49SpB lesSrJYwrMOLIO
-VRcjWHu0a27vKa0 --server=https://api.ocp-vmw.cie.netapp.com:6443

C. f§£/ podman/Docker sr %A OpenShift AP EIEE R EFM*.

podman

[netapp-user@rhel’7 ~]$ podman login astra-registry.apps.ocp-
vmw.cile.netapp.com -u kubeadmin -p $(oc whoami -t) --tls

-verify=false

+ AR MREMEMA kubeadmin user BRETREMER, B token KEEI,

Docker

[netapp-user@rhel’7 ~]$ docker login astra-registry.apps.ocp-

vmw.cie.netapp.com -u kubeadmin -p $(oc whoami -t)

+ 35 WMREER kubeadmin user BRE|EREMER, 15EMH token (KEZH,

d. #ExshIER,
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i

It

podman

[netapp-user@rhel7 ~]$ podman push astra-registry.apps.ocp-
vmw.cle.netapp.com/netapp-astra/vault-controller:latest
[netapp-user@rhel7 ~]$ podman pull astra-registry.apps.ocp-
vmw.cie.netapp.com/netapp-astra/vault-controller:latest

Docker

[netapp-user@rhel7 ~]$ docker push astra-registry.apps.ocp-
vmw.cle.netapp.com/netapp-astra/vault-controller:latest
[netapp-user@rhel7 ~]$ docker pull astra-registry.apps.ocp-
vmw.cie.netapp.com/netapp-astra/vault-controller:latest

R ZWIEMERIBER.: A NetApp B9 Red Hat OpenShift

TUE LR G SIERRR T RIS A NetApp BY Red Hat OpenShift B9 51,

"EBERBKAEEFMER Jenkins CI/CD EiB"

"f£1EF NetApp BY Red Hat OpenShift HEZE ZFHA"

"f&Bh NetApp ONTAP 3231 Red Hat OpenShift B3 {t"

"f&Bh NetApp 7£ Red Hat OpenShift =3 Kubernetes 1Rt SR EEFEIE"

ERE R AKX A MHZ#ER Jenkins CI/ICD Ei&: FF NetApp BY Red Hat OpenShift

Zi S

BT 5 Jenkins BREFFEEM / 12X (J8ERE (CI/ICD ) EEMURIERS RIEITHT R,

QUE Jenkins ﬁﬁgﬁﬁ J\/
EoIjRERE Jenkins NEERFFAIFENZER, BRMUTTE:

1.
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Create Project

Name *

Jenking|

Display Name

Description

Cancel

2. 7EbR GBI, FAMERKAMEMEIEET Jenkins o BXHF Jenkins 2, ERIE PVC . SME
"Storage">"Persistent Volume Claim " , $A/5E8. "Create Persistent Volume Claim " , iEFERIERITFE

£, WFRXALEFHERZINZE Jenkins , EEEHNA/NMIARIER, AEREEIE.
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Project: jenkins «

Create Persistent Volume Claim Edit YAML

Storage Class

@ basic -

Storage class Tor the new claim.

Persistent Volume Claim Name *

jenkins

A unigue name for the storage claim within the project.

Access Mode *

& Single User (RWQO) () Shared Access (RWX) (0 Read Only (ROX)
Fermissions to the mounted drive.

Size *

10d GIB

Desired storage capacity.

[l Use label selectors to request storage

Use label selectors to define how storage is created.

ERXALENESRE Jenkins
EFEAKALFMEEE Jenkins , BTEHRIATHE:
1. 7k LA, RABMNEEBRERNALAAR. £E +Add , SAIFMBERFIEE, T Filter by Keyword 125,

12 Jenkins » i%E#F Jenkins Service with Persistent Storage o
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Project: jenkins =

Developer Catalog

Add shared apps, services, or source-to-image builders to your project from the Developer Catalog. Cluster admins can install additional apps which will show up here automatical

I All ltems All ltems
Languages
{enkins Group By: None
Databases
Middleware
Cl/CcD

Other @ Template @ Template @ Template

Jenkins (Ephemeral)

Red Hat, Inc

Type Jenkins Jenkins

¥ Operator Backed (0) provide ided by Red Hat, Inc

ed Hat, Inc pr

[ Helm Charts (0)

@ Builder Image (D)

Jenkins service, with persistent
storage. NOTE: You must have

persistent volumes available in..

Jenkins service, with persistent
storage. NOTE: You must have
persistent volumes available in...

Jenkins service, without
persistent storage. WARNING:
Any data stored will be lost upon...

@ Template (4)

Service Class (0)

@ Template

Jenkins (Ephemeral)

provided by Red Hat, inc

Jenkins service, without
persistent storage. WARNING:

2. B KHILIER o

Jenkins X
Provided by Red Hat, Inc.

Instantiate Template

Provider Description

Red Hat, Inc.
Jenkins service, with persistent storage.

Support

Get support MNOTE: You must have persistent volumes available in your cluster to use this template.
Documentation

Created At

https://docs.okd.io/latest/using_images/other_images/jenkins.htm| &
@ May 26, 3:58 am e S i

VABER T, RARIET Jenkins ARFIIFAES. RIBENEKR, BHSHHEEOE, HIERE
#E7#F OpenShift E#J Jenkins FRBHIFRE &R
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Instantiate Template

Mamespace * Jenkins
jenkins - INSTANT-APP JENKINS

View documentation® Get support g
Jenkins Service Name

jenkins Jenkins service, with persistent storage.

The name of the OpenShift Service exposed for the Jenkins container, MOTE: You must have persistent valumes available in your eluster to use this template.

Jenkins JNLP Service Name

jenkins-jnip The following rescurces will be created:
The name of the service used for master/slave communication. » DeploymentConfig
@ : » PersistentVolumeClaim
Enable OAuth in Jenkins « Roleinding
true = Route
= Service

Whether to enable OAuth OpenShift integration. If false, the static account "admin’ will
be initialized with the password ‘password',

* ServiceAccount

Memory Limit
=

Maximum amaount of memary the container can use,

Volume Capacity *

50Gi

Wolume space available for data, eg. 512Mi, 2Gi.

Jenkins ImageStream Mamespace

openshift

The OpenShift Namespace where the Jenkins ImageStream resides.

Disable memaory intensive administrative monitors

false

Whether to perform memory intensive, possibly slow, synchronization with the Jenkins
Update Center on start. If true, the Jenkins core update monitor and site warnings
monitor are disabled

Jenkins ImageStreamTag

jenkins:2

Mame of the ImageStreamTag to be used for the Jenkins image.

Fatal Errer Log File

false

When a fatal error occurs, an error log is created with information and the state
obtained at the time of the fatal error.

Allows use of Jenkins Update Center repository with invalid SSL certificate

false

Whether to allow use of a Jenkins Update Center that uses invalid certificate (self-
signed, unknown CA). If any value other than 'false’, certificate check is bypassed, By
default, certificate check is enforced,

4. Jenkins Pod KAEE 10 2 12 H5hA BEH NFAERTS
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Project: jenkins

Pods

Filter by name...

0 | CrashLoopBackOff | | 1] Completed 0 | Failed 0 | Unknown

1) Running | | O | Pending | | O Terminating

Select all filters

Name 1 Namespace Status Ready Owner Memory CPU
@ jenkins-1- @ jenkins < Running 171 G® jenkins-1 - 0.004 cores
c77n9

5. Lk Pod i@, SMnZEl "Networking” (M48) >"routes" (B&H) . ZEFTFF Jenkins WD, BEEFN
Jenkins BREIEMHAT URL .

Project: jenkins =

Routes

1of 2 Items

Create Route Filter by name...

1] Accepted | |0 Rejected | |0 Pending | Selectallfilters

Name | Namespace Status Location Service
@ jenkins jenkins ® Accepted https://jenkins- ejenkms

jenkins.apps.rhv-ocp-
clustercie.netapp.com &

6. HF7E0IE Jenkins N FETZFERTERT OpenShift OAuth , FHILiE&FHER OpenShift ER.

1ltem
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@ Jenkins £ 5T urr

Log in to Jenkins using your Openshift credentials

Log in with OpenShift

7. ¥ Jenkins ARZZ M if18) OpenShift BB,

Authorize Access

Service account jenkins in project jenkins is requesting permission to access your account (kube:admin)

Requested permissions

¥ user:info

¥ user:check-access

Allow selected permissions Deny

8. ILLATIE B IR Jenkins SRILTAHE. HFIHIVERIIE Maven REPhRAs, FEILIELTTR Maven T2k, SME!
Manage Jenkins > Global Tool Configuration , $A/57E Maven FAx@HE T Add Maven . BINZIREZFERR
MR, HHREEPBhERED, REHRF.

Maven
Maven installations Add Maven

Maven
Name | o

¥ Install automatically @

Install from Apache
Version 383 ¥

Delete Installer

Add Installer ~

Delete Maven

Add Maven

List of Maven installations on this system
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0. M7E, EWRILIBIE—MEERET CIICD TIFR. XL, BEHEANSEDNCIENIELSIETE,

@  kube:admin | log out

Jenkins ENABLE AUTO REFRESH

= New ltem ‘#add description

& People Welcome to Jenkins!
o Build History

Please create new jobs to get started.
e Manage Jenkins

&. My Views

,.\ Open Blue Ocean
‘1, Lockable Resources
4 Credentials

Bl New View

Build Queue =

No builds in the queue
Build Executor Status =

1 Idle
2 Idle

10. FRIRMBNE L, MAFMERR, EREE, ARREHE.

Enter an item name

sample-demo

Required field

‘_"\ Freestyle project
" This is the central feature of Jenkins. Jenkins will build your project, combining any SCM with any build system, and this can be even
used for something other than software build.

Pipeline
Juj Orchestrates long-running activities that can span multiple build agents. Suitable for building pipelines (formerly known as workflows)
] and/or organizing complex activities that do not easily fit in free-style job type.

] Multi-configuration project
| ! Suitable for projects that need a large number of different configurations, such as testing on multiple environments, platform-specific
builds, etc.

Bitbucket Team/Project
Scans a Bitbucket Cloud Team (or Bitbucket Server Project) for all repositories matching some defined markers.

g

=

= Folder

D Creates a container that stores nested items in it. Useful for grouping things together. Unlike view, which is just a filter, a folder creates a
separate namespace, so you can have multiple things of the same name as long as they are in different folders.

GitHub Organization
a GitHub organization (or user account) for all repositories matching some defined markers.

=
rranch Pipeline

5 a sot of Pineline nroiects aceording to detected hranches in one SCM renositony

N EFEEET R, MRBFERER- THRSES, % Github + Maven . KRB ET. REHRFRF.

101



12. 8 Build now , TEEE, WEMKMEMREF L, TREMIBRIREH ERRERA

102

General Build Triggers Advanced Project Options Pipeline

Pipeline
Definition Pipeline script

Script
v
4
s
6
7
8
g

1e
1=
12
= s
14 -
is
16 =
17

1~ node

Advanced...

def mvnHome

GitHub + Maven v | @

stage('Preparation’) { // for display purposes
// Get some code from a GitHub repository
git 'https://github.com/jglick/simple-maven-project-with-tests.git®
// Get the Maven tool.
Jf ** HNOTE: This ‘M3' Maven tool must be configured
o in the global configuration.

mvnHome = tool 'M3°

}
stage('Build’) {
// Run the maven build
withEnv ([ "MVN_HOME=%mvnHome"]) {
if (isUnix()) {
sh '"$MVN_HOME/bin/mvn" -Dmaven.test.failure.ignore clean package’
} else {
bat (/"#MVN_HOMEX\bin\mvn" -Dmaven.test.failure.ignore clean package/)

# Use Groovy Sandbox

Pipeline Syntax

Apply ‘

A al,

RERE/LD A



Jenkins sample-demo

& Back to Dashboard = =
Pipeline sample-demo
Status

~» Changes

u_) Build Now

(Y Delete Pipeline ==, | ast Successful Artifacts
A Configure - [ simple-maven-projeci-with-tests-1.0-SNAPSHOT jar 1.71 KB view
Ll
| Full Stage View s Recent Changes

@ Open Blue Ocean

~» Rename

Stage View
€) Pipeline Syntax
Preparation Build Results
Build History trend =
25 45 69ms
find
@ # 7.9 P Lx o .
ay27 | i @ Ig 4s
: 08:53
[ Atom feed for all (] Atom feed for failures
D Latest Test Result (no failures)
Permalinks
« Last build #1),_1 min 23 sec ago
« Last stable build (#1),_1 min 23 sec ago
« Last successful build (#1), 1 min 23 sec ago
« Last completed build (#1),_1 min 23 sec ago

13. RERBLEEMEN, MoUEMDESERBHFTRANRYE, NMEIIFRERMFERT, BE
Recent Changes LUBRERS FoaihRAsHEEL RV E 2
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Jenkins sample-demo

4 Back to Dashboard

Pipeline sample-demo

) Status
—» Changes
&) Build Now
(8 Delete Pipeline A=, Last Successiul Artifacts
.lr Configure [E] simple-maven-project-with-tests-1 0-SNAPSHOT jar 1.71 KB view
L) Full Stage View | ==#* Recent Changes
—~ b
ina Open Blue Ocean
> Rename -
Stage View
Q Pipeline Syntax
Preparation Build Results
Build History trend = 5 3 R
s 5 ms
find
o #2 T - &
. e 4s
@ May 27, 2020 3:53 PM 08:56
) Atom feed for all £ Atom feed for failures &
May 27 @ 25 45

0853

ﬂ Latest Test Result (no failures)

Permalinks

= Last build (#2), 19 sec ago

« Last stable buiid (#2). 15 sec ago

« Last successiul build (#2), 19 sec ago
= Last completed build (#2), 19 sec ago

&£/ NetApp ONTAP 7£ Red Hat OpenShift FEZE ZFH

7EEF NetApp B9 Red Hat OpenShift -E2E ZfHF

WEABSRLEBTEINAEFHTEAENAREES NS I AREFH TIEHEEE— Red Hat
OpenShift &£8%, Xt¥, tIIRAEI LA ARFH TIERHSRERS, KEEHRLReRE. B3,
NENARREHE—EIEMN Red Hat OpenShift £ =4 HEN—RTIEM, ©IBMTRHISENERS
NEEFMENZERH, BT HFRNAREFEE T TRARRMEMN T A, HintsT S8BT Bit.

ERRXLER])A, BILAEETE— Red Hat OpenShift B REITAIEN AREFS TR E,. B2, EXMEN
h, AFRRENNARFRZRERAREENNZ — — I TEABFNEANREREHTEBEAZHES—1T
PESAEL, MMIBMRIEXKE, i, —MARFHEARARTRERNZ R ARBIE NS — I NAEFN
tege, EARIAER FRBERRDERE.

Eit, EIEREIHAEXRMHIFEPEERSREERNBRGE, FlWM, AT SEHFEITREIE
E, RNASITIELRERETRAEENLS,

Hrh— NIRRT R ETE Red Hat OpenShift FERBSMM, SHAR—MIEN, AFSMEAER £

THE, HEHRRERR, £2M%E. EXMHERT, JUBHERPUAEHRREN—9, XERRERENHS
ERFAEREA, 7 Red Hat OpenShift 528 FELBE SR BB LUTMHE:
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* RIFTEREHER L 2EN R XM
* RIPILERE, BHLERFRFAMSHIEETINTE

FHFEeLMBIZTEF OpenShift &£8f, HANETFTARRED RNERZRICERCTMES: 118, =i, W
KiEE, T2UE, BARNSNBBRRAARETRERBESENELESE, BIESNARELRE, BdE
1 NetApp ONTAP 137551 Astra Trident sSSP ECHIFERELACE S, REHARIPFE— Red Hat
OpenShift 8% 2Tt HiRHaFE AR,

eS8

BIAZIABERLT, H NetApp ONTAP 12251 Red Hat OpenShift 1 Astra Trident A 1E L{ER EH Z a1
fRE, BE(IHRETI ZWINEE, ATRFREZEF. AT BT AIATERA NetApp ONTAP Sz
Astra Trident B Red Hat OpenShift 5£8% LIt ZHEFPRAR, LENEZEER—TEE—RYNERNTRG, FHiE
RERRE,

RIgE—MHELE— Red Hat OpenShift 88 FInfTR N TERAE, FAMNAREREAEELIZEFRNIEN—
2. XLET VM EMIEIEIT BB7EH NetApp ONTAP NAS [Gi#RY Astra Trident ZhASEZER PVC L, ZALHSE
BERIXAENTEAFHITZHEPEAAR, ARERATXEMBENERR, URFRRSZSMEMM%RE, TEMNEF
NXLER AR R iR (HARSS RO B,

TEIRT T B NetApp ONTAP {22597 H Astra Trident B9 Red Hat OpenShift 5£8% FRIZFHF BRR T E,
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Red Hat
OpenShift
pod-1 pod-2 pod-3 pod-1 pod-2
pvc-1 pvc-2 pvc-3 pve-1 pwc-2
project-1 praject-1 storageclass project-2 storageclass praject-2
ontap-nas backend antap-nas backend “
[praject-1) [project-2]
TRIDENT NetApp

SVM [project-1] SVM [project-2] "
| NetApp

RARER
1. NetApp ONTAP 77 &8

2. Red Hat OpenShift ££2%
3. Astra Trident

Red Hat OpenShift —&& &R

M Red Hat OpenShift £ERIAERE, BFGERNINLZIRENH. OpenShift BB A LA EA
Openshift EB X D NS T EIMERNEREFR. Eit, NIBLFINRENEREZHEFRE T Ei,

T—IRESEHPEE RBAC , RIEMZER, RLEENTERTERBMNMEFRXAREER S NRHER
(1dP) HHEANAFHS, Red Hat OpenShift 41 IdP ERFMAFAEREY, MTAVFR IdP RIIAFMAES
BRI, XIFRUEBBEHEERENE T RS R RIVHENREELA — T HZ MMIEZTENAF A,
MPREIFHE IR BF ZRIRRIRIZNAR, BT A X |dP 5 Red Hat OpenShift &£ERENIFAES, ESIMEXX

= Rl L

NetApp ONTAP
WIPRE AE Red Hat OpenShift SEEBH KA MEHIREREFNHEEFME, URFREE#E LIS MECIENETE

FHNERTRREN], MEERIRNFMELCIE—, Jilt, IB7E NetApp ONTAP LEIBSMBH TIEHHKE
#8[E8Y SVM  ( Storage Virtual Machine ) , #i§&1 SVM EBRF— 1 TIEfA#H,
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https://docs.openshift.com/container-platform/4.7/authentication/understanding-identity-provider.html
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Astra Trident

£ NetApp ONTAP EAREIMBIERREH SVM Z2fG, HIEED SVM BETEIRE Trident [Gif. Trident
EHERIEESE KA FE DL OpenShift £EERTR, HEFER SVM BNIFME ST, IRERE
DR EIRI N IREIIEF. E, AT EEXINAEEELEES, HRESANRBEERAEFR
file BX Trident FIREXIFMER, ESH "L,

Red Hat OpenShift —7Zfi& &R

BoE Trident 5w, T—% RHECE StorageClasses » BLESGIRIERINENEMESE, NENEMEESIREIR
SR, UENE— I EmREHE. TEEXFMEAER, TR storagePools %% StorageClass BRETE45F
EM Trident [Fif. RILXEIATEXFERIFMER "thah", Fitk, M StorageClass Z| Trident [FiHTFE—
IF—BRET, XFHERITATIEE— SVM o, XA LI REE S B4R 12 B BY StorageClass M IBHIFR A T2 fE K
NHEERTFZIMERN SVM &1,

HAFEEEAENRITERR, BiTNAREFRELS —mRZ=TEIHINE F Pod m—MNEBREMEEERR? (0]
D FRZE R ResourceQuotas » ResourceQuotas EiTH|E N NE R RSFERAENMNR, BRI LEHIINE F/Y
WREILUERMN R RIE N SEBRE, FH ResourceQuotas JLF B LRFIINE FHIFFEEIR, e xttEEma
ItEIhEE AT LABS BhAA R AL EE AL B 3l B H R RM SRR A TR, 58X "It BXFMEER ...

FHFXMERER, BIEBERGIFETNE DD Pod NEERTFEINBEMNEFMETRIGEMRE. Alt, BNEE
BIT) ° <storage-class-name>.storageclass.storage.k8s.io/persistentvolumeclaims’ & &4 0 KEHIE 7z

KAVKAMEERK, IbIh, EBHEERVARREPHALZARZFEZENIEL ResourceQuotas o

Configuration

MNFERAZEPERGE, ERAAPESLANRLAREZSHNEEZR, BAlit, ERZHEFEEFERENENR
RERESEHEER, FHREERMMESIMHBNA LA ZE#ITIS,

TREET AERPERITHREES:

Role x5
*ERBrEE ARRENNBREFEIIEREEIETER
79 storage-admin 8l ClusterRoles #1 RoleBindings

ADEIFET BBILRRRNARZA R IR BEMA
BYE

[ BN | BB E UERE T = L1t Pod
*FEEE 7Z NetApp ONTAP _E61I3 SVM

BIEE Trident 5%

Bl StorageClasses

BIE7Ef% ResourceQuotas

FHEANR X B /3B B A PVC X Pod BYBIEESR{E#MIR]
R
%giiERTJEE@IDﬁE FREIEE &4 PVC B Pod AYiAIEIY

IIENERHRIBEINE, ResourceQuotas #
StorageClasses BRI AR
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Configuration

AIFE ST

* NetApp ONTAP &%,

* Red Hat OpenShift &%

© &8 FLEM Trident o

* ZRT tridentct! M oc TEFHIFERNE $path PRIEIET Fih,
* ¥ ONTAP HNEIE R A RITFR,

* Xf OpensShift SEB¥ RSB EIR R IR,

* EHESSMRHIEREM.

* BHREREFANERE, JUEMX D REEAFHEF,

B2&E: cluster-admin £5%

Red Hat OpenShift cluster-admin H11TIUATES:

1. LA cluster-admin B{3E %% Red Hat OpenShift ££&%,
2. QIERN SRR B M MHIE .

oc create namespace project-1

oc create namespace project-2

3. A project-1 BIEF A AR AT,

cat << EOF | oc create -f -
apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
namespace: project-1

name: developer-project-1

rules:
- verbs:
Vo
apiGroups:
- apps
- batch
- autoscaling
- extensions

- networking.k8s.io
- policy

- apps.openshift.io
- build.openshift.io

108



image.openshift.io

ingress.operator.openshift.io

route.openshift.io
snapshot.storage.k8s.1i0o

template.openshift.io

resources:

T %0

- verbs:

T %0

apiGroups:

L}

resources:

bindings

configmaps

endpoints

events
persistentvolumeclaims
pods

pods/log

pods/attach
podtemplates
replicationcontrollers
services

limitranges

namespaces
componentstatuses

nodes

- verbs:

T %0

apiGroups:

trident.netapp.io

resources:

EOF

@ FTNPRENABEX IR — MR, BIRBEREZAPEREXFEXARBE,

tridentsnapshots

1. [E#E, 7 project-2 SIEF R AGAE,

2. G OpenShift M NetApp ZEZ BB E HEESIEREIE, FESERNIARIEZE Trident B2
Trident IERAEITH, Ittsh, EEEIEREFTEISD ResourceQuotas RIFTHIFERIER 75 o

3. FEHPWFAEMBEHAIE—NETEBIE ResourceQuotas AR, LUISHEZIEFEHEERERA:
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cat << EOF | oc create -f -
kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: resource-quotas-role
rules:
- verbs:

I |

apiGroups:

L}

resources:
- resourcequotas
- verbs:
— T %0
apiGroups:
- gquota.openshift.io
resources:

B T |

EOF

4. HBREFSHEANFHRMEREFEN, HERAFASEHARY ., UTTRAETEHREEFESEREMN
HERFRABRY,

$ oc get groups

NAME USERS
ocp-netapp-storage-admins ocp-netapp-storage-admin
ocp-project-1 ocp-project-l-user
ocp-project-2 ocp-project-2-user

1. RIFMEEIERAZE ClusterRoleBindings o
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cat << EOF | oc create -f -
kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
name: netapp-storage-admin-trident-operator
subjects:
- kind: Group
apiGroup: rbac.authorization.k8s.io
name: ocp-netapp-storage-admins
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-operator
kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: netapp-storage-admin-resource-quotas-cr
subjects:
- kind: Group
apiGroup: rbac.authorization.k8s.io
name: ocp-netapp-storage-admins
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: resource-quotas-role
EQOF

() ATFeHEms, PAERMEE: Trident B{FRAIZREN,

1. RF A AREIE RoleBindings , BHAXARINE 1 AEHERINE 1 RHENLE ( OCP-project-1) o



cat << EOF | oc create -f -
kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: project-l-developer
namespace: project-1
subjects:
- kind: Group
apiGroup: rbac.authorization.k8s.io
name: ocp-project-1
roleRef:
apiGroup: rbac.authorization.k8s.io

kind: Role
name: developer-project-1
EQOF

2. @, ”AFAAGEIEE RoleBindings , BHXARAGBHEE project-2 FRAYAER BB 4H,
Bi&E: storage-admin 155
GREERAMNIEEUTER:

1. LUBEREHEFE NetApp ONTAP &2,

2. SMMFITFEM#E > Storage VM , AFRERM. BIIREAFIIFMAES, CIERD SYM, —METF project-
1, B—1MATF project-2 , Itk5h, IEETLAEIEE vsadmin HFREIE SVM REZ R,
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Add Storage VM X

ETORAGE WM NAME

project-1-svm

Access Protocol

& SMEB/CIFS, NFS ISCSI

Enable SMB/CIFS
B crsblenrs

B Allew NFS client access

Add at least one rule to allow NFS clisnts to sccess volumes in this storage VML ()

EXPORT POLICY

Default
Rule Index Clients Access Protocols Read-Only R... Read/Wr
10.61.181.0,24 Arvy Ay Any
+ add
DEFAULT LaNousgE (D)
cutf_& b

METWORK INTERFACE
Use multiple network interfaces when client traffic is high.

K8s-Ontap-01

IP ADDRESS TUBMET MASK GATEWEY EROADCAST DOMAIN
Add opfional
gateway

10.61.181.224 24 Default-4 e

- UFHEEIE R B 195 FE Red Hat OpenShift ££8%,

. 7 project-1 BliEFiR, HIGEHMEEIEBTIZIMBER SVM . NetApp EiXER SVM B vsadmin 1K 355
ImiEEEl SVM , AR ONTAP £ EIE A,
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cat << EOF | tridentctl -n trident create backend -f
{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "nfs project 1",

"managementLIF": "172.21.224.210",

"dataLIF": "10.61.181.224",

"svm": "project-l-svm",
"username": "vsadmin",

"password": "NetAppl23"

EOF

@ EMRAEIS, FAERRRZ ontap-NAS IREhigRr. RIEFERBRIEIERIRY, EEMRBNAYIRE)

2o

(D) BB Trident BE%EH Trident WE .

1. E#E, 7 project-2 BIEE Trident [Fin, FIEEMETEIZ AT project-2 B9 SVM ,
2. 32T, QIETFEMESS, 7 project-1 BIIETFAEZE, FHIBTIRE storagePools B HEENERARIRERT

project-1 BYTEAE A,

cat << EOF | oc create -f -
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: project-1-sc

provisioner: csi.trident.netapp.io

parameters:
backendType: ontap-nas
storagePools: "nfs project 1:.*"
EOF

3. B, A project-2 BIIE—MFAEZ, FEEEENFERETRT project-2 HNEIHTEEM,
4. Bll3 ResourceQuota LAPRH! project-1 HEYEIR, MMM E B FEAMIN B NEEEIGKEE,
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cat << EOF | oc create -f -
kind: ResourceQuota
apiVersion: vl
metadata:
name: project-l-sc-rqg
namespace: project-1
spec:
hard:
project-2-sc.storageclass.storage.k8s.io/persistentvolumeclaims: O
EOF

o. [A#¥, WATLIEIE ResourceQuota KIRFITE 2 RRVHEIR, UEMNET R TFEMEENEFHEEIRREFE,

Eli;

BT RS BHERENSHEARN, BRMUTIE:

FIEE S ECRII B S eI PVC 5 Pod RYI3IRAXIR

1. UIRB 1 $A#9 OCP-project-1-user 1AL AR BHE R,
2. IEIHRR PR UCIEMINE,

oc create ns sub-project-1

3. {ERDECLA project-1 MY storageclass 1 project-1 813 PVC ,

cat << EOF | oc create -f -
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: test-pvc-project-1
namespace: project-1
annotations:
trident.netapp.io/reclaimPolicy: Retain
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: project-1l-sc
EOF
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4. IES PVC XBH PV,

oc get pv

5. IRIF PV REEHZ R ETE NetApp ONTAP EEFTF project-1 B SVM 18I,

volume show -vserver project-l-svm

6. 7£ project-1 Al POD , FAIGHEH E—F I PVC,

cat << EOF | oc create -f -
kind: Pod
apiVersion: vl
metadata:
name: test-pvc-pod
namespace: project-1
spec:
volumes:
- name: test-pvc-project-1
persistentVolumeClaim:
claimName: test-pvc-project-1
containers:
- name: test-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/usr/share/nginx/html"
name: test-pvc-project-1
EOF

7. 19E POD BREAEBITUREEEEHE,
oc describe pods test-pvc-pod -n project-1

WIEFE H A E P El3E PVC 5 Pod RYIFRIIR, SEEAETATES—HENEIR

1. LUIRE 1 A9 OCP-project-1-user F1IFF L AR BHE R,
2. fEADECLS project-2 BY storageclass 7E project-1 LI PVC ,
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cat << EOF | oc create -f -
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: test-pvc-project-1l-sc-2
namespace: project-1
annotations:
trident.netapp.io/reclaimPolicy: Retain
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: project-2-sc
EQOF

3. 7£ project-2 H8IEE PVC,

cat << EOF | oc create -f -
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: test-pvc-project-2-sc-1
namespace: project-2
annotations:
trident.netapp.io/reclaimPolicy: Retain
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: project-1l-sc
EOF

4. iEHRFKBIEE PVC test-vpa-project-1-sc-2 #l test-vpa-project-2-sc-1o

oc get pvc -n project-1

oc get pvc -n project-2

5. 7£ project-2 HElE POD ,
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cat << EOF | oc create -f -
kind: Pod
apiVersion: vl
metadata:
name: test-pvc-pod

namespace: project-1

spec:
containers:
- name: test-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
EOF

W EEMNRIEINE, ResourceQuotas # StorageClasses A3 8] R

1. UIRB 1 $A#9 OCP-project-1-user 1AL AR BHE R,
2. KEIFRNR LRI EFHTE,

oc create ns sub-project-1

3. IR EEIE AIHIRIAR,

oc get ns

4. BB REELUTE project-1 FEET4REE ResourceQuotas o

oc get resourcequotas -n project-1
oc edit resourcequotas project-l-sc-rg -n project-1

o WIEAF B ENEEFES.

oc get sc

6. KB IFRIANR R TF (2R,
7. BAEF P YRR R AR B 2R

oc edit sc project-1l-sc
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VR ANMEZIHE

TEZHFERET, ERFWRRMIFNEREHTIIINCE, URHRFAZIERZBFER, EEZHEPEET
ANNEZWE, B TIE:

1. UEREER D EFE NetApp ONTAP 58,

2. Bfn%l storage — Storage VM, FAIGETE Add. BIE—NEAT project-3 BYET SVM o Itb4h, EA]
LI vsadmin 1K REE SVM REZF R,
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Add Storage VM

STORAGE WM NAME

project-3-svm

Access Protocol

& SME/CIFS, NF5 iSCSI

Ensble SME/CIFS
BB ersblenrs

M Allow NFS client access

Add at lezst ene rule to allow NFS clients to sccezs volumes in this storage VL ()

EXPORT POLICY
Default

RULE=
Rule Index Clients Access Protocols Read-Only R... Read/Wr

10.61.181.0/24 Any Ay Amy
-+ Add
DEFAULT LANGUAGE @

c.utf_& b

METWORK INTERFACE
Use multiple network interfaces when client traffic is high.

K3s-Ontap-01

P ACDREEER SUBHET MASK QATEWAY SROADCAST DOMAIN
10.61.181.228 24 Add optional Default-a  ~
gateway

1. DEBEIER B9 EFE Red Hat OpenShift £8%,
2. BIEFHImE.

oc create ns project-3
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3. RIRETE IdP L9 project-3 SIZAFAH 5 OpenShift £&F]F,

oc get groups

4. 7 project-3 BIEF LA G A,

cat

apiVersion: rbac.authorization.k8s.io/vl

<< EOF | oc create -f -

kind: Role
metadata:

namespace: project-3

name: developer-project-3

rules:

- verbs:

— T X1
apiGroups:

- apps

- batch

- autoscaling

- extensions

- networking.k8s.io

- policy

- apps.openshift.io

- build.openshift.io

- image.openshift.io

- ingress.operator.openshift.io

- route.openshift.io

- snapshot.storage.k8s.io

- template.openshift.io
resources:

— T %0

verbs:

— T %0

apiGroups:

L]

resources:
- bindings
- configmaps
- endpoints
- events
- persistentvolumeclaims
- pods
- pods/log
- pods/attach
- podtemplates
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- replicationcontrollers
- services
- limitranges
- namespaces
- componentstatuses
- nodes
- verbs:
— T %1
apiGroups:
- trident.netapp.io
resources:
- tridentsnapshots
EOF

(D FHPRENABEXRIAZ— IRl HIRESREABAFEREXARAGARE,

1. 7£ project-3 HAF & A Gt RoleBinding. EH A ARINE 3 ABHEE project-3 RAYHERZH ( OCP-
project-3) o

cat << EOF | oc create -f -
kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/vl
metadata:

name: project-3-developer

namespace: project-3
subjects:

- kind: Group

apiGroup: rbac.authorization.k8s.io

name: ocp-project-3

roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: developer-project-3

EOF

2. PIFHEIER 51 E R Z Red Hat OpenShift &£&%

3. BIE Trident BRIRHIFEMAIEIE BT project-3 B9 SVM » NetApp IV EA SVM B vsadmin k35 5%
EZE SVM , MARER ONTAP £ EIER,
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cat << EOF | tridentctl -n trident create backend

{

EOF

®
®

"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "nfs project 3",
"managementLIF": "172.21.224.210",
"dataLIF": "10.61.181.228",

"svm": "project-3-svm",
"username": "vsadmin",
"password": "NetApp!23"

EUMRAIG, FAERRZ ontap-NAS IREhigRr. ERENNIRIZFRIBEERIBR IRER.

FAUBRE Trident ELZETE Trident B A,

=it

1. 79 project-3 BIETF#EE, HIGHEBENFER TR T project-3 MEIHTFE M,

cat

<< EOF | oc create -f -

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:

name: project-3-sc

provisioner: csi.trident.netapp.io

parameters:
backendType: ontap-nas
storagePools: "nfs project 3:.*"
EOF

2. Bl ResourceQuota LAPREITNE 3 FRRVZEIR, MM E R FHEMBIENFHEEERFME,
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cat << EOF | oc create -f -
kind: ResourceQuota
apiVersion: vl
metadata:
name: project-3-sc-rg
namespace: project-3
spec:
hard:
project-l-sc.storageclass.storage.k8s.io/persistentvolumeclaims:
project-2-sc.storageclass.storage.k8s.io/persistentvolumeclaims:
EOF

3. TEE I B &4 ResourceQuotas , LARRFIXLEINE PR HRBEMNETRTFINE 3 BEEEHINEE,

oc patch resourcequotas project-l-sc-rg -n project-1 —--patch
"{"spec":{"hard":{ "project-3-
sc.storageclass.storage.k8s.io/persistentvolumeclaims": 0} }}"'
oc patch resourcequotas project-2-sc-rg -n project-2 —--patch
"{"spec":{"hard":{ "project-3-
sc.storageclass.storage.k8s.io/persistentvolumeclaims": 0} }}"'

f&Bh NetApp ONTAP 523 Red Hat OpenShift FE2{1L

f&E NetApp ONTAP 323 Red Hat OpenShift [Ei1L

RIBEAERBR, FEMEMT (VM) BHaBRERERENAEFNRETS. Eit, WEHATERFELE
TR TR E, T7E VM EEiTEfn TiEnE. 8%, XcSRELEIREIMNIE, FREEFRNTS:
W EERE RN REF B SR AHEF.

T XX —BkEL, Red Hat M OpenShift 4.6 hitFF485| N\ T OpenShift EE#AME (LIFTFRABZRREEMK) o
1%_11 OpenShift EEIAYTHEE, EBILI7ERI— OpenShift B28F & LREAEITMNEEEIMWIAKR AR, MMiEHE
EIEThEE, WIRIERBoHHEMEIE VM . BRT A OpenShift EEALTE OpenShift FEIE VM Z 5k,

Red Hat i£3Z3F M VMware vSphere , Red Hat [E#\{t ] Red Hat OpenStack Platform ZPZEZFN VM o
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Container VM Container Container

Red Hat OpenShift Container Platform

Red Hat Enterprise Linux CoreOS

Physical Machine

7E£H NetApp ONTAP 1237158 Astra Trident BB, OpenShift EEIMEIEZIFRELETNEE, HIUNSERS VM E
%, VMEETE, VMIREE, XETERMNRGIBES XX EENENETHP#HITITIE,

B 7B X Red Hat OpenShift EEIMEBNFAESR, IS IAARSHE "L,

EZRZEOpenShiftiEiik

f£F3 NetApp ONTAP 2 Red Hat OpenShift FE{t

AIFE ST

* Red Hat OpenShift ££8% (4.6 IRZ/EHIRRZS) , LEFEEE RHCOS TIETH ARV EM S £
* OpenShift £ TUEE T RIZFMENEMEEN (IP1) #HITRE

* BEHBENBTRRRE LURIFEMIA HA

* NetApp ONTAP &8

* RETE OpenShift E£8% 1Y Astra Trident

* 7 ONTAP &2 FFCE T SVM B Trident /5is

* —H1E OpenShift &£8% FECERFAES, HAER Astra Trident {fENECERRR

* 3t Red Hat OpenShift £E¥HIEEF EIE R 0]

* 3 NetApp ONTAP B EIE SR IH R

* &7 tridentctl M oc TEHIGEAFNE $path PREIE T i

FF OpenShift EE#{{LE OpenShift S28% ERRAIRFRERE, EILRIEMAE, CPU MEFMERIFFH, EXL
SEREHERNUAE X LEFH, BHEUXE "I BEXRFAER

FE, B LUBERET AREMNKRIEE—A OpenShift £EETI s, LUEE OpenShift EEIAMUIRIER, 1£H
2840 VM o 2 OpenShift EEPMULECE T mMEMN, BHIRIESUEFHITIRME "I,

X FZ#F OpenShift [FEIMLAEITESE, NetApp BiXfERA—1EH StorageClass , LUEMIFE Trident FIRiERTE

fii, MizEwXEEA SYM BEX5F, XERPILE OpensShift &£8% FAET VM W ITEA HIR M EIE L E
REFZHEP R,
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https://www.openshift.com/learn/topics/virtualization/
https://www.openshift.com/learn/topics/virtualization/
https://www.openshift.com/learn/topics/virtualization/
https://www.openshift.com/learn/topics/virtualization/
https://www.openshift.com/learn/topics/virtualization/
https://docs.openshift.com/container-platform/4.7/virt/install/preparing-cluster-for-virt.html#virt-cluster-resource-requirements_preparing-cluster-for-virt
https://docs.openshift.com/container-platform/4.7/virt/install/preparing-cluster-for-virt.html#virt-cluster-resource-requirements_preparing-cluster-for-virt
https://docs.openshift.com/container-platform/4.7/virt/install/preparing-cluster-for-virt.html#virt-cluster-resource-requirements_preparing-cluster-for-virt
https://docs.openshift.com/container-platform/4.7/virt/install/preparing-cluster-for-virt.html#virt-cluster-resource-requirements_preparing-cluster-for-virt
https://docs.openshift.com/container-platform/4.7/virt/install/preparing-cluster-for-virt.html#virt-cluster-resource-requirements_preparing-cluster-for-virt
https://docs.openshift.com/container-platform/4.7/virt/install/virt-specifying-nodes-for-virtualization-components.html
https://docs.openshift.com/container-platform/4.7/virt/install/virt-specifying-nodes-for-virtualization-components.html
https://docs.openshift.com/container-platform/4.7/virt/install/virt-specifying-nodes-for-virtualization-components.html
https://docs.openshift.com/container-platform/4.7/virt/install/virt-specifying-nodes-for-virtualization-components.html
https://docs.openshift.com/container-platform/4.7/virt/install/virt-specifying-nodes-for-virtualization-components.html

f£F3 NetApp ONTAP £3Z Red Hat OpenShift FEZii{L
E L% OpenShift EEIME, BERUATTE:

1. {# 3 cluster-admin i5RIAPEE R El Red Hat OpenShift #1524,
2. M "Perspective" FHIFIFRH%EF "Administrator” o
3. SfiiF Operators > OperatorHub #1#Z OpenShift FEiX1ko

Rz Administrator

Home

Operators

OperatorHub

Installed Operators

4. 1&4% OpenShift EEHIMEING, AERERE,
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OpensShift Virtualization

262 provided by Red Hat

Install

Latest version
262

Capability level

@ Basic Install

é Seamless Upgrades
é Full Lifecycle

(_I'j‘.n Deep Insights
I.’_l__;n Auto Pilot

Provider type
Red Hat

Provider
Red Hat

Requirements

Your cluster must be installed on bare metal infrastructure with Red Hat Enterprise Linux Core0S
workers.

Details

OpensShift Virtualization extends Red Hat OpenShift Container Platform, allowing you to host and
manage virtualized workloads on the same platform as container-based workloads. From the OpenShift
Container Platform web console, you can import a VMware virtual machine from vSphere, create new or
clone existing VMs, perform live migrations between nodes, and more. You can use OpenShift
Virtualization to manage both Linux and Windows VMs.

The technology behind OpenShift Virtualization is developed in the KubeVirt open source community.
The KubeVirt project extends Kubernetes by adding additional virtualization resource types through
Custom Resource Definitions (CRDs). Administrators can use Custom Resource Definitions fo manage
VirtualMachine resources alongside all other resources that Kubernetes provides.

S. 1F Install Operator & L, REBFAIGIIASE, REET Install .

Update channel *

O 21

@ OpensShift Virtualization
provided by Red Hat
Provided APls

(™ openshift 0 Required
Virtualization
Deployment

Reprezents the deployment of

OpenShift Virtualization

This mode is not supported by this Operator

@ A specific namespace on the cluster

Operator will be available in a single Namespace only.

Installed Namespace *

@ Operator recommended Namespace: @ openshift-cnv

o Namespace creation

Mzmezpace openshift-cnv does not exist and will be created.

(0 Select a Namespace
Approval strategy *
@ Automatic

() Manual

Install Cancel
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@ OpenShift Virtualization -
2.6.2 provided by Red Hat

Installing Operator

The Operator is being installed. This may take a few minutes.

View installed Operators in Mamespace openshift-cnv

7. RERIERG, B Create HyperConverged o
@ OpenShift Virtualization 0
2.6.2 provided by Red Hat

Installed operator - operand required

The Operator has installed successfully. Create the required custom resource to be able
to use this Operator.

GE HyperConverged @ Required
Creates and maintains an OpenShift Virtualization Deployment

Create HyperConverged View installed Operators in Namespace openshift-cnv

8. 1 Create HyperConverged & L, B Create , IZEXFIERIASE. LT BEFIERE OpenShift i)
%o
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Name *

kubevirt-hyperconverged

Labels

app=frontend

Infra >
infra HyperConvergedConfig influences the pod configuration (currently only placement) for all the infra components needed on the
virtualization enabled cluster but not necessarely directly on each node running VMs/VMIs.

Workloads >

workloads HyperConvergedConfig influences the pod configuration (currently only placement) of components which need to be running on a
node where virtualization workloads should be able to run. Changes to Workloads HyperConvergedConfig can be applied only without existing
workload.

Bare Metal Platform

© -

BareMetalPlatform indicates whether the infrastructure is baremetal.

Feature Gates »
featureGates iz a map of feature gate flags. Setting a flag to “true” will enable the feature. Setting “false™ or removing the feature gate,
disables the feature

Local Storage Class Name

LocalStorageClassMame the name of the local storage class.

9. 7£ OpenShift-cnv &5 ZIEIFAIFTFE Pod #8ZE A running JRZ B OpenShift B2 Li2ES A F succeeded
REE, BERFECIMEINEERT . TE, BILTE OpenShift &8 EE8IE VM

Project: openshift-cnv =+

Installed Operators

Installed Operators are represented by ClusterServiceVersions within this Namespace. For more information, see the Understanding Operators documentation . Or create an Operator and
ClusterServiceVersion using the Operator SDK .

Name ~  Searchbyname.. /

Name t Managed Namespaces Status Last updated Provided APIs
O_penShift_ openshift-cnv @ Succeeded @ May 18, 8:02 pm OpenShift Virtualization H
Vlrtuahza'tlon Up to date Deployment
2.6.2 provided by Red Hat HostPathProvisioner deployment

TER
T1E7: fEF NetApp ONTAP 323 Red Hat OpenShift 1L

BRI

VM BERSEHE, SEFERERAEIRERANEIE. 8 CNV E, BF VM A Pod 17, Atk VM H
NetApp ONTAP _Li@id Trident &R PV Bt 2#F, XLEESENHMEEEHEHEENGRS, SIEEIMNN
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=Eupz

. OpenShift Virtualization

Red Hat
OpenShift
V-1 | pod-VM-1 pod-1 pod-2 I
[ vm-disk | { pve-vM-1 | L pvel | [ pwe2 |

| WM storageclass | app storageclass

P S Fa .
@ | ontap-nas backend | ontap-nas backend “

VM) [app] ) NetApp

TRIDENT

‘ SWM [VM] SVM [2pp] ‘ "

\ MetApp |

ZE1E OpensShift &8 LRI EMN, BT TIE:

1. SMEIITIERE > EPME > WL, ARSREER > ERRS.

2. ZEFRIIRIERS, ARRET—F
3. MRAEREFRFAKREERNER, WHAREHITEE, WTFBER, EREEM URL EZMIMRSAN
RERGIRE, FRMHAENINFAESE. BIFSRFER Trident <#58) StorageClass » AFRETHT—H,
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Boot source
This template does not have a boot source. Provide a custom boot source for this CentOS 8.0+ VM virtual machine.

Boot source type *

Import via URL (creates PVC) -

Import URL *

https://access.cdn.redhat com/content/origin/files/csha256/58/588167f828001e57688ec4b59b31c11a59d5324851527488ebc8%ac5e952. .

Example: For RHEL, visit the RHEL download page (requires login) and copy the download link URL of the KVM guest image
Mount this as a CD-ROM boot source ®

Persistent Violume Claim size

5 GB =

Ensure your PVC size covers the requirements of the uncompressed image and any other space requirements. More storage can be added later.

v  Advanced

Storage class *

basic (default) -

Access mode *

Single User (RWQ) -

=

Volume mode

Filesystem -

4. NREERERFCRERIIR, WAIBT E—F

5. 7£ Review and Create &84, EREHEEFGE VM WIMBEHIZM VM FAEE, HEERTERENE
R, HERMEEIRERASEHAER PVC M CD-ROM Exf,
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1 Select template Review and create

: You are creating a virtual machine from the Red Hat Enterprise Linux 8.0+ VM template.
o Review and create

Project *

@ default -

Virtual Machine Name * &

rhel8-light-bat

Flaver *
Small: 1CPU | 2 GiB Memeory -
Storage Workload profile @
40 GiB server
Boot source
Clone and boot from CD-ROM
@ rhel8

© A new disk has been added to support the CD-ROM boot source. Edit this disk by customizing the virtual machine.

v Disk details
rootdisk-install - Blank - 20GiB - virtio - default Storage class

Start this virtual machine after creation

Create virtual machine I Customize virtual machine

6. MNREEHENEMW, 1BEE "Customize Virtual Machine" HEXFTHHIISE,
7. 8 Create Virtual Machine LIS EIMHL; LHIRIERTE/E & ERMERZAY Pod o

l Back l Cancel

M URL S RAEIRFIRI(E ARSI EBHER, ©S7E OpenShift-virtual-os-images DIEAEIE—
™PVC, HE KVM FIETEHEI PVC . EBIARIER PVC EEEBHNERETIE, USHWIENIRIERS
H KVM TR, 7AfE, EREMEDEPIMEMIEREIZEXL PVC B, XL PVC 2REHIENREEMIINEIE
WA,

T{E7: {#F NetApp ONTAP 323} Red Hat OpenShift FEii{t

VM LB RS

LEHEBRISTEREHIE R T VM M OpenShift EEFH— M T IBE B — N H RNEE, BE
OpenShift EEFFHPHITEN T, VM BAHBEZABEHEE ReadWriteMany iHAEVEY PVC . TERBAT NFS
YA NetApp ONTAP &85 FEIE T SVM B Astra Trident G233 %t PVC B9 = ReadWriteMany 7,
tt, X¥FMBEBT NFS B SVM #H Trident BEZE R StorageClasses iR EH PVC B9 VM , BILUERNEHIRY
BERT#EHITER,
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Red Hat Openshift Virtualization
OpenShift
Vi1 | V-1
I wm-disk ' wm-disk
node-1 | j! - r node-2
project-1
f RWH ™ /
| vm-disk-pv | VM storageclass
~ "y
| ontap-nas backend
V]
- -
TRIDENT NetApp

SWM [VM] "
| ) NetApp

B0 EAERT BB HZ ReadWriteMany 5IE#XRAY PVC BY VM , JEHITLAT4E:

1. SMEITEAE > EML > B, ARREEIRE > ERRS.
2. JERFRERIRERY, ARBEE T . REERFRAEEE TR,

3. 7£ Review and Create B84, ERBEEHAGE VM WINBHIRM VM FAEE, MERERTERENE
R, HERNEEIRERSKHEAIER PVC M CD-ROM BExf,

4. BEEEXEIWL, AEREFHE.

5. B rootdisk EILMEKRS, HIHREEZRER Trident EZER storageclass « BHBER, AEAHIIIER
ERHAZISE (rwx) o AEREHRTF.
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Edit Disk

e
Disk -
Interface *
virtio -

Storage Class

basic (default) -

v Advanced

Volume Mode

I"'I": -

Filesyst

i

Volume Mode is set by Source PVC

Access Mode

Shared Access (RWX) - Not recommended for basic storage class -

e Access and Volume modes should follow storage feature matrix

Leamn more &

Cancel Save

6. B Review FHiL, FAGE T Create Virtual Machine o
EFIISEINTE T OpenShift EBFPMNE—IMN T, BERUTSE,
1. SMBITIERE > BIME > B
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2. WFEIBHED, BEEIRS, ARRETIEEML.
3. WHSHUE, BEEBHITHIA

@ W1R evictionStrategy IRE /I LiveMigrate , MTEERIET RETEIFIENEY, OpenShift &

B VM £ BB S —T R

T1E7: fEFE NetApp ONTAP 323 Red Hat OpenShift E11L

VM g

183 7% Astra Trident B9% CSI Faf£IhaE, RILLTE OpenShift F5efEIE E. &Bd CSI H7bz, FILUEH
WA PVC {EREBREIBEIE E4IE PV KAIEHH PVC . SR PVC &, ©EERN— P EMNEEETT,

HEARZ5IR PVC B ABEEEKRHIX Ro

‘ RedHat OpenShift Virtualization
OpenShift
W1 | s VM-i-clone
I wm-disk : h:-_-\."'n-disk-clune_:
project-1
i J ¥

vm-disk-pv t »  vm-disk-clone-pv

VM storageclass

k
ontap-nas backend
[vm]

TRIDENT

NetApp

v

o

BE[E CS| HrfZRFLERF:

1. J8 PVC F1B4% PVC %A FR—IE .
2. EE—TFHERPTIFTRE,

NetApp

3. AEYREN BN EEAERNERIIRER, FahiTxRE,; flil, —MRERERETS—MRE,

AILUEE S U 5efE OpenShift S285HREY VM ¢
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1. XHR VM
2. [’ VM RIEFEIRES
X AR VM

I X A AN = I A BN E—IUR 4 OpenShift THEE, ZIHAETE Astra Trident BIZ3F T L, EafErE
WAL, BERBUTESE,

1. SMBITIERE > EIME > B, AEREERERNEMNZHNEIES,
2. BE R EMHIHR AT EIWIBIFAE S,
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Clone Virtual Machine

Mame *

Description

Namespace *

Configuration

rhel8-short-frog-clone

default -

Start virtual machine on clone

Operating System

Red Hat Enterprise Linux 8.0 cr higher
Flavor

Small: 1CPU | 2 GiB Memeory
Workload Profile

server

NICs

default - virtio

Disks

cloudinitdisk - cloud-init disk
rootdisk - 20Gi - basic

£\ The VM rhel8-short-frog is still running. It will be powered off while

cloning.

Clone Virtual Machine

3. BERMEEM; HIRIERXER VM HE5h5eE VM KSR,

4. TR PRI, ERILOARIHIIES EREIMEIAR R,
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fER VM REFESPRE

e LUEE IR VM BIEE PVC , SATSfEAERY PVC RIS VM R=EIME VM, WA ERFEXAR
VM, BREEMIMAXAE, BRRUTI R,

1. BfE "Storage">"PersistentVolumeClass" , SAFEIHHIINELE VM 89 PVC ZiHEEE S,
2. BEE PVC FREH PVC BIFAES.

Clone

MName *

rhel&-short-frog-rootdisk-28dvb-clone

Access Mode *

O Single User (RWO) @ Shared Access (RWX) O Read Only (ROX)

Size *
20 GiB =«
PVC details
Namespace Requested capacity Access mode
@ default 20 GIB Shared Access (RWX)
Storage Class Used capacity Volume mode
@ basic 22GIiB Filesystem

Cancel Clone

3 RERERME. XEFMINIEMNEIZ— PVC,
4. SMEITERE > EIME > B, ARREEIR > R YAML

S. TEFIE > &k > ASE > B R, MR PVC , MARASRMEE, RIBENEKIREHEDAFRE
HFAER,
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- name: rootdisk
persistentVolumeClaim:
claimName: rhel8-short-frog-rootdisk-28dvb-clone

6. BAHBIE LG
7. IHEIE VM 5, BIEHEIEN VM BB IR VM BI5EfE,

T{E7: {#F NetApp ONTAP 323 Red Hat OpenShift [E{1Y

M Snapshot glIZE VM

{&Bf Astra Trident #1 Red Hat OpenShift , AP B] LATEFRECEITEESE L 8IE/KAMERIRER, @itk IhEE,
BERPAUeIEENNEREIZE, HERZBEIECIEZFEHER—ERREILFIRS. XFRTUBREHZRME
BRI ERIBIERRESMERER.

3+F OpenShift FIEY Snapshot 1&1E, WIUE X HIR VolumeSnapshotClass , VolumeSnapshot #1
VolumeSnapshotContent

* VolumeSnapshotContent & MEEBFFRVEEMBISEFRIRIE, ER—MEREENREIR, RUTFRATEFEN

PersistentVolume »
* VolumeSnapshot 158 ERBIIER. BEMUTF PersistentVolumeClaim

* BB R R LUER VolumeSnapshotClass /7 VolumeSnapshot 18 EARRRE 4. @I ULIED, R ME
—EeENARIRRBIGSERRNEM.
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Z oI EIMNEY Snapshot , BN TEE:

& RedHat

| Openshift Virtualization |

S
=

SWM [WM] }- -

vy

1. 8l VolumeSnapshotClass , SAEEA1ZZAI#E VolumeSnapshot . SHZ!

"Storage">"VolumeSnapshotClasss" , #AfGEF "Create VolumeSnapshotClass" o

2. %\ Snapshot ZEMIE R, HNIRTIFERFHY csi.trident.netapp.io , AR EIE,

140

OpenShift
Ee— S | |
Wi-1 trident-snapshotclass Y [ WM-2 |
| dloneto | |
Ty 3 Snopshot - ! e PIC P el
L wm-disk A&_ - wm-disk-snapshot V2 | I _l-_\snapshot-clonef:
—T "\ Pk !_ - f M—m ey —
\ previcus . I |
' sate vm-disk-snapshotcontent © | i
..................... i |
project-1 | '
|
) v , : JEIE TR
i Y 1 |" 5
L vm-disk-pv | I vm-disk-clone-pv
y VM storageclass |
I
)
= [
ontap-nas backend |
VM) ;
TRIDENT : NetApp
I
I
|
|
|
|

NetApp




©® View shortcuts

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: trident-snapshot-cla54
driver: csi.trident.netapp.io

deletionPolicy: Delete

‘ Cancel ‘ X Download

3. MEIEEER VM B9 PVC , ZAIG6IE1Z PVC B9 Snapshot o $f1%) storage > VolumeSnapshots ,
SR8 Create VolumeSnapshots o

4. FFRBEHHBIE Snapshot BY PVC , Hi Snapshot FIRZMRTIEZ EOIANE, REEFENE
VolumeSnapshotClass . FAfGE &6,

Create VolumeSnapshot Edit YAML

PersistentVolumeClaim *

rhel8-short-frog-rootdisk-28dvb v

Name *

rhel8-short-frog-rootdisk-28dvb-snapshot

Snapshot Class *
@E® trident-snapshot-class v

=

S. IEPREIE PVC RYIRER,
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MIRER B HT RE A

1. 5%, 1§ Snapshot EREFHI PVC H, SHEIFME > HRE, BEEFRNRBEZLNERS, AGR
kR AH PVC o

2. WNFT PVC RIFRER, ARREER, XEFEMELIE—IH PVC,

Restore as new PVC

When restore action for snapshot rhel8-short-frog-rootdisk-28dvb-snapshot is
finished a new crash-consistent PVC copy will be created.

MName *

rhel8-short-frog-rootdisk-28dvb-snapshot-restore

Storage Class *

€® basic v

Access Mode *

O Single User (RWO) @ Shared Access (RWX) O Read Only (ROX)
Size *

20 GIB =

VolumeSnapshot details

Created at Namespace

@ May 21,12:46 am @® default

Status APl version

& Ready snapshot.storage.k8s.io/vl
Size

20 GiB

3. TR, fEALL PVC QIE— MR SMBITEHE > BIML > I, ARREEIE > £H YAML

[e}
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4. EHSE > 1R > F5E > BEHH, IBEM Snapshot BIZEHIHF PVC , TAEMAERMEGIERH PVC .
RIBEHEKIRHT EIMWIBIPT A HIF A5 S,

- name: rootdisk
persistentVolumeClaim:

claimName: rhel8-short-frog-rootdisk-28dvb-snapshot-restore

S. BERYE LG EMA.

6. INCIZEMNG, HEHIENREMERESESE S IR RREER PVC SIZREEDMIBRSE
[Eo

T1ER: fEFS NetApp ONTAP 523 Red Hat OpenShift 1L

EAIER T EILTER T A BB VMM VMware T 2|0penShift B2 1k

EARTH. IS T ERNAER EINLER T B8 (Migration Toolkit for Virtualization. Mtv)iE B M VMware
5 EI7EOpenShift R 2a T & _Fiz{THEAAsta Trident5NetApp ONTAPTZiEEE A HIOpenShiftEE 1L

LU ARSTE T 7 a0{aE A ONTAP SANYSRHEL VMM VMwarei®#% 2| OpenShift B2 A {4 LASE T & A M 17 8o
fEARed Hat VITMi@iZNetApp ONTAPTEAEIEVMiEFS 2 OpenShiftiEiii ik

TEEEZRTR 7 VMM VMwareX#%2IRed Hat OpenShiftEEIN YA 2,

Migration of VM from VMware to OpenShift Virtualization

/ RED HAT' .
J ) / OPENSHIFT et Het Openshit 1y \
VMWare ontainer Platform R4
‘E:it:? sssssss —— e o o o » ‘g:?e::r?se Linux
network mapping from VM
VM oo _|.___ViANtopodmetwork |
- pod
-l ©
WY B>~
__1._ o° mav‘;“o‘a%ef, @ PVC ahd PV created from
( \“f 5\0125\0‘6 w0 storagg class using Trident
------- i ot -~
‘ . ’ VDDK gopies data , >
\ / from VMdisksto PV~ _- ,\\ o

-

-

ONTAPor |} ‘
any datastore ) ‘
svmi B8 [

bt NS S e
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EVMware

* RET—/MEARHEL 9.389RHEL 9 VM. HABLUTERE:
° CPU: 2. AfF: 20 GB. ###: 20 GB
° BFERE: rootBFMEERARER

* EPWUESHER. RE T PostgreSQLARSS 280
° PostgreSQLARSZ 2B RthHBEA. FIEETIRTEED

systemctl start postgresqgl.service’
systemctl enable postgresqgl.service
The above command ensures that the server can start in the VM in

OpenShift Virtualization after migration

© AT 20 EERE. BRI T 1NRM11T. BN "I BR7ERHEL EREPostgreSQLARSS 28 A
BIRBIEEFEMRFBNA. BN

()  WERESPosigreSQLIRS 83 MRS LIERTETE .

7OpensShift&Ee
EREIREZ A, Bl TRE:

* OpenShift&#$4.13.34
* "Astra=$723.10."

* iSCSIEAMERT S LM ZEEE (3T FONONTAP SANTERER), 1FEMIRHEAIYAMLUBIE—NSFIFHE
. UEEEEPHNES IR EBAISCSI

* {£AISCSIFONTAP SANK = iR ZFMEZE, 1BES WA= TEmMFEEREINYAML H.
* "OpenShift FEHAL"

E1EOpenShiftEEE¥ T (2 L REiSCSIFNIZ KRR, BEA TEIRENYAML 4
NiSCSIEEBET S

apiVersion: apps/vl
kind: DaemonSet
metadata:
namespace: trident
name: trident-iscsi-init
labels:
name: trident-iscsi-init
spec:
selector:
matchLabels:
name: trident-iscsi-init
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template:
metadata:
labels:
name: trident-iscsi-init
spec:
hostNetwork: true
serviceAccount: trident-node-linux
initContainers:
- name: init-node
command :
- nsenter
- ——mount=/proc/1l/ns/mnt
- sh
= =g
args: ["$(STARTUP_SCRIPT)"]
image: alpine:3.7
env:
- name: STARTUP SCRIPT
value: |
#! /bin/bash
sudo yum install -y lsscsi iscsi-initiator-utils sg3 utils
device-mapper-multipath
rom -gq iscsi-initiator-utils
sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf
cat /etc/iscsi/initiatorname.iscsi

sudo mpathconf --enable --with multipathd y --find multipaths

sudo systemctl enable --now iscsid multipathd
sudo systemctl enable --now iscsi
securityContext:
privileged: true
hostPID: true
containers:
- name: wait
image: k8s.gcr.io/pause:3.1
hostPID: true
hostNetwork: true
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
updateStrategy:
type: RollingUpdate

ERALUTYAMLX B2 EAONTAP SANTEEM = To/ginic &

145



iISCSIN =i

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-san-secret
type: Opaque
stringData:
username: <username>
password: <password>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: ontap-san
spec:
version: 1
storageDriverName: ontap-san
managementLIF: <management LIFE>
backendName: ontap-san
svm: <SVM name>
credentials:

name: backend-tbc-ontap-san-secret

FAUTYAMLX 4RI EFEFRONTAP SANTEIEM = oz g KEE
FTFiSCSI =1z

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-san
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-san"
media: "ssd"
provisioningType: "thin"
snapshots: "true"

allowVolumeExpansion: true

ZEMst

WM7E. 1EF LR EE BT R a9 T T A 8 (Migration Toolkit for Virtualization. f&i# I TER), S
IRHEAVIRER "I Ab " B X R EREERD,

LTS T BB (Migration Toolkit for Virtualization. Tmb)MA P R EE M EIOpenShift WebiEHl & H,
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TWRILISE "ItAk Frate A AR REHRITEMES,

tIERIEHZR

ERRHEL VMM VMwareiT#%2|OpenShiftiziift. EFEETAVMwaretI BRI HIZF. IESIHMEA "tk 1L
SIEREMHIER

ZolEVMwareRiziiZr. BFERRELUTFM:

vCenter URL
vCenter’Zi

vCenter Serverfg4

TF R BIVDDKBR IR

IR HAZF R

Select provider type

VM vSphere

Provider resource name *

vmware-source (]

Unique Kubernetes resource name identifier

URL *

I ]

URL of the vCenter SDK endpoint. Ensure the URL includes the "/sdk" path. For example: https://vCenter-host-example.com/sdk

VDDK init image

dockerrepo.eng.netapp.com/banum/vddk:801 (V]

VDDK container image of the provider, when left empty some functionality will not be available

Text
Username *

administrator@vsphere.local

vSphere REST AP user name.

Password *

vSphere REST API password credentials.

SSHA-1 fingerprint *

The provider currently requires the SHA-1fingerprint of the vCenter Server's TLS certificate in all circumstances. vSphere calls this the server's
thumbprint.

Skip certificate validation
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ML TR T A 8 (Migration Toolkit for Virtualization. Mv) fFERVMware B2 & T A

B (Virtual Disk Development Kit. VDDK) SDKEAIIRMVMware vSpheref& i EE AR IR E,
() @it B7ERNAEVDDKEME, REXZARM

EFEALEIIEE. 1B N EVMware BN T A TE8(VDDK). #EVDDKMUE, RS VDDKAR

BIEX B GIEM R,

RERIR MRV BRI TIRE "L 8132 VDDKBRIGFH K EH#EIX B AT MOpenShiftSe 8#7 1RI B0 E A 2o
BIZ B RMHIER

T OpenShiftEEA LR iz F BRIR iz . EIbt=BEARINENEE,

ellfe SN Egnwdl

IR MBI AR TIRE "L LISIBERS Ao

BIEMXIEY, WRFERCIE, WEZEEUTAE:

* BT RRMLEBRET R B AR B BRET o

* BT RREEFE RS 2 AR IESERIFAEIR Y. Jultt. ,thJL,(JihONTAP SANTFfiEZE
BIEERSITNG, ZItRIARESN R Ready*, IMIEME %A Start*1ZitKo

o e kube:admin v

— RedHat H As
= OpenShift s

iguration to allow others to log in.

OperatorHub
Project: openshift-mtv v~
Installed Operators
Plans
Workloads
Virtualization Status v Neme <~ Q Fiterbyname > (P showarchived m
Name 1 Source.... Target ... VMs Status Description
EEEEEE @ mtv-migration-demo ( cold @D vmware @D host (=1 © Ready Plan for migrating VM to OpenShift Virt Start
@D vmware-osv-migration | cold @ voware2 @D host (=} S d 10f 1VMs migrated @ Migrating RHEL 9 vm to OpenShift Virtu.
@D vmware-osv-migration-plan! ( cold @ vioware2 @ host (=] Succeeded 10f1VMsmigrated @
.~ — |
@D v g pl Id @ @ host =) Succeeded 10f1VMs migrated @ migrating RHEL 9 vm using g ONTAP NFS.
_
Networking

B Start BT — RV T BHKFTAEIMIBITERE.
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— RedHat
1 OpenShift

A5 O © kube:admin v

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

OperatorHub

Installed Operators Migration plans > mtv-migration-demo

Migration details by VM

Workloads

Virtualization

TN v  Filterby Q Cancel STl .
Name Start time End time Data copied Status
v @ ocp-source-rhel9. 06 Mar 2024, 09:42: 06 Mar 2024, 09:5t: 20.00/20.00 GB Complete Getlogs
-©0©©®
NetworkMaps for virtualization
StorageMaps for virtualization
Step Elapsed time State
Networking @ Initialize migration 00:00:35 Completed
@ Allocate disks 00:00:00 Completed
Storage
@ Convert image to kubevirt 00:02:45 Completed
Builds @ Copy disks 00:04:58 Completed
@ Create VM 00:00:00 Completed
Observe %

Compute

User Management

Administration

SRFAESEBE, ErLUEE S AN S EF Virtualization” (L) FEY*virtual Machines* R &E & T
HIVM,
Hrpig 7 i e WA ER "I,

BRI LIS REIEMWIHIIEposIETE ERREIERFENAR, LRFNKERE. RKNFENSTRVM LEIERE
[Bo

f&B NetApp 7 Red Hat OpenShift =77 Kubernetes 12t 5 REREIE

1EATF Kubernetes ISR EEFEIE: XA NetApp Y Red Hat OpenShift

MEERSUNBEFMNARTERE, FZALEEFHZ Red Hat OpenShift B3 Z 151z N FBIERF RN
RAZE, AR, BIEESRTE OpenShift £E8 FHEZ MV AREFHIENH,. Alt, 8NMELRKRASEE
—4HEEEE, [EIt OpenShift B RANME N EEZNAIBEIER O ABE =N —RIIFEREIBEMAEIR S EE
X—EIMEER. T R EEPk LS, Red Hat #H 73&HF Kubernetes ISR EREIE,

£ Red Hat Advanced Cluster Management for Kubernetes a] AT A FESS :

1. BEIBEROMAE LR, SANMEELSNER,

2. N—MEHIEES R L HENEENAREFR R TERH,

3. BIEMAHAREEZ RN TR

4. EIEHRFILHES N EHNR e MM,

Red Hat Advanced Cluster Management for Kubernetes E/9 Red Hat OpenShift E£B¥HIMINNAHFHT1TREE, H
SRR ENEPMBIREN P IITHIZE. WWEBTANELSEER, EaNAPRE—EETEIUEEIISHR
SHEHE, BISRAEHBEIRITH S S ANCIENFIEHM OpensShift EEHIHELREHEE, MATESE

B, EREREERLRE—1RN Kuterlet WAIE, REERIPOES, HAESEHEGARERE, M
RiEFLEaEEEE, ANEENZ2SMERXNREERIIER,
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ZpE
ZIZ5EATF Kubernetes S REREIR

AIFE ST

1. BT L35 EM Red Hat OpenShift 528% (ks 4.5 LU L)
2. JEAT2EERM Red Hat OpenShift £8 (BT 4.5.3 k)
3. %t Red Hat OpenShift &£ E¥HYEE R EIE R iR

4. i EATF Kubernetes B9 Red Hat &R EBEE IR 1T H)

SREEFEERE OpenShift BRI — 1 MINNINEE, Ft, RIFESAS[NZESLHDERNIIGE, BHARAS
REZRMRH. ENEEHITHRMGEN, BRFEZEXLERH, FSIXE "L BXFMESR!

5E, MRELB[EHEETATAKITEEMIEMANG, HACFENEXET R LRESAEHEERR,
N FEAEN A XET RN A MRS, BXIFMESE, BSIHE "I,

ZREIERT Kubernetes SR ERFEIE
E7E OpenShift 28 F L IEEAT Kubernetes WEREREIE, BRUTSE:

1. EFE— OpenShift EEHERNFIOEERE, HEMR cluster-admin SR RE R EiZEE
2. BfnF Operators > Operators Hub , ZASIEZEA T Kubernetes IS RSB E TR,
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o Administrator

Home

Overview

Projects

Search
Explore

Events

Operators

OperatorHub

Installed Operators

Advanced Cluster Management for Kubernetes

Project: default

All tems

Al/Machine Learning
Application Runtime
Big Data

Cloud Provider
Database

Developer Tools
Development Tools
Drivers And Plugins
Integration &Delivery
Logging & Tracing

Modernization & Migration

223 provided by Red Hat

Install

Latest version
773

Capability level

@ Basic Install

1

& Seamless Upgrades
1

ull Lifecy

Provider type
Red Hat

Provider
Red Hat

Infrastructure features

Disconnected

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

All ltems

Filter by keyword...

Community

3scale APl Management

provided by R

3scale Operator to provision
3scale and publish/manage API

3. EFRIEAT Kubernetes WEREREIE, ARRTRE,

(%)

Advanced Cluster Management
for Kubernetes

provided by

Advanced provisioning and
management of OpenShift and
Kubemetes clusters

450 items

A akka

Akka Cluster Operatol

provided by

Run Akka Cluster applications on
Kubernetes.

Red Hat Advanced Cluster Management for Kubernetes provides the multicluster hub, a central

management console for managing multiple Kubernetes-based clusters across data centers, public

clouds, and private clouds. You can use the hub to create Red Hat OpenShift Container Platform

clusters on selected providers, or import existing Kubernetes-based clusters. After the clusters are

managed, you can set compliance requirements to ensure that the clusters maintain the specified

security requirements. You can also deploy business applications across your clusters.

Red Hat Advanced Cluster Management for Kubernetes also provides the following operators:

o Multicluster subscriptions: An operator that provides application management capabilties including

subscribing to resources from a channel and deploying those resources on MCH-managed

Kubernetes clusters based on placement rules.

o Hive for Red Hat OpenShift: An operator that provides APIs for provisioning and performing initial

configuration of OpenShift clusters. These operators are used by the multicluster hub to provide its

provisioning and application-management capabilities.

How to Install

Use of this Red Hat product requires a licensing and subscription agreement.

4. 1% Install Operator &R L, RENERFMAEE (NetApp BiIVRBIRIASE) , AFET Install o
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OperatorHub  *  Operator Installation

Install Operator

Install your Operator by subscribing to one of the update channels to keep the Operator up to date. The strategy determines either manual or automatic updates.
Update channel

O release-2.0

1 release-21

@ release-2 2

Installation mode *

This mode is not supported by this Operator
@ A specific namespace on the cluster

Cperator will be available in a single Namespace only.
Installed Mamespace *

® Operator recommended Namespace: @ open-cluster-management

€) Namespace creation

Mamezpace open-cluster-management does not exist and will be created.

O Selecta Namespace

Approval strategy *
i Aurtomatic

O Manual

Advanced Cluster Management for Kubernetes
2.2.3 provided by Red Hat -

Installing Operator
The Operator is being installed. This may take a few minutes.

View installed Operators in Namespace open-cluster-management

6. RRRMERE, RHOESERFRD.
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Advanced Cluster Management for Kubernetes o
2.2.3 provided by Red Hat

Installed operator - operand required

The Operator has installed successfully. Create the required custom resource to be able
to use this Operator.

MultiClusterHub @ Required
Advanced provisioning and management of OpenShift and Kubernetes clusters

Create MultiClusterHub

View installed Operators in Namespace open-cluster-management

7. E "Create MultiClusterHub " & £, TERHIFHAEEGET "Create o IIRIEREBIZERBIELBINET
<o

Project: open-cluster-management  «

Advanced Cluster Management for Kubernstes > Create MultiClusterHub

Create MultiClusterHub

Create by completing the form. Default values may be provided by the Operator authors.

Configure via: @ Form view O YAML view

MultiClusterHub
6 Note: Some fields may not be represented in this form view. Please select "YAML view" for full control. provided by Red Hat

MultiClusterHub defines the configuration for an instance of the MultiCluster Hub
Name *

multiclusterhub

Labels

app=frontend

> Advanced configuration

8. I HAEHEEMIZTRITMFIE Pod WE B TRESHBIRERBERINNSGE, BLREERT
Kubernetes S REEEIE,
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Project: open-cluster-management v

Installed Operators

Installed Operators are represented by ClusterServiceVersions within this Namespace. For more information, see the Understanding Operators documentation . Or create

an Operator and ClusterServiceVersion using the Operator SDK .

Name = Search by name... /

Name 1 Managed Namespaces
Advanced Cluster open-cluster-management
Management for
Kubernetes

2.2.3 provided by Red Hat

Installed Operators » Operator details

@ Advanced Cluster Management for Kubernetes
223 provided by Red Hat

Details YAML  Subscription Events  Allinstances
[}
MultiClusterHubs
Name Search by name... /
Name 1 Kind

multiclusterhub MultiClusterHub

Status

@ Succeeded
Up to date

S—/

- SERELARTERTE—LMNE, TiE, SEEEARR/ENIET

MultiClusterHub

Status

Phase:@ Running

Provided APlIs

MultiClusterHub :
ClusterManager

ClusterDeployment

ClusterState

View 25 more...

TR

Actions =

ClusterManager  ClusterDeployment  ClusterSt:

Create MultiClusterHub

Labels

No labels .

10. EEARAEHEEGRTEPLIRRA, EEIBAFR URL LUpREAEEEIRET S,

Project: open-cluster-management

Routes
Y Filter = Name ~  mul i
Name mul X Clear all filters
Name T Status Location
@ multicloud-console & Accepted https:/multicloud-
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Create Route

Service

© management-ingress :
H
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IhaE: fE&Bh NetApp 7£ Red Hat OpenShift £ Kubernetes 12t SR ERF S

SREaFREE
EEENFRY OpenShift F£8f, ERIUGIEXEEHFIFTHSNIBLEEEETR,

1. B%SME " BohCERZH ">" £
2. B OpenShift &£8%, BEMIUATHE:

a. gUERRMIEFER. SME " IRUERER " HRE " FINER ", RESEERMEFEENVIPRE
FAES, ARBE A"

Select a provider and enter basic information
Provider * @

aws Amazon Web Services b

Connection name * @

nik-hcl-aws
MNamespace * 3@

default »
Configure your provider connection

Base DNS domain @

cie.netapp.com

AWS accesskey 1D * @

AKIATCFBZDOIASDSAH

AWS secret access key * @

Red Hat OpenShift pull secret *

S3pMbktvaHpINFoZMEZsbmtBVYGNE TktmUIZXcHoxOWIte EZw R0y Z1d 3cj Job Gy JeDBOMNOXIZEQyeGMSQ0ZwZkSRRZ JUanlxNnNUM2IRBOF b -
UF]NC1E|Y|pE'"-'\."ZEOH{tNkHTMDZPU\.’pGWFRHEG. AREIDGZRSYIIRATIxE LT 2oyQ 3pVell FNIwcENSaZ Yy OUsyLWZGSFVNA==""email":"Nikhil k it
utkarni@netapp.com”}, registry.redhat.io”:

@ FP '], registry o

SSH private key * @

--—--BEGIMN OPENS5S5H PRIVATE KEY----- =
b3BIbnMNzaCIrZxktdjEAAAAABGSvbmUAAAAEbasdadssadmIUZQAAAAAAAAABAAAAMWAAAALZCZGETW il
QYNTUxOQAAACCLowLgAvSIHAE P+ DevIRNzaG2zkMNreMIZ/ UHyfOUWvAAAAA Jh/waGxfEGu o
/
SSHpublickey * &
ssh-edZ5519 AAAACINZaCIZDIINTESAAAAIZAUACT46agdhZ1cB4/4NG/ VEZNobbOQZt42vna G J/RRa8A root@nik-rhels
P

b. RIS, ESMEISE, ARRERMEE > Q2L RESHNBMEHEFINIFAESE,
RlEBREHeE,
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~ Configuration

Cluster name * ®

rh-aws

~ Distribution

Select the type of Kubernetes distribution to use for your cluster

‘ Red Hat °
OpenShift
Select an infrastructure provider to host your Red Hat Openshift cluster.
Amazon °
aWS " Google Cloud I Microsoft Azure
! \Web Services
a8 VMware C—1 Bare
—
vSphere —a Metal
Release image * @
quay.iofopenshift-release-dev/ocp-release:4.712-x86_64 o -
Provider connection * (3@
nik-hcl-aws o -

Add a connection

C. BIEEEE, ZEBBETRERRIIRF, RSN Ready .
3. BERAMEEER, FRBUTHE:
a. SIMEIEE, ARBHRNER > SANUEEE,
b. INEEHRI, RERERESAFEMRL, ERKER— AT RMIMEEENHL,

C. B Copy Command , ARNBERIMNEIELBERNEEIZTH . WRERERE LEIFIRERE
MR, Tealtdiefa, SEREREERIIRSD, HETREN Ready o
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Mame *

ocp-vmw]

Additional labels

Onee you chek on "Savemport 2nd generate code”, the information you snterad will be vted to generate the code and cannot be
micdafped ENyMone, i yeu wish to change any informabon, you will have 10 delete and re-mpont this cluster

Code generated successfully & import saved

Run a command

1. Copy this command

Click the button to have the command automatically copled to your clipboard,

Copy command L]

2. Run this command with kubect] configured for your targeted cluster to start the import

Login to the existing cluster in your terminal and run the command.

LIr!m{:rt another
4. BIBHSNZSNEERE, EaUMN—NMEHIE BTN EIEX LR,

IhaE: fE&Bh NetApp 7£ Red Hat OpenShift £/ Kubernetes 12t SR ERF E1E

N FRtER £ an EHREE
OBV ARFHAT —AERTNEHITERE,
1. MBE=SMEIEENARER, ARRTEIRNAER. RUHZCENNARFNFAES, ARRERT.
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Applications

Create an application @ vawor =3

Name* @

demo-app

Mamespace* IG_}

default xX -

~ Repository location for resources

~ Repository types

Select the type of repository where resources that you want to deploy are located

0'@ Git

URL* @)
https://github.com/open-cluster-management/acm-hive-openshift-releases.qgit X -
Branch (@)
main X -

Path (§)

clusterlmageSets/fast/4.7 X -

2. REVAREFANE, KNREFEERETIRP,.

Applications C Refresh every 155

Last update: 7:36:23 PM

Overview Advanced configuration Create application

Q, Search
Name Namespace Clusters @ Resource €] Time window [6) Created
demo-app default Local Git [ 8 days ago H

1-Tofl = 1 of 1

3. MTE, BJLAMIEH & EITNER I N AR,
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IhaE: fE&Bh NetApp 7£ Red Hat OpenShift £ Kubernetes 12t SR ERF S

HEMXE

BSUEINEE, ERIAFREREX GAIERES, HRREEEREILREE. ERILRIEHETECE, LRI
EEERMNREESENITA.

1. M= S 2 i E XL,

2. ZOIEESHMRES, FRECIERE, MARRITENFAEE, AEEEMEEILRKHNER. NIREE
EIEEMLERBRBVIERL, IEEF " ORHs, NEaf) " g, ARBEE "eIE "
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Governance andrisk / Policies /[

Create policy ® @ vwor

MName *

policy-complianceoperator

Mamespace * (i)

default

Specifications * (i)

@' ComplianceOperator

Cluster selector (i)

@ local-cluster: "true”

Standards (i)

@& risT-csF

Categories (i)

@ FPR.IP Information Protection Processes and Procedures

Controls (i)

@ FR.IP-1Baseline Configuration

I:I Enforce if supported (i)

D Disable policy (i)

3. EBTFME M TIRE, TBESREHFERRITNEE T ARREREN.
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= Filter C Refreshevery10s ~

. Last update: 12:54:01PM
Governance and risk ®

Create policy

Summary 1 Standards ~

NIST-CSF
+

H No violations found
Based on the iITdL'S'.I'}-' standards, there are no cluster or
policy violations.

Policies Cluster violations

Q, Find policies
Cluster
Policy name MNamespace Remediation = violations Standards Categories Controls Created |
policy- default inform @ oN MIST-CSF PR.IP Information PR.IP-1 Baseline 32 minutes ago :
complianceoper

Protection Processes and  Configuration

ator Procedures

1-1ofl1 = 1 of 1

IhRE: {585 NetApp 7E Red Hat OpenShift £ Kubernetes 12t SR EREIE
AT

IERATF Kubernetes IS RERFEIRIRM T —MinEPMEEHFHITR, Pod URNAEFMTIEHENT %o

1. SME " MEIFLE ">" #hR " o
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Red Hat

Advanced Cluster Management for Kubernetes kube:zadmin ~

Overview + Add provider connection

O

Other
Summary
Cluster compliance 3 Pods 132 Cluster status 3
100% W 3 Compliant 100% 100% W 3 Ready

® 0 Non-compliant W 0Ofine

2. AR Pod Ml TEAHESIRES ML HITIRITNHF. B£& Pod UEEHENHIE.

Red Hat
Advanced Cluster Management for Kubernetes

kube:admin ~

Search

Saved searches ¥

3 Related cluster 673 Related secret 20 Related node 8 Related persistentvolumeclaim

8 Related persistentvolume 1 Related provisioning 2 Related searchcollector 3 Related iampolicycontroller

Name

Namespace openshift-marketplace

Cluster local-cluster
Status Completed
Restarts 0

Host IP

Pod IP

Created 4 days ago

Labels controller-uid=dd259738-2cce-40e2-85d3-6ccf56904bas

3. EHPHFE T RBSRESMEIER#ITIHIEM O, BETREIERANM T RENIFRESR,
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Search

Savedsearches v Open new search tab [/

3 Related cluster 1k Related pod 12 Related service

v Node (20)
Name 1 Cluster Role Architecture OSimage cru Created Labels
ocp-master-Locp-bare- ocp-bare-  master, amds4 Red Hat Enterprise Linux CoreOS 48 amonthago  betakubernetesiofarch=amd64  beta kubemetesio/os=iinux i
metalcie.netapp.com metal worker 47.83202103292105-0 (Ootpa)

kubemeteso/arch=amd64 5 more

ocp-mast: ocp-bare-  master, amde4 Red Hat Enterprise Linux Core0S 48 amonthago  betakuberetesiofarch=amd64  betakubernetesiofos=linux H
metalcie metal worker 47.83.202103292105-0 (Cotpa)

kubernetes.io/arch=amd64 5 more

ocp-master-3.0cp-bare- ocp-bare-  master; amd64 Red Hat Enterprise Linux CoreOS 48 amonthago  betakubernetesiofarch=amd64  beta kubernetes.io/os=linux H

metal.cie.netapp.com metal worker 47.83.202103292105-0 (Qotpa)
kubernetes io/arch=amd64 5 more

4. ZAASRIEAENEEZRNSHRIENARFMEERN., REEBIEEEHTFARGR,

Search

Saved searches v Open new search tab[4
3k Related secret 7 87 Related pod 15 Related persistentvolumeclaim 17 Related node | Related application
15 Related persistentvolume 1 Related searchcollector 8 Related clusterclaim 3 Related resourcequota 5 Related identity

Show all (158)

v Cluster (2)

Name T Available Hub accepted Joined Nodes Kubernetes version cpPU Memory Console URL Labels
local- True True True 8 v120.0+c8905da 84 418501Mi Launch cloud=VSphere  clusterlD=148632d9-69d5-4ae4-98ee-Bdf886463c3
cluster

installername=multiclusterhub 4 more

acp-vmw True True True 9 v120.0+df9c838 28 M98IMi Launch cloud=VSphere  clusterlD=9d76ac4e-4aae-4d45-a2e8-1b6b54282fe  name=ocp-vmw  1more

IhEE: f&Bh NetApp 7£ Red Hat OpenShift £/ Kubernetes R{iS KL EREHIE

TEZ I EE LEEAR

EITIEAT Kubernetes SREEEIEINEE, BRI UMEHARRE— 1 REZINSEEH LOIEER. Fli0
, YNRIEH OpenShift E£EEHUT AR, FHEARFER NetApp ONTAP SEH 21 s'zﬁ, HEFEERMES
EE% PVC , MAIEEHETNEE= LR (+) TS, ARG, EFREQE PVC BEEE, FIGHRJR YAML , AREE

Bz,
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Create resource Cancel

Clusters | Select the clusters where the resource(s) will be deployed.

Resource configuration | Enter the configuration manifest for the resource(s).

YAML i

kind: PersistentVolumeClaim

1
2
E
a
5
6
7
8
9

=
Rk ®

sName: ocp-trident

AAFET . R NetApp B9 Red Hat OpenShift

AT AR 7 A T8 —EEThEE

fEARed Hat VITMi&id NetApp ONTAPTZ(EIEVME EOpenShiftEEiii ik

f&BhAstra Control#INetApp FlexClonefsz RAINIRER{4F % iR E—K A NetAppHIRed Hat OpenShift
1A NetApp Astra Control UTEIB SIS N FFER

Astra Control CenterfECI/CDE B {RIFEIE

fEAAstaiz R /0aERS TR #i— K FBNetAppAIRed Hat OpenShift

TR EHTE—FA NetApp B9 Red Hat OpenShift

ZEOpenShiftEE i {k—FFNetApp#IRed Hat OpenShift

£ OpenShiftEE AL BB E MW —K FANetAppHIRed Hat OpenShift

ETF Red Hat [EALAYERF Red Hat OpenShift 89 NetApp HCI

EMEER: XA NetApp £2RNEY Red Hat OpenShift
BT REA AR EENESEE, FEEUTM:
* NetApp X4

"https://docs.netapp.com/"
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