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° NetApp téFiEiETFfE(FAS). NetApp=AFEFAS FEFI(AFF). NetApp£SANPFEZI(ASA)FIONTAP Select
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° Cloud Volumes Service for Google Cloud (CVS). Azure NetApp Files (ANF). Amazon FSx for NetApp
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ONTAP feature highlights

Storage Administration
+ Multi-tenancy = ONTAP CLI & API
« FlexVol & FlexGroup = System Manager & BlueXP
* LUN
* Quotas

« FlexCache + nconnect, session trunking,
multipathing
» FlexClone + Scale-out clusters

Performance & Scalability

Availability & Resilience

« Multi-AZ HA deployment
(MetroCluster)

« SnapShot & SnapRestore

+ SnapMirror Business Continuity

+ SnapMirror Cloud

= SnapMirror

* NFS-—v3,v4, v4.1,v4.2 « iSCSI

« SMB-v2, v3 +  Multi-protocol access

Access Protocols

Storage Efficiency

+ Deduplication & Compression = Thin provisioning

+ Compaction + Data Tiering (Fabric Pool)

» Fpolicy & Vscan

+ Active Directory integration

Security & Compliance

« LDAP & Kerberos

« Certificate based authentication
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Astra Trident CSI feature highlights @

CSl specific

= CS| NetApp® Snapshot™ copies and volume creation from CS| Snapshot
coples

+ CSl topology

= Volume expansion

Security

+ Dynamic-export policy management
+ iSCSl initiator-groups dynamic management

+ iSCSI bidirectional CHAP

Control
+ Storage and performance *  Volume Import
consumption
+ Cross Namespace Volume
+ Monitoring Access

Installation methods

+ Binary *  Operator

+  Helm chart +  GitOps

Choose your access mode

Choose your protocol

+ RWO (ReadWriteOnce, i.e 1¢1) + RWOP (ReadWriteOnce POD)

+ NFS
* RWX (ReadWriteMany, i.e 1¢2n) . SMB
+ ROX (ReadOnlyMany) . iscsl
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* FEAHeIMEIRTEROSAEE F L = iR1FE, HelmEBIRMURL: https://netapp.github.io/trident-helm-
chart

BFSXN5EHEFROSALEEEAYAsta TridentEERE

@ YA S EERE A ApplicationSet; A EIArgoCDES. ] LUEAOpenShift GitOpsi§Asta
Trident CSIEF B R XLEEE,

apiVersion: argoproj.io/vlalphal

template:
metadata:
name: '{{nameNormalized}}-trident'
spec:
destination:
space: trident
'{{server}}’

source:
repoURL: “https://netapp.github.io/trident-helm—chart"
targetRevision: 23.04.9
chart: trident-operator

project: default

syncOptions:
— CreateNamespace=true
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rosa create admin --cluster=<cluster—-name>

e SRR T, ERAEREIEEH oc login 83%

W: It is recommended to add an identity provider to login to this cluster.
See 'rosa create idp --help' for more information.

I: Admin account has been added to cluster 'my-rosa-cluster'. It may take up
to a minute for the account to become active.

I: To login, run the following command:

oc login https://api.my-rosa-cluster.abcd.pl.openshiftapps.com:6443 \
--username cluster-admin \

--password FWGYL-2mkJI-00000-00000

CHAUERSMERAERN. NRCAURENNEUREERAS. NAUERERRAR
(i)  %iBMRed Hat OpenShift Hybrid CloudiZ 1A B REIKR. K5, BULESA LABTEERA
PRI, &R LUREY oc login B (RhHEER).
2. 798¢ I kubeconfig X

ﬁﬁﬁﬁg@%iﬁﬁﬁf’ﬁ "4k JIROSASEBE Bl kubeconfig. FE R TES LB RN BIACSH BT, A Ltkkubeconfig. XX
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TEROSASEE E % Asta Trident (BffThiaN ). EHITULIR(E. ERILURRAENE—IEHITIRIE "L, &
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RedHat

cluster-admin »

OpenShift Service on AWS

Projects

Y Filter = ame ['I fer ] m
x
Name Dizplay name Status Requester Created
@ e trident @ Active ssaadmi @ reb 12 2024 G54 PM

Ria. E'HARIAMES. tlEHelmBEREZEEE, W TFURLFER. BEFER
'https://netapp.github.io/trident-helm-chart'. ARAN=imi2{ERCIENCIRZS.



Create Helm Chart Repository

Add helm chart repository

Configurevia: % Form view YAML view

Scope type

MNamespaced scoped (ProjectHelmChartReg

®  Clyster scoped (HelmChartRepository

MName *

trident

A uricue name ¥ tha Haln iT e Loy
Display name

Astra Tndent
A w [ ¥ ' r M@ for the Helr mar &0 gt

Description
MNetApp Astra Trident

A descriphion for the Helm Chart repository

Disable usage of the repo in the sveloper catalog

URL *

https://natapp github io/trident-halm --::har:|
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Project; trident ~

leveloper Catalog » Helm Charts

Helm Charts

Browse for charts that help manage complex installations and upgrades. Cluster administrators can custs

catalog. Alternatively, developers can try to configure the

| Alliten All items

Q. Filter by keyw AZ -

Chart Repositories Helm Charts

.C\_'.':iq Te dent | TE D T
OpenShift Helm Trident Operator

Charts (87

L ¥,

A Helm chart for deploying
Source IetADD's
':-.'."F“""I.."-t'r 33 poret Lo
Partner (42)

Red Hat (12)

R[EIFEH] & LB Administrator view"(BIERME). ABRE=ZLKLIEFIEFEPod. LUIEFIE =R TIZEREDS
E7EIETT,



— RedHat
- OpenShift Service on AWS

Project: trident +
#2 Administrator
e Pods
Operators Y Fiter w Naie + |'Se = m
Workloads Name 1 Status Ready Restarts Owner Mem
Pods @ o R B
Deployments
@ e 212 @
DeploymentConfigs 4
StatefulSets Q 5 SR 272 @ d
Secrets -
" - P b= @ trid
ConfigMaps 0 ~
CronJobs Q : CF @ i
Jobs
@ R @D i
DaemonSets giS
ReplicaSets @ vid e SR 2/2 @D 1ide
ReplicationControllers -
G tric b o @ t
HorizontalPodAutoscalers —— ~
PodD tionBudget:
isruptionBudgets 0O - on ' @ .
Networking @ e oR (RS RUEE

4fEFZIRCSIBZFOIRE. FHAMRELRE
EATHETHYAMLXFRIR=TRmN R FHEENRMERBIIR, HSXUNELIERIAmazon FSx for
NetApp ONTAPX fF RS EE. HERRIYAMLECE PRI EIELIFNNX R SEVserver&if, BIRENX

LFMEE. 1B EERATAmMazon FSXBIAWSITHI B HIZEEXHF R LK. ARSMEIEEEN £, td BHE
FLUSERNZER fsxadmin AP,

() mIuERRSTIRME. CAUMESSEEAEAYAMLX IR,
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FSx » Filesystems 3 fs-049f9a23aac951429
fsx-for-rosa (fs-049f9a23aac951429)

¥ Summary
File system 1D
f5-049f9a23aac951429 (F

Lifecycle state
@ Available

File system type
ONTAP

Deplayment type
Single-AZ

55D storage capacity ‘ Update
1024 GiB
Update
Update

Throughput capacity
128 MB/s

Provisioned 10PS
3072

Number of HA pairs
1

Availability Zones

us-west-2b (§

Creation time
2024-02-12720:15:23-05:00

Network & security Monitoring & performance Administration

ONTAP administration

Management endpoint - DNS name

management.fs-04919a2322c951429 fsx.us-west-2 amazonaws.com (J

Inter-cluster endpoint - DNS name

Storage virtual machines

Volumes Backups Updates Tags

Management endpoint - IP address
10.49.9.135 (9

Inter-cluster endpoint - IP address

ONTAP administrator usemame
fsxadmin (9

ONTAP administrator password

intercluster.fs-049f922333¢951429.fsx.us-west-2 amazonaws.com (3 12::3;2]% m
Trident/5imACE
apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-nas-secret
type: Opaque
stringData:
username: fsxadmin
password: <password>

apiVersion:
kind:
metadata:

TridentBackendConfig
name: ontap-nas
spec:
version: 1
storageDriverName:
managementLIF:
backendName: ontap-nas
svm: fsx
credentials:

name:

E2EEN

ontap-nas

trident.netapp.io/vl

<management 1if>

backend-tbc-ontap-nas-secret

13



apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
media: "ssd"
provisioningType: "thin"
snapshots: "true"

allowVolumeExpansion: true

TRERSE

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:
name: trident-snapshotclass
driver: csi.trident.netapp.io

deletionPolicy: Delete

AETEATNGS. MIEREERIEGIR. FiE3Htrdent-snapshotclassit %R,

[ec2-user@ip-10-49-11-132 storage]$ kubectl get tbc -n trident
BACKEND NAME BACKEND UUID PHASE
ontap-nas ontap-nas 8a5e4583-2dac-46bb-b0le-fa7¢3816f121 Bound
[ec2-user@ip-10-49-11-132 storage]$ kubectl get sc
NAME PROVISIONER RECLAIMPOLICY VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE
kubernetes.io/aws-ebs Delete WaitForFirstConsumer true 3h23m
Delete WaitForFirstConsumer true 3h19m
ebs.csi. - Delete WaitForFirstConsumer true 3h23m
ebs.csi.aws.com Delete WaitForFirstConsumer true 3h19m
csi.trident.netapp.io Delete Immediate true 141m
Volumesnapshotclass
DRIVER DELETIONPOLICY  AGE

csi-aws-vsc ebs.csi.aws.com Delete 3h19m
trident-snapshotclass csi.trident.netapp.io Delete 6m56s
[ec2-user@ip-10-49-11-132 storage]$ .

LEa, BEEFHTH—IMEBEENZREONTAP NASIRENRIAEFER. MARGP3. UEEHEEE
HIPostgreSQLN FBFEF A] LUFE A ZMIATEESS, TEEEMIOpenShiftizhl &=, 7£"Storage" ik
$¥"StorageClasses"s 1§ HaIRIAKEMIREIE ofalse. FIEONTAP NASTEEZERIAR
7Estorageclass.Kubernetes.io/is-default-classi& & Jutrues
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Edit annotations

Key Value

storageclass kubernetes io/is- [ fals]

© Add more

StorageClasses

Name w Search by name

Name Provisioner Reclaim policy

@ gp2 kubernetes.io/aws-ebs Delete

@ gp2-csi ebs.csi.aws.com Delete H
[SCTE ebs.csi.aws.com Delete H
E® gp3-csi ebs.csiaws.com Delete H
@ ontap-nas - Default csitrident.netapp.io Delete H

5.1t 8% 2= PostgreSQLN FBiEF

TR UM e 2 TERB L 2. W0 FFR:

helm install postgresqgl bitnami/postgresgl -n postgresql --create-namespace
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[ec2-user@ip-10-49-11-132 astra]$ helm install postgresql bitnami/postg -n pos 2sql --create-namespace
PAME: postgresql

LAST DEPLOYED: Tue Feb 13 14:46:16 2024
NAMESPACE: postgresql

STATUS: deployed

REVISION: 1

ITEST SULITE: None

JNOTES :

SCHART NAME: pos esql

JCHART VERSION: 14.0.4

JAPP VERSION: 16.2.0

** Please be patient while the chart is being deployed **

PostgreSQL can be accessed via port 5432 on the following DNS names fr
postgresql.postgresql.svc.cluster.local Read/Write connection

To get the password for "postgres” run:
export POSTGRES_PASSWORD=$%(kubectl get secret namespace pos

To connect to your database run the following command:

kubectl run post sql-client r i astart="Never” namespace pos

PASSWORD=$POSTGRES SSWORD"

command psql host postgresql -U postgres -p 5432

> NOTE: If you access the container using bast
the error "psql: local user with ID 1001} does no

To connect to your database from outside the cluster execute the following commands:

kubectl port-forward --namespace postgresql svc/postgresql 5432:543
PGPASSWORD="$POSTGRES_PASSWORD" psql --host 127.6.0.1 s

BIARNING: The conf password will be ignored on new ins in case when previous Postgr release was deleted thre

case, old PVC e an old password, and setting it won't take e ok s (PVs) will solve the

l[ﬂ\.?'u‘s @ip-10-49-11-132 astra)$

NRIEEFEINAEFPoIIEREIT. WARERHTRE L TXARMENHEIR,

all -

-apps/p
10-49
TYPE
Normal
Normal
resql success
1075 Warning resql failed error: pods
n le by use
- A =S valid value: [
A{ s not i o1 ranges: [1001010000, 1001
19999] i en: I

"postgresql-0"

eaccount, pr
account, provi

9

RIBLUEEILEEIR runAsUser M fsGroup FRIFER statefuleset.apps/postgresql &

EMmEAHN dBNR oc get project % WM TFFAT.

[ec2-user@ip-10-49-11-132 astra]$ oc get project postgresql -o yaml | grep uid-range
openshift.io/sa.scc. : 1001010000/10000

{[ec2-user@ip-10-49-11-132 astral]$ oc edit -n postgresql statefulset.apps/postgresql

statefulset.apps/postgresgl edited

[ec2-user@ip-10-49-11-132 astral$ o

PostgreSQLIN FIIZF N E1EIE T FfEAAmazon FSxZiFAIK A 4 HEINetApp ONTAPTEE,

[ec2-user@ip-10-49-11-132 astra]$ oc get pods -n postgresql
NAME READY STATUS RESTARTS AGE
ostgresql-© 1/1 Running © 2mi6s
[ec2-user@ip-10-49-11-132 astral$




storage]$ kubectl get pvc -n postgresql
STATUS  VOLUME CAPACITY  ACCESS MODES  STORAGECLASS
Bound \ 1d@9524a-de75-4825-9424-03a9b9119 8Gi RWO ontap-nas

tgresql
--namespace postgresql
Warning: C 2 I A i ti i "postgresql-client”
t security nrestricte yabili ( tai ¢ r -client™ must set securityCol
drop=["ALL"]), runA r ( tainer [ sql-client™ mu 3 rityContext.runAsNonR|

ompProfile (pod or container sql-cli u compProfile.type to "RuntimeDefault

command prompt,

E TEXT NOT NULL, TEXT NOT NULL);

p=# INSERT
INSERT @ 1

(1 row)

7R EEF R INEIACSH

BREIACS, ##Fcluster. AFRETAAD, EFEHMH EEFHEMKkubeconfig.
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@ Add cluster STEP 1/3: DETAILS

PROVIDER

B® Microsoft Azure 2 Google Cloud Platform aws Amazon Web Services & Other

KUBECONFIG

@ Please ensure that the kubeconfig used for this cluster has a long-lived token associated with it.

Provide Astra Control access to your Kubernetes clusters by entering a kubeconfig credential. Follow these instructions (5 on how to create
a dedicated admin-role kubeconfig.

Upload file Paste or type

B E*Next* FiELFONTAP —NASTEAACSHIRRINE(ESR. BE*Next'(F—%*), BEEFAER, ARBEE AddY(
AN EESR.

@ Add cluster STEP 2/3: STORAGE ”

—
STORAGE

~  Assign a new default storage class

The following storage classes are available on the cluster.

Set default Storage class Storage provisioner Reclaim policy Binding mode Eligibility
gpe RUDEITIEES.I0/3Ws-EUS veete WWaIlFUTFIrstCunsummer 21N Inengioie
gp2-¢si ebs.csi.aws.com Delete WaitForFirstConsumer (v) Eligible
gp3 ebs.csi.aws.com Delete WaitForFirstConsumer (») Eligible
gp3-csi ebs.csi.aws.com Delete WaitForFirstConsumer ) Eligible

. ontap-nas Default csi.trident.netapp.io Delete Immediate () Eligible
€« Back Next =

8.7EACSHENX M FATERF

EACSHE X PostgreSQLN FfEF. EERIIEA, &iF*Applications*. Define* HEEHENAIFMAES, 2
FCTF—H TR, ERBFAGEE, RERFEX . NAEREHRINEIACS,
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STORAGE

Set default

@ Add cluster

v Assign a new default storage class

Storage class

ype

gp2-csi

gp3

gp3-csi

ontap-nas Default

The following storage classes are available on the cluster.

STEP 2/3: STORAGE X

Storage provisioner Reclaim policy Binding mode Eligibility
RUDEIMEWES.I0/ WS -EUS veiee WallFrOrFirsteonsumer Jlg\’\ﬁ!}_’\:’q
ebs.csi.aws.com Delete WaitForFirstConsumer (») Eligible
ebs.csi.aws.com Delete WaitForFirstConsumer (v) Eligible
ebs.csi.aws.com Delete WaitForFirstConsumer (») Eligible
csi.tndent.netapp.io Delete Immediate (v) Eligible

€«  Back Next =

9.fEFIACs B IRIR

AEE S EEACSHEIRRR, ERIUMETNAREFFAEBHNEPEFENAREFHEIRRR, &L
B IR RRHR BT RIRNECE RIF R,

QF B IR

BB ITIRA RIS

R, EREFAEEHRT R BIAEIERFTRIR, RIFTmE.

RERSKE

@ Clusters

E Buckets

8 Account

[

Activity

‘E(} Support

3 Dashboard

@E Applications

) Cloud instances

Data protection

Actions ¥

Name

Storage Resources Execution hooks Activity Tasks
st
@ configure protection policy ~ [ o] 2
0-0 of 0 entrie ]'
State On-Schedule / On-Demand Created Actions

You don’t have any snapshots

Create snapshot

After you have created a snapshot, it will be listed here
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E] Dashboard

“\~ APPLICATION STATUS 4 APPLICATION PROTECTION

Applications

Available

Partially protected No scheduled protection [--'-In'-,-

{:f] Clusters

Cloud instances

postgresq {3 api-rosa-cluster]-nnSw-p1

] Buckets Data protection Storage Resources Execution hooks Activity Tasks

Actions ¥ o Configure protection policy a

L7

Account
[E] Activity
Name State On-Schedule / On-Demand Created t Actions

Support

postgresql-snapshot-20240213154610 {ealthy ®

10.#IFRPostgreSQLR FBTZ R RV IR E
EMEREIPostgreSQL. FHAIRAEIERE. MIERCTHCIZNBUBEHEMTIMH. UHREIERE SHMIER.

List of databa
Locale Provider | Collate l ype | ICU Locale | ICU Rules

| UTF8 | L
postgres gres | UTF8 S.UTF-8 |
template® | postgres | UTF8 | en_US.UTF-8 | en_US.UTF-8 | =C/POStRres
+
postgres=CTc/
templatel ok S en_US. 8 en_US.UTF-8 | =c/postgres
+
postgres=CTc/
(4 rows)

List of database
c

Locale Provider | Collate l ICU Locale | ICU Rules

| UTF8 en_US.UTF-8 | en_US.UTF-
| UTF8 | en US.UTF | en_US.UTF-8

i
| UTF8 | en US.UTF-8 | en_US.UTF-8

11.fEFAACs M IREB]

EMNRBERNAER. FREIACS UERIH. BENARER. ARERTER, EFEEREMNRERNR
RE&E. (B%. EREFEFIEENREBEIESZ D). TR TR/ MESPMEESRER, ARSE
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#'Restore’s MRBERIE. MARFREEAERE TR,

E Dashboard
© postorsal © c

Snapshot
) Applications
Back up
) Clusters A APPLICATION STATUS & APPLICATION PROTECTION &
one
¥) Available i ?
Q Cloud instances 7 T {5 Rurtially protected Mo schedsied protact Restore
Definition Cluster Unmanage
o W postgresql O ae|-msa—clusterl—nnSw—Elrog‘..
tj Buckets
Data protection Storage Resources Execution hooks Activity Tasks
8, Account
E Activity Actions * @ configure protection policy [« ] 8
3 support 1-1 of 1 entries ] ]
Name State On-Schedule / On-Demand Created t Actions
postgresql-snapshot-20240213164912 ¥) Healthy @ On-Demand 2024/02/13 16:50 UTC
<
RESTORE TYPE
Restore the application to new namespaces on any available cluster or to original namespaces on the original cluster.
Restore to new namespaces ® Restore to original namespaces
RESTORE SOURCE
Select a snapshot or backup to restore the application to a previous state.
Time range V = Filter 3 snapshots & Backups
Application snapshot Snapshot state On-Schedule / On-Demand Created *
@ postgresql-snapshot-20240213164912 ‘/ Healthy On-Demand 2024/02/13 16:50 UTC

Cancel Next =
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Dashboard

Applications
Clusters

Cloud instances

Buckets

Account

Activity

@ Support

~
)

(©) postgresql ~

A~ APPLICATION STATUS

Data protection Storage Resources

Actions ~

o Configure p

Name

rotection p

C Actions

‘; APPLICATION PROTECTION

Partially protected

Activity Tasks

Execution hooks

State On-Schedule / On-Demand

Health © on-Deman

b

scheduled protection policy

Created 1

L7}

Actions

12,30 EHIN BRF 2R EMNREHIRE

ERFIPostgreSQLE F .

EIMTERZ AT B B R AR AR R PR,

N AR EEMERREPRTS. XeiEFx(1ERAstra Control 7% F SLELRI & B 1ADL,

Name Encoding
erp

templated

|
+
|
|
|
|
templatel | |
|

(4 rows)

) ar nected to database
app=i \dt

List of relatic
Schema | Name Type
+

public

| persons

Doe

PEE

Owner

-rm
mand

Locale F
libc
1ibc

1ibe¢

1ibe

e

postgres

ICU Locale |

[
+
|
|

|
|
|
|

‘esql-client

5 privileges

MEXE, RBPE—MRE. &

It TTEE R T EFFSx for NetApp ONTAP {E/IK A M ZiEBIFEE Red Hat OpenShift&EEf
ERBT ENEHBIEIETEIRDT,
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BRI
AWS_EHIRed Hat OpenShiftiRS3 A K& FNetApp ONTAP BIFSx (FSxN)BAWSARSS == @A & 1 —36

3o FSXNATHTFEAZZZAZIE, Multi-AziZEIn a] B LEEES 2 ] B M XIRHFERI 200, FSXNR] LIS Asta
TrdentSERk. JIROSASEEE FHIN AR KA MIE(E,

FAHelmIEFSxN5TRIdent&E K EIR

RosafE&¥5Amazon FSx for ONTAPEERY

ARNAREFIEE SR

s kAME: B{EABlueXPREI, HB—iEFREHEHAAstra Control CenterbIE MINSFIFIE R IR RN A 28

AR E%. Bttt B FHEREEN.
* NFREFTTEEE: nILUEROpenShift GitOps (Argo CD)ES2H,

fEFAFSXNIYROSASEY LRI e THIRAL S ASIEME . LUISSHK A ETFAE
AT SR T 52 FBlueXPFIArgo CDMIN FRTE IR 5 IR IR E 7=

XROSASE EW AIZF #ITHIEL B NHIEE

&R T OpenShifta 2s T{ER VIR RIFAITZ AR =

aws
AOWS Cloud

Region: Datacenter 1 .
© -

vSphere Cluster vSphere Cluster wiphere Cluster A
Zone A Zone B me: | ]| nammeeemememmm——m——— )

i
i
Openshift Openshift :
Advarced Cluster Manager ' i S ot
chuster 1 cluster 1 : @ B
i
Astra i
Contral 1
Trident CS) @
@ Gontar ! Tridont C51 @

Fox for NetApp ONTAR

SaasS layer
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