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L4 MetalLB f % F#28: Red Hat OpenShift 5 NetApp
tbTIEH T MetallB £ & 28N REMACE %R,
MetalLB 2—FhZ2E1E OpenShift ££8 LW EITEMB AR THE, AT ERESIREER LiETHEshel

LR )y 52 3 T #125HY OpenShift iR55. MetallB RITHE TYELASHFfa i F &2z ARSI £ 2 Ihae 2tk B
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MetalLB E & %10

1RHE MetalLB dIfAI AR ECL OpenShift S2B¥LASMY T BT #7283 ARSSRY IP sk, ERIERMIEN FIETT!

**E 2 BRI *ELIEIVT, OpenShift £EFRHN— 1T RRHZELARSHIFIEN, HITi% IP BY ARP 15
RIGEIMN, EEAJ7E OpenShift £B#2Z5MARl, BTRETRAAH P, FLFEFEMIAIRIEHIN
[EEZIRE. AXIFMER, BB "I

* *BGP #&1l, *EUREIVT, OpenShift EEFREIFIE T RERS IR EREIL BGP WERIE, HAMEMALL
RRERAEIRS IP. BIRFMAER MetallB 5ZMEHRIIRMHEREMT I, BT BGP AXAMAENE
, EILTEARSHY IP BT RBRGT A EE LY, EAAE—ENREL. BXIFAER, BSNXHE "Ik,

(D) s, BIEES 2 RESTRE MetalB .

2 MetalLB 15 F#28

1. F& MetalLB &R,
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[netapp-user@rhel7 ~]$ wget
https://raw.githubusercontent.com/metallb/metallb/v0.10.2/manifests/name
space.yaml

[netapp-user@rhel’7 ~]$ wget
https://raw.githubusercontent.com/metallb/metallb/v0.10.2/manifests/meta
11b.yaml

2. YRIEXMF metallb.yaml FMITHIZZIBEF EH A DemonSet Hffpx

spec.template.spec.securityContext o

© BIMERAYIT: *

securityContext:
runAsNonRoot: true
runAsUser: 65534

3. B8 metallb-system BR8],

[netapp-user@rhel7 ~]$ oc create -f namespace.yaml
namespace/metallb-system created

4. 613 MetalLB CR ,

[netapp-user@rhel7 ~]$ oc create -f metallb.yaml
podsecuritypolicy.policy/controller created
podsecuritypolicy.policy/speaker created

serviceaccount/controller created

serviceaccount/speaker created
clusterrole.rbac.authorization.k8s.io/metallb-system:controller created
clusterrole.rbac.authorization.k8s.io/metallb-system:speaker created
role.rbac.authorization.k8s.io/config-watcher created
role.rbac.authorization.k8s.io/pod-lister created
role.rbac.authorization.k8s.io/controller created
clusterrolebinding.rbac.authorization.k8s.io/metallb-system:controller
created
clusterrolebinding.rbac.authorization.k8s.io/metallb-system: speaker
created

rolebinding.rbac.authorization.k8s.io/config-watcher created
rolebinding.rbac.authorization.k8s.io/pod-lister created
rolebinding.rbac.authorization.k8s.io/controller created
daemonset.apps/speaker created

deployment.apps/controller created



S. 7ZECE MetallB #7588 2 Hl, 151X T 28 DemonSet 12FAHYIR, (EHAEBBHMITRENE &R ER TIEFR
FHIMSEEE.

[netapp-user@rhel’7 ~]$ oc adm policy add-scc-to-user privileged -n
metallb-system -z speaker
clusterrole.rbac.authorization.k8s.io/system:openshift:scc:privileged
added: "speaker"

6. BT TE metallb-system BB TEIFBIEE ConfigMap RECE MetallB

[netapp-user@rhel7 ~]$ vim metallb-config.yaml

apiVersion: vl

kind: ConfigMap

metadata:
namespace: metallb-system
name: config

data:
config: |

address-pools:

- name: default
protocol: layer?2
addresses:

- 10.63.17.10-10.63.17.200

[netapp-user@rhel’7 ~]$ oc create -f metallb-config.yaml
configmap/config created

7. ITE, ELIRHBTHEMRSH, MetallB S AXLIRSZHE— MM IP , HiBIIIN ARP KK AT
|P ik,

(D YNRETE BGP RV FECE MetallB , 1BBE _EAD R 6 HILHR MetalLB XIS RRVIRFL R
BHTHRE "IHEAL",

ZE F5 BIG-IP $1 Tz

F5 BIG-IP 2—a N AIEFE R {11zHI28 ( Application Delivery Controller , AD ) , AJigfi
—RISREFEREEIEMRZ 2RSS, 190 L4-L7 SaF T4, SSUTLS 1%, DNS,
PhkiESE, XERSAIZEERESNAEFNABYE, T2MM4%Ee.

F5 BIG-IP BJLAEZ ABfE £, mRHAEENISE EURTMANHETEHBMER. BSIIRSAE, TH#EN
RIRIEFRESZE F5BIG-IP .

77T % F5 BIG-IP fR$55 Red Hat OpenShift iIS34E&ER%, F5 12T BIG-IP 28 NBRSS ( BIG-IP Container
Ingress Service , CIS) o Cl {ERiTHI2E POD #1TRE, AT IR OpenShift API LUREIE LB E X ZIRE


https://metallb.universe.tf/concepts/bgp/
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X ( Custom Resource Definitions , CRD ) , HEIE F5BIG-IP &R4EE., nILEIE F5BIG-IPCIS , LA
=%l OpensShift HEYARSZ A LoadBalbalers” #1 " B&H " o

tboh, BEEISES IP AL UARSFHB G H FE2S, EALUIER F5 IPAM £5288, F5 IPAM ITHI28(E HiTH]28
POD #17%%E, %7428 POD £3@1d ipamLabel #5744 OpenShift AP LAFKEXf1 8 F#i28ARSS, LUEMTR
BB AV B IP ik,

LETIESIE T F5 BIG-IP CIS #1 IPAM $zHIB8 N REMECE R, (EARHREM, BUMEREHIRRI F5BIG-
IP RERVIFR], UESh, EELIIRIT SDN RSFAVITFR], XEARSZEIABETE BIG-IP VE EhtiFaIEF,

@ F5 BIG-IP AILAHIRIIAR U R BHR U T EE . BT IR ERY, F5 BIG-IP BfETEIRIIRIT
T, BHTFEFEN, RIFERARAR IP ARSNGB R E QSR

F5 BIG-P RAFUMBEL MBI L, SRANBBEOEEED, LREST 12X, UE
() 5F50Is . AR, BATEH F5BIG-IP RARIENENEE, HINER BIG-IP VE

k7S
213 I UF Y iR s
BEAR R{FRR S
Red Hat OpenShift 46 EUS, 4.7
F5 BIG-IP VE hrZs 16.1.0
F5 BERIENRS 2.51
F5 IPAM 1T858 0.1.4
F5AS3 3.30.0

T
1. 223t F5 Application Services 3 '8, LA T BIG-IP &41#% JSON MECE, MAEREIH S, #E
"F5 AS3 GitHub 72fi#[E", HTNEE&HN RPM X4,
2. ZR3 F5BIG-IP %45, Sfn%! "iApps" > "Package Management LX" , ZAfRE T "Import" o
3. BEEENHHIEIRE TEHM AS3 RPM X1, BEHHE, AG%t HE,

Import Package

I File Name | Choose File | f5-appsves-3.30.0-5 noarch. rpm

Cancel || Upload |

4. H5IA AS3 ¥ REMINR %,


https://github.com/F5Networks/f5-appsvcs-extension/releases
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Fi hogr st Faasrsarces
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FS-BppACs 330 5 S-appsvis-3 30005 soarch PLUGH

S. ?ﬁ"F;E, Ao & OpensShift ] BIG-IP RAZ EBEMENER, 8%, BEE OpenSh|ftSDN 8 BIG-IP &
25 F o3 VXLAN @i&EiE0, 7£ OpenShift #1 BIG-IP iRSZS Bz EI8IEEE, SME " WL ">" @il ">" iEE
SU‘-“F " %a? "B, REEBREEXHIZEEN VXLAN , FE " HKER "GBERN " ZE ", WAREX

#FE’J%%’]’, %EEEEEO

Mafwoai o Tunnals : Profiles | VILAM o Maw

Ganeral Properties
| e
Parert Profie wdiin w
Description [
Settings Custom [
o aTes C
Flading Type Miglticas ]

Cancel | Repes || Finished

6. SNE " WL > EE > mEyIR ", BE IR, ARBNEENRIRMAM P i, EERELE—D
heIRAYE ﬁ@ﬂ%ﬁ(#, %Fﬁﬁﬁnﬁﬁo

Network » Tunnels : Tunnel List :» New Tunnel...

Configuration
I Mame |aperrshlft_~.r:lan |
Description [ ]
Profile [ vxlan-multipoint v
I Local Address [ 10.63.172.239 J
Secondary Address _'-ﬁ.nyr V
Remote Address Any w
Mode Bidirectional
s -
Use PMTU Enabled
TOS | Preserve v
Auto-Last Hop | Default v |
Traffic Group [None v

| Cancel || Repeat || Finished |



7. f£A cluster-admin XPRE R E| Red Hat OpenShift &£&%,

8. 7£ OpenShift 79 F5 BIG-IP fREZ28CIE—1NFM, MITEFMM OpenShift E£8£H B E! F5 BIG-IP fRS
75 FEHENLIFM YAML EXo

wget https://github.com/F5Networks/k8s-bigip-
ctlr/blob/master/docs/config examples/openshift/f5-kctlr-openshift-
hostsubnet.yaml

9. {RIEENFMXHEFH S OpenShift SDN 7 BIG-IP VTEP  ( VXLAN &i&) IP,

apiVersion: vl
kind: HostSubnet
metadata:
name: fb-server
annotations:
pod.network.openshift.io/fixed-vnid-host: "O"
pod.network.openshift.io/assign-subnet: "true"
# provide a name for the node that will serve as BIG-IP's entry into the
cluster
host: f5-server
# The hostIP address will be the BIG-IP interface address routable to
the
# OpenShift Origin nodes.
# This address is the BIG-IP VTEP in the SDN's VXLAN.
hostIP: 10.63.172.239

()  ECoFEEREREIR TSR,
10. 8% HostSubnet ZiRo

[admin@rhel-7 ~]$ oc create -f f5-kctlr-openshift-hostsubnet.yaml

hostsubnet.network.openshift.io/f5-server created

1. 3REXA F5 BIG-IP BRS3 288N ENFMBIEEE IP FRSEE,



[admin@rhel-7 ~]$ oc get hostsubnet

NAME HOST HOST IP
SUBNET EGRESS CIDRS EGRESS TIPS

f5-server f5-server 10.63.172.239
10.131.0.0/23

ocp-vmw-nszws-master-0 ocp-vmw-nszws-master-0 10.63.172.44
10.128.0.0/23

ocp-vmw-nszws-master-1 ocp-vmw-nszws-master-1 10.63.172.47
10.130.0.0/23

ocp-vmw-nszws-master-2 ocp-vmw-nszws-master-2 10.63.172.48
10.129.0.0/23

ocp-vmw-nszws-worker-r8fh4 ocp-vmw-nszws-worker-r8fhi 10.63.172.7
10.130.2.0/23

ocp-vmw-nszws—-worker—-tvr46 ocp-vmw-nszws-worker—-tvr46 10.63.172.11
10.129.2.0/23

ocp-vmw-nszws-worker-wdxhg ocp-vmw-nszws-worker-wdxhg 10.63.172.24
10.128.2.0/23

ocp-vmw-nszws-worker-wg8r4 ocp-vmw-nszws-worker-wg8r4 10.63.172.15
10.131.2.0/23

ocp-vmw-nszws—-worker-wtgfw ocp-vmw-nszws-worker-wtgfw 10.63.172.17

10.128.4.0/23

12. 7£ OpenShift VXLAN Ef$F5 F5 BIG-IP ARSS 283 MZAY OpenShift EAFRSEEFH IP IR IP . ER
2 F5BIG-IP &4, SMEI"ML">"BIP", ARREE "6IE" . BN F5BIG-IP TN FMEZIER
IP FMFE IP , i%#F VXLAN @&, ZARRMAEMFAEE. RAERTETM.

Metwork » Self IPs » New Self IP...

Configuration
Name | 10.131.0.60 |
IP Address | 10.131.0.60 |

Netmask | 255.252.0.0 J

VLAN / Tunnel openshift_vxla

Port Lockdown | Allow Al ~|

Tanc oo s s bkl e Ll

Service Policy ' None v |

| Cancel || Repeat || Finlshed

13. 7£ F5 BIG-IP REHFEIE— 19X, LUETE CIS HEENFER. SEMIIARSL > BF > oK%K, BiEelE



, RERANFAER. ARBETH.

System » Users : Partition List » New Partition...

Properties

I Partition Name OCp-VImw

Partition Default Route Domain | [0 + |

Description

(] Extend Text Area
() wrap Text

Redundant Device Configuration

: | &4 Inherit device group from root folder
Device Group
MNone
&4 Inherit traffic group from root folder
Traffic Group Sl ALl L .p i
traffic-group-1 (floating) hd

| Cancel |[ Repeat || Finished |

() F5 @RS CIs BRNHKHTFHRE

14. f§EF8 OperatorHub FBIZERRE F5BIG-IP CIS , FRHEHEEAINRERE Red Hat OpenShift ££8%,
HEA F5 BIG-IP RAAERERECIE— T, XEIRERNFIREMS

[admin@rhel-7 ~]$ oc create secret generic bigip-login -n kube-system
-—-from-literal=username=admin --from-literal=password=admin

secret/bigip-login created



15. &= F5CISCRD ,

[admin@rhel-7 ~]$ oc apply -f
https://raw.githubusercontent.com/F5Networks/k8s-bigip-
ctlr/master/docs/config examples/crd/Install/customresourcedefinitions.y
ml

customresourcedefinition.apiextensions.k8s.io/virtualservers.cis.f5.com
created
customresourcedefinition.apiextensions.k8s.io/tlsprofiles.cis.f5.com
created
customresourcedefinition.apiextensions.k8s.io/transportservers.cis.f5.co
m created
customresourcedefinition.apiextensions.k8s.io/externaldnss.cis.f5.com
created
customresourcedefinition.apiextensions.k8s.io/ingresslinks.cis.f5.com
created

16. Sfn%! Operators > OperatorHub , #EZRXHEZF F5, AR T F5 Container IntH 0 BRSZHANE,

OperatorHub

Discowver Operators from the Kubemetes community and Red Hat partners, curated by Red Hat. You can purchase commercial software
through Red Hat Marketplace & You can install Operators on your clusters to provide optional add-ons and shared services to your
developers. After installation, the Operator capabilities will appear in the Developer Catalog providing a self-service experience.

| aiiems All ltems
rc literns
AlfMachine Leamning "y
Application Runtirme
Big Data
Choud Prowider @
Database

Developer Toals F5 Container Ingress Services
Development Tools

Dirivers And Plugins Operator o install FS Container

. Ingress Services (CI5) for BIG-IP.
Integration & Delivery

Lagging & Tracing
Modemization & Migration

Monitoring

7. EIERERER, ARRE%RR.



F5 Container Ingress Services

LB.0 previded by F5 Networks Inc
Latest version
180 Introduction
Capabllity level This Operator installs F5 Container Ingress Senvices (C15) for BIG-IP in your Cluster. This enables to
configure and deploy CIS using Helm Charts,
@ Basic Install o ok "
1

) Seamless Upgrades
() Full Lifecycle
() Deep Insights

g Auta Pilat

Provider type
Certified

Provider
F5 Networks Inc.

Repository
https:fgithub.com,/ FSMet
works kBs-bigip-ctlr

Container Image

registry.connect redhat.co
myfSnetworks/k8s-bigip-

FS Container Ingress Services for BIG-IP

F5 Container Ingress Sendces (C15) integrates with container orchestration erdronments to
dynamically create L4/L7 services on FS BIG-IP systems, and boad balance network traffic across the
services. Monitoring the orchestration API server, CIS is able to modify the BIG-IP systemn configuration
based on changes made to containerized applications.

Documentation

Refer to F5 documentation

+ CIS on OpenShift (httpsf/clouddocs f5.comycontainers/latest/userguide fopenshift/) - OpenShift
Routes (https:jiclouddocs f5.comyfcontainers/latest /userguide,routes. hitmil )

Prerequisites

Create BIG-IP login credentials for use with Operator Helm charts. A basic way be,

oc create secret generic <SECRET-MAME: ««From-1iteral=username=<IJSERN

AME> - -from-literal=password=<{PASSWORD:

=n kube-system

18. 7£ Install Operator R&E L, REFAERINSE, RBRT Install ,

10



Operatorbiub  »  Operator Installation

Install Operator
Install your Operator by subscribing to one of the update channels to keep the Opeérator up to date. The strategy deterr Tianial o
Update chanrel * @ FS Container Ingress Services
& beta provided by FS Metworks Inc
Prowvided APis

Installation modse *
FSEBi th
& Al namespaces on the cluester (default) m s

Operator will be available in all Namespaces

This CRD provides kind FSeiglpctler to

O A specific namespace on the cluster o gure and deploy FS BIG-IP
Qperator wil be available in a single Namespace only Controller.
Inatalled Narmespace *
G cpenshift-operators -

Approval strategy
& Automatic

O Marazal

Install | Cancel

19. REIRERFE—FREIEL

@ FS Container Ingress Services
1.8.0 provided by FS Networks Inc.

Installing Operator
The Operator is being installed. This may take a few minutes.

View installed Operators in Namespace openshift-operators

20. ZRIRMERE, BETRERHES.

21. 2n 3 Operators > Installed Operators , B F5 Container IntH [0 ARSS
B3R Y Create Instance o

, ARG F5BiglpCtrl+Alt+Del

11



Project: openshift-operators

Installed Operators * Operator details

@ F5 Container Ingress Services
1.8.0 provided by F5 Networks Inc.

Details YAML  Subscription  Events  F5BiglpCtlir

Provided APIs

=118 F5BiglpCtir

This CRD provides kind F5BigIpCtlr to
configure and deploy F5 BIG-IP
Controller.

(® Create instance

22. B YAML View , HEEHMESIHERMELULTRE.

@ TEEFIABZE, EMUTSM bigip partition,  OpenShift_ SDN_name’ ,
bigip url Mbigip login secret , URMRIEHIZEE,

12



apiVersion:

kind: F5BigIpCtlr

metadata:

name:

namespace:

spec:

args:

bigip login secret: bigip-login

image:

repo:

user:
namespace: kube-system
rbac:

create: true
resources: {}
serviceAccount:

create: true
version: latest

f5-server

cis.f5.com/vl

openshift-operators

log as3 response: true

agent:

as3

log level: DEBUG
bigip partition: ocp-vmw

openshift sdn name: /Common/openshift vxlan
bigip url: 10.61.181.19
insecure:

true

pool-member-type:

custom resource mode: true
as3 validation: true

ipam: true

cluster

manage configmaps: true

pullPolicy: Always

fSnetworks/cntr-ingress—-svcs
registry.connect.redhat.com

23. MLt EE, REEIE, RIFETE Kube-system 83 a4 CIS Pod -

Pods
T Filter

Mame

.

1

Name =

Status

]

&

Ready

Restarts

0

Cwmner

Memory

CPU

LA

m

13



®

ZHABERT, Red Hat OpenShift 12t T —fu@id BRI QA FFARSS ASEHL L7 A FE8Y 75 7%,

REH OpenShift BH2S AT ARV IEXLRBIRE, BE, EHILUE F5 CISEER
THFBIIIMEB F5 BIG-IP RAMIEREH, ZAR%A 0 UEAMEBIERBEEETT, HaUBKERE

OpenShift BH281E1T. CIS 7E BIG-IP R EIE—NEIMARSS 28, 7©H OpenShift BRHRY
X2, BIG-IP ASRMEAEIRERH, BXBRAILLINENSHNER, BEIITARX
B EEE, XLESEZEE APPS/v1 APl 5 OpenShift BB A RE XK, Eit, 7Ei§XLE
S5 F5Biglpartl 3R cis.f5.com/v1 APl 55 F R, EESHBMNEER (-) Bith
TRIZE () o

24. BBLEERE CIS HEMBHELE ipam ©  true f custom resource mode @ true. BEEAS
IPAM Z=l2sH) CIS 5epk, FEEAXLESH, BEOIE F5 IPAM FIRIIE CIS BEERMA IPAM &R

[admin@rhel-7 ~]$ oc get f5ipam -n kube-system

NAMESPACE NAME AGE
kube-system ipam.10.61.181.19.0ocp-vmw 43s

25. Bl F5 IPAM E=HIZRFTRRIARSS K, ABMAGHE. SIZ YAML XHHHMWEUTRE.

14



[admin@rhel-7 ~]1$ vi f5-ipam-rbac.yaml

kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/vl
metadata:

name: ipam-ctlr-clusterrole

rules:
- apiGroups: ["fic.f5.com"]
resources: ["ipams","ipams/status"]
verbs: ["get", "list", "watch", "update", "patch"]

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: ipam-ctlr-clusterrole-binding
namespace: kube-system
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: ipam-ctlr-clusterrole
subjects:
- apiGroup: ""
kind: ServiceAccount
name: ipam-ctlr
namespace: kube-system
apiVersion: vl
kind: ServiceAccount
metadata:
name: ipam-ctlr

namespace: kube-system

26. Bl IR

[admin@rhel-7 ~]$ oc create -f fb-ipam-rbac.yaml

clusterrole.rbac.authorization.k8s.io/ipam-ctlr-clusterrole created
clusterrolebinding.rbac.authorization.k8s.io/ipam-ctlr-clusterrole-
binding created

serviceaccount/ipam-ctlr created

27. gIE— YAML XA HHME T ERER F5 IPAM BEE o



@ BHLLT spec.template.spec.containers[0].args H8Y ip-range %1, RS ERIKE N
#Y ipamLabel 1 IP #31E5SEEl,

@ E{F IPAM 1THIZSEEIE ME X HEERNFI 2 AC 1P ik, FEEHNERA loadbalancer BIARSS

#53% ipamLabels (rangel #1° range2 ‘in below example] ) o

[admin@rhel-7 ~]$ vi f5-ipam-deployment.yaml

apivVersion: apps/vl
kind: Deployment
metadata:
labels:
name: f5-ipam-controller
name: f5-ipam-controller
namespace: kube-system
spec:
replicas: 1
selector:
matchLabels:
app: fb-ipam-controller
template:
metadata:
creationTimestamp: null
labels:
app: fb-ipam-controller
spec:
containers:
- args:
- —-orchestration=openshift
- —--ip-range='{"rangel":"10.63.172.242-10.63.172.249",
"range2":"10.63.170.111-10.63.170.129"}"
- —-1log-level=DEBUG
command :
- /app/bin/f5-ipam-controller
image: registry.connect.redhat.com/f5networks/f5-ipam-
controller:latest
imagePullPolicy: IfNotPresent
name: f5-ipam-controller
dnsPolicy: ClusterFirst
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}
serviceAccount: ipam-ctlr

serviceAccountName: ipam-ctlr



28. Bl F5 IPAM 15528202,

[admin@rhel-7 ~]$ oc create -f fbh-ipam-deployment.yaml

deployment/f5-ipam-controller created
29. T8I F5 IPAM =488 Pod R EIETEIETT.

[admin@rhel-7 ~]$ oc get pods -n kube-system

NAME READY STATUS RESTARTS
AGE

f5-ipam-controller-5986cff5bd-2bvno 1/1 Running 0

30s

f5-server-£f5-bigip-ctlr-5d7578667d-gxdg] 1/1 Running 0

14m

30. BIE F5 IPAM &R,

[admin@rhel-7 ~]$ oc create -f
https://raw.githubusercontent.com/F5Networks/f5-ipam-
controller/main/docs/ static/schemas/ipam schema.yaml

customresourcedefinition.apiextensions.k8s.io/ipams.fic.f5.com

JIIE

1. BIZZEHH loadbalancer BIARSS

17



[admin@rhel-7 ~]$ vi example svc.yaml

apiVersion: vl
kind: Service
metadata:
annotations:
cis.f5.com/ipamLabel: rangel
labels:
app: f5-demo-test
name: f5-demo-test
namespace: default
spec:
ports:
- name: f5-demo-test
port: 80
protocol: TCP
targetPort: 80
selector:
app: fb-demo-test
sessionAffinity: None
type: LoadBalancer

[admin@rhel-7 ~]1$ oc create -f example svc.yaml

service/f5-demo-test created

2. 1E IPAM ITHIZR 2B R E DB TIMNB IP 6

[admin@rhel-7 ~]$ oc get svc
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT (S) AGE

f5-demo-test LoadBalancer 172.30.210.108 10.63.172.242
80:32605/TCP 27s

3. QIEEREHEAE IR AR TR
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[admin@rhel-7 ~]$ vi example deployment.yaml

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
app: fb5-demo-test
name: f5-demo-test
spec:
replicas: 2
selector:
matchLabels:
app: fb5-demo-test
template:
metadata:
labels:
app: fb5-demo-test
spec:
containers:
- env:
- name: service name
value: f5-demo-test
image: nginx
imagePullPolicy: Always
name: f5-demo-test
ports:
- containerPort: 80
protocol: TCP

[admin@rhel-7 ~]1$ oc create -f example deployment.yaml

deployment/f5-demo-test created

=

4. KF Pod BEBEEIB T

[admin@rhel-7 ~]$ oc get pods

NAME
f5-demo-test-57c46£6£98-47wwp

f5-demo-test-57c46£6£f98-cl2m8

READY
1/1
1/1

STATUS
Running
Running

RESTARTS
0
0

AGE
27s
27s

5. KeERSTE OpenShift 19 loadbalancing KA BIARSZTE BIG-IP R4HEIE T MV EIMARS 2. SME "

AHRE ">" EHNARSS 2R "> EEIMARSS BETIR "o
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3 FKZE Red Hat OpenShift Z8&, BEAFAEEMER "Quay.io” 8 "DockerHub" &
BAZHEFNEK, B, ERNEFPUGEEFERERCHAMEHEEXME,

KIEZBNA T NALIEFAEMEEMER, X EMZRE Astra Trident 1 NetApp ONTAP 1I2HRIK A Mt &It
S

@ Astra ITHIFROEEF MR FITE Astra ResFiIHHMER, LUTE2 T4 T 7E Red Hat OpenShift
£8 NGB T AFMRUNMEXRTIFRE Astra ITHI IO FF B AVBMG RSP B,

BN EREEME
1. MLBIBIATZRERPIRBOMEE, FHH§32HF Trident BTZHESATIEN OpenShift SEEFMIERIAE.

[netapp-user@rhel7 ~]$ oc patch storageclass thin -p '{"metadata":
{"annotations": {"storageclass.kubernetes.io/is-default-class":
"false"}}} v

storageclass.storage.k8s.io/thin patched
[netapp-user@rhel7 ~]$ oc patch storageclass ocp-trident -p
'{"metadata": {"annotations": {"storageclass.kubernetes.io/is-default-

class": "true"}}}'
storageclass.storage.k8s.io/ocp-trident patched

2. 1 sPec WO RN TZESE, LIS imageeregistry IEE o

[netapp-user@rhel7 ~]1$ oc edit
configs.imageregistry.operator.openshift.io

storage:
pvc:
claim:

3. 7£ spec BOIHFRALUTSH, UEFEABEXENEEE OpensShift BH, RFHIEL,
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routes:
- hostname: astra-registry.apps.ocp-vmw.cie.netapp.com

name: netapp-astra-route

@ MBBRNBALSEETNING, WEERRBERS, MBEEZEE OpenShift ERAZAIA
THEOERKE, ATLUSU TSRS sPec 88%): defaultRoute © trueo
BENX TLS JEH
BINERT, YEHBREEHAEENENEEN, ©2MEH OpensShitt A\IRIERAIZIA TLS RSB, 8
2, R EBREFNEEN TLS BE. Hilt, BRI TS E:
a. {FRBEN TLS SEBMZHALIEEE,

[netapp-user@rhel7 ~]$ oc create secret tls astra-route-tls -n
openshift-image-registry —-cert/home/admin/netapp-astra/tls.crt
--key=/home/admin/netapp-astra/tls.key

b. 4%iE imageeregistry iIZBERT, HIFGUTSEHRME spec 5

[netapp-user@rhel7 ~]$ oc edit
configs.imageregistry.operator.openshift.io

routes:
- hostname: astra-registry.apps.ocp-vmw.cie.netapp.com

name: netapp-astra-route
secretName: astra-route-tls

4. BRYmEE imageeregistry IZE T, FEZEEFNEIERESERNN Maned state . fRFEFHIRE.

oc edit configs.imageregistry/cluster

managementState: Managed

o IRARFIBRIREM, WEAETRAMEEMREIE PVC, Pod MRS, JLO#HRE, EMERMEB,

[netapp-user@rhel’7 ~]Soc get all -n openshift-image-registry

NAME READY STATUS
RESTARTS AGE

21
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pod/cluster-image-registry-operator-74f6d954b6-rb7zr

3 90d
pod/image-pruner-1627257600-£5cp]
0 2d%h
pod/image-pruner-1627344000-swgx9
0 33h
pod/image-pruner-1627430400-rv5nt
0 9h
pod/image-registry-6758b547f-6pnj8
0 76m

pod/node-ca-bwb5r

0 90d
pod/node-ca-f8w54

0 90d
pod/node-ca-gjx7h

0 90d
pod/node-ca-lcx4dk

0 33d
pod/node-ca-v7zmx

0 7d21h
pod/node-ca-xpppp

0 89d

NAME

IP PORT (S) AGE
service/image-registry
5000/TCP 15h

service/image-registry-operator
60000/TCP 90d

NAME DESTIRED
AVATILABLE NODE SELECTOR
daemonset.apps/node-ca 6
kubernetes.io/os=1linux 90d
NAME

AVAILABLE AGE
deployment.apps/cluster-image-regi
90d
deployment.apps/image-registry

15h

NAME
CURRENT READY AGE

1/1

0/1

0/1

0/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

TYPE CLUSTER-IP

Running

Completed

Completed

Completed

Running

Running

Running

Running

Running

Running

Running

EXTERNAL-

ClusterIP 172.30.196.167 <none>

ClusterIP None

CURRENT READY
AGE

stry-operator

<none>
UP-TO-DATE
6 6
READY UP-TO-DATE
1/1 1 1
1/1 1 1
DESIRED
1 1

replicaset.apps/cluster-image-registry-operator-74£f6d954b6

1 90d



replicaset.apps/image-registry-6758b547f 1 1

1 76m

replicaset.apps/image-registry-78bfbd7£59 0 0
0 15h

replicaset.apps/image-registry-7fcc8d6ccs8 0 0
0 80m

replicaset.apps/image-registry-864f88f5b 0 0
0 15h

replicaset.apps/image-registry-cb47fffb 0 0
0 10h

NAME COMPLETIONS DURATION AGE
job.batch/image-pruner-1627257600 1/1 10s 2d9%h
job.batch/image-pruner-1627344000 1/1 6s 33h
job.batch/image-pruner-1627430400 1/1 5s 9h

NAME SCHEDULE SUSPEND ACTIVE LAST
SCHEDULE AGE

cronjob.batch/image-pruner O 0 = & = False 0 9h

90d

NAME HOST/PORT

PATH SERVICES PORT TERMINATION WILDCARD
route.route.openshift.io/public-routes astra-registry.apps.ocp-
vmw.cie.netapp.com image-registry <all> reencrypt None

6. INRIEIENIZRIER OpenShift SEMFREEAERZAIA TLS IEH, MWATLUERL T <RE TLS IEH,

[netapp-user@rhel7 ~]$ oc extract secret/router-ca --keys=tls.crt -n
openshift-ingress-operator

7. E51F OpenShift TFRIAEIFHMEMRPIREERE, BRKIEHRMNE] OpenShift T3 52 EAY Docker & o
M TLS IEBFE Oopenshift-config BnRTEFIR—MECEMS, HIFHEHNZSEEFRERECEFLUE
haNSEEINES

[netapp-user@rhel7 ~]$ oc create configmap astra-ca -n openshift-config
-—from-file=astra-registry.apps.ocp-vmw.cle.netapp.com=tls.crt

[netapp-user@rhel7 ~]1$ oc patch image.config.openshift.io/cluster

--patch '{"spec":{"additionalTrustedCA":{"name":"astra-ca"}}}"
—-—type=merge

8. OpenShift REEMZREFHIIETH. FTE OpenShift FiF #EILLKIE] OpenShift AR, BERRAFE
PRITEVIREBUR T A P AR,
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a. EAVAFSAFANIRRPREIRRG, BINARSIIMREEEAE,

[netapp-user@rhel’7 ~]$ oc policy add-role-to-user registry-viewer

ocp-user

[netapp-user@rhel7 ~]$ oc policy add-role-to-group registry-viewer
ocp-user-group

b. ERFAFSAFAS NSHIERE, BHANARHEEMREERAE,

[netapp-user@rhel’7 ~]$ oc policy add-role-to-user registry-editor

ocp-user

[netapp-user@rhel7 ~]$ oc policy add-role-to-group registry-editor
ocp-user-group

9. 2§ OpensShift T RAERS A RLEMRIFHEXTHIENR S, EFERECERINER,

[netapp-user@rhel’7 ~]$ oc create secret docker-registry astra-registry-
credentials --docker-server=astra-registry.apps.ocp-vmw.cie.netapp.com

—-—docker-username=ocp-user —--docker-password=password

10. 245, BILURIEIRERZ SRIEHZIARSS 1K P S7EARZAY POD EX 5] M.
a. BRHEMBAEIRSKE, BT <L,

[netapp-user@rhel7 ~]$ oc secrets link <service account name> astra-
registry-credentials --for=pull

b. 7 Pod EXH 5| Pull secret , FFUTEESME spec 25,

imagePullSecrets:
- name: astra-registry-credentials

1. EM OpenShift T s5 LASMY T {EibHEIXSHIENMRE, BRI TS E,
a. 3§ TLS IERANEI Docker & Fifo
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[netapp-user@rhel”7 ~]$ sudo mkdir /etc/docker/certs.d/astra-

registry.apps.ocp-vmw.cie.netapp.com
[netapp-user@rhel’7 ~]$ sudo cp /path/to/tls.crt
/etc/docker/certs.d/astra-registry.apps.ocp-vmw.cie.netapp.com

b. A oc login #5% &R E| OpenShift o
[netapp-user@rhel7 ~]$ oc login --token=sha256~D49SpB lesSrJYwrMOLIO
-VRcjWHu0a27vKa0 --server=https://api.ocp-vmw.cie.netapp.com:6443

C. f§£/ podman/Docker sr %A OpenShift AP EIEE R EFM*.

podman

[netapp-user@rhel’7 ~]$ podman login astra-registry.apps.ocp-
vmw.cile.netapp.com -u kubeadmin -p $(oc whoami -t) --tls

-verify=false

+ AR MREMEMA kubeadmin user BRETREMER, B token KEEI,

Docker

[netapp-user@rhel’7 ~]$ docker login astra-registry.apps.ocp-

vmw.cie.netapp.com -u kubeadmin -p $(oc whoami -t)

+ 35 WMREER kubeadmin user BRE|EREMER, 15EMH token (KEZH,

d. #ExshIER,
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podman

[netapp-user@rhel”7 ~]$ podman push astra-registry.apps.ocp-
vmw.cle.netapp.com/netapp-astra/vault-controller:latest
[netapp-user@rhel’7 ~]$ podman pull astra-registry.apps.ocp-
vmw.cie.netapp.com/netapp-astra/vault-controller:latest

Docker

[netapp-user@rhel’7 ~]$ docker push astra-registry.apps.ocp-
vmw.cle.netapp.com/netapp-astra/vault-controller:latest
[netapp-user@rhel’7 ~]$ docker pull astra-registry.apps.ocp-
vmw.cle.netapp.com/netapp-astra/vault-controller:latest
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