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Associate User

To add a user to your NetApp Cloud Account, that user must already have
signed up at NetApp Cloud Central. Enter the email address that they used
when signing up with Cloud Central.

ser's Email

test@netapp.com

Role

Waorkspace Admin

Assoriate User to Workspaces

Workspace-1 X
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Create role ® : : -
Select type of trusted entity

= AWS service Another AWS account @ Wehidentny) SAML 2.0 federation

.' EC2, Lambda and others Belonaing 1o you or 3rd parly e o e Your corporate directory
Allows entities in other accounts to perform actions in this account. Learn more
Specify accounts that can use this role

Account ID* [i]
Options Require external ID (Best practice when a third party will assume this role)

Require MFA €Y
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{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam: :ACCOUNT-B-ID:role/ACCOUNT-B-ROLENAME"
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aws AWS Provider Account
|

Cloud Provider Profile Name

QA | Account ID: 'h
Instance Profile | Account ID: §

To add a new AWS cioud provider account, go to the

Cloud Provider Account Settings.
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active directnrﬂ

| ]
All resources
Azure Active Directory PREVIEW

Resource groups

2. T, BE - NARREMR .
3. Bt FiEAM .
4. IEEEXNAREFIIFAES:
o X BN L MAMARERNET,
o *KPEE xR EE ((EHARHEATF Cloud Manager ) o
o *BEM URI* : i%8F * ML~ , ARMANEMA URL, B30 https://url
S. B M
e
ZE 83 AD M AEFMARS EA.

RNABREFIREAE

BTG RRSS ARG EEI—1 52 OnCommand 1T, HAESZEBENX "Cloud Manager 1&{ER " B,
LUE BIE237E Azure FEBNR,

p
1. SIREEXAE:

a. T#; "Cloud Manager Azure 5B&",
b. @3 Azure 1Ti5 1D FMNEI A 72 BCSEEISRIEEL JSON XX,

ERIZATA Azure ITIEZRIN ID « AP B MAEIEE Cloud Volumes ONTAP &4,

=

"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54091999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"

C. f§F JSON X471 Azure FRIEZEENX A,
AT R BA T a0{al{E A8 Azure CLI 2.0 RIEBEX A


https://mysupport.netapp.com/cloudontap/iampolicies
https://mysupport.netapp.com/cloudontap/iampolicies
https://mysupport.netapp.com/cloudontap/iampolicies
https://mysupport.netapp.com/cloudontap/iampolicies
https://mysupport.netapp.com/cloudontap/iampolicies

* AZ f87E X create -role-definition C : \Policy_for_cloud Manager_Azure_3.7.4.json*
M7z, ENEE—1E N _Cloud OnCommand BIESEER  MBENXAE,

2. BNRREFOILRE:

O}

- M Azure I"]JFPHR, FTH * 1T * BRSS.

- IEEITIR,

- BE pEEsl (IAM) > R > RINARSER * .
d. 3% * OnCommand =EIE8 2R * A,

. REREIE *Azure AD AP, ATARSERE S

f RN ARFNET CREBTEEFIRFPIE) -

o

(9]

o

Add role assignment X

‘Roe@
| OnCommand Cloud Manager Cperator w |

Assign access to @

| Azure AD user, group, or service principal W |
Select @
| test-service-principal v"|

I” test-service-principal

9 EENRARRFHRET *REF .
Cloud Manager YIRS EAMEE BT ZITIRFIER Azure AR,
MREMZ A Azure 1T1EEBE Cloud Volumes ONTAP , MIMATUEARSS EEEEIFMTIH. A Cloud
Manager , &8 LUEREBZE Cloud Volumes ONTAP B EfERMIITIH,
700 Windows Azure RS E1E API 1R
IR EEKTEE "Windows Azure fREZEIE API" 1R,

g
1. 7£ * Azure Active Directory* fRZH, Bt * MRIEF M * FHEFENAERF
2. B * API AR > ARIAER * o
3. T£ * Microsoft APIs* T, i#&#F * Azure Service Management* o



4. B AR AR 5111618 Azure IRSEIE *, SAFRE * RINR * -
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Microsoft APls

Request APl permissions

Select an API

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APls

Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility +
Security, and Windows 10. Access Azure AD, Excel, Intune, Outlook/Exchange, Onelnve,
OneMNote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
data analytic scenanos

‘ ' Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_;:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

% Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

G Azure DevOps

Integrate with Azure DevOps and Azure
Devlps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

D Customer Insights

Create profile and interaction models for
your products

L

g:
s B O

ook

E‘ Azure Data Explorer

Perform ad-hoc quertes on terabytes of
data to build n=ar real-time and complex
analytics solutions

‘P Azure Import/Export

Pregrammatic control of importfexport
jobs

I_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 365

Export data from Microsoft Dynamics
CRM organization to an external
destination




N

Request APl permissions

€ All APIs

Azure Service Management
/_S https://management.azure.com/ Dacs [

What type of permissions does your application require?

Delegated permissions Application permissions
Your application needs to access the APl as the signed-in user. Your s as a background service or daemon without a
Select permissions expand all
| Type to search
PERMISSION ADMIN COMSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

FREXN FAtER ID FMIER ID

¥ Azure B AANE Cloud Manager BY, BEERIRENAERF (BFH) IDMEBER (FHEF) ID. Cloud
Manager £/ ID LUREARE R,

1. 7£ * Azure Active Directory* fRSZH, B * MWBIEFFM * FHixFENAERF
2. %~ NBREER (FFPiR) ID*F*BxR (fEF) ID*.

@ Delete & Endpoints

0 Welcome to the new and improved App registrations. Looking to learn

Display name : test-service-principal

T
i
i
i
|
|
|
|
i
i

Application (client) ID : 73de25f9-99be-4ae0-8b24-538ca787ack3

Directory (tenant) ID  : 4b0911a0-929b-4715-544b-c03745165b3a

Ohject ID : b37482a9-375F-49c2-b27c-e630514106a5

ellfe Lol

BEECBEFPIHET, AGM Cloud Manager 12{#iZZ$AHIE, LAE Cloud Manager B] LUERE M Azure
AD #1TE D IE,

(D) BIKAFIE Cloud Manager B, Cloud Manager &6 = i B 3 R AR B4,

p

11



—_

. ¥JFF * Azure Active Directory* RSS.

2. B WARREMR * HERENNBER,.
3. B * IEBMEN > HEFIHER -
4. RMHER AR B A9 IE) B R
o BE M
6. EfIE PR HANE,
Client secrets
A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application password.
| + New client secret
DESCRIPTION EXPIRES VALUE Copy to dipboard
test secret 8/16/2020 *571)Se2By:D*-ZRoVAMNLFfdACY7:+0vA [%
“

LtE, BRRSEARBIRETE, BNEEFINERER (BFFim) ID, BR (HF) ID IFFHEHRE. &
10 Azure 1P B, REZEE Cloud Manager FHIALLE Bo

¥ Azure 1K 7I0ZE Cloud Manager

79 Azure K FIRHFAERIRG, ER UG 702 Cloud Manager 1, X#, ERLAILIEIZIK P FEEH
Cloud Volumes ONTAP &%:,

p
1. 7 Cloud Manager $ZHI&GMA LA, RHIREE, AEERE * ciRMEBMNZEHKE * .

|_={'} Account Setfings |_—_'l Workspace w

2. B RN * FERE * Microsoft Azure* o
3. MINE X B FFTEMNPER Azure Active Directory IRSZ EARIE A
° NAER ID BB REVAER ID MIEF ID.
P ID (FBERID) : BB KEVLARER ID MEF ID.
° MARRER (BEFHZEH)  FEL [IEEFIHESAL
4. MIAEHEREER, AFRE * IEKF *,
&

IE, ERVEFHITIEFRE, ERILIM " ¥ AESMERE " TERE E MK
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== Microsoft Azure Provider Account

Cloud Provider Profile Name

Azure Keys | Application ID:

| Dev Keys | Application 1D: |

Managed Service Identity

To add a new Azure doud provider account,
go to the Cloud Provider Account Settings.

oo

ReEM Azure 1TH SR E S KEX

i@iZ Cloud Manager , &R]LUERBEEEFEFZE Cloud Volumes ONTAP B9 Azure P AT, BRIEREX,
NIETERTEE SR EE X HFEFEM Azure 1T HEE S )" XLETTH,

iy

KTUAESS

REB)MA "1 Azure K" M NetApp Cloud Central 282 Cloud Manager 8%, SPE=EIE2E/S. Cloud
Central 8J#7T OnCommand Cloud Manager 12{ER B HEH DL = EERENL.

B

1. BF Azure I']JF,

2. §TFF * iTi * BRSS, ARIEEEZPE Cloud Volumes ONTAP RGEHYITIR,

3. B *iplaiEs (1AM) *,

a. B R > AMABSE *, ARRIINE:
* %% * OnCommand =EIESR(ER * A,
@ OnCommand z?'”'éﬁ%%\?%fﬁﬁ\%ﬂl:??d#ﬂ@?ﬁk%ﬁ]‘ "Cloud Manager $g&", NREH
AERETHMER, HxEzaMT.

* SECI * B * B9IARIAPR,
L EFCERE IR EIAIAITIR,

13


https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.netapp.com/zh-cn/occm37/concept_accounts_azure.html
https://docs.netapp.com/zh-cn/occm37/concept_accounts_azure.html
https://docs.netapp.com/zh-cn/occm37/concept_accounts_azure.html
https://docs.netapp.com/zh-cn/occm37/concept_accounts_azure.html
https://docs.netapp.com/zh-cn/occm37/concept_accounts_azure.html
https://docs.netapp.com/zh-cn/occm37/concept_accounts_azure.html
https://docs.netapp.com/zh-cn/occm37/concept_accounts_azure.html
https://docs.netapp.com/zh-cn/occm37/concept_accounts_azure.html
https://docs.netapp.com/zh-cn/occm37/concept_accounts_azure.html
https://mysupport.netapp.com/info/web/ECMP11022837.html
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https://mysupport.netapp.com/info/web/ECMP11022837.html
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* 3%4% Cloud Manager B30
s BERESS
4. WHEMITHAES XLESE,

#R
BUEMBY IR RRT, EIMENZREBNFRESMECEX NS Azure TTHFHITIER.

== Microsoft Azure Provider Account

Cloud Provider Profile Name

Managed Service ldentity -

Azure Subscription

OCCM Dev

OCCM QA1 (Defaulit)

To add a new Azure cloud provider account,
go to the Cloud Provider Account Settings.

oo

%8 GCP kP HIEEZAINE Cloud Manager

MBEFSA ... "$3EDE" 7 Cloud Volumes ONTAP &4 F, EEHNEBFFMESIERN
FREVARSS M 79 Cloud Manager 1&{t7Zf#15iR1% A, Cloud Manager RI{ERiA 0 ZHIRE
MEBRATHIED BN EFEDER.

79 Google Cloud Storage & & RS M #1517 % $H

B ARSMKF, Cloud Manager B] LA A F#IRD BN EEME D BRIHITE M IIERFR, HFERMBEZH, UE
Google Cloud Storage XNi&Ei#7E & HiERo

TR
1. 477 GCP IAM $ZHI B "SR A B FHEEE R AERARSIKA
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Service account permissions (optional)

Grant this service account access to My Project 99247 so that it has permission to

complete specific actions on the resources in your project. Learn mare

[_Select arole \
= storage admin 4
App Engine Admin "
Full management of App Engine apps (but not storage)
Storage Admin @
7 Fuli control of GCS resources
Storage HMAC Key Admin
Full control of GCS HMAC Keys
Storage Object Admin
Full control of GCS objecis.
MAMNAGE ROLES
. B F "GCP EfEIRE"
 NREIRETR, EEE—TE.
- BBE - BIREM Y RIR,
- MR ERBBERENIRR, BRE - BRERFEYAR .
- 1E * IRSKFRVIAINZREE * T, BE C NIRSEF IR .
EREESE 1 PEIENRS K,
Select a service account
1 Search by prefix...
Email Name

@I data-tiering-for-netapp@top-monitor-
250116 iam.gserviceaccount.com

CANCEL

data tiering for netapp

CREATE KEY

Keys
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https://console.cloud.google.com/storage/settings
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8. B QIEEA
9. BRI E AR,

EARMBTEIESER GCP kBT, EFEETE Cloud Manager FHEIALLER,

¥ GCP 15 10% Cloud Manager
7, EEERSKAERZEE, EaLUEERME Cloud Manager #,

p
1. 7£ Cloud Manager ZHIGMA LA, RHIGEE, AEERE * ciREBMNZEHKS * o

Account Setfings [, Workspace

2. B ANINFETKE * FERE * GCP ¥,
3. BINARSSIK P BB B AR Ao

Cloud Manager mli@id X LRI E B TFHIED BN EED K.
4. MIAEHERIEER, RERET * SIEBKF *,

T EMHA4?

W, ERILTERIE, BHEF RN ERNAEBRMIENE. BXFAREE, FEN "[KiFEtED EEIR
PRI RIFE"

B2, TERITIHHEEZAT, E#R Cloud Volumes ONTAP FRIEMIFWE B E & Google 158, BXUiEA,
EE M "Google Cloud X14: ECEFAE Google Access"s

¥ NetApp b=k~ 7N0Z Cloud Manager

FEE BYOL &%, FER NetApp iFuhmtk P AN0ZE) Cloud Manager . tb7h, 15
AR EMERFZHFARK ONTAP Bk,

SRE LU, 7 ARG NetApp SZHFuh itk A4 I0%!] Cloud Manager o Zi[E TR ARIRT B,
[1| https://img.youtube.com/vi/V 2fLTyztqY Q/maxresdefault.jpg

p
1. INREIEZHE NetApp ZHRUSRIKF, EMA—"
2. Z Cloud Manager ZFH|GMA LA, BHEIREE, ARERE * cIRMEHEKS *o

Account Settings |_—_'1 Workspace «

16


https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://docs.netapp.com/zh-cn/occm37/task_tiering.html
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://www.youtube.com/watch?v=V2fLTyztqYQ
http://now.netapp.com/newuser/
http://now.netapp.com/newuser/
http://now.netapp.com/newuser/
http://now.netapp.com/newuser/
http://now.netapp.com/newuser/
http://now.netapp.com/newuser/
http://now.netapp.com/newuser/
http://now.netapp.com/newuser/
http://now.netapp.com/newuser/

3. B * ARINFK, * HIEAF * NetApp ZHfE= *
4. 1EEKRPRIEIR, AERANRPZFZEE,
° WP BIEEFERINKS (MAERELIGEKS) .
° INREITXIFE BYOL R4
* bk UTIKISiHIR] BYOL REFTS RN,
" NREMWETRELH BYOL iTiH, MHEERLH NSS HF,
5. B~ ek, *
T—H2tAa?
W1E, AFPELUTESIEH Cloud Volumes ONTAP RZFEMINE RSBHERK
* "7£ AWS A Z5) Cloud Volumes ONTAP"
* "{£ Azure F/Z5f Cloud Volumes ONTAP"
* EAHREW RN RS
* "Tfi# Cloud Manager 31{a & BRI IEXX 4"

TREEATELEIHRIN HTTPS if$H

FIANERT, Cloud Manager fEFI HERIEHIT Web 1T &3#1T HTTPS 58, &rT 1L
ZEABIEPBMANE (CA) FRENER. ZIEPREBEZIEPEFHNL2&FRIF

S
1. 7£ Cloud Manager #ZHI80E LA, BEZEENR, REIEEFE *HTTPS I£E *,

|_={'} Account Setlings [~ Workspace v

2. E HTTPS RETNES. BIEMIERERIER (CSR) HEELZHCH CAERIERRLZEIES:

1EIN Description
4R CSR a. &\ Cloud Manager FHEVEN RS DNS (HELHR) , ARETE * £/
CSR*,

Cloud Manager 2 RIEPBERZIFR,
b. {#FH CSR [ CA 1% SSL IEFHIERK,

WEHATER Privacy Enhanced Mail ( PEM ) Base — 64 w3H X.509
o

C. ERIERIEBIAS, BEAEMIERFRS, ARRE *RE S
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WEPBAZfER Privacy Enhanced Mail ( PEM ) Base — 64 4gf5HY X.509
& To
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Cloud Manager I7EFH CA EZIEPIRMHER S HTTPS 1hi8l, FEIE R T ALZEIHINEER Cloud Manager
R4

Cloud Manager HTTPS certificate

Expiration: L Oct 27, 2016 05:13:28 am

BT CN=localhost, O=NetApp, OU=Tel-Aviv,
; EMAILADDRESS=admin@example.com

Subiject: EMAILADDRESS=admin@example.com
e OU=Tel-Aviv, O=NetApp, CN=localhost

€ view Certificate

 Renew HTTPS Certificate

& AWS KMS

MNERETE Cloud Volumes ONTAP H{E A Amazon filZR, NMEEIGE AWS ZIASIERSE
(KMS)

p
1. WMEREETERNEFAEES (CMK) o

CMK aJ LA AWS BIEH CMK EF EIER CMK . EA LS Cloud Manager # Cloud Volumes ONTAP
IFE— AWS tkF R, BRI LGIFARER AWS Bk,

"AWS X4 BFFEZEEH (CMK) "
2. @EARN0 1AM BEREHRED CMK NEREEE, ZABLL key user B981479 Cloud Manager 12 {E1XR,
¥ IAM RERIAZAAF A4 Cloud Manager {£7E Cloud Volumes ONTAP H{EEf CMK BIA R,

"AWS X1Y: YRiBZREA"
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' Other AWS accounts

Add other AWS accounts

Other AWS accounts pe

Specify the AWS accounts that can use this key. Administrators of the accounts you
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arn:aws:iam:: | :root Remove
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowUseOfTheKey",
"Effect": "Allow",
"Action": [

"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
I
"Resource": [
"arn:aws:kms:us-east-
l:externalaccountid:key/externalkeyid"
]
by
{

"Sid": "AllowAttachmentOfPersistentResources",
"Effect": "Allow",
"Action": [

"kms:CreateGrant",
"kms:ListGrants",
"kms:RevokeGrant"

1,

"Resource": |
"arn:aws:kms:us-east-

l:externalaccountid: key/externalaccountid"

I

"Condition": {
"Bool": {

"kms:GrantIsForAWSResource": true

=+
BXUEEENEMIFRES, ESI "AWS X1 IFSME AWS kP 17517 CMK'
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