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1.

12.

13.

14.

HKEYiLOCALiMACHINE\ SOFTWARE\Wow6432Node \Apache Software
Foundation\Procrun2.0\SANscreen Server\Parameters\Java.

a. ERJVM_Option DclientAuth=false to DclientAuth=true.

BIPBHEXH: C:\Program

Files\SANscreen\wildfly\standalone\configuration\server.keystore
FIHEEN LI AT Run as administrator

IPRBEERBVIER: C:\Program Files\SANscreen\java64\bin\keytool.exe -delete
-alias "ssl certificate" -keystore C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore

HRHFTIET: C:\Program Files\SANscreen\java64\bin\keytool.exe -genkey -alias
"alias name" -keyalg RSA -sigalg SHAlwithRSA -keysize 2048 -validity 365
-keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -dname
"CN=commonName, OU=orgUnit, O=orgName, L=1ocalityNameI, S=stateName, C=countryName"

ERMIEBERIBER(CSR): C:\Program Files\SANscreen\java64\bin\keytool.exe -certreq
-sigalg SHAIwithRSA -alias "alias name" -keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -file
C:\temp\server.csr"

EPBE6HIREICSRG. SNIEB. AL Base-64 8N EHIEBHBEEBAN "C: \temp" named

servername.Cero

MEBFAERREGEP: C:\Program Files\SANscreen\java64\bin\keytool.exe -v
-importkeystore -srckeystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -srcalias
"alias name" -destkeystore "C:\temp\file.pl2" -deststoretype PKCS12

Mp 12X 42BN FAFA: openssl pkesl2 -in "C:\temp\file.pl2" -out
"C:\temp\servername.private.pem"

B EB7THEHBase-64IEBEFAHEH: openssl pkcesl2 -export -in
"<folder>\<certificate>.cer" -inkey "C:\temp\servername.private.pem" -out
"C:\temp\servername.new.pl2" -name "servername.abc.123.yyy.zzz"

BEHINEBENEZBAES. Cc:\Program Files\SANscreen\java64\bin\keytool.exe
-importcert -destkeystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -srckeystore
"C:\temp\servername.new.pl2" -srcstoretype PKCS1l2 -alias "alias name"

SNRIEPH: C:\Program Files\SANscreen\java64\bin\keytool.exe -importcert
-keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -file
"C:\<root certificate>.cer" -trustcacerts -alias "alias name"

BIRIEF S N\E]server.trustore: C:\Program Files\SANscreen\java64\bin\keytool.exe
-importcert -keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.trustore" -file
"C:\<email certificate>.cer" -trustcacerts -alias "alias name"

SNAFEREP: C:\Program Files\SANscreen\java64\bin\keytool.exe -importcert
-keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.trustore" -file



"C:\<intermediate certificate>.cer" -trustcacerts -alias "alias name"
MFFAPENERES PR,

15. TELDAPHHEE 5 It Rl L ESHY i,
16. EFEEARSS 2%

FEEEFimUAFEEE FMIERER

FPmt BV REEERAPRE A ESNREESE. TRERSRFARRIEH. EEEREH
TP ARENEZ AR ENEITEMEN,

FHaZal

BXREMPVCACHIERIRRA. BERMUTHIRENE(FEXIFER):

* "§0{a ;OnCommand Insight Bd &E3@A 18] (CAC) B4 I0IE"
* "40{a] J7OnCommand Insight #1E € ERC&® A AR (CAC) BB I8IE"

@ * TR BANE A CAYE ZIERFHHES AFIOnComand InsightiflOnCommand
Insight #ECE7.3.x4"

* "YNMEIFEWindows EA EZEAIOnCommand Insight 7.3 X R B EZIEH"
* "Ml CognosiE R AN (CA)ERZIEFEFANEIOnCommand E3EH0\7.3.3 R EmhR A H"

KT UEES
UTFRERNEFHEEER:

© REERERPIEIMH. HIUActivClient (BER
. 1%& E;;(' 17 (*gggm
* {BEFirefox: ¥ S22 (IEE L

{ELinuxfi552s LB ACAC

E7fLinux OnCommand Insight k5528 E/ZFCAC. FEHIT &L

T
1. 1% /opt/netapp/oci/conf/
2. Y548 wildfly.properties H®EEHMI{E CLIENT AUTH ENABLED i&E&EH"True"
3 GANTEENRIER™

/opt/netapp/oci/wildfly/standalone/configuration/server.keystore

4. ENBARS S
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- MMRIRE—CAIER. BRI SE. BN, 3Froot.cerfllintermediateX.cer&H E|— N,
a. {#fNotepad$] Froot.cerHEHINAE.
b. f§EFNotepad$] Frintermediate.cer. FAGKMIMN9aHIAR (FiEMA. IRT—)o
C. R f§57F Hchain.cer,
. ERAEECMDIRRATRHIER S NEICognosZEEAEH
a. cd “Program Files\SANscreen\cognos\Analytics \bin”
b. ThirdPartyCertificateTool.bat -java: local -i -T -r ¢: \temp\root.cer
C. ThirdPartyCertificateTool.bat -java: local -i -T -r c: \templintermediate.cer
d. ThirdPartyCertificateTool.bat -java: local -i -e -r ¢: \temp\cognos.cer -t ¢: \temp\chain.cer
- ¥TFIBM CognosEZ &,
a. EEAMEE -T2 M%—IN%— Cognos
b. By EAE=7CA? " I&EB A True.
c. (RFECE.
d. EFE5NCognos
. A EECMDIR IR =AY CognosiE B2 i ElCognos.crt:
a. CD "C: \Program Files\SANscreen"

b. java.bin\keytool.exe -exportcert -file c: \temp\cognos.crt -keystore Cognos\Analytics
\configuration\certs\CamKeystore -storetype PKCS12 -storepass NoPassWordSet -alias encryption

- EPDWHARSS 2R R 1F

[Z£. .\SANscreen\wildfly\standalone\configuration\server.trustore

. EABEECMDIRRAE O ¢ \temp\cognos.crt "SNZIDWHEER. LUETECognosFIDWH 2 8]
IISSLiEfE

a. CD "C: \Program Files\SANscreen"

b. java.bin\keytool.exe -importcert -file c: \temp\cognos.crt -keystore
wildfly\standalone\configuration\server.trusstore -storepass changeit -alias cognos3rdca

. E¥BEhSANscreen BRS.
- ITDWHE 3 LA{RDWH S Cognosi@fs.

- BMERERN T sSLIEF HERIACognosiEBFRIFAE. UM ITUTEE, BN, Cognosrl BESIBIEHT
#ISANscreen IEPRH TEEIEDWHE D,

a. cd “$SANSCREEN HOME$%cognos\analytics\bin\”

b. “$SANSCREEN HOME%java64\bin\keytool.exe” -exportcert -file
“c:\temp\sanscreen.cer” -keystore
“$SANSCREEN HOMES$wildfly\standalonel\configuration\server.keystore”
-storepass changeit -alias “ssl certificate”

C. ThirdPartyCertificateTool.bat -java:local -i -T -r “c:\temp\sanscreen.cer”

BE. XESBITPFMRRICognosiEHFANIIZFHIT "W CognosiEBI A H4(CA)ZRIEBFA

E|OnCommand #3EAH/0\7.3. 3 EmhR4sH"
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