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ERFNZ=ERSNEEEETRNEH). ARFFEMNIREERIZIHE, A
[EMEBIFIRERE N NEE. ERRFENMEIRS WERE. ERTRITFE
BMZRS N HEERMNE. HEEERINZENE,

B IEER AP RGNS

ENSUEERRFOEENS
IIREFERERE. TNBHREETHFRE

B EER ARG E

ENSIEERRFNERERS

IR ZdwhHwindows. IFEFcognos/Cognos/Analytics
/configuration/SANscreenAP.properties LUESANscreen @ 141& B 355,

HATSQLLAEFTMySQLSL BRI A - 2265

HITSQLLAEFMYSQLSE B A R 2485

17



dwh

dwhuser

FM

AR
{=fEstore_password
key password

Cognos_archive

RETFE

RE

18

HATSQLLAEFTMySQLSL IR R A - 2255

IR ZDWHHIWindows. iEE#H Windows;ER. E LU TFODBCIHEX&ZHIEE N
e

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ODBC\ODBC.IN\dw
h_Capacity \PWD

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ODBC\ODBC.INNdw
h_CapacityX{Z\PWD

HKEY_LOCAL_MACHINE\SOF TWARE\Wow6432Node\ODBC\ODBC.INI\dw
h_FS_uti\PWD

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ODBC\ODBC.INI\dw
h_Inventory\PWD

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ODBC\ODBC.INI\dw
h_SEALIY\PWD

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ODBC\ODBC.INN\dw
h_ports\PWD

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ODBC\ODBC.IN\dw
h_sa\PWD

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ODBC\ODBC.INI\dw
h_Cloudf{4\PWD

HATSQLLAEFTMySQLSL IR R A P 2255

HITSQLLAEFMYSQLSE B A R &S

5 FAER 2585 (Wildfly/standalone/configuration/server.keyore) 2 5 N & A

& A Z3(Wildfly/standalone/configuration/server.trunstore) 2 5 N ZHE

5 ¥ 2265 (Wildfly/standalone/configuration/sso.jks ) E#1 5 N $ARE

p



{SfEstore_password ERMEE(WRET)EME NEAE- acg/conf/cert/client.keyore

BITREEETR- 1T

TRV FIEITSATARIEEN!

securityadmin [-s | -au] [-db] [-1lu <user> [-1lp <password>]] <additional-
options>

where

-5 selects server vault

-au selects acquisition vault

-db selects direct operation mode

-1lu <user> user for authentication

-lp <password> password for authentication

<addition-options> specifies command and command arguments as

described below

© T LA REAR A -ME(AAXREFERZER),
© FFF"-s"H"-au"EImn :
° RAURRIF(ER"-s"
° DWHASIFERA"-au"
° NRHEHAEFE. W
* BERS 2. DWHAW LiEZRIRS 28751
* TERAU LEZERERE
* luAl-pIRB AT AR S5 5%IE.
° YNRIETE T <user>MkiEE <password>. M ARFIGIR AP HWNZ,
o PNRKIRH<user>BEEHITEMRIE. WARFRFIRTAFP A\ <user>Hl<password>,
CEACa

me fERBR

CORRECE-STORE-
password securityadmin [-s

19



-au] [-db] -pt <key>
[<value>]

where

-pt specifies the command

("put") <key> is the key

<value> is the value. If not

present, user will be
prompted for value

securityadmin

[-s

BTEME

-au] [-db] -ub <backup-
file>

where

-ub specified command
("upgrade-backup")
<backup-file> The
location to write the
backup file

securityadmin
[-s

20

BEME

-au] [-db] -b [<backup-dir>]
where
-b specified command <backup-dir> is the output directory. If not present, default

location of SANscreen/backup/vault is used The backup file will be named
ServerSecurityBackup-yyyy-MM-dd-HH-mm.zip

securityadmin [-s

FIRE

-au] [-db] -l
where

-| specified command



securityadmin [-s
-au] [-db] -ck verify-keyStore (AR5328)
where
-ck specified command
exit code: 1 error 2 default
key(s) 3 unique keys
FHR
securityadmin
[-s] [-db] -v
where
-V
specified
command
-au] [-db] [-lu <user>] [-Ip <password>] -u
securityadmin
[-s where
-u specified command
For server vault, if -lu is not present, then authentication will be performed for
<user> =_internal and <password> = _internal’s password from vault. For
acquisition vault, if -lu is not present, then no authentication will be attempted
B

securityadmin [-s

21



-au] [-db] [-lu <user>] [-Ip
<password>] -rk

where

-rk specified command

securityadmin
[—-s

change-password (BRs3

#5)

K EEF P Bchange-
password (3REE)

22

Restore-vault-backup

-au] [-db] [-lu <user>] [-Ip <password>] -r <backup-file>
where

-r specified command <backup-file> the backup file location

securityadmin [-s] [-db] [-1lu <user>] [-1lp <password>]
-up -un <user> -p [<password>] [-sh]

where

-up specified command ("update-password")
-un <user> entry ("user") name to update

-p <password> new password. If <password not

supplied, user will be prompted.
-sh for mySQL user, use strong hash

securityadmin [-au] [-db] [-lu <user>] [-1lp
<password>] -up -p [<password>]

where

-up specified command ("update-password")

-p <password> new password. If <password not
supplied, user will be prompted.



E1EF6EZE-_password

#Jchange-password (3% securityadmin [-au] [-db] [-1lu <user>] [-1lp

££) <password>] -utp -p [<password>]
where
-utp specified command ("update-truststore-
password")

-p <password> new password. If <password not
supplied, user will be prompted.

S5EFERY (RS5EE)

securityadmin [-s] [-db] [-1lu <user>] [-1lp <password>]
-sv <backup-file>

where

-sv specified command

BITR2EETA-REER
RER-FRP

BYURERABEITSATA, BERAUTGHES:

securityadmin -i

RS SFBEMERER. securityadminERTAFIERARS I AHRELRTT,

WNERSBMRESETTR! EEFEESHMEERREMNTR:

1 - Server
2 - Local Acquisition Unit
9 - Exit

Enter your choice:

EDWHE. R2%A=BohikFE"IkRSes". TIZFZAU L. B BNEE"Acquisition Unit"s

23



RHR-IRS2E: rootZLinE

EIREB[ER T, SecurityAdmin TooliE B e EEF N rootZB RS Ef. BN, ZT R E RrootZie M E R
=

ERROR: Database is not accessible

1 - Enter root password
2 - Get root password from vault backup
9 - Exit

Enter your choice:

NSREFRETU . RGP N ERRZE,

Enter password (blank = don't change)
Enter correct password for 'root':

NRWMANRNEBEER. WEERUATRS,

Password verified. Vault updated

RENTERFER B RARSS 2R IRHIBIS S,

NRBNANEBARER. WEERUTRE

Password verification failed - Access denied for user 'root'@'localhost'

(using password: YES)

HENTERERF RO E S8,

NSRERETR2, RGRRT AP REEMPIREERERR & X ABIR TR

Enter Backup File Location:

NREFMERERH. WEERUTAS,

Password verified. Vault updated

FRENTERBER B RARSB 2 IRHIAISZ R,

MREDPNEERER. NWEETUTRE

24



Password verification failed - Access denied for user
(using password: YES)

HENTERERF RO E SE,

REN-ARSSEE. [EHRER

'root'Q@'localhost'

"ERHEERERATERFEEETNER. EESREMEBENEMERLE, IRLEENZBIIFREEE

TE#HTH. Nikts<IEEER. REIEE:

* BEEZIBRMySQLIEER T SQLA FRERD,.
* fFFkeytool B R A FE S F N SAE R S,
* OCIBUREEIRER. ZFIEENASHEFZEERE

"EEE R B iR A P E R TR E R ERE .

25



%

26

Replace incorrect stored password with correct password.
the required password)

Select User: (Enter 'b' to go Back)
1 - internal

2 - acquisition

3 - cognos_admin

4 - cognos keystore

5 - dwh

6 - dwh internal

7 - dwhuser

8 - hosts

9 - inventory

10 - sso keystore

11 - server keystore
12 - root

13 - server truststore

14 - AU truststore

Enter your choice:

REFENFERE. AAIRTAPBARENAREHEZE.

1 - Enter {user} password
2 - Get {user} password from vault backup
9 - Exit

Enter your choice:

(Does not change



NSRERRETU . RO A P RN ERRIZE R,

Enter password (blank = don't change)
Enter correct password for '{user}':

MRWARNEBER. ZERUATRE,

Password verified. Vault updated

FRENTERBEFIR B ZIARSZ 28 A RHIRSE,

MRBNANEBBAER. WEERUTRE

Password verification failed - {additional information}
Vault entry not updated.

RRENTERERNR O IR S5 2851 PRAIBIS o
NRERETR2, RGRIRT AP REEMPIREIERERDRIED AR TR

Enter Backup File Location:

NREHEIEH. NWEERUTAS.

Password verified. Vault updated

FRENTERBER B R ARSZ 2B IRHIHISE R,

MRENPHNEERESH. WSETRUTARE

Password verification failed - {additional information}
Vault entry not updated.

RENTERER ERARSZ 2B AZ RFIAIRE,

REN-RSFEE: RIEFHEAS

W ERN B RN EEFER S REE SEARIOCIA D XHNFINFMELENEZR. HUEEHEPHNESMER
5REILE,

SMEANAIREERIT:

HE TFiEELERS
Z vt FEERIERENEIL(E

27



= HESREARILE
R/D R/ DA Ho

Encryption keys secure: unique, non-default encryption keys detected

cognos_admin: OK
hosts: OK

dwh internal: OK
inventory: OK
dwhuser: OK

keystore password: OK

dwh: OK
truststore password: OK
root: OK

_internal: OK
cognos_internal: Not Checked
key password: OK
acquisition: OK
cognos_archive: Not Checked
cognos_keystore password: Missing

Press enter to continue

RE-ARSEE: &

BTN E D zip XN EEIINE R, BRMMEEE. R HIServerSecurityBackup-yyyyy-mm-
dd-hh-mm.zip.

Enter backup directory location [C:\Program Files\SANscreen\backup\vault]

Backup Succeeded! Backup File: C:\Program
Files\SANscreen\backup\vault\ServerSecurityBackup-2024-08-09-12-02.zip

REN-RSEE ER

ERIBERATHRAPHITEMNRIE. HRESIEAREIRERIILENIR, AR XIEEEREPrivieges, 7EAR
S LEiTh. AIUEREAEEGAR; EEEETETH. ZAPSARSAR. MAZLDAPAF,

28



Authenticating via server. Enter user and password

UserName: admin

Password:

7

Authenticating via database. Enter local user and password.

UserName: admin

Password:

MRFHEHBERFEEESAR. WEEBRZREE,

NRBHAER. KRETUTAR:

Authenticating via database. Enter local user and password.

UserName: admin

Password:

Login Failed!

MRAPAREERR. WERUTAR:

Authenticating via server. Enter user and password

UserName: user

Password:

User 'user' does not have 'admin' role!

RERN-RSEE. RRKRE

BRERRE. ZTARERZRESR,

29



Logged in as: admin
Select Action:

2 - Change Password

3 - Verify Vault Contents

4 - Backup

5 - Restore

6 - Change Encryption Keys

7 - Fix installation to match wvault
9 - Exit

Enter your choice:

REN-RSEE: BoAED
"B R R EA TR REBRENHE,

"Change Password"(BENZ ) KB LR AP EEEENEL,

30



Change Password

Select User: (Enter 'b' to go Back)
1 - internal

2 - acquisition

3 - cognos_admin

4 - cognos keystore

5 - dwh

6 - dwh internal

7 - dwhuser

8 - hosts

9 - inventory

10 - sso keystore

11 - server keystore
12 - root

13 - server truststore

14 - AU truststore

Enter your choice:

EREEIENZERE. MRAFEMYSQLAR. R4RKERIZAR 2N ERHITIREE

MySQL supports SHA-1 and SHA-256 password hashes. SHA-256 is stronger but
requires all clients use SSL connections

Use strong password hash? (Y/n): y

ETR. ARRRETAPRBANRER.
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New Password for '{user}':
If the password is empty, the operation is cancelled.

Password is empty - cancelling operation

MRMAFTENL. RAKRTAPBINZEE,

New Password for '{user}':
Confirm New Password for '{user!}':

Password successfully updated for 'dwhuser'!

NRERK. M= EREIRTF o

REN-RSFE: TR

REN-ARSEE. EUNEER

BEONER SRR PR TMEFEFENMEER. ABRATEENERSNMEER. BT MERSH
ZAEENR. FHIEEFEPNMZEFENNE; XEEBERN. CALMBARE. CRARERNEHRT
[EIE R,

FEERTAXEILEE. AARSSHEaNFEEREFRNSRHEENMEERE,

Replace encryption key with new key and update encrypted database values
Confirm (y/N): y

Change Encryption Keys succeeded! Restart 'Server' Service!

REN-RSEE. BERE
BERFREREMRE, MFrootAF 25N FrAEIREEET ABMNRERGERIRE NERHES.

* OCINEBRF BEE = E .
* R EFMySQLA P RYZE IS (root A P ERSMo
* BAERER R E R
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Fix installation - update installation passwords to match values in vault
Confirm: (y/N): vy

Installation update succeeded! Restart 'Server' Service.

IR EREBRREMRMEEL. HETRERHRE.

EEInsightikZ 28 LML 2

o securityadmin FRATAERUEREInsightikZas LMEZLIET, ZE2EBREEEERE
5. £#FHEH. RENCREZENZ2EEENFREELR HERINKE,

KXF IS
e LA securityadmin BFERZESMMNT A

* Windows - C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat

* Linux - /bin/oci-securityadmin.sh

BEXFARERE. BERN'LEEER X,

BEAMRES T ERREM

o securityadmin AT EARUBEEARMIERF(LAV)LHNEZLIED, ZEEREE
EERIAMEL. FRENEREZIZNRZESIENSEIERR ﬁgklklzﬁo

FiG =2 /i

ERTIAE adnin PITREEEESHIRER,
XFIES

AT LUER securityadmin ATFEELZSMMNTA:

* Windows - C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat

* Linux - /bin/oci-securityadmin.sh
BXEMEE. 15BN "securityadmin TE"5AH,
BERAU LR 24

o securityadmin EHATERUEERAULNLZSET, ErlpgEEEEZ D HILRFMEE
B. ENINEZINEMREL T,
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../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html

XFUES
e LAER securityadmin BFEBRZESMHMNTA:

* Windows - C: \Program Files\SANscreen\securityadmin\bin\securityadmin.bat

* Linux - /bin/oci-securityadmin.sh

EHLAURAUR ZECEMN—IBIZ R, ERSHLERN T RE"APHNENERE. EMzAFNEN. LAUKFR
BRAusfER SRS 23" K E&E"A A ERBNER SRS [ HTEIS.

"RE&E"HFXTFE T InsightAR5588 Lo RAUSKLAUTEIERZEIARS BB LUZA R BIER

BXFAEE. 1EB N "securityadmin T A" BH,

BEEHIECELNREE

o securityadmin ERJLUERTAEBHUIECERSS LHNREED, ReEBREEE
FDWHARSS 288 ERES AR AERER. 2R ERENENENEE T\L_jﬂ,ﬁ%ﬁki&%o

KXFIES
e LAER securityadmin BFEBRZESMMNT A

* Windows - C: \Program Files\SANscreen\securityadmin\bin\securityadmin.bat

* Linux - /bin/oci-securityadmin.sh

BEXFAER. BEN'LEEER X,

ErfOnCommand Insight A& 26

L RIREIAEEREEROnCommand Insight IFE L, —EARS S8R R LZTE
EFIFRPN S —akFSas L. EXREERNXRERS 2 L8, HE0. EinsightBRSS
#8 EE A inventory "F P ZREEY. W5 A1ZInsightAiRSZ28EC & HIData Warehouse
server Connector_tEHJ" inventory" F F ZXF3 ITHED,

ez Al

@ EEE AT, BN 7B IKFRRBX R, MRRENHFAERFRS R LA,
MW InsightB 4+ 2 [B]BYE S35 K Mo

KFUIES
TRIIH T InsightBRS5BRAREA A ZE. H7IHT BERTES BB LEEXEDR InsightA A

InsightBR S35 2832565 FRE X
kY
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../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html

*& LAU. RAU

dwh_internal BIRCE
EM
s HECRE
root

TRINETHIECENRSARER. #7H T AEERES B LEREXEZEM InsightA .

HIECET PREBED

Cognos_admin

dwh

dwh_internal (B FEARSS 23 EZSECEUIRITER) InsightiR 5328
dwhuser

EM

7B B (A Server ConnectorBR EUIHITER) InsightAR %5238

root

EDWHARSS 83 i ECE A REF E RN
TRIETLAUNARZE. #5IH T AEFEESHELLENEXEZEERNInsightA .

LAUZREY FREEEi
K& InsightAikZ528. RAU

RS 2 EZAEUIER " /FR2"F"dwh_interne"Z 15

NRIEEEE R inventory "Z¢ dwh_internal "85 LA LER InsightAR 288 EBYERS. B fER

THEEEUIL

Fiaz i
BHITHAES. BRAUEERRBNER.
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p

1. BREFIBEETF. WHUEA hitps:/hostname/dwh. EHhostname@ %2 T OnCommand Insight #3E &
BRI R B o

2. NEMSMERP. BE EESE"S
LB R B R iEE s R R

Edit Connector

10 1
Encryption: Enabled j
Mame: Oci-stg06-512r2. nane.netapp.com
Host: Oci-stglE-s12r2.nane.netapp.com
Database user name: inventary
Databaze password: sessssnns
Advanced s
Save Cancel Test Remove

3. A HUBEEID FEMA Y inventory "5,
4 BEHERE"
5. BEK dwh_internal 3. B8 H SR, *

LR BB iR e R RE R,
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https://hostname/dwh

Edit Connector

10 1
Encryption: Enabled j
Mame: Oci-stg06-512r2 nane.netapp.com

Host: Dci-stg06-512r2 nane.netapp.com

Database user name: inventary

Database password: I
Senver user name: dwh_internal
Sernver passwaord: YT

HTTPS port: 443

TCP port: 3306

Basic ~
Save Cancel Test Remaove

6. FE RS BT FRABNIE:
7. BERE

{EFHODBCEIE T EEdwhZHg

EInsightfk5528_EBRdwh A P RIERIES. BT R C RS 28 LB O ED, 1&0]
LAfEEFIODBCHIEREIE R T AB IR G FE LAY,

FraZ a0
T ERRR EE SN RIK A IZiEE R BIE CERS 2.
P

1. EREERITEZIIECENRS 25,
2. i5EJODBCEE T A, MitA c:\Windows\SysWOW64\odbcad32.exe

A5 ER'ODBCHUE REER"RE.
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User DSN | System DSN | File DSN | Drivers | Tracing | Connection Pooling | About |

IJzer Data Sources:

Mame Platform  Driver Add...

Remove

Corfigure...

An QDBC User data source stores information about how to connect to the indicated data provider. A
g |User data source is onby visible to you, and can only be used on the cument machine.

OK || cCancel ||

3. BEH*RYDSN

LB 2R RS HRIER.

= ODBC Data Source Administrator (32-bit) Iil

User DSN | System DSN | File DSN | Drivers | Tracing | Connection Pocling | About |

System Data Sources:

MName Platform  Driver Add
dwh_capacity 32+t MySCGL ODBC 5.1 Driver

dwh_capacity_efficiency 32-bit MySGL QODBC 5.1 Diiver Remove
dwh_cloud_cost A2-hit MySCGL ODBC 5.1 Driver

dwh_fs_util A2-hit MySQLODBC 5.1 Driver

dwh_inventary 32t MySGL ODBC 5.1 Driver Configure...
dwh_performance 32bit MySGL ODBC 5.1 Driver

dwh_ports 32+bit MySQL ODBC 5.1 Driver

An QDBC System data source stores information about how to connect to the indicated data prowvider.
g A System data source is visible to all users of this computer, including NT services.

OK || Cancel || Aopy || Hep |
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4. MFIRFEF—1OnCommand Insight F3ER,
5. BEHELE*

It A% 2 RData Source Configuration/#&.

MySQL Connector/ODBC Data Source Configuration -

M mh} =
ys GiE
Connector/ODBC g

Connection Parameters

Data Source Mame: m |
Description: | |
SErver: |In:3|hust | Port; | 3306 |

User: | dwh |

Pass'ﬂ'ﬂrd: | SRR ERERES |

Database: |dWh_EF'ECi‘L'5-' vl | Test |

o ][ o J[ w0 |

6. £ E I F RPN,

SFFEEFMIERER

OnCommand Insight X E A 8ER(CAC)HIIEB M E R EInsightiRFZ289IB P #1755
IE, BEEAXLLINEE. MO RAHITEE.

BRSERENZIFCACIIIERRE. SMEIFHAIONCommand Insight RIEFESFN R ER—DNAHIIEE.
BPRE—IIEERND NERTIR, XEIFFIERIEONCommand Insight IRSZ 23S ERICAMEL R —HNA
HWEPHRHITIHIE, KZBHERT. RE—NEE, BRIAMERT. WRIEFE—EDL. Internet Exploreri&Bkid it 3
TEE,

@ FWFFCACHRF. HEEREEZMIER. ERRE—MEBAIUSZEERCALE, BCACIEH
identification N{EM,
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BXREMPCACHIERRA. BERMUTMIRENRE(FEXRFER):

* "4{a]3OnCommand Insight EZ & @A 18)K(CAC) S 23 IE"
* "91{a]30OnCommand Insight ¥R G ERCE B 1R~ (CAC) B4 IaIE"

@ * "WA BRI PIMAE NI (CA)ZRIERBHIGEHF AEIOnComand InsightflOnCommand
Insight #{#B G FE7.3 xAR"

* "SNfAIFEWindows EH] L Z2EAIOnCommand Insight 7.3 XA B EZIEH"
* "YN{El R CognosiE BIE NI (CA)EZ ZIEHF N EIOnCommand #IEH(0\7.3.3 M EShk 4"

NENEESSERMIEPRER
BB LRONCommand Insight EHEEE. UZIFEEER(CAC)HIERER,

Fia=z /i
ATE R4 IR FELDAP,
* LDAP User principal account name BMM%MSEEHEFIDRILDAPFELILED,

CD WMRBEFERERT _serverkeystore #/3f_server.trustore_pandsZi"Z=EIER", BEES
ASANscreenif B2 giE#/E50_Idap_ RS-

BXREMPCACHIERIRA. BERMUTHIRENE(FEIFER):

* "Y{E90OnCommand Insight B2 & @11 (CAC) & 1450 iE"
* "#N{rI9OnCommand Insight ¥#E € EE & @A 1h iR~ (CAC)Z A IIE"

@ * "NEEZRIEBMA N (CA)ERIEBHIFTEIAEIOnComand InsightflOnCommand
Insight 5B /7.3 x"

* "SNfEIFEWindows EH] L &2 AIOnCommand Insight 7.3 X R B EZEH"
* "W{A R CognosiE BANA NI (CA)Z B IEFFEAEIOnCommand #IEH07.3. 3 EShRAxH"

TE

1. {6/ regedit AFEBUIMERENLRIER
HKEY LOCAL_MACHINE\SOFTWARE\Wow6432Node\Apache Software
Foundation\Procrun2.0\SANscreen Server\Parameters\Java.

a. ERJVM_Option DclientAuth=false to DclientAuth=true.
2. BENEHRAEXH: C:\Program

Files\SANscreen\wildfly\standalone\configuration\server.keystore
3. FIFHEEMSH SR Run as administrator

4. MIFRBEAERRAVES: C:\Program Files\SANscreen\java64\bin\keytool.exe -delete
-alias "ssl certificate" -keystore C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore
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13.
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ERFTNEPR: C:\Program Files\SANscreen\java64\bin\keytool.exe -genkey -alias
"alias name" -keyalg RSA -sigalg SHAlwithRSA -keysize 2048 -validity 365
-keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -dname
"CN=commonName, OU=orgUnit, O=orgName, L=1localityNameI, S=stateName, C=countryName"

EMIEPBERIBER(CSR): C:\Program Files\SANscreen\java64\bin\keytool.exe -certreq
-sigalg SHAlwithRSA -alias "alias name" -keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -file
C:\temp\server.csr"

- P B6HIR[EICSRG. ENIEB. AELIBase-64 8N FHIEBHIEEMAN "C: \temp" named

servername.Cero

MZFAEIREGES: C:\Program Files\SANscreen\java64\bin\keytool.exe -v
-importkeystore -srckeystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -srcalias
"alias name" -destkeystore "C:\temp\file.pl2" -deststoretype PKCS12

- Mp12X4H1REXFASE: openssl pkesl2 -in "C:\temp\file.pl2" -out

"C:\temp\servername.private.pem"

BT BE7THSFHAIBase-64IE P S5FAIAEH . openssl pkesl2 -export -in
"<folder>\<certificate>.cer" -inkey "C:\temp\servername.private.pem" -out
"C:\temp\servername.new.pl2" -name "servername.abc.123.yyy.zzz"

BEHOEPBENIEHER: C:\Program Files\SANscreen\java64\bin\keytool.exe
-importcert -destkeystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -srckeystore
"C:\temp\servername.new.pl2" -srcstoretype PKCS1l2 -alias "alias name"

SNRIEP: C:\Program Files\SANscreen\java64\bin\keytool.exe -importcert
-keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -file
"C:\<root certificate>.cer" -trustcacerts -alias "alias name"

BRIEHS NElserver.trustore: C:\Program Files\SANscreen\java64\bin\keytool.exe
-importcert -keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.trustore" -file
"C:\<email certificate>.cer" -trustcacerts -alias "alias name"

SHENES: Cc:\Program Files\SANscreen\java64\bin\keytool.exe -importcert
-keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.trustore" -file
"C:\<intermediate certificate>.cer" -trustcacerts -alias "alias name"

MNEFEREERES TR,

ELDAPHIETE 5 It R I L ECAY,
BEHBRmARS 2.

FEZP R USFERERIERER

FPmit B FEEERAREHESN RGNS FTRERSRFAERIEH. EXERAE:
THEFAFENEZE P R ENEITEMER,
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ez Al
BREMBICACHIERREA. BERUTHIREXE(FEXIFER):

* "40fAI790nCommand Insight EE& @A 517K (CAC) & 3 3 IiE"
* "g0{a ;OnCommand Insight B C AL E@ A8 (CAC) B4 I0IE"

@ * "Ml e 'JLlIE:BﬁﬁZim*’](CA)K%ﬁE%#JI HEAF/OnComand Insightfl1OnCommand
Insight BB G E7.3 . xH"

* "§NMEIFEWindows EA] EZEAOnCommand Insight 7.3 X RIZ BEZIEH"
* "Y0{ai& CognosiE B AN (CA)ERZIEFFENEIOnCommand FEHI07.3.3 R EShRAH"

KX FIES
UTEERNEFIHREEXK:
* REBRERFEM. FlE0ActivClient GBS
- ERIERABOEER
* BB Firefox ¥ %2R (IS
ELinuxfR3528 LIEFACAC
E7fLinux OnCommand Insight k5528 L/ZFCAC. FEHIT &L
RCARMENESEEEET,
-
1. SfnZl /opt/netapp/oci/conf/

2. 4B wildfly.properties FEXHE CLIENT AUTH ENABLED i&&E/J"True"
3. BN root certificATE™"

/opt/netapp/oci/wildfly/standalone/configuration/server.truststore

4. EFRTIARSS 28

NEEFRMIEPEREEEECHE
& BEONnCommand Insight #3EEERE AT IFE 8ER(CAC)FIERER,
FeG 2 /i

* WITERS LB ALDAP,
* LDAP User principal account name BMHI5SEEHFEATIDSSBILDAPF ERILHAD,
BT A& BICAC ETZERI A& (Common Name. CN)BEXRAMUTIZIL: first.last.IDo WFHE

Lt DAPFER. 590 sAMAccountName. MR KK, FHFXLEFEE. OnCommand Insight X MCNH$E
ENIDRS,
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®

. f£F1BM Cognosfic & T E{Z1ECognos, *FCognos.

BRI . . \SANScreen\cognos\analytics\configuration #
. .\SANScreen\cognos\analytics\temp\cam\freshness X3,

MCognosERIEPIZEIFER, EEECMDEOR. iB17:
a. CD “\Program Files\sanscreen\cognos\analytics\bin”

b. ThirdPartyCertificateTool.bat -java:local -c -e -p <password> -a RSA -r
c:\temp\encryptRequest.csr -d “CN=server.domain.com, O=NETAPP,C=US” -H
“server.domain.com” -I “ipaddress”(RX)FE: IBI-HFD-E AR N0subjectAltNames. 3
YIDNS#Hipaddress.

C. ¥fF<password>. i5fERSANscreen /bin/Cognos_info.dAT X {4HHIZRET,
- TFF c: \temp\encryptRequest.csr JFEHEFIERINS,
. B \encryptRequest.csrIAHFERACAT R IP ERIEH,
. BAPKCSTRAESRIEB UL THIEES

AR EIE T EHFQDN.p7b 34

- MCAZREX p7bf&TVBVIEH, EEA— T RZITIFHEIRIEICognos Webfr55258YIEH,

. ThirdPartyCertificateTool.batTo/ A S NE N . FLSHFAGIERZTERTZNT R, RO TATERSH
. MMmiFoHE:

a. 72" Crypto Shellf B& "HFTF.p7biEF,
b. FEAB RN LIE" Certificates™s
c. AP EHEIRCA>FIEES>SH,
d. i%&$¥Base64fit,
e BMA—IXHR. BERMRARIES,
f. EE P RBaFI8e. BATBIEPRIMTHE cersXFH,
9. B8 % ANintermediateX.cerflCognos.cer,
- MRIBF—NCAILEB. BRBRUILPRE. BN, iFRroot.cerfllintermediateX.ceraFH & — X4,
a. {#FNotepad$T Froot.cerHEHINA,
b. f§EFNotepadi] Frintermediate.cer. FAGKMIMOaIAR (FiEM . IRTF—).
C. R §57F Achain.cer,
. EFAEECMDIR R RIEBENEICognos B EHEH
a. cd “Program Files\SANscreen\cognos\Analytics \bin”
b. ThirdPartyCertificateTool.bat -java: local -i -T -r ¢: \temp\root.cer
C. ThirdPartyCertificateTool.bat -java: local -i -T -r c: \temp\intermediate.cer
d. ThirdPartyCertificateTool.bat -java: local -i -e -r ¢: \temp\cognos.cer -t ¢: \temp\chain.cer

. ¥TFIBM CognosEt &,



a. EEAMEE -T2 M —I%— Cognos
b. Ee"FERASE=HCA? "IRENTrue,
c. (RFECE.
d. EH/ErNCognos
12. FRAEECMDIR R RMAICognosiE B S H E|Cognos.crt:
a. CD "C: \Program Files\SANscreen"

b. java\bin\exportcert keytool.exe -file c: \temp\cognos.crt -keystore Cognos\Analytics
\certs\CAMKeystore -storetype PKCS12 -storepass <password>-alias Encryption

C. ¥tF<password>. i&EFRISANscreen /bin/Cognos_info.dAT S {4H =5,
13. B DWHARSS 28 8URTZ %

EE. .\SANscreen\wildfly\standalone\configuration\server.trustore

14. EAEECMDIRRAEDOE ¢ \temp\cognos.crt "SA\ZIDWH7EEH. LUETECognosFIDWHZ B
IISSLE(E,

a. CD "C: \Program Files\SANscreen"

b. java\bin\importcert keytool.exe -file c: \temp\cognos.crt -keystore poldfly\standalone\calone\cassft
&\server.trustore -storepass <password>-al{*5! #cognos3rdca

C. 3FF<password>. i&fFEFSANscreen /bin/Cognos_info.dAT X {4FRIZEED,
15. EFEENSANscreen BRSS,
16. H11TDWHE D LABIRDWH5S Cognosi@fs,

17. BMEIR BT sSLIEP BBRIACognosiE BIFRIFAL. URHITUTEZE, BN, CognosAlRESIBIEHT
AISANscreen IERHTELIEDWHE D,

a. cd “$SANSCREEN HOME$%cognos\analytics\bin\”

b. “$SANSCREEN HOME%java64\bin\keytool.exe” -exportcert -file
“c:\temp\sanscreen.cer” -keystore
“$SANSCREEN HOMES$wildfly\standalonel\configuration\server.keystore”
-storepass <password> -alias “ssl certificate”

C. ThirdPartyCertificateTool.bat -java:local -i -T -r “c:\temp\sanscreen.cer”

BE. XLEPBEXEPRFFIARFCognosiE RS NI FZFHIT "2 CognosiE Bl &4 (CA)EZIERSA
E|OnCommand #3EH0\7.3. 3 Emhk4sH"

SNSSLiFH

SR LUARINSSLIE B LAS g S M IRIEFMZE . MMiEaR0nCommand Insight IFERY
=z,

Faaz

A TRIR ARG B AR BRIk 5! (102441L),
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KTUIAES

SERPVEBINEF R Z A& (D17 hE.

BXEFENZEESEMNFMEE. 1B5E N securityadmin T E "R,

TR
1. QIRRIBFHEXHMEIZE: cp c:\Program

Files\SANscreen\wildfly\standalone\configuration\server.keystore "c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore.old

2. HIBZEAERNNS: C:\Program Files\SANscreen\java64\bin\keytool.exe -list -v
-keystore "c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore"

AEBETRERENAR. BREPNEDE—MEBR. "ssl certificate"s
3. MB& "ssl certificate": keytool -delete -alias "ssl certificate" -keystore
c:\Program Files\SANscreen\wildfly\standalone\configuration\server.keystore

4. LS. Cc:\Program Files\SANscreen\java64\bin\keytool.exe -genkey -alias
"ssl certificate" -keyalg RSA -keysize 2048 -validity 365 -keystore
"c:\Program Files\SANscreen\wildfly\standalone\configuration\server.keystore"

a. SAGRTEHAZFNY RN, FRARERNT2RERS(FQDN).
b. {RMtE XEHIARMAREHHLUTER:

* BRAMIK: ERRAERZRMXANFRISOZES (fflg0. US)

*NEE . ERARSEFITEMSE BRI, SIEEEM)

* Locality: ZRVAHLRZEFAAERTBIRTIRGIMN. KRESH)

* HARIR WBEHBRAARRBRIR(GIU. NetApp)

*HABURIR: BERMIEBRIEBIISARNRIRGIM. 25)

* HRINER: BATIRS2RDNSEIAIFQDN (flilwww.example.com)RZHEER LM TF U THRER
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"c:\Program Files\SANscreen\wildfly\standalone\configuration\server.trustore"

a. HIEREY. HiAtruestoreZh3,

WG ERUTEHE: Certificate reply was installed in trustore
. Y48 SANscreen\wildfly\standalone\configuration\standalone-full.xml Xff:
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<keystore path="server.keystore" relative-to="jboss.server.config.dir"
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= Open a new sheet in Excel.
= On the "Data" tab, choose "From Text".
= Locate the desired .CSV file and click "Import".
= In the Import wizard, choose "Delimited" and click Next.
= Choose "Comma" for the delimiter and click Next.
= Select the desired columns and choose "Text" for the column data
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= Click Finish.
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