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(EVMEFEE B WEER)

AISEIN A X ONTAP 7 7- B RS, I, IHIHNLBRFNER,
FEMBRIRE, UES 7- BT ETASAERRTERAREEMPTELS.
IR EFHEMENBRER

BEERRETR, ERILURERXERIRI Data ONTAP # 7- IRNARSE, RKMHl, £
MURXEEA LETHNARFIVER, FEIRBRRS. AE, EALKERRES
AE 7- RTE T AP LUR TR,

ZTREERERIRE TIESMERIRE XML X, HPasENINAANEE¥AER.
EERULE T AAEM TLS 5t SSL Y5 7- MR MERSHITIER, HEMA SSH 5 WMI SEH#TERE. MR

EFMEARLBRAT TLS , MZTARMER TLS MUSFEARHITER, MREFERALZEAT TLSH
BR7T SSLv3 , MizT A SSLv3 5FERGHITERS.

@ BELRIEEGEMEAK EEE TLS H2H SSLv3 , LUBHRHI SSLvd 2% E ( CVE-2014-
3566 ) o

MRATRERRATEZEFERRE 7- RITET R, WAL RWMETAERINERIRE XML XHFNE
7-BRINTETR (REEHIEFOIND UEMTHERS. ERILERITERS ARSI, Hif
EXLEFFIEMINREE R HITIT BRI E#IR T Data ONTAP AR TEA o
BREETAR—IMRIULARER, FTREEEARE

BHUSEZYEN 7- RAITEILR "LZ17H0" BXRZFH B RESH ERM PR RTHIE o

7- RIUTE T A <507 ONTAP BE1TRhRZs

ONTAP ;B B RSB RIS EURA T BRI R 575, ETRIASTREIA LUK 7-
&R0 B T ARhiEs,

BHFSEZYRN 7- RATE LR "7 BXRZFHEFRESH ERM PSR RTHIE o
XL ONTAP BRhRANSZHFE T Bl A H0E IE,

WMRLEEIREEETT ... B fERLL 7- BT E T RMRES ...
ONTAP 9.10.1. ONTAP 9.11. 18R A1+ 3.5.0
ONTAP 9.9.1 S ERhRAS T HF 3.4.0

ONTAP 9.8 SR E R A~ 45 3.3.3
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MR EEIREEET ... SR ERIL 7- REE T AR ...
ONTAP 9.7P2 S E S hikZs 9.7 P Az 3.3.2

() 75 o7 Zatmokss,

ONTAP 9.6P7 S EShRZ 9.6 P hixds 3.3.2

() F=#28 96 IR

ONTAP 9.5 S E R higAs8y ONTAP 9 hixZs 3.3.28 3.3.1

EEB¥E T Data ONTAP 8.1.4P4 NESARZA 8. o 3.3.2 8 3.3.1

SEHMER 7- IRNTE T A 3.3.1 XX ONTAP Binhk4s# TR EIZ4T K,

* ONTAP 9.4 K EERHRZAHY ONTAP 9,
« E£2HER Data ONTAP 8.3.2 REEARZ 8.X o

R 7- MR T AGBERIZIHIRE ONTAP 0.5 UBRARA, Hilt, EUAFEME
(D)  B7-#TETA 331 19785 ONTAP 04 , AGBHERFHEEI ONTAP 0.5 S BRARA, 7-
R ETA 3.3.2 FARBERITE,
EITERRETANRRERK

&L TE Windows 25 E THHEITERWET R, Windows 2AWINABIETEREIR
ETERENERE,

* Windows RAMTAUT RS Z—:
° 64 fiI Windows 7 Enterprise
° Windows Server 2008 R2 Enterprise SP1 3 & Sk as
> Windows Server 2012 R2 Standard

()  GAUERHRABREHELEERY Windows BRI ABKETA.

* WWi% x64 f03122E (1.0 GHz ES)
« 4 GB RAM
+ 40 GB HDD

WER B RAIBITFAE, EAHIM FC SHAARAZEK
T RRR] NFPIRERETE RIS 2 HY 7- 13X Data ONTAP , AN FC SARANATARZAS,
BXXFERWET AITER 7- RIURZS, M FC IMANMFIR, BERERENLER.



"NetApp Bi{FliERTH

HEE 7- BEXRAMENAHITFRUE

BERINERFRIRS, TR 7- EXNAZNEVHEFENNEMNINER,

SIE
1. F7- BXERFALBE HTTPS :

* options httpd.admin.ssl.enable on*

2 £7-BZXRAELBHETLS :

" * IR tls.enable on*
()  ®fEtwsR, &F ssLe hEARSRA, BATLS.

3. £ 7- XA LB SSL H 2 A SSLv2 #1 SSLv3 :
a. igEME5h SSL :
T REEERIRE SSLT
b. FF SSL :
' * JEIN ssl.enable on*’
C. 223 SSLv2 #1 SSLv3 : + ' * options ssl.v2.enable off*’

* * 3%IN ssl.v3.enable off*
()  BEEHERM SSLv2 7 SSLV3 WBRRSRHAL

4 FE7-BXARLKLBEA SSH ©
a. F7-ERXNRLKLIZE SSH

* * SecureAdmin setup -f ssh*
f XA RFIETTIRE, BMEERCE SSH ARSI,
a. [BF SSH :
" * BF SecureAdmin ssh2*
b. £ SSH ARS8 LB AEBEMHISIE:
" * 3BT ssh.passwd_auth.enable*’

C. BN EMNAI SSH iiH):
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* * J&IN ssh.access™

5. & Windows ENERS:
° BHE WMI ih1a),

BXBER WMIIBERIFAER, BSRENE,

o YNRE(EARE Windows Server 2003 , 1BWIFEE B %3 Microsoft JE4FiBE

8, H7E Windows FH RS EBEITZITA—R,
fERLE T AT EE MR HBA BREE R
6. 7£ Linux 3% ESXi F#H1_EEH SSH .
BXEH SSH M¥AER, E8IENXE.
7. WIHERTB RSN ENLERITH NetApp Host Utilities 2114,
BXTHMZE NetApp Host Utilities ZREFRIESR, 155 NetApp ZHFf=.

8. WIEEITERWET AR Windows RAEZE R LUARIFAE ENMEFMHER SR,

XEFRTEM FC 2 XItRIRVECE

EEET A (fcinfo) %

BEM FC DXk, ST #2575 7- IRNRYE, 4, FC ITHMAMEREKE, &

¥ha, NERZITYIAERIED X,

RIEHUEROMNERK, 7- 1 RXARR (BNEHIZEE HAXY) , ENMEEF AT LUEEEIE— N WE SRR XN

LREEM PRI
TEETRT 7- 8RS, EHMEREREIE—MREHPIIRIBVEE

TEETRT 7- BERRRNEEER R EMBE PRSI E |



Windows
initiatar

Cisco/Brocade CiscofBrocade

T-Mode system
Cluster

Before transition

BRI

BRIETHR (ICT) a<LAMe<1TRE (CLI) HEERFIFHE
ERERISMENREE BB RER. ATLUFEENIENS ICT &

B

Cisco/Brocade

Windows
initiatar

Cisco/Brocade
switch

switch switch switch
SAN
@Em& _migraticn-b ?
< b - d

T-Mode system

* " *ict -cmd Collect «—output <inventory.xml>] <uri><<uri>...]*

* *ict -cmd generate-fc-zones -source-file
name> -fc-switches <switch-ip>[ :
<inventory_xml><<inventory_xml>...]*"

<vsan -id>] ,

rs <filer-ip>[ ,

<switch-ip>[ :

* *ict -cmd Collect [-output <inventory.xml>] -input <creditor_file.txt>*"

<filer-ip>] -dest-sVM <cluster-name :
<vsan -

After transition

BRI A g
LEGER.

E4==1=|

svm-
id>]

* *ict -cmd generate-fc-zones -source-filers <filer-ip>[<filer-ip>] -dest-sVM <cluster-name :

svm-name>

-fc-switches <switch-ip>[ :

<vsan -id>]] ,

<vsan-id>][ ,

<switch-ip>[ :

<vsan-id>]

<switch-ip>[ :

<vsan -id>]

] -fc-switchs-target <switch-ip>[

] <inventory_xml><<inventory_xml>...]*

**|CT -help*

**ICT -version™

T

PAS =N

XAEX I RRRTHREEE T RENAGIFARES

e uri1.
e uri2.
e uri3

PN
AR<TIT

9NR CLI IXAXHHHEWEN  ~ &K, WRARIRTAFE SEPRNED, 7 LUER T IEDR



-
SREEE R,
kA

$TENT BARAFHRE,

« " -cmd [collect|generate-fc-zones]'
Wegs: MIEHISBRFENWEREMFRER.
generate-fc-zones : §TXLRTEBERER FC Zone Planner X134,
« * -output <filename[.xml[.gz]>>"

EEERXHNUE. WRIXGRERA " gz ", WEXEREESE, WETRERRIXE (kRE) -
ARIREMBRRE TIFE,

* " -input <credentials_file.txt>"

EEFREFABRAEZENXXEHMUE, AARBET ° -cmd generate-fc-- 93X,

() s ASCI BEBHISCAT 1,

* URI#&3{ (ontap windows|vmware Linux Cisco Brocade ) : //[ ( < AP
>><domain user> ) ] (1 (< & >1* ) 1@ ) (< EMNME >><1P>)

HEEERISRRENNRSERE, 1P HUMTIE. OREHIEDN ©, HERREHREFTED, WRRS
RSB ESLITHRAES.

< RTEfESS
EBEERTER FC 2 XitXIRVREIEHIZRRY IP sk, LLES DR,
e ' -dest-sVM"

EEEEATFEM FC DXt EIRERER Data ONTAP SVM , ER&TA ° cluster-name : SVM-name’

» * -fc-switches®

B T AR ELER FC SR FC il BR—1MUESHRIRIHURARTIR. HTF Cisco ,
FC SRS S -IP © vsan-id_ ; 34T Brocade , FC SSBHURIAERLK * SHAL -IP_
g0, 10.61.187.6 : 200, 10.61.187.7: 200 (Cisco) B 10.61.187.4, 10.61.187.5 (Brocade )

 * -fc-switchs-target’
BEMTARER FC 2XITRIB FC Yl (EEZTIER) MR, ERBIRERIA FC i (-fc

-switches ) HHERIREFZIHAIBIRZBAWTIRFTIES HIRFIR. BRI ARIME fe-switches SEFIRF
B NRIGITHRANER FC D XA, XZ— 1 rEESH.



¥tF FC Zone Planner , HINEE XMLs B1ENKGZSEHUIR M,

WEBRHAEMBRIRSG

TRTLILEER X Data ONTAP %4 (E85h8Y 7- RARKNTR) , KA, EVME
MNARFRER. BIEALES, ErIUERBRERS, HPEsRTTEITMER 7-
BIRS, ENMENBREFEFAER.
* BB M NetApp IR TH it. exe Xffo
- CRFEEBEERRENERAANENNAL S, B P Hik,
* ERERGRENMAF U RRE RBHIRT SERITH S
* MRERMS D RGBT ELIE, NLFELIR—MUASCH 5 UTF-8 RARBHOSRAFMEE
XA, ST RS
S RFEMEBUARAUTHER

> (ontap_windows|vmware_Linux_Cisco_Brocade ) . //[ (_domain_user\\ user) : [ZE @) (
host name_ip)

NRERME "~ ERERD, WRARSIRREESITHRANED.

* WAECEFTAIIREH BRAEITEIE, UEIIFEUEEEXXEIRNERER,
* FREFMEASKECE (F1W0 CIFS HERFR, BRIMARM) EMRIFA UTF-8 3o
* XF FC AXitkl, 7- RARFEMENDIEREE A,

ERFILUERES 7- RARGERBIIEN, tha] LUEREIE— MBS AR aYH A

ARWET ARSI UE M MEEIZE 20 MEVREEEER. B2, MTREBRH, qtree, FHEL
UNIX BPHANYT RECE, AIReRERKIEIA 8EERBRIRS,

()  osseremeT B A R RIS TS IR IR,

1. 7£ Windows s8R FH, SMEIBRKETRNTHER,
2. ERRL P Ut EIEEIT 1cT S UERERIRE:

MRERMBES ... BMALTHS ...
FERAGITRENS N NRACIE " *|CT -cmd Collect -output filename  (

ontap_windows

VMware_Linux_Cisco_Brocade ) : /[ ( windows
user__domain_user) (. (password>*) J@ )
_hostname ) ...*

*filename_" RENFRIRGIRMIZF. “ontap



MRBRMES ... WANUA T2 ...

vmware linux’ @R%XEE, +flw0, WF 7- BRXEFHERSR
, RAEES ONTAP ; 3FF Linux M, RHALE
79 Linux o
***Cisco

Brocade’ @2 X%#5H) FC 32Hitl. ~ AP HARF _ XEAXHERHNZPTRER
TR B _RRKRE. + MRERREERN,
TR LSRN~ \"™ BN,

CENR  BIEHIEE, AR IP taksE
Mo

MR ERGIEITHR Windows 7 UBEAZ, HBEHIEIEERIREWE XML XN
() #mBaaRR, NHHXAESBHFEE virtualstore BRH, HENRRFRR

Akhs—s—

BIB1To

BRIREBAFMEARSM Linux ENEIEN, EMIREN collected data.xml

collected data InventoryWorkbook.xml :

ict --cmd collect --output collected data ontap://root:testl23C@hostnamel
linux://root@hostname?2
BT iE B R E S MEHIZS S RS B ARG ITETEL
BRIEBNMBRIREG U XML BXERK.
3. f£/A Microsoft Office 2007 ZXE ShRZASTE Microsoft Excel PEEFETIEE,

TR LR BBIRE XML RNE 7- RIUTETRF, LUTE 7- WU HIZSM ENAFIEMINEE, HE XL
MEMTHEEE R HITITR VSRR Data ONTAP hRASHBY RS T

IETEER FC 2 XIt4

WeE B X Data ONTAP R4, M FC RNBIERE, ERILIER FC 2 Xitxl, A
FEIBEEESREHRIIIRA

* 7- 1 BRARYE, ENAEBENTUEZEEIZZ A,
* MWIUNEEBXERE, SVM, FCP LIF FI3EHMEB.

ERILUERDS 7- BRAGERBIEN, tha] LUEEERIE— MRS PR
XFFRATER FC DX ITRIMECE

TE
1. f£ CLI A, &M% ICT BR.



2. M CLI &R FC X it%1:

* *ict -cmd generate-fc-zones -source-filers 7-mode-ip17mode-ip2 -dest-svm cluster-name . vserver-
name -fc-switches switch-name : vsan -id1 , vsan -id2 Tmode_cdot_switch_inventory.xml*’

AR\ Cisco 33HEA1AY VSAN ID o

...bin\ict>ict --cmd generate-fc-zones --source-filers systeml, system2
-—dest-svm vsl:fc zonel
-—fc-switches brocade-1,brocade-2 7mode cdot switch inventory.xml

FC P Kit¥IB &7 7- R RS LIRIE igroup EEERIBMI DX, BT OXEEE—1BihiEF WWPN 1%
1 SVM B15 WWPN ,

AR TRIAETES, SR LUEFsHR / SRIEBEIER FC DXKITEED X, LUEEANE NSRS
B, NERRRMERZEMER FC 2Kt S B2 ENRIERIE SR,

FEERIETEF, EHfER FC AXKIRIEEDK, UENBHEFENMBIRETOH, UEENBEEM
B MERBE LR R 7o

BRERDT RS

BEREIWETE (ICT) FA—RIIGSMETHIZE, EHM FC RVIKEBRERE, U&E
B XML RS ; TMGXEE R IEFITHEE; FIME 7 XS MR EEF#HI T
EREEE Data ONTAP krzZ<Apy T {E[EIE,

ONTAP 7- 123 API
®* aggr-list-info
* cf-status
* cifs-homedir-paths-get
* cifs-list-config
* cifs-nbalias-name-get
* cifs-share-acl-list-iter-start
* cifs-share-list-iter-start
* cifs-status
© dHEFIRER
* fcp-adapter-list-info
* fpolicy-list-info
* igroup-list-info
®* iscsi-interface-list-info

* iscsi-node-get-name
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license-list-info
license-v2-list-info
lun—-get-comment

lun-list-info
lun-map-list-info
net-config-get-active
nfs-exportfs-list-rules
nfs-exportfs-list-rules-2
nfs-exportfs—-list-rules-2
nfs-status

options-get

options-list-info
gtree-list-iter-start
quota-list-entries-iter-start
quota-report-iter-start
regology-list-info-iter-start
sis—-status
snapmirror-get-status
snapmirror-list-schedule
snapmirror-list-sync-schedule
snapshot-get-schedule
snapshot-list-info
snapshot-volume-info
snapvault-primary-relationship-status-list-iter-start
snapvault-secondary relationship-status-list-iter-start
snmp-status
storage-disk-get-iter
ssystem-available-reply-transfers
ssystem-get-info
ssystem-get-ontapi-version
ssystem-get-version

useradmin #A%IFE

useradmin role-list

useradmin FAPFIFER



* vFiler-get-allowed-protocols

* vFiler-get-status

* vFiler-

list-info

* volume-charmap-get

®* volume-get-filer-info

®* volume—-get-language

* volume-

list-info-iter-start

* volume-options-list-info

* ifconfig -a

* ifconfig VIP

* ifgrp status

* 1ls S$volumes path/metadir/slag/

* printflag wafl metadata visible

* rdfile
* rdfile
* rdfile
°* rdfile
* rdfile
* rdfile
° rdfile
°* rdfile
* rdfile
* rdfile
° rdfile
* rdfile
* rdfile
°* rdfile
* rdfile
* rdfile

* rdfile

$root vol/etc/cifsconfig share.cfg
$root _vol/etc/group

$root _vol/etc/hosts

$root vol/etc/krbSauto.conf

$root vol/etc/mcrc

$root vol/etc/netgroup
S$root_vol/etc/nsswitch.conf

$root vol/etc/passwd

$root vol/etc/resolv.conf

$root vol/etc/snapmirror.conf
$root vol/etc/symlink.translations
$root vol/etc/usermap.cfg

$vfiler root/etc/cifsconfig share.cfg
$vfiler root/etc/group

$vfiler root/etc/hosts

$vfiler root/etc/krbbSauto.conf

$vfiler root/etc/MCRC
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° rdfile $vfiler root/etc/netgroup

* rdfile $vfiler root/etc/nsswitch.conf

° rdfile $vfiler root/etc/passwd

° rdfile $vfiler root/etc/resolv.conf

* rdfile $vfiler root/etc/snapmirror.conf
° rdfile $vfiler root/etc/symlink.translations
° rdfile $vfiler root/etc/usermap.cfg

* RIM K&

* BEARS

® route -SN

* setflag WAFL metadata visible O

* setflag WAFL metadata visible 1

SnapVault status -I
* ssysconfig -a
[ERIETTAYE]

* vFiler K& -2

* VLAN #it

ONTAP 7- &, NetApp 5 EIEtE SDK

* cluster-identity-get

* cluster-node-get-iter
* fcp-adapter-get-iter

* fcp-initiator-get-iter
* fcp-interface-get-iter
* lun-get-iter

* lun-map-get-iter

* net-interface-get-iter
* ssystem-get-node-info-iter
* ssystem-get-version

* volume-get-iter

* vserver—-get-iter

Windows

« "HKEY_LOCAL_MACHINE \SOFTWARE\\NetApp*

12



HKEY_LOCAL_MACHINE \\SOFTWARE\ \Wow6432Node\\Microsoft
\\Windows\CurrentVersion\\Hl %

sM MPIO Registered DsSM HUEFE *

sIEFE » MUUTIEIEEFE: sfluster cluster

%
™

S * M MSCluster Disk

ml
5
i

*
x

MSCluster Node

ml
N
o

*
>

MSCluster NodeToActiveResource FRIEHE

(/)/
S
vy

*
>

MSCluster Resource Rabviges

%
™

* M MSCluster ResourceToDisk

)]
>

MSFC_FCAdapterHBAAttributes FRIESE *

K

si&¥¥ * RE MSFC FibrePortHBAAttributes

.

S

siEE » KB MSiSCSI HBAInformation

siEfE * M MsisCSIInitiator MethodClass

sM Win32 ComputerSystem AR *

sM Win32 DiskDrive HRifE#E *

sM Win32 OperatingSystem HEHF *

sM Win32 PnPSignedDriver FiE$E ~ , HA DeviceClass = "SCSIADAPTER"

sM Win32 Product HRiEHE =

Linux <1757 @

blkid

cat /boot/grub/device.map

cat /etc/grub.conf

cat /etc/iscsi/initiatorname.iscsi

cman_tool TR

cman_tool RE

df -h

dmidecode -t system

T /etc -maxdepth 1 -name * -release -type f -print -exec cat -v. {} \ ;

R /sys/block/sd* HEINXMHE; HIT echo $ { file/#\/sys } ; scsi id -p 0x80 -g
-x -a -s $ { file/#\/sys } ; Done

e /sys/class/scsi host/'&'* HXH; do echo ; for ent in $ { file } /'g&*

; do echo -n "S$ent : " ; if [ -f "$ {ent} " ; then if [ -r "$ {ent} "
] ; then cat -v -s $ { ent } 2>/dev/null ; if " ! = wg" ; SAI/R echo ; fi
; fi ; else echo ; FI , Done ; Done

13



R /sys/class/fc_host/'ase* B H; do echo ; for ent in $ { file } /'g&*
; do echo -n "Sent : " ; if (-f"s {ent} ") ; then if ( -r "s { ent
} ") ; then cat -v -s ¢ { ent } 2>/dev/null ; if " ! = vo" ; A/} echo ;
fi ; fi ; else echo , FI ; Done , Done

®* iscsiadm -m node
* 1sb release -a

* lvdisplay -m

° miEE
*rpm -ga -gf "% { name } ¢ { summary } % { vendor} ¢ { PROVIDEVERSION }
\n"

* sanlun fcp show adapter -v
®* sanlun lun show -pv

* sanlun lun show -v

* sanlun hRZS

®* sA VERSION

* sfdisk -us -1

®* uname -a

¢ vxclusstadm nidmap

* vxclusstadm -v nodestate

VMware &3 <${THRE
* esxcfg-info -a -F xml
* esxcfg-mpath -1
* esxcfg-scsidevs -a
* esxcfg-scsidevs -1
* esxcli software vib get
find /proc/scsi -type f whilereadline ; doecho $line ; cat$line ; done
* SA_VERSION
® uname -m
® uname -n
" Jusr/lib/vmware/vmkmgmt_keyval/vmkmgmt_keyval -a’
« * Jusr/lib/lvmware/vm-support/bin/dump-vmdk-rdm-info.sh $vmx_paths’
* vim-cmd /vmsvc/getallvms
* vim-cmd vmsvc/snapshot.get $VM IDs

* vmkload mod -s nmp

14



* vmware -1

® vmware -v

Cisco f<{TRE
* sUMAfERA fcdomain domain-list
* sHfAIfER FLoGI BUREE
* AR R
* sYNMAIfER MRS
* sUNfAIER vsaN
* sINfAIfERA XS
*© s FERRES
®* uname -m
* nssshow

* sswitchshow

* vehRZs

* XiEg

* vim-cmd vmsvc/snapshot.get $VM IDs
* vmkload mod -s nmp

* vmware -1

® vmware -v

Brocade S5 <1TRE

* nssshow

* sswitchshow
* vehR#
* X

ML ERE RSB ITHERESR

TR IR EE X ITHMEFMERSE, VM ENNAREFURIEENRE EMir TR ES
MER " (7- RIUTETEETRIABNTERERE) " AERIFANTE T IAFANEHEE
EIM@EW%%K%,u&wwﬁﬁﬁgﬁﬁ%ﬂIMH%EEM%?EM%HE&

EHo
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