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New Virtual Machine X

A
v 1Select a creation type Select storage
+ 2 Select a name and folder Select the storage for the configuration and disk files
+ 3 Select a compute resource
Encrypt this virtual machine (Requires Key Management Server)
4 Select storage
— VM Storage Policy [ Platinum -
5 Select compatibility
() Disable Storage DRS for this virtual machine
6 Select a guest OS
7 Customize hardware
St . L
8 Ready to complete Name v Co°':;iiibimy Capacity Y | Provisioned Y Free T Type T cu
\ B vvolsiscsl Compatible 100 GB 40.74 GB 64.88 GB vVol
O @ VVOIsNFS2202... Compatible 27TB 36.88 GB 196 TB vVol
O B local-esx01 Incompatible 3.63TB 1.46 GB 3.63TB VMFS 6
O @ local-esx07 Incompatible 1.81TB 3.85GB 1.81TB VMFS 6
O B local-esx08 Incompatible 1.69 TB 143 GB 1.69 TB VMFS 6
O B local-esx09 Incompatible 1.81TB 3.85GB 1.81TB VMFS 6
O @ local-esx15 Incompatible 3.63TB 1.46 GB 3.63TB VMFS 6
O B tieroo1_ds Incompatible 227TB 23.73TB 18.09 TB NFS v3
~ - . . . PO, PR, PO, [ N

CANCEL BACK NEXT

—BEIMNITAECE, VASA IREBRFASLNESHNE, HESNETHBNSRBINET vCenter FRVERIZEE
RPN EE ST,

RN AR SR

Storage Policies -

VM Storage Policies

AFF_VASAIO

VM Storage Policy Compliance

X Noncompliant

Last Checked Date

5/20/2022, 12:59:35 PM

VM Replication Groups

CHECK COMPLIANCE
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fEFONTAP LA IR EINETFERE
GREEECEONTAP BURFMEENEN. EEHEIESO. AFIEE VMware tools_>_ProVision DataData

e BE
Create datastore Type
1 Type
Destination:
2 Name and protocol
Datastore type:
3 Storage
4 Storage attributes

Summary

[() Cluster-01

[j] NFS
() VMFS

© vvois

* EEVols"HHR AR XHRIR. AEERFIFEMIN. EH A LR HEBUEFERE RS ER,
° ONTAP Tools 10.35ASA R2,

Create datastore Name and protocol

el

| -

Type
Datastore name:

Name and protocol
Protocol:
Storage

Storage attributes

Summary

* PERASAR2RLSVM. AFETE il o

vWols_Datastore

ISCsI v
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Create datastore

@1 Type

© 2 Name and protocol

3 Storage

4  Summary

* BBF Finish _

Create datastore

@1 Type
© 2 Name and protocol
© 3 Storage

4 Summary

* B AR
° ONTAPT A 10.3, LIKRASAr2 ZHIHJONTAP FAS. AFFFIASA .
* EEDIY

52

Storage

Choose a storage VM where the datastore will be created.

Storage VM name

—~

O rtp-atk-cO1/ svm1
4

[ Manage Columns J

v Advanced options

Summary

A new datastore will be created with these settings.

Type
Destination:

Datastore type:

Name

Datastore name:

Protocol:

Storage
Storage VM:

b ¢

) rtp-a400-c02 / svm_iscsi

() rtp-a400-c02 / svm_cluster

Cluster-01

wvols

vVols_Datastore

iscCsl

rtp-alk-cOl/svm1

Tier

Performance

Performance

Performance

) ¢

Platform type
AFF
AFF

ASA 12

Y

QoS configured Y

No

No

No

3 Storage VMs

»



Create datastore Name and protocol

| @1 Type

| 2 Name and protocol

Datastore name: NFS_vVols

Protocol: NFS 3

3 Storage
4 Storage attributes

5 Summary

* FEESVMH BT _nXT,

Create datastore Storage

@1 Type

© 2 Name and protocol
Storage VM name

23 serage () rtp-a400-c02/ alpha_new
rtp-a400-c02 VS2
©) 4 storage attributes o P /9p
@) rtp-a400-c02 / alpha2
5 Summary

@] rtp-a400-c02 / cifs_depot_alpha

Manage Columns J

v Advanced options

S

Choose a storage VM where the datastore will be created.

Tier

Performance
Performance
Performance

Performance

Platform type

AFF
AFF
AFF

AFF

b f

QoS
configured

No

No

No

No

8 Storage VMs

5 {

- RERINS S ERIAS, ABIEEREN, WEE, FONTAPTA 10.3 %, EAMFERERAES
5. EAPIUFHTNE NG, UIEONTAPERFIISNTME, SE T
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Add new volume

() singlevolume @ Multiple volumes

Volume Name: * NFS_wVols_Volumes

Volume name will be appended with sequential numbers. For
example, <volume_name>_01, <volume_name>_02 and so
on.

Count: *

Size (GB): * 1024

Space reserve: * Thin

Local tier: * aggri_alpha_01(22.86 TB Free) v

Advanced options

Create datastore Storage attributes X
Create new volumes or use the existing FlexVol volumes with free size equal to or greater than 5 GB to add storage to
@1 Type the datastore.
%2 Hameandpiatacol Volumes: © Createnewvolumes () Use existing volumes
4 Storage attributes Name v | Size v | Space reserve T QoS configured Y Local tier
NFS_vVols_Volume... 1TB Thin No aggri_alpha_...
5 Summary
NFS_vVols_Volume... 1TB Thin No aggri_alpha_...
: NFS_vVols_Volume... 178 Thin No aggri_alpha_...
NFS_vVols_Volume... 1TB Thin No aggri_alpha_...

4 Volumes

* B Finish _
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Create datastore Summary X

A new datastore will be created with these settings. A
@1 Type
Type
© 2 Name and protocol Destination: Cluster-01
Datastore type: wvols
© 3 storage
Name
© 4 storage attributes
Datastore name: NFS_vVols
Protocol: NFS 3
5 Summary
Storage
Storage VM: rtp-a400-c02/gpvs2

Storage attributes

Create volumes

* R AR SIEFHEERN R E R RANONTAPTAXR EFEFE NS,

B NFS_vVols | : actions
Summar, y  Monitor  Configur Permissions Fil Hosts VM
ONTAP storage
Datastore protocol: NFS 3
ONTAP cluster: 1p-ad00-c02
Connectivity with Hosts Storage VM: gpvs2
Protocol Endpoints
EXPAND STORAGE | [ REMOVE STORAGE )
Capability sets —
Defaultprofiles ~ Volumename v | Locaitier ¥ | Thinprovision ed v | spaceutiizea ) Qos confi
NetApp ONTAP tools » NFS_vVols_Volumes_01 aggri_alpha_01 Yes 0% No
ONTAP St e NFS_vVols_Volumes_04 aggri_alpha_01 Yes 0% No
na NFS_vVols_Volumes_03 aggri_alpha_01 Yes 0% No
NFS_vVols_Volumes_02 aggri_alpha_01 Ye 0% 1 No

s ITE. EALUMvCenter UIHRY policies and Profile _SZEE 12 RN 1265 SRR

BVMMESEIRFMHEETZEIVvol
BVYMME R EIIRFMREETRZ DIVl BB E R EM G E R A IIRFEMREEZ BB IVM—IEE R, RERFEII.
SRE MIRIED | RAIER TR, FHIEZRTEEE change storage only"s HITRRA. ERSEBVvolBUIETZEE

CEAIVMTEfEERBE. XFTFSAN VMFSEIVvolfEFS. mILUfEAVSphere 6.0 B SR A ENEH T AKigfE. BR
BEMNAS VMDKEIE I Vvol,

fERREEEIEVM
ELNETREEHEFHECE BRI, BRECESFIREFMEINEAN LAY EIMEFERES.

@ 5%chihrA—1¥. ONTAPTE10.0REBREFBERFMEINGEEEX 4. MEEEREVMFE
ERB& 2 B FRTE MR fEThRE.
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EFERIERVMTFAE SRS

7£ vSphere 1, EIANIFMEREEE TEIEREIIEE, FIWNTEAE 1/O £HI3% vSphere IIZE, B 1iE5vVols—itc(#
B, UEANEMVIN B ENTZETIEE. FH" NetApp "1ZE3EE, BXFHONTAPIA VASA Provider BY/R {7l

, BB vmware-vvols-ontap.html#Best Practices[f£f NFS v3 _ERIvVolsi# TR A BRI R G,
NetApp.clustered.Data. ONTAP.VP.VASA10" &RV SIEETF vWols BI¥IRFE—HC R,

BIRTFERES /5. BIRITEECETVMBY (A% 5RES,

= vsphereClient QO

o N VM Storage Policies
Policies and Profiles

&2 VM Storage Policies CREATE
£ VM Customization Specifications

o Quick Filter £n)
[f Host Profiles

i Compute Policies )] Name
i Storage Policy Components VM Encryption Policy

VSAN Default Storage Policy

ve
@ vcf-veOl.ontappmtme.openenglab.netapp.com

@ vcf-vcOl.ontappmtme.openenglab.netapp.com

N U
VVol No Requirements Policy @ vcf-vcOl.ontappmtme.openenglab.netapp.com
Management Storage Policy - Regular @ vcf-veOl.ontappmtme.openenglab.netapp.com
@ vcf-veOt.ontappmtme.openenglab.netapp.com

Management Storage policy - Thin

Management Storage Policy - Large @ vcf-vcOl.ontappmtme.openenglab.netapp.com

@ vcf-vcol.ontappmtme.openenglab.netapp.com

Management Storage Policy - Stretched

Management Storage Policy - Stretched Lite @ vcf-veOl.ontappmtme.openenglab.netapp.com
Management Storage Policy - Single Node @ vcf-vcOl.ontappmtme.openenglab.netapp.com
Management Storage policy - Encryption @ vcf-vcOl.ontappmtme.openenglab.netapp.com
Host-local PMem Default Storage Policy @ vcf-vcOl.ontappmtme.openenglab.netapp.com

=]

vcf-veOl.ontappmtme.openenglab.netapp.com

VSAN ESA Default Policy - RAIDS

=

Create VM Storage Name and description %
Policy
vienter Server. @ VCF-VCO1L.ONTAPPMTME.OPENENGLAB.NETAPP.COM v
Name: NetApp VM Storage Policy

Description:

Create VM Storage Policy structure %

Policy

| o Host based services
1 Name and description

Create rules for data services provided by hosts. Available data services could include encryption, I/O control, caching,

. etc. Host based services will be applied in addition to any datastore specific rules.
2 Policy structure -
[_| Enable host based rules

Datastore specific rules

Create rules for a specific storage type to configure data services provided by the datastores. The rules will be applied
when VMs are placed on the specific storage type.
[] Enable rules for "vSAN" storage

:\ Enable rules for "vSANDirect" storage
[ Enable rules for "VMFS" storage

Enable rules for "NetApp.clustered.Data.ONTAP.VP.vvol" storage

\:\ Enable tag based placement rules

Tanzu on vSphere Storage topology

Create a Zonal rule for storage topology that will be applied to all other datastore-specific rules in this storage

policy.
\:\ Enable Zonal topology for multi-zone Supervisor
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Create VM Storage
Policy

1 Name and description

2 Policy structure

NetApp.clustered.Data.ONTAP.VP.

vvol rules

Create VM Storage
Policy

1 Name and description

2 Policy structure

NetApp.clustered.Data.ONTAP.VP.

vvol rules

Create VM Storage
Policy

1 Name and description
2 Policy structure

NetApp.clustered.Data.ONTAP.VP.

vvol rules

4 Storage compatibility

NetApp.clustered.Data.ONTAP.VP.vvol rules

Placement Tags

Platform Type @

Tier @

Space Efficiency @

{ ADD RULE v ]

QoS I0PS

AFF

Performance

Thin

NetApp.clustered.Data.ONTAP.VP.vvol rules

Placement Tags

Platform Type @

Tier @

Space Efficiency @

QoS I0PS @
MaxThroughput IOPS @

MinThroughput IOPS (@

Storage compatibility

COMPATIBLE INCOMPATIBLE

\:'\ Expand datastore clusters

Quick Filter  Enter value
Name Datacenter
B NFs_vvols Raleigh

Type

vVol

AFF

Performance

Thin

10000

REMOVE

1000|

Free Space

3.80TB

N

Compatible storage 4 TB (3.8 TB free)

Capacity Warnings

4.00TB
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Create VM Storage Review and finish x
Policy

1

2

4

General
o Name NetApp VM Storage Policy
Name and description
Description
vCenter Server vef-vcOl.entappmtme.openenglab.netapp.com

Policy structure
NetApp.clustered.Data.ONTAP.VP.vvol rules

Placement

NetApp.clustered.Data.ONTAP.VP.

Platform Type AFF
vvol rules

Tier Performance

i Space Efficiency Thin

Storage compatibility

QoS I0PS

5 Review and finish MaxThroughput IOPS 10,000
MinThroughput IOPS 1,000

CANCEL [ BACK ] FINISH

fEFONTAPTE#{T|4REEE

ONTAPT AfFAHCHFEHRE B EEMINVVOIRETEVVORIEEMEET EE A —NAHASARSA N R
f£FlexVol volumeH. ZXEBBASA R2ARZIITF(E ] B 14 X185 (Storage Availability Zone. SAZ)H, HEEURTF
E&EEFEESVMEMERIRAIILE, XIFr UIRGRIIEEEENGSEEREIEENEEEER,

SEoattreTheE (Flals &K I0PS) FEIEAMFNEE,

* A ATEVMERBR RS E B/ VI ER KIOX o

° BEREERR IOPS RAEIZvVols LAY QoS, EEIR VM REREMNAEIERIZREN VM, &, &

FILIBIEE—NEAFRTE I0PS BUHRES, FENATEREM L. —iRKiH, BN ARERRSEER
RE X BIREERINHFHEERES , PASRTEREIMI L BRI B SRR RN E],

° ASA. ASAr2. AFFFIFASARERIEEREN IOPIEE, FIENNT RSGEH IR/ NIHEA IOP &

B; BR, IFAFFRARRBEFEARAK IOP K&,

* ONTAP TEERAZRISZIFAIONTAP fRAEIEZ BT IFHZQoSH, FHitt. S MRIRFVMDKERRFKREIES
7 ECAYIOPS,

IEFE SR AR RE AL IR SRR
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VM Storage Policies

CREATE CHECK EDIT CLONE REAPPLY BEEETE

O

Name VC

= Management Storage Policy - Large [ vm-is-vcenterOl.vtme.netapp.com
o g g y g L PP

1O |
m T,

VVol No Requirements Policy [} vm-is-vcenterOlvtme.netapp.com
[ E3 Management Storage Policy - Stretched Lite [} vm-is-vcenterOl.vtme.netapp.com
\':| EB VM Encryption Policy &) vm-is-vcenterOl.vime.netapp.com
\:| E Management Storage policy - Encryption [} vm-is-vcenterOl.vtme.netapp.com
\:| Ea Management Storage Policy - Single Node 5 vm-is-vcenterOl.vime.netapp.com
(] EB Management Storage policy - Thin ] vm-is-vcenterGl.vtme.netapp.com

Ll |

= AFF_iSCS|_VMSP o vm-is-vcenterOl.vtme.netapp.com

3 Host-local PMem Default Storage Palicy [} vm-is-vcenterOl.vtme.netapp.com v

LJ

S |

14 items

FRPE
T ETHEHR T % VMware vwol 5ONTAPTR L & FE BT MR {E LK,

VASA Provider r] %

NetApp VASA Provider5vCenteri&f4+FIREST APIBRS3 28 (LART#R /9 Virtual Storage Console [VSC])LAK Storage
Replication Adapter—i{F I EINIG &N —EF 531517, WRVASA ProviderREI A, NIEAvvol VMG U LT
7. BR. TECIEMMIvolBIBEMEE. I A8IBvvolT K ELSEEIvSphere, XEMKE. HTFvCenterik
EREIEIvWol. ELTEBEIERVVOIlIVM, H BIEEIETRIVMITEE A vMotioniE 5 2 Efth 4.
FIvWolTETEHRTE ElFT E Ao

VASA Provider 7. 1 EEhRASFF—LEHINEE. AIBRIRSEZZAA, ©EERTEEVASA Providerilg
PR IR S BT AR A2, SIRNEIME. WSEHREEXH. ARBHEHRBRS.

vSphere B2 ANIER SRIPEMIES KBRVMBZ IR, EVEGFMNSEHRIER MER Y] BIEIhaERAD
BER—PHRP, EFERAXLINRE. TEXNEIRSHITEMEE,; REFERRAEvSphere 5 A B 1TRCERNA,
elle@dMit. HZNetAppzHF.

vSphere High Availability A2 A BR B N TE &R £ PR E FHERE P S — W EEFBIEPN. vSphere
Fault Tolvance Fli@id gli2— MFEE HIH r EAHEEN —REPMVIRIEES T AN, EXXLEENENEER «

BB EATVMware vSphereBJONTAP T EX4(FIONTAP TEEE S8 F %) LUK VMware vSphere XX i3(
JBTEESXiflvCenter Server F&#kvSphere ] A4 ).

ONTAP TEVASA Provider= B KB RvvolBLEZ D EIFEEONTAP R4t. HAvwollE B7FETEFlexVol £t
#ER. WSRONTAP THIGEREERREMATA. G URMIREHEEMIZTHSANEE, BXVASA
ProviderZE L BRIFAER. BSUIHAIREXE:

"UN{EIHATTVASA Provider R3S —fRR 75 S45m"

EEH

ZONTAP EF {£ANetApp SnapMirrori§ B SRR EEE BIE —RFERR. ARTERERENER=
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New Protection Group Type X

1 Name st dif action Select the type of protection group you want to create:

° Datastore groups (array-based replication)

2 Type Protect all virtual machines which are on specific datastores

1 Individual WMs (vSphere Replication)

Protect specific virtual machines. regardless of the datastores

() Wirtual Volumes {(vVol replication)

Protect virtual machines which are on replicated vvol storage

1 Storage policies {array-based replication)

Protect virtual machines with specific storage palicies

Select array pair

Array Pair T 7 Array Manager Pair T
& clusterl:svmi — cluster2:sym2 vel array Mmanager — Vo2 array manager
+” clusterlisvm3 « cluster2:svm4 vcl trad datastores « vc2 trad datastores

CANCEL BACK MNEXT
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Clustered Applications:
vSphere Metro Storage Cluster (vMSC)
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vSphere Metro Storage Cluster (vMSC)
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3. AEBIRHIETONR. AE%EFR"New Cluster"(Fr25EE%), TEMT. HWREBAvSphere DRS

FvSphere HA, SERES

New Cluster Basics
Name MCC Cluster
Location R Raleigh

@ vSphere DRS

@® vSphere HA

CHCN.

VSAN
Enable vVSAN ESA (D

Manage all hosts in the cluster with a single image @

Choose how to set up the cluster's image

@ Compose a new image

O Import image from an existing host in the vCenter inventory
() Import image from a new host

[_] Manage configuration at a cluster level (T)

1. EFREBHEIREIRN K, %EFvSphere HA. ABRERIE,
2. 7£"Host Monitoring"(EHEEIE) T i%EHE"Enable Host Monitoring" (/8 F A 4545110,

Edit Cluster Settings | MCC Cluster X

vSphere HA @D A
5

Failures and responses Admission Control Heartbeat Datastores Advanced Options

You can configure how vSphere HA responds to the failure conditions on this cluster. The following failure conditions are
supported: host, host isolation, VM component protection (datastore with PDL and APD), VYM and application.

Enable Host Monitoring @ @)

> Host Failure Response Restart VMs

> Response for Host Isolation Disabled

» Datastore with PDL Power off and restart VMs ~

> Datastore with APD Power off and restart VMs - Conservative restart policy
> VM Monitoring Disabled
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1. ADTESEFIANED -+ EAIVM

T EERVMESIT IRV MA N B2 SR,

Edit Cluster Settings | MCC Cluster X

N

> Response for Host Isolation

> Datastore with PDL

Disabled

Power off and restart VMs

» Datastore with APD

v VM Monitoring

Enable heartbeat monitoring

Power off and restart VMs - Conservative restart policy

VM monitoring resets individual VMs if their VMware tools heartbeats
are not received within a set time. Application monitoring resets
individual VMs if their in-guest heartbeats are not received within a set

time.

() Disabled

{:J VM Monitoring Only

Turns on VMware tools heartbeats. When heartbeats are not
received within a set time, the VM is reset.

o VM and Application Monitoring

Turns on application heartbeats. When heartbeats are not received

within a set time, the VM is reset.

1. f£"Admission Control"CENIZHI) T EHABENIZHIEINIE & 7" Cluster Resource resource"(SEB X RFNER)

90
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Edit Cluster Settings | MCC Cluster

vSphere HA @D

Failures and responses Admission Control Heartbeat Datastores Advanced Options

Admission control is a policy useda by vSphere HA to ensure failover capacity within a cluster. Raising the number of

potential host failures will increase the availability constraints and capacity reserved.

Host failures cluster tolerates 1 <]

w

Maximum is one less than number of hosts in cluster.

Define host failover capacity by Cluster resource Percentage

() Override calculated failover capacity.

Reserved failover CPU capacity: 50

Reserved failover Memory capacity: 50 <

C) Reserve Persistent Memory failover capacity @

% CPU

% Memory

Override calculated Persistent Memory failover capacity

- - BRI

- BEHE"
- VeERDRSH B LR,
- RSN ARFER. SWEE BN ESIRENFE.

Edit Cluster Settings | Mcc Cluster

vSphere DRS ()

Automation Additional Options Power Management Advanced Options

Automation Level Manual

DRS generates both power-on placement recommendations, and migration

recommendations for virtual machines. Recommendations need to be manually

applied or ignored.

Migration Threshold @

Conservative
(Less (3) DRS provides recommendations when workloads are moderately
F t imbalanced. This threshold is suggested for environments with stable
requen workloads. (Default)
vMotions)
Predictive DRS @) O Enable

Virtual Machine Automation @ Enable

Aggressive
(More
Frequent
vMotions)
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Edit Cluster Settings = cpoc ¥
vSphere HA ()

Failures and responses Admission Control Heartbeat Datastores Advanced Options

vSphere HA uses datastores to monitor hosts and virtual machines when the HA network has failed. vCenter Server selects 4 =

Heartbeat datastore selection policy

QO Automatically select datastores accessible from the hosts
O Use datastores only from the specified list
@ Use datastores from the specified list and complement automatically if needed

Available heartbeat datastores

Name 1 Datastore Cluster Hosts Mounting Datastore
& an N/A 2 =
8 o2 N/A 2
8 o N/A 2
8 022 N/A 2
O & o3 N/A 2
0O 8 o32 N/A 2
0O 8 a4 N/A 2
0O B a2 N/A 2 =
1 items -
o
[RE=t=tr A

BXFAEE, 158 MW "VMware vSphere Metro Storage Cluster 22X YSEER"

MRHAEE PN ENEMEHERPNEM TN ERE. WSREREEH, BRIABERT. vSphere HAYfE
FHEHEBENEMNBRIANXEARIARS M, B2, B UABERITpingiREN TN EHMRE M, LIFE
BENMATRBMN, IR N HRITpingi R EMREIP. EMNhEE—1. B7EBMXIP, ERAMvSphere

HAS 1% & /9 "as.isolationaddress"s Altb. EAILUEFAONTAPSLA#ZSSIPHL,

93


https://www.vmware.com/docs/vmw-vmware-vsphere-metro-storage-cluster-recommended-practices
https://www.vmware.com/docs/vmw-vmware-vsphere-metro-storage-cluster-recommended-practices
https://www.vmware.com/docs/vmw-vmware-vsphere-metro-storage-cluster-recommended-practices
https://www.vmware.com/docs/vmw-vmware-vsphere-metro-storage-cluster-recommended-practices
https://www.vmware.com/docs/vmw-vmware-vsphere-metro-storage-cluster-recommended-practices
https://www.vmware.com/docs/vmw-vmware-vsphere-metro-storage-cluster-recommended-practices
https://www.vmware.com/docs/vmw-vmware-vsphere-metro-storage-cluster-recommended-practices
https://www.vmware.com/docs/vmw-vmware-vsphere-metro-storage-cluster-recommended-practices
https://www.vmware.com/docs/vmw-vmware-vsphere-metro-storage-cluster-recommended-practices
https://www.vmware.com/docs/vmw-vmware-vsphere-metro-storage-cluster-recommended-practices
https://www.vmware.com/docs/vmw-vmware-vsphere-metro-storage-cluster-recommended-practices

Edit Cluster Settings | cpoc )
vSphere HA ()

Failures and responses Admission Control Heartbeat Datastores Advanced Options

You can set advanced options that affect the behavior of your vSphere HA cluster

o Add
Option Value
das.lgnoreRedundantNetWarning true
das.isolationaddress0 "O 61.99100
das.Isolaticnaddress? F'O 651.99110
das.heanbeatDsPerHost 4

FRINA Jads.heartbeatDsPerHostHE k1% & AT LU NS SEGEEEENRE, FRINMONIE S EHIETEE
FE(HB DSS)—E ML SN, FRA"MIIRPIERERE"ET, XBHNEN. BANR— LR LZERE. &N
FERPHB DSS, BER. XLEHIEFR BT MetroClustersfSnapMirror E BhH[E L #1T1R P

BXEMEE, 5B "VMware vSphere Metro Storage Cluster X AYSZER"
i& FIFNetApp MetroClusterfJVMware DRSF<Ex

FEATH. FEITE IMetroClusterfFERE ML R\EBAIVMA ENIBIZEDRSA, Afa. FKiEEVM\Hostil
M. FEVMENSAMEER R RBEERIF . Fla0. MmARNVMETFVMAsitea_vm, IhRARNFENBETFE
HHsitea_hosts, & TR EVM\HostFRMA, F{ 135t site_vmiZ{Esitea_hosts I EN _EIETT.

* NetApps2ZUZ I EAME NAALAPNEN LIZTT, MABE BREALEPHNEN LIZTT
"o SNRIGSAENAERIE. MFEEBEIvSphere HATEIE =B EH L EF B RhIARAR
VM. BE—MERAFHAERRBELAB EHNVM, RAXE—FEMRN, si—HIEE
— RN, EREHARZERZNE. MMmSEI A AiEmaFEae.

c EALSIBEETEHNER. HEMVER VM- REMERN B 0L % ZR, EvSphere
Clientd. FNEIMNAINFLIR. FAFIEF"VM is violating VM-Host Affinity Rule "fE S {4t
%23, BXAEMBEZRIEMEE. 1FBH " vSphere 5= EE" XA,
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Create VM/Host Rule | Cluster-01 X

sitea_affinity

Name Enable rule.

Type Virtual Machines to Hosts v

Virtual machines that are members of the Cluster VM Group sitea_vms should
run on host group sitea_hosts.

VM Group:

| sitea_vms v
IShouId run on hosts in group v
Host Group:

| sitea_hosts v

RIERE QB HURTEESRE
BN NEREEBIEFEESS. BmUTIR:

1. {EFvSphere Web Client. ¥|%1%"Storage"(17fi#) FTHAEBFFRTERIEIEE O
2. AP REERONR. FAFIEF"Storage"(T£1#%)>"New Datastore Cluster" (i EIBZEEEEE).

*EFHONTAPIEAERY. B INZB7EEDRS,

*BE. TREEBAFEREEFEDRSATONTAPERERY,

- ONTAPIZ{tE DH7EENEINE. FINESSIEMS. BIEEAMAIESER. XLETaErTAE
&SR EDRSHIEN.

* NRETEAZONTAPIREE, NiStorage vMotion&EIREBHRBVMEIZS, XEJAESIRSZ
fEF) AR, HATREFMINetApp SnapCenterZFIRIRVM R ELONTAPIREBHI &4 N AIER o

~ Storage DRS automation

Cluster automation level () No Automation (Manual Mode)
yCenter Server will make migration recommendations for vitual machine storage, hut will
not perform automatic migrations.

() Fully Automated
Files will be migrated automatically to opfimize resource usage.

1 EEHASRE. SAERE Next'(F—F).
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55 New Datastore Cluster ?) bb

+ 1 Name and Location Select all hosts and clusters that require connectivity to the datastores in the datastore cluster

+ 2 Storage DRS Automation i Filter | (1) Selected Objects

+ 7 Storage DRS Runtime e
Settings [Ciusiars' Standalone Hosts

g 4 Select Clusters and Hosts

5 Select Datastores

Namsz

¥ [J) MCC HACluster

1. EFETRANSIEEFEE. ARBEET P,

59 New Datastore Cluster 2w

v 1 Nameo-and Lotcation Show datastores connected to all hosts - (@ Filte ~)

b4l 2 Storage DRS Automation Name Host Connaction Status Capacity Fres Space Type
« 5 Storage DRS Runtime ¥ sitea_infra @ All Hoste Connect.,  10.00 GB 10.00 GB NFS

Settings
¥ sitea_infra2 & AllHosts Connect.. 10.00 GB 10.00GB MNFS
v 4 Select Clusters and Hosts

'l 5 Select Datastores

6 Ready to Compiete

1. BEEEG. AFRETEM.

&=
2. §8 FRSBLQIEILABEIBFEESER . HIIERE{UERE T it mBIAIREMEE,
vCenter Serverd] Fff

1&HIvCenter Serverig & (VCSA)R@idvCenter HAFTTIRIF, i@idvCenter HA. 0] LATE— 1 EBP- 4R EIHAXS
FEEFMINVCSA, BN —1, EEIL7E LifI%EE XvCenter HARE %{Z 2 "docs.vmware.com”s

SRIPIRI RIS B SR I A )
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BRI S 2 H R ETIY TAE Mt RIFFAE R A 1%

MetroCluster#lSnapMirror E &A1 # T = ME L E T RIATH RSN S AR RISEURESR R RTS X!

* URAM. BTHLERIBAMEE

* HMBE MRS E R AHHARE

* EENEREFRIFP-EBIREENR PRGN REESE BIRER. REMERS
EXBREERMNAMREHREN A ULEBLEIT. HEEREIEAGEEMRENTRIEF.
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27EfiE.

RER— 1 EUERE. BRI TREES— I TN RNFMEUEIRRERS. k. MEIESMEERE
7E. FER R ITRINB(FIINERI TR LEIFSHONTAPFHEREY ). AT AR TSN (TS = B s sl iR i P&

97


https://docs.vmware.com/en/VMware-vSphere/8.0/vsphere-availability/GUID-4A626993-A829-495C-9659-F64BA8B560BD.html

FH)o

7E1ZEHAEl. MetroClusterFEEFHINAS LUN= Behi# T &S, B=E. SAN LifsA2#{THEHTE,; e
Y43 (F B HE P 755 (Logical Unit Number. LUN)BEZERR,

BXHAEEMZEFEMAEE, 580 "HANEERR", BEIENE. ITEEHFIHFE FMetroCluster
g SnapMirror;&Eh[EIH .

NR— b BRI R RERE T R SEE 4P M= fERMetroCluster# T Rk, H—MbRiEE
AR F R REENES)MMEN. #EE R ERSVMEBBENHATEI gL R EEHEE. MMEREHEST
Z5H. UHERHENENIAR.

fEASnapMirrorEshEF Y. AFAENEIASBENER. BIME EVBELSEIEIT. ERRIERIFITILRHRER
1. EEFERONTAPIE#RE,

fEFAMetroClusterfYVMS CHIHPE BT
TR HHEER T VMSCHINetApp MetroCluster R GBI Z A fE 15 HZ I FHALE R

BN EFERIZERE

EXMIER T MRAM(BIWAHBAIG . MR, BIHEIEI AN S FCE AR ML 4 ) A £ FE. ESXi

FNZREERENRERRATCATER. NREBIEHB/MLS/ K R E IR E e RN FEIREED
BEZ MR, NESXIRFHITHREYIR. FIHE. EPWIRARRNEITAS. MASRERE. EaddirHt

FERENZTRIE. ATLUREREFET RN,

@ EXMIER T MetroClusterfTAHRB TN, B HIEEFMEETHES BN RPRFTH.

BiELH

7EfEFANFS/ISCSIEMIFER. NetAppEiN AR EVSwitchFHINFS vmkernelif = /D ERE MR _E1THERR.
FEE AP HRvSwitchBREINFS vmkerneliZ AR 4H AL B ABEIAIMLE _E1THERR, NICHPER] LIECE A E&h-
FrHED-FH-

IEgh. XFFiSCSI LUN. 0@ S vmkerneBEO4FE RiSCSIMKR G KB L R1R. BXFAEE. 5
i#vSpherefZ i X1,

ERfESEEL

EFEBYABELUNRYIFIE R, NetApp BN E/DEEER TMNHBA. LUf{RHHBA/Port4Rk 3 AIHE Ik S AE
7o NetAppiR BN BE N XMREMER. NENBIRPXEEENBERF.

N fEFRREINEFEER 8 (VSCHR B ZHIZRES. EANEXINAEMBIMILEBINetAppFiEIR IR B R,

BANESXiFE A EKE

98


https://docs.netapp.com/us-en/ontap/high-availability/index.html
https://docs.netapp.com/us-en/ontap/high-availability/index.html
https://docs.netapp.com/us-en/ontap/high-availability/index.html
https://docs.netapp.com/us-en/ontap/high-availability/index.html
https://docs.netapp.com/us-en/ontap/high-availability/index.html
https://docs.netapp.com/us-en/ontap/high-availability/index.html
https://docs.netapp.com/us-en/ontap/high-availability/index.html
https://docs.netapp.com/us-en/ontap/high-availability/index.html
https://docs.netapp.com/us-en/ontap/high-availability/index.html
https://docs.netapp.com/us-en/ontap/high-availability/index.html
https://docs.netapp.com/us-en/ontap/high-availability/index.html

E Mgmt h;etwork %
= i =
Switch Switch
% Mgmt Network %
= 5 =
Switch Switch

¢ = Storage Network ¢ =

% (FC/iSCSI/NFS) %

Switch Switch

@ Storage Network E
=% {FcfisglmFs) =

Switch Switch

7 E—
A | Long-haul ISLs | A N—F——

1

FC Switch

10 GbE Cluster Interconnect

FC Bridge Al 1

Al Plex 0

I A2 Plex 0 I

AlPlex 1

I A2 Plex 1 I

B1 Plex O

I B2 Plex 0 I

[ FC Bridge B2 [

Bl Plex 1

I B2 Plex 1 I

—0 FC Bridge A2 []

HA Interconnect

HA Interconnect

10 GbE Cluster Interconnect

L ——
FC initiators and FC-VI connections
FCinitiators and FC-V| connections

B, Long-haul ISLs = =

) FC Switch FC Switch ) J
= ? =
=) Cluster Peering Network =

EXMIER T MRESXIENRERIE. VMware HASEEF RN ET R S0 NE ENHIE. EAERBIZRNE
WIES. ATHEENEEHEEXRAFAZNANESL X, ENRSEEHIEFMEEFLNR, NRSERN R,
ESNHEIVNERIPHIIMITR ZIRERAITRANE, MRAMEXEREHANEE. NWETRSFUEEN
FRANEEEN. HBEELSEEN LBTHRE EIWE SRR TR LTEEEN LEH B,

MR EEEDRS VMA EH KB EFM N (VMEBsite VMsHRIVMEETITENHsite_hostsHHIEHN]). MHAET =
SEENELSA LN BERERINRILSALSETAEN. ETaESREREEEBEN _EHVM

MR AL RFERIFRE. WEMVAIESES — R RESXIENLEE, B2, MRFEMIITERZRIZ M
Ih R PR TSR FERESXi A ER 7RI, MEXHIDRS VMA ENKEMEIMMEG Z#HITELE, 4
SRDRSIKENFEN. NINetAppZIEADRSH N AR I LAE EEIMIKE,

EXFER T MetroClusterf¥ TR B L. FiEHRIEFMETES BRI RRSTH.

ESXiEHIRE

99



E Marit JN;Etwork E
= : =

Switch Switch
=5 | Mgmt Network —b

I = ' l =

Switch Switch

Q- Storage %detwork h
m {FC}iS(?SI;’NFS} __»

% Storage Network _ﬂ
_q (FC/ISCSI/NFS) 0-‘_

EXMIER T MRESXiENNEEMLEXF. HARBEDPHNET REASWREEAEIES. FIbbEHEE
MEPRE. ERESIBFEERRERNELZNEREE. TTRIFREITHIEFMEEFONES, NREFE.
METRZERENERS. RELENREN. ENAILOERXABRR. XHAEMI. EERSEMTILST
IR, FRE M EIERINE 307D,

EXMIESR T MetroClusterfUiT RSB TN, FiESiEEFHEETES B R FERFTH.

ML IR E

AEXMER T LIRN U LHENE NMEEINNE, TIEMNTHEMA R M. MASREiERSS. WEREEER
RESFMAHMEITIZN, BERETHELERN. BARE— MR TFEDIRES. EREERER. ZRMEY
RABEMEMRL UERME. ENETE. BaBEMMENERREERN. WR—TRAIDAREM ML
ERVBE R IR, MBS ERM,

100



No interruption to
data services

...................................................................................................................................................

= |_Storage Network d
| = s | S

‘ Switch Switch
| E ! _q Storage I‘-:letwork hq E_
: = [ rescnes) | : -
Switch i Switch
2 or more disk or ] Data is survived
an entire shelf go i e on the surviving
offline (A1 Plex0) ; plex (A1 Plex1)
Offline Al A:ggro Read-Write
e } Degraded Mode
- The aggregate
2 Al Plex0 6 shows as degraded- = Al Plex1
ESsdsssssssssassssssssssssssasss = mode until disks jescsssssananan
L \shelf replaced J—
! Read-Only : Bl A:ggro Read-Write
: . g
s . i | . <
: 1k } ! ; VM2-vmdk
1 i L
\_______ _ BiPlexi | B1 Plex0
Cluster A < Cluster B
Site A Site B

“[ER]

* TEUtHAE. EPM/OEBRIERSZEIRM. BMEI TR, EAKERETISLEER NITIZHEZR5RIAY,
BB HIZR AR
EXMIE R T —’Pﬁ.‘j,.ﬁ“J:E’\Jﬂﬁ’l\ﬁﬁﬁﬁ%ﬂﬁﬁz—ﬁiﬁﬁﬁo BTFSMEREE—THAN., BElt— T RAE
HEZZERMBMRAREEBIS— TR flil. MRTRAKERE. HEENTEMEEaMERE

TRA2, EHWNASREIRME. IﬁFﬁﬁE’Jplexes%M%ﬁ_Jﬁﬁo %_’\1«55*5(815&182)71' ZEMm. It
5h vSphere HARZITIEMIRME. EAERFHET RIFFHREMSBLNES,.

101



E Mgmt N:etwork E
Switch Switch
E Mgmt l%letwa rk E

hﬂ Storage IiNIetwork hﬂ
= (FC/iSCoNFs) [

[——:1 : (=1
Switc

Storage Network

= =
q (FCfiSFSI!NFS) #

» | Long-haul ISLs | 4 '
! v h '
I i 1 1
] I I I
| 1
| I ! | | .
& : S . - | & ] il
I g i g '8 : T
|5 Iy g Al Plex 0 Al Plex 1 |5 : 4
B 2 < | & i !
' 2 - 3 A2 Plex 0 A2 Plex 1 g i i

I B g & l—l l—l t= £ £
3 12 g B1 Plex 1 B1 Plex 0 Lo ;! 5!
2 < £ I I i B E i"} 1
'y £ = b B2 Plex 1 I B2 Plex 0 - =1 2
o i | S < St
1@ ] 8 | 2 - g I
18 ! = B FCBridgeA2 & B FCBridgeB2 & & 1 21
: ' o |2 i :
I I . | & | |
1 1
l I | : .
| [ . : I
Long-haul ISLs [/A——4 _F——}— " -4 ]

FC Switch FC Switch
=D Cluster Peeriing Network %

NRHPERE BB RINREN—I (T RATPERTEEIA2), WIEESRAREAMPER L SATTEMPER, U5 SBA]
RER R ERERIR

STHRATVIB) SRR PR

EIEMLE & £ AR B HE RS B

Switch ! Switch
— !
=, =
== it ]
= =
Switch Switch
P LR T TS SR TR T P LRF P EREFE FRY TR e P R R P LR P PR P LS A T

vSphere Stretched HA Cluster

102



EXMERT. NRANFENEENLHISLERR AL E IR, hmARNESXiENE L ESiEmBRIESXiEN#HIT
BEXESHMESX. AARE S ERNESXiENET ARHAEETHET R AIXMEN =, Fitt. BF
PX. SERIMEE. SIMINETHE—ITET R, BTFRIPVME S E L = FEHESEERN R0,

@ ELLERE. BRI RFREITIRES. HEMetroCluster{TAELLIERE FRARAX EEAT . FIE
SEEFEETHS BRI RPNRRTS.

TRAERILE R AT B HE RE AP

I : 1 T [ |

B A1l [ |’ 8 Long-rlsaul I5Ls i 2 . s

| i | - ]
| I ; - -
i 1 wil i 1 ;

& ! 5! . | 5 I %
i E 1 B Al Plex 0 i Al Plex1 % 1 £,
B ig B! | ' £ gl g,
¥ (& 8! AZ Plex O . A2 Plex 1 g 21 s
i T I = |—| | = g1 =1
B i %5 | B1 Plex 1 | B1 Plex 0 5 £ 5

= = 1 ! - 5.
i :g s B2 Plex 1 | EZ Plex 0 E ?'.: B!
3 | i : g . g
| I -8 ! 5 i i

1 2 ! ¢ I

] i | 1

ey, . i == il
Eh | Long-haul 15Ls | A i
4= i
! = Cluster Peering Network =i

EXMER T NRERFENSE LAISLERLEHRE. AR AL =B EERBNEHES
BLUN. RZ7FR. EXTVMware DRSS, LUEEH-FHEE R XEKEERFEMIEMLRREITHAER

LA

TEULHRE.. EIMWSEEZBNER ERIFEITIRES. FEERIBAZT. MetroClusterf T2 BE K. FIEHK
EEEETHES BN R PR .

NRBFEMRERER 7HEXEMN G0, VM1 MIERAZT. MEEEATFAMESEFAT R £ BT
RBREMN LE1T). WA LUES ISLEERRITAZ G0 EIAIE R, BT ISLEERRELFE. Rk mB EBITRVM IR
ZEHEBEENSE. HAFEENRIEEXH. FEARBEEMEXRA, EXLEERT. VMware HARZ
PITEMRIE. RAENEEEBHRXCNES XEEMFEEESBNLRPFXANBE. TEER
7 15k DRSKEXE AL BY EE AL

103



HA does not take any

action since the hosts

are actively sending
heartbeats.

|

on site A but violates

VM1 is supposed to run
DRS affinity rule

% Mamt i\;etwo rk E
= | =
Switch Switch
E Mgmt Network E
Switch Switch

FREIRA B S e B RPN K

. = = :
VM1 will needtobe | J 1 =] Sto rk =D L
h h ‘IIIIIIIIII & With ISL fail
manually;i::s;a rted on e w { % W sto:age ne;:r::: \3;1
| Switch Swatch is unable to write to
a it's disk
| = - one | dasssssassnus —
=, 5) [ —
Switch | Switch
e | = Bl
___Read-Write _ Al Aggro If Read-Only ‘:
| : . ] !
VM1-vmdk | :
3 - )
A1 Plex0 'g ___________ Al Plex1 '
A2 T B2

FElt7=RR. WNERZEIFTEISLERIIEXRA. HEMMNERIKILRES. WMRiXXFmR(GIi. EEMENEF
EMEHINISLEE). B A RTETTEISLERER B R0,

IR Z BIMESXIENHITHX/G. vSphere HARIEKHEHIEFHEELN R, HEAS ML, AHIESXI
FAFREB R SREEFEELN R B ER BN/ EE/LUN, ERARR IR REL =B ERVEMESXiE
MARERE, RARFERNE/EBIEFEEFELN R, hmAERIvSphere HARZ X BB RNL = BRYEIML. (B
KRR RAEEISLEER T AR R R BRESIEEFERE. MRBSHILINER

104



o —
ek
_I

Al Plex 0 Al Plex 1
i A2 Plex 0 | | A2 Plex 1 I§

Bl Plex 1 ! Bl Plex O
BZ Plex 1 B2 Plex 0

1 GhE Cluster interconnect
Ha Interconnect
FC initiators and FC-WI connections
Ha Interconnect
10 GhE Clustar interconiact

FC initiators and FC-v| connections
B APy S P pep—— |

&=n ¢=__
— —

NetAppEBIWHAE RSB M EIMER 7TDRSHM, MZi2is R0 THIERIESNE R XF. EAENETE
e EEFERE. vSphere HARTEA ML R EEFHBINZEM. ISLERMERIG. TiEitm EEITRIEM
NI LE. EATREFER MERERIMACHETTRIE ML,

105



HA Powers on
VM1 in Site A

, .............................. O T R , ........................................

vSphere Stret:ched HA Cluster ESXi-B1 m

L R S
— [l S P
=D 5 | =h VM1 is unable to
Switch | Switch o reach it's
. datastore in site A
= s ork h-'arm.m.;'.—
: = 5 |
Switch Switch
m Al ISL # ISL = Bl
N Read-Write Al Aggro f Read-Only \
' A hostin site A : _ _ :
acquires a lock on | l
the VMDK 1 X :
A1l Plex0 1 N Al Plex1 ,

N mma A) ISL # ISL = B2 |
Cluster A < : Cluster B
Site A [m]] Site B

NetApp MetroCluster/BYFENMMLELEH LRI IRA (8] pEE%Y H T P&

WMR—PHZPMISLEEWE. REFHRSOBETHRER, NRMIMELED LFREISOREEMPE. UKT
Uh B 27 8% 8 BT EEANVRAME FIMVFERR. NS MEHIZS G SR HE AR, B VER—NSLE. B
BohEMEF FiEplexes.

4

TEFBISLXARRENERS NRERARIREEZ—ihm. Eit. MRTEER T UARSE &£ R,
MEERREZHEE. EXMER T BEFTHAEEIREHITNE. MRRIEERKNENTZE
EAETARCRL. MEES A LUEEXHAREHIERS . WBREREIERFEEYRISBIERERMINL, £2
DE—NISLATAZA. NAVERITINEES R EREN TR G, &, MRERKBIT. CRLR
FHiE. EERAILEMEERLEREZ AL ZIR N5 R BRI A TR,

106



Wgmt I\Iletvmrk
i

N
=, = ‘

¢l=$* Storags é.l&h'.mk ¢ = ! |
B S T s
Switeh | Switch |
I
— ] SUJEEE:I"\.IETI.'I.'DIk = :
| s |
‘ Switch : Switch ‘
i
i
. == 1
| i ; 1 .
i | ! | !
! I a i 2 I
g i &8 : £ i !
E I B A1 Plex D | Al Plex1 g I £
= g E 1 ! [3:E = g |
- IE 34 A2 Plex0 | A2 Plex 1 | 18 2y g
= IS { : I—l | 45 g1 £
! (B g Bl Plex 1 ' Bl Plex O PR I £
. £ 2 B £ E |
i |2 5 B2 Plex 1 : B2 Plex 0 5 35 R
\a i B : £ I i
i i £} E i -
| 1 5 i i .
G g=
= : :—] o
= Cluster Peering Network =
IR B AR AR

TEXFEBERMIEE T, HTFREEEHNCRUNATENRE. BN LR ERVEIERSS (RS N R
IR LA Tplexs, EMERECEE (BN, FIFHSVM. EIBSVMPEEEHLUN)E LA T ERIEM

R XEBREFEAMCRSTHIEET. HEMENEFEREERGEMEEES KR, NRFERHITIR

7R RIFEEHER . WAEYIIED. RERMER TR L BiEERIZIZEH R 2 B o EMARTTR
HERBFECE E N

107



! 1 | 1 1 1
. | ; | I j
! | ol il 1

g i 5 5 - g
= :E g A1 Plex 0 ; Al Plex1 g : g,
= = | =] B
B 1£ S A2 Plex 0 | A2 Plex 1 5 2y S\
VE 18 = ——————— - = gl =
1B B %;- Bl Plex i | B1Plex0 D 8 5!
= ] ! | £ 5
I £ % | B2 Plex 1 | B2 Plex 0 g al =8
B ! 5 : 4 | 2.
=1 1 B | i i 5
: I £ ! £ [ S
| I 2 ! i I .
| ] ! I 1 | 1
| =

b — ] =
—% =" I
Ih R SE R

ATRIMRARERENER T GRBRESXiENTAMIERARNESXIENRENERNES . RAENEX
o U RBRIHAET R I RIBEF N R @R AFE. HEBRAREALIKE. ARSI RB
FREHE S RARMTIELCERE. FEEEBRITRUREIRTIER LR ESRET RpERSS. MMIRE
IR B LU RARYFR B FEARSS S b RARVEILUNTE IS =B EA AR, HAZRIEBER R AT ~BREMH S5k
RABI A

gn:RvSphere HAXRIZZIAE M BB EIEEMEIMHF T EPWLEIR)RK. WREHIMIERFEIXE
Wianh. EMBmHZENERRKAIAE N30, vSphere HARIAXLEE BRI R Z (BRIAFI7IR)o

(D SETEHREERNIIGENFHEZE. HAZTRASARSHENEH. Eit. NRERTE
REME. WA ERITIRE R E,

NRIERABYNR. MA LB SRR B EIBITIEE N T R R TEMERE R —NMETIER RS RBT R EE4EK
P, EXMERT. BN HRNIERENBE— T RIT. EXMERT. MEREERAMT RRIT—R IR
B, AR EERERAR. FHRATUIEHEFLUERECE R ERSEF.

108



10 GhE Clustar Interconnect

I Al Plex 1 ] | i3

A2 Plex 1

Bl Plex O

| B2 Plex 0 i i

H& [rterconnect
S Rl e RN RN B R

16 GBE clustar Intercannact

Ha Interconnect
FC initigtors and FC-Y1 connections

Lang-haul I5Ls | A

it

Cluster Peering Netwaork

FomiEelt
i&FF VMware vSphere fJ ONTAP T2
iEFFVMware vSphereFJONTAP T A4 TIEXAUTLZEHF A E00:

* BEMEIR, * BBERNENEERG A A EmRERAINIEE, AGETaTRT2iRE. RIMREE
N AREFREMENPIEERNEMNRT. MERLR, ERMNREMAEREFNAER RHIFR

o

SN ARFREMR (DAST) . * IRABFRUILAFETRSHNNARER LN SR ERERIE
Bto Dast =llid Web WATEFR AFH HTTP A HTML #0,

* B HABEER. ( FAFRRMG (0SS) MHEAAN—EED, EOIRERAIREES mP e S E[
0SS XML EFH. XEB—TUHF4557], RN 0SS hiArl s FERYIR & A TLRVRI,

* R, IRREEEIBRIZEE NetApp oAk AT R ZARIEE LMEMNR 2K,
*BENER. C BEMAZEITGRS, Web NARFHME UL MK EE AN ANT 2RENE

109



2o NetApp RUEENE (EMR) A—ALIHEBESEHNE=S28H1T. Hli{CESEER
ERNHAHZERTANSERARERRTXMNNARF IR R ER T,

mE 28

H

i&AFVMware vSphereFJONTAP T EES MREAHHE S U TLRLINEE,
* RABERT, *EREIE. *SSH ATFERARE, IRM VM FFIEBHA, WNATF—XUER. AREE
KETRPRANAFREE, BERUTEREE:
cEBE CBIEREVBOANLERES, HEZEEAZNERF. HRLRFRIRTERR, NRIFERESZNE

, ERRFARER R B i,

AFBdSSHBETMERE. KERMUTXEA:

Linux vscl 4.19.0-12-amd64 #1 SMP Debian 4.19.152-1 (2020-10-18) x86 64
The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

s * BT Aeiifiaiss] ( Role-Based Access Control , RBAC ) . * ONTAP TES##HAH RBAC 15
HIFEREE:

° R4 vCenter Server $§1%

° vCenter #&HFRVFERN. BXIFMER, BSM "=, "
*CINERBEEE. * FRIEINREEIEERA TLS 1.2 Muiid HTTPS ##17,
*CERNROFRE. * RERENROENRAE EL TR,

TRNABTHARNROFRER.

TCP v4ivé S el IhgE
8143. N FBF REST API B9 HTTPS &#&
8043 ik HTTPS %%
9060 ik HTTPS %%
FTFET https BY SOAP EiZ

AIFT RO, B imA RS
F|ONTAPLEAPIfRSS 85,

22. PN SSH (BMAREA)

9080 PN HTTPS &E#Z— VP 1 SRA —{X M
W EHITHIRER

9083. PN HTTPS &E#%— VP #1 SRA
BT ET https BY SOAP &%

1162. N VP SNMP [&HEEE

110


https://docs.netapp.com/vapp-98/topic/com.netapp.doc.vsc-dsg/GUID-4DCAD72F-34C9-4345-A7AB-A118F4DB9D4D.html
https://docs.netapp.com/vapp-98/topic/com.netapp.doc.vsc-dsg/GUID-4DCAD72F-34C9-4345-A7AB-A118F4DB9D4D.html
https://docs.netapp.com/vapp-98/topic/com.netapp.doc.vsc-dsg/GUID-4DCAD72F-34C9-4345-A7AB-A118F4DB9D4D.html
https://docs.netapp.com/vapp-98/topic/com.netapp.doc.vsc-dsg/GUID-4DCAD72F-34C9-4345-A7AB-A118F4DB9D4D.html
https://docs.netapp.com/vapp-98/topic/com.netapp.doc.vsc-dsg/GUID-4DCAD72F-34C9-4345-A7AB-A118F4DB9D4D.html
https://docs.netapp.com/vapp-98/topic/com.netapp.doc.vsc-dsg/GUID-4DCAD72F-34C9-4345-A7AB-A118F4DB9D4D.html
https://docs.netapp.com/vapp-98/topic/com.netapp.doc.vsc-dsg/GUID-4DCAD72F-34C9-4345-A7AB-A118F4DB9D4D.html

TCP v4/v6 ix[1S 7a TIeE

1527. Y Derby #EZFERO, XTELLITEN
58828, FEZINEEZE—X
PR PSR IEE

443. A BT iEHES ONTAP &8

*C ZEAEBMANA (CA) BRIUEH, *&ATF VMware vSphere B ONTAP TAX#F CA EZIEH, &

SRS "MIREXE" BXERESR ..
*EHIZEEICR. O AUTE, HEIFEIFEHM, ONTAP TARKMERPERIEHEMERE—

BHHBAEXHFR. VASAAPI HRAZIZREZT AR VASABEZAE (4 CXFlog) H.
© * ERDERES, * BRI TR

© BRAZRERERMBEEXXHF.

° BRAE UM AR EE,

© BEREREIREASHEEERN.

© BHEALEIERE—NHEENSH,

© BIREIARIREN 24 )BT,

© BRREREFERNETTM.

° ONTAP T EfEF SHA256 A X FME FHENEIREE S HITNE,

SnapCenterififfVMware vSphere
iEAFVMware vSpherefINetApp SnapCenter &304 T2 MER U T L2 FF L&D

* BPER, * EEENENEERE AR ESEHEHLINEE, AHFNTRTHNRERE. RIMERZ

?gﬂlﬁ]mfﬁﬁﬁii%éﬁE’JFEE%EE’\J%V@%%‘%H—'\O MEF LR, ERMZ2MARRERNARER MEFIR

SN AERE2MWIR(DAST), *BAFlMFETRSHNARER LN SR EIRENE R A, Dast

2k Web MBI AR HTTP #1 HTML #0,

* CE=AARBRET. TEARRENERFRRMG(OSS)WEIER. BRARRES TR mHAME0SSHEXH

LZ2RBIERER, XI55, ENOSSAMAINRA AT sERERT R & & MBI,

* CREEE. CREEERBRIZTE NetApp FamAmAE R ZEIEELMNENZ 2R,
* BENR. BBENAZEITERS. Web ATEF ML UL MK TE Al aEF AN R £ RERD

2. NetApp RUZENX (ENR) A—ALIHERBESEHNE=ZL28HT. HlI{CESEERE
FEF AL ERTANERNRENRE SN AER IR LR S,

MR EFEMBNGER. *REFBEQBNSMIINEHIIE LI, MRFAREER. FTEESXWNetAppHIEES

|

&

ERTEN, AT ETRITIERE. FaieFISEAmEA(PSIRT) SR &G HIRER.

m&z2IEE

FAFVMware vSpherefINetApp SnapCenter TS MRAPEH B S U TR SINEE:

* *fREIShellifimle *ERAIABR T SSHATFERARES. REEMVMEFRIGBR—RIEERE. FAFETIE

1M


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/VSC_and_VASA_Provider/Virtual_Storage_Console%3A_Implementing_CA_signed_certificates
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/VSC_and_VASA_Provider/Virtual_Storage_Console%3A_Implementing_CA_signed_certificates
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/VSC_and_VASA_Provider/Virtual_Storage_Console%3A_Implementing_CA_signed_certificates
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/VSC_and_VASA_Provider/Virtual_Storage_Console%3A_Implementing_CA_signed_certificates
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/VSC_and_VASA_Provider/Virtual_Storage_Console%3A_Implementing_CA_signed_certificates
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/VSC_and_VASA_Provider/Virtual_Storage_Console%3A_Implementing_CA_signed_certificates
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/VSC_and_VASA_Provider/Virtual_Storage_Console%3A_Implementing_CA_signed_certificates
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/VSC_and_VASA_Provider/Virtual_Storage_Console%3A_Implementing_CA_signed_certificates
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/VSC_and_VASA_Provider/Virtual_Storage_Console%3A_Implementing_CA_signed_certificates
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/VSC_and_VASA_Provider/Virtual_Storage_Console%3A_Implementing_CA_signed_certificates
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/VSC_and_VASA_Provider/Virtual_Storage_Console%3A_Implementing_CA_signed_certificates

RERo
CEREEFETHNES. "BRAEERRTNTRANBFRSE. BERUTERERE:

* BIEREFGARI RS, FRRIERNER. HRERFNRTERE, MRFERZEENE
UE’JEH’E_J’H“E%%EJ”’#ﬁ

Erﬂ uu}%

RPEdSSHBETMERE. KERUT AL

Linux vscl 4.19.0-12-amd64 #1 SMP Debian 4.19.152-1 (2020-10-18) x86 64
The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

BT AamifnisEl ( Role-Based Access Control , RBAC) » * ONTAP TES5HHHHAIR RBAC 15
HIFEREX

° Z#lvCenter ServerfFil,

° VMware vCenter?ﬁﬁ:E’JﬁEﬁWo BEXFAEE, B8N "ETHEMNIHRES] ( Role-Based Access
Control , RBAC) "

* INEEEEE, FrEIENBREYFERTLSEIHTTPS#IT,
 RNRORE, * RAEXENROERAEE ELATFITFRES,

TREH T ITARNROFAES.

TCP v4/v6ixr S IhgE

8144. FF RESTAPI Y HTTPS &#%

8080 FFOVA GUIBIHTTPS &

22. SSH FRINER TR FEARS)

3306. MySQL ({XPRAERERE; BOANBER T, SMERERA T2
FIRE)

443, nginx (FIERIFARSS)

. *S'Z%ﬂ%ﬁﬁkm*’J(CA)K%ﬁE%o “&FFVMware vSpherefISnapCenter i X FCAR ZIEHBHIINEE,
BER "NEeIEN/SESSLIER S NELER FVMware vSpherefYSnapCenter 154 (SCV)"s

* VERDRER, LU T EERERER
° BRARIEREEFMBEXSTF.
° BEARUAX AR HEE,
© BEREREIREASHEEER.
° FhE AR E BI9EASHA256R T 1T 17 fifl.

* BARRERGRE, A mbEMiDebianEIRER LS. BTOVA. BinRZRAShelipRIEREM, XA
LURD B S S A=El, &1 SnapCenter IRAEMIRFRAGEH = EMBRMNLZEENZET. URAREIRE

112


https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere

EReMt,
NetAppHt XFi& B FVMware vSpherei& & BISnapCenter fiifhFF A G IHEEM L 2EBHMER. AR EIENRYS
RETERTATF . HTFXEREEEFENLNFIRERARFX R URENNER R, FitNetAppiE

WEARBRERFIRERYS. RARXBARIFNINetAppIRE. XAIAERFAINetAppZ IR EHIEES o NetApp
BICIAM B E R SRR ERBMAS. HARBXERBRAZEN T EAMERS REBXAIE,

iEFATFVMware vSphereFYONTAP T E L €245

iEZFAFVMware vSphere 9.130JONTAP T E&LZ 438\ I5mE

& FVMware vSphereFJONTAP T ENZ £ig{isfmieit T —ELEmARE. BTFiE
BRZEHIRE,

XEERER T IRERFHNNABREFNFIRERTA.

I5F&E A FVMware vSphere 9.131JONTAP T E LG8 1%
ZEP e LUEE i A EONTAP TEZE G TEM,

1. BUEARIEAN
2. BIFEH

OTVREG THIIE HRMH TREM, AP MIUREE T HITE LR HAVRIEMIIEE PRI A S8R,

IiFONTAPT EOVARIEZ

vapp& i B Litarball TR H. Ittarball & & EHNKERIFERNEBMRIED. MR BRI OVARRH
o READMEX#EI#5S A iNfmitiktvapp OVARHEHITEE M,

B PR EfEvCenter 7.0USHIE S hkZs HIRMERRIERBAFEIEH, *F7.0.1F17.0.U=ezialfvCenterhi
A&, VMware A ZHFIEIEBINEE. B AEE LfEvCenter 6 xBVERIES

B eI fEIRIEB _EEElvCenter

1. fEFVMware vSphere ClientE R Z|vCenter Server,

2. gadministrator@vsphere.localz{vCenter Single Sign-On AdministratorsHRIE iR} R 35 E B P &,
MR EELEAEEE 7 HH. 5UBERZH@mydomainE R,

SMENEREIERUI: a NEFEF, FEFEE, b EIERT. BEHIEREE,
MRAFIRTE. iFHAvCenter ServerfE1E,

FERIEIRIER T, 2R,

BFRNSHIERER . promX 4 (OTV_OVA _inter_root CERT_chain.prom)fI{iI &,
BEHERM, LB, IEBFRMENZF6EH,

N o o > »w

EBN HAERER RN GXEMEE | EBEvappld (FAOVAXH). T EEMEL"
T L iTvapp BN M TES, ME FHMvapp Rl EAER. "RHE TSR BSER (N T RERERR
o
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Deploy OVF Template

" 15elect an OVF template Review details

+ 2 Select a name and folder Werify the template details.

+ 3 Select a compute resource

4 Review details

5 License agreements Publisher
6 Select storage
Product
7 Select networks
8 Customize template Version
9 Ready to complete Vi
Description

Download size

Size on disk

I9IFONTAP I EISOFISRA tar.gzfI& #&

Entrust Code Signing CA - OVCS2 (Trusted certificate)

Virtual Appliance - NetApp Inc. ONTAP tools for VMware vSphere
See appliance for version

MNetApp Inc

Virtual Appliance - NetApp Inc. ONTAP tools for VMware vSphere for
netapp storage systems. For more information or support please visit
https:fwww.netapp.com/

22GBE

3.9 GH (thin provisioned)

53.0 GB (thick provisionad)

CANCEL ‘ BACK | NEXT

NetAppSE~m FEHMAE L SEFHAZHERBEZZIUER. UKOTV-ISOFsra.tgzfIr= fazip X 4o

BAEUMARBERIEBFRIALEA. TR

#> openssl x509 -in <code-sign-cert, pem file> -pubkey -noout > <public-

key name>

RE, MNERAREZHEIEIsOMtgzmziplER, WTFAAR:

#> openssl dgst -sha256 -verify <public-key> -signature <signature-file>

<binary-name>

Nl
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#> openssl x509 -in OTV_ISO CERT.pem -pubkey -noout > OTV_ISO.pub

#> openssl dgst -sha256 -verify OTV ISO.pub -signature netapp-ontap-tools-
for-vmware-vsphere-9.12-upgrade-iso.sig netapp-ontap-tools-for-vmware-
vsphere-9.12-upgrade.iso

Verified OK => response

ONTAPI Efix O 7iN9.13.

eI BBy RS2 555 7E LFH:_FVMware vSpherefR5528HONTAP T A S HMSLA (IR EFFE
R4, BrSSSEMEMAN)Z B TEEPIRN O

OTVEE NG Hikis

BAE TR, HPFIE TONTAPTAEEGITAAGIANGEM LG, B3 SHRR AT B REETH
KPREINIEO. MAZETENNEENEIEFMEEMED. XM THERRAZNZEMENR e,

TRABTHARNIREOFAES.

TCP v4/veim[# * HH * BRI
8143. N FF RESTAPI B9 HTTPS i&iZ
8043 Nit HTTPS &%
9060 PN HTTPSiE#E+
BAFEFHTTPSHISOAPEE+
IR O . B IR BEEIEEIONTAP T AAPIIRSE 25
22. NG SSH (FIANER)
9080 N HTTPS i%##— VP 1 SRA —{X MIFEI#HITRERIERE
9083. PN HTTPSi&#%- VPHISRA
BFETFHTTPSHISOAPEE
1162. PN VP SNMP (&R EEE
8443 N ARG
1527. PR AIER Derby#iEFEimO. XELITENSBEEZiE. FMEZIMNPEZE—
PR AERERE
8150 X BRAIER HEREMERSERO LIETT
443, pE FFE#S) ONTAP 58

1% Derby #44E B BYIZAZ 5 18]
BIERAUER T < ihiRlderby5iEE, A@EIFONTAP T AAVMANZIZARS @I U TS BIFRE
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java -classpath "/opt/netapp/vpserver/lib/*" org.apache.derby.tools.ij;
connect 'jdbc:derby://<OTV-
IP>:1527//opt/netapp/vpserver/vvoldb;user=<user>;password=<password>';

root@nifiedVSC:~# java -classpath "/opt/netapp/vpserver/lib/*" org.apache.derby.tools.ij;
1j version 10.15
1j> connect 'jdbc:derby://localhost:1527//opt/netapp/vpserver/vvoldb;user=app;password=
1j> show tables;
| TABLE_NAME | REMARKS

| SYSALIASES
| SYSCHECKS
| SYSCOLPERMS

| SYSCOLUMNS
| SYSCONGLOMERATES

| SYSCONSTRAINTS
| SYSDEPENDS

| SYSFILES

| SYSFOREIGNKEYS
| SYSKEYS

| SYSPERMS

FBFVMware vSphere 9.131/[8] 52 (FEF)BYONTAP A
iEAFVMware vSphereBIONTAP T AR E L GIEFMER =FRENERF

o

2

1. System User: rootfd i/

2. fAREFAF: SERAF. maintuserflEIBERFiKF

3. XEAF: diagFP ik

1.RZAF

system(root) i P BB E K EIEER S (DeBM) L ZZEONTAP T ALK QIR

* BIARZGFAP "root" i@ RIEONTAP T EEDebian FRIEH ., HEMABENEZA. oL@ aint"is5] 4 16T E
=<8

2. RREFAR

N FAEFRAFEONTAPTAG e R NAMAR ., XEAFPZEONTAPTANARFFEERN, TRIILETNA
EFRAPRIRE:

*FP * [m) A *

BEGAF EREONTAPTAREHECIZA. AFEEFEONTAPTARRRMFTIE, AP A LE
EE aint"iEH S R ENEE, ZEREOXRGIM. AR NERILES,

i 3ialat EEEONTAPTAREHECIZA. AFEEFEONTAPTARRRMEE, AR ALIE
EE aint"EH 8 RENEE, WRAPAERRAR. SIBILLAR 23RN T HITHIFES
=g

AR EEEONTAPTAREHECIZA. AFEEFEONTAPTARRRMEE, AP ALE

EE aint" T H S R ENEE, ZEREOREIM. AR NEILES,
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3.%¥FFF (diagFF)
FEONTAPT AR EHAE. RAZEE— AP AR AT ERSSAEER SRR

[EIONTAPTAHWERE, FIABERT. LLARLTFEARS. BRI antZHlamNER. FEEEMN
B kAR ERENEREBER.

ONTAPTI E9.13tBETLS (BT LB FHI0iF)

ONTAP 9.7 N EShRAZFIEETLSEE. MERFVMwareFlvSphere 9.12B0ONTAP L
BFa. AIERMEETLS SHAMNERH#HITEE(REEURTONTAPKRZR),

ONTAP

NFRRIANBFIEEERS: EARME. FrERINEERSEEGRFEEE. HEREETIERNSHE
TEA o

MU TRE&EFR. SERENERETASNERBEENEETLS (BT IEBHNSHIIE)FRE,.

Storage Systems &~

7 Address T ONTAR Release v Status 1 Capachy T NFS VAAI Supparted Pratocois

B

RN IIERERE. MREBFMOVEERFZFRMTLS, NRABER TSIEEMTLS, AR R A IITERE
B, UTRRBEETRTEMIEERERAF ERIES.
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Add Storage System

@ Any communication between ONTAP tools plug-in and the storage
system should be mutually authenticated.

vCenter serves

Mame or IP address:

Username:

Password:

Port: 443

Advanced options .~

ONTAP Cluster © Automatically fetch () Manually upload
Certificate:

CANCEL
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Add Storage System

(D Any communication between ONTAP tools plug-in and the storage
system should be mutually authenticated.

vCenter serves

Mame or IP address: 10_23L_85.142
Username: admin
Password: [ p—

Port: 443

Advanced options
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Authorize Cluster Certificate
Host 10.234 85.142 has identified itself with a self-signed certificate.
Show certificate

Do you want to trust this certificate?

MO YES
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Authorize Cluster Certificate

Host 10.234.85.142 has identified itself with a self-signed certificate. P
Hide certificate

Certificate Information
This certificate identifies the 10.234.85.142 host

Issued By

Name (CN or DN): C1_sti21-vsim-ucs581m 1678878260
Issued To

Name (CN or DN): C1_sti21-vsim-ucs581m 1678878260
Validity

Issued On: 03/15/2023 11:16:06

Expires On: 03/14/2024 M16:06

Fingerprint Information

SHA-1 Fingerprint: 2C:38:E3:5C:4B:F3:5D:3F39:C8:CE:4A:8
2:C1:AG:EE:34:53:A0:F3
SHA-256 Fingerprint: O05:0F:FE:CD:BO:C6:FC.:6F:EB:BAFC:86:F

JEIEFD4ASDICAOS2: 9B ET A4 T 0:B4:

52:F8:76:98:64:FA 23

Do vou want to trust this certificate?

SERHRIE
TSR IBIR(EHAIE. AMMERZ:

* YNERONTAPIEFIHA. MR AIEREGFHERH L%,
* tNROTVIERZHE. MAF B LSRR EIEEREHERT.
° JNONTAPAERFRIE P ImIEH
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Maodify Storage System

Settings Provisioning Ophons
IP address or hostname: 10.237.149.72 b
Port: 443
Username: admin
Password: srrrmans
Upload Certificate BROWSE
(Optional)

|:I Skip monitoring of this storage system

Generate a new client certificate for ONTAP
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o/

Updating storage system details..

ONTAPI E9.13 HTTPSIEH

ZMABRT. ONTAPT ARFERLTER I BaIEIEMNBERIEPERRIFTWeb Ul
BIHTTPSiAial, ONTAPT Ei2{H LI TIhEE:

1. EREMHTTPSIES

ZONTAPT EZ A8, SLEHTTPS CAIEP. FHBEZIEPEHEERBES, AP e LUEF @I maineizhla
EERHTTPSIES,

B3 SAnE"Application Configuration" (R FBf2FFECE )—"Re-generate certificates"(EREMIER). BT
7£_maint_1=Hl & HRi710)_EREI

ONTAP I E9.13% Ri#ME

AFEERRTNPRARFRRGE. BETRUTERER, HEE. SSHERIAMER TR
FEARS. WRMVMIEHRIGERATSSH. MRAF—REER,
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WARNING: Unauthorized access to this system is forbidden and will be
prosecuted by law. By accessing this system, you agree that your actions
may be monitored if unauthorized usage is suspected.

FAF#E SSH BETMERRE, BERUTXE:

Linux UnifiedvSC 5.10.0-21-amdé64 #1 SMP Debian 5.10.162-1 (2023-01-21)
x86 64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

ONTAPI ERVIE;EohitanT9.13.
RNTHLIEREENIAIR. RASIREIEESNERY. WUEEFERIRANGRIERN BahEHEER
T E R TIEENRSHE P, XEFErRLUREREEENBRP A REIARER. FET
FEFZEM.

* BHAER R, vSphere ClientRIERESH 1200 HEXT. EEAF SRS EMEERE i, Kbl

1813 griBwebclient.properties X 4K ECGEERE, &R LAEZEvSphere ClientBViEEAY "Bl EvSphere Clienti&
B{E"

* ONTAPTEHweb-clixiEEHBTIE 305 .

g/l\ﬁﬁ)*' HRAHEZIBERE(NE L2 FIP/IDOSK E)iEFHFVMware vSphereHJONTAP L
H9.13

AMIMBR T 8TRAPHSRAHABEREI481, ONTAP A BrootA A LIRIEHEIF
BNERERUE, IMERNIRENIFESNE, RAERME T —HP7LEEZLARSS(DOS)
R

FAFP I LUTE*_/opt/NetApp/vscserver/etc/dosfilterParams. json* X P B RRAFH A SFHMEMZ ZHHNS
o

AR LB LA TS ECE Thikes |

* delayMs: TE[EZH], FAAEIERBHERREBEREUZEW NEL), RH-1{UELIFR,
* throtleMs: FHEMRAVIEED F1FRTIE,

124
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https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.vcenterhost.doc/GUID-975412DE-CDCB-49A1-8E2A-0965325D33A5.html

* maxRequestMs: FiFIEKIZITHNEHKE,
* ipWhitlist: R3ZRZ[REIRVIPHINAYE S 72RYITR. (AJLAZvCenter. ESXIFISRA IP)
* maxRequestsPerSec. =) MiEEAZHIRARIBERE

*dosfilterParams file:* PRI ERIN{E

{"delayMs":"-1",
"throttleMs":"1800000",
"maxRequestMs":"300000",
"ipWhitelist":"10.224.58.52",
"maxRequestsPerSec":"48"}

ONTAP L EMIMLE AT B (NTP)ACE9.13.

B, BTMKNEERENER. ARsHRLLm)#, BSUHERNEZHIREIZEER
BHERNEEIZE. LB LE ISR,
EINRE

A LM EPIE E AP HI SECENTPARSS 288, FI P I LA7E_System Configuration_=_Add new NTP
Server I N ARNINTPAR S 231F4E R

FONBER T NTPHIARSS Aantpd XB—IEH#ARS . EELER TRERTEM.
*Debian

7fDebiant. FFEILLIKIR)etc/ntp.confX 4 UFREINTPARSS 2R 1F S B

ONTAPIL EMZIS5EK9.13.

BREFZEONTAPTREFARE9. 12N EShkANB R FERMNEREE DM EBUEERF B
SR IORES, EEEBIRER. RERKRTHAFBAERE, XTFHELE.128ES A
Hbrownfield A 4EIFERI & R 8152 T SRBS AT,

* AREZEmalTizfla G, RAKRIEEAMMINELERNE. MRLIREBLAN. NEEXRAREERE
25,

* BEAINEREINOX. 75KE. AR BFRIREIECLEZE @R,

* FEAS T EIREREE. AAFSRRE— T EEIEAMEN,

* BHAPERmaITIEH AN, ERSNETNRE. NMUTHESHE. ARBMBERE:
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* MREMATERERE. HEFTESONTAPTEI.MHERRENARILE, A, ARFREIUTES
UEEZ:

* MRAFZHIREFEEHABRRERE—TEE. WAFRBERIIUTHER:
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RS B

HRINFRE © 2026 NetApp, Inc.o (REFFENRF, REEIR, REMRFABESLBEITFA, ANAEPZIMRIR
PRERSOARUEATRSEIERFER (B BFIMAN, SERH. 5. REAFHEERFL
RAGH) HITEH,

MEZRRARIFEY NetApp FHELKERI AR U TP MR R AERRRILIR

AR NetApp 12 RIF 1R, FEEMPAREIETER, SFERNRTERSE UL ERZBIERMEN
FRREER, BIEARREBERSIE. EEABERT, NTRERSRAMUERSIVERNEAERE. BiZ
M BAM. 1B, ETMSERERL (BEEFRTHIEABMERS; £H. HEFES EHRL
; EWSHE) , BEREMNAUREFEHFRERL, BEHTEE. mRIEIENTH (BEHRZHE
fth179) , NetApp HARFAIETE, BIEERSNEFE LRRRAIATEEM,.

NetApp (REEARFITEMBIE S FHERS M A S PR R E A~ it 1T ECRBIAF) o FRIE NetApp LAFBEATVER
HER, SN NetApp AABREAASHEFR i~ EERRESRX S, ERNMER~mARTIREG
NetApp BYERIZFIMN. BIRNEEREMAIRFRIFA,

AFMRPRANTMAIEER I ZHEE T, SNEZTFHIEFERIBRIZ BRI,

BRNFIHEE: BFER. E5IsiATFANESS DFARS 252.227-7013 (2014 4£ 2 B) #1 FAR 52.227-19
(2007 £ 12 B) P FEARIENF] — IEFWA"EFE (b)(3) FMEBRBIFZHIILIR,

AXAEFFES RSB =R/ B RS (EXI FAR 2.101) #8%, BT NetApp, Inc. HEEEE. RIE
ISR HBIFRE NetApp HARBIBFMITEVRGEEELER, HE2HMAREFL, EEBRE XL
ENERNAEI RS, 23Kk, SRERAEENGTE, ZFIBERaELE, WAREHEFLE, BMRESR
FHIRFARIBIN EE BT ERAE X EZEaRZFRNER TER. BRASHEMENBRIN, FE NetApp, Inc. B
PEALE, FEER. HE. Efl. B BEHETXLELRIE, EEBRXEIFIENYIET DFARS H%E
252.227-7015(b) (2014 £ 2 B) &R EAHAIIF].

BIHER

NetApp. NetApp #RiRF1 hitp:/www.netapp.com/TM _EFRFIBIETRE NetApp, Inc. BIETR. EMATM~HRA
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