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Deploy OVF Template

+ 15elect an OVF template Review details

+ 2 Select a name and folder Verify the tempiate details.

« 3 Select a compute resource

4 Review details

5 License agreements Publisher Entrust Code Signing CA - OVCS2 (Trusted certificate)
6 Select storage . oo 2
Product Virtual Appliance - NetApp Inc. ONTAP tools for VMware vSphere
7 Select networks
8 Customize template Version See appiiance for version
9 Ready to complete
Ready to compt Vendor NetApp Inc
Description Virtual Appliance - NetApp Inc. ONTAP tools for VMware vSphere for

netapp storage systems. For more information or support please visit
Rttps:fwww.netapp.com/

Download size | 2.2 GB
Size on disk 3.9 GB (thin pravisioned)

53.0 GB (thick provisioned)

CANCEL ‘ BACK | NEXT

ISIFONTAP I EISOFISRA tar.gzfy%& 3
NetApp=EF=m FHIHE L S5EFAHZERBEZZIER. UKROTV-ISOMsra.tgziV= mzipX .
BRI UMEBEZIERPRARERA. NTAR:

#> openssl x509 -in <code-sign-cert, pem file> -pubkey -noout > <public-
key name>

RfE, NMERAAHZARIEIsoOMtgz™mzipME R, NTFFR:

#> openssl dgst -sha256 -verify <public-key> -signature <signature-file>

<binary-name>
5l




#> openssl x509 -in OTV_ISO CERT.pem -pubkey -noout > OTV_ISO.pub

#> openssl dgst -sha256 -verify OTV ISO.pub -signature netapp-ontap-tools-
for-vmware-vsphere-9.12-upgrade-iso.sig netapp-ontap-tools-for-vmware-
vsphere-9.12-upgrade.iso

Verified OK => response

ONTAPI ERimOF11i¥9.13.

LtEAb 5 H BV RIS FVMware vSpherelRS528HIONTAP A S Hth LKA (INZ EFZ1E
R4, BrSSSEMEMAN) 2 BHTEEPIFEN O .
OTVEHENILH W ihis

HAEE TR, HPFHTONTAPTAIEEBIETAARIANGMLHIERO. 85 BHRIDZIZTBRERTH
KPREINIEO. MAZEHETNERZNEIEFrEEMED. XFEMTHERAZNREMENRE M.

TRAMBTITANGROFAER.

TCP v4/veim[# * HH * BRI
8143. PN FF RESTAPI B HTTPS %&#&
8043 PN HTTPS &%
9060 ik HTTPSiZE#+
BFEFHTTPSHISOAPEE+
TR O. B iR BEEZEIONTAP T EAPIIRSS 28
22. PN SSH (ZRIARER)
9080 N HTTPS E#E— VP 1 SRA — (X MIFE#1TRERERE
9083. PN HTTPSE#2- VPFISRA
BFEFHTTPSHISOAPEE
1162. PN VP SNMP (&R EGESR
8443 it AR
1527. IR Derby#iEEimO. RELITENSEE ZiE. FEZINBEE—
R ERIESE
8150 X PRPIER HERE MRS T BT
443. e FTFEES ONTAP &8

=53 Derby 2 E ERIIZFZ 1 10)
EEAAUERUTmSIARderby$3EE, FI@EEONTAP TAAMVMALZIZARS 28 E S LU TLBEiFRE:



java -classpath "/opt/netapp/vpserver/lib/*" org.apache.derby.tools.ij;
connect 'jdbc:derby://<OTV-
IP>:1527//opt/netapp/vpserver/vvoldb;user=<user>;password=<password>';

root@nifiedVSC:~# java -classpath "/opt/netapp/vpserver/lib/*" org.apache.derby.tools.ij;

1j version 10.15

1j> connect 'jdbc:derby://localhost:1527//opt/netapp/vpserver/vvoldb;user=app;password=_
1j> show tables;

| TABLE_NAME | REMARKS

| SYSALIASES

| SYSCHECKS

| SYSCOLPERMS

| SYSCOLUMNS

| SYSCONGLOMERATES
| SYSCONSTRAINTS
| SYSDEPENDS

| SYSFILES

| SYSFOREIGNKEYS
| SYSKEYS

| SYSPERMS
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Add Storage System

@ Any communication between ONTAP tools plug-in and the storage
system should be mutually authenticated.

vCenter serves

Mame or IP address:

Username:

Password:

Port: 443

Advanced options .~

ONTAP Cluster © Automatically fetch () Manually upload
Certificate:

CANCEL




Add Storage System

I:D Any communication between ONTAP tools plug-in and the storage
system should be mutually authenticated.

vCenter serves

Mame or IP address: 10_23L_85.142
Username: admin
Password: [ p—

Port: 443

Advanced options




Authorize Cluster Certificate
Host 10.234 85.142 has identified itself with a self-signed certificate.
Show certificate

Do you want to trust this certificate?

MO YES




Authorize Cluster Certificate

Host 10.234.85.142 has identified itself with a self-signed certificate. P
Hide certificate

Certificate Information
This certificate identifies the 10.234.85.142 host

Issued By

Name (CN or DN): C1_sti21-vsim-ucs581m 1678878260
Issued To

Name (CN or DN): C1_sti21-vsim-ucs581m 1678878260
Validity

Issued On: 03/15/2023 11:16:06

Expires On: 03/14/2024 M16:06

Fingerprint Information

SHA-1 Fingerprint: 2C:38:E3:5C:4B:F3:5D:3F39:C8:CE:4A:8
2:C1:AG:EE:34:53:A0:F3
SHA-256 Fingerprint: O05:0F:FE:CD:BO:C6:FC.:6F:EB:BAFC:86:F

JEIEFD4ASDICAOS2: 9B ET A4 T 0:B4:

52:F8:76:98:64:FA 23

Do vou want to trust this certificate?

SEEHIREE
RSB mIEIRIEHAIE. BMMER:
* YNRONTAPIEFEHA. AR SIEREBHIERH %o

* NROTVIEFZHA. MAF A LLHEEiEP S EEREHER T,
° JJONTAPERLHTBIE P uRIEF_
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Maodify Storage System

Settings Provisioning Ophons
IP address or hostname: 10.237.149.72 b
Port: 443
Username: admin
Password: srrrmans
Upload Certificate BROWSE
(Optional)

|:I Skip monitoring of this storage system

Generate a new client certificate for ONTAP



o/

Updating storage system details..
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EIERHTTPSIES,

1#3 SAnE"Application Configuration"(RZ B2 ECE )—"Re-generate certificates"(EREMIEF). AL
7£_maint_=H & HiA1R]_ERiZEI

ONTAPI E9.13&5 RIENg

BREERETTPRANARRE. BERUTERER, 5EE. SSHERINBER T
TERRS. NRMVMEZHEIEERATSSH. MR RIF—REER,
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WARNING: Unauthorized access to this system is forbidden and will be
prosecuted by law. By accessing this system, you agree that your actions
may be monitored if unauthorized usage is suspected.

FAF#E SSH BETMERRE, BERUTXE:

Linux UnifiedvSC 5.10.0-21-amdé64 #1 SMP Debian 5.10.162-1 (2023-01-21)
x86 64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
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AT BLERERNRIARE]. RASIKEIDENEN. MUEEERENE RN EaEHEERS
ERFEIEE R FAREEIRSHAR . XFAIURERIABERNAFFRiLRRR. HEHT
SEES kT

* BUAER T, vSphere ClientRIESET N 120005 XH. FEAFEMERA SEBREERET P in. EAILL

Bd fiBwebclient.properties X R BEUEINE, &R LARCEvSphere ClientdJit8BY " EvSphere Clientis
BHE"

* ONTAPTEMweb-clixiE £ HATIE) /93053,

FPTHAPHRARHLIFKB(NELERIFIDOSK T)ER
FVMware vSphereBYONTAP T £9.13

AIMBR T 8TAPHERAHABEREI481, ONTAPTEFrootAF A LIRIEHEIF
IFNERERULE, IMEFNMIEERNIEFESNE, RACRM T —MBrIEELRSS(DOS)
b IS

FAFAILIFE"_/opt/NetApp/vscserver/etc/dosfilterParams.json* X {+ R B ER S AH & G AT H M 2N S

o
HATAJ LB LA TSR ECE hifkas |
* delayMs: £E[82ZR1, FIRIEREBHEREREFIER(UZW NEN), RH-1{IELITK.
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* throtleMs: ZEFHEIRAVIERL E1FETE],
* maxRequestMs: RIFILIERIEITHIR EHKE,
* ipWhitlist: RZRZFRGIAVIPHIILANE S 73 PR5IFR. (ATLAEvCenter. ESXIFISRA IP)
* maxRequestsPerSec. & NEZRAZHNRKIEKE.
*dosfilterParams file:* I ZRIAE
{"delayMs":"-1",
"throttleMs":"1800000",
"maxRequestMs":"300000",

"ipWhitelist":"10.224.58.52",
"maxRequestsPerSec":"48"}

ONTAP I EHIMLKLES B i (NTP)ACE9.13.

Bit. HTFWEHNEEENER. JEEsENTL2RE, F5SVRENEFINFEIZEE
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AIMBER T NTPRARSS Jontpd X2 —HUEHARSS . ERERR T RERTEML.

*Debian

7fDebian k. AP AILLIAIR)ete/ntp.confX {4 IAFREXNTPAR 2 2881% 401 B

ONTAP L EMZETHER9.13.

BEUREBEONTAP THEHFALRE. 12N ESRANAF FERNEEEE RN EBIEFER /Y
SREIDRER, ERBIRER. RAEFRTHAPBAEZE, XFALE.1280EShka
Hbrownfield . P & PR IR (B ERE 1Y RESAYIETT,
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25,

* BERINEREINOX. 75KE. AR BHRIREI B REH,

* FRESTEERENED. RATRBRE—NEEENED.

* BHAFREFEmaITIER AR, ERSNERNRE. U TEEE8E. ARBMEERE:
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MREIMATEZERE. HERTSONTAPTEI. MEERMANARIKE, A, AFREIUTES
UEEZ:

MRAFAZRIREFTBRIBRRERE—IEDR. WAFPKERUTHEIR:
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