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Deploy OVF Template

+ 15elect an OVF template Review details

+ 2 Select a name and folder Verify the tempiate details.

« 3 Select a compute resource

4 Review details

5 License agreements Publisher Entrust Code Signing CA - OVCS2 (Trusted certificate)
6 Select storage . oo 2
Product Virtual Appliance - NetApp Inc. ONTAP tools for VMware vSphere
7 Select networks
8 Customize template Version See appiiance for version
9 Ready to complete
Ready to compt Vendor NetApp Inc
Description Virtual Appliance - NetApp Inc. ONTAP tools for VMware vSphere for

netapp storage systems. For more information or support please visit
Rttps:fwww.netapp.com/

Download size | 2.2 GB
Size on disk 3.9 GB (thin pravisioned)

53.0 GB (thick provisioned)

CANCEL ‘ BACK | NEXT

ISIFONTAP I EISOFISRA tar.gzfy%& 3
NetApp=EF=m FHIHE L S5EFAHZERBEZZIER. UKROTV-ISOMsra.tgziV= mzipX .
BRI UMEBEZIERPRARERA. NTAR:

#> openssl x509 -in <code-sign-cert, pem file> -pubkey -noout > <public-
key name>

RfE, NMERAAHZARIEIsoOMtgz™mzipME R, NTFFR:

#> openssl dgst -sha256 -verify <public-key> -signature <signature-file>

<binary-name>
5l




#> openssl x509 -in OTV_ISO CERT.pem -pubkey -noout > OTV_ISO.pub

#> openssl dgst -sha256 -verify OTV ISO.pub -signature netapp-ontap-tools-
for-vmware-vsphere-9.12-upgrade-iso.sig netapp-ontap-tools-for-vmware-
vsphere-9.12-upgrade.iso

Verified OK => response

pimEl o
A5 H B R RIS FVMware vSpherefRS523HIONTAP LA S HM A (INZ E 1= 1A
ot IRSBMEMA M) Z E#TEEFRHRNEOM DI

OTVEENILH H ihin O
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TRABTITANROFAER.

TCP v4/veim[# * HH * BRI
8143. N FIF REST API By HTTPS %
8043 PN HTTPS &%
9060 ik HTTPSiZE#+
BAFETFHTTPSHISOAPEE+
WIHTHL RO, B iEAREEZZIONTAP T EAPIRRSS 28,
22. N SSH (BRIAREAR)
9080 N HTTPS i&E#E— VP 1 SRA — (X MIFEIHITHERERE
9083. N HTTPSiE#Z- VPHISRA
BFEFHTTPSHISOAPEE
1162. N VP SNMP &R &R R
8443 it AR
1527. Y Derby#iEEiRO. REMTBENS BB ZiE. NEZINREEZ—
{NPRAEREE
8150 ISR HERE4RSEROLIETT
443. W& FATF%#%) ONTAP &8

=53 Derby 2 E ERIIZFZ 1 10)
EEAAUERUTmSIARderby$3EE, FI@EEONTAP TAAMVMALZIZARS 28 E S LU TLBEiFRE:



java -classpath "/opt/netapp/vpserver/lib/*" org.apache.derby.tools.ij;
connect 'jdbc:derby://<OTV-
IP>:1527//opt/netapp/vpserver/vvoldb;user=<user>;password=<password>';

root@nifiedVSC:~# java -classpath "/opt/netapp/vpserver/lib/*" org.apache.derby.tools.ij;

1j version 10.15

1j> connect 'jdbc:derby://localhost:1527//opt/netapp/vpserver/vvoldb;user=app;password=_
1j> show tables;

| TABLE_NAME | REMARKS

| SYSALIASES

| SYSCHECKS

| SYSCOLPERMS

| SYSCOLUMNS

| SYSCONGLOMERATES
| SYSCONSTRAINTS
| SYSDEPENDS

| SYSFILES

| SYSFOREIGNKEYS
| SYSKEYS

| SYSPERMS
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1. System User: rootFd i/

2. RTEFAF: EERAAF. maintuserflEIiEZERE KA

3. AP diagFP ik

1.25 AR

system(root) i F BB T KERIER S (DeBM) L ZZEONTAP T A X8I,

* BUIARGAF "root" @ il@id REONTAP T A1EDebian L IEH, HEGABEAZM. mh@T aint"EH &I E
Fo

2. AR

N AEF AP EONTAPT AR GRARMAR, XEFAF ZEONTAPTAN AEFFAIEN, TRIIETRA
EFRFPRZEE:

*RR * [R) A *

EEGAF EREONTAPTAREKHAECIZR. AFEAFZEONTAPTARREMZE, AR AILIE
FEfE aint'EH 6 P ELE . BEREOXREIH. AP NERILE.

“HIFRAP EREONTAPTAREHECIZA. AFEAFZEONTAPTARREMFTIE, AR AILIE
FEaint"=H SR B, AP AR, SRR REN T RITHREE
a8k,



ik * A *

SRR CREONTAPTAREMECIR. FFEHEONTAPTANRMER, AAALL
FEAE aint {35 & hENED, BHSGE0REM. A M BRI,

3.%#FFF (diagfF)

FEONTAPTAREMIE. RAROB— LIFAA, WA FRTFERS R EEMDRRAR PR

[EIONTAPTAHWERE, FIABERT. LLARLFERRS. Eri@d aintTHl ek ER. FEEEN
. AP BEEENEREBHER.

MHETLS (BT IR S H50IE)

ONTAP 9.7 B EShr A ZIFHETLSIBE. MIERFVMwareflvSphere 9.12B9ONTAPL
BFa. IfERMEETLS SHRINEREH1TBE(REAEBURTONTAPKRZS),

ONTAP

NFRRTANNFIEEFEERS . EFRME. FIERMINEERSEIREGEDEE. HEREEETIERNEHE
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Add Storage System

@ Any communication between ONTAP tools plug-in and the storage
system should be mutually authenticated.

vCenter serves

Mame or IP address:

Username:

Password:

Port: 443

Advanced options .~

ONTAP Cluster © Automatically fetch () Manually upload
Certificate:

CANCEL




Add Storage System

I:D Any communication between ONTAP tools plug-in and the storage
system should be mutually authenticated.

vCenter serves

Mame or IP address: 10_23L_85.142
Username: admin
Password: [ p—

Port: 443

Advanced options




Authorize Cluster Certificate
Host 10.234 85.142 has identified itself with a self-signed certificate.
Show certificate

Do you want to trust this certificate?

MO YES




Authorize Cluster Certificate

Host 10.234.85.142 has identified itself with a self-signed certificate. P
Hide certificate

Certificate Information
This certificate identifies the 10.234.85.142 host

Issued By

Name (CN or DN): C1_sti21-vsim-ucs581m 1678878260
Issued To

Name (CN or DN): C1_sti21-vsim-ucs581m 1678878260
Validity

Issued On: 03/15/2023 11:16:06

Expires On: 03/14/2024 M16:06

Fingerprint Information

SHA-1 Fingerprint: 2C:38:E3:5C:4B:F3:5D:3F39:C8:CE:4A:8
2:C1:AG:EE:34:53:A0:F3
SHA-256 Fingerprint: O05:0F:FE:CD:BO:C6:FC.:6F:EB:BAFC:86:F

JEIEFD4ASDICAOS2: 9B ET A4 T 0:B4:

52:F8:76:98:64:FA 23

Do vou want to trust this certificate?

SEEHIREE
RSB mIEIRIEHAIE. BMMER:
* YNRONTAPIEFEHA. AR SIEREBHIERH %o

* NROTVIEFZHA. MAF A LLHEEiEP S EEREHER T,
° JJONTAPERLHTBIE P uRIEF_
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Maodify Storage System

Settings Provisioning Ophons
IP address or hostname: 10.237.149.72 b
Port: 443
Username: admin
Password: srrrmans
Upload Certificate BROWSE
(Optional)

|:I Skip monitoring of this storage system

Generate a new client certificate for ONTAP



o/

Updating storage system details..

ONTAPILEHTTPSIEPH

ZHABRT. ONTAPT AFERLTER S BaItIZEMNBE R IEHERFRIFTWeb UI
BIHTTPSiAial, ONTAP T Ei2H LI TIhEE:

1. EWRERHTTPSIES

ZONTAPT EZ B, STEHTTPS CAIEE. FHBEZIEPEHEERBES, AP A LUEF @I maineizhla
EERHTTPSIES,

1#3 SAnE"Application Configuration"(RZ FB#2FFECE )—"Re-generate certificates"(EREMIEF). AL
7£_maint_=H & Hif18] A&

EREE

BREERERTPRANARRE. BERUTERER, HEE. FRIABER T, SSHA
TFEARS. MVMEEHI8BRASSHE. EXATF—RIEER.
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WARNING: Unauthorized access to this system is forbidden and will be
prosecuted by law. By accessing this system, you agree that your actions
may be monitored if unauthorized usage is suspected.

FAF#E SSH BETMERRE, BERUTXE:

Linux UnifiedvSC 5.10.0-21-amdé64 #1 SMP Debian 5.10.162-1 (2023-01-21)
x86 64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

JESE TR

AT BLERERNEIARE]. RARIKEIDENEN. MUEEERENERNEEHEERS
ERFEIEE R TFAREEIRSHAR . XFAIURERIABERNAFFRiGRRR. HEMT
SEES kT

* BUABER T, vSphere ClietRIESET N 120005 XH. FEAF EMERA EREERETFin. EAILL

Bd fmiBwebclient.properties X R BEEITE, &R LARCEvSphere Clientdit8BY " & vSphere Clientis
BHE"

* ONTAPTEMweb-clixiE £ HATIE) /93053,

BTAPHRAFHABRE(NEL2/RIF: DOSK )

RINERT. 8MRAPNEAHRIEKRE 481, ONTAPLAH Moot~ A LIRIEHEIF
FNERERUE, IMERNIKERNIFEESNE, RACRME T P LEEZLRSS(DOS)
AL

FAFP R LUTE* /opt/NetApp/vscserver/etc/dosfilterParams.json* X BB AFH A SFHMEMZT L FNS

o
FATAILLES LA TS ECE Thites

* delayMs: &8I, FIBIEREBHEREREFER(UZW NEN), RIEH-1{ELIBEK.
* throtleMs: FHERRVIERD F1F0YIE,

12
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* maxRequestMs: FiFIEKIZITHNEHKE,
* ipWhitlist: 2R [REIHVIPHINEYE S 72R5ITR. (AJLAZEvCenter. ESXIFISRA IP)
* maxRequestsPerSec. =) MiEEAZHIRARIBERE

*dosfilterParams file:* PRIZRIA(E
{"delayMs":"-1",
"throttleMs":"1800000",
"maxRequestMs":"300000",

"ipWhitelist":"10.224.58.52",
"maxRequestsPerSec":"48"}

L&Y B 1Y (NTP)ACE

BN, ATFWEERENER. AJEstilT2ni#l,. SV HERNEFHIFEIRSEER
BEEEMARIENEE. LABALEH IS a0,

BN E

SR UM EPIE F AP IEHI SECENTPARSS 28, AP I LA7E_System Configuration_=_Add new NTP
Server EIN N ARIINTPERSZ 25F4E R

FHABR T NTPHIBRSE Aantpd X2—ITEHAARE . EELER TRERTFEM.
*Debian

7EDebiant. FAFEILLIKIR)etc/ntp.conf X {4 IAFREINTPARSS 2R IF A= B

ZHI R

BEREFZEONTAPTRERARE. 12N EShANB A FERNEREESMBUEERF B
SREIORES, EAREIRER. RERETHAFBAAERE, XTHELE.128ES A
Hbrownfield . 4IP3 & PR R S ERE Y REEAYIET,

* BREFRmalTizhaE. RAARBREEXAMNELETRN. NRAIREFELMAN. WEEBRBREEER
215,

* BHERINEREIAXR. 75KE. AP BARREIERZEREAL

* FEES TN EAIREREN. AAFSRBRE— T EEIEAMEN,

* BHAPERmaITIEH G, ERSNETNRE. NUTHESHE. ARBMBERE:

13
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MREIMATEZERE. HERTSONTAPTEI. MEERMANARIKE, A, AFREIUTES
UEEZ:

MRAFAZRIREFTBRIBRRERE—IEDR. WAFPKERUTHEIR:
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MEZRRARIFEY NetApp FHELKERI AR U TP MR R AERRRILIR

AR NetApp 12 RIF 1R, FEEMPAREIETER, SFERNRTERSE UL ERZBIERMEN
FRREER, BIEARREBERSIE. EEABERT, NTRERSRAMUERSIVERNEAERE. BiZ
M BAM. 1B, ETMSERERL (BEEFRTHIEABMERS; £H. HEFES EHRL
; EWSHE) , BEREMNAUREFEHFRERL, BEHTEE. mRIEIENTH (BEHRZHE
fth179) , NetApp HARFAIETE, BIEERSNEFE LRRRAIATEEM,.

NetApp (REEAFFITEMBIE S FHERS M A S FTARYE Al == mmdt 1T ECRAUAF) o FRIE NetApp AP EATVER
HER, SN NetApp AABREAASHEFAR i~ ERERRESRNX S, FRNMER~mARTIREG
NetApp BYERIZFIMN. BIRNEEREMAIRFRIFA,

AFMRPRANTMAIEER IS ZHEE T, SNEZTFHIEFERIBRIZ BRI,

BRANFIHEE: BFER. E5IsiATFANESS DFARS 252.227-7013 (2014 4£ 2 B) #1 FAR 52.227-19
(2007 £ 12 B) P FEARBIENF] — IEFWA"EFE (b)(3) FMEBIRBIFZHIILIR,

AXAEFFES RSB =R/ B RS (EXI FAR 2.101) #8%, BT NetApp, Inc. HEEES. RIE
ISR HBIFRE NetApp ARTBIBFMITENRGEEELER, HE2HMAREFL, EEBREX XL
ENERNAEI RS, 23Kk, SRERABENGTE, ZFrBERaEL, WAREHEFE, BMRESR
FHIRFARIBIN EE BT ERAE X EZEaRZFRNER T ER. BRASEMENBRIN, FE NetApp, Inc. B
PEALE, FEER. HE. Efl. B BERETXLELHIE, EEBRXERIFENYIETF DFARS H%E
252.227-7015(b) (2014 £ 2 B) &R EAHAIIF].

BIHER
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