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B RBEERNEIR TR, RIRATUEXH, WEFES, AENEELAE, FiRiHET REST Web RS
N AR, BARTRNESZ—RIR5IER.

* RS KRBIASIRERE X
RFRALRTHERRIVREZ— DIBFHRE SRS AN BT RIS BB R EXR .

URI %=

AIVERE X BRIR St A B E X RS REST BR. RIRFITE R 2RISR R ERS—RRIRART
( Uniform Resource Identifier , URI) o URI g7 —MEBEZ, BTFANKZHHENRECIEME—2ZFR,

F—RIRENEE (Uniform Resource Locator , URL) B—FFF Web BRS3HI URI 28, BAFARIRFHR)ER

Bo HWRBEUXRMNTFXHERNDBEW AT

HTTP B R

X AEFRENY (HTTP) & Web IREE P InHARS 2ARIEE XX BEINERFMMEE EAY. TEi&it

Web IRSSNAIEFRS, HTTP FARMEEIZRIRUREN RS ERIEE, HTTP ATRE. RFllt, ERF—A
E?&iﬁ?*ﬂ%ﬁ?&ﬁﬁﬂ—f%ﬁ%ﬂ’\]—%ﬁﬁ, HIRFENE S B aEIERMIEN SRR —ER AR HTTP 45k

JSON #8531t

BRATLUETZM AT Web IREZFFImMRS 2 BMENERES, ERIINLAYEIE JavaScript IR
xE (JSON) o JSON 2—iTkiRnAE, BFUANAFERARTEREIIREEN, HRATERERRRIR
BIE 2. ONTAP REST API £ JSON X LE HTTP iERFMMAZ IE XX F & & BIEIE,

HAHREST APIE %
SMAPIESHEE—MHTTPIERM BN, HEER T AR RERERM ONTAP IR,
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HTTPS://10.222.81.101/ GET /api/cluster?fields=version

HTTP
Headers

HTTP response with status code = 200

HTTP Version
Headers

JSON

TCP session encrypted using TLS

Client

HTTPiER
MEFIRAZEZIRS SBIEKREBEUTAR:
* GET @hid
* EE84HY URL B2
s BB (FE)
* iEKRIRk, BIEEN
HTTPIEIR,
MERSZ 2L XN E P IHNMNEFEULTARRE:
* RS 200
* MRk
* SRR IE S

4017l E)ONTAP REST API

eI LB Z#A[E A 58] ONTAP REST API ,

12

ONTAP



WZ B EIN
f&o] LUEE L N5 &R REST API :

o EERYESIE |LIF
* TEEBELIF

* SVM B LIF

TR ERR LIF BBECENSFF HTTPS EEMIN. I1tsh, MEFRIHIISEEXLTAIF HTTPS FE.

R A EREREIELIF, THMAET S LOAPIERETRETA, Fles Aby R8s

R, MREERET S MENERESAM. ITDHIREST APISE. X4 AR
%,

ONTAP API BEX#I XA DI

EF Web JI¥I388Y, ONTAP API BISCAATIEIRI T — MBI, T IRIERMITEN AP BRI %2

5h, WREEEE AP ¥ EREHER, BES MERNHASMAEET, AP BRHINEEIIHTAR.

BB REST ARAE BXFMEES ..

T HIARAMRA API HOCALTIEIR) URL H20:

https://<cluster mgmt ip address>/docs/api

BHEXRHEMTHE

SR LUER Z R ENRIZIES T AiAR ONTAP APl , & L&A Python , Java , Curl 1 PowerShell
o fEF API V32F, FIZARSLTAZ Y REST Web RSB EFim. FERRIEIES AJLUIIARX API T %, FHiRME
ah{t, ONTAP BIEMIH=.

BT EZiFiRRIMhRA APl B9EZA URL 80!

https://<cluster mgmt ip address>/api

BiHRZ L OIRASHIRIE API ks, URL B9t&79:

https://<cluster mgmt ip address>/api/vl

R E—/XONTAP REST APIAFE
f&o] L@ inl &g iRa Simple Curlfp L FIS{EAONTAP REST APIHIAE AT A%,

FIaZ Al
PR T E LRI HIRMMCURLEAIEF 25, BHRELI TR

* ONTAPEEEIELIFAYIPHINEEYFQDN
* BiFEJONTAP REST APIBITK P BYONTAPELE

13



@ MRENTIEESTHRTT. WEZREFIEANShell LAREZ MBS AN EHHITRIV. FI
. RIS MIRFAHZABARFIL. HEFBEREFAFEANG| SHEEX,

P
1. EARM TG <SITRE L. [A8#ERthe following command:

curl --request GET \
"https://$SFQDN IP/api/cluster?fields=version" \

——usSer username :password

° ¢

curl --request GET "https://10.29.186.132/api/cluster?fields=version" --user
admin:davidl23

=]
ONTAP hrZ&{SE LL JSON &= E o

ONTAP REST APISZIE =R

NetAppiRfE T — 1L EIFIE. AT NIXONTAP REST APIFIE thiEx B ok R,

o "Lab on Demand" ;& FNetAppE P HIGEk . BREEERNEIEAEERHABRFERALRERR, &)

DIREREERLEFRER RESTHHEMEA,

BiFEE "HE%ELab on Demand LUS{TRGIBIZA" FHaE A,

14


https://labondemand.netapp.com
https://github.com/NetApp/ontap-rest-python/tree/master/lod
https://github.com/NetApp/ontap-rest-python/tree/master/lod
https://github.com/NetApp/ontap-rest-python/tree/master/lod
https://github.com/NetApp/ontap-rest-python/tree/master/lod
https://github.com/NetApp/ontap-rest-python/tree/master/lod
https://github.com/NetApp/ontap-rest-python/tree/master/lod
https://github.com/NetApp/ontap-rest-python/tree/master/lod
https://github.com/NetApp/ontap-rest-python/tree/master/lod
https://github.com/NetApp/ontap-rest-python/tree/master/lod
https://github.com/NetApp/ontap-rest-python/tree/master/lod
https://github.com/NetApp/ontap-rest-python/tree/master/lod
https://github.com/NetApp/ontap-rest-python/tree/master/lod
https://github.com/NetApp/ontap-rest-python/tree/master/lod
https://github.com/NetApp/ontap-rest-python/tree/master/lod
https://github.com/NetApp/ontap-rest-python/tree/master/lod
https://github.com/NetApp/ontap-rest-python/tree/master/lod
https://github.com/NetApp/ontap-rest-python/tree/master/lod
https://github.com/NetApp/ontap-rest-python/tree/master/lod
https://github.com/NetApp/ontap-rest-python/tree/master/lod

ONTAP REST API
REST SChEiFE 2

ONTAP REST APIBYI2{E4HE
E’y’k REST i1 7 —4HBAMNEATIRESLE, BE1 AP B9iE4(E B AT ERISIHEEM

:H-o

1ERMIELN APl 55

S REST API ARERESA HTTP uaz‘?#tﬁ ONTAP &%, ZRGRMFF It M KRERIMEN, IHIEK / Mk
MRS API 55, TEER APl 27T, ENAEABTERIERVEAZEURMMN LIRS,

23 CRUD 12/E
B ONTAP REST API 12 &N RIS BIIRIE CRUD #EEG#ITIAR:
clf=
* JREX
© B
e

NFRLEFR, (HFHDEF BXEBIHRBRNFAEE, ENEE ONTAP £E7 LA ONTAP APl XA4TT
Ho

M RATIATRT

SIRB N RFELRAIZNREY, RASHEDE—ME—IRIRNT, ERSHIBERT, MRARFH 128 L UUID, X
LEAMRTTTEE ONTAP £ A2 F/M—%, LKHEIBRHINREMIN AP ERRE, KBE HTTP MaNAIE
R EER G RE—MEBXEX ID BB URL . fE5IBHIRSEFINY, &0 UREBIATIRFTHEGLA R
RE.

@ FHRIMRARTEIRN BRSPS AT AR B, NEH5|AXBEMNRE, ANIRIEEETEHMN AP
AR L EBRIRRT.

WRELFIFMES

RIERRIREM HTTP /5%, APIEBRrRUNATFRHENREFH N RES
BT MFTIRE

ONTAP mi@d M A X HITME P IHEIE HTTP 15K,

Bl Sk
ONTAP &1 BIHITIEIEK, WNERETH, MR HTTP ARESAES 200 3¢ 201 #1TMMAL

i GET , HEAD # OPTIONS 7ARS MERBXZEFINIT. tLIh, NRFER POST , ExMIMIEREY

15



BRI ERPATR, NXEFKRERP BT,

S AE

NRFLTIEREY, ONTAP RelZ— Mo ESRAEIER, HEIB—MELXNRFEMELES. 202
HTTP REF S LN R —EREILIERRER. ZERERZMRNERKNY, EUTIRRIELIVRE,

YNSRMER POST , EAMIBIERTARIBERAHFEBIMMN A GETM, MXEBFERZRIET,

@ o return_timeout BWEHEIATFEIAPIER. HERILUERID HREIRNEY M.
BEN FEREIVNSHTES R BXIFAEERE ...

Ze%

RESTAP| {2 LM FEETF ONTAP 12 E L £IN8E, APl ERUTEZ LM

TRERSM

E iR 5ONTAP LIFZ [Eh@d M R XA R EE E S IRIEONTAPE B8 B EATLSHITINE,
PRSI

ONTAP System Manager F1W4E 5 EIEM SDK RENHERZ A IIEETE R T ONTAP REST APl .

HTTP S 3%IE

EHTTPE . BIUIEREAPIONTAP REST APIBY. ARMEBMHIIEETL. TR, TE8MERT. &
FECBHTTPEMNTSKHRKREBSES MERF,

eI Description

HTTPEZ &5 I0IIE ONTAPHFBMEBSESEE . ZFHHEFEEIbase6dH B ETTIEK
koo

OAuth2.0 MONTAP 9.14FF85. R LAMIMERIRANARSS 23IEKIA IR ShE. HIFEENEE
CTHEEEEIERIRELAF,

BXOAUth2. OLA R ANMEITEONTAPRISZHERYIFAE B 1520 "ONTAP OAuth2.032hEEIA" s HBigEs i "EE
EAXLETER"

ONTAP #%1Y

ONTAP LHEEF A EEINIER, 58 ONTAP REST API 55 API X4 BT E A E A B A N B HiE H 89X
Ro

ONTAP REST APIIERHVEINT =

EeI LU HTTP B RIS ERSHA T EFRITH AP HRRGEF T

HTTP /5%

TEHRERT ONTAP REST API ZHY HTTP Fio

@ FH3EPRE HTTP FEERIES REST InmfEM. Ltoh, BHERMMREAIUATFES. BX
ﬁémn i) JL: _ObJeCt §|FH$D17'5IEJ7|‘Y|}E _ o

16


https://docs.netapp.com/us-en/ontap/authentication/overview-oauth2.html
https://docs.netapp.com/us-en/ontap/authentication/overview-oauth2.html
https://docs.netapp.com/us-en/ontap/authentication/overview-oauth2.html
https://docs.netapp.com/us-en/ontap/authentication/overview-oauth2.html
https://docs.netapp.com/us-en/ontap/authentication/overview-oauth2.html
https://docs.netapp.com/us-en/ontap/authentication/overview-oauth2.html
https://docs.netapp.com/us-en/ontap/authentication/overview-oauth2.html
https://docs.netapp.com/us-en/ontap/authentication/overview-oauth2.html
https://docs.netapp.com/us-en/ontap/authentication/overview-oauth2.html

HTTP /3% Description

FREX MERFZRLFIHES LHHRE .

b-Zis RIBRHEIEN IR ZREH,

patch RIBRENRAN B INE R BRI,

B TRIBREN A = IRSL B,

v BMAW GET 15K, B{URE HTTP k.
I FATE S E i M SZ FFIILE HTTP 7%
BETE

F/RREST AP ARG BE I UE S EMIRRRT. 8NDMNNF—MFEXREG, Fla0. EEID
FISVM ID,

BERATE
BRRTE HTTP IR E S ZMrcko

R
MBEREXEE JSON , WATLATKIEER application/json

B%

IARKNIEE A application/hal+json o WRFGEHIZGE N application/json , MRTHRERT—H#
IERFTENEZZIN, A=REMER HAL 58%, WMRIELSXHMERRE, MWMKAR content-type R
SLEVERIANERE S application/hal+json o

Authorization

MAERRARBMERRREERS NI, HEHERLH base64 FRIH, Hu0:
Authorization: Basic YWRtaW46cGV0zZXJIzb24=o
ERIEX
BREXHWNERLKBATR. HTTP BREXEELUTFREZ—:
* BEWAZE JSON H%
* % JSON W&
TRERTR
ERGETAERHAPIERN. Er]LUEREIISHIREEMAE 4R G THiER BRI R

RITFIRREE IS
AL — M E N SHNESHMEIUEEFANURLFRER » FRK. NIREET SIS WEESHR
RIBFITIRG « FfFo SHFNSMEMEREFHFD = FHo

fplan. &R LIEREFSIEEELECRRYIE:

17



<field>=<value>

WFEEXNEM. MINEETKREESESEE. §i0. BEREATHETFENMENBEFRARTRE, &Eif
YO

<field>=>=<value>
THEEERT
FRT _EERMEAIRGIZIN Bl LUEREMEERRREEEENNN R, TRILETONTAP REST APISZHF

HYTmIEIE BT

()  REENEAFRESEATREERHRL,

=EF Description
= 5F
< INF
> AF
>= NFREF
>= AFHEF
! rETF
’ BRI

tesh, EERTLAEEEHRMER null XKEFHHSE ! null KREEERETRHEFREE AR,

TERRG
TEFIE T ik mRIREST APITERHFH—ERHG,

* "Bl AR

RIBHITIRIE state AT EFEAMENTE,

BERIEFENRFER
FINERT, A GET & APIHERKN, RLIREIE—IRI— 1 HZ N TRIEME R HAL BiEE, X4AR
INNZESRTRES NN RN, HENKRERMR, EaJLUEI U TARER fields query SEOERE MR
REM:

 BRFEIINEFR

fEE fields=*" LIREEANNRFR, XEFRERRBESMRSZENES, HELFAFELE
BIRTiAiRl, XEBMESFERHHE URL BEE (UUID) B GET EANRERLEREMEER,

* FREFER
1B fields=* AIMEFIAMNRTFTER, SETEIMRSHFDELEHRNFER,

* BEXFRIER

18



R fields=<field name> EEMBENRIFE, BRZIMFRIY, BAERESHRE, TEEsT
o

IENBESE, CIMAHERRNNETR, CREERENGR—AARATRNRET
B, WPEFERIIAIBATER, FHEM riclds—r B, B NetApp {RIEMEFIEEES1H
o FEREVHKATMEATERRAAT L LTI,
Rt S REO T ST

FRWERRIERIHZR REXEINRFIREl, ERILUER order by BERSHUNFEZMMHFAEE
eI, YRR

order_by-=< FEEM > asc=desc
5N, ERILURMER KB FEHRE, AERARN ID HiF:
order by-type desc , id asc
EARMU TSI
* MREETHFFER, BRREHAH, WXEEBRAFRF.
* MRBEZSNSE, WBAERESHRENFR.
HMREGHIIXNRETH T
£/ GET &t AP AR LUARRE—RE—HITREY, ONTAP RAREFHNMREIZIDIEEIRATHESHMR, &

A LA REREMENSHREFEPNENREL E GET BREFME—NRFPFLKEZER, Eibs
PR EIAYIE R

() wREREERATERRZAER, NIMREQAHE T RABEHE,

REINREE

FINERT, ONTAP :%=%A GET iEXKIR[E] 10 , 000 MR, ERILAEA max records query SEEH
ItEBR S, flgn:

max records=20
IRIBAER BT BRI AR RFERHIN R DK, KIRRERM REALUNFERHIRARE.

PRI ZR AT SR A RS 8]

AOINBST, ONTAP RTEREUARAVFHINERRERATEZHIN R, AINEBT A 15 70 ERILIER
return_timeout query SEECLULLIRHI, 5I140:

return timeout=>5
SEFRRER N REAETLUNTERORANE, EFRRTHNREEURRFTHRSIBIBXIRS,

g8/ NERERER
IRFE, EAIUREIRNSREHEMERSHRESHER, U NERENEE. FW, U TRARRZIRME



EHEER B Z [RERRY 10 > EMS Hft:

time=> 2018-04-04T15:41:29.140265Z&max_records=10

TR LB PR ZE S TIBER KN EE IR BENED AP BRANIRERE— M ERETHENS
FHER— BBl E,.

RNEME

R APARUREEEHSHERNBNEN T, ERILUERERTERAIRNESR, MARRHUFTA
BRIV

=tz Description

IR KB T (1024 =15) HTFET

MB MB JKFT (KB x 1024 FT1) FIKFT

GB GB TIkFH (MBx 1024 =) HEFH
B TBTBTBTBTB (GBx 1024 ¥¥i) I TB
PB PBPBPBPB (TBx 1024 &) HXWEFT
HXER

* "WREI A"

fRFRONTAP REST API[

B APHEREBZEMN TP iRk, ENGEMRNUBERZSMY], HRIEEER
RE .

HTTP R&SH

THENET ONTAP REST APl {EHM HTTP RS,

(s [RE*ZE Description

200 HE RTARBIEFT R REVIE Ao

201 2l ERINEIENR, MmN ER K EIENRVME—IRIRR .

202 2z ERmEaELUHITIER, BREKRTM.

400 EKEIR EEERIANTEIRAIHAE S

401 RIEN AR B1{35IER K,

403 21t BTFIENEEIR, hlaREL,

404 RILE BEKRPS| AR RAEFE.

405. RAVERLL A E I FEARZFFIERPH HTTP iz,

409 Pt %?ﬁﬁﬂ@ﬁ%%)ﬂ&, HABTELES — I HREIFKRITRE
FEo

20



Qe [RERFZIE Description
500 IEREEIR ARS5 88 &k £ —RE I EBEE IR,
MRz ARK
ONTAP 4REH HTTP MR & 2 MEsko
VA=
B REY, (IBERKEESHMURNTE URL, SIEDFLAZMRIE—IRAR,

BHE N application/hal+jsono

[

MeIRY IE 3T
AP IERERMRIMN I EXABENR, BIEXRBLRIERNMINH KM MF. HRZIALL7E JSON FREH,
* BIWR
'EIL)L*E?Ei%%‘?ﬁE—?Rﬁ%#iﬁ—éﬂ?ﬁﬁo f5en, fEEILAGER GET ERM— MR RENEER

o

* ZPHR

AUM— P HREEREZ I NR, EAERETT, BIEA—BEEN, EF nun_records RREEX
KEFILARICRIERIBE, FN, IR REEEFPEXHTRo

* MR R

NRZLLIE AP, WZREFINSR, BTFREEESERE. N, BTFEMEHEENENMEFIE
KEF T REHRE—MEL R,

* IR
R AEHEIR, MWIALRE] Error WKRo B30, ERIRBLRRNERTEXMNFEER, BEKREIHEIZEE,
* ¥ JSON W&

AREBERT, FREMEMAEE, HAEMNEXEE— 1=/ JSON HR,.

HAL §&%
ONTAP REST API /8 HAL {ERHHIRZ 3545 Hypermedia fEAMN FBRZEFIRZSSI2E (HATEOAS ) . iR[EIF

FHRRRER RN RIBMEN, EEBE— HAL RIS, G USRI HAE R X2 R RIIEM
FAES.

errors

NREETHIR, AN IESORRE—MERNR.

21



3o
BIRMREIUNT:

"error": {

"message": "<string>",
"code": <integer>[,
"target": "<string>"]

}
TR LUMERRBERESMEMRLRE LS, HERESRERERIR. NRTA, BNFRIEES5HR
KEXBHFE R PN

® IR
TRAABTERFEZRAE. FE AP A EEEEMERANE,.

g Description

1. 409 AEMHEEIMRFTHNN R EFE,

2. 400 FEMNETHRSEREL, HERET
TIMNF o

3. 400 Az FRIIR1E,

4. 405. KABIABIEERRFHIM R,

6. 403 ELITIERIIPR,

8. 409 RIREEFERS,

{EFEONTAP REST APL#H{TE 4 A IE

ARt ART BT AP BERE, BARGE—MRINSKRAFERELS ARG, (Fil
RHERHEEREIFRNEEES. RIE HTTP REMRE, BRI REIRSUREIS
REE o

/BN AP 2Z" REER T HITH AP AR,
EHIERBBIES T
SR LUER return timeout query BHUITHIFE API HRMNAIES . FRLLSHATEE=ERMER
A2 TEIE R e Z Fiid A
IFTFEMIEK, ONTAP E5R[E 202 HTTP KRB UKRELNR, EBHRFTIEEEVRSUBEIETRES
IN5E Mo

BERETHIS ST Z A 5E

NRUILERBEYHEIZA EZIER Z FIKIHTER, N ONTAP RiR[E] 200 HTTP KSR UREL IR, HF
BRERP TR, 0200 Fir, ELETHRRFEIRS.
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@ return_timeout SMBFNAMENZR, FHit, MRFEESR, WRKXINERIERIEMD
202 HTTP R&ERE,
IEEEINS APLHERKERBIFIL IR

HTTP MW FREIREI N REE SN EM. ERILERLE AP HRFEI state B1%, MHBEBKREEMI)
Ao TR RIGELTFUTREZ—!

ot

LIRS
- EHM
- E15EfT
- BEE
HIRRES
* Success

* KK

BT RUBRTIEKRNVENURET R

BRILER U TSRS BTMRY AP AR, RHIRIEKRER return_timeout B4, HELMEE
Aieatrlsemzal.
1. AR — Mg AR S HRITH AP B,
2. I HTTP MRz 202 , EREZERIER.
3. MPARZIE X AR 3 RAVFRIR AT
4. E—NERFEFR, 8N ABRPHITUTRE:
a. FREV/RALAY S ETIRES.
b. IR FIFLRIRIRE, BEIMMITIFE.
o HIRIARIRIRE (T, KK =L
BEXER
* "ERTERBFEAAR A"
* "FREREMLSEI"

ONTAP REST APIX R 5| BA1ifA]

1832 ONTAP REST APl AF 8RRl R vl LB Z AR A #1175 Bfn
1A,

MRIFEREIE
BAEME, M REERMERZEE:
‘x5
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IR Z AP ABNE BirsEiZBir.
* SNER

HHRERAZE AP ARANEES|IA, MEMNENRFEEE, BEit, E2— MM THNR, H@ETERRH

HFERHTTSI Ao
£/ UUID AR R
SIS INNRE, RASHESE— M HE—IRART, EAZHIBERT, WARIRFTH 128 i UUID . 4EZ89 UUID
ERAOEXNM, £ ONTAP A EAXLERIFRMERERR, Fib, UUID EFETHRERR, REEHNR
WA

WNFFZRIRER, LT URL HRVRFRZHPIRM UUID EXRIFIBTFEXN R, Fla0, ErILUERLLTHR<IH
BT ESEffl: © /cluster/nodes/ { uuid }

EI=POEAESEIVTEIFOE

BR7T UUID Z4b, EEeLUERMNREBMILRINR. EAZHIERT, £H name BHIEEHE, G0, &AL
£ URL FHERPERAUTERSEIRZZ AR T R3EH]: - /cluster/nodes ? name=node_one’ . B&7T &Eif
Bz, EALUEE EXMRABB A RIMBITR.

BRI UERARFREMBMRIFIRNER, AE UUID, BRIEEEU T/ HRS:

* BMFERAREN, PIUENR, MRAGRMNRZAEL T ENIWROETR, WRENHRIGAFIER, NE
POESUIEIE=FESSE NI

() HEsmEATIUE SRR A POST SUEM T4, HRIME MR LM GET 7,

* ONTAP %G ZFRFER MR AR AT UUID , XE—FhialiEininl, al LIRRuMERER SR,
A, MNRFBRUT—INHZIMEME, NIEsErTaes T

* {#8 GET A%

* IHRKETR

* FHREEZRNEMANES
£E5 SVM IFiE

B% REST inm BN ZHFEEM SVM . FREPR—Nm=EY, EaJL0&d scop=[svM| &8 | BT
APl AN ETX, FNFENRE=RFIEE IPEONTeRAE,

()  sEEEFHSAPHARERHNEE LEMRIAE.

X —AA X REREAMEF MR

EHRBRELA LT FEN B MERNEN REST Ina b iF—ANKRERBRNGZ, B—MNERE, HIET
URL ZREFNERSHEMRE—NFER, EHESRBENEFIHTHEREY, XELTFERBHRITUT
121
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* BT &M GET IR IE
* WESHIETWRBITHEH MR ERBFS

IREBINENEE return timeout IRE, BAIAMEN 15, MREENZAIRTH, NRAEEEERT—
WNRNGERE, ERAER T — M EEERA AR HTTP 77A7 sedr 4R tb i,

{EFEONTAP REST APIifin) 4 BELERR

ONTAP WWEFXKIETE SVM X RFMYBYIEREfEtr, Hi@T REST API IREIHER.
&) LUER L #E 1T ONTAP RSHYIEBE,
M FATHIEETRIINN, MEESIED H=

* |[OPS

- &5tE

EEMEAPR, AILERU T ES MR HE:

* EE (R)
*EAN (W)
* Hfth (0O)
* Bt (T)

TFRLETET ONTAP REST API 128V RERIRE, BIEARNLE APl BYRkRZAS, BXIFHAER, BFEN
ONTAP &% _EHY REST API BX#H A4 TIE,

FEX R Y IOPS iER AtE ONTAP higs
WK% REH FEHA RWT 9.8
FC %0 RWOT RWOT RWT 9.8
IP #&0 RER RER RWT 9.8
FC 0 RWOT RWOT RWT 9.8
NVMe #54Z 25)g] RWOT RWOT RWOT 9.8
gtree FiHER R34 RWOT REH R4 RWOT 9.8
# FlexCache RWOT RWOT RWT 9.8
TR—HEAAE HENARER D HENBRRER— HEFBREN— 98
HiE A A
S RWOT RWOT RER 9.7
LUN RWOT RWOT RWOT 9.7
Ba RWOT RWOT RWOT 9.7

SVM NFS thiX RWOT RWOT RWT 9.7



FER RN IOPS HER &g ONTAP ffZs

SVM CIFS thi¥ RWOT RWOT RWT 9.7
SVM FCP thiX RWOT RWOT RWT 9.7
SVM iSCSI ¥ RWOT RWOT RWT 9.7
SVM NVMe #1iX RWOT RWOT RWT 9.7
=i RWOT RWOT RWOT 9.6
Volumes RWOT RWOT RWOT 9.6
RBAC Z&i%

ONTAP REST APIFYRBACZ £ H#EA

ONTAP EFiE KB AT BHNETABHIAAITEHI(Role-Based Access Control. RBAC)Lf
BE. RIS MEFR RDEAENAR. LUTHIFAFXEIREST APIFICLIAFHZEIRR
Hiel, XLEABAZFMONTAP AR ENX T ARINEEIAIL.

@ ONTAP RBACIHREAKLEY B, HITONTAP 9.11.1 (RELEARA)PEE T BEiILR, BXIFME
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AutoSupport Hﬂlﬁﬁﬂ%*ﬂﬂkuﬁéﬂﬁz % LX&%EIBE, #I"] NetApp ?E%EEETZ =0 Jﬂ: /}_7<§:7\ET_ ONTAP 9.6
S EIDN:O

AutoSupport JHE
TV R SEIP A £ AR ZER AutoSupport JHE. ItEFRIRIEEZTE ONTAP 9.6 5| NHY,
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RE&EYD
] LAERXLE AP R EFHF YR IMEE, HRRLEZTE ONTAP 9.6 15| NBY,

BB IRIF

TR LN, RMMREEEN X M. HRLEEZE ONTAP 9.7 5| AH.

TZDFEE

TR LERAXER RO RMERERF T R ERNRFZROEE, ILRIRLREZE ONTAP 9.10 H5IAK,

EMS
EMEERSR (EMS) BWEEAHPA—ITHSITERLEEN, FREEZE ONTAP 9.6 F5|AK,

EMS B#r
EMS BreAEBAN A XA RIEME, LR REEZTE ONTAP 9.6 5| ABY,

EMS B#535:{5)
EMS BrSEHiZRRFMUBEE X, HHRFELREZETE ONTAP 9.6 15| AHY,

EMS E14

XEEHNLNAREHES, FFRLEZTE ONTAP 9.6 5| N,

EMS 728

EMS TFiEes o] HEIRFIFEBEINMMIERIEH, EFRIRSEZTE ONTAP 9.6 5| N,
EMS st s2 5]

EMS ffikes L2 A FEHIMNNES, ZRRIEEZE ONTAP 9.6 5| N8
EMS JEE

ATATFiAR) EMS EHER. ILRIEXREIZETE ONTAP 9.6 15| AHY,

EMSABEE

BEEMSX#FIN8E. AIEBABUNDIABENIFREHEE, Xif. FrRERGIERHoFIESEH
FHE, IEHRIFEXREZEONTAP 9.13505| NBY,

THE2E SR EMS FLNI
AL EMS T2 E LI EIEMNFIR, HZFREEZE ONTAP 9.6 5| NHY,

it 2g L BIRY EMS FRNSSH
EMS 2z ButFE SEHIBY RN, I ZRIREEZE ONTAP 9.6 5| \AY,

SNMP
TR LUv R B AR SNMP FBERHEIE, HhZRERZTE ONTAP 9.7 5| ABY,

SNMP &Rt EM

SNMP &R ENZE—PECE SIM ONTAP 1ZUL SNMP FEBHEV RS, ERILERMENX . IR RLBIZE
ONTAP 9.7 15| NHY,

SNMP [ 3= 4152451
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TR AIE RS ERY SNMP FEfHEM. IEZRIREEIZE ONTAP 9.7 5| A\HY,

SNMP FB
T IE XS SNMP B, LHFHEEZTE ONTAP 9.7 5| K,

SNMP A/ 5=
GO LIEES|Z ID 58I1E SVM 3i#iE SVM XEXEV4FE SNMP P, ILZFRIEEZETE ONTAP 9.7 5| NBY

ONTAP REST APIFIFISVMZE R
1&a] LUE X LE APl AR EIE Storage Virtual Machine (SVM)

E1%

EWRILUE SVM MIREEEHES B BARER. Finm iR 2iEh, aFEFE, e, RRRSHPIEEBRE
BIThEE, IFIREEIZTE ONTAP 9.10 5| AN,

X FAXR

AL ECHFARUUB A SVM WEX R, ILZRIFREZTE ONTAP 9.6 5|\,

peers

MEFEXRATE SVM Z[EEITER, EZRIFEEZTE ONTAP 9.6 5|\

svims

TR BRI E ZISEER SVM o ILFRSERIZTE ONTAP 9.6 5| \HY,

EE3iln

TR ORI E SVMSL AR Efth it setatniiE. BENYIRATA. 81 5IRIEHONTAP FlexVol #1FlexGroup
EHIRITLNOER), XLEFREE!

E

Il
*Bx
* XfF
* BR

XEEFRERIZIEONTAP 9. 11795 | \HY,

Web

,‘E&gﬁjL)(ﬁ%ii‘%ﬁﬁ”ﬁﬁ%?ﬁ%ﬂ*ﬁ%’é?%ﬁ& SVM By Web fRZL2EE, IEFIFEEIZE ONTAP 9.10 5|
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HEZEFAONTAP REST APIT{ER
EEONTAPEZHRERA T ERZH]. ENAEKXLL TERNEMFAET.

MR ERIONTAPRR A F ST IERN TIERTPHFABEAPIER, BSW "API 25" BXi¥
HER ...

Padax
AN

_Workflow _ BreBSEEBESHBIFFMEN—THENTEINFT . ONTAPLIERBETMEIMESFIE
E’\J*th,\*ﬁgﬂl]%%&o ENTABEXONTAPE EMJGENR?F%#\T—/I\E Lo

SR

ONTAPILERHFMNEN T BHEFUTERZ—:
* RESTAPIAA (87 curl 71 JSON RHIZEiFHEL)
* AT R EMONTAPT{ER
* HthiBXES(BInHEEREIREK)

REST APIEH

REMTERT BEEREST APIEH, XESTRERBEANRN. HPESHRGIFNEMERE. 1BESW "API
Z" BXRESTAPIFBENEZIFMEE. 55N,

o

BHTIER
— M ITERREEE—ITR, XE"BFTHERIRIASEESTNTRNIERBRERR. fl. MEEXS
BRI ENARE TIERIT PR,

MANZE

XET/ERIIGSITRATEEEA. FEILA UTEERIONTAPIMER(EH, EEEX—5S. RESTAPIARSTECURL
REFMEMBANPERTE, RE. JUEMREEARFNONTAPIA R FEREST APIER.

EHARURLAE T

1@a] L HiEE 3 CURLE RIZIES I5BJONTAP REST APl, EXMIERT. EZARURLSHAIONTAPELH S
3¢ System ManagerBJ{F B HIURL ARG

EHIZFHRAPIE, BB APIMIINZE)EEIPHIE, Fl40:
https://ontap.demo-example.com/api

ES N "WN{AIAEJONTAP REST API" BXFHAEE. ...
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BRABMASEHS

ARZHREST APHERREEAZS MIASY, XESHREFASES T IERPTHITNG, BUAEXLES
Ho BB EH APHERIVRAZE" BXFMESR ..

NRFEREST APHERFERRE MBS, B2 UE T TIEARR cURLRAIEMBASH —T,

AT
TERTAIPERNIDEMEMBTEZTER. HEREES NONTAPERMSR. N7 RERFIRIAT SIS,
NMEAKIME. MEERTE. WAZEET—EHIRAN—AREZRZM. BEUT/LMIE:

* CURLHMIJSONTRHIEZ R, BH TEM,

* BTFFrEXBFEHERARNEIN. BLERLUREIRAEN ],

* AEERENN. BAREELEEFRNEEER.

XETEMRINIRE NTEBash shelIMZHER, SMEEEMURTH ST L. HREFEANGISHEER. X
EEMITAT U E ARG, BFRAERAKRE,

THE-EEINEEXET, KIRAIFFRLTE. FENIERARMEE, RIEAKER, HEXYZEE
% WA

x5z Type Description

$FQDN_IP URL ONTAPEIELIFEYE 2 RET R I IPhE,
$cluster ID B2 UUIDV4{E. ATFHRIFIEITAPIIER{ERIONTAPEES,
$BASIC AUT1. il BFHTTPEKRSHRINIERNEIEFERT S,
JSON# N

FLEREST AP (BIANfEPOSTRPATCH)HIAR B E/EIERIEXFHAISON, HTEBEM. JSONHA
THISCURLRAISF2R. B LUGISONBINTRAIS FEFMAR—iE A% &R,

REFEIAH M

{ERT LR JSONI AR E It G ELRIEAE A, CURLS L3I BERIISHE -—data HHENSH,
FHRHEOXESE ¢ 51

TE& TGS RIS FI L

B, BFEERCURLRAIEHIHAMEEILZmShellF o ARREBILTREIUTEMER --data B8 HRHEEER
7 --data-raw . &a. EFIFHMILISONTE. EHERHEEMSHRNURLG S, BNERSSIS
R JSONSN TR BLEHE R

SRS IEIETIN

REST APIEI BN E B S M INIERAZBHTTPEAZHIIE, MONTAP 9.147H4a. EER] LUARERF MR
I (OAUth2.0)HELR AR B T < HEY B n IR IEAR A
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HTTPEZ &9 I03IE
FEARAEREHIGIER. S HTTPIEKREUNAE SR EE. BRMAESIENSG .

MIEHTTPIE KRRk

TR AF e BIRANRAHEE BB EHTTPIERF, MNRECLIFREACURLE LN Ba b ERARZIE
=. WET BT R(E. SRANTBREE:

—_

- BRPMZBESESHRK:
admin:davidl23
2. BEANFHHREIRIbase64:
YWRtaW4 6%GF2aWQxMjM=
3. MRIERITK !

Authorization: Basic YWRtaW46ZGF2aWQxMjM=

TERGHTFIEE AREIAKREE*$BASIC _AUT EAFIREEMIRE,

{EACurl&%
fE A CurliT By B — N EMIBRAuthorization(3BA)FR3k, MEKFCurl *user&#, Fla0:

——-user username:password

FBEBFHERTENIMENEIERHITER, XLEFTIEARSEbase64PHITHRID, FHRLBHHMITURLES
Y. RASHWFRFREHITHIE. HAELERAuthorization. FREl,

OAuth2.0

fEFOAUth2.06%, EHFBMIMIERINARSZZZEKIBE . HREESTES MHTTPIERD, FTERTAELSH
SRR, FBIFZSI "ONTAP OAuth2.0SEHEEEA" B ROAuth2. 0 AR MG H 5 ONTAPE S EARIIFAE Bo

HEZONTAPIFIE
EFAREST APIIARIONTAPZ Hii. EEEHEZECEONTAPIAER, #IiER, XLEPTEEE:

* HAEZONTAPRIPHZRAE F i
BEMBEONTAP RESTABH AR EX
© REMEEERINIRS 28
* IGITFIELE & P IR EANE X
* BEEEONTAPHEROAuUth2.0
EKIAE SR
TEONTAPLUKIZINARS 2 B E X B FERPRESHER T Er LUEAOAUth2. 0 hE#HITREST APIER.

— S ERMENARSS SBIBERIGE M, XZEONTAPZIMERETARS LR ERARZ —5TME. ONTAPR
I PRI 8] LRI TEE M.
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MEHTTPIERAT L

FEGABSHEG. Ea] IMEBEEIARLHEEASEHTTPIERF, LitFEHRACURLIEZHRIZIESIHBIREST
APl, ERATIEENEFPImBERPESIRL, Er] LRI TR aERk:

Authorization: Bearer eyJhbGciOiJSUzI1INiIsInR5cCIgOiAisSld ..

Rl 5Bash&E & A

MRCEERERIFEREHRM. WATERESEHENEENAEESHNEE, ERAUFoIRHEXETRA. B
B LU T A fEAbash shell #1TE#,

@ fEA"Bash"—NMLRZE. BRI UEshel2EFFIRE—RTEE. MARESMNCURLEFLTHIZ
g_;Ro

SIE
1. FTFBELiInuxE NI ER SR Y bash shell,
2. IEBEEBETHCURLRAIFEEMNTEE, #i:

CLUSTER ID=ceb559b75-4145-11lee-b51a-005056aee9fb

3. NIEFRTIEE HE R G & EAENE R shel R iFH,
4. #Zrenter*, BFHITLUTIRIE:
a. EMICISENTEE

b. HifTCurles <

55+

{EFONTAP REST APRENEE A E

BT ZRONTAPEBNALE. BN EF R B IETHHEFRSHENEMREEEZ
I TILIRLE

HTTP A EHMim =

LEREST APIERfER LA E iR Mo

HTTP 7% 12
REY /API/cluster

CURLTRfIRIE i NS 5K
BR T PREREST APIERBANSHZIN P BHBICURLRIIERER U TS,

S Type Required Description
fields Eif = EFREIROIE, R~HIEHE contact Ml versiono

CURLTfI: HMREEKARER
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HREIRAT AN RENFER, BRMBENEBHNKRMECE. EFEMER fields TS

curl --request GET \

--location "https://SFQDN IP/api/cluster?fields=contact" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

JSON #aH el

"contact": "supportlcompany-demo.com"

{EFONTAP REST APIEH&EEELR A

BRI EMERNRKAEE, HTHERESTLEN. REEFTEHEXRKNEEIF
J.I.I?E El:ﬁjzljjjtmo

B1Y . ENEHEKRER
TR LB PR R AR EH R RIER.

HTTP/5 &% 5
ILREST APIERER LT A ZEMiR R

HTTP 757% iz

patch /API/cluster
pUSEEgit)

=57

curl ;=41

curl --request PATCH \

--location "https://S$SFQDN IP/api/cluster" \
--include \

--header "Content-Type: application/json" \
—--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data @JSONinput
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JSON N\

{

"contact": "support@company-demo.com"

}

JSON R4l
IREEW R, EBRREFEEWARRFT. UEET—FSHER,

{ "Job": {
"yuid": "d877f5bb-3aa7-11e9-b6c6-005056a78c89",
" links": {
"self": {
"href": "/api/cluster/jobs/d877£f5bb-3aa7-11e9-b6c6-005056a78c89"

F25 . REREILRKE
PATIZOER SREVEAL SEf" HERIA state {E successo

E3T: MIAEHERER

WITIAER RENEEEFALE ", BNIRE fields BEEHEIIE contact,

{EFEONTAP REST APIBREVE N S247)

EEILIR RS EONTAPIEL RIS G, BHE . &R LAITI R ERIAE (E L A XEXIR(ER S

PXINTERY

@ BEEELFRHIVUID, LLUUVIDBEEAXHEZFIIERGERM. FIREER "EAFLNRHTES

LA IE" FEAMEONTAPRERELL 2 Bifo

HTTPJ5 &% 5=
IWREST APHERBER LT A MR R

HTTP 753% iz s

FREX /api/cluster-Jobs/ {UUID}
QhIBSEEY

Gk

Curl R EMmAS LK
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PR T PRE REST AP ERERANSHZ I, WHER curl RAEERU TS

B8 Type Required Description
$job_ID iS5 =i BFIRRFmEREI L
curl ;=41

curl --request GET \

--location "https://$FQDN IP/api/cluster/jobs/$JOB ID" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

JSON it R4l
REEMEMFERSETREIMNEL N RA, HRFIFELEEEFHONTAPEETEHIEI T,

"uuid": "d877£f£5bb-3aa7-11e9-b6c6-005056a78c89",

"description": "PATCH /api/cluster",
"state": "success'",
"message": "success",
"code": 0,
" links": {
"self": {
"href": "/api/cluster/jobs/d877f5bb-3aa7-11e9-b6c6-005056a78c89"
}
}
}
NAS
X &ENR

EZ{FFONTAP REST APIEIEXX (L2 B 1% R

1G] LB IEONTAPSE 2B SVMER AV S 4 AYAR PR F BE AZ SR BK o

LB

ONTAP ARG IHIRIEHIZIFR (SACL) FEENIAEIEHIFIZR (DACL) AXHINRSEME. MONTAP

9.9.1FF18. REST APIZIFEIESACLFMDACLINR, EAILUFERAAPIBBEEXHZE2NR. EIFZERT. &
BILEASEPREST APHAR. MARZ M SITREmSEONTAP Pl (ZAPHIER.
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@ 31F9.9.1 ZHIBIONTAPhRZS. o] UERa<ITREEBRINEEBshEIESACLAMDACLIN R, 15
20 "FEAERN" M S EAGSITREERES ONTAP RESTAPI &£&5 A" BXi¥4AEE ...

BATRM T LA TROITERRIZBAMFEIEAREST APIEEEONTAPX A& 2RSS, EFEAITIERFLANE
RIREST APHERZ AN, BHVEER "ESEAXETIER

MREEAPython. BIEEBMBEIZS "“file_security permissions.py" B *{{E] B o TR LE X4 R 2 EEIRITRA,

ONTAP REST API 5 ONTAP i $1TREA S

M FFLES. EHONTAP REST APIFRE M A LL Z MM ONTAP# $1T RE s S SONTAP API (ZAPI)EFHE
Do FRIIKETAPHERUNEBIESFASENEGSITRER S,
ONTAP REST API ONTAP H<1TRE

get /protocols/file- vserver security file-directory show-effective-
security/effective-permissions/ permissions

POST /protocols/file- 1. vserver security file-directory ntfs create
security/permissions/ : i .
vserver security file-directory ntfs dacl add
vserver security file-directory ntfs sacl add

vserver security file-directory policy create

a > 0D

vserver security file-directory policy task
add

6. Vserver security file-directory apply

patch /protocols/file- vserver security file-directory ntfs modify
security/permissions/

delete /protocols/file- 1. vserver security file-directory ntfs dacl
security/permissions/ remove

2. vserver security file-directory ntfs sacl
remove

HXER
* "BRXHIRAIPythonfil A"
* "{§£F ONTAP REST API B¢ X RN RV E "
* "BEAMSITREEIES ONTAP REST APl 55 A"

{EFHONTAP REST APIFREX X 14 HY B XA PR
1&0] IR BT E S e S S 1Y H BB AN BR,
HTTP/ iR =

IkREST APIEREEA LT 7 7EMiR <o
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HTTP 5% iz S

FREX lapi/protocols X Z 2 MH/BMINPR/ {svm.unid} / {path}
(S e

k7

CURLRIFYEthim N S5k
PR T FREREST APIERBANSHZIN T BHHCURLRFIEZFER U TS

S Type Required Description

$SVM_ID Bz B,  XEREEHZXHHISVMEIUUID,
$file_path BB 8, R R R BT BR 2o

curl ;=)

curl --request GET \

--location "https://$SFQDN IP/api/protocols/file-security/effective-
permissions/$SVM ID/SFILE PATH" \

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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JSON #aiH el

n SVm" . {

"uuid": "cf5f27la-lbeb-1lea-8fad-005056bb645e",

"name": "vsl1"
bo
"user": "administrator",
"type": "windows",
"path": n/n,
"share": {

"path": "/"

}I

"file permission": |
"read",
"write"
"append",
"read ea",
"write ea",
"execute",
"delete child",
"read attributes",
"write attributes",
"delete",
"read control",
"write dac",
"write owner",
"synchronize"
"system security"

1,

"share permission": [
"read",
"read ea",
"execute",
"read attributes",
"read control",

"synchronize"

fEFFONTAP REST APBREX X HHIEEIZ{E R

EA IR EX X AR EZER

HTTP/A £k S
IWREST APIHERB R LT A MR s,
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HTTP 757% iz YES

FREX

LIRS
F%

CURLTRfIRIE i NS 5K

BR T FREREST APIERBANSHZIN P BHRBICURLRIIEZER U TS,

S Type Required Description

$SVM_ID Bz 2.  XEEZEXMHEISVMEIUUID,
$file_path BB 8, R XA K BTER 1R,

curl 7=l

curl --request GET \

--location "https://$FQDN IP/api/protocols/file-
security/permissions/$SVM_ID/$FILE_PATH" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

JSON #ait R fl

60

"svm": {
"uuid": "9479099d-5b9f-11eb-9c4e-0050568e8682",
"name": "vsl1"
by
"path": "/parent",
"owner": "BUILTIN\\Administrators",
"group": "BUILTIN\\Administrators",
"control flags": "0x8014",
"acls": [
{
"user": "BUILTIN\\Administrators",
"access": "access allow",
"apply to": {
"files": true,
"sub folders": true,
"this folder": true
by
"advanced rights": {
"append data": true,
"delete": true,

/api/protocols /XL 2 M /MPR/ {svm.unid} / {path}



"delete child": true,
"execute file": true,
"full control": true,
"read attr": true,
"read data": true,
"read ea": true,
"read perm": true,
"write attr": true,

"write data": true,

"write ea": true,
"write owner": true,
"synchronize": true,
"write perm": true
by
"access control": "file directory"
by
{
"user": "BUILTIN\\Users",
"access": "access allow",
"apply to": {
"files": true,
"sub folders": true,

"this folder": true

by

"advanced rights": {
"append data": true,
"delete": true,
"delete child": true,
"execute file": true,
"full control": true,
"read attr": true,
"read data": true,
"read ea": true,
"read perm": true,
"write attr": true,

"write data": true,

"write ea": true,
"write owner": true,
"synchronize": true,
"write perm": true
by
"access control": "file directory"
}
I
"inode": 64,

"security style": "mixed",



"effective style": "ntfs",

"dos_ attributes": "10",
"text dos attr": "----D---",
"user_id": "O",

"group_id": "O",
"mode bits": 777,

"text mode bits": "rwxrwxrwx"

{EFAONTAP REST APUE# PR N AT X5
BT LU 2 2R FT N B T4 E XA a3,

$B15 . NAHNR

HTTP/ % =
IWREST APIHERB R LT A MR R

HTTP /5% BRF

b Tl /api/protocols /X R £ M/APR/ {svm.unid} / {path}
RAIEARY

2374

CURLRfIRE i NSk
BX T FREREST APIERBANSHZIN P BHBICURLRIIEZER U TS,

B Type Required Description
$SVM_ID Bz =M.  XEEEEXFRISVMEIUUID,
$file_path B =8, BB E R AT BRIZo
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curl 7=f3

curl --request POST --location "https://SFQDN IP/api/protocols/file-
security/permissions/$SVM ID/SFILE PATH?return timeout=0" --include
--header "Accept */*" --header "Authorization: Basic $BASIC AUTH" --data
"{ \"acls\": [ { \"access\": \"access allow\", \"advanced rights\": {
\"append data\": true, \"delete\": true, \"delete child\": true,
\"execute file\": true, \"full control\": true, \"read attr\": true,
\"read data\": true, \"read ea\": true, \"read perm\": true,

\"write attr\": true, \"write data\": true, \"write eal\": true,

\"write owner\": true, \"write perm\": true }, \"apply to\": { \"files\":

true, \"sub folders\": true, \"this folder\": true }, \"user\":
\"administrator\" } ], \"control flags\": \"32788\", \"group\": \"S-1-5-
21-2233347455-2266964949-1780268902-69700\", \"ignore paths\": [
\"/parent/child2\" ], \"owner\": \"S-1-5-21-2233347455-2266964949-
1780268902-69304\", \"propagation mode\": \"propagate\"}'

JSON 4t /{51

"job": {
"yuid": "3015c294-5bbc-11eb-9c4e-0050568e8682",
" links": {
"self": {
"href": "/api/cluster/jobs/3015c294-5bbc-11eb-9c4e-0050568e8682"

24 KWEREIRS

BATIER "SAREUEL 25" FHHEIA state {EH successo

{EFONTAP REST APIEHZLHRTFER

BB E LR EMIFEX I EFFX. BIFEMEE. HIiEhlins.

F1F . ENMREERT

HTTP7 A iR =

LEREST APIERER LT A &M RS,

HTTP 5% BRF

patch /api/protocols /XL 2 M /MPR/ {svm.unid} / {path}
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LUSE N
4

CURLR IRy Efthim N S%K
BT FREREST APIERBANSHZIN T BHICURLRFIERFER LTS

o Type Required Description

$SVM_ID B®iR =8, XEEEZXHFHSVMAIUUID,
$file_path i p=1i 8 XENX IR

curl =5l

curl --request POST --location "https://$FQDN IP/api/protocols/file-
security/permissions/$SVM ID/SFILE PATH?return timeout=0" --include
--header "Accept */*" --header "Authorization: Basic $BASIC AUTH" --data
'"{ \"control flags\": \"32788\", \"group\": \"everyone\", \"owner\":
\"userl\"}"

JSON ZgitH =45

"job": {
"uuid": "6£89e612-5bbd-1leb-9c4e-0050568e8682",
" links": {
"self": {
"href": "/api/cluster/jobs/6£89e612-5bbd-11leb-9c4e-0050568e8682"

24 RWEREIRSE
BATIER "SREVEL 25" FHHEIA state {EA successo

{£FAONTAP REST APIIfRIARIZHIZ B
&) LAMFFE XS X P RIFRIIE IR RESRIZE(ACE), BEEERBEMEAFHNR,

58124 MIFRACE

HTTP/5 &M% 5=
WREST APHERER LT A 7EM iR S
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HTTP 5% BRIZ

fBx /api/protocols /XL 2 M/MPR/ {svm.unid} / {path}
(S e

12373

CURLR IRy Efthim N 2%k
PR T FREREST APIERBANSHZIN T BHHCURLRFIEZFER U TS

S Type Required Description

$SVM_ID Bz B,  XEREEHZXHHISVMEIUUID,
$file_path BB 8, R R R BT BR 2o

curl ;=)

curl --request DELETE --location "https://$FQDN IP/api/protocols/file-
security/permissions/$SVM ID/SFILE PATH?return timeout=0" --include
--header "Accept */*" --header "Authorization: Basic $BASIC AUTH" --data
"{ \"access\": \"access allow\", \"apply to\": { \"files\": true,

\"sub folders\": true, \"this folder\": true }, \"ignore paths\": [
\"/parent/child2\" ], \"propagation mode\": \"propagate\"}'

JSON 4t /{5l

"job": {
"yuid": "3015c294-5bbc-11eb-9c4e-0050568e8682",
" links": {
"self": {

"href": "/api/cluster/jobs/3015c294-5bbc-11eb-9c4e-0050568e8682"

$25: KEELRS
BATIER "SREUVEL 2" FHHEIA state {EA successo

P45

5| EFONTAP REST APIRVIP#Z O
ERI LI R D BCa SR BFFISVMAYIP SVM, & R] LU TT IR (SR IBIA NS ECE B 1T XN 5
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_/|\L|Fo

HTTPJ5 =% 5=
IWREST APIHERBER T A /E MRS

HTTP /5% iz Y

FREX /API/network/IP/#Z0
QhIEERY

B

CurlRFIRE NS X
BXTFRA RESTAPIERERANSHZIN, WWHER curl RAEERU TS

o Type Required Description
fields %18 ) REMEXEEENERYIR.

CURLT: :REIBERINECEERIFAELI

curl --request GET \

--location "https://$FQDN IP/api/network/ip/interfaces" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

CURLRI: :REIEBEN MFEREERIEL

curl --request GET \

--location

"https://$FQDN IP/api/network/ip/interfaces?fields=name, scope, svm.name, ip.
address" \

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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JSON #aiH el

"records": [

{
"yuid": "5ded9%9e38-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr0270 mgmtl",
"ip": {

"address": "172.29.151.116"
by
"scope": "cluster",
" links": {

"self": {

"href": "/api/network/ip/interfaces/5ded9e38-999%e-1lee-acad-
005056ae6bd8™"

"yuid": "bb03cl62-999%e-1lee-acad-005056ae6bd8",

"name": "cluster mgmt",
"ip": {

"address": "172.29.186.156"
by
"scope": "cluster",
" links": {

"self": {

"href": "/api/network/ip/interfaces/bb03cl162-999%e-1lee-acad-
005056ae6bd8"

"uuid": "c5ffbd03-999%9e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o datal",
"ip": {
"address": "172.29.186.150"
b
"scope": "svm",
"svm": {
"name": "vsQO"
b
" links": {
"self": {

"href": "/api/network/ip/interfaces/c5ffbd03-999%e-1lee-acad-



005056ae6bd8"

"yuid": "co66l2abe-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o0 dataz",
"ip": |

"address": "172.29.186.151"
b
"scope": "svm",
"svm": {

"name": "vsO"
b
" links": {

"self": {

"href": "/api/network/ip/interfaces/c6612abe-999%e-1lee-acad-
005056ae6bd8"

"yuid": "c6b21b94-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o0 data3",
"ip": |

"address": "172.29.186.152"
b
"scope": "svm",
"svm": {

"name": "vs0O"
o
" links": {

"self": {

"href": "/api/network/ip/interfaces/c6b21b9%94-999%e-1lee-acad-
005056ae6bd8"

"yuid": "c7025322-999%e-11lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o data4d",
"ip": |
"address": "172.29.186.153"
by
"scope": "svm",

"svm": {



"name": "vsO"

by

" links": {
"self": {
"href": "/api/network/ip/interfaces/c7025322-999%e-11lee-acad-
005056ae6bd8™"

"yuid": "c752cc66-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o0 databd",
"ip": |

"address": "172.29.186.154"
b
"scope": "svm",
"svm": |

"name": "vsQO"
b
" links": {

"self": {

"href": "/api/network/ip/interfaces/c752cc66-999%e-1lee-acad-
005056ae6bdg8"

"uuid": "c7a03719-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o data6",
"ip": |

"address": "172.29.186.155"
by
"scope": "svm",
"svm": |

"name": "vsO"
by
" links": {

"self": {

"href": "/api/network/ip/interfaces/c7a03719-999%e-1lee-acad-
005056ae6bd8"

}
}
by
{
"yuid": "ccd4c59c-999%9e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr0270 data4 ineto",



"ip": {

"address": "fd20:8ble:b255:300f::ach"
by
"scope": "svm",
"svm": |

"name": "vsO"
by
" links": {

"self": {

"href": "/api/network/ip/interfaces/ccd4c59c-999%e-1lee-acad-
005056ae6bd8"

"uuid": "d9144c30-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o0 data6_ ineto6",
"ip": |

"address": "fd20:8ble:b255:300f::ac7"
b
"scope": "svm",
"svm": {

"name": "vsQO"
b
" links": {

"self": {

"href": "/api/network/ip/interfaces/d9144c30-999%e-1lee-acad-
005056ae6bd8"

"uuid": "d961cl3b-999%e-1llee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr0270 datal ineteoe",
"ip": |

"address": "fd20:8ble:b255:300f::ac2"
b
"scope": "svm",
"svm": |

"name": "vsO"
by
" links": {

"self": {

"href": "/api/network/ip/interfaces/d961cl3b-999%e-1lee-acad-

005056ae6bd8"
}



"yuid":

"d9ac8d6a-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr0270 data5 inetoe",
"ip": |
"address": "fd20:8ble:b255:300f::aco6"
by
"scope": "svm",
"svm": |
"name": "vsQO"
by
" links": {
"self": {
"href": "/api/network/ip/interfaces/d%ac8d6a-999%e-1lee-acad-
005056ae6bd8"
}
}
by
{
"yuid": "d9fcela3-999%e-1lee-acad-005056ae6bd8",
"name": "sti2l4-vsim-sr0270 dataZ inetoe",
"ip": {
"address": "fd20:8ble:b255:300f::ac3"
b
"scope": "svm",
"svm": |
"name": "vsO"
by
" links": {
"self": {
"href": "/api/network/ip/interfaces/d9%fcela3-999%e-1lee-acad-
005056ae6bd8"
}
}
by
{
"uuid": "dad4995a0-99%e-1lee-acad-005056ae6bd8",
"name": "sti2l4-vsim-sr0270 data3 ineto",
"ip": |
"address": "fd20:8ble:b255:300f::ac4"
by
"scope": "svm",
"svm": {
"name": "vsO"

by
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" links": {
"self": {
"href": "/api/network/ip/interfaces/dad4995a0-999%e-1lee-acad-
005056ae6bd8"

"yuid": "da9e7afd-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr0270 cluster mgmt ineté6",
"ip": |

"address": "fd20:8ble:b255:300f::ac8"
by
"scope": "cluster",
" links": {

"self": {

"href": "/api/network/ip/interfaces/da%9e7afd-999%e-1lee-acad-
005056ae6bd8™"

"yuid": "eo6db58b4-999%e-1lee-acad-005056ae6bd8",
"name": "sti2l4-vsim-sr0270 mgmtl ineto",
"ip": {
"address": "fd20:8ble:b255:3008::1a0"
by
"scope": "cluster",
" links": {
"self": {
"href": "/api/network/ip/interfaces/e6db58b4-999%e-1lee-acad-
005056ae6bd8"

}

}
1,
"num records": 16,
" links": {
"self": {
"href":
"/api/network/ip/interfaces?fields=name, scope, svm.name, ip.address"

}
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fEFIONTAP REST API%l ik

EEILIRRIKF YR, G UEIHME R 2R CIEHK, Z B HITIR(F.

HTTP/5 &% 5=
WREST APIHERER LT A EMiR S

HTTP 5% iz

FREX lapi/ZE /MK
RhFRERY

Bz

curl =5l

curl --request GET \

--location "https://$FQDN IP/api/security/accounts" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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JSON #aiH el

"records": [
{
"owner": {
"uuid": "642573a8-9d14-11ee-9330-005056aed3de",
"name": "vsO",
" links": {
"self": {
"href": "/api/svm/svms/642573a8-9d14-11ee-9330-
005056aed3de"
}
}
b
"name": "vsadmin",
" links": {
"self": {
"href": "/api/security/accounts/642573a8-9d14-11lee-9330-
005056aed3de/vsadmin"
}
}
b
{
"owner": {
"yuid": "fdb6fe29-9d13-11ee-9330-005056aed3de",
"name": "sti2l4nscluster-1"
b
"name": "admin",
" links": {
"self": {
"href": "/api/security/accounts/fdb6fe29-9d13-11ee-9330-
005056aed3de/admin"
}
}
b
{
"owner": {
"uuid": "fdb6fe29-9d13-11ee-9330-005056aed3de",
"name": "stiZ2l4nscluster-1"
bo
"name": "autosupport",
" links": {
"self": {
"href": "/api/security/accounts/fdb6fe29-9d13-11ee-9330-
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005056aed3de/autosupport"
}

}
I

"num records": 3,

" links": {
"self": {

"href": "/api/security/accounts"

}

}

}
IEBE A

fEFHONTAP REST APIFIH B RERVIEH

eI LASI HONTAPE B R RERIER, ER LIAITIHRERE BRI E IR EE o IR

FFEIERHID,

HTTPJ5 ;&% 5
IWREST APHERER LT A 7EM iR R

HTTP 5% BRAF
FREX /API/secury/certificates

CURLTIRYE At NS 2K
B* T FREREST APIERBANSHZIN P BHBICURLRIIEZER U TS,

o Type Required Description
max_ig R i ) IBEERERIERE.

CURLR: iR[EI=NEH

curl --request GET \

--location "https://SFQDN IP/api/security/certificates?max records=3" \

--include \
--header "Accept: */*" \
--header "Authorization: Basic $BASIC AUTH"
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JSON #aiH el

"records": [

{
"yuid": "dad822c2-573c-11ee-a310-005056aecc29",

"name": "vs0 17866DB5C933E2EA",
" links": {
"self": {
"href": "/api/security/certificates/dad822c2-573c-1lee-a310-
005056aecc29"

}
}
by
{
"uuid": "7d8e5570-573c-11lee-a310-005056aecc29",

"name": "BuypassClass3RootCA",
" links": {
"self": {
"href": "/api/security/certificates/7d8e5570-573c-11lee-a310-
005056aecc29"

}
}
b
{
"yuid": "7dbb2191-573c-11ee-a310-005056aecc29",

"name": "EntrustRootCertificationAuthority",
" links": {
"self": {
"href": "/api/security/certificates/7dbb2191-573c-11lee-a310-
005056aecc29"
}
}
}
I
"num records": 3,
" links": {
"self": {
"href": "/api/security/certificates?max records=3"
by
"next": {
"href": "/api/security/certificates?start.svm id=sti2l4nscluster-

l&start.uuid=7dbb2191-573c-11lee-a310-005056aecc29&max records=3"
}
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{EFHONTAP REST APIZ3EFH

R LITEONTAPE B R R R X R HIX.509IEH, ERILIEEEFERS (HIIEAIONTAPL)

BEK N BT PATT LR 1S
FHEZ A
ERRAEERENIES. GEUHRRBREREE MRS,
(D)  =EATEREIISONBATHIZE. BHERBH public certificate Ml
B REIED
R LUB R A PR RIS,

HTTPJ5 =% 5=
WREST APIHERBER T A /E MRS

HTTP 757% Bz
b, il IAPI|/secury/certificates

cURLT: 1EEERFIZERCAIED

curl --request POST \

--location "https://$FQDN IP/api/security/certificates” \
--include \

--header "Content-Type: application/json" \

—--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput
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JSON N\

"type": "server ca"
"public certificate":

MIIDOTCCArkCFGYdznvIVvaY1lVZPNfy4yCCyPphoMAOGCSgGSIb3DOEBCWUAMIGK
MQOswCQYDVQQGEwWJVUzZELMAKGA1UECAWCTkMxDDAKBgNVBACMA1 JUUDEWMBQGA1UE
CgwNTO5UQVAgRXhhbXBsZTETMBEGA1IUECWWKTO05UQVAgOS4xNDECMBOGA1UEAWWT
Ki5vbnRhcC1l1eGFtcGx1LmNvbTEVMCOGCSGSIb3DOEJARYGZGEF2aWQucGV0ZXJz
b25Ab250YXAt ZXhhbXBsZS59b20wHhcNMiMxMDA1IMTUYOTE 4WhcNMj QxMDAOMT Uy
OTE4WjCBpDELMAKGA1UEBhMCVVMxCzAJBgNVBAgMAkS5DMOwwCgYDVQQHDANSVEAX
FjJAUBgNVBAOMDUYOVEFQIEV4YW1lwbGUxEZARBgNVBAsSMCkOOVEFQIDkuMTQxHDAa
BgNVBAMMEyoub250YXAtZXhhbXBsZS5)b20xLzAtBgkghkiGOwOBCOEWIGRhdml k
LnB1dGVyc29uQGOudGEFwLWVAYW1lwbGUuY29tMIIBIjANBgkghkiGIwOBAQEFAAOC
AQ8AMI IBCgKCAQEAXQgy8mhblJhkf0D/MBodpzgW0aSp2jGbWI+Zv2G8BXkpl762
dPHRkv1hnx9JvwkK4Dba05GiCiD5t3gjH/jUQMSFb+VwDbVmubVEnXjkm/4Q7sea
tMtA/ZpQdZbQFZ5RKtdWz7dzzPYE12x8Q1 Jc8Kh7NXERNMtgupGWZZn7mfXKYr40
N/+vgahIhDibS8YK5rflwobfmrik9E2D+PEab9DX/1DL5RX4tZ21H20kyN2Ux0OBR6
Fg716n1H1/5yR0011xStN6sO7EPoGak+KS1K41g+EcIKRoObPAMEQP8WM)JuiTkb
5MmeYoIpWEUgJK7S0M6Tp/3bTh2CST3AWXiNxQIDAQABMAOGCSgGSTIb3DQERCWUA
A4TBAQABEfBgOUROMYxdfrj930yIiRoDcoMzvo8cHGNUsuhnl1BDNnL203ghWEs97s0
mIy6zFMGnyNYa0t4ilcFsGDKP/JuljmYHjvv+21HWNnxH])To7A0QCNXmQH5swoDbf
01Vjqgz80xz+PRJ+PA3dF5/8zqaAR6QreAN/iFR++6nUglsbbM7w03tthBVMgo/hl
E9I23V0OZsgMFujm2CYfMs4XkZtrYmN6nZA8JcUpD]IWCcAVbQYurMnna9r420S3GB
WB/FEOn+P+FfJyHJI93KGcCXbHS5RF2pi3wL1Hi1bvVuCjLRrhJ8U20I5mZoiXvABC
IpYuBcuKXLwAarhDEacXttVjC+Bg

$£28: WINEPERE
WITITIER "5 H E L =RIESR" HRIAEBR A

RBAC

HEZEFONTAP REST API{EFERBAC

BIEEIIFIR. o] LOBE T 2 AR A VERAONTAP RBACIHEE. TR LUITIEREIAS
ANB—LEENEBER. EEMBERT. EnifRERENZeNEEBIRL,

EEREMABHBABIELONTAPAF KA ZAl. BNEE FTANANERREERMAT. LIS E
&o N BSUERPHNEMT RS TEEEAXETIER .

EERAZW N ONTAP hrzs?
ONTAP hrZ<E]#7E vl FIKRE ST S F1RBACIHEE,
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HERRIFHIEFANEE
BEERHEZRIPIFRI L USCCE(ERFHSVM).

P N AL RIANR?
MERRINCEGE. EREBEHEER TRIAEES.

FAF &8N {Ai515JONTAP ?
FAF A LU REST APISKCLITAIIONTAP | AT LAERMERXKE,

NEABZ —EERMUREER. AERETEBEXAR?
ERNERNEABELE. BErIUREREZCIENNEEX AR,

FEFLALENAE?
RIELZEZRHMONTAP i8], EHREEFEELZERESTHREREAAT,

tIEAE
fEFHONTAP REST APIFRHI3TSVMEIZ{ERT AR
SO UIE X — 1A ERRHISVMP N E#EEEIE,

XFITIER
BRSIB—NMESAR. UERVATFHRRREMINIFIE T 2SS, tABRRLUTRIE:

* BEBBHITFRIECRUDSIRE. BEIREN. SIR. (ZCRANmIbR
* TiREEERE

Ale. BRILREFEENILAG, FLTERP. ABEE-IHHITTENR. UAITHRFIEERE,
F1T: QIEAE
TR LLEd n) R A AR eI RBACH B,

HTTP5 =% 5=
IWREST APIHERBER LT A MR R

HTTP 5% iz
b Tl lapilZ /IR
curl =5l

curl —--request POST \

--location "https://$FQDN IP/api/security/roles" \
--include \

—--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data @JSONinput
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JSON Hi N

"name": "rolel",
"owner": {
"name": "cluster-1",

"uuid": "852d96be-fl17c-11ec-9d19-005056bbad9l"
by

"privileges": [
{ "path": "volume create", "access": "all" },
{ "path": "volume delete", "access": "all" }
]
}
E28: EMAG

TR LB R R A AR ER A AR,

HTTP/ & % 5
WREST APHERER LT A 7EM iR S

HTTP 753% iz YES
¥oZis lapi/R2E/IFE

CURLR IRy Efthim N S %K
PR T FREREST APIERBANSHZIN T BHICURLRFIERFERA LTS

o Type Required Description

$SVM_ID BRZ 2, XEESABEXHSVMEIUUID,
$Role_name iz CE p=1i XEEFHHSVMAMNAERAT,
curl =5l

curl —--request POST \

--location

"https://$FQDN _IP/api/security/roles/$SVM ID/S$SROLE NAME/priveleges"
--include \

—-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput
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JSON Hi N

{
"path": "volume clone",
"access": "all"

£ FAONTAP REST APIE AR RIFEIR
&0 LU B PR E B FREVEUERIFIhEE.
X*FITIER
SIENEARAEREEG U TRHE:

* BENS O ZEFMIBRIRER LUK EFHSnapMirrorx &

* TECIBHIEBNESRFNBMR. HlanEzxSVM
HTTP A EHMim =
ILREST APIERER L T A EMiRR.

HTTP 5% BRIZ
b & lapilZ /IRt
curl ;=

curl --request POST \

--location "https://$FQDN IP/api/security/roles" \
-—include \

—--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data @JSONinput



JSON Hi N

"name": "rolel",
"owner": {
"name": "cluster-1",

"uuid": "852d96be-fl17c-11ec-9d19-005056bbad9l"
by

"privileges": [
{"path": "volume snapshot create", "access": "all"},
{"path": "volume snapshot delete", "access": "all"},
{"path": "volume show", "access": "readonly"},
{"path": "vserver show", "access": "readonly"},
{"path": "snapmirror show", "access": "readonly"},
{"path": "snapmirror update", "access": "all"}

AFEFONTAP REST APIER{ONTAPIRS

AT LICIZRESTHE. R EEBERMONTAP RS,

XFHTER
BIBEMABERR LU THIE:

* BEBORSBAEMMEEAXNMEFEMENRERBIWE. gtree. LUN. BE. TR,

* TAEIBTENES RN R (FIINEZSVM)

HTTP5=#im =
IWREST APIHERBER LT A /iR s,

HTTP 5% iz
b -Zis] lapilZ /IRt
curl =5l

curl —--request POST \

--location "https://$FQDN IP/api/security/roles" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data @JSONinput
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JSON Hi N

"name": "rest rolel",
"owner": {
"name": "cluster-1",

"uuid": "852d96be-fl17c-11ec-9d19-005056bbad9l"
by

"privileges": [
{"path": "/api/storage/volumes", "access": "readonly"},
{"path": "/api/storage/gtrees", "access": "readonly"},
{"path": "/api/storage/luns", "access": "readonly"},
{"path": "/api/storage/aggregates", "access": "readonly"},
{"path": "/api/cluster/nodes", "access": "readonly"},
{"path": "/api/snapmirror/relationships", "access":
{"path": "/api/svm/svms", "access": "readonly"}

fEFIONTAP REST APIBIZAEE M AEMAR
BRI LERLETEReIZAB XEXRESTARBIAF,
KXFUTIER

"readonly"},

I TEREECZBENXRESTABHEHES A KA XEKFIENHAESE, ARNAGHAERSVMER. #

SREHESVMKER, FESEFIGERAEN. BrlREREENIFIRHEITEN.

F1P: FIHERPREIESYM

HATLLTFREST APHER UG HEEBE#FRISVM, Bt PRHE T & 1SYMBIUUIDFIZFF,

HTTP5 =% =
IIWREST APIHERER T A A RS

HTTP 757% i S
SEEY Japl/SVM/SVM
curl 7=f3

curl --request GET \

--location "https://SFQDN IP/api/svm/svms?order by=name" \

--include \
—--header "Accept: */*" \
--header "Authorization: Basic $BASIC AUTH"

FERRIE
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MESIZFH AP MA BT RFEERENSVM,
%25 FIHASVMEX KA
HITLUTREST APHEA UFIHTEEESVMAEX KA, &8 LuE T ownerS#RITIASVM,

HTTP/S £ im =
IIEREST APIHERER T A AR R

HTTP 5% i
FREX lapi/&2 /M
curl ;=f3

curl --request GET \

--location "https://$FQDN IP/api/security/accounts?owner.name=dmp" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

SERl/E
RIESVMABEEXBIAF .. AHAFER— -2,

£34: FIHASVMEXHIRESTHE
HITLUTREST APHEARUFILEEESVMAEX AT, &8 LLETownerSHRITIASVM,

HTTP/5 &% 5=
ILEREST APIERB/ER LT A& MR mo

HTTP 5% i3
FREX lapilZ /B E
curl 7={3

curl --request GET \

--location "https://S$SFQDN IP/api/security/roles?owner.name=dmp" \
-—include \

—--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput

sTRfE
RIESVMABEEX AT, AHABER— -2,
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547 CIBBEENXRESTAR

XSVMAPREIEZBEXRESTARABHITUTREST APIEA, tABRRIIR

T LIELFRA R

HTTP/ £ iR =
IILREST APIERER T A A MRS

HTTP 5% iz S
b -Zis] lapilZ /IRt
curl 7=f3

curl --request POST \

--location "https://$SFQDN IP/api/security/roles" \

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data Q@JSONinput

JSON N\

"name": "dprolel",
"owner": {
"name Al . n dmp n ,

"uuid": "752d96be-f17c-11ec-9d19-005056bbad9l"

}o
"privileges": [
{"path": "/api", "access": "none"},

TR/

— YR, BFEILZEASRIR R

(AIE) BT EIUBTH AR, EEAUEONTAP S {TREAFERAR,

$5% . BIRMESNRRENBE
HITLUTREST APIEA. UERBEFERNNNREEL A E,

HTTP5 =% 5=
IWREST APIHERBER LT A iR s

HTTP 753% B2
b %] lapiizett/ifat/ {owneruuid} / {name} /AR
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CURLTRHIRIE AN SR
BX T FRBREST APIERBANSHZIN P BHBICURLRGIESER U TS,

S8 Type Required Description

$SVM_ID i8S =0, BERBEXHNSVMAIUUID,
$Role_name BRF =0, EFEIHISVMEBIAER TR,
curl ;=ff)

curl --request POST \

--location

"https://$FQDN IP/api/security/roles/$SVM ID/$ROLE NAME/privileges" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data Q@JSONinput

JSON H N

{
"path": "/api/storage/volumes",
"access": "readonly"

e

(AIE)BRPITHBIUETHAE, EIRRLTEONTAP (s iTRERETRAE,
g6 SIZAR

MEZRAF KA HITUUIREST APIEA. EHEEIENAE dprole1* S#T AR XKEX.

R SIRRERENARN, EXHETT. RASNARHE— EABE(adnin
voadnin). RUETATBRREREBARSWEEE S, BREEABH RIS

o

HTTP/5 &% 5
IWREST APIERER LT A 7EM iR S

HTTP /57% BRF
b lapi/ &4/t~

86



curl 7=f3

curl --request POST \

--location "https://$FQDN IP/api/security/accounts” \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data Q@JSONinput

JSON i N\

"owner": {"uuid":"daf84055-248f-11ed-a23d-005056ac4feb"},

"name": "david",
"applications": [
{"application":"ssh",
"authentication methods":["password"],

"second authentication method":"none"}

1,
"role":"dprolel",
"password":"netappl23"

e
ERILERF AR NEREEREISVMERRHE,

ez

5 H{EFFONTAP REST APINNER &
BRI EERHTHRETIR, Eal LIRITIHHRERITE SR AR EE,

HTTP/5 &% 5
IWREST APHERER LT A 7EM iR S

HTTP 5% B®iF

FREX IAPI|/storage/disks
QhIPSERY

Gz

CurlRAIBEMBNSEL
BR T PE REST AP HRERNSHRZI, I B curl RAEERU TS,
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o Type Required Description

node.name Eif & RTINS RS EEINT S,
CURLR: REIEBERIANECEENFERS

curl --request GET \

--location "https://$FQDN IP/api/storage/aggregates” \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

CURLRI: REIAEREEEENFIERS

curl --request GET \

--location "https://SFQDN IP/api/storage/aggregates?fields=node.name"”" \
-—include \

—-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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JSON #aiH el

"records": [

{
"uuid": "760d8137-£fc59-47da-906a-cc28dbl0alclb",

"name": "sti2l4 vsim sr027o0 aggrl",
"node": {
"name": "sti2l4-vsim-sr0270"
by
" links": {
"self": {
"href": "/api/storage/aggregates/760d8137-fc59-47da-906a-
cc28dblalclb"
}
}
}
1,
"num records": 1,
" links": {
"self": {
"href": "/api/storage/aggregates?fields=node.name"

5| {EFAONTAP REST APIHVEEE

BRI LI RERFRIHEY R, G MRITIIHRERENRERIERSIEPERN—

WEE R,

HTTP/5 & s 5
IREST APIHERB R LT A MR R

HTTP 757% &1z

FREX IAPI/storage/disks
QhFRERY

kg

CurlRIBE NS
BR T PE REST AP HRAERNSHZIN, B curl RAEERU TS
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S Type Required Description
state £if £ BT RRA AT HREGHERME,

CURLR: R[EIFFEHE

curl --request GET \

--location "https://SFQDN IP/api/storage/disks" \
-—include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

CURLTfI: R[ElIEAMEE

curl --request GET \

--location "https://$FQDN IP/api/storage/disks?state=spare" \
-—include \

—-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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JSON #aiH el

"records": [
{
"name": "NET-1.20",
"state": "spare",
" links": {
"self": {
"href": "/api/storage/disks/NET-1.20"
}
}
by
{
"name": "NET-1.12",
"state": "spare",
" links": {
"self": {
"href": "/api/storage/disks/NET-1.12"
}
}
by
{
"name": "NET-1.7",
"state": "spare",
" links": {
"self": {
"href": "/api/storage/disks/NET-1.7"
}
}
}
I
"num records": 3,
" links": {
"self": {
"href": "/api/storage/disks?state=spare"

< FF
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EMS

YEZ{FFEONTAP REST APIZIEEMS X 13RS

SR LUNONTAPE B ECE B HEERA(EMS) IR, HIRIERENREMSHE.

7R

A LLBE Z N TR KRB FE{EAONTAP EMSERSS ., EEAIERHAAXHERIREST APHAR ZAI.
BEEVER EEERAXETER"

NREEEAPython, IEEILAZ I "py" "events.py" B X UME B I TR EEMSHBXEBIRYIR G,

ONTAP REST API 5 ONTAP i< {TAREMRS

XFiFZES. FFHONTAP REST APIFRERIARLLERAIONTAPSH SITREH SV, TRIIH TAPHERLL
MENESFRENSERHSTRE®R S,

ONTAP REST API ONTAP f521TR@A
FXBX/support/ems event config show
POST /support/EMS/E #5 1. BB EFeE

2. EENGE

GET /support/EMS/Events HHHEETR
POST 1. event filter create -filter-name <FilterName>

/support/EMS/filters . . ‘
2. event filter rule add -filter-name <FilterName>

HXEER
* "AFRREMSHIPythonfi Z"
* "ONTAP REST AP| : Bo@f == 4E4"

{EFIONTAP REST API5|HHEMSHEE 4

BRI RFIBSMHEAES. AR REEHERIERIER.

HTTP AR =
LEREST APIEFEA AT 75 7E i =

HTTP 757% i

FREX /API/support/EMS/Events
pLS o]

k7

Curl =B E NS
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PR T PRE REST AP ERERANSHZ I, WHER curl RAEERU TS

S Type
fields =i
max_igF i
log_message i
message.severity &=if

CURLT: REI&HTHBMATE

curl --request GET \
--location

"https://$SFQDN IP/api/support/ems/events?fields=message.name&max records=1

n \
--include \
--header "Accept: */*" \

Required Description

BT IERFSE FEREFEEMA .

B] A FPRHI R MR IR EIRYIE R E.
BFREEFEXSE. HIUREILERER.

1717 Ry

--header "Authorization: Basic $BASIC AUTH"

CURLI: REIEEHFEX R EMIHER

curl --request GET \
—--location

"https://$FQDN IP/api/support/ems/events?log message=*disk*&message.severi

ty=alert" \
--include \
—--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

RRERGERSREIANBRBRFETELERVES. Hld alerto
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JSON #aiH el

"records": [
{
"node": {
"name": "malha-vsiml",
"uuid": "dad4f9%e62-9de3-11ec-976a-005056b369de",
" links": {
"self": {
"href": "/api/cluster/nodes/dad4f9%e62-9de3-11lec-976a-
005056b369de"

}
}

b
"index": 4602,
"time": "2022-03-18T06:37:46-04:00",

"message": {
"severity": "alert",
"name": "raid.autoPart.disabled"
b
"log message": "raid.autoPart.disabled: Disk auto-partitioning is

disabled on this system: the system needs a minimum of 4 usable internal

hard disks.",
" links": {
"self": {
"href": "/api/support/ems/events/malha-vsiml/4602"

}
1,

"num records": 1,
" links": {
"self": {
"href":
"/api/support/ems/events?log message=*disk*&message.severity=alerté&max rec
ords=1"

by

"next": {
"href": "/api/support/ems/events?start.keytime=2022-03-

18T06%3A37%3A46-04%3A00&start.node.name=malha-
vsimlé&start.index=4602&log message=*disk*&message.severity=alert"

}
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{EFBONTAP REST API3XEXEMSHECE

AT I ZRONTAPEE N HFIEMSEE, BRI UEEFHEE N LIZEHEMSBR Z 51T

i

HTTP/5 ;&M% 5=
IWREST APIHERBER LT A AR R

HTTP 5% ®iE
FREY /API|/support/ems
RIRARY

bz

curl 7=l

curl --request GET \

--location "https://$SFQDN IP/api/support/ems" \
-—include \

—-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

JSON #ai Rl

"proxy url": "https://proxyserver.mycompany.com",
"proxy user": "proxy user",
"mail server": "mail@mycompany.com",
" links": {
"self": {
"href": "/api/resourcelink"

}
by
"pubsub enabled": "1",
"mail from": "administrator@mycompany.com"

fEFIONTAP REST APIGEZEMSIEA]

&R LUER LU TER I FTRIEMS B AT B ir LUZWHEE FHEE.
B BBERSUENBFHERE

1&e] OB (0] IR AT LA T APIE AR ECE R SEREIRY B FHiMFIg B

HTTP/5 &% 5
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LEREST APIERER LU A A MR <o

HTTP 5% iz EE

patch /API/support/ems
RIEARY
EEZ

CurlRIBEMBNSEL
B* T P8 RESTAPI ERBANSHRZI, B curl REIEERU TS,

B Type Required Description

mail_from =if =M, 88 from FE,
mail_server &Eif =0, Ao & HARSMTPHE AR SS 28,
curl ;=ff)

curl --request PATCH \
--location

"https://$FQDN IP/api/support/ems?mail from=administrator@mycompany.comé&ma
il server=mail@mycompany.com" \

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

B2 EXHRHILIERS
TR ATAPHER# TR EHER. LUE X 57 R ILERRY s s AN,

HTTP/5 = im 5=
WREST APIHERBER T A /E MRS

HTTP 753% B®iF

&5 /API/support/EMS/ 7% 28
AhIBEEY
k7

Curl =B E NS
BXTFRA RESTAPIERE@RANSHZIN, WHER curl RAEERU TS

o Type Required Description
THitEs body =/, BIETmIEREENE,
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curl 7=f3

curl --request POST \

--location "https://$FQDN IP/api/support/ems/filters"” \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data Q@JSONinput

JSON i N\

"name": "test-filter",
"rules.type": ["include"],
"rules.message criteria.severities": ["emergency"]

%35 IRES BT
ER] LU [R) A A A SR 81 2 B B Ao

HTTPJ &% =
IIEREST APIERER T A A MRS

HTTP /5% i

b Lis /APl/support/EMS/B R
ISR

Gk

Curl B E NS,
BXTFE RESTAPIERERANSHZIN, B curl RAEERU TS

o Type Required Description
BB E body =0 BIEEHBEIRE,
curl =451

curl --request POST \

--location "https://$FQDN IP/api/support/ems/destinations" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput



JSON Hi N

{

"name": "test-destination",
"type": "email",
"destination": "administrator@mycompany.com",
"filters.name": ["important-events"]
}
SVM

5| {EEFIONTAP REST APIEFISVM

EA] LG HIEONTAPE R E X HStorage Virtual Machine (SVM)o &R AT E IS
ESVMHIARIARTET AT IR (E. el IERIEFTSVMZ Hilfa (R FRAVIE—14,
HTTPA & MG =

IIREST AP T /A& M.

HTTP 5% iz
FREY /apl/SVM/SVM
curl ;=3

curl --request GET \

--location "https://$FQDN IP/api/svm/svms" \
-—include \

—-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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JSON #aiH el

"records": [
{
"uuid": "71bd74f8-40dc-11ee-b51a-005056aece9fa",
"name": "vs0",
" links": {
"self": {
"href": "/api/svm/svms/71bd74f8-40dc-11lee-b51a-005056aee9fa"

}
1y
"num records": 1,
" links": {
"self": {
"href": "/api/svm/svms"
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T fZONTAP PythonZ F i E

NetApp ONTAP PythonEFimER— M4 E. BAIUREEHERERIRERE H
[IJONTAP REST APIRVRIZS, 7EFERAAMEITIIMEZR]. BHEEMHBITES. BRI
fEA_pip_SEATER MPythonERFEZR 5 | (PyPl)ih m LR,

BXER
* ¥ T FEONTAP REST API"(3EXX)
IhEEFLE
AT ERPythonE P iR EEIRIRFF & BARIARED. UBEHEEONTAPHE, CRESHEERS. 8E:
* EREE
- BEE
- REWIE
* F—HIFER
RS
PythonZ P ixEERZFA_Python NetApp - ONTAP, S48 XEXAIRRZS 24 Al ZE RS A RIONTAPE E R Zs

SHRBRASHASG. LURONTAPAIThRFE P ImERREMZS. M. BXARAESEEFE.5.1. 9.7.24]
9.7.2,

MO.6FFIEHIE N ONTAPIRZAERE —NPYPIER B U REXR X1, REBREEEESNNEED. FHISEXIFE
RIRRZS. fFE0pyPython. Requests. requests-toolbeltAlmarshmallows
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WEEMET R

ONTAP 9.16.1.
* "PyPI: NetApp ONTAP 9.16.1"
« "NetApp PCL 9.16.1."

ONTAP 9.15.1.
* "PyPI: NetApp ONTAP 9.15.1."
« "NetApp PCL 9.15.1."

ONTAP 9.14.1
* "PyPI: NetApp ONTAP 9.14.1"

* "9.14.1hRNetApp PCL3H4"
ONTAP 9.13.1

* "PyPI: NetApp ONTAP 9.13.1."

* &EMATF9.13.18NetApp PCLIHS"
ONTAP 9.12.1

* "PyPI: NetApp ONTAP 9.12.1"

* "9.12.1#INetApp PCL3H4"
ONTAP 9.11.1

* "PyPIl: NetApp ONTAP 9.11.1"

* “EAT9.11.1#NetApp PCL-3#4"
ONTAP 9.10.1

* "PyP| : NetApp ONTAP 9.10.1"

* EHTF 9.10.1 9 NetApp PCL-314"
ONTAP 9.9.1

* "PyPI: NetApp ONTAP 9.9.1"

* "9.9.189NetApp PCL3#Y"
ONTAP 9.8

* "PyPl: NetApp ONTAP 9.8"

* "9.8MINetApp PCLI 4"
ONTAP 9.7

* "PyPI: NetApp ONTAP 9.7"

* "9.7hRNetApp PCL3C#4"

ONTAP 9.6
* "PyPI. NetApp ONTAP 9.6"
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* "NetApp PCL 9.6324%"

RESRBI

NetApp#EF & — 1 GitHubf i, HaaBnfIMEMEAES. BrRIUSME examples 3R
Python B s El. BXIFMAER. BSMGitHub LRI TIE:

* "ONTAP REST Python GitHub 7Zfi&ZE"
* "ONTAP REST PythonZ& /A iRl

fEAPython®E P i E 0 REE B EC E IR ZS

U AR T —MNE BRG], FAFiRBBEfFER Python ERIGE, &R UES ST
REHEH Python 3 IZTILHIZA, LU ZE ONTAP £EALE,
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Description: Python script to retrieve the cluster configuration.

Usage example:

python3 get cluster.py

(C) Copyright 2025 NetApp, Inc.

This sample code is provided AS IS, with no support or warranties of
any kind, including but not limited for warranties of merchantability
or fitness of any kind, expressed or implied. Permission to use,
reproduce, modify and create derivatives of the sample code is granted
solely for the purpose of researching, designing, developing and
testing a software application product for use with NetApp products,
provided that the above copyright notice appears in all copies and
that the software application product is distributed pursuant to terms
no less restrictive than those set forth herein.

H H= FH H H FH H H FH H H H H H H = H H = H H

# For reading the password from the commandline
from getpass import getpass
# Global configuration for the library
from netapp ontap import config
# Support for the connection to ONTAP
from netapp ontap import HostConnection
# Specific API needed for this script
from netapp ontap.resources import Cluster
# Create connection to the ONTAP management LIF
# (add verify=False if the certificate your cluster is serving is not
trusted)
conn = HostConnection (
"<mgmt ip>", username="admin", password=getpass ("ONTAP admin password:
")
)
# Set connection as the default for all API calls

config.CONNECTION = conn

# Create new cluster object

clus = Cluster ()

# Issue REST API call

clus.get ()

# Display the cluster configuration
print(clus)
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host_adapter  Total Read O total write op bytes read 1 bytes writed max_link_data RSCN_count_

1 PS_1 s_1 1 _rate_1 1
host_adapter_ Total Read_o Total _write_o bytes read_2 bytes_writed_ max_link_data RSCN_count_
2 ps_2 ps_2 2 _rate_2 2
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3. M 3 s 3. 3. _rate_3. 3
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curl 7={3

curl --request GET --user admin:<PASSWORD>
'https://<ONTAP_IP ADDRESS>/api/cluster/counter/tables'
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JSON #aiH el

"records": [
{
"name": "copy manager",
" links": {
"self": {
"href": "/api/cluster/counter/tables/copy manager"
}
}
by
{
"name": "copy manager:constituent",
" links": {
"self": {
"href":

"/api/cluster/counter/tables/copy manager%3Aconstituent”

"name": "disk",
" links": {
"self": {
"href": "/api/cluster/counter/tables/disk"
}
}
b
{
"name": "disk:constituent",
" links": {
"self": {
"href": "/api/cluster/counter/tables/disk%3Aconstituent"
}
}
by
{
"name": "disk:raid group",
" links": {
"self": {

"href": "/api/cluster/counter/tables/disk%3Araid group"

by
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"name": "external cache",

" links": {
"self": {
"href": "/api/cluster/counter/tables/external cache"
}
}
"name": "fcp",
" links": {
"self": {
"href": "/api/cluster/counter/tables/fcp"
}
}
"name": "fcp:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/fcp%$3Anode"
}
}
"name": "fcp 1if",
" links": {
"self": {
"href": "/api/cluster/counter/tables/fcp 1if"
1
}
"name": "fcp lif:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/fcp 1if%3Anode"
}
}
"name": "fcp lif:port",
" links": {
"self": {

"href": "/api/cluster/counter/tables/fcp lif%3Aport"
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"name": "fcp lif:svm",

" links": {
"self": {
"href": "/api/cluster/counter/tables/fcp 1if%3Asvm"
}
}
"name": "fcvi",
" links": {
"self": {
"href": "/api/cluster/counter/tables/fcvi"
}
}
"name": "headroom aggregate",
" links": {
"self": {
"href": "/api/cluster/counter/tables/headroom aggregate"
}
}
"name": "headroom cpu",
" links": {
"self": {
"href": "/api/cluster/counter/tables/headroom cpu"
}
}
"name": "host adapter",
" links": {
"self": {
"href": "/api/cluster/counter/tables/host adapter"
}
}
"name": "iscsi 1if",
" links": {

"self": {



"href": "/api/cluster/counter/tables/iscsi 1if"

"name": "iscsi lif:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/iscsi 1if%3Anode"
}
}
"name": "iscsi lif:svm",
" links": {
"self": {
"href": "/api/cluster/counter/tables/iscsi 1if%3Asvm"
}
}
"name": "1if",
" links": {
"self": {
"href": "/api/cluster/counter/tables/1if"
}
}
"name": "lif:svm",
" links": {
"self": {
"href": "/api/cluster/counter/tables/lif%$3Asvm"
}
}
"name": "lun",
" links": {
"self": {
"href": "/api/cluster/counter/tables/lun"

"name": "lun:constituent",
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by

" links": {

"self": {
"href": "/api/cluster/counter/tables/lun%$3Aconstituent"
}
}
"name": "lun:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/lun%3Anode"
}
}
"name": "namespace",
" links": {
"self": {
"href": "/api/cluster/counter/tables/namespace"
}
}
"name": "namespace:constituent",
" links": {
"self": {
"href": "/api/cluster/counter/tables/namespace%3Aconstituent”
}
}
"name": "nfs v4 diag",
" links": {
"self": {
"href": "/api/cluster/counter/tables/nfs v4 diag"
}
}
"name": "nic common",
" links": {
"self": {

"href": "/api/cluster/counter/tables/nic common"



"name": "nvmf 1if",

" links": {
"self": {
"href": "/api/cluster/counter/tables/nvmf 1if"
}
}
"name": "nvmf lif:constituent",
" links": {
"self": {
"href": "/api/cluster/counter/tables/nvmf 1if%$3Aconstituent"
}
}
"name": "nvmf lif:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/nvmf 1if%3Anode"
}
}
"name": "nvmf lif:port",
" links": {
"self": {
"href": "/api/cluster/counter/tables/nvmf 1if%3Aport"
}
}
"name": "object store client op",
" links": {
"self": {
"href": "/api/cluster/counter/tables/object store client op"
}
}
"name": "path",
" links": {
"self": {

"href": "/api/cluster/counter/tables/path"

115



116

"name": "processor",

" links": {
"self": {
"href": "/api/cluster/counter/tables/processor"
}
}
"name": "processor:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/processor%$3Anode"
}
}
"name": "gos",
" links": {
"self": {
"href": "/api/cluster/counter/tables/gos"
}
}
"name": "gos:constituent",
" links": {
"self": {
"href": "/api/cluster/counter/tables/gos%$3Aconstituent"
}
}
"name": "gos:policy group",
" links": {
"self": {
"href": "/api/cluster/counter/tables/gos%$3Apolicy group"
}
}
"name": "qos detail",
" links": {

"self": {



"href": "/api/cluster/counter/tables/qgos detail"

"name": "qos detail volume",
" links": {
"self": {
"href": "/api/cluster/counter/tables/qgos detail volume"
}
}
I
{
"name": "gos volume",
" links": {
"self": {
"href": "/api/cluster/counter/tables/qgos volume"
}
}
by
{
"name": "gos volume:constituent",
" links": {
"self": {
"href":

"/api/cluster/counter/tables/gos volume%3Aconstituent”

"name": "gtree",
" links": {
"self": {
"href": "/api/cluster/counter/tables/gtree"
}
}
by
{
"name": "gtree:constituent",
" links": {
"self": {

"href": "/api/cluster/counter/tables/gtree%3Aconstituent"
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"name": "svm cifs",

" links": {
"self": {
"href": "/api/cluster/counter/tables/svm cifs"
}
}
I
{
"name": "svm cifs:constituent",
" links": {
"self": {
"href": "/api/cluster/counter/tables/svm cifs%$3Aconstituent"
}
}
I
{
"name": "svm cifs:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/svm cifs%3Anode"
}
}
by
{
"name": "svm nfs v3",
" links": {
"self": {
"href": "/api/cluster/counter/tables/svm nfs v3"
}
}
I
{
"name": "svm nfs v3:constituent",
" links": {
"self": {
"href":

"/api/cluster/counter/tables/svm nfs v3%3Aconstituent”

}

I
{

"name": "svm nfs v3:node",
" links": {
"self": {

"href": "/api/cluster/counter/tables/svm nfs v3%3Anode"



"name": "svm nfs v4",

" links": {
"self": {
"href": "/api/cluster/counter/tables/svm nfs v4"
}
}
"name": "svm nfs v41l",
" links": {
"self": {
"href": "/api/cluster/counter/tables/svm nfs v41"
}
}
"name": "svm nfs v4l:constituent",
" links": {
"self": {
"href":

"/api/cluster/counter/tables/svm nfs v41%3Aconstituent"

"name": "svm nfs v4l:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/svm nfs v41%3Anode"
}
}
"name": "svm nfs v42",
" links": {
"self": {
"href": "/api/cluster/counter/tables/svm nfs v42"
}
}
"name": "svm nfs v42:constituent",

" links": {
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"self": {
"href":
"/api/cluster/counter/tables/svm nfs v42%3Aconstituent"

"name": "svm nfs v42Z2:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/svm nfs v42%3Anode"
}
}
b
{
"name": "svm nfs v4:constituent",
" links": {
"self": {
"href":

"/api/cluster/counter/tables/svm nfs v4%3Aconstituent”

"name": "svm nfs v4:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/svm nfs v4%3Anode"
}
1
by
{
"name": "system",
" links": {
"self": {
"href": "/api/cluster/counter/tables/system"
}
}
by
{
"name": "system:constituent",
" links": {
"self": {
"href": "/api/cluster/counter/tables/system%3Aconstituent"
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"name": "system:node",

" links": {
"self": {
"href": "/api/cluster/counter/tables/system%3Anode"
}
}
"name": "token manager",
" links": {
"self": {
"href": "/api/cluster/counter/tables/token manager"
}
}
"name": "volume",
" links": {
"self": {
"href": "/api/cluster/counter/tables/volume"
}
}
"name": "volume:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/volume%3Anode"
}
}
"name": "volume:svm",
" links": {
"self": {
"href": "/api/cluster/counter/tables/volume%3Asvm"
}
}
"name": "wafl",
" links": {
"self": {

"href": "/api/cluster/counter/tables/wafl"

121



}
by
{

"name": "wafl comp aggr vol bin",

" links": {
"self": {
"href": "/api/cluster/counter/tables/wafl comp aggr vol bin"
}
}
by
{
"name": "wafl hya per aggregate",
" links": {
"self": {
"href": "/api/cluster/counter/tables/wafl hya per aggregate"
}
}
I
{
"name": "wafl hya sizer",
" links": {
"self": {
"href": "/api/cluster/counter/tables/wafl hya sizer"
}
}
}
1,
"num records": 71,
" links": {
"self": {
"href": "/api/cluster/counter/tables"

T2: BEXRBERNSRER

TR LUERLEREST APHEAR ERFE R EEHIA MTiiE. AT EERNAEURS MRS
BRVEIERE, AROIER T EVIEE R R,
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curl 7=f3

curl --request GET --user admin:<PASSWORD>
'https://<ONTAP IP ADDRESS>/api/cluster/counter/tables/host adapter’
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JSON #aiH el

"name" :
"description":

Channel,

"host adapter",
"The host adapter table reports activity on the Fibre
Serial Attached SCSI,

and parallel SCSI host adapters the

storage system uses to connect to disks and tape drives.",

"counter schemas":

{

[

"name": "bytes read",
"description": "Bytes read through a host adapter",
"type": "rate",
"unit": "per sec"
by
{
"name": "bytes written",
"description": "Bytes written through a host adapter",
"type": "rate",
"unit": "per sec"
by
{
"name": "max link data rate",
"description": "Max link data rate in Kilobytes per second for

host adapter",

"type": "raw",
"unit": "kb per sec"
by
{
"name": "node.name",
"description": "System node name",
"type": "string",
"unit": "none"
by
{
"name": "rscn count",
"description": "Number of RSCN(s) received by the FC HBA",
"type": "raw",
"unit": "none"
by
{
"name": "total read ops",
"description": "Total number of reads on a host adapter",
"type": "rate",
"unit": "per sec"

by
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"name": "total write ops",

"description": "Total number of writes on a host adapter",
"type": "rate",
"unit": "per sec"
}
1,
" links": {
"self": {
"href": "/api/cluster/counter/tables/host adapter"

3. FERPRIFIEIT
eI LMERLEREST APHAREERPHIFTET. XRTFEWMLITHRERBI RG],
curl ;)

curl --request GET --user admin:<PASSWORD>

'https://<ONTAP IP ADDRESS>/api/cluster/counter/tables/host adapter/row

Sl
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JSON #aiH el

"records": [
{
"id": "dmp-adapter-01",
" links": {
"self": {
"href": "/api/cluster/counter/tables/host adapter/rows/dmp-
adapter-01"
}
}
b

{
"id": "dmp-adapter-02",

" links": {
"self": {
"href": "/api/cluster/counter/tables/host adapter/rows/dmp-
adapter-02"
}
}
}
I
"num records": 2,
" links": {
"self": {
"href": "/api/cluster/counter/tables/host adapter/rows"

T4 FHERPRBET

TR LUERLLREST AP ER R TR E T EIESE N ARV E, EURAIF. BREF—PEMN
EECERAYIERERES

curl ;=f3

curl --request GET --user admin:<PASSWORD>
'https://<ONTAP IP ADDRESS>/api/cluster/counter/tables/host adapter/row
s/dmp-adapter-01"
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JSON #aiH el
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"counter table": {
"name": "host adapter"

by
"id": "dmp-adapter-01",

"properties": [
{
"name": "node.name",
"value": "dmp-node-01"
}
I
"counters": [
{
"name": "total read ops",

"value": 25098

"name": "total write ops",
"value": 48925

"name": "bytes read",
"value": 1003799680

"name": "bytes written",
"value": 6900961600

"name": "max link data rate",
"value": O
by
{
"name": "rscn count",
"value": O
}
1,
" links": {
"self": {
"href": "/api/cluster/counter/tables/host adapter/rows/dmp-
adapter-01"

}
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