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curl --request POST \

--location "https://$SFQDN IP/api/security/roles" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data @JSONinput

JSON i N\

"name": "rolel",
"owner": {
"name": "cluster-1",

"uuid": "852d96be-f17c-11ec-9d19-005056bbad9l"
by

"privileges": [
{ "path": "volume create", "access": "all" },
{ "path": "volume delete", "access": "all" }
]
}
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B8 Type Required Description
$SVM_ID i =i, XEEEAEENXHSVMEIUUID,



o Type Required Description
$Role_name B2 =0, XEEEFHHSVMHANBERTR.

curl =17

curl --request POST \

--location

"https://$SFQDN IP/api/security/roles/$SVM ID/$SROLE NAME/privileges" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data Q@JSONinput

JSON BN
{
"path": "volume clone",
"access": "all"
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curl =5l

curl --request POST \

--location "https://$SFQDN IP/api/security/roles" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data @JSONinput



JSON H N

"name": "rolel",
"owner": {
"name": "cluster-1",

"uuid": "852d96be-fl17c-11ec-9d19-005056bbad9l"
by

"privileges": [
{"path": "volume snapshot create", "access": "all"},
{"path": "volume snapshot delete", "access": "all"},
{"path": "volume show", "access": "readonly"},
{"path": "vserver show", "access": "readonly"},
{"path": "snapmirror show", "access": "readonly"},
{"path": "snapmirror update", "access": "all"}
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curl 7=l

curl --request POST \

--location "https://$FQDN IP/api/security/roles" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data @JSONinput



JSON H N

"name": "rest rolel",
"owner": {
"name": "cluster-1",

"uuid": "852d96be-fl17c-11ec-9d19-005056bbad9l"
by

"privileges": [
{"path": "/api/storage/volumes", "access": "readonly"},
{"path": "/api/storage/gtrees", "access": "readonly"},
{"path": "/api/storage/luns", "access": "readonly"},
{"path": "/api/storage/aggregates", "access": "readonly"},
{"path": "/api/cluster/nodes", "access": "readonly"},
{"path": "/api/snapmirror/relationships", "access": "readonly"},
{"path": "/api/svm/svms", "access": "readonly"}
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curl ;=5

curl --request GET \

--location "https://$FQDN IP/api/svm/svms?order by=name" \
-—include \

—-—header "Accept: */*" \

-—header "Authorization: Basic $BASIC AUTH"
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curl ;=5

curl --request GET \

--location "https://$FQDN IP/api/security/accounts?owner.name=dmp" \
-—include \

—-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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curl 741

curl --request GET \

--location "https://$SFQDN IP/api/security/roles?owner.name=dmp" \
-—include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput
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curl --request POST \

--location "https://$FQDN IP/api/security/roles" \
--include \

-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data @JSONinput

JSON NI

{

"name": "dprolel",
"owner": {
"name Al . " dmp " ’

"uuid": "752d96be-f17c-11ec-9d19-005056bbad9l"
by

"privileges": [
{"path": "/api", "access": "none"},
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B8 Type Required Description

$SVM_ID Bz =8, BEABENXHSVMAIUUID,
$Role_name BRZ =8 BEHSVMAN A EZ R,
curl 7=l

curl --request POST \

--location

"https://$FQDN IP/api/security/roles/$SVM ID/$ROLE NAME/privileges" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput

JSON N5

{
"path": "/api/storage/volumes",

"access": "readonly"
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curl 7=f3

curl --request POST \

--location "https://$FQDN IP/api/security/accounts" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput

JSON i N\

"owner": {"uuid":"daf84055-248f-11ed-a23d-005056ac4feb"},

"name": "david",
"applications": [
{"application":"ssh",
"authentication methods":["password"],

"second authentication method":"none"}

I
"role":"dprolel",
"password":"<password>"
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