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curl 7={3

curl —--request GET \

--location "https://$FQDN IP/api/security/accounts” \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"



JSON #aiH el

"records": [
{
"owner": {
"uuid": "642573a8-9d14-11ee-9330-005056aed3de",
"name": "vsO",
" links": {
"self": {
"href": "/api/svm/svms/642573a8-9d14-11ee-9330-
005056aed3de"
}
}
b
"name": "vsadmin",
" links": {
"self": {
"href": "/api/security/accounts/642573a8-9d14-11lee-9330-
005056aed3de/vsadmin"
}
}
b
{
"owner": {
"yuid": "fdb6fe29-9d13-11ee-9330-005056aed3de",
"name": "sti2l4nscluster-1"
b
"name": "admin",
" links": {
"self": {
"href": "/api/security/accounts/fdb6fe29-9d13-11ee-9330-
005056aed3de/admin"
}
}
b
{
"owner": {
"uuid": "fdb6fe29-9d13-11ee-9330-005056aed3de",
"name": "stiZ2l4nscluster-1"
bo
"name": "autosupport",
" links": {
"self": {
"href": "/api/security/accounts/fdb6fe29-9d13-11ee-9330-



005056aed3de/autosupport"
}

}
I

"num records": 3,
" links": {
"self": {
"href": "/api/security/accounts"
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CURLTI: iREI=MEH

curl --request GET \

--location "https://SFQDN IP/api/security/certificates?max records=3" \
-—include \

—-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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"records": [

{
"yuid": "dad822c2-573c-11ee-a310-005056aecc29",

"name": "vs0 17866DB5C933E2EA",
" links": {
"self": {
"href": "/api/security/certificates/dad822c2-573c-1lee-a310-
005056aecc29"

}
}
by
{
"uuid": "7d8e5570-573c-11lee-a310-005056aecc29",

"name": "BuypassClass3RootCA",
" links": {
"self": {
"href": "/api/security/certificates/7d8e5570-573c-11lee-a310-
005056aecc29"

}
}
b
{
"yuid": "7dbb2191-573c-11ee-a310-005056aecc29",

"name": "EntrustRootCertificationAuthority",
" links": {
"self": {
"href": "/api/security/certificates/7dbb2191-573c-11lee-a310-
005056aecc29"
}
}
}
I
"num records": 3,
" links": {
"self": {
"href": "/api/security/certificates?max records=3"
by
"next": {
"href": "/api/security/certificates?start.svm id=sti2l4nscluster-

l&start.uuid=7dbb2191-573c-11lee-a310-005056aecc29&max records=3"
}
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curl --request POST \

--location "https://$FQDN IP/api/security/certificates" \
--include \

--header "Content-Type: application/json" \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput



JSON N\

"type": "server ca"
"public certificate":

MIIDOTCCArkCFGYdznvIVvaY1lVZPNfy4yCCyPphoMAOGCSgGSIb3DOEBCWUAMIGK
MQOswCQYDVQQGEwWJVUzZELMAKGA1UECAWCTkMxDDAKBgNVBACMA1 JUUDEWMBQGA1UE
CgwNTO5UQVAgRXhhbXBsZTETMBEGA1IUECWWKTO05UQVAgOS4xNDECMBOGA1UEAWWT
Ki5vbnRhcC1l1eGFtcGx1LmNvbTEVMCOGCSGSIb3DOEJARYGZGEF2aWQucGV0ZXJz
b25Ab250YXAt ZXhhbXBsZS59b20wHhcNMiMxMDA1IMTUYOTE 4WhcNMj QxMDAOMT Uy
OTE4WjCBpDELMAKGA1UEBhMCVVMxCzAJBgNVBAgMAkS5DMOwwCgYDVQQHDANSVEAX
FjJAUBgNVBAOMDUYOVEFQIEV4YW1lwbGUxEZARBgNVBAsSMCkOOVEFQIDkuMTQxHDAa
BgNVBAMMEyoub250YXAtZXhhbXBsZS5)b20xLzAtBgkghkiGOwOBCOEWIGRhdml k
LnB1dGVyc29uQGOudGEFwLWVAYW1lwbGUuY29tMIIBIjANBgkghkiGIwOBAQEFAAOC
AQ8AMI IBCgKCAQEAXQgy8mhblJhkf0D/MBodpzgW0aSp2jGbWI+Zv2G8BXkpl762
dPHRkv1hnx9JvwkK4Dba05GiCiD5t3gjH/jUQMSFb+VwDbVmubVEnXjkm/4Q7sea
tMtA/ZpQdZbQFZ5RKtdWz7dzzPYE12x8Q1 Jc8Kh7NXERNMtgupGWZZn7mfXKYr40
N/+vgahIhDibS8YK5rflwobfmrik9E2D+PEab9DX/1DL5RX4tZ21H20kyN2Ux0OBR6
Fg716n1H1/5yR0011xStN6sO7EPoGak+KS1K41g+EcIKRoObPAMEQP8WM)JuiTkb
5MmeYoIpWEUgJK7S0M6Tp/3bTh2CST3AWXiNxQIDAQABMAOGCSgGSTIb3DQERCWUA
A4TBAQABEfBgOUROMYxdfrj930yIiRoDcoMzvo8cHGNUsuhnl1BDNnL203ghWEs97s0
mIy6zFMGnyNYa0t4ilcFsGDKP/JuljmYHjvv+21HWNnxH])To7A0QCNXmQH5swoDbf
01Vjqgz80xz+PRJ+PA3dF5/8zqaAR6QreAN/iFR++6nUglsbbM7w03tthBVMgo/hl
E9I23V0OZsgMFujm2CYfMs4XkZtrYmN6nZA8JcUpD]IWCcAVbQYurMnna9r420S3GB
WB/FEOn+P+FfJyHJI93KGcCXbHS5RF2pi3wL1Hi1bvVuCjLRrhJ8U20I5mZoiXvABC
IpYuBcuKXLwAarhDEacXttVjC+Bg

$28 . WMIMEPRERE
RITTOER "7 B L E=ES" AEINER A A

RBAC

HEZ{EFONTAP REST API{EFERBAC

RIBEIFIE. ,ax‘JL,LLLyﬂJT E A EFAONTAP RBACIHRE, ATHE AT ERAIAS
ANEB—LEERNEF., EEMERT. ERfRERENTeNEEBR L,

TEIREMARHEABOELONTAPEAKA ZA. BNEE TENANETEREERIET. LU E
&o I BESUEBPRNEM RS EEERAXETER

1E(EFRIZWNONTAP has?
ONTAP hrZ< =] #a%E 7] FHBYRES TR R A1RBACIIEE,


https://docs.netapp.com/zh-cn/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-cn/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-cn/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-cn/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-cn/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-cn/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-cn/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-cn/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-cn/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-cn/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-cn/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-cn/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-cn/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-cn/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-cn/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-cn/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-cn/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-cn/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-cn/ontap-automation/workflows/prepare_workflows.html

BEZRIPHFERIEE
BEERHEBZRIPIFRI L USCEE(ERFHSVM).

P N EAMRLISRIANR?
MERRNCEGE. EEBEHEERR TRIAEEA.

FA P 80aTi515]ONTAP ?
AP A LUBIIREST APIZXCLIFAEIONTAP . ] LU EFR{ERXHE,

NEABZ—EERMUARRER. HERETTEEEXAR?
ERNAEREARELE. BEILURETELIBMNBEEX AR,

FREFARENAR?

RIBL 2B RHONTAP 58], EREREFECERESTARABLERERAE,
eIEAE

fEFIONTAP REST APIFRHIXT SVMBIZIERTIA 7]

BRI A E X — M ABXRREISVMANZHEEEIE,

XFUTIER
BARE—MGATE. UWERVAFHRGRREUINMIFEEEEEEEE, tABAEFUTHIE:

* BENSHITFAIE CRUDEEME. BHEIREN. QIE. ECRAMIFR
* TiEEIEERE

A, EOIDIRIESEEMIAG, FIERD. ABEEF-SHHITTENR. UATFRFRIEERE,
E1: plEAG

f&aT LOE n) @ IR A R eI ERBACH &,

HTTPZ AR R

LEREST APIERfER LT A EM G R

HTTP A% Bz

b -Zis] lapilZ /IRt



curl 7=f3

curl --request POST \

--location "https://$FQDN IP/api/security/roles" \

--include \
--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data Q@JSONinput

JSON i N\

"name": "rolel",
"owner": {
"name": "cluster-1",

"uuid": "852d96be-fl17c-11ec-9d19-005056bbad9l"

by

"privileges": [
{ "path": "volume create", "access":
{ "path": "volume delete", "access":
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"all" }’
"all" }
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B8 Type Required Description
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$Role_name B2 =8 XEEERHNSVMPNABZI,



curl 7=f3

curl --request POST \

--location

"https://$SFQDN IP/api/security/roles/$SVM ID/S$SROLE NAME/privileges" \
--include \

—-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput

JSON N\l

"path": "volume clone",
"access": "all"
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curl 751

curl --request POST \

--location "https://$FQDN IP/api/security/roles" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data @JSONinput



JSON H N

"name": "rolel",
"owner": {
"name": "cluster-1",

"uuid": "852d96be-fl17c-11ec-9d19-005056bbad9l"
by

"privileges": [
{"path": "volume snapshot create", "access": "all"},
{"path": "volume snapshot delete", "access": "all"},
{"path": "volume show", "access": "readonly"},
{"path": "vserver show", "access": "readonly"},
{"path": "snapmirror show", "access": "readonly"},
{"path": "snapmirror update", "access": "all"}
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curl =5l

curl --request POST \

--location "https://$FQDN IP/api/security/roles" \
-—-include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data @JSONinput
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"name": "rest rolel",
"owner": {
"name": "cluster-1",

"uuid": "852d96be-fl17c-11ec-9d19-005056bbad9l"
by

"privileges": [
{"path": "/api/storage/volumes", "access": "readonly"},
{"path": "/api/storage/gtrees", "access": "readonly"},
{"path": "/api/storage/luns", "access": "readonly"},
{"path": "/api/storage/aggregates", "access": "readonly"},
{"path": "/api/cluster/nodes", "access": "readonly"},
{"path": "/api/snapmirror/relationships", "access": "readonly"},
{"path": "/api/svm/svms", "access": "readonly"}
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HTTP/5 & % 5
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HTTP 5% BRZ
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curl =451

curl --request GET \

--location "https://$FQDN IP/api/svm/svms?order by=name" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

TR/
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curl 7={3

curl --request GET \

--location "https://SFQDN IP/api/security/accounts?owner.name=dmp" \
--include \

-—-header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

=
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curl 7~

curl --request GET \

--location "https://$SFQDN IP/api/security/roles?owner.name=dmp" \
-—include \

—-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput
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curl --request POST \

--location "https://SFQDN IP/api/security/roles" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data @JSONinput

JSON N5

{

"name": "dprolel",
"owner": {
"name "w . " dmp " ’

"uuid": "752d96be-f17c-11ec-9d19-005056bbad9l"
by

"privileges": [
{"path": "/api", "access": "none"},

=
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S8 Type Required Description

$SVM_ID i8S =0, BERBEXHNSVMAIUUID,
$Role_name BRF =0, EFEIHISVMEBIAER TR,
curl ;=ff)

curl --request POST \

--location

"https://$FQDN IP/api/security/roles/$SVM ID/$ROLE NAME/privileges" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data Q@JSONinput

JSON H N

{
"path": "/api/storage/volumes",
"access": "readonly"
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curl 7=f3

curl --request POST \

--location "https://$FQDN IP/api/security/accounts" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput

JSON i N\

"owner": {"uuid":"daf84055-248f-11ed-a23d-005056ac4feb"},

"name": "david",
"applications": [
{"application":"ssh",
"authentication methods":["password"],

"second authentication method":"none"}

I
"role":"dprolel",
"password":"<password>"

e
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