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--header "Content-Type: application/json" \
—--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data @JSONinput



JSON N\

{
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curl --request GET \

--location "https://$FQDN IP/api/cluster/jobs/$JOB ID" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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"uuid": "d877£f£5bb-3aa7-11e9-b6c6-005056a78c89",

"description": "PATCH /api/cluster",
"state": "success'",
"message": "success",
"code": 0,
" links": {
"self": {
"href": "/api/cluster/jobs/d877f5bb-3aa7-11e9-b6c6-005056a78c89"
}
}
}
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get /protocols/file- vserver security file-directory show-effective-
security/effective-permissions/ permissions

POST /protocols/file- 1. vserver security file-directory ntfs create
security/permissions/ : i .
vserver security file-directory ntfs dacl add
vserver security file-directory ntfs sacl add

vserver security file-directory policy create

a > 0D

vserver security file-directory policy task
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6. Vserver security file-directory apply

patch /protocols/file- vserver security file-directory ntfs modify
security/permissions/

delete /protocols/file- 1. vserver security file-directory ntfs dacl
security/permissions/ remove

2. vserver security file-directory ntfs sacl
remove
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HTTP 5% iz S

FREX lapi/protocols X Z 2 MH/BMINPR/ {svm.unid} / {path}
(S e

k7

CURLR IRy Ethim N 2%k
PR T FREREST APIERBANSHZIN T BHHCURLRFIEZFER U TS

S Type Required Description

$SVM_ID Bz B,  XEREEHZXHHISVMEIUUID,
$file_path BB 8, R R R BT BR 2o

curl ;=)

curl --request GET \

--location "https://$SFQDN IP/api/protocols/file-security/effective-
permissions/$SVM ID/SFILE PATH" \

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"



JSON #aiH el

"svm": {
"uuid": "cf5f27la-1lbeb-11lea-8fad-005056bb645e",
"name": "vsl1"

b

"user": "administrator",

"type": "windows",

ToaEla®y ©/%,

"share": {
"path": "/"

}I

"file permission": |
"read",
"write"
"append",
"read ea",
"write ea",
"execute",
"delete child",
"read attributes",
"write attributes",
"delete",
"read control",
"write dac",
"write owner",
"synchronize"
"system security"

1,

"share permission": [
"read",
"read ea",
"execute",
"read attributes",
"read control",

"synchronize"

fEFFONTAP REST APBREX X HHIEEIZ{E R

EA IR EX X AR EZER

HTTP/ £k S
IWREST APIHERB R LT A MRS,
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HTTP 757% iz YES

FREX /api/protocols /X Z £ M/MPR/ {svm.unid} / {path}

LIRS
F%

CURLTRfIRIE i NS 5K

BR T FREREST APIERBANSHZIN P BHRBICURLRIIEZER U TS,

S Type Required Description

$SVM_ID Bz 2.  XEEZEXMHEISVMEIUUID,
$file_path BB 8, R XA K BTER 1R,

curl 7=l

curl --request GET \

--location "https://$FQDN IP/api/protocols/file-
security/permissions/$SVM_ID/$FILE_PATH" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

JSON #ait R fl

"svm": {
"uuid": "9479099d-5b9f-11eb-9c4e-0050568e8682",
"name": "vsl1"
by
"path": "/parent",
"owner": "BUILTIN\\Administrators",
"group": "BUILTIN\\Administrators",
"control flags": "0x8014",
"acls": [
{
"user": "BUILTIN\\Administrators",
"access": "access allow",
"apply to": {
"files": true,
"sub folders": true,
"this folder": true
by
"advanced rights": {
"append data": true,
"delete": true,

11



"delete child": true,
"execute file": true,
"full control": true,
"read attr": true,
"read data": true,
"read ea": true,
"read perm": true,
"write attr": true,

"write data": true,

"write ea": true,
"write owner": true,
"synchronize": true,
"write perm": true
by
"access control": "file directory"
by
{
"user": "BUILTIN\\Users",
"access": "access allow",
"apply to": {
"files": true,
"sub folders": true,

"this folder": true

by

"advanced rights": {
"append data": true,
"delete": true,
"delete child": true,
"execute file": true,
"full control": true,
"read attr": true,
"read data": true,
"read ea": true,
"read perm": true,
"write attr": true,

"write data": true,

"write ea": true,
"write owner": true,
"synchronize": true,
"write perm": true
by
"access control": "file directory"
}
I
"inode": 64,

"security style": "mixed",



"effective style": "ntfs",

"dos_ attributes": "10",
"text dos attr": "----D---",
"user_id": "O",

"group_id": "O",
"mode bits": 777,

"text mode bits": "rwxrwxrwx"

{EFAONTAP REST APUE# PR N AT X5
BT LU 2 2R FT N B T4 E XA a3,

$B15 . NAHNR

HTTP/ % =
IWREST APIHERB R LT A MR R

HTTP /5% BRF

b Tl /api/protocols /X R £ M/APR/ {svm.unid} / {path}
RAIEARY

2374

CURLRfIRE i NSk
BX T FREREST APIERBANSHZIN P BHBICURLRIIEZER U TS,

B Type Required Description
$SVM_ID Bz =M.  XEEEEXFRISVMEIUUID,
$file_path B =8, BB E R AT BRIZo
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curl 7=f3

curl --request POST --location "https://SFQDN IP/api/protocols/file-
security/permissions/$SVM ID/SFILE PATH?return timeout=0" --include
--header "Accept */*" --header "Authorization: Basic $BASIC AUTH" --data
"{ \"acls\": [ { \"access\": \"access allow\", \"advanced rights\": {
\"append data\": true, \"delete\": true, \"delete child\": true,
\"execute file\": true, \"full control\": true, \"read attr\": true,

\"read data\": true, \"read ea\": true, \"read perm\": true,

\"write attr\": true, \"write data\": true, \"write eal\": true,

\"write owner\": true, \"write perm\": true }, \"apply to\": { \"files\":
true, \"sub folders\": true, \"this folder\": true }, \"user\":
\"administrator\" } ], \"control flags\": \"32788\", \"group\": \"S-1-5-

21-2233347455-2266964949-1780268902-69700\",

\"ignore paths\": [

\"/parent/child2\" ], \"owner\": \"S-1-5-21-2233347455-2266964949-
1780268902-69304\", \"propagation mode\": \"propagate\"}'

JSON 4t /{51

"job": {
"yuid": "3015c294-5bbc-11eb-9c4e-0050568e8682",
" links": {
"self": {
"href": "/api/cluster/jobs/3015c294-5bbc-11eb-9c4e-0050568e8682"

$2F . KWEEWRS
BATIER "SREUEL 2" FHHEIA state {EA successo

{EFIONTAP REST APIF i X2 HRHER
B RBS E L2 m R T EM IS E XM a3k,

F1T: ENREMATT

HTTP/5 & % 5
IWREST APHERER LT A 7EM iR S

BiEEFEE. ATTHIITS.

HTTP 5% BRF
patch /api/protocols /XL 2 M /MPR/ {svm.unid} / {path}
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LUSE N
4

CURLR IRy Efthim N S%K
BT FREREST APIERBANSHZIN T BHICURLRFIERFER LTS

o Type Required Description

$SVM_ID B®iR =8, XEEEZXHFHSVMAIUUID,
$file_path i p=1i 8 XENX IR

curl =5l

curl --request POST --location "https://$FQDN IP/api/protocols/file-
security/permissions/$SVM ID/SFILE PATH?return timeout=0" --include
--header "Accept */*" --header "Authorization: Basic $BASIC AUTH" --data
'"{ \"control flags\": \"32788\", \"group\": \"everyone\", \"owner\":
\"userl\"}"

JSON ZgitH =45

"job": {
"uuid": "6£89e612-5bbd-1leb-9c4e-0050568e8682",
" links": {
"self": {
"href": "/api/cluster/jobs/6£89e612-5bbd-11leb-9c4e-0050568e8682"

24 RWEREIRSE
BATIER "SREVEL 25" FHHEIA state {EA successo

{EFBONTAP REST APIIfRiA Iz 4I& B

TR LAMSST E XX S XX R R BRI A 1512 H 5 B (ACE), B EREERIFHR,

58124 MIFRACE

HTTP/5 &M% 5=
WREST APHERER LT A 7EM iR S
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HTTP 5% BRIZ

fBx /api/protocols /XL 2 M/MPR/ {svm.unid} / {path}
(S e

12373

CURLR IRy Ethim N 2%k
PR T FREREST APIERBANSHZIN T BHHCURLRFIEZFER U TS

S Type Required Description

$SVM_ID Bz B,  XEREEHZXHHISVMEIUUID,
$file_path BB 8, R R R BT BR 2o

curl ;=)

curl --request DELETE --location "https://$FQDN IP/api/protocols/file-
security/permissions/$SVM ID/SFILE PATH?return timeout=0" --include
--header "Accept */*" --header "Authorization: Basic $BASIC AUTH" --data
"{ \"access\": \"access allow\", \"apply to\": { \"files\": true,

\"sub folders\": true, \"this folder\": true }, \"ignore paths\": [
\"/parent/child2\" ], \"propagation mode\": \"propagate\"}'

JSON 4t /{5l

"job": {
"yuid": "3015c294-5bbc-11eb-9c4e-0050568e8682",
" links": {
"self": {

"href": "/api/cluster/jobs/3015c294-5bbc-11eb-9c4e-0050568e8682"

$25: KEELRS
BATIER "SREUVEL 2" FHHEIA state {EA successo

P45

5| EFONTAP REST APIRVIP#Z O
ERI LI R D BCa SR BFFISVMAYIP SVM, & R] LU TT IR (SR IBIA NS ECE B 1T XN 5
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_/|\L|Fo

HTTPJ5 =% 5=
IWREST APIHERBER T A /E MRS

HTTP /5% iz Y

FREX /API/network/IP/#Z0
QhIEERY

Gikz

CurlRFIRE NS X
BXTFRA RESTAPIERERANSHZIN, WWHER curl RAEERU TS

o Type Required Description
fields %18 ) REMEXEEENERYIR.

CURLT: :REIBERIANECEERIFAELI

curl --request GET \

--location "https://$FQDN IP/api/network/ip/interfaces" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

CURLRI: :REIEBEN/ MFEREERIEL

curl --request GET \

--location

"https://$FQDN IP/api/network/ip/interfaces?fields=name, scope, svm.name, ip.
address" \

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

17



JSON #aiH el

"records": [

{
"yuid": "5ded9%9e38-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr0270 mgmtl",
"ip": {

"address": "172.29.151.116"
by
"scope": "cluster",
" links": {

"self": {

"href": "/api/network/ip/interfaces/5ded9e38-999%e-1lee-acad-
005056ae6bd8™"

"yuid": "bb03cl62-999%e-1lee-acad-005056ae6bd8",

"name": "cluster mgmt",
"ip": {

"address": "172.29.186.156"
by
"scope": "cluster",
" links": {

"self": {

"href": "/api/network/ip/interfaces/bb03cl162-999%e-1lee-acad-
005056ae6bd8"

"uuid": "c5ffbd03-999%9e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o datal",
"ip": {

"address": "172.29.186.150"
b
"scope": "svm",
"svm": {

"name": "vsQO"
b
" links": {

"self": {

"href": "/api/network/ip/interfaces/c5ffbd03-999%e-1lee-acad-

18



005056ae6bd8"

"yuid": "co66l2abe-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o0 dataz",
"ip": |

"address": "172.29.186.151"
b
"scope": "svm",
"svm": {

"name": "vsO"
b
" links": {

"self": {

"href": "/api/network/ip/interfaces/c6612abe-999%e-1lee-acad-
005056ae6bd8"

"yuid": "c6b21b94-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o0 data3",
"ip": |

"address": "172.29.186.152"
b
"scope": "svm",
"svm": {

"name": "vs0O"
o
" links": {

"self": {

"href": "/api/network/ip/interfaces/c6b21b9%94-999%e-1lee-acad-
005056ae6bd8"

"yuid": "c7025322-999%e-11lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o data4d",
"ip": |
"address": "172.29.186.153"
by
"scope": "svm",

"svm": {



"name": "vsO"

by

" links": {
"self": {
"href": "/api/network/ip/interfaces/c7025322-999%e-11lee-acad-
005056ae6bd8™"

"yuid": "c752cc66-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o0 databd",
"ip": |

"address": "172.29.186.154"
b
"scope": "svm",
"svm": |

"name": "vsQO"
b
" links": {

"self": {

"href": "/api/network/ip/interfaces/c752cc66-999%e-1lee-acad-
005056ae6bdg8"

"uuid": "c7a03719-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o data6",
"ip": |

"address": "172.29.186.155"
by
"scope": "svm",
"svm": |

"name": "vsO"
by
" links": {

"self": {

"href": "/api/network/ip/interfaces/c7a03719-999%e-1lee-acad-
005056ae6bd8"

}
}
by
{
"yuid": "ccd4c59c-999%9e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr0270 data4 ineto",



"ip": {

"address": "fd20:8ble:b255:300f::ach"
by
"scope": "svm",
"svm": |

"name": "vsO"
by
" links": {

"self": {

"href": "/api/network/ip/interfaces/ccd4c59c-999%e-1lee-acad-
005056ae6bd8"

"uuid": "d9144c30-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o0 data6_ ineto6",
"ip": |

"address": "fd20:8ble:b255:300f::ac7"
b
"scope": "svm",
"svm": {

"name": "vsQO"
b
" links": {

"self": {

"href": "/api/network/ip/interfaces/d9144c30-999%e-1lee-acad-
005056ae6bd8"

"uuid": "d961cl3b-999%e-1llee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr0270 datal ineteoe",
"ip": |

"address": "fd20:8ble:b255:300f::ac2"
b
"scope": "svm",
"svm": |

"name": "vsO"
by
" links": {

"self": {

"href": "/api/network/ip/interfaces/d961cl3b-999%e-1lee-acad-

005056ae6bd8"
}



22

"yuid":

"d9ac8d6a-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr0270 data5 inetoe",
"ip": |
"address": "fd20:8ble:b255:300f::aco6"
by
"scope": "svm",
"svm": |
"name": "vsQO"
by
" links": {
"self": {
"href": "/api/network/ip/interfaces/d%ac8d6a-999%e-1lee-acad-
005056ae6bd8"
}
}
by
{
"yuid": "d9fcela3-999%e-1lee-acad-005056ae6bd8",
"name": "sti2l4-vsim-sr0270 dataZ inetoe",
"ip": {
"address": "fd20:8ble:b255:300f::ac3"
b
"scope": "svm",
"svm": |
"name": "vsO"
by
" links": {
"self": {
"href": "/api/network/ip/interfaces/d9%fcela3-999%e-1lee-acad-
005056ae6bd8"
}
}
by
{
"uuid": "dad4995a0-99%e-1lee-acad-005056ae6bd8",
"name": "sti2l4-vsim-sr0270 data3 ineto",
"ip": |
"address": "fd20:8ble:b255:300f::ac4"
by
"scope": "svm",
"svm": {
"name": "vsO"

by



" links": {
"self": {
"href": "/api/network/ip/interfaces/dad4995a0-999%e-1lee-acad-
005056ae6bd8"

"yuid": "da9e7afd-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr0270 cluster mgmt ineté6",
"ip": |

"address": "fd20:8ble:b255:300f::ac8"
by
"scope": "cluster",
" links": {

"self": {

"href": "/api/network/ip/interfaces/da%9e7afd-999%e-1lee-acad-
005056ae6bd8™"

"yuid": "eo6db58b4-999%e-1lee-acad-005056ae6bd8",
"name": "sti2l4-vsim-sr0270 mgmtl ineto",
"ip": {
"address": "fd20:8ble:b255:3008::1a0"
by
"scope": "cluster",
" links": {
"self": {
"href": "/api/network/ip/interfaces/e6db58b4-999%e-1lee-acad-
005056ae6bd8"

}

}
1,
"num records": 16,
" links": {
"self": {
"href":
"/api/network/ip/interfaces?fields=name, scope, svm.name, ip.address"

}



et

—IK

fEFIONTAP REST API%l ik

EEILIRRIKF YR, G UEIHME R 2R CIEHK, Z B HITIR(F.

HTTP/5 &% 5=
WREST APIHERER LT A7EMiR S

HTTP 5% iz

FREX lapi/ZE /MK
RhFRERY

Bz

curl =5l

curl --request GET \

--location "https://$FQDN IP/api/security/accounts" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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JSON #aiH el

"records": [
{
"owner": {
"uuid": "642573a8-9d14-11ee-9330-005056aed3de",
"name": "vsO",
" links": {
"self": {
"href": "/api/svm/svms/642573a8-9d14-11ee-9330-
005056aed3de"
}
}
b
"name": "vsadmin",
" links": {
"self": {
"href": "/api/security/accounts/642573a8-9d14-11lee-9330-
005056aed3de/vsadmin"
}
}
b
{
"owner": {
"yuid": "fdb6fe29-9d13-11ee-9330-005056aed3de",
"name": "sti2l4nscluster-1"
b
"name": "admin",
" links": {
"self": {
"href": "/api/security/accounts/fdb6fe29-9d13-11ee-9330-
005056aed3de/admin"
}
}
b
{
"owner": {
"uuid": "fdb6fe29-9d13-11ee-9330-005056aed3de",
"name": "stiZ2l4nscluster-1"
bo
"name": "autosupport",
" links": {
"self": {
"href": "/api/security/accounts/fdb6fe29-9d13-11ee-9330-

25



005056aed3de/autosupport"
}

}
I

"num records": 3,

" links": {
"self": {

"href": "/api/security/accounts"

}

}

}
IEBE A

fEFHONTAP REST APIFIH B RERVIEH

eI LASI HONTAPE B R RERIER, ER LIAITIHRERE BRI E IR EE o IR
FFEIERHID,

HTTPJ5 ;&% 5
IWWREST APHERER LT A 7EM iR S

HTTP 5% BRAF
FREX /API/secury/certificates

CURLTIRYE i NS 2K
B* T FREREST APIERBANSHZIN P BHBICURLRIIEZER U TS,

o Type Required Description
max_ig R i ) IBEERERIERE.

CURLR: iR[EI=EH

curl --request GET \

--location "https://SFQDN IP/api/security/certificates?max records=3" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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JSON #aiH el

"records": [

{
"yuid": "dad822c2-573c-11ee-a310-005056aecc29",

"name": "vs0 17866DB5C933E2EA",
" links": {
"self": {
"href": "/api/security/certificates/dad822c2-573c-1lee-a310-
005056aecc29"

}
}
by
{
"uuid": "7d8e5570-573c-11lee-a310-005056aecc29",

"name": "BuypassClass3RootCA",
" links": {
"self": {
"href": "/api/security/certificates/7d8e5570-573c-11lee-a310-
005056aecc29"

}
}
b
{
"yuid": "7dbb2191-573c-11ee-a310-005056aecc29",

"name": "EntrustRootCertificationAuthority",
" links": {
"self": {
"href": "/api/security/certificates/7dbb2191-573c-11lee-a310-
005056aecc29"
}
}
}
I
"num records": 3,
" links": {
"self": {
"href": "/api/security/certificates?max records=3"
by
"next": {
"href": "/api/security/certificates?start.svm id=sti2l4nscluster-

l&start.uuid=7dbb2191-573c-11lee-a310-005056aecc29&max records=3"
}



{EFHONTAP REST APIZ3EFH

R LITEONTAPE B R R R X R HIX.509IEH, ERILIEEEFERS (HIIEAIONTAPL)
BEE TN B HRIT LR (R

FHEZ A
ERRAEERENIES. GEUHRRBREREE MRS,

(D)  =EATEREIISONBATHIZE. BHERBH public certificate Ml
B REIED
R LUB R A PR RIS,

HTTP5 =% =
WREST APIHERBER T A /E MRS

HTTP 757% Bz
b, il IAPI|/secury/certificates

cURLT: 1EEERFIZERCAIES

curl --request POST \

--location "https://$FQDN IP/api/security/certificates” \
--include \

--header "Content-Type: application/json" \

—--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput
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JSON N\

"type": "server ca"

"public certificate":

MIIDOTCCArkCFGYdznvIVvaY1lVZPNfy4yCCyPphoMAOGCSgGSIb3DOEBCWUAMIGK
MQOswCQYDVQQGEwWJVUzZELMAKGA1UECAWCTkMxDDAKBgNVBACMA1 JUUDEWMBQGA1UE
CgwNTO5UQVAgRXhhbXBsZTETMBEGA1IUECWWKTO05UQVAgOS4xNDECMBOGA1UEAWWT
Ki5vbnRhcC1l1eGFtcGx1LmNvbTEVMCOGCSGSIb3DOEJARYGZGEF2aWQucGV0ZXJz
b25Ab250YXAt ZXhhbXBsZS59b20wHhcNMiMxMDA1IMTUYOTE 4WhcNMj QxMDAOMT Uy
OTE4WjCBpDELMAKGA1UEBhMCVVMxCzAJBgNVBAgMAkS5DMOwwCgYDVQQHDANSVEAX
FjJAUBgNVBAOMDUYOVEFQIEV4YW1lwbGUxEZARBgNVBAsSMCkOOVEFQIDkuMTQxHDAa
BgNVBAMMEyoub250YXAtZXhhbXBsZS5)b20xLzAtBgkghkiGOwOBCOEWIGRhdml k
LnB1dGVyc29uQGOudGEFwLWVAYW1lwbGUuY29tMIIBIjANBgkghkiGIwOBAQEFAAOC
AQ8AMI IBCgKCAQEAXQgy8mhblJhkf0D/MBodpzgW0aSp2jGbWI+Zv2G8BXkpl762
dPHRkv1hnx9JvwkK4Dba05GiCiD5t3gjH/jUQMSFb+VwDbVmubVEnXjkm/4Q7sea
tMtA/ZpQdZbQFZ5RKtdWz7dzzPYE12x8Q1 Jc8Kh7NXERNMtgupGWZZn7mfXKYr40
N/+vgahIhDibS8YK5rflwobfmrik9E2D+PEab9DX/1DL5RX4tZ21H20kyN2Ux0OBR6
Fg716n1H1/5yR0011xStN6sO7EPoGak+KS1K41g+EcIKRoObPAMEQP8WM)JuiTkb
5MmeYoIpWEUgJK7S0M6Tp/3bTh2CST3AWXiNxQIDAQABMAOGCSgGSTIb3DQERCWUA
A4TBAQABEfBgOUROMYxdfrj930yIiRoDcoMzvo8cHGNUsuhnl1BDNnL203ghWEs97s0
mIy6zFMGnyNYa0t4ilcFsGDKP/JuljmYHjvv+21HWNnxH])To7A0QCNXmQH5swoDbf
01Vjqgz80xz+PRJ+PA3dF5/8zqaAR6QreAN/iFR++6nUglsbbM7w03tthBVMgo/hl
E9I23V0OZsgMFujm2CYfMs4XkZtrYmN6nZA8JcUpD]IWCcAVbQYurMnna9r420S3GB
WB/FEOn+P+FfJyHJI93KGcCXbHS5RF2pi3wL1Hi1bvVuCjLRrhJ8U20I5mZoiXvABC
IpYuBcuKXLwAarhDEacXttVjC+Bg

$£28: WINEPERE
WITITIER "5 H E L =RIESR" HRIAEBR A

R

BAC

HEZEFONTAP REST API{EFERBAC

BIEEIIFIR. o] LOBE T 2 AR A VERAONTAP RBACIHEE. TR LUITIEREIAS
ANB—LEENEBER. EEMBERT. EnifRERENZeNEEBIRL,

EEREMABHRABIEKSONTAPAF KA 2l BNEE FTANANERREERME
&o N BSUERPHNEMT RS TEEEAXETIER .

1

A

{EFARI 2 NONTAP hiZs?

ONTAP hrZ<E]#7E vl FIKRE ST S F1RBACIHEE,

T, LAt
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HERRIFHIEFANEE
BEERHEZRIPIFRI L USCCE(ERFHSVM).

P N AAMRLEISRIAR?
MERRINCEG. EREEHEER TRIAERI.

FAF 4N {Ai515JONTAP ?
FAF A LU REST APISKCLITAIIONTAP | AT LAERMERXKE,

NEABZ—EERMUREER. AERETEAEXAR?
ERINERNEAEELE. BErIUREREZCIENNEEXAE.

FEFLALENAE?
RIELZEERHMONTAP iR, EHREEEFEELERESTHRERZSAAR,

tIEAE
{EFONTAP REST API[RHI3TSVMEIZ{ERT IR
SO AE X — 1A ERRHISVMP N E#EEEIE,

XFUITIER
BRSIB—MESAR. UERVATHRRTEMINIFIE T BE SR, tABRELUTRIE:

* BEBBHITFRIECRUDSIR(E. BEIREN. SIR. (ZCRAnmIbR
* TiREIEERE

Ale. BRILREFEENLAG, FLTERP. ABEE-IHHITTENR. UATHRFIEERRE,
F15: QIEAE
TR LLEd n) R A AR eI RBACH B,

HTTP5 =% 5=
IWREST APIHEBER LT AR R,

HTTP 5% iz
b Tl lapilZ /IR
curl =5l

curl —--request POST \

--location "https://$FQDN IP/api/security/roles" \
--include \

—--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data @JSONinput
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JSON H N

"name": "rolel",
"owner": {
"name": "cluster-1",

"uuid": "852d96be-fl17c-11ec-9d19-005056bbad9l"
by

"privileges": [
{ "path": "volume create", "access": "all" },
{ "path": "volume delete", "access": "all" }
]
}
E28: EMAG

TR LB R R A AR ER A AR,

HTTP/ & % 5
WREST APHERER LT A 7EM iR S

HTTP 753% iz YES
¥oZis lapi/R2E/IFE

CURLR IRy Efthim N S %K
PR T FREREST APIERBANSHZIN T BHICURLRFIERFERA LTS

o Type Required Description

$SVM_ID BRZ 2, XEESABEXHSVMEIUUID,
$Role_name iz CE p=1i XEEFHHSVMAMNAERAT,
curl =5l

curl —--request POST \

--location

"https://$FQDN_IP/api/security/roles/$SVM ID/S$SROLE NAME/privileges"
-—include \

—-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput
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JSON H N

{
"path": "volume clone",
"access": "all"

£ FAONTAP REST APIE AR RIFEIR
&0 LU B P iR E B FREVEUERIFIIEE.
XFITIER
SIENEARAEREG U TRHE:

* BENS O ZEFOMIBRIRER LUK B FHSnapMirrorx &

* TEBIBEHIEBNESRFNBMR. HlanEzxHSVM
HTTP S EHMim =
ILREST APIERER L T A EMiRR.

HTTP 5% BRIZ
b & lapilZ /IRt
curl ;=

curl --request POST \

--location "https://$FQDN IP/api/security/roles" \
-—include \

—--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data @JSONinput
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JSON H N

"name": "rolel",
"owner": {
"name": "cluster-1",

"uuid": "852d96be-fl17c-11ec-9d19-005056bbad9l"
by

"privileges": [
{"path": "volume snapshot create", "access": "all"},
{"path": "volume snapshot delete", "access": "all"},
{"path": "volume show", "access": "readonly"},
{"path": "vserver show", "access": "readonly"},
{"path": "snapmirror show", "access": "readonly"},
{"path": "snapmirror update", "access": "all"}

AFEFONTAP REST APIER{ONTAPIRS

AT LICIZRESTHE. R EEBERMONTAP RS,

XFHTER
BIBEMABERR LU THIE:

* BEBORSBAEMMEEAXNMEFEMENRERBIWE. gtree. LUN. BE. TR,

* TAECIBTUENES RN R (FIINEZSVM)

HTTP5 =% 5=
IWREST APIHERBER LT A iR R,

HTTP 5% iz
b -Zis] lapilZ /IRt
curl =5l

curl —--request POST \

--location "https://$FQDN IP/api/security/roles" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data @JSONinput

#SnapMirrorx£)
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JSON H N

"name": "rest rolel",
"owner": {
"name": "cluster-1",

"uuid": "852d96be-fl17c-11ec-9d19-005056bbad9l"
by

"privileges": [
{"path": "/api/storage/volumes", "access": "readonly"},
{"path": "/api/storage/gtrees", "access": "readonly"},
{"path": "/api/storage/luns", "access": "readonly"},
{"path": "/api/storage/aggregates", "access": "readonly"},
{"path": "/api/cluster/nodes", "access": "readonly"},
{"path": "/api/snapmirror/relationships", "access": "readonly"},
{"path": "/api/svm/svms", "access": "readonly"}

fEFIONTAP REST APIBIZAEE M AEMAR
BRI LERLETEReIZAB XEXRESTARBIAF,

XFUHTIER

I TEREECZBEXRESTABHEHES A KA XEKFIENHEESE, ARNAGHAERSVMER.
SREHESVMKER, FESEFIGERAEN. BrlREREENIFIRHEITEN.

F1P: FIHERPREKIESVM
HITLUFREST AP S HERFRHISVM, It R T &NSVMBIUUIDHIZ R,

HTTP5 &% =
IIWREST APIHERER T A A MRS

HTTP 757% i S
SEEY Japl/SVM/SVM
curl 7=f3

curl --request GET \

--location "https://SFQDN IP/api/svm/svms?order by=name" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

FERRIE
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MESIZFH AP MA BT RFEERENSVM,
%25 FIHASVMEX KA
HITLUTREST APHEA UFIHTEEESVMAEX KA, &8 LuE T ownerS#RITIASVM,

HTTP/S £ iR =
IIEREST APIHERER LT A A MRS

HTTP 5% i
FREX lapi/&2 /M
curl ;=f3

curl --request GET \

--location "https://$FQDN IP/api/security/accounts?owner.name=dmp" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

SERl/E
RIESVMARBEEXBIAF . AHAFER— -2,

£34: FIHASVMEXHIRESTHE
HITLUTREST APHEARUFILEEESVMAEX AT, &8 LLETownerSHRITIASVM,

HTTP/5 &% 5=
ILEREST APIERBER LT AR R

HTTP 5% i3
FREX lapilZ /B E
curl 7={3

curl --request GET \

--location "https://S$SFQDN IP/api/security/roles?owner.name=dmp" \
-—include \

—--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput

sTRfE
RIESVMABEEX AT, AHfABER— -2,
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547 CIBBEENXRESTAR

XSVMAPREIEZBEXRESTARABHITUTREST APIEA, tABRRIIR

T LIELFRA R

HTTP/ £ s =
IILREST APIERER T A A MRS

HTTP 5% iz S
b -Zis] lapilZ /IRt
curl 7=f3

curl --request POST \

--location "https://$SFQDN IP/api/security/roles" \

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data Q@JSONinput

JSON N\

"name": "dprolel",
"owner": {
"name Al . n dmp n ,

"uuid": "752d96be-f17c-11ec-9d19-005056bbad9l"

}o
"privileges": [
{"path": "/api", "access": "none"},

TR/

— YR, BFEILZEASRIR R

(AIE) BT EIUBTH AR, EEAUEONTAP S {TREAFERAR,

$5% . BIRMESNRREMBE
HITLUTREST APIEA. UERBEFENNNREEL A,

HTTP5 =% 5=
IWREST APIHERBER LT A iR s,

HTTP 753% B2
b %] lapiizett/ifat/ {owneruuid} / {name} /AR
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CURLTRHIRIE AN SR
B* T FREREST APIERBANSHZIN P BHBICURLRGIESER U TS,

S8 Type Required Description

$SVM_ID i8S =0, BERBEXHNSVMAIUUID,
$Role_name BRF =0, EFEIHISVMEBIAER TR,
curl ;=ff)

curl --request POST \

--location

"https://$FQDN IP/api/security/roles/$SVM ID/$ROLE NAME/privileges" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data Q@JSONinput

JSON H N

{
"path": "/api/storage/volumes",
"access": "readonly"

e

(AIE)BRPITHBEIUETHAE, EIRRLTEONTAP (a1 RERETRAE,
e SIZAR

MEZRAF KA HRITUUIREST APIEA. EHEEIENAE dprole1*S#T AR XEX.

R SIRRERENARN, EXHETT. RASNARHE— EABE(adnin
voadnin). RUETATBRREREBARSWEEE S, BREEABH RIS

o

HTTP/5 &% 5
IWREST APHERER LT A 7EM iR S

HTTP /57% BRF
b lapi/ &4/t~
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curl 7=f3

curl --request POST \

--location "https://$FQDN IP/api/security/accounts” \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data Q@JSONinput

JSON i N\

"owner": {"uuid":"daf84055-248f-11ed-a23d-005056ac4feb"},

"name": "david",
"applications": [
{"application":"ssh",
"authentication methods":["password"],

"second authentication method":"none"}

1,
"role":"dprolel",
"password":"<password>"

e
ERILMERF AR NEREEREISVMERRHE,

ez

5 H{EFFONTAP REST APINNER &
BRI EERHTHRETIR, Eal LIRITIHHRERITE SR AR EE,

HTTP/5 &% 5
IWREST APHERER LT A 7EM iR S

HTTP 5% B®iF

FREX IAPI|/storage/disks
QhIPSERY

Gz

CurlRAIBEMBNSEL
BR T PE REST AP HRERSHRZI, I B curl RAEERU TS
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o Type Required Description

node.name Eif & RTINS RS EEINT S,
CURLRI: REIEBERIANECEENFERS

curl --request GET \

--location "https://$FQDN IP/api/storage/aggregates” \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

CURLRI: REIAEREEEENFIERS

curl --request GET \

--location "https://SFQDN IP/api/storage/aggregates?fields=node.name"”" \
-—include \

—-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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JSON #aiH el

"records": [

{
"uuid": "760d8137-£fc59-47da-906a-cc28dbl0alclb",

"name": "sti2l4 vsim sr027o0 aggrl",
"node": {
"name": "sti2l4-vsim-sr0270"
by
" links": {
"self": {
"href": "/api/storage/aggregates/760d8137-fc59-47da-906a-
cc28dblalclb"
}
}
}
1,
"num records": 1,
" links": {
"self": {
"href": "/api/storage/aggregates?fields=node.name"

5| {EFAONTAP REST APIHVEEE

BT RERBFHIMEEYIR, EURITIHRERERETCIRESEIZRERN—
HEZ N FRWME,

HTTP7 iR =

IREST APIHERB R LT A MR R

HTTP 757% &1z

FREX IAPI/storage/disks
QhFRERY

kg

CurlRAIBE NS
BR T PE REST AP HRERSHZIN, B curl RAEEARU TS
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S Type Required Description
state £if £ BT RRA AT HREGHERME,

CURLR: R[EIFFEHE

curl --request GET \

--location "https://SFQDN IP/api/storage/disks" \
-—include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

CURLTHI: R[ElIEAMEE

curl --request GET \

--location "https://$FQDN IP/api/storage/disks?state=spare" \
-—include \

—-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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JSON #aiH el

"records": [
{
"name": "NET-1.20",
"state": "spare",
" links": {
"self": {
"href": "/api/storage/disks/NET-1.20"
}
}
by
{
"name": "NET-1.12",
"state": "spare",
" links": {
"self": {
"href": "/api/storage/disks/NET-1.12"
}
}
by
{
"name": "NET-1.7",
"state": "spare",
" links": {
"self": {
"href": "/api/storage/disks/NET-1.7"
}
}
}
I
"num records": 3,
" links": {
"self": {
"href": "/api/storage/disks?state=spare"

< FF
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EMS

YEZ{FFEONTAP REST APIZIEEMS X 13RS

SR LUNONTAPE B ECE B HEERA(EMS) IR, HIRIERENREMSHE.

7R

A LLBE Z N TR KRB FE{EAONTAP EMSERSS ., EEAIERHAAXHERIREST APHAR ZAI.
BEEVER EEERAXETER"

YNREREAPython, ERIIAB I "py" "events.py" BRI B EHAIT R LEMSHER BRI AL
ONTAP REST API 5 ONTAP & ¢{TREH S

XFiFZES. FFHONTAP REST APIFRERIARLLERAIONTAPSH SITREH SV, TRIIH TAPHERLL
MENESFRENSERHSTRE®R S,

ONTAP REST API ONTAP f521TR@A
FXBX/support/ems event config show
POST /support/EMS/E #5 1. BB EFeE

2. EENGE

GET /support/EMS/Events HHHEETR
POST 1. event filter create -filter-name <FilterName>

/support/EMS/filters . . ‘
2. event filter rule add -filter-name <FilterName>

HXEER
* "AFRREMSHIPythonfi Z"
* "ONTAP REST AP| : Bo@f == 4E4"

{EFIONTAP REST API5|HHEMSHEE 4

BRI RFIBSMHEAES. AR REEHERIERIER.

HTTP AR =
LEREST APIEFEA AT 75 7E i =

HTTP 757% i

FREX /API/support/EMS/Events
pLS o]

k7

Curl RV E NS
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PR T PRE REST AP ERERANSHZ I, WHER curl RAEERU TS

S Type Required Description

fields =it S RFIERERE FER AT,

max_ig R &if & B] [ F PRI MER IR E RIS R

log_message &if £ BFERNEXASE. HURELRES.
message.severity =il & RREIRERREINEBRETEMIER. Hld alerto

CURLT: REI&HTHEMATE

curl --request GET \

--location

"https://$SFQDN IP/api/support/ems/events?fields=message.name&max records=1
"\

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

CURLTI: REIEEHFEX R EMRIHEE

curl --request GET \

--location

"https://$FQDN IP/api/support/ems/events?log message=*disk*&message.severi
ty=alert" \

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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JSON #aiH el

"records": [
{
"node": {
"name": "malha-vsiml",
"uuid": "dad4f9%e62-9de3-11ec-976a-005056b369de",
" links": {
"self": {
"href": "/api/cluster/nodes/dad4f9%e62-9de3-11lec-976a-
005056b369de"

}
}

b
"index": 4602,
"time": "2022-03-18T06:37:46-04:00",

"message": {
"severity": "alert",
"name": "raid.autoPart.disabled"
b
"log message": "raid.autoPart.disabled: Disk auto-partitioning is

disabled on this system: the system needs a minimum of 4 usable internal

hard disks.",
" links": {
"self": {
"href": "/api/support/ems/events/malha-vsiml/4602"

}
1,

"num records": 1,
" links": {
"self": {
"href":
"/api/support/ems/events?log message=*disk*&message.severity=alerté&max rec
ords=1"

by

"next": {
"href": "/api/support/ems/events?start.keytime=2022-03-

18T06%3A37%3A46-04%3A00&start.node.name=malha-
vsimlé&start.index=4602&log message=*disk*&message.severity=alert"

}
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{EFBONTAP REST API3XEXEMSHECE

AT I ZRONTAPEE N HFIEMSEE, BRI UEEFHEE N LIZEHEMSBR Z 51T

ItE%1Eo

HTTP ;&M% =
IWREST APIHERBER LT A AR s,

HTTP 5% ®iE
FREY /API|/support/ems
RIRARY

bz

curl 7=l

curl --request GET \

--location "https://$SFQDN IP/api/support/ems" \
-—include \

—-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

JSON #ai Rl

"proxy url": "https://proxyserver.mycompany.com",
"proxy user": "proxy user",
"mail server": "mail@mycompany.com",
" links": {
"self": {
"href": "/api/resourcelink"

}
by
"pubsub enabled": "1",
"mail from": "administrator@mycompany.com"

{EFIONTAP REST APIGIZEMS &4
BRI LUER U T TEReIZEHRMEMSEXN B AR LUEBOEE S HE R,

#15: RERSUENBRTHERE
ER LB Pl IR T LU FAPIE AR E R 4R B F B IR E,

HTTP/5 &% 5
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LEREST APIERER LU A A MR <o

HTTP 5% iz EE

patch /API/support/ems
RIEARY
EEZ

CurlRIBEMNSEL
B* T P8 RESTAPI ERBANSHRZIN, B curl REIEERMU TS,

B Type Required Description

mail_from =if =M, 88 from FE,
mail_server &Eif =0, Ao & HARSMTPHE AR SS 28,
curl ;=ff)

curl --request PATCH \

--location

"https://$FQDN IP/api/support/ems?mail from=administrator@mycompany.comé&ma

il server=mail@mycompany.com" \

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

B2 EXHRHILIERS
TR ATAPHER# TR EHER. LUE X 57 R ILERRY s s AN,

HTTPJ5 =% =
WREST APIHERBER T &AM RS

HTTP 753% B®iF

&5 /API/support/EMS/ 7% 28
AhIBEEY
k7

Curl =B E NS,
BXTFRA REST AP ERE@RANSHZIN, B curl RAEERU TS

%

=K Type Required Description
ip¥in body = BIETmIEREENE,

\

N

~=
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curl 7=f3

curl --request POST \

--location "https://$FQDN IP/api/support/ems/filters"” \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data Q@JSONinput

JSON i N\

"name": "test-filter",
"rules.type": ["include"],
"rules.message criteria.severities": ["emergency"]

%35 IRES BT
ER] LS Rl AR VA A SR 8 2 B B Ao

HTTPJ &% =
IIEREST APIERER T A A MRS

HTTP /5% i

b Lis /APl/support/EMS/B R
ISR

Gk

Curl R IR E NS,
BXTFE RESTAPIERERANSHZIN, B curl RAEERU TS

o Type Required Description
BB E body =0 BIEEHBEIRE,
curl =451

curl --request POST \

--location "https://$FQDN IP/api/support/ems/destinations" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput
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JSON H N

{

"name": "test-destination",
"type": "email",
"destination": "administrator@mycompany.com",
"filters.name": ["important-events"]
}
SVM

5| {EEFIONTAP REST APIEFISVM

EA] LG HIEONTAPE R E X HStorage Virtual Machine (SVM)o &R AT E IS
ESVMHIARIARTET AT IR (E. el IERIEFTSVMZ Hilfa (R FRAVIE—14,
HTTPA & MG =

IIREST AP T /A& M.

HTTP 5% iz
FREY /apl/SVM/SVM
curl ;=3

curl --request GET \

--location "https://$FQDN IP/api/svm/svms" \
-—include \

—-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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JSON #aiH el

"records": [

{
"uuid": "71bd74£8-40dc-1llee-b51a-005056ace9fa",

"name": "vsQ0",
" links": {
"self": {
"href": "/api/svm/svms/71bd74f8-40dc-11lee-b51a-005056aee9fa"

}
1,

"num records": 1,
" links": {
"self": {
"href": "/api/svm/svms"
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