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ONTAP REST API

get /protocols/file-
security/effective-permissions/

POST /protocols/file-
security/permissions/

patch /protocols/file-
security/permissions/

delete /protocols/file-
security/permissions/

ONTAP &3 <1TRE

vserver security file-directory show-effective-

permissions
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6. Vserver

security
security
security
security

security

security

file-directory
file-directory
file-directory
file-directory

file-directory

file-directory

ntfs create

ntfs dacl add
ntfs sacl add
policy create

policy task

apply

vserver security file-directory ntfs modify

1. vserver security file-directory ntfs dacl

remove

2. vserver security file-directory ntfs sacl

remove
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S Type Required Description

$SVM_ID BRZ 2, XEESZXHFHSVMAIUUID,
$file_path S =, X BN R R

curl =5l

curl --request GET \

--location "https://S$FQDN IP/api/protocols/file-security/effective-
permissions/$SVM ID/SFILE PATH" \

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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JSON #aiH el

"svm": {
"uuid": "cf5f27la-1lbeb-11lea-8fad-005056bb645e",
"name": "vsl1"

b

"user": "administrator",

"type": "windows",

ToaEla®y ©/%,

"share": {
"path": "/"

}I

"file permission": |
"read",
"write",
"append",
"read ea",
"write ea",
"execute",
"delete child",
"read attributes",
"write attributes",
"delete",
"read control",
"write dac",
"write owner",
"synchronize",
"system security"

1,

"share permission": [
"read",
"read ea",
"execute",
"read attributes",
"read control",

"synchronize"
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HTTP 757% i EE

FREX /api/protocols /XL 2 /MPE/ {svm.unid} / {path}
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B Type Required Description

$SVM_ID i =i, XEEEIZEHISVMAIUUID,
$file_path S =8 XX AR AR
curl 75l

curl --request GET \

--location "https://$FQDN IP/api/protocols/file-
security/permissions/$SVM ID/SFILE PATH" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

JSON #ith = fl

"svm": {
"uuid": "9479099d-5b9%9f-11eb-9c4e-0050568e8682",
"name": "vsl"
by
"path": "/parent",
"owner": "BUILTIN\\Administrators",
"group": "BUILTIN\\Administrators",
"control flags": "0x8014",
"acls": [
{
"user": "BUILTIN\\Administrators",
"access": "access allow",
"apply to": {
"files": true,
"sub folders": true,
"this folder": true
by

"advanced rights": {



"append data": true,
"delete": true,
"delete child": true,
"execute file": true,
"full control": true,
"read attr": true,
"read data": true,
"read ea": true,
"read perm": true,
"write attr": true,

"write data": true,

"write ea": true,
"write owner": true,
"synchronize": true,
"write perm": true
by
"access_control": "file directory"
by
{
"user": "BUILTIN\\Users",
"access": "access allow",
"apply to": {
"files": true,
"sub folders": true,

"this folder": true

by

"advanced rights": {
"append data": true,
"delete": true,
"delete child": true,
"execute file": true,
"full control": true,
"read attr": true,
"read data": true,
"read ea": true,
"read perm": true,
"write attr": true,

"write data": true,

"write ea": true,
"write owner": true,
"synchronize": true,
"write perm": true

by

"access_control": "file directory"



"inode": 64,

"security style": "mixed",
"effective style": "ntfs",
"dos attributes": "10",
"text dos attr": "----D---",
"user id": "0",

"g—roup_id" . "O",
"mode bits": 777,

"text mode bits": "rwxrwxrwx"
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HTTP 757 iz

b & /api/protocols /XL £ M/APR/ {svm.unid} / {path}
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=K Type Required Description
$SVM_ID iz YES =/, XEEEEXEFHISVMEIUUID,
$file_path iz EE = XXM AR R,



curl 7=f3

curl --request POST --location "https://SFQDN IP/api/protocols/file-
security/permissions/$SVM ID/SFILE PATH?return timeout=0" --include
--header "Accept */*" --header "Authorization: Basic $BASIC AUTH" --data
"{ \"acls\": [ { \"access\": \"access allow\", \"advanced rights\": {
\"append data\": true, \"delete\": true, \"delete child\": true,
\"execute file\": true, \"full control\": true, \"read attr\": true,
\"read data\": true, \"read ea\": true, \"read perm\": true,

\"write attr\": true, \"write data\": true, \"write eal\": true,

\"write owner\": true, \"write perm\": true }, \"apply to\": { \"files\":
true, \"sub folders\": true, \"this folder\": true }, \"user\":
\"administrator\" } ], \"control flags\": \"32788\", \"group\": \"S-1-5-
21-2233347455-2266964949-1780268902-69700\", \"ignore paths\": [
\"/parent/child2\" ], \"owner\": \"S-1-5-21-2233347455-2266964949-
1780268902-69304\", \"propagation mode\": \"propagate\"}'

JSON 4t /{51

"job": {
"yuid": "3015c294-5bbc-11eb-9c4e-0050568e8682",
" links": {
"self": {
"href": "/api/cluster/jobs/3015c294-5bbc-11eb-9c4e-0050568e8682"

B2 BWEIEIRS
HITITER "FREVEL 25" HHIA state B successo
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S Type Required Description

$SVM_ID i gEs =i,  XE|EEXFHISVMAIUUID,
$file_path BB 8, R R R BT BR 2o

curl ;=)

curl --request POST --location "https://$FQDN IP/api/protocols/file-
security/permissions/$SVM ID/SFILE PATH?return timeout=0" --include
--header "Accept */*" --header "Authorization: Basic $BASIC AUTH" --data
'"{ \"control flags\": \"32788\", \"group\": \"everyone\", \"owner\":
\"userl\"}'

JSON #ai Rl

{

"job": {
"yuid": "6£89e612-5bbd-11eb-9c4e-0050568e8682",
" links": {
"self": {
"href": "/api/cluster/jobs/6£89e612-5bbd-11eb-9c4e-0050568e8682"
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il /api/protocols /XL 2 MH/MPE/ {svm.unid} / {path}
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S8 Type Required Description

$SVM_ID Bz =i, X2 EZXHHSVMEIUUID,
$file_path iz 2ES EM, XXX MR EZ,

curl ;=)

curl --request DELETE --location "https://$FQDN IP/api/protocols/file-
security/permissions/$SVM ID/S$SFILE PATH?return timeout=0" --include
--header "Accept */*" --header "Authorization: Basic $BASIC_AUTH" --data
'{ \"access\": \"access allow\", \"apply to\": { \"files\": true,

\"sub folders\": true, \"this folder\": true }, \"ignore paths\": [
\"/parent/child2\" ], \"propagation mode\": \"propagate\"}'

JSON #aiH Rl

"job": {
"yuid": "3015c294-5bbc-11eb-9c4e-0050568e8682",
" links": {
"self": {
"href": "/api/cluster/jobs/3015¢c294-5bbc-11eb-9c4e-0050568e8682"
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