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* /usr/local/bin/mediator_unlock_user
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MAIEWBYA R 2MEE,

* /usr/local/bin/mediator_add user
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9 I53F ONTAP Mediator Z23&
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RIBEZEEE"E ONTAP 1@##23 AT MetroCluster IP. SnapMirror Z&fEFHHE", BRITHNNEES B,

10


https://scst.sourceforge.net/
https://scst.sourceforge.net/
https://scst.sourceforge.net/
https://scst.sourceforge.net/
https://scst.sourceforge.net/
https://scst.sourceforge.net/
https://scst.sourceforge.net/
https://scst.sourceforge.net/
https://scst.sourceforge.net/
https://scst.sourceforge.net/
https://scst.sourceforge.net/
https://scst.sourceforge.net/
https://scst.sourceforge.net/
https://scst.sourceforge.net/
https://scst.sourceforge.net/
https://scst.sourceforge.net/
https://scst.sourceforge.net/
https://scst.sourceforge.net/
https://scst.sourceforge.net/
https://scst.sourceforge.net/
https://scst.sourceforge.net/
https://scst.sourceforge.net/
https://scst.sourceforge.net/
https://scst.sourceforge.net/
https://scst.sourceforge.net/
install/prepare-install.html#https-iscsi-installation
install/prepare-install.html#https-iscsi-installation
install/prepare-install.html#https-iscsi-installation
install/prepare-install.html#https-iscsi-installation
install/prepare-install.html#https-iscsi-installation
install/prepare-install.html#https-iscsi-installation
install/prepare-install.html#https-iscsi-installation
install/prepare-install.html#https-iscsi-installation
install/prepare-install.html#https-iscsi-installation
install/prepare-install.html#https-iscsi-installation
install/prepare-install.html#https-iscsi-installation
install/prepare-install.html#https-iscsi-installation
install/prepare-install.html#https-iscsi-installation
install/prepare-install.html#https-iscsi-installation
install/prepare-install.html#https-iscsi-installation
install/prepare-install.html#https-iscsi-installation
install/prepare-install.html#https-iscsi-installation
install/prepare-install.html#https-iscsi-installation
install/prepare-install.html#https-iscsi-installation
install/prepare-install.html#https-iscsi-installation
use-mediator-snapmirror-metrocluster-task.html
use-mediator-snapmirror-metrocluster-task.html
use-mediator-snapmirror-metrocluster-task.html
use-mediator-snapmirror-metrocluster-task.html
use-mediator-snapmirror-metrocluster-task.html
use-mediator-snapmirror-metrocluster-task.html
use-mediator-snapmirror-metrocluster-task.html
use-mediator-snapmirror-metrocluster-task.html
use-mediator-snapmirror-metrocluster-task.html
use-mediator-snapmirror-metrocluster-task.html
use-mediator-snapmirror-metrocluster-task.html
use-mediator-snapmirror-metrocluster-task.html
use-mediator-snapmirror-metrocluster-task.html
use-mediator-snapmirror-metrocluster-task.html
use-mediator-snapmirror-metrocluster-task.html
use-mediator-snapmirror-metrocluster-task.html
use-mediator-snapmirror-metrocluster-task.html
use-mediator-snapmirror-metrocluster-task.html
use-mediator-snapmirror-metrocluster-task.html
use-mediator-snapmirror-metrocluster-task.html
use-mediator-snapmirror-metrocluster-task.html
use-mediator-snapmirror-metrocluster-task.html
use-mediator-snapmirror-metrocluster-task.html
use-mediator-snapmirror-metrocluster-task.html
use-mediator-snapmirror-metrocluster-task.html
use-mediator-snapmirror-metrocluster-task.html
use-mediator-snapmirror-metrocluster-task.html
use-mediator-snapmirror-metrocluster-task.html
use-mediator-snapmirror-metrocluster-task.html

R EWMN AR B HERIRE.

F—#Rfar

EITERT LA ONTAP Mediator 3£ ¥1% MetroCluster IP EZ&. SnapMirror SEEIEIS BLBE S RE. BXIFHAE
B, 1&E&"SnapMirror ;E&IEIZ X4 "M "MetroCluster 3X14",

11


https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/index.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/index.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/index.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/index.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/index.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/index.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/index.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/index.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/index.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/index.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/index.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/index.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/index.html
https://docs.netapp.com/us-en/ontap-metrocluster/index.html
https://docs.netapp.com/us-en/ontap-metrocluster/index.html
https://docs.netapp.com/us-en/ontap-metrocluster/index.html
https://docs.netapp.com/us-en/ontap-metrocluster/index.html
https://docs.netapp.com/us-en/ontap-metrocluster/index.html

RS E

ONTAP Mediator ZETIERIZIEE

Z % ONTAP Mediator B1E/ERTE. RENFEEENIHR. THZES. WIERIEER
AR &3 ONTAP Mediator £,

o "EZ LR ONTAP Mediator”
EZ%EE ONTAP Mediator, B THaIREERRA fRE M,

e "R FEE "

TR % B A TFEERYIRIEIAIR, LUE ONTAP Mediator A IATE R =S 12 HR 1A R PR IR AV AR €L,

S
S

e "~z ONTAP Mediator 221"
M ONTAP Mediator T&;PiE F&; ONTAP Mediator 36,

a "I5iF ONTAP Mediator @K IBEZ"
NetApp ZINTEZRZEE ONTAP Mediator 8 2 HiJEiE ONTAP Mediator {3,

"Z2% ONTAP Mediator &35 6"
HLEROHEINLBITRERR.

7.'

"I$5F ONTAP Mediator Z%E"
L4 ONTAP Mediator f5, BWIFER TS IEERINIETT.

EFREE ONTAP Mediator

E L% ONTAP Mediator, EFEBZREFIETAFZM, THREER, AEFNLETRE
ERFo

* E3% ONTAP Mediator AR EIFThRZs, B2 "F4% ONTAP Mediator's

@ * MREBAHLRFNIRERS, HEUIEPEFHFZENFHL ONTAP Mediator, iEE " T4k
FHURIERSF] ONTAP Mediator"s

12


prepare-install.html
prepare-install.html
prepare-install.html
prepare-install.html
prepare-install.html
prepare-install.html
prepare-install.html
prepare-install.html
prepare-install.html
enable-access-repos-task.html
enable-access-repos-task.html
enable-access-repos-task.html
enable-access-repos-task.html
enable-access-repos-task.html
enable-access-repos-task.html
enable-access-repos-task.html
enable-access-repos-task.html
enable-access-repos-task.html
enable-access-repos-task.html
enable-access-repos-task.html
enable-access-repos-task.html
enable-access-repos-task.html
enable-access-repos-task.html
enable-access-repos-task.html
download-install-pkg-task.html
download-install-pkg-task.html
download-install-pkg-task.html
download-install-pkg-task.html
download-install-pkg-task.html
download-install-pkg-task.html
download-install-pkg-task.html
download-install-pkg-task.html
download-install-pkg-task.html
download-install-pkg-task.html
download-install-pkg-task.html
verify-code-signature-task.html
verify-code-signature-task.html
verify-code-signature-task.html
verify-code-signature-task.html
verify-code-signature-task.html
verify-code-signature-task.html
verify-code-signature-task.html
verify-code-signature-task.html
verify-code-signature-task.html
verify-code-signature-task.html
verify-code-signature-task.html
verify-code-signature-task.html
verify-code-signature-task.html
verify-code-signature-task.html
verify-code-signature-task.html
verify-code-signature-task.html
verify-code-signature-task.html
verify-code-signature-task.html
verify-code-signature-task.html
verify-code-signature-task.html
verify-code-signature-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
verify-install-task.html
verify-install-task.html
verify-install-task.html
verify-install-task.html
verify-install-task.html
verify-install-task.html
verify-install-task.html
verify-install-task.html
verify-install-task.html
../administer/upgrade-host-os-mediator-task.html
../administer/upgrade-host-os-mediator-task.html
../administer/upgrade-host-os-mediator-task.html
../administer/upgrade-host-os-mediator-task.html
../administer/upgrade-host-os-mediator-task.html
../administer/upgrade-host-os-mediator-task.html
../administer/upgrade-host-os-mediator-task.html
../administer/upgrade-host-os-mediator-task.html
../administer/upgrade-host-os-mediator-task.html
../administer/upgrade-host-os-mediator-task.html
../administer/upgrade-host-os-mediator-task.html
../administer/upgrade-host-os-mediator-task.html
../administer/upgrade-host-os-mediator-task.html
../administer/upgrade-host-os-mediator-task.html
../administer/upgrade-host-os-mediator-task.html
../administer/upgrade-host-os-mediator-task.html
../administer/upgrade-host-os-mediator-task.html
../administer/upgrade-host-os-mediator-task.html
../administer/upgrade-host-os-mediator-task.html

TREER
23t ONTAP Mediator Z i, EEEUTER,
* ONTAP Mediator 1.8 XE 2 hr74~5 Red Hat Enterprise Linux (RHEL) FIPS EXA#ZA,
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FIPS 18, EAILIER fips-mode-setup --disable fp2H FIPS &, 2 FIPS
@ BWNEENBR, UIIELE ONTAP Mediator 1.8 S Fhra,

* NRLZEKNK, ErleEFEZIHEFhRZAH ONTAP Mediator,

* M 2025 F 6 B 15 Hig, BT EZTELFHLK ONTAP Mediator 1.9 1 1.8, EA SRS
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"
o
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THER

FE%R % RHEL 8¢ Rocky Linux HECE XEXEIFIEER, BEEXLEER,
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Linux RIThAREX
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* %% ONTAP Mediator BY, RAFAILILRIFARNEIEE, UERERRF A URRAREREUHERIK

R T

* BfE yum REZFREBE RHEL FEETREHAMRMNGT, BEREMENZ/GERABMH Red Hat 1TiHE

&G

@ BXIFMESR, FEM Red Hat Subscription Manager 314,

PN =g FECE-B N
ONTAP Mediator 3 %M O SHEARSHTIERE.
* MRIEERNRE = HHHAE:

° AR HTTPS A8l
DA EEE N R IFERO 31784 1 3260 31T,

{ERAEAIARY Red Hat 3f CentOS [AA3EBY, =7E Mediator 2531240 BohBc & RS AR,

* MFFTEAREERMAY Linux £, BHRARTEAMFMEEDIREFTFRIRE B

YOSRFE Linux R ERRERR AN (LACP) , BECERZHN sysctl
net.ipvd.conf.all.arp ignore I&BN 2.

TR T BIE AER A VFRRO

@ * Y7 MetroCluster IP BECEHEE iSCSI [,

© ERREAFE 22/tcp In0, BEAUERBREHITHR, HEHIFRIETHEERE,

ONTAP Mediator &

Iw /BRSS P FE =k B
22/tcp BEIEEH N ONTAP JAfi#28 (AJ3E) SSH/
I#
31784/tcp SHEENTREE A4 ONTAP Mediator (4ZFE) RESTAPI
LIF Web HE%%% (HTTPS)
3260/tcp HEEIELIF Nih ONTAP Mediator (MetroCluster IP fig
iSCSI B#R BEEE) HiFEm

iISCSI #iEEE

@ X F(ER HTTPS #1Ti8{Z8Y SnapMirror ;&EH[EZ 3 MetroCluster IP ONTAP Mediator

» ONTAP AFEEAliERRO 3260,

0S ER
EHIRERANIHE B TER:
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* 1 GB &g =IE (BFNEBRERTE. RS2:EEMEBIERE)
* FHF: root i)

BE "BRIERARZIFERE", THREhRAH ONTAP Mediator St FFRVIRIER S,

RERGFRENGE
ONTAP Mediator T2 LA TFHRH4EL:

() #t:Ee ONTAP Mediator RERFMBLEN AMHZLE,

7% RHEL/CentOS EgZs RHEL 10.x/ Rocky Linux RHEL 9.x / Rocky Linux 9 RHEL 8.x / Rocky Linux 8

10 BIMINERA B RIBINER 4 &2 RIBINER 4 &2
* openssl| * python3.12 * elfutils-libelf-devel * elfutils-libelf-devel
* openssl-devel * python3.12-devel * policycoreutils-python- < policycoreutils-python-
utils utils

« kernel-devel-$

(uname -r) * python3 * redhat-Isb-core
* gcc * python3-devel * python39
* make * python39-devel
* libselinux-utils
* #NT
* bzip2

* perl-Data-Dumper

* perl-ExtUtils-
MakeMaker

+ efibootmgr

* mokutil

Mediator R B E— M BERRESREBESS tar X, HPEE:

* BB TEMRSHFhRASEITFAE IR EXRIFR B MR HIBY RPM XX,
*© RERIA,

BIfERBMEY SSLIEH.

* NIZhRA B SR (F ZRSthR 4B ICEC,

* BRRZAREE ERY ONTAP Mediator iR ASFi st #FRVIRIER Fehivads, FvEd iRy
SCST t#&IRAJRELAIE H T1Fo

2R UEFI 2358t % % ONTAP Mediator
ONTAP Mediator AJAREERB A KFZH UEFI Z2FoINES L,
XFIES
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* MNRAFEE, & IETTHER ONTAP Mediator 2[R, &) LUAEIEZEE ONTAP Mediator Z BijZ2
UEFI Z2B50. NETENIEEFZA UEFI £2Boixll,

s NRIMLEET(NHIF HTTPS BY ONTAP Mediator 1.12 SKESARAS, NIskZ3E SCST &, & ABLI th{E

%,
() &x2/ UEF REEmHIEERE, 50 ENURERGHH,

EBLEBAT UEFI L3509 ONTAP Mediator, &AM ML, REAEREIRS. ZEATE SCST
REARZTBERER, FREANELOFABNLBEIT, FH nokutil SEEERFERBAIEANZRFIEEZH

(MOK) ZNEIERY UEFI B, FRAREBEEHNHEEERZRIER, B nokutil BILZEREFEREHN
B, RANTEEFBHRFALLEE MOK RNEEFERE,

p
1. REENAKEEERA UEFI R2RK5h:

mokutil --sb-state

HZRRBAUAREERAT UEFI £25|F.

E3es ]|
UEFI £ RBshE a8
UEFI Z23s1E2H "J9 ONTAP Mediator T2 (1= 1 1) A PR"

° RASIRTECE— NI HER U ENRREE, TREUMEEIEES §E7E UEFI
@ SIREERFTEAER.

° ONTAP Mediator 1.2.0 KB RhRAFZHF IR

2. NRARE nokutil XAERF, BEEBETUTHS:
yum install mokutil

T—22t4a?
"J9 ONTAP Mediator LR 1F & ZE1H R A FR"

79 ONTAP Mediator L1 HEFMERE AN R

1 NZ BB IFEERIERIPE, LUE ONTAP Mediator B] LAfE & 3E 3 127034 0] FRr B AY 2N
Ha,

g
1. WESTURRITFiERE, WFRFR:

INREHIRERER. ... A THR IS X AR E R AR, ...
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Oracle Linux 10.x * ol-10-for-x86_64-baseos-rpms
* ol-10-for-x86_64-appstream-rpms
Oracle Linux 9.x * 0l-9-for-x86_64-baseos-rpms

* 0l-9-for-x86_64-appstream-rpms

RHEL 10.x * rhel-10-for-x86_64-baseos-rpms

* rhel-10-for-x86_64-appstream-rpms
RHEL 9.x * rhel-9-for-x86_64-baseos-rpms

* rhel-9-for-x86_64-appstream-rpms
RHEL 8.x * rhel-8-for-x86_64-baseos-rpms

* rhel-8-for-x86_64-appstream-rpms
RHEL 7.x * rhel-7-server-optional-rpms
CentOS 7.x * C7.6.1810 - BARTZ(EE
Rocky Linux 10 * appstream

* baseos
Rocky Linux 9 * appstream

* baseos
Rocky Linux 8 * appstream

* baseos

8o

@ Y9NSR ONTAP Mediator k¥ F &40 H1“ Rl 77 fEE ) Python 1&IR, NIRIEEREAIE ‘rhel-
X-for-x86_64-extras-rpms # “rhel-X-for-x86_64-optional-rpms” X {4,

¥ Oracle Linux 10.x 12ERFKHIZF
MR EHIRIERZZ Oracle Linux 10.x, iB{EA IS IZE B ZEERAR

p
a. 1T PR R RITFERE:

subscription-manager repos --enable 0l-10-for-x86 64-baseos-rpms

subscription-manager repos --enable 0l-10-for-x86 64-appstream-rpms
UTFRBIETRT Has<amiTHER:

[root@localhost ~]# subscription-manager repos --enable ol-10-for-
x86_ 64-baseos-rpms

2. ERAUTIEZ —BAXN _ EEYHEFMEENTEE, LUE ONTAP Mediator B] LATE R &I 12 1AB]FA TR HIER
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Repository 'ol-10-for-x86 64-baseos-rpms' is enabled for this
system.

[root@localhost ~]# subscription-manager repos --enable ol-10-for-
x86 64-appstream-rpms

Repository 'ol-10-for-x86 64-appstream-rpms' is enabled for this
system.

b. IZITLU T ap < K5I B R AREiERE:

yum repolist

TR EN B RET R F.

¥ Oracle Linux 9.x I&{ERZAEMNIEF
NREHIRIER S E Oracle Linux 9.x, iBERISIEE AN EMHEENID:

p
a. 1T PRBRITFAERE:

subscription-manager repos --enable 0l-9-for-x86 64-baseos-rpms

subscription-manager repos --enable 0l-9-for-x86 64-appstream-rpms

UTFRAIERT e SaRITER:

[root@localhost ~]# subscription-manager repos --enable ol-9-for-
x86 64-baseos-rpms

Repository 'ol-9-for-x86 64-baseos-rpms' is enabled for this
system.

[root@localhost ~]# subscription-manager repos --enable ol-9-for-
x86 64-appstream-rpms

Repository 'ol-9-for-x86 64-appstream-rpms' is enabled for this
system.

b. IZITLA T ar K5 B R AR iERE:

yum repolist

TR EN B RTET R Ho

V¥V RHEL 10.x 12ERZEHIP B



MRIEIRIERSAE RHEL 10.x, 5FEA T EERAXNFMEERNRR

p
a. ITPR B RITFERE:

subscription-manager repos --enable rhel-10-for-x86 64-baseos-rpms
subscription-manager repos —--enable rhel-10-for-x86 64-appstream-
rpms

UTRAIERT e SHIRITIE.

[root@localhost ~]# subscription-manager repos --enable rhel-10-
for-x86 64-baseos-rpms

Repository 'rhel-10-for-x86 64-baseos-rpms' is enabled for this
system.

[root@localhost ~]# subscription-manager repos --enable rhel-10-
for-x86 64-appstream-rpms

Repository 'rhel-10-for-x86 64-appstream-rpms' is enabled for this
system.

b. BT T e LRI E B RRIEFERE:

yum repolist

TR AE N R TE SR Ho

V RHEL 9.x i21ERFZMNF B
NREIRIER S E RHEL 9.x, BRI EE AN EEERNISR):

p
a. 1T B RITFERE:

subscription-manager repos --enable rhel-9-for-x86 64-baseos-rpms
subscription-manager repos --enable rhel-9-for-x86 64-appstream-
rpms

UTFRAIERT e SHRITIE:

19
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[root@localhost ~]# subscription-manager repos --enable rhel-9-for-
x86_ 64-baseos-rpms

Repository 'rhel-9-for-x86 64-basecos-rpms' 1is enabled for this
system.

[root@localhost ~]# subscription-manager repos --enable rhel-9-for-
x86 64-appstream-rpms

Repository 'rhel-9-for-x86 64-appstream-rpms' is enabled for this
system.

b. IZITLUT e < KF I BB RBRIEERE:

yum repolist

TR EN 2R R P

V¥ RHEL 8.x i21ERFGMTE
NREIRIER % E RHEL 8.x, BRI IEE A EEERIAR):
HIE
a. 1JIRPREMTEREE:

subscription-manager repos --enable rhel-8-for-x86 64-baseos-rpms
subscription-manager repos --enable rhel-8-for-x86 64-appstream-
rpms

UTREIERT lan<BIRITE.

[root@localhost ~]# subscription-manager repos --enable rhel-8-for-
x86 64-baseos-rpms

Repository 'rhel-8-for-x86 64-baseos-rpms' is enabled for this
system.

[root@localhost ~]# subscription-manager repos --enable rhel-8-for-
x86 64-appstream-rpms

Repository 'rhel-8-for-x86 64-appstream-rpms' is enabled for this
system.

b. IZITLL T er K5I B R RRIEiERE:

yum repolist



T BN BT IR o

V¥V RHEL 7.x i21ERGNTE
NREIIRIER % E RHEL 7.x, BB IEEE AN EEERNIAR:

R
a. TP RRITFEE:

subscription-manager repos --enable rhel-7-server-optional-rpms

UTRAIERT e SHIRITIE.

[root@localhost ~]# subscription-manager repos --enable rhel-7-
server-optional-rpms

Repository 'rhel-7-server-optional-rpms' is enabled for this
system.

b. IZITLLT ar < K5 B /R ARIEFERE:

yum repolist

UTREAIERT am<SHITIE . “rhel-7-server-optional-rpms T2 & ERN B RIEFIR .

[root@localhost ~]# yum repolist

Loaded plugins: product-id, search-disabled-repos, subscription-
manager

rhel-7-server-optional-rpms | 3.2 kB 00:00:00

rhel-7-server-rpms | 3.5 kB 00:00:00

(1/3): rhel-7-server-optional-rpms/7Server/x86 64/group |
26 kB 00:00:00

(2/3): rhel-7-server-optional-rpms/7Server/x86 64/updateinfo |
2.5 MB 00:00:00

(3/3): rhel-7-server-optional-rpms/7Server/x86 64/primary db |
8.3 MB 00:00:01

repo id repo name

status

rhel-7-server-optional-rpms/7Server/x86 64 Red Hat Enterprise Linux
7 Server - Optional (RPMs) 19,447

rhel-7-server-rpms/7Server/x86 64 Red Hat Enterprise Linux
7 Server (RPMs) 26,758

repolist: 46,205
[root@localhost ~1#
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¥V CentOS 7.x BERZHSE
INREEURIERSERE CentOS 7.x, EEALLIZEBMNEFHEERRR:

(D UTFREIERT CentOS 7.6 BITEAERE, AJREREATFHM CentOS Hrds, BRI
CentOS hix A fH B FEE

p

a. 70 C7.6.1810 - Base 72fiE. C7.6.1810 - Base vault 7Zfi&EEE ONTAP Mediator FREEHY“kernel-
devel’2X {5461,

b. ¥ LUTF1TAINZE] /etc/yum.repos.d/CentOS-Vault.repo.

[C7.6.1810-base]

name=Cent0S-7.6.1810 - Base
baseurl=http://vault.centos.org/7.6.1810/0s/Sbasearch/
gpgcheck=1
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0S-7
enabled=1

C. BITUUT e < R7IH ERBRITFiERE:

yum repolist

UTFRBIERT e < RIHITIE . Cent0S-7.6.1810 - Base FEN ER1EFIRH,

Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile
* base: distro.ibiblio.org
* extras: distro.ibiblio.org
* updates: ewr.edge.kernel.org

C7.6.1810-base | 3.6 kB 00:00:00
(1/2): C7.6.1810-base/x86 64/group gz | 166 kB 00:00:00
(2/2): C7.6.1810-base/x86 64/primary db | 6.0 MB 00:00:04
repo id repo name status
C7.6.1810-base/x86 64 Cent0S-7.6.1810 - Base 10,019
base/7/x86 64 Cent0S-7 - Base 10,097
extras/7/x86_ 64 Cent0S-7 - Extras 307
updates/7/x86 64 Cent0S-7 - Updates 1,010

repolist: 21,433
[root@localhost ~]#

¥ Rocky Linux 10. 9 I 8 i ER AN B

MRIEHIEER S Rocky Linux 10, Rocky Linux 9 5 Rocky Linux 8, i&{ERALItLITIZE A ZHERE
LK



pE
a. TP RRITFEE:

dnf config-manager --set-enabled baseos

dnf config-manager --set-enabled appstream

b. 117 “clean #21E:

dnf clean all

C. WIFFHEETIR:

dnf repolist

[root@localhost ~]# dnf config-manager --set-enabled baseos
[root@localhost ~]# dnf config-manager --set-enabled appstream
[root@localhost ~1# dnf clean all

[root@localhost ~]# dnf repolist

repo 1id repo name
appstream Rocky Linux 10 - AppStream
baseos Rocky Linux 10 - BaseOS

[root@localhost ~]#

[root@localhost ~]# dnf config-manager --set-enabled baseos
[root@localhost ~]# dnf config-manager --set-enabled appstream
[root@localhost ~1# dnf clean all

[root@localhost ~]# dnf repolist

repo id repo name
appstream Rocky Linux 9 - AppStream
baseos Rocky Linux 9 - BaseOS

[root@Rlocalhost ~1#

# dnf config-manager --set-enabled baseos

# dnf config-manager --set-enabled appstream
# dnf clean all

# dnf repolist

[root@localhost ~]
[root@localhost ~]
[root@localhost ~]
[root@localhost ~]

repo id
appstream

repo name
Rocky Linux 8 - AppStream
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baseos

Rocky Linux 8 - BaseOS

[root@Rlocalhost ~1#

T=FEMH4?

"R& ONTAP Mediator LZE€1"

T#; ONTAP Mediator &6

T & ONTAP Mediator i B HIHITRE,

p

1. M ONTAP Mediator R TiE F#& ONTAP Mediator 261,

"ONTAP Mediator F&;T1@E"

2. ¥ Mediator ZEBREHFI LIEERT:

1ls ontap-mediator-1.12.1.tgz

ontap-mediator-1.12.1.tgz

@ 33F ONTAP Mediator 1.4 B RRA, LEIEFE N ontap-mediators

NREHNRYELE EEMNITRRIR, BHERRERR A LGRREAR .

3. MMRFE, & Mediator REOBFIREER,

4 BERBTEREFE:

tar xvfz ontap-mediator-1.12.1.tgz

ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.

24

12
12

12.
12 .

12
12
12
12
12

.1/
.1/csc-prod-ONTAP-Mediator.pem
12.

1/csc-prod-chain-ONTAP-Mediator.pem
1/tsa-prod-ONTAP-Mediator.pem
1/tsa-prod-chain-ONTAP-Mediator.pem

.1/ontap-mediator-1.
.1/ontap-mediator-1.
.1/ontap-mediator-1.
.1/ontap-mediator-1.

1

1
1
1

.1/ONTAP-Mediator-production.pub
12.
12.
12.
12.

.sig.tsr
.tsr
.sig
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https://mysupport.netapp.com/site/products/all/details/ontap-mediator/downloads-tab
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https://mysupport.netapp.com/site/products/all/details/ontap-mediator/downloads-tab
https://mysupport.netapp.com/site/products/all/details/ontap-mediator/downloads-tab
https://mysupport.netapp.com/site/products/all/details/ontap-mediator/downloads-tab
https://mysupport.netapp.com/site/products/all/details/ontap-mediator/downloads-tab
https://mysupport.netapp.com/site/products/all/details/ontap-mediator/downloads-tab
https://mysupport.netapp.com/site/products/all/details/ontap-mediator/downloads-tab

T—F2H4?
"ISIE ONTAP Mediator {25 "

I5iF ONTAP Mediator 1i2%
NetApp ZBINIEZERIIIE ONTAP Mediator (X3 Z, LT B RNEHESE,

FaZ Al
EI9IE ONTAP Mediator RE3Z 2 Z A1, IBHRENRFHEXLEER.

* M 2025 F 6 A 15 Bitg, EREALEHARE ONTAP Mediator 1.9 1 1.8, FARIIER

0 WIBEBEM, 1R, WRERFHEE ONTAP Mediator 1.10 ERHRA
C MIRRHFFAUTER, WEBATRIERE, EANEEEIE %2 ONTAP Mediator %

* openssl ikZs 1.0.2 E 3.0 BFEARIIE
* openss| hixZs 1.1.0 HEShRA, AFHEIEEENE (TSA) 1R
* FF OCSP KIEHI A+ Internet 7]

THEBEEMUTXH:
X1 a) R
ONTAP-Mediator-production.pub BTS2 H
csc-prod-chain-ONTAP-Mediator.pem NHEINE CA S8
csc-prod-ONTAP-Mediator.pem BF4ERZERIES
ontap-mediator-1.12.1 1.12 hRZASEY = SR L R B 1T
ontap-mediator-1.12.1.sig 2213 SHA-256 &AM IE, AIF1ER csc-prod 2R
1T RSA B BNLRIEZEFES
ontap-mediator-1.12.1.sig.tsr OCSCP AFZEIEFETRNREER
ontap-mediator-1.12.1.tsr BB B IER XM
tsa-prod-ONTAP-Mediator.pem TSR I AHIEH
tsa-prod-chain-ONTAP-Mediator.pem TSR B9 AHIE+ CA BE
3

1. FERELIEPIREMIN (OCSP) 3t “csc-prod-ONTAP-Mediator.pem 117 B HI0E,
a. BIEHH OCSP URL, AR ARIEPRIEERIER URI:

openssl x509 -noout -ocsp uri -in csc-prod-chain-ONTAP-Mediator.pem

b. FIEPAERL OCSP &K,



openssl ocsp —-issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-
prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem
-reqout reqg.der

C. JEHED| OCSP S 4% OCSP 5>

openssl ocsp —-issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-
prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem -url
${ocsp uri} -resp text -respout resp.der -verify other csc-prod-
chain-ONTAP-Mediator.pem

2. §t3dAENIDIE CSC S ETEFEIEARER:

openssl verify

()  sREPATH® openss1 IRASAAEERE “cert.pen (FEEH) .

openssl verify -untrusted csc-prod-chain-ONTAP-Mediator.pem -CApath
S {OPENSSLDIR} csc-prod-ONTAP-Mediator.pem
openssl verify -untrusted tsa-prod-chain-ONTAP-Mediator.pem -CApath
S{OPENSSLDIR} tsa-prod-ONTAP-Mediator.pem

MRABZZCE I BEEEGE PSS, NWes<SRB, TEHIFHIRZSE ONTAP Mediators,
3. FEAXEEPIIE ontap-mediator-1.12.1.sig.tsr # ontap-mediator-1.12.1.tsr X{&F:
OpenSSL 3.x
openssl ts -verify -data ontap-mediator-1.12.1.sig -in ontap-

mediator-1.12.1.sig.tsr -CAfile tsa-prod-chain-ONTAP-Mediator.pem
-untrusted tsa-prod-ONTAP-Mediator.pem

OpenSSL 1.x

openssl ts -verify -data ontap-mediator-1.12.1 -in ontap-mediator-
1.12.1.tsr -CAfile tsa-prod-chain-ONTAP-Mediator.pem -partial chain

@ tsr XRS5 REEFMARER AR BN, LSRRI EEES TSANE
MEH, HARERMAXXARENR. ERSEARMRITIONE. EXHFNE) TSA RSE8.
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4. IRIETARIER R

openssl -dgst -verify

openssl dgst -sha256 -verify ONTAP-Mediator-production.pub -signature
ontap-mediator-1.12.1.sig ontap-mediator-1.12.1

T—F2Ht4a?
"Z23E ONTAP Mediator 231"

Z3E ONTAP Mediator 238
BLEE ONTAP Mediator, IR EZEBHEFN LIZITERERER,
@ EAHLINEB ONTAP Mediator 2, 1BXAS N "F4k ONTAP Mediator"s

KTFUAES

* M ONTAP 9.19.1 #1 ONTAP Mediator 1.12 mu, A LA R E L1 iISCSI #1 HTTPS B ONTAP
Mediator, ZRXZ#F HTTPS, MREIEIRLEENLZIF HTTPS B ONTAP Mediator, MA&Z%E SCST #it
o

* PNREMEET SCST BY ONTAP Mediator 1.11 SRERhRAFHLR, HEEAKIREIEZFET HTTPS only i
M, MEEZ SCST 8, HEHB ONTAP Mediator ARAAFRE1E SCST £,

* NREIHX{ER ONTAP Mediator R 43E % MetroCluster IP BC&, MZFEURFEH Mediator 25
AY. ONTAP hRAFIEER S ﬁ?&ﬁ*ﬂﬂmu, ESI"E A ONTAP Mediator Y535 % MetroCluster IP g

"
o

* ANF AT ISz RRESZ R HTTPS B9 ONTAP Mediator:

° RN fEEF ONTAP Mediator SRISHE{RAY SnapMirror ERNE)SP &,

° &I RIGEER HTTPS L& ONTAP Mediator LUE—1N3¢ %™ MetroCluster IP BZ&.
*EUTERT, SBMRELZRISCSI Ml HTTPS B ONTAP Mediator:

° &1t RIEF iISCSI EZE ONTAP Mediator LUSI—1 3% %> MetroCluster IP ECE,
* EREHFALE ONTAP Mediator 1.12 S EEMRAHRE, REBFRETEMNUTRE:

ONTAP Mediator can be installed with iSCSI and HTTPS support, or HTTPS support
only.

Do you wish to install ONTAP Mediator with i1SCSI and HTTPS support?

Y (es)/n (o) :

° YNRITIHXEREE T iSCSI B ONTAP Mediator R aiz— 8% MetroCluster IP BRE, 1&#H T
’:Z Yeso

° YNRIEHRIER ONTAP Mediator 3##1T SnapMirror E&IFEIE, =& TXIER HTTPS A& ONTAP
Mediator LUSIE—NE % MetroCluster IP E2E&, FIALN, No
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HE, ,L’,}__[U\?’_ /ontap-mediator-1.12.1/ontap-mediator-1.12.1 ap<HHER --https
—only EBERNFSE HTTPS,

* XFEnfkAR, ERILUEFER ./Jontap-mediator-1.12.1/ontap-mediator-1.12.1 -y e5 L Blid L2 F R To

B
1. BITREREFHREREMNIET.

./ontap-mediator-1.12.1/ontap-mediator-1.12.1

[root@mediator host ~]# ./ontap-mediator-1.12.1/ontap-mediator-1.12.1

@ BRI R EHENERNE, 1HEA

" Jontap-mediator-1.12.1/ontap-mediator-1.12.1 --skip-code-signature-check &<

ZEEFSOEFENKP HZEFRE Elﬁiir_@,o MR ERLET ONTAP Mediator, RERZFSIBETEF
& BXRBETAHRNTERG, B2 "F4 ONTAP I\/Iedlator o

Vv 24 HTTPS #1 iSCSI 9 ONTAP Mediator Z3ERf5 (5418 HE)

[root@mediator host ~]# tar -zxvf ontap-mediator-1.12.1.tgz
ontap-mediator-1.12.1/
ontap-mediator-1.12.1/csc-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.12.1/0ONTAP-Mediator—-production.pub
ontap-mediator-1.12.1/tsa-prod-ONTAP-Mediator.pem
ontap-mediator-1.12.1/csc-prod-ONTAP-Mediator.pem
ontap-mediator-1.12.1/tsa-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.12.1/ontap-mediator-1.12.1
ontap-mediator-1.12.1/ontap-mediator-1.12.1.sig
ontap-mediator-1.12.1/ontap-mediator-1.12.1.tsr
ontap-mediator-1.12.1/ontap-mediator-1.12.1.sig.tsr
[root@mediator host ~1# ontap-mediator-1.12.1/ontap-mediator-1.12.1

ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive

+ Performing the ONTAP Mediator run-time code signature check
Using openssl from the path: /usr/bin/openssl configured for

CApath:/etc/pki/tls

+ Unpacking the ONTAP Mediator installer

+ ONTAP_ MEDIATOR INSTALL HTTPS ONLY is set to '0O', args are: "'

+ Starting ONTAP Mediator install/update process: previous

installation mode is ''
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ONTAP Mediator can be installed with iSCSI and HTTPS support, or
support for HTTPS only.

Do you wish to install ONTAP Mediator with iSCSI and HTTPS support?
Y(es)/n(o): yes

ONTAP Mediator will be installed with mode: ISCSI HTTPS

+ Selected install package mode: ISCSI HTTPS

+ Checking that required ports 3260 and 31784 are free

ONTAP Mediator requires two user accounts. One for the service
(netapp), and one for use by ONTAP to the mediator API
(mediatoradmin) .

Would you like to use the default account names: netapp +
mediatoradmin? (Y (es)/n(o)): yes

Enter ONTAP Mediator user account (mediatoradmin) password:
Re-Enter ONTAP Mediator user account (mediatoradmin) password:

+ Checking if SELinux is in enforcing mode

SELinux is set to Enforcing. ONTAP Mediator server requires modifying
the SELinux context of the file

/opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi from type 'lib t' to
'bin t'.

This is necessary to start the ONTAP Mediator service while SELinux is
set to Enforcing.

Allow SELinux context change? Y (es)/n(o): yes

The installer will change the SELinux context type of
/opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi from type 'lib t' to
'bin t'.

+ Checking for default Linux firewall

+ Installing required packages.

Last metadata expiration check: 2:16:00 ago on Tue 24 Mar 2026
12:58:28 PM EDT.

Package openssl-1:3.5.1-7.0.1.e19 7.x86 64 is already installed.
Package openssl-devel-1:3.5.1-7.0.1.el19 7.x86 64 is already installed.
Package kernel-uek-devel-6.12.0-109.67.6.el9%uek.x86 64 is already
installed.
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Package gcc-11.5.0-11.0.2.e19.x86 64 is already installed.

Package make-1:4.3-8.e19.x86 64 is already installed.

Package which-2.21-30.e19 6.x86 64 is already installed.
Package libselinux-utils-3.6-3.e19.x86 64 is already installed.

Package patch-2.7.6-16.e19.x86 64 is already installed.

Package perl-Data-Dumper-2.174-462.el19.x86 64 is already installed.

Package perl-ExtUtils-MakeMaker-2:7.60-3.el9.noarch is already

installed.

Package bzip2-1.0.8-10.el19 5.x86 64 is already installed.

Package efibootmgr-16-12.0.1.e19.x86 64 is already installed.

Package mokutil-2:0.7.2-1.e19.x86 64 is already installed.

Package python3-pip-21.3.1-1.el9.noarch is already installed.

Package elfutils-libelf-devel-0.193-1.e19.x86 64 is already installed.
Package policycoreutils-python-utils-3.6-3.el9.noarch is already

installed.

Package python3.12-3.12.12-4.0.1.el19 7.1.x86 64 is already installed.
Package python3.12-devel-3.12.12-4.0.1.el19 7.1.x86 64 is already

installed.

Package gcc-toolset-14-14.0-2.e19.x86 64 is already installed.

Dependencies resolved.

Package

Installing:
efibootmgr
8.ell0

mokutil
2:0.7.2-1.e110
patch

26.e110
perl-ExtUtils-MakeMaker
513.e110
python3-devel
3.12.12-4.e110 1
python3-pip
7.e110
Upgrading:
libselinux
1.e110
libselinux-utils
1.e110
libsemanage
1.e110

x86 64
baseos
x86 64
baseos
x86 64
appstream
noarch
appstream
x86 64
appstream
noarch
appstream
x86 64
baseos
x86 64
baseos
x86 64
baseos

Version
18-
47 k
48 k
2.7.6-
131 k
2:7.70-
295 k
329 k
23.3.2-
3.2 M
3.9-
97 k
3.9-
122 k
3.9-
122 k



libsepol

1.e110

policycoreutils

1.e110
policycoreutils-python-utils
1.el110
python-unversioned-command
3.12.12-4.e110 1
python3
3.12.12-4.e110 1
python3-1ibs
3.12.12-4.e110 1
python3-1libselinux
1.e110
python3-1libsemanage
1.e110
python3-policycoreutils
1.el10

Installing dependencies:
annobin-docs

1.el110
annobin-plugin-gcc
1.e110

dwz

1.e110

efi-filesystem
7.e110.rocky.0.1
efi-srpm-macros
7.e110.rocky.0.1
efivar-libs

3.e110

fonts-srpm-macros
1:2.0.5-18.e110

forge-srpm-macros

6.e110
gcc-plugin-annobin
2.1.el10
go—srpm-macros
7.e110 1
kernel-srpm-macros
26.el10
lua-srpm-macros
15.e110
ocaml-srpm-macros
4.e110

openblas-srpm-macros

x86 64
baseos
x86 64
baseos
noarch
appstream
noarch
appstream
x86 64
baseos
x86 64
baseos
x86 64
appstream
x86 64
appstream
noarch

appstream

noarch
appstream
x86 64
appstream
x86 64
appstream
noarch
baseos
noarch
appstream
x86 64
baseos
noarch
appstream
noarch
appstream
x86 64
appstream
noarch
appstream
noarch
appstream
noarch
appstream
noarch
appstream
noarch

127 k

26 k
0.4.0-

14 ,3.1=

3.6.0=

9.2 k
D=
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19.e110
package-notes-srpm-macros
13.el110

perl-AutoSplit
512.2.e110 O
perl-Benchmark
512.2.e110 O
perl-CPAN-Meta-Requirements
11.e110
perl-CPAN-Meta-YAML
512.e110
perl-Devel-PPPort
512.e110
perl-ExtUtils-Command
513.e110
perl-ExtUtils-Constant
512.2.e110 O
perl-ExtUtils-Install
511.e110
perl-ExtUtils-Manifest
511.e110
perl-ExtUtils-ParseXS
512.e110
perl-File-Compare
1.100.800-512.2.e110 0
perl-File-Copy
512.2.e110 0
perl-I18N-Langinfo
512.2.e110 0
perl-JSON-PP

512.e110
perl-Test-Harness
512.e110

perl-1ib

512.2.e110 0
perl-srpm-macros
57.el110

perl-version
8:0.99.32-4.e110
pyproject-srpm-macros
1.e110
python-srpm-macros
10.e110
python3-pyparsing
7.e110

gt6-srpm-macros

appstream
noarch
appstream
noarch
appstream
noarch
appstream
noarch
appstream
noarch
appstream
x86 64
appstream
noarch
appstream
noarch
appstream
noarch
appstream
noarch
appstream
noarch
appstream
noarch
appstream
noarch
appstream
x86 64
appstream
noarch
appstream
noarch
appstream
x86 64
appstream
noarch
appstream
x86 64
appstream
noarch
appstream
noarch
appstream
noarch
baseos
noarch

7.7 k
0.5-
9.2 k
5.74-
21 k
1.25-
27 k
2.143-
35 k
0.018-
26 k
3.72-
219 k
2:7.70-
14 k
0.25-
43 k
2.22-
43 k
1:1.75-
34 k
1:3.51-
189 k
13 k
2.41-
20 k
0.24-
25 k
1:4.16-
66 k
1:3.48-
282 k
0.65-
15 k
1_
8.5 k
63 k
1.16.2-
14 k
3.12-
23 k
3.1.1-
271 k
6.9.1-



1.e110
redhat-rpm-config
1.e110.rocky.0.2

rust-toolset-srpm-macros

1.e110

systemtap-sdt-devel

3b.ell0

systemtap-sdt-dtrace

3b.ell0

Installing weak dependencies:

perl-CPAN-Meta
2.150010-511.e110

perl-Encode-Locale

31.e110
perl-Time-HiRes

4:1.9777-511.el110
perl-devel

4:5.40.2-512.2.e110 0

perl-doc
512.2.e110 O

appstream
noarch
appstream
noarch
appstream
x86 64
appstream
x86 64
appstream

noarch
appstream
noarch
appstream
x86 64
appstream
x86 64
appstream
noarch

appstream

293=
78 k
1.88.0-
12 k
503=
69 k
5o3=
70 k
197 k
1.05-
18 k
58 k
770 k
5.40.2-

Transaction Summary

Install 52 Packages
Upgrade 12 Packages

Total download size: 26 M

Is this ok [y/N]: y

Downloading Packages:

(1/64): efi-filesystem-6-7.e110.rocky.0.1.noarch.rpm

206 kB/s | 7.8 kB 00:00

(2/64): efibootmgr-18-8.e110.x86 64.rpm

1.2 MB/s | 47 kB 00:00

(3/64): efivar-1ibs-39-3.e110.x86 64.rpm

2.8 MB/s | 127 kB 00:00

(4/64) : mokutil-0.7.2-1.e110.x86 64.rpm

6.4 MB/s | 48 kB 00:00

(5/64) : annobin-docs-12.99-1.el110.noarch.rpm
11 MB/s | 88 kB 00:00

(6/64): python3-pyparsing-3.1.1-7.el110.noarch.rpm
13 MB/s | 271 kB 00:00

(7/64) : dwz-0.16-1.e110.x86 64.rpm

12 MB/s | 139 kB 00:00

(8/64) : efi-srpm-macros-6-7.el10.rocky.0.1l.noarch.rpm
2.7 MB/s | 22 kB 00:00
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(9/64) :
5.1 MB/s
(10/64) :
4.3 MB/s
(11/64) :
10 MB/s |
(12/64) :
4.7 MB/s
(13/64) :
2.0 MB/s
(14/64) :
2.0 MB/s
(15/64) :
2.0 MB/s
(16/64) :
16 MB/s |
(17/64) :
432 kB/s
(18/64) :
519 kB/s
(19/64) :
4.5 MB/s
(20/64) :
14 MB/s |
(21/64) :
3.5 MB/s
(22/64) :
10 MB/s |
(23/64) :
5.3 MB/s
(24/64) :
12 MB/s |
(25/64) :
2.6 MB/s
(26/64) :
3.0 MB/s
(27/64) :

13 MB/s |

(28/64) :
4.9 MB/s
(29/64) :
4.7 MB/s
(30/64) :
6.2 MB/s
(31/64) :
4.2 MB/s

fonts-srpm-macros-2.0.5-18.el10.noarch.rpm

| 26 kB 00:00
forge-srpm-macros-0.4.0-6.ell10.nocarch.rpm
| 20 kB 00:00
gcc-plugin-annobin-14.3.1-2.1.e110.x86 64.rpm
67 kB 00:00
go-srpm-macros—-3.6.0-7.e110 1.noarch.rpm
| 27 kB 00:00
kernel-srpm-macros-1.0-26.el110.nocarch. rpm
| 9.4 kB 00:00
lua-srpm-macros-1-15.ell0.noarch.rpm
| 8.8 kB 00:00
ocaml-srpm-macros—-10-4.el110.noarch.rpm
| 9.2 kB 00:00
annobin-plugin-gcc-12.99-1.e110.x86 64.rpm
998 kB 00:00
openblas-srpm-macros-2-19.ell10.noarch.rpm
| 7.7 kB 00:00
package-notes-srpm-macros-0.5-13.ell10.nocarch.rpm
| 9.2 kB 00:00
perl-AutoSplit-5.74-512.2.el110 O.noarch.rpm
| 21 kB 00:00
patch-2.7.6-26.e110.x86 64.rpm
131 kB 00:00
perl-Benchmark-1.25-512.2.e110 O.noarch.rpm
| 27 kB 00:00
perl-CPAN-Meta-Requirements-2.143-11.el10.noarch.rpm
35 kB 00:00
perl-CPAN-Meta-YAML-0.018-512.ell10.noarch.rpm
| 26 kB 00:00
perl-CPAN-Meta-2.150010-511.el10.noarch.rpm
197 kB 00:00
perl-Encode-Locale-1.05-31.ell10.noarch.rpm

| 18 kB 00:00
perl-ExtUtils-Command-7.70-513.ell10.noarch.rpm
| 14 kB 00:00

perl-Devel-PPPort-3.72-512.e110.x86 64.rpm
219 kB 00:00
perl-ExtUtils-Constant-0.25-512.2.e110 O.noarch.rpm

| 43 kB 00:00
perl-ExtUtils-Install-2.22-511.ell10.noarch.rpm
| 43 kB 00:00

perl-ExtUtils-Manifest-1.75-511.ell10.noarch.rpm

| 34 kB 00:00
perl-File-Compare-1.100.800-512.2.e110 0O.noarch.rpm
| 13 kB 00:00



(32/64) :
17 MB/s

(33/64) :
11 MB/s

(34/64) :
1.7 MB/s
(35/64) :
5.0 MB/s
(36/64) :
9.3 MB/s
(37/64) :
11 MB/s

(38/64) :
13 MB/s

(39/64) :
4.4 MB/s
(40/64) :
2.7 MB/s
(41/64) :
19 MB/s

(42/64) :
4.3 MB/s
(43/64) :
4.5 MB/s
(44/64) :
5.1 MB/s
(45/64) :
20 MB/s

(46/64) :
3.0 MB/s
(47/64) :
16 MB/s

(48/64) :
3.6 MB/s
(49/64) :
11 MB/s

(50/64) :
16 MB/s

(51/64) :
10 MB/s

perl-ExtUtils-MakeMaker-7.70-513.ell10.noarch.rpm

512.ell0.noarch.rpm

perl-I18N-Langinfo-0.24-512.2.e110 0.x86_ 64.rpm

redhat-rpm-config-293-1.el110.rocky.0.2.nocarch.rpm

rust-toolset-srpm-macros-1.88.0-1.ell10.noarch.rpm

noarch.rpm

€l10.x86 64.rpm

ell0.noarch.rpm

x86 64.rpm

noarch.rpm

2-1.ell0.nocarch.rpm

ell0.noarch.rpm

€l110.x86 64.rpm

| 295 kB 00:00
perl-ExtUtils-ParseXS-3.51-
| 189 kB 00:00
perl-File-Copy-2.41-512.2.e110 O.noarch.rpm
| 20 kB 00:00
| 25 kB 00:00
perl-JSON-PP-4.16-512.e110.
| 66 kB 00:00
perl-Time-HiRes-1.9777-511.
| 58 kB 00:00
perl-Test-Harness-3.48-512.
| 282 kB 00:00
perl-1ib-0.65-512.2.e110 0.
| 15 kB 00:00
perl-srpm-macros-1-57.e110.
| 8.5 kB 00:00
perl-devel-5.40.2-512.2.e110 0.x86 64.rpm
| 770 kB 00:00
perl-version-0.99.32-4.e110.x86 64.rpm
| 63 kB 00:00
pyproject-srpm-macros-1.16.
| 14 kB 00:00
python-srpm-macros-3.12-10.
| 23 kB 00:00
python3-devel-3.12.12-4.e110 1.x86 64.rpm
| 329 kB 00:00
gt6-srpm-macros-6.9.1-1.ell0.nocarch.rpm
| 9.6 kB 00:00
| 78 kB 00:00
| 12 kB 00:00
systemtap-sdt-devel-5.3-3b.
| 69 kB 00:00

systemtap-sdt-dtrace-5.3-3b.el10.x86 64.rpm

| 70 kB 00:00

libselinux-3.9-1.e110.x86 64.rpm

| 97 kB 00:00

(52/64): libselinux-utils-3.9-1.e110.x86 64.rpm

14 MB/s

| 122 kB 00:00

(53/64): libsemanage-3.9-1.e110.x86 64.rpm

13 MB/s

| 122 kB 00:00

(54/64) : libsepol-3.9-1.e110.x86 64.rpm

18 MB/s

| 348 kB 00:00
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(55/64): python3-pip-23.3.2-7.ell10.noarch.rpm

21 MB/s | 3.2 MB 00:00

(56/64): policycoreutils-3.9-1.e110.x86 64.rpm
4.3 MB/s | 224 kB 00:00

(57/64) : python3-3.12.12-4.e110 1.x86 64.rpm
5.7 MB/s | 28 kB 00:00

(58/64): policycoreutils-python-utils-3.9-1.el10.noarch.rpm

6.7 MB/s | 51 kB 00:00

(59/64) : perl-doc-5.40.2-512.2.e110 O.noarch.rpm

17 MB/s | 4.9 MB 00:00

(60/64) : python-unversioned-command-3.12.12-4.e110 1.noarch.rpm
175 kB/s | 11 kB 00:00

(61/64): python3-libselinux-3.9-1.e110.x86 64.rpm

16 MB/s | 200 kB 00:00
(62/64): python3-libsemanage-3.9-1.e110.x86 64.rpm
7.0 MB/s | 81 kB 00:00

(63/64): python3-policycoreutils-3.9-1.ell10.nocarch.rpm
28 MB/s | 2.2 MB 00:00
(64/64) : python3-1ibs-3.12.12-4.e110 1.x86 64.rpm

31 MB/s | 9.4 MB 00:00
Total
19 MB/s | 26 MB 00:01

Running transaction check
Transaction check succeeded.
Running transaction test
Transaction test succeeded.
Running transaction
Preparing
1/1
Upgrading : python3-1ibs-3.12.12-4.e110 1.x86 64
1/76
Upgrading : python-unversioned-command-3.12.12-
4.e110 1.noarch
2/76
Upgrading : python3-3.12.12-4.e110 1.x86 64
3/76
Upgrading : libsepol-3.9-1.e110.x86 64
4/76
Upgrading : libselinux-3.9-1.e110.x86 64
5/76
Running scriptlet: libselinux-3.9-1.e110.x86 64
5/76
Installing : perl-version-8:0.99.32-4.e110.x86_ 64
6/76



Installing
7/76
Installing
8/76
Upgrading
9/76
Upgrading
10/76
Installing
11/76
Installing
12/76
Installing
13/76
Installing
14/76
Installing
15/76
Upgrading
16/76
Installing
17/76
Installing
18/76
Upgrading
19/76
Upgrading
20/76

Running scriptlet:

20/76
Upgrading
21/76
Installing
22/76
Installing
23/76
Installing
24/76
Installing
25/76
Installing
26/76
Installing
27/76
Installing
28/76

perl-File-Copy-2.41-512.2.e110 0O.noarch

perl-CPAN-Meta-Requirements-2.143-11.el110.noarch

libsemanage-3.9-1.e110.x86 64

python3-libselinux-3.9-1.e110.x86 64

perl-Time-HiRes-4:1.9777-511.e110.x86 64

perl-JSON-PP-1:4.16-512.el10.noarch

perl-File-Compare-1.100.800-512.2.e110 0.noarch

perl-ExtUtils-ParseXS-1:3.51-512.el110.noarch

efivar-1ibs-39-3.e110.x86 64

python3-libsemanage-3.9-1.e110.x86 64

perl-ExtUtils-Command-2:7.70-513.e110.noarch

perl-ExtUtils-Manifest-1:1.75-511.el10.noarch

libselinux-utils-3.9-1.e110.x86 64

policycoreutils-3.9-1.e110.x86 64

policycoreutils-3.9-1.e110.x86 64

python3-policycoreutils-3.9-1.el10.noarch

python3-pyparsing-3.1.1-7.el110.nocarch

systemtap-sdt-dtrace-5.3-3b.el10.x86 64

systemtap-sdt-devel-5.3-3b.ell0.x86 64

python3-pip-23.3.2-7.el1l10.noarch

rust-toolset-srpm-macros-1.88.0-1.el110.noarch

gt6-srpm-macros-6.9.1-1.e110.noarch

pyproject-srpm-macros-1.16.2-1.el10.noarch
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Installing
29/76
Installing
30/76
Installing
31/76
Installing
32/76
Installing
33/76
Installing
34/76
Installing
35/76
Installing
36/76
Installing
37/76
Installing
38/76
Installing
39/76
Installing
40/76
Installing
41/76
Installing
42/76
Installing
43/76
Installing
44/76
Installing
45/76
Installing
46/76
Installing
47/76
Installing
48/76
Installing
49/76
Installing
50/76
Installing
51/76

perl-srpm-macros—-1-57.ell10.nocarch

perl-1ib-0.65-512.2.e110 0.x86 64

perl-doc-5.40.2-512.2.el110 O.noarch

perl-I18N-Langinfo-0.24-512.2.e110 0.x86 64

perl-Encode-Locale-1.05-31.el110.noarch

perl-ExtUtils-Constant-0.25-512.2.e110 0.noarch

perl-Devel-PPPort-3.72-512.e110.x86 64

perl-CPAN-Meta-YAML-0.018-512.el110.noarch

perl-CPAN-Meta-2.150010-511.el110.nocarch

perl-Benchmark-1.25-512.2.e110 0.noarch

perl-Test-Harness-1:3.48-512.el110.noarch

perl-AutoSplit-5.74-512.2.e110 O.noarch

package-notes-srpm-macros-0.5-13.el110.noarch

openblas-srpm-macros-2-19.el10.noarch

ocaml-srpm-macros-10-4.el110.noarch

lua-srpm-macros-1-15.el110.noarch

kernel-srpm-macros-1.0-26.el110.noarch

gcc-plugin-annobin-14.3.1-2.1.e110.x86 64

efi-srpm-macros-6-7.el10.rocky.0.1.noarch

dwz-0.16-1.e110.x86 64

annobin-docs-12.99-1.ell10.noarch

annobin-plugin-gcc-12.99-1.e110.x86 64

fonts-srpm-macros-1:2.0.5-18.el110.noarch



Installing
52/76

Installing
53/76

Installing
54/76

Installing
55/76

Running scriptlet:

55/76
Installing
56/76
Installing
57/76
Installing
58/76
Installing
59/76
Installing
60/76
Installing
61/76
Upgrading
62/76
Installing
63/76
Installing
64/76
Cleanup
65/76
Cleanup
66/76

Running scriptlet:

67/76
Cleanup
67/76
Cleanup
68/76
Cleanup
69/76
Cleanup
70/76
Cleanup
71/76
Cleanup
72/76

forge-srpm-macros-0.4.0-6.el110.noarch

go-srpm-macros—-3.6.0-7.e110 1.noarch

python-srpm-macros-3.12-10.el110.noarch

redhat-rpm-config-293-1.e110.rocky.0.2.noarch

redhat-rpm-config-293-1.el110.rocky.0.2.noarch

perl-ExtUtils-Install-2.22-511.el110.noarch

perl-devel-4:5.40.2-512.2.e110 0.x86 64

perl-ExtUtils-MakeMaker-2:7.70-513.el10.noarch

efi-filesystem-6-7.el10.rocky.0.1.noarch

efibootmgr-18-8.e110.x86 64

python3-devel-3.12.12-4.e110 1.x86 64

policycoreutils-python-utils-3.9-1.el10.noarch

mokutil-2:0.7.2-1.e110.x86 64

patch-2.7.6-26.e110.x86 64

policycoreutils-python-utils-3.8-1.el10.noarch

python3-policycoreutils-3.8-1.el10.noarch

policycoreutils-3.8-1.e110.x86 64

policycoreutils-3.8-1.e110.x86 64

python3-libsemanage-3.8.1-1.e110 0.x86 64

libsemanage-3.8.1-1.e110 0.x86 64

python3-libselinux-3.8-2.e110 0.x86 64

libselinux-utils-3.8-2.e110 0.x86 64

python3-3.12.9-2.e110 0.2.x86_ 64
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Cleanup : libselinux-3.8-2.e110 0.x86 64
73/76

Cleanup : python-unversioned-command-3.12.9-
2.e110 0.2.noarch
74/76

Cleanup : libsepol-3.8-1.e110.x86 64
75/76

Cleanup : python3-1ibs-3.12.9-2.el110 0.2.x86 64
76/76

Running scriptlet: python3-1ibs-3.12.9-2.e110 0.2.x86 64
76/76

Upgraded:
libselinux-3.9-1.e110.x86 64
libselinux-utils-3.9-1.e110.x86 64
libsemanage-3.9-1.e110.x86 64
libsepol-3.9-1.e110.x86 64
policycoreutils-3.9-1.e110.x86 64
policycoreutils-python-utils-3.9-1.el110.noarch
python-unversioned-command-3.12.12-4.e110 1.noarch
python3-3.12.12-4.e110 1.x86 64
python3-1libs-3.12.12-4.e110 1.x86 64
python3-libselinux-3.9-1.e110.x86 64
python3-libsemanage-3.9-1.e110.x86 64
python3-policycoreutils-3.9-1.el110.noarch
Installed:
annobin-docs-12.99-1.el110.noarch
annobin-plugin-gcc-12.99-1.e110.x86 64
dwz-0.16-1.e110.x86 64 efi-
filesystem-6-7.el10.rocky.0.1.noarch
efi-srpm-macros-6-7.ell0.rocky.0.1l.noarch
efibootmgr-18-8.e110.x86 64
efivar-1ibs-39-3.e110.x86 64
fonts-srpm-macros-1:2.0.5-18.el110.noarch
forge-srpm-macros-0.4.0-6.el10.noarch gcc-
plugin-annobin-14.3.1-2.1.e110.x86 64
go-srpm-macros-3.6.0-7.e110 1.noarch
kernel-srpm-macros-1.0-26.el10.noarch
lua-srpm-macros-1-15.el110.noarch
mokutil-2:0.7.2-1.e110.x86 64
ocaml-srpm-macros-10-4.el110.noarch
openblas-srpm-macros-2-19.el110.noarch
package-notes-srpm-macros-0.5-13.e110.noarch
patch-2.7.6-26.e110.x86 64
perl-AutoSplit-5.74-512.2.e110 O.noarch
perl-Benchmark-1.25-512.2.e110 O.noarch



perl-CPAN-Meta-2.150010-511.el110.noarch
perl-CPAN-Meta-Requirements-2.143-11.el110.noarch
perl-CPAN-Meta-YAML-0.018-512.el110.noarch
perl-Devel-PPPort-3.72-512.e110.x86 64
perl-Encode-Locale-1.05-31.ell10.noarch
perl-ExtUtils-Command-2:7.70-513.el10.nocarch
perl-ExtUtils-Constant-0.25-512.2.e110 O.noarch
perl-ExtUtils-Install-2.22-511.ell10.noarch
perl-ExtUtils-MakeMaker-2:7.70-513.el110.nocarch
perl-ExtUtils-Manifest-1:1.75-511.el110.noarch
perl-ExtUtils-ParseXS-1:3.51-512.ell10.noarch
perl-File-Compare-1.100.800-512.2.e110 0O.noarch
perl-File-Copy-2.41-512.2.e110 O.noarch
perl-I18N-Langinfo-0.24-512.2.e110 0.x86 64
perl1-JSON-PP-1:4.16-512.el110.noarch
perl-Test-Harness-1:3.48-512.el10.noarch
perl-Time-HiRes-4:1.9777-511.e110.x86 64
perl-devel-4:5.40.2-512.2.e110 0.x86 64
perl-doc-5.40.2-512.2.e110 O.noarch
perl-1ib-0.65-512.2.e110 0.x86 64
perl-srpm-macros-1-57.el110.noarch
perl-version-8:0.99.32-4.e110.x86 64
pyproject-srpm-macros-1.16.2-1.el10.noarch
python-srpm-macros-3.12-10.el110.noarch
python3-devel-3.12.12-4.e110 1.x86 64
python3-pip-23.3.2-7.e110.noarch
python3-pyparsing-3.1.1-7.el10.noarch gt6-
srpm-macros-6.9.1-1.ell10.noarch
redhat-rpm-config-293-1.el110.rocky.0.2.noarch
rust-toolset-srpm-macros-1.88.0-1.el10.noarch
systemtap-sdt-devel-5.3-3b.ell0.x86 64
systemtap-sdt-dtrace-5.3-3b.ell10.x86 64

Complete!
OS package installations finished
OS package installations finished
+ Installing ONTAP Mediator. (Log:
/root/ontap mediator.pJdBcIv/ontap-mediator-1.12.1/ontap-mediator-
1.12.1/install 20260324151410.109)
This step will take several minutes. Use the log file to view
progress.
Sudoer config verified
ONTAP Mediator rsyslog and logging rotation enabled
+ Install successful. (Moving log to
/opt/netapp/lib/ontap mediator/log/install 20260324151410.109)
+ WARNING: This system supports UEFI
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Secure Boot (SB) is currently disabled on this system.

If SB is enabled in the future, SCST will not work
unless the following action is taken:

Using the keys in
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys follow

instructions in
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.mod
ule-signing

to sign the SCST kernel module. Note that reboot will
be needed.

SCST will not start automatically when Secure Boot is enabled

and not configured properly.

+ Note: ONTAP Mediator generated a self-signed server certificate

for temporary use on

this host. If the DNS name or IP address for the host is
changed, the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority
prior to use for production.

For more information, see
/opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically
for the current
0S. Using 'yum update' to upgrade the kernel might cause
service interruption.
For more information, see
/opt/netapp/lib/ontap mediator/README
[root@mediator host ~]#

Vv X5 HTTPS A ONTAP Mediator L3R5 (51 &8%HH)

[root@mediator host ~]# tar -zxvf ontap-mediator-1.12.1.tgz
ontap-mediator-1.12.1/
ontap-mediator-1.12.1/csc-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.12.1/tsa-prod-ONTAP-Mediator.pem
ontap-mediator-1.12.1/csc-prod-ONTAP-Mediator.pem
ontap-mediator-1.12.1/tsa-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.12.1/0ONTAP-Mediator-production.pub
ontap-mediator-1.12.1/ontap-mediator-1.12.1
ontap-mediator-1.12.1/ontap-mediator-1.12.1.sig
ontap-mediator-1.12.1/ontap-mediator-1.12.1.tsr
ontap-mediator-1.12.1/ontap-mediator-1.12.1.sig.tsr
[root@mediator host ~]# ontap-mediator-1.12.1/ontap-mediator-1.12.1



-—-https-only
ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive
+ Performing the ONTAP Mediator run-time code signature check

Using openssl from the path: /usr/bin/openssl configured for
CApath:/etc/pki/tls
Error querying OCSP responder
40E72F35407F0000:error:1E800080:HTTP
routines:0SSL HTTP REQ CTX nbio:failed reading
data:crypto/http/http client.c:596:
40E72F35407F0000:error:1E800067 :HTTP
routines:0SSL HTTP REQ CTX exchange:error
receiving:crypto/http/http client.c:1045:server=http://ocsp.entrust.ne
t:80

WARNING: The OCSP check failed while attempting to test the Code-
Signature-Check certificate

Continue without code signature checking (only recommended if

integrity has been established manually)? y(es)/N(o): yes
SKIPPING: Code signature check, manual override due to lack of OCSP
response

+ Unpacking the ONTAP Mediator installer

+ ONTAP_MEDIATOR INSTALL HTTPS ONLY is set to 'l', args are: ''
+ Starting ONTAP Mediator install/update process: previous
installation mode is ''

+ Selected install package mode: HTTPS ONLY

+ Checking that required port 31784 is free

ONTAP Mediator requires two user accounts. One for the service
(netapp), and one for use by ONTAP to the mediator API
(mediatoradmin) .

Would you like to use the default account names: netapp +
mediatoradmin? (Y (es)/n(o)): yes

Enter ONTAP Mediator user account (mediatoradmin) password:
Re-Enter ONTAP Mediator user account (mediatoradmin) password:

+ Checking if SELinux is in enforcing mode
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+ Checking for default Linux firewall

+ Installing required packages.

Last metadata expiration check: 0:38:52 ago on Mon 20 Apr 2026
11:23:22 AM EDT.
Package openssl-1:3.5.1-7.el9 7.x86 64 is already installed.
Package openssl-devel-1:3.5.1-7.el9 7.x86 64 is already installed.
Package gcc-11.5.0-11.e19.x86 64 is already installed.
Package make-1:4.3-8.e19.x86 64 is already installed.
Package which-2.21-30.el9 6.x86 64 is already installed.
Package libselinux-utils-3.6-3.e19.x86 64 is already installed.
Package patch-2.7.6-16.e19.x86 64 is already installed.
Package perl-Data-Dumper-2.174-462.e19.x86 64 is already installed.
Package perl-ExtUtils-MakeMaker-2:7.60-3.el9.noarch is already
installed.
Package bzip2-1.0.8-10.el9 5.x86 64 is already installed.
Package efibootmgr-16-12.e19.x86 64 is already installed.
Package mokutil-2:0.7.2-1.e19.x86 64 is already installed.
Package python3-pip-21.3.1-1.el9.noarch is already installed.
Package elfutils-libelf-devel-0.193-1.e19.x86 64 is already installed.
Package policycoreutils-python-utils-3.6-3.el9.noarch is already
installed.
Package python3.12-3.12.12-4.e19 7.2.x86 64 is already installed.
Package python3.12-devel-3.12.12-4.el9 7.2.x86 64 is already
installed.
Dependencies resolved.
Nothing to do.
Complete!
OS package installations finished
+ Installing ONTAP Mediator. (Log: /root/ontap mediator.CJgNqu/ontap-
mediator-1.12.1/ontap-mediator-1.12.1/install 20260420120204.109)
This step will take several minutes. Use the log file to view
progress.
Sudoer config verified
ONTAP Mediator rsyslog and logging rotation enabled
+ Install successful. (Moving log to
/opt/netapp/lib/ontap mediator/log/install 20260420120204.1o9)

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on
this host. If the DNS name or IP address for the host is changed,



the certificate
will no longer be valid. The default certificates should be

replaced with secure

trusted certificates signed by a known certificate authority prior
to use for production.

For more information, see /opt/netapp/lib/ontap mediator/README
[root@mediator host ~1#

At UEFI 2285 R 2%

M ONTAP Mediator 1.4 745, UEFI RFELERTR2BoNE. BRRERMGE, ERIEREFRITHIIN
TRICEMEL2EH.

(D WRELE T NZHF HTTPS BJ ONTAP Mediator 1.12 SXEShRAS, NIFR%ZEE SCST &, EAILL
B S5

p
1. $%8 README X {4HaJitBART SCST RIZARIR#HITH R .

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.modul

e-signing

2. HRIPRRANERLR:

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys

() =R, RAWLRBIRE README XHRZHIE.

3. IERAHRME MOK 5%

mokutil --import
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst module
key.der

TR LB BAREERAUE, Wl ERSRIREMNE. EXTBEAAFREEENEN
B, WESISEESRUUFERTE. BXIFHAES, 1550 README.module-signing SX{4:
(D [root@hostname ~]# 1ls

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/
README .module-signing scst module key.der scst module key.priv

4. BERFEMN, FEAIRER UEFI Boot Manager #/EHEI MOK, EEE RN mokutil SEAREFIRHEHINZRIEIE
E (W "BHB UEFI £2B5hitR%EE ONTAP Mediator") o
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#HE SCST AIXIEIR

L4 ONTAP Mediator /5, 1R systemctl status mediator-scst BRAKM FEEED) , BB TSEN
SCST AZIEHHEITE R,

@ MNREBRIETNZIF HTTPS B9 ONTAP Mediator 1.12 SkEERRAS, MIKZ3E SCST €, EaJLL
BT It 1E S

p

1. 332, £7F /opt/netapp/lib/ontap_mediator/ontap_mediator/SCST_mod_keys/' B R4 A 5A/FA
A, BITUTHSREFEMNER:

ls /opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/

README .module-signing scst module key.der scst module key.priv
2. BIIETU TSR RIAT N UEFI BIREMHEERNEE:

mokutil —--import
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst module
key.der

‘mokutil’ SERREFREBIRTERATRERR,

3. mokutil BFIERES NI 2R LR AER IR ZE,
4. FERAUTHSRIISAIRERERE, AREMRIAS. 5I1SMEIZEFB6 EFI MOK B2,

mokutil --list-new

o EARR LRRBITH SCST RIZiERER. Bohfa, BITU TG, IRSBEE, 3T SCST WIARIR
HITE R

systemctl status mediator-scst

T—$2Ha?
"Hgil ONTAP Mediator Z&EIRA"
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a1\ ONTAP Mediator ZiERE
Z3E ONTAP Mediator 5, 1BWIFEHE ST IEEMINEIT,

HIE
1. &Z%F ONTAP Mediator BOIRE

systemctl status ontap mediator

ontap mediator.service - ONTAP Mediator

Loaded: loaded (/etc/systemd/system/ontap mediator.service; enabled;
vendor preset: disabled)
Active: active (running) since Mon 2022-04-18 10:41:49 EDT; 1 weeks O
days ago
Process: 286710 ExecStop=/bin/kill -s INT SMAINPID (code=exited,
status=0/SUCCESS)
Main PID: 286712 (uwsgi)
Status: "uWSGI is ready"
Tasks: 3 (limit: 49473)
Memory: 139.2M
CGroup: /system.slice/ontap mediator.service

F—286712 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

F—286716 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

L—286717 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

2. BF SCST K&:

systemctl status mediator-scst

@ WMBREREET NZHF HTTPS 89 ONTAP Mediator 1.12 S{EEARAS, MIKZLE SCST @, &
B AR Lt 3

Loaded: loaded (/etc/systemd/system/mediator-scst.service; enabled;
vendor preset: disabled)

Active: active (running) since Mon 2022-04-18 10:41:47 EDT; 1 weeks O
days ago

Process: 286595 ExecStart=/etc/init.d/scst start (code=exited,
status=0/SUCCESS)
Main PID: 286662 (iscsi-scstd)
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Tasks: 1 (limit: 49473)
Memory: 1.2M
CGroup: /system.slice/mediator-scst.service
L286662 /usr/local/sbin/iscsi-scstd

3. #8iA ONTAP Mediator fE AR :

netstat -anlt | grep -E '3260|31784"

tcp 0 0 0.0.0.0:31784 0.0.0.0:* LISTEN
tcp 0 0 0.0.0.0:3260 0.0.0.0:%* LISTEN
tcp6 O 0 :::3260 388%W LISTEN

T—F2MH4?
ZEFHIGIUE ONTAP Mediator &, ERIUSESEHITUTREGEEES:

* "{EFH ONTAP JAfZ283#1T SnapMirror ;&EHEIE 1 MetroCluster IP"
* "EZE ONTAP Mediator E14" (7I%)

48



{5F3 ONTAP Mediator

{£F3 ONTAP JAf#28:3#1T SnapMirror EH[E S 1 MetroCluster
IP

ONTAP Mediator £ 5 =8 FEIFHHY Linux EALIZ1T, S5EH ONTAP £E89H, NE
BAM (HA) THIERMISANIREZE. ONTAP FRLLEMELUK Mediator I S @25
ZI8F ping RIETHAE, KUAIE SnapMirror SERNESL X ZF0 MetroCluster IP ERE

@ AN ISR B AHIMRASHY ONTAP Mediatoro BXM ONTAP 9.17.1 FFia12#H9 ONTAP Cloud
Mediator B9 8, 1EZE N "SnapMirror J&ENEZ ST
Y547 SnapMirror SETIED X £
SnapMirror E5f[E#{#F ONTAP Mediator {EA—E4 A F B A F B AR EI R EH IIE, INREZEME DX
HENEIZAFRA A, SnapMirror E&NEHEZEH ONTAP Mediator LAFEMIN Bl 442522t 1/0 ARSS, HiZLE
—MNEIZ /Y 110,

M ONTAP 9.8 FF#&, &I LAER{EaARASH ONTAP Mediator 3 1¥431% SnapMirror SEEIESE % &Ro

@ B X B ONTAP Mediator SEIR] LAMSFTHY SnapMirror SETHE]L BFENEERIRE], FESW
"ONTAP SnapMirror ;ETNE L FIXF R FRE"S

"BCE ONTAP 1EfZ23 LU#EHTT SnapMirror &&IEZ"

535 MetroCluster IP f2&

7E MetroCluster IP ECE ™, ONTAP iEAZ2S7EHR%E LUN FR7EfEHB X MetroCluster T RRYPRESE R, HEARER
M E SR IBH A h BT ot TR AR 2S5 Bh Y B hit RISMIHE (MAUSO) o

M ONTAP 9.19.1 1 ONTAP Mediator 1.12 F4&, ErIUECEFER HTTPS #1T&@{5H8 ONTAP Mediator k5

=18 A9 MetroCluster IP BB, ZH&E{ER iSCSI Y BZE ONTAP Mediator BY, &0 LUEREMRRRASEY ONTAP
Mediator 3 %51%F MetroCluster IP BC&.,

@ B X2 ONTAP Mediator S a] L4559 MetroCluster IP BREEEHIRSI, BB "FH
ONTAP Mediator ¥51F %> MetroCluster IP Bd&"

"J9 MetroCluster IP ECEECE ONTAP Jff#s"

HEXES
* "ONTAP SnapMirror ZEh[EIH 224"

* "7 fZ ONTAP Mediator ¥ MetroCluster IP B2 & 1 BhitRISMIRE X 35"
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@ tn%@—E‘%Eflé’rim#s“éf’ﬁi?éﬁﬂé&%u;%ﬁh&zt, #1€%i§ﬁ$¥ﬂ§—%ﬁﬁ§%ﬁ§%ﬁiﬂé& ONTAP
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FroaZ Al
* BIAEENHR EELLE ONTAP Mediator" RFTRRIARE M, GFEEN. BHAETHRERAER,
* THIRANRERY G, ESH "FE ONTAP Mediator Z4E",
* NetApp BiIIIEMLEBNIRIBE R, 155 "I ONTAP Mediator R G HLEER",

XFIAES
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* B&RiZ3E ONTAP Mediator FHREIRHTARAS, |HRARZASIAIER TFRE ONTAP ks, BfhrAESE=54A
HIZLH T,

* BIEHREIEE SCST B9 ONTAP Mediator i ZABY, LEIZF=BIFAREIHTFR SCST ks, BRIE
EFESRAAH, BXFoREES SCST xdmiieE, EER "4 ONTAP Mediator BIENIR{ERS"S
BRLIFMMA, 5B "SCST ZIFE[E",

* MNBRARKY, ERIEEEZIRFTHRAA ONTAP Mediator,

* M 2025 F 6 B 15 Big, BT F4% ONTAP Mediator 1.9 #1 1.8, EAENTHAREE
FRIEPBETH, MRALKK, EXA ONTAP Mediator 1.9.1 %M T s,

* M ONTAP 9.19.1 #1 ONTAP Mediator 1.12 748, &Er]LLAFEREETHF iISCSI #1 HTTPS 89 ONTAP
Mediator, S{{¥z4F HTTPS, MREIERZE(NEZIF HTTPS B9 ONTAP Mediator, MIFE%EE SCST it
i,

* INREBMZET SCST BY ONTAP Mediator 1.11 SRERhRAFHL, HBEEHALKIRELEFT HTTPS only i%
I, MSEE SCST &, HEHH ONTAP Mediator lxdsF~E2& SCST €,

s WNRFIHX{ER ONTAP Mediator 14835 % > MetroCluster IP E2E, NIZIFEUATEH) Mediator 2
B, ONTAP WRASHRIER G, BXRIFMER, 1B N"FEFH ONTAP Mediator 15372 MetroCluster IP B¢
B

* ANF AT ISR ESZ R HTTPS B9 ONTAP Mediator:

o &I RIMEER ONTAP Mediator RUSIF{EAY SnapMirror SETHE 8%,

o &I RIER HTTPS B & ONTAP Mediator LUE—1N3Z% ™ MetroCluster IP BR&.
* EUTERT, SBAREZHF iSCSIH HTTPS B ONTAP Mediator:
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o 1Rt %I{E R iSCSI BEE ONTAP Mediator LS —1 8% MetroCluster IP BiE,
* HEHTMABER ONTAP Mediator ZEIZTTEEREFN, ©ENEIHFiRAEHIEREHWIAFR:

ONTAP Mediator will be upgraded from version <current-version> to <new-
version>.

Do you wish to continue? Y (es)/n(o):

* EAFERN—ER, REBFIWEARMECENXIFE, HEFR ONTAP Mediator 21+ Z BT 25iE
o

* WFBEshLAFI, ErILIER Jontap-mediator-1.12.1/ontap-mediator-1.12.1 -y €8 $ BT R ER F IR T
T
1. BITHRAN R EREFHIRIEREMNRT

./ontap-mediator-1.12.1/ontap-mediator-1.12.1

@ ERSALBENERNE, BER

*.Jontap-mediator-1.12.1/ontap-mediator-1.12.1 --skip-code-signature-check &5 <
LREFENEIIME REHRTEAR, ARREFMFENEFBEHIBEE,
Vv 255 HTTPS 1 iSCSI #J ONTAP Mediator AR fil (3&HI &% H)

[root@mediator host ~]# ontap-mediator-1.11.0/ontap-mediator-1.11.0
ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive

+ Performing the ONTAP Mediator run-time code signature check
Using openssl from the path: /usr/bin/openssl configured for

CApath:/etc/pki/tls

+ Unpacking the ONTAP Mediator installer

ONTAP Mediator requires two user accounts. One for the service

(netapp), and one for use by ONTAP to the mediator API

(mediatoradmin) .

Using default account names: netapp + mediatoradmin

Enter ONTAP Mediator user account (mediatoradmin) password:
Re-Enter ONTAP Mediator user account (mediatoradmin) password:

+ Checking if SELinux is in enforcing mode
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+ Checking for default Linux firewall

+ Installing required packages.

Last metadata expiration check: 0:03:56 ago on Mon 20 Apr 2026
02:49:08 PM EDT.
Package openssl-1:3.5.1-7.el9 7.x86 64 is already installed.
Package openssl-devel-1:3.5.1-7.el19 7.x86 64 is already installed.
Package kernel-devel-5.14.0-611.45.1.el19 7.x86 64 is already
installed.
Package kernel-modules-core-5.14.0-611.45.1.e19 7.x86 64 is already
installed.
Package gcc-11.5.0-11.e19.x86 64 is already installed.
Package make-1:4.3-8.e19.x86 64 is already installed.
Package which-2.21-30.el9 6.x86 64 is already installed.
Package libselinux-utils-3.6-3.e19.x86 64 is already installed.
Package patch-2.7.6-16.e19.x86 64 is already installed.
Package perl-Data-Dumper-2.174-462.e19.x86 64 is already installed.
Package perl-ExtUtils-MakeMaker-2:7.60-3.el9.noarch is already
installed.
Package bzip2-1.0.8-10.el19 5.x86 64 is already installed.
Package efibootmgr-16-12.e19.x86 64 is already installed.
Package mokutil-2:0.7.2-1.e19.x86 64 is already installed.
Package python3-pip-21.3.1-1.el9.noarch is already installed.
Package elfutils-libelf-devel-0.193-1.e19.x86 64 is already installed.
Package policycoreutils-python-utils-3.6-3.el9.noarch is already
installed.
Package python3.12-3.12.12-4.e19 7.2.x86 64 is already installed.
Package python3.12-devel-3.12.12-4.el19 7.2.x86 64 is already
installed.
Dependencies resolved.
Nothing to do.
Complete!
OS package installations finished
+ Installing ONTAP Mediator. (Log: /root/ontap mediator.uigddi/ontap-
mediator-1.11.0/ontap-mediator-1.11.0/install 20260420145003.109)
This step will take several minutes. Use the log file to view
progress.
Sudoer config verified
ONTAP Mediator rsyslog and logging rotation enabled
+ Install successful. (Moving log to



/opt/netapp/lib/ontap mediator/log/install 20260420145003.109)

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior
to use for production.

For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current
0S. Using 'yum update' to upgrade the kernel might cause
service interruption.
For more information, see /opt/netapp/lib/ontap mediator/README
[root@mediator host ~1# ontap-mediator-1.12.1/ontap-mediator-1.12.1

ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive

+ Performing the ONTAP Mediator run-time code signature check
Using openssl from the path: /usr/bin/openssl configured for

CApath:/etc/pki/tls

+ Unpacking the ONTAP Mediator installer

+ ONTAP MEDIATOR INSTALL HTTPS ONLY is set to '0O', args are: ''

+ Starting ONTAP Mediator install/update process: previous

installation mode is ''

ONTAP Mediator can be installed with iSCSI and HTTPS support, or
support for HTTPS only.

Do you wish to install ONTAP Mediator with iSCSI and HTTPS support?
Y(es)/n(o): yes

ONTAP Mediator will be installed with mode: ISCSI HTTPS

+ Selected install package mode: ISCSI HTTPS

ONTAP Mediator will be upgraded from version 1.11.0 to 1.12.1.

Do you wish to continue? Y(es)/n(o): yes
Capturing support bundle to save pre-upgrade configuration. API
Credentials are required.
Mediator API User Name: mediatoradmin
Password: Running plugins, please wait...
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Creating tar archive...

Support bundle has been generated at

/opt/netapp/data/support bundles/scs001097036-1 1776711598 BASIC.tgz
Testing the DB can be upgraded

Cloning database...

Cloning successful.

Verifying database is up-to-date...

Database out-of-date.Migrations are necessary:

Current revision: 0d5dcf349b27, Head revision: 758e4873c40d
Performing database migrations against clone...

Migrations successful.

Database upgrade operation complete.

+ Adding python312 specific packages

+ Upgrading ONTAP Mediator. (Log: /root/ontap mediator.gwaGmU/ontap-
mediator-1.12.1/ontap-mediator-1.12.1/upgrade 20260420145942.109)

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior
to use for production.

For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current
0S. Using 'yum update' to upgrade the kernel might cause
service interruption.
For more information, see /opt/netapp/lib/ontap mediator/README
[root@mediator host ~]1#

Vv {XZ#F HTTPS £ ONTAP Mediator A& {5 (5418 %EH)

[root@mediator host~]# ontap-mediator-1.11.0/ontap-mediator-1.11.0
ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive

+ Performing the ONTAP Mediator run-time code signature check
Using openssl from the path: /usr/bin/openssl configured for

CApath:/etc/pki/tls

+ Unpacking the ONTAP Mediator installer

ONTAP Mediator requires two user accounts. One for the service

(netapp), and one for use by ONTAP to the mediator API



(mediatoradmin) .

Using default account names: netapp + mediatoradmin

Enter ONTAP Mediator user account (mediatoradmin) password:
Re-Enter ONTAP Mediator user account (mediatoradmin) password:

+ Checking if SELinux is in enforcing mode

+ Checking for default Linux firewall

+ Installing required packages.

Last metadata expiration check: 0:33:41 ago on Tue 21 Apr 2026
10:48:35 AM EDT.

Package openssl-1:3.5.1-7.el19 7.x86 64 1is already installed.
Package openssl-devel-1:3.5.1-7.el19 7.x86 64 is already installed.
Package kernel-devel-5.14.0-611.45.1.el19 7.x86 64 is already
installed.

Package kernel-modules-core-5.14.0-611.45.1.e19 7.x86 64 is already
installed.

Package gcc-11.5.0-11.e19.x86 64 is already installed.

Package make-1:4.3-8.e19.x86 64 is already installed.

Package which-2.21-30.el9 6.x86 64 is already installed.

Package libselinux-utils-3.6-3.e19.x86 64 is already installed.
Package patch-2.7.6-16.e19.x86 64 is already installed.

Package perl-Data-Dumper-2.174-462.e19.x86 64 is already installed.
Package perl-ExtUtils-MakeMaker-2:7.60-3.el9.noarch is already
installed.

Package bzip2-1.0.8-10.el9 5.x86 64 is already installed.

Package efibootmgr-16-12.e19.x86 64 is already installed.

Package mokutil-2:0.7.2-1.e19.x86 64 is already installed.

Package python3-pip-21.3.1-1.el9.noarch is already installed.

Package elfutils-libelf-devel-0.193-1.e19.x86 64 is already installed.

Package policycoreutils-python-utils-3.6-3.el9.noarch is already
installed.

Package python3.12-3.12.12-4.e19 7.2.x86 64 is already installed.
Package python3.12-devel-3.12.12-4.el9 7.2.x86 64 is already
installed.

Dependencies resolved.
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Nothing to do.
Complete!
OS package installations finished
+ Installing ONTAP Mediator. (Log: /root/ontap mediator.JclgnS/ontap-
mediator-1.11.0/ontap-mediator-1.11.0/install 20260421112205.109)
This step will take several minutes. Use the log file to view
progress.
Sudoer config verified
ONTAP Mediator rsyslog and logging rotation enabled
+ Install successful. (Moving log to
/opt/netapp/lib/ontap mediator/log/install 20260421112205.10og9)

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior
to use for production.

For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current
0S. Using 'yum update' to upgrade the kernel might cause

service interruption.

For more information, see /opt/netapp/lib/ontap mediator/README
[root@mediator host~]#
[root@mediator host~]# tar -zxvf ontap-mediator-1.12.1.tgz
ontap-mediator-1.12.1/
ontap-mediator-1.12.1/csc-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.12.1/tsa-prod-ONTAP-Mediator.pem
ontap-mediator-1.12.1/csc-prod-ONTAP-Mediator.pem
ontap-mediator-1.12.1/tsa-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.12.1/0ONTAP-Mediator-production.pub
ontap-mediator-1.12.1/ontap-mediator-1.12.1
ontap-mediator-1.12.1/ontap-mediator-1.12.1.sig
ontap-mediator-1.12.1/ontap-mediator-1.12.1.tsr
ontap-mediator-1.12.1/ontap-mediator-1.12.1.sig.tsr
[root@mediator host~]#
[root@mediator host~]# ontap-mediator-1.12.1/ontap-mediator-1.12.1
--https-only

ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive



+ Performing the ONTAP Mediator run-time code signature check
Using openssl from the path: /usr/bin/openssl configured for

CApath:/etc/pki/tls

+ Unpacking the ONTAP Mediator installer

+ ONTAP MEDIATOR INSTALL HTTPS ONLY is set to 'l', args are: ''

+ Starting ONTAP Mediator install/update process: previous

installation mode is ''

+ Selected install package mode: HTTPS ONLY

ONTAP Mediator will be upgraded from version 1.11.0 to 1.12.1.

Do you wish to continue? Y(es)/n(o): yes
Capturing support bundle to save pre-upgrade configuration. API
Credentials are required.
Mediator API User Name: mediatoradmin
Password: Running plugins, please wait...

Creating tar archive...
Support bundle has been generated at
/opt/netapp/data/support bundles/scs001097036-1 1776785423 BASIC.tgz
Testing the DB can be upgraded
Cloning database...
Cloning successful.
Verifying database is up-to-date...
Database out-of-date.Migrations are necessary:
Current revision: 0d5dcf349b27, Head revision: 758e4873c40d
Performing database migrations against clone...
Migrations successful.
Database upgrade operation complete.
+ Adding python312 specific packages
+ Upgrading ONTAP Mediator. (Log: /root/ontap mediator.cRyOmN/ontap-
mediator-1.12.1/ontap-mediator-1.12.1/upgrade 20260421113003.109)
fapolicyd not installed or no rules.d directory found, skipping
fapolicyd configuration
ONTAP Mediator rsyslog and logging rotation enabled
+ Upgrade successful. (Moving log to
/opt/netapp/lib/ontap mediator/log/upgrade 20260421113003.1og) \n

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior
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to use for production.
For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current
0S. Using 'yum update' to upgrade the kernel might cause
service interruption.
For more information, see /opt/netapp/lib/ontap mediator/README

[root@mediator host ~]#

AR ENIRERFAH EFHTLEI K ONTAP Mediator

B LZET SCST B9 ONTAP Mediator I ENIRIERAHRKEIEShRA, ERATEIE
ONTAP Mediator, IR{ERFAHLE, ErILUIEMZTLEHFIRRZAE ONTAP Mediator 34k
2 5HThR S

KFUES
* IESERFRET SCST BY ONTAP Mediator hrZAs, MNIRELE T XZHF HTTPS B9 ONTAP Mediator
1.12 SREShRAS, MFKZE SCST #HEFa, ErUAREVIRERZEMASENM ONTAP Mediator, B Xxi¢
ERGFALREA, 1B2R ENIRERSEN ERIXR.

* MREIFERTVURERFEAXEN AT ZIHFNRE, MEARARIFENRIERFRDE, BSR4
7 ONTAP Mediator I EHNIRIERSE"S

* 1M leapp-upgrade TE 4k ONTAP Mediator I ENIRIER G Z A, "EIZE ONTAP Mediator's ZTH
BB EMFEEFNF RPM AR,

* ONTAP Mediator ZERFESZE rpm X1, leapp-upgrade TESBHBSEEEY, HTREREFHEE
FEXHMARMIMEEETHXYE, AZTATERE AR EUAER leapp-upgrade T ERENF L
LYNG S

p
1. &M BEEXH:

[rootmediator-host ~]# tar -czf ontap mediator file backup.tgz -C
/opt/netapp/lib/ontap mediator ./log

./ontap mediator/server config/ontap mediator.user config.yaml
[rootmediator-host ~]# tar -tf ontap mediator file backup.tgz
./log/

./log/ontap mediator.log

./log/scstadmin.log

./log/ontap mediator stdout.log
./log/ontap mediator requests.log

./log/install 20230419134611.log

./log/scst.log

./log/ontap mediator syslog.log

./ontap mediator/server config/ontap mediator.user config.yaml
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uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html

[rootmediator-host ~]#

2. M leapp-upgrade TEHITHE:

[rootmediator-host ~]# leapp preupgrade --target 9.8
..<snip upgrade checks>..
..<fix issues found>..

[rootmediator-host ~]# leapp upgrade --target 9.8
..<snip upgrade>..

[rootmediator-host ~]# cat /etc/os-release | head -2

NAME="Red Hat Enterprise Linux"

VERSION="8.4 (Ootpa)"

[rootmediator-host ~]#

3. BRI ONTAP Mediator:

() =% ONTAP Mediator BIEITHRSE, MBI BEXHEER

[rootmediator-host ~]# ontap-mediator-1.12.1/ontap-mediator-1.12.1
ONTAP Mediator: Self Extracting Installer

..<snip installation>..
[rootmediator-host ~]#

4. {21t ontap_mediator:

[rootmediator-host ~]# systemctl stop ontap mediator
[rootmediator-host ~]#

o B BEX M

[rootmediator-host ~]# tar -xf ontap mediator file backup.tgz -C
/opt/netapp/lib/ontap mediator
[rootmediator-host ~]#

6. IB5h ontap_mediator:

[rootmediator-host ~]# systemctl start ontap mediator
[rootmediator-host ~]#
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7. Y5FRE ONTAP B EIMEZTIFREHI ONTAP RfZSS:

MetroCluster EF IP

siteA::> metrocluster configuration-settings mediator show
Mediator IP Port Node Configuration
Connection

Status Status

172.31.40.122

31784 siteA-node?2 true false
siteA-nodel true false
siteB-node?2 true false
siteB-node?2 true false

siteA::> metrocluster configuration-settings mediator remove

Removing the mediator and disabling Automatic Unplanned Switchover. It
may take a few minutes to complete.

Please enter the username for the mediator: mediatoradmin

Please enter the password for the mediator:

Confirm the mediator password:

Automatic Unplanned Switchover is disabled for all nodes...

Removing mediator mailboxes...

Successfully removed the mediator.

siteA::> metrocluster configuration-settings mediator add -mediator
-address 172.31.40.122

Adding the mediator and enabling Automatic Unplanned Switchover. It may
take a few minutes to complete.

Please enter the username for the mediator: mediatoradmin

Please enter the password for the mediator:

Confirm the mediator password:

Successfully added the mediator.

siteA::> metrocluster configuration-settings mediator show
Mediator IP Port Node Configuration
Connection

Status Status

172.31.40.122

31784 siteA-node?2 true true
siteA-nodel true true
siteB-node?2 true true
siteB-node?2 true true
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siteA::>

SnapMirror ;EEH[ES

3+F SnapMirror JERIEIY , ETLEEFHLEEZMEIT /opt/netapp Z MY TLS IiEP, FIHMIERTEETE
lopt/netapp FHIIEF,

peerl::> snapmirror mediator show
Mediator Address Peer Cluster Connection Status Quorum Status

172.31.49.237 peer?2 unreachable true

peerl::> snapmirror mediator remove -mediator-address 172.31.49.237

-peer-cluster peer2
Info: [Job 39] 'mediator remove' job queued

peerl::> job show -id 39

Owning
Job ID Name Vserver Node State
39 mediator remove peerl peerl-nodel Success

Description: Removing entry in mediator

peerl::> security certificate show -common-name ONTAPMediatorCA

Vserver Serial Number Certificate Name Type

4A790360081F41145E14C5D7CE721DC6C210007F
ONTAPMediatorCA server-
ca
Certificate Authority: ONTAP Mediator CA
Expiration Date: Mon Apr 17 10:27:54 2073

peerl::> security certificate delete -common-name ONTAPMediatorCA *
1 entry was deleted.

peerl::> security certificate install -type server-ca -vserver peerl

Please enter Certificate: Press <Enter> when done
..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for future

reference.



62

The installed certificate's CA and serial number for reference:
CA: ONTAP Mediator CA
serial: 44786524464C5113D5EC966779D3002135EA4254

The certificate's generated name for reference: ONTAPMediatorCA

peer2::> security certificate delete -common-name ONTAPMediatorCA *
1 entry was deleted.

peer2::> security certificate install -type server-ca -vserver peer2
Please enter Certificate: Press <Enter> when done

..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for future
reference.

The installed certificate's CA and serial number for reference:

CA: ONTAP Mediator CA

serial: 44786524464C5113D5EC966779D3002135EA4254

The certificate's generated name for reference: ONTAPMediatorCA

peerl::> snapmirror mediator add -mediator-address 172.31.49.237 -peer

-cluster peer2 -username mediatoradmin

Notice: Enter the mediator password.

Enter the password:
Enter the password again:

Info: [Job: 43] 'mediator add' job queued

peerl::> job show -id 43

Owning
Job ID Name Vserver Node State
43 mediator add peerl peerl-node?2 Success

Description: Creating a mediator entry

peerl::> snapmirror mediator show

Mediator Address Peer Cluster Connection Status Quorum Status

172.31.49.237 peer?2 connected true



peerl::>

PSS

* "security certificate delete

* "security certificate install"
* "security certificate show"
* "snapmirror mediator add"
 "snapmirror mediator remove"

» "storage iscsi-initiator show"

BiE ONTAP Mediator B4
e L B E ONTAP Mediator EHwEY, BIESIEBEXNSENIEES

ONTAP Mediator Il B IS &

ONTAP Mediator X5 % aAiBIZE., XEIGBEMERIABETE low_space_threshold_mib: 10" R4 i,
B EALTF

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.user c
onfig.yaml

METE “ontap_mediator.user_config.yaml' PRFF BB ESIIAE, FHIEFTE ONTAP Mediator A4k {RE

fEE% “ontap_mediator.user_config.yaml'f&, ZH /B ONTAP Mediator:

systemctl restart ontap mediator

MNBEE, oJLERATHNZER ONTAP Mediator B 1%,

@ ontap mediator.config.yaml FHVEMERIAMBEFRRED, E797E ONTAP Mediator F4RHA
B REBIENEHIE,

A L@ IEFrET 25 H1% ontap_mediator.user_config.yaml {4 LATE = ZRINIR B RIEEL ONTAP Mediator
B

LZEEE=7 SSL P
EATLLESEEK ONTAP Mediator BRBE X4, EIINB S ZIEPBEEHNE =7 SSLiEH,

ERRNBERIEPBEMRNE=7 SSLIER, BHEUATXHHRNELE MY :

* /opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con
fig.yaml
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https://docs.netapp.com/us-en/ontap-cli/security-certificate-delete.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-mediator-add.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-mediator-remove.html
https://docs.netapp.com/us-en/ontap-cli/storage-iscsi-initiator-show.html

° /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

XA T 2 AF154%] ONTAP Mediator {EBRYIER 4.
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ONTAP Mediator 1.9 X E = Ak

"/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi

ator.config.yaml’® XHHEEZTRIIBHNRIATE,

TR
cert path
key path

ca_cert path

ca_key path

ca_serial path

cert valid days

x509 passin pwd

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.srl

1095

pass:ontap

* cert valid days AFIRERFIHIEBHNEIAE, RAXEN=ZF (1095 X) .

* x509 passin pwd = EERBEFIHIEPHRIBEIE,

TRIIEMRINTEEESTE /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini X

e,

TR
rE

mediator cert

mediator key

ca_cert path

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.crt



ONTAP Mediator 1.8 ;X E £ hRZx

"/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi

ator.config.yaml’® XHHEEZTRIIHHAKIATE,

TE iz 2E
cert path /opt/netapp/lib/ontap mediator/ontap m

ediator/server config/ontap mediator s
erver.crt

key path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

ca cert path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.crt

ca_ key path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.key

ca serial path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.srl

cert valid days 1095

x509 passin pwd pass:ontap

* cert valid days AFIEERFIHEBHNEERTE, RAEN=ZF (1095 X) .

* x509 passin pwd BEEREFIHIEBHNZDIEIE,

TRIIBHNRINEEBSTE /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini X
R,

TE iz 2E
mediator cert /opt/netapp/lib/ontap mediator/ontap m

ediator/server config/ontap mediator s
erver.crt

mediator key /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

ca cert path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.crt

NRBEAX LR, IFEFMBEN ONTAP Mediator LINFAER. B XIAIERE=HFIEBERINERIFAIR
B, 5 "AREENSE=FIEREREERIER"

AL BB TR
U8 B TR I R IR TSN & AR
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EEAZIhEE, B8 E "window_seconds ' “retry_limit BY{Eo

P
* Bt 5 DHBBENEL, ARKITHEREANTRNK:

authentication lock window seconds: 300

* MREFOPRERERRKNY, BFUEKS

authentication retry limit: 5

FIREREASRR X AR ERIERKFEZHBEBNRENFM, MMEERTERE,

authentication failure delay seconds: 5

authentication failure delay seconds: 0 # seconds (float) to delay

failed auth attempts prior to response, 0 = no delay

authentication lock window seconds: null # seconds (int)
oldest failure before resetting the retry counter, null =

since the

no window

authentication retry limit: null # number of retries to allow

before locking API access, null = unlimited

FEERE AN
T ELIZE] ONTAP Mediator APl Fi P BYZERS 8 Z+ 14K

password min length: 8

password max length: 64

password uppercase chars: 0 # min. uppercase characters
password lowercase chars: 1 # min. lowercase character
password special chars: 1 # min. non-letter, non-digit
password nonletter chars: 2 # min. non-letter characters

specials, anything)

EEE ONTAP Mediator ﬁ%ﬁﬁ*ﬂ H /l_.\I|E—|.| E; @}E—J}Eﬁ ET.IFEHE*D1%WJE,J H IL;\IIE—.IO

FcEN A=iEIEE
LGB T LUES /opt/netapp/lib/ontap_mediator #452 _EFRERIA A 8],
MR EMREFIRENEE, WRSKAHESSEMN.
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low space threshold mib: 10

FEE QS8

% 'RESERVE_LOG_SPACE IEEHIFEIR BT, EAER T, ONTAP Mediator ZES N HESIE— N8R
LR ESIEl, REREFEL0IE— N EIT 700MB M EMEREA/NFSE, 1 IBTF ONTAP Mediator H5iE
Fo

EXRILINgEHERAEETE, BRITUTSE:
1. LT XA, ¥ RESERVE_LOG_SPACE BIfEM 1 B 0:

/opt/netapp/lib/ontap mediator/tools/mediator env

a. BITUATFa<:

cat /opt/netapp/lib/ontap mediator/tools/mediator env | grep
"RESERVE LOG_ SPACE"

RESERVE_LOG_SPACE=0

b. | E5H ONTAP Mediator:

systemctl restart ontap mediator

ESEMBALLIIEE, BBEM 0 B 1, AREMBEH Mediator,

@ EHET R ZEYIRARBRIB AE. IRHERFE) Mediator /5, B&MFAIEURNESE,
SAIEIS B mh B Y Bkt = Ia),

B ONTAP Mediator FHF ZF1Z345
MZET ONTAP Mediator Y Linux FEA1E X ONTAP Mediator FAF & 3%,

ENAFE
AUERU TS BERAFE.

XFUES
EE LR % ONTAP Mediator BY Linux EA_EHRITUES,

NRFTEIARIES, WAREREERATREREEITZSS, WUTREIPAR:
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/usr/local/bin/mediator username

Ni

L

WEZRL TRz — B AR

i

* &I (a): i&1TE8< “mediator_change user HIANIRR, SO TFHIFAR:

[root@mediator-host ~1# mediator change user
Modify the Mediator API username by entering the following values:
Mediator API User Name: mediatoradmin
Password:
New Mediator API User Name: mediator
The account username has been modified successfully.
[root@mediator-host ~]#

* &I (b) @ BITUTF®HS:
MEDIATOR_USERNAME=mediator MEDIATOR_PASSWORD=mediator2

MEDIATOR NEW USERNAME=mediatoradmin mediator change user

[root@mediator-host ~]# MEDIATOR USERNAME=mediator
MEDIATOR PASSWORD='mediator2' MEDIATOR NEW USERNAME=mediatoradmin
mediator change user
The account username has been modified successfully.
[root@mediator-host ~]1#

AT
ERTMER I TS BE R,

EXFIESE
EEZZE ONTAP Mediator B9 Linux X EHITLEES,

NRFTEIARIES, NAEREERATERIEEITZNS, MUTREIRFAR:

/usr/local/bin/mediator change password

Ni

®

WER L TRz — B

i

* ¥EIM (a) : i@fT ‘mediator_change_password 88 < H N IER, WL FREIFRR:

[root@mediator-host ~]1# mediator change password
Change the Mediator API password by entering the following values:
Mediator API User Name: mediatoradmin
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0ld Password:
New Password:
Confirm Password:
The password has been updated successfully.
[root@mediator-host ~]#

* I (b) : TITUTHS:

MEDIATOR USERNAME=mediatoradmin MEDIATOR PASSWORD=mediatorl
MEDIATOR NEW PASSWORD=mediator2 mediator change password

T 2R M “mediator1”E 2L “mediator2”

[root@mediator-host ~]# MEDIATOR USERNAME=mediatoradmin
MEDIATOR PASSWORD=mediatorl MEDIATOR NEW PASSWORD=mediator2
mediator change password

The password has been updated successfully.

[root@mediator-host ~]#

BhF1{=1E ONTAP Mediator
EBAP TN EFBAIRSE, SLESEFHEE) ONTAP Mediator #1 SCST,

{Z1E ONTAP Mediator
ZE{Z 1 ONTAP Mediator, iEHITIUTHE:

g
1. {21k ONTAP Mediator:

systemctl stop ontap mediator
2. {1k SCST:
systemctl stop mediator-scst

3. 2 M ONTAP @f#28%0 SCST:

systemctl disable ontap mediator mediator-scst
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JBTH ONTAP Mediator
EEHE A ONTAP Mediator, HHITUTHE:

g
1. IS ONTAP J@f#85#%0 SCST:

systemctl enable ontap mediator mediator-scst

2. |35 SCST:

systemctl start mediator-scst

3. J35h ONTAP Mediator:

systemctl start ontap mediator

I&iF ONTAP Mediator iz{TIRR

IS3F ONTAP Mediator & 1EEi51T.

WIEARSSIATS
TR

1. &Z%F ONTAP Mediator BOUIRE :

systemctl status ontap mediator

[root@mediator host ~]# systemctl status ontap mediator

ontap mediator.service - ONTAP Mediator

Loaded: loaded (/etc/systemd/system/ontap mediator.service; enabled;
vendor preset: disabled)
Active: active (running) since Mon 2022-04-18 10:41:49 EDT; 1 weeks O
days ago

Process: 286710 ExecStop=/bin/kill -s INT SMAINPID (code=exited,
status=0/SUCCESS)
Main PID: 286712 (uwsgi)

Status: "uWSGI is ready"
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Tasks: 3 (limit: 49473)
Memory: 139.2M
CGroup: /system.slice/ontap mediator.service

F—286712 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

F—286716 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

L—286717 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

[root@mediator host ~]#

b. &F SCST ARSHIRE:

@ MBI LRETNFHIF HTTPS B9 ONTAP Mediator 1.12 SkE S AR, Nk SCST &
, AT ABGE e ESS,

systemctl status mediator-scst

+
[root@mediator host ~]# systemctl status mediator-scst
Loaded: loaded (/etc/systemd/system/mediator-scst.service; enabled;
vendor preset: disabled)
Active: active (running) since Mon 2022-04-18 10:41:47 EDT; 1 weeks O
days ago
Process: 286595 ExecStart=/etc/init.d/scst start (code=exited,
status=0/SUCCESS)
Main PID: 286662 (iscsi-scstd)
Tasks: 1 (limit: 49473)
Memory: 1.2M
CGroup: /system.slice/mediator-scst.service
L—286662 /usr/local/sbin/iscsi-scstd
[root@mediator host ~]#
FFIA I G

1. #3ik ONTAP Mediator {EBIEO

netstat -anlt | grep -E '3260|31784"

[root@scsprl1905507001 ~]# netstat -anlt | grep -E '3260]31784"
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tcp 0 0 0.0.0.0:31784 0.0.0.0:* LISTEN
tcp 0 0 0.0.0.0:3260 0.0,0,08% LISTEN

tcpe O 0 :::3260 388% LISTEN

SR
B4 ONTAP Mediator =M MG BEZIEPH
LENZE IP bt EEIMEIEBIEMET, NI ENERER

FENISESEANSER
() iR(RAEEST ONTAP Mediator 1.7 HERBATAN RS LB 5H.

XFIES
* EE L% ONTAP Mediator B9 Linux 41 EHITIES.
* RBETEREE ONTAP Mediator f5, HFENBENZ K IP it L EEXMEHERNBERIERIE, &
7 RERATILAESS
. [I’E.;;ii%%iE%%&%%&E’\J%EHiE%%%E, BAEFRILASERERIIE, ROBEZIERESH
HIEXM,

p
ERYERENEFERFNIR BERIES, BRITUTIE:

1. BT ONTAP Mediator:

./make self signed certs.sh overwrite

[root@xyz000123456 ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@xyz000123456 server configl# ./make self signed certs.sh overwrite

Adding Subject Alternative Names to the self-signed server certificate
#

# OpenSSL example configuration file.

Generating self-signed certificates

Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)
Generating a RSA private key
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Signature ok

subject=C = US, ST = California, L = San Jose, O = "NetApp, Inc.", OU =
ONTAP Core Software, CN = ONTAP Mediator, emailAddress =
support@netapp.com

Getting CA Private Key

% ONTAP Mediator BEX ZIEHERANZEEMNE=FIEH
MRMIETH, BB EERIERERABIERMANAMANAESIER,

* {XM ONTAP 9.16.1 FFIELAMTERLEIRERY ONTAP # ThRAFZRE=FHIEH. FS
@ %"NetApp Bugs Online Bug ID CONTAP-243278",

* {X7E1z1T ONTAP Mediator 1.7 SESRANARR XL =FIEH,

KFUES
* EE R ONTAP Mediator B Linux E#_EHITIHES,

* MRFERERNEERIEBERAIMZEENMBIERMANE (CA) RERIES, WA LUHRITIE
Fo NTRAX—R, BNEZENHRZEENRAEMIZE (PK) HHA,

* TEIERT & ONTAP Mediator IEHBHIAIE,

ONTAP Mediator Certificate Purposes

Root CA Intermediate Server Chain Server Cert Client Certs

* PKI used to secure * Used as a signing * Used for SSL *Used for HTTPS * Used by ONTAP for
the private authority mutual * Need the private mutual
Certificate « Creates the server authentication / kay for ancryption authentication
Authority’s key cert + signs all encryption ops = Unique per cluster

*Only need the client certs pair
public cert after * Needs a key + srl * Generated
signing the file to perform automatically
Intermediate CA signing when adding a
cert. mediator to a
cluster.
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https://mysupport.netapp.com/site/bugs-online/product/ONTAP/JiraNgage/CONTAP-243278

* TEIZRT Web R53251&E ] ONTAP Mediator IREMECE,

ONTAP Mediator Certificates
s v » Co \

sintermediate.crt =ontap_mediator_server.crt
sintarmediate. key sontap_mediator_server.key
sintermediate.srl

sroot_ca.crt

ontap_mediator_server.cri )
+ intermediate.crt

* ontap_mediator_server
_chain.crt

uwsgifontap_mediator.ini

‘WebServer Setup

+ set-placeholder = mediator_cert=/opt/netapp/lib/ontap_mediator/ontap_mediator/server_configfontap_mediator_server_chain.cr
* set-placeholder = mediator_key=fopt/netapp/lib/ontap_mediatorfontap_mediator/server_configfontap mediator_serverkey

» set-placeholder = ca_certificate=/opt/netapp/lib/ontap_mediatorfontap_mediator/server_config/root_ca.crt

ontap_mediator.user_config.yaml
ONTAP Mediator Server Setup

+ cert_path: fopt/netapp/lib/fontap_mediator/ontap_mediator/server_configiontap mediator servercrt'
* key_path: opt/netapp/libfontap_mediatorfontap_mediator/server_configlontap mediator_semverkey'
* ca_cert_path: Yopt/netapp/lib/ontap_mediatorfontap_mediator/server_config/intermediate.crt’

= ca_key_path: fopt/netapp/lib/fontap_mediator/fontap_mediator/server_configfintermediate. kay'

= ca_serial_path: Yopt/netapp/libfontap_mediatorfontap_mediator/server_configlintermediate sl

S MR CAIEBRIE =75 REUES
TR LGB AR BM PKI AIZEREGE S,

UTRAIER T REERIEFSS5EBRNNUT
*/opt/netapp/lib/ontap_mediator/ontap_mediator/server_config/ IE=HIFHE 5%,

@ 3BT ONTAP Mediator FREIE BN EE, BRI LLBEE SIEEREA UM PKI AL
MEREGER, 1ERIBEN I S H KRBT,

ONTAP Mediator 1.9 & E =R
1. QI8E—FA%H intermediate.key FI—MECEXM “openssl ca.cnf, fi PKI HIM9RFAERIE

o

a. & pifA$H intermediate.key:

Nl

openssl genrsa -aes256 -out intermediate.key 4096

b. FEE X openssl ca.cnf (fUF
/opt/netapp/lib/ontap mediator/ontap mediator/server config/openssl ca.c

nf) EXTERBERSUREEHNEE,
2. EARAMPNEEXHOIBIEPERIER intermediate.csr:

w5

openssl req -key <private key name>.key -new -out
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<certificate csr name>.csr -config <config file name>.cnf

[root@mediator host server config]# openssl req -key
intermediate.key -new -config openssl ca.cnf -out intermediate.csr
Enter pass phrase for intermediate.key:

[root@mediator host server configl]# cat intermediate.csr

3. BIEBBZiER “intermediate.csr &i%E44 PKI HH1TEE,

PKI HAAIEIERHX . csr #HITER, MMEMIER " intermediate.crto lt4h, BWEFEM
PKI AAF3REXFT “intermediate.crt IEH#ITE R “root_ca.crt iEF.

XFEREE T HTTPS BY ONTAP Mediator B SnapMirror ERNEI S S EEH

(D MetroCluster IP BR&, 4905 "intermediate.crt' # “root_ca.crt iEFH7NNE] ONTAP
&8, ESR" N SnapMirror JETIES ECE ONTAP JEfZ2sF1&EEE "/ MetroCluster
IP B2& A& ONTAP Mediator",

ONTAP Mediator 1.8 &tE R hi7s
1. BU3EFLEA ca. key FEEXH “openssl ca.cnf, fit PKI HAGARERIEF,

a. £ FAEA ca. key:

]l

openssl genrsa -aes256 -out ca.key 4096

b. FEEXf openssl ca.cnf (fUF
/opt/netapp/lib/ontap mediator/ontap mediator/server config/openssl ca.c

nf) EXTERISEBHAEENEL,
2. ERPNRE XIS ZIER ca.csr!

i

openssl req -key <private key name>.key -new -out
<certificate csr name>.csr -config <config file name>.cnf

[root@mediator host server config]# openssl req -key ca.key -new
-config openssl ca.cnf -out ca.csr

Enter pass phrase for ca.key:

[root@mediator host server configl]# cat ca.csr
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FIE 2:
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3.

BHEPBERIENK “ca.csr Kixth PKI HIM#H1TER,

PKI HAA%IEIERHX . csr #HITER, MMEBIER "ca.crto Lbsh, TEFTZEM PKI HHIREX
3t “ca.crt IEFHHITERB “root_ca.crt IEH,

@ T SnapMirror SEEHREIS &R, HAUE ca.crt' 1 “root_ca.crt IEPHFINEI ONTAP &
Bf, 7BBIA" A SnapMirror JESIEZ ECE ONTAP BfR2SFEEE"

BEEAE =7 CAIEREZREMIRS[IES

ONTAP Mediator 1.9 &&= Rz
RSZESE R A THFATR “intermediate.key F1E =751EH "intermediate.crt &8, ItIh, ECEXH

*Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/openssl_server.cnf @ SHLEE M, XLE

MIETEH OpenSSL & HIARSS SIEBFAFRRIE %,

T an <8 AL A ARSS 2RIE T

p

1.

EERRSFIIEBEZIFER (CSR) , BM
/opt/netapp/lib/ontap mediator/ontap mediator/server config XHEHPEFEITLL 6
A\ .

<

openssl req -config openssl server.cnf -extensions v3 req -nodes -newkey
rsa:4096 -shabl2 -keyout ontap mediator server.key -out
ontap mediator server.csr

EM CSR &HARS2IETH, BM
/opt/netapp/lib/ontap mediator/ontap mediator/server config XHEHIEBEITLL 6
AN .

< .

@ XL HREM PKI ARG, WRERARIERRZFR, 15 intermediate.crt'
‘intermediate key B AKX X HF B,

openssl x509 -extfile openssl server.cnf -extensions v3 req -CA
intermediate.crt -CAkey intermediate.key -CAcreateserial -shab5l2 -days 1095
-req -in ontap mediator server.csr -out ontap mediator server.crt

° 3% "-CAcreateserial I A F £ B “intermediate.srl” {5,

ONTAP Mediator 1.8 & E 2 hRZA
ARSSEIEPATMEFALH "cakey MIE=IUH ‘ca.crt R, IbIh, BEXMH

*/opt/netapp/lib/ontap_mediator/ontap_mediator/server_config/openssl_server.cnf @ SRLLEM, XLE

MHEEH OpenSSL ik HIARSS BHIEBFARRIE %,

AR ap < AT LA AR S5 88 o

1

Z3

1.

BEMRSF[ERERIBER (CSR) , IBM
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/opt/netapp/lib/ontap mediator/ontap mediator/server config XHFAIEITLLT
ALA .
Ciaieod

openssl reqg -config openssl server.cnf -extensions v3 req -nodes -newkey
rsa:4096 -shabl2 -keyout ontap mediator server.key -out
ontap mediator server.csr

2. EM CSR EFRSZ28IER, BM
/opt/netapp/lib/ontap mediator/ontap mediator/server config XHEHIEBEITLL 6
AN .
< .

@ XEHZM PKIHIADIRIGE. SIRERFRBNER R, 155 ca.crt' M “ca key &t
PR,

openssl x509 -extfile openssl server.cnf -extensions v3 req -CA ca.crt
-CAkey ca.key -CAcreateserial -shabl2 -days 1095 -reqg -in
ontap mediator server.csr -out ontap mediator server.crt

° 3% "-CAcreateserial A F 4R “ca.srl’ X5,

1% 3. £ ONTAP Mediator Bt EHERIIE =7 CA IEPMIRSIFIES

ONTAP Mediator 1.10 & ES k4

WEREEEMAT
*Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml' BYEZ & XX {4+
121148 ONTAP Mediator, ZXHEEUTEM:

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.crt’

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.key'

ca_ serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.srl'

* cert path fl key path @IRFZ[/IERLTE,

* ca_cert path. ‘ca_key_path'#l ‘ca_serial_path'& CAIERZTE,



$IE
1. ¥8FrE intermediate.* XHEEANE=IEH,
2. M “intermediate.crt' #] “ontap_mediator_server.crt iE R IR IEHHE:

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

3. ¥ /opt/netappl/lib/ontap_mediator/uvicorn/config.json" 15
B# ss1_keyfile. 'ssl_certfile’ #l 'ss|_ca_certs BI{E:

ssl keyfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

ssl certfile:

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

ssl ca certs:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

° ssl keyfile B2 ontap mediator server.crt X4RRRERE, B
ontap mediator server.keyo

° ssl _certfile {HR ontap mediator server chain.crt XHHIEEE,
° ssl_ca certs fER root ca.crt XHFRERR,
4. WIEERMIEBHNUTENRERSIER:
° Linux HFfE% . netapp:netapp
° Linux f&XfR: 600
5. BN ONTAP Mediator:

systemctl restart ontap mediator

ONTAP JAfi#2s 1.9.1 A1 1.9

IEPEEEMT
*lopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml’ BYEZ & X {4
1245 ONTAP Mediator, ZXH4HEEUTEM%:

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
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te.crt’

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.srl'

* cert path # key path BIRFZB[BIEFLE,

* ca_cert path. ‘ca_key_path'# ‘ca_serial_path'72 CAIEPLE,
-
1. ¥§FfE intermediate.* XHEENE=HIEH,
2. M intermediate.crt'#1 “ontap_mediator_server.crt iE B QI FEIEHEE:

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

3. E# “lopt/netappl/lib/ontap_mediator/uwsgi/ontap_mediator.ini" X
B mediator cert. ‘mediator_key #1 'ca_certificate’ (&

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

o

mediator cert {ER ontap mediator server chain.crt X{FRIEEZ,

° mediator key value f& ontap mediator server.crt X{FHHZEARE, B
‘ontap mediator server.keyo

° ca_certificate {ER root_ca.crt X{HFHIERIZo
4. WM ERBNEBHNU T RERTIER:

° Linux AFfE%#&: netapp:netapp

° Linux AFR: 600
5. EF/Z5N ONTAP Mediator:

systemctl restart ontap mediator
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ONTAP Mediator 1.8 &R hx 7

IEPEEEEMT
*/opt/netapp/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml' BYEC & S 4
1RfH4e ONTAP Mediator, ZXHEEUTEM:

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt’

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'

ca serial path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl’

* cert path #l key path BIRSZB[IEHLE,

* ca_cert path. ‘ca_key_path'#l ‘ca_serial_path'@ CAIERZTE,

TR

1.
2.

BB ca.» XGBIRAE=IH,
M “ca.crt'# “ontap_mediator_server.crt' IEH B IFH5E:

cat ontap mediator server.crt ca.crt > ontap mediator server chain.crt
557 “/opt/netappl/lib/ontap_mediator/uwsgi/ontap_mediator.ini* {4
E#imediator cert. ‘mediator_key # ca_certificate’ BY{&:

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

o

mediator cert BE ontap mediator server chain.crt XHFBIERR,

° mediator key value s ontap mediator server.crt XHFHHZIHKE, B
‘ontap mediator server.keyo

° ca_certificate fER ‘root_ca.crt' XHFHIETR,



4. IEFERMEBHU T BB RS ER:
° Linux AFfE#&: netapp:netapp
° Linux AFR: 600

5. EF/E5N ONTAP Mediator:

systemctl restart ontap mediator

TR 4. (k) AE=FIEBERAHEMBREHZT

ONTAP Mediator 1.10 & EShRZA
o] LUIER B MARRETF intermediate.* WE=HIEH, EFE=HIEBEFEEEMWMUE,

TR
1. &

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.
user config.yaml XL ontap mediator.config.yaml XHFHHRINEEE,

WRIEM PKIHMIIREN Y intermediate.crt, FHIGEFI intermediate. key FEEMUE
"/opt/netapp/lib/ontap mediator/ontap mediator/server config, iy

“ontap_mediator.user_config.yaml X4 Rz 40 FFrR -

WNRIEEA “intermediate.crt &E T ‘ontap_mediator server.crt'ifH, M=ERK
(D intermediate.sitfr. BRIFMES, FENSE 20 BIEAE=S CAILEBEER
4R AR SS 2RI

[root@mediator host server config]# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:

81



82

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.key'

ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.srl'

a. NREEAEBENTR, root ca.crt IEPRMT—1 intermediate.crt IEPREE
ontap mediator server.crt JEH, JBM intermediate.crt #l
ontap mediator server.crt IEPEIERIEHEE:

@ ENIZIE LT TER R EAM PKI HIAEFKEX T “intermediate.crt' #

‘ontap_mediator_server.crt I,

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

b. % “/opt/netapp/lib/ontap_mediator/uvicorn/config.json X 14
B ss1_keyfile. ‘ssl_certfile’#0 "ssl_ca_certs'HI{&E:

ssl keyfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

ssl certfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

ssl ca_ certs:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

" ssl keyfile BEE ontap mediator server.crt XHRREERE, BN
ontap mediator server.keyo

" ssl certfile fER ontap mediator server chain.crt X{FRIEER,
" ssl ca certs BZ root ca.crt XHHIER IR0
@ SFEREE T HTTPS B9 ONTAP Mediator B9 SnapMirror ;E&HES £ E#H

MetroCluster IP E2&, E#50% “intermediate.crt' 1 “root_ca.crt IEFHARINE!
ONTAP £28%, FZIH"/y SnapMirror JEEIEFSECE ONTAP JAf#EsF15EL"F"H
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MetroCluster IP EcE A& ONTAP Mediator",

C. WIEMERMAIERHUTRHISERTIER:
* Linux £AFfE#&: netapp:netapp
" Linux 1XPR: 600
2. FREXHHEINEHIERBE) ONTAP Mediator:

systemctl restart ontap mediator

ONTAP Ff#28 1.9.1 71 1.9
Eo] LUE B R MAETF "intermediate.* B = HIEH, HERE=ZAFIEREEEEMUE,

p
1. &

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.
user config.yaml XHLEE ontap mediator.config.yaml XHHHERINEEE,

MREM PKI HAIFREX Y intermediate.crt, FHEEFATH intermediate.key FEEMUE
*/opt/netapp/lib/ontap mediator/ontap mediator/server config, Il

“ontap_mediator.user_config.yaml XX Rz 40 FFrR -

WNRIEFEA “intermediate.crt &E T ‘ontap_mediator server.crt'ifH, M=%
@ ‘intermediate.srl’ X, BXFHAES, BEWNLE 2. ELdFEHE =7 CAIEPEER
RS 2B,

[root@mediator host server config]# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

id

# 'default mailboxes per target': 6
#

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'
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key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.key'

ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.srl'

a. MREERIEREET, root ca.crt IEREMET—1 intermediate.crt WEFREE
ontap mediator server.crt JEF, JEM intermediate.crt
ontap mediator server.crt IEPBEIEIEHHE:

(D IERZTELT FZRY R HAM PKI HIA93REX T “intermediate.crt' Al

“ontap_mediator_server.crt’ iE$,

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

b. E%f /opt/netapp/lib/ontap_mediator/uwsgi/ontap_mediator.ini’ 34
B# mediator cert. ‘mediator_key #1 'ca_certificate’ (&

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

mediator cert fHRE ontap mediator server chain.crt XHHERIRo

" mediator key {ER ontap mediator server.crt X{FHHEEKEZE, Bl
‘ontap mediator server.keyo

" ca_certificate {HRE ‘root_ca.crt X &R,

3FF SnapMirror W54 (SM-BC) 8, WIU4F intermediate.crt
root ca.crt IEFRAMNEI ONTAP ££8%, ESH "/ SnapMirror JETIEILELE
ONTAP JEfZ23FISEE+"S
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C. I AEMMIEPHNU T RSB RS IER:
* Linux £AFfE#& . netapp:netapp
* Linux #&XfR: 600
2. EREXHHEINERIYERBE ONTAP Mediator:

systemctl restart ontap mediator

ONTAP Mediator 1.8 & E 2 hRZA
oI UIERB AR TF ca*WE=FIEH, WA E=AIEREEEEMUE,

p
1. &

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.
user config.yaml XIS ontap mediator.config.yaml XHHFHRKINEE(E,

NREM PKI HAIFRENT ca.crt, FHEHFAIR ca.key FHEEMLE
"/opt/netapp/lib/ontap mediator/ontap mediator/server config, Il
“ontap_mediator.user_config.yaml’ X {4 R 40 IR ;

@ WNREEA “ca.crt’ 3t ‘ontap mediator_server.crt IEPHITTER, MEER ca.srl'X
o BXFMAER, BENTE 2. BEIFEAE = CAIEPERRKEMRSIIER.

[root@mediator host server config]# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'
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ca cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt’
ca key path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'
ca_ serial path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl’

a. NREFEAIVERLEEPR, root ca.crt IEBE/HET —1 ca.crt IEPREE

ontap mediator server.crt IEB, BM ca.crt Al ontap mediator server.crt IEF

BRI P5E:

(D EROZIES TEAI R HEM PKI HA93K12 T “ca.crt' # “ontap_mediator_server.crt'iE
$s

cat ontap mediator server.crt ca.crt > ontap mediator server chain.crt
b. % ‘/opt/netapp/lib/ontap_mediator/uwsgi/ontap_mediator.ini* {4
E#imediator cert. ‘mediator_key # ca_certificate’ BY{&:

set-placeholder = mediator cert =

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

set-placeholder = mediator key =

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

mediator cert {ER ontap mediator server chain.crt X{FHIEEZ,

" mediator key {HRE ontap mediator server.crt MHHHEEKREZE, B
‘ontap mediator server.keyo

" ca_certificate {HRE ‘root_ca.crt XFRIEETE,

3FF SnapMirror W Z51ELiME (SM-BC) 8%, #47U4§ “ca.crt'# “root_ca.crt'iE
(i) 702 ONTAP 8¢, SESI"A SnapMirror EENFIZAIE ONTAP JIAREEA
=S5:c
C. WIFFEMMIIEBHUTBIEISE BT IEH:
* Linux £AFfE#& . netapp:netapp
" Linux &PR: 600
2. EEEEXMHHEIIEHNENZE) ONTAP Mediator:

systemctl restart ontap mediator
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3t ONTAP Mediator iE 48> r) @UH 1 THIPE IS i
EXIIEP AR ITHIEHPRET, FRXERBRIIBEBES.

IEE HRE
A TS SRS AR,

ONTAP Mediator 1.9 ;X E =S hRZx

[root@mediator host server configl]# openssl x509 -in intermediate.crt
—-text -noout
Certificate:

Data:

Validity
Not Before: Feb 22 19:57:25 2024 GMT
Not After : Feb 15 19:57:25 2029 GMT

ONTAP Mediator 1.8 ;L E R hRZs

[root@mediator host server config]# openssl x509 -in ca.crt -text
—-noout
Certificate:

Data:

Validity
Not Before: Feb 22 19:57:25 2024 GMT
Not After : Feb 15 19:57:25 2029 GMT

IS CA JAERRY X509v3 § B
ERALUTHSIIE CA IAEFH X509v3 B,

ONTAP Mediator 1.9 JxE=hR s

£ openssl_ca.cnf HH "v3_ca  WEXBBMRTE intermediate.crt FERA "X509v3
extensionso

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server configl# cat openssl ca.cnf
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[ v3 ca ]

subjectKeyIdentifier = hash

authorityKeyIdentifier = keyid:always,issuer
basicConstraints = critical, CA:true

keyUsage = critical, cRLSign, digitalSignature, keyCertSign

[root@mediator host server configl# openssl x509 -in intermediate.crt
—-text -noout
Certificate:

Data:

X509v3 extensions:
X509v3 Subject Key Identifier:

9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Authority Key Identifier:

keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27

X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign

ONTAP Mediator 1.8 K E R hiZs
7f openssl ca.cnf HHY “v3_ca’ AEXBBEME ‘ca.crt HETRNA "X509v3 extensionso

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server configl# cat openssl ca.cnf

[ v3 ca ]

subjectKeyIdentifier = hash

authorityKeylIdentifier = keyid:always,issuer
basicConstraints = critical, CA:true

keyUsage = critical, cRLSign, digitalSignature, keyCertSign

[root@mediator host server config]# openssl x509 -in ca.crt -text
-noout
Certificate:

Data:

X509v3 extensions:
X509v3 Subject Key Identifier:



OF:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27

X509v3 Authority Key Identifier:

keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27

X509v3 Basic Constraints: critical
CA:TRUE

X509v3 Key Usage: critical
Digital Signature, Certificate Sign,

IEARSS ERIE R I BRI X509v3 § /&

CRL Sign

‘openssl server.cnf' FEEXHHREXH "v3 req’ BUEIEBHETRA "x509v3

extensions o

EUTREIG, EalLUB3 LT ONTAP Mediator B9 Linux VM _His{T85< “hostname -A'# “hostname -I

KIKEY "alt_names ZHHHILE,

BEESMEEERBE AT EMERE.,

ONTAP Mediator 1.9 X E S ARk

[root@mediator host server configl# pwd

/opt/netapp/lib/ontap mediator/ontap mediator/server

config

[root@mediator host server config]# cat openssl server.cnf

[ v3 req ]

basicConstraints = CA:false

extendedKeyUsage = serverAuth

keyUsage = keyEncipherment, dataEncipherment
subjectAltName = @alt names

[ alt names ]
DNS.1
DNS. 2 abc-v6.company.com

IP.1 = 1.2.3.4

IP.2 = abcd:abcd:abcd:abcd:abed:abed

abc.company.com

[root@mediator host server config]# openssl x509 -in
—-text -noout
Certificate:

Data:

intermediate.crt
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X509v3 extensions:

X509v3 Basic Constraints:
CA:FALSE

X509v3 Extended Key Usage:
TLS Web Server Authentication

X509v3 Key Usage:
Key Encipherment, Data Encipherment

X509v3 Subject Alternative Name:
DNS:abc.company.com, DNS:abc-v6.company.com, IP

Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcecd:abced:abed

ONTAP Mediator 1.8 ;L E R4S

[root@mediator host server configl# pwd

/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@mediator host server configl# cat openssl server.cnf

[ v3 req ]

basicConstraints = CA:false

extendedKeyUsage = serverAuth

keyUsage = keyEncipherment, dataEncipherment
subjectAltName = @alt names

[ alt names ]

DNS.1 = abc.company.com

DNS.2 = abc-v6.company.com

IP.1 = 1.2.3.4

IP.2 = abcd:abcd:abcd:abcd:abced:abcd

[root@mediator host server config]# openssl x509 -in ca.crt -text
-noout
Certificate:

Data:

X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Extended Key Usage:
TLS Web Server Authentication
X509v3 Key Usage:
Key Encipherment, Data Encipherment
X509v3 Subject Alternative Name:



DNS:abc.company.com, DNS:abc-v6.company.com, IP
Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcecd:abed:abed

FIFAAR & SIEBILES
TR IR E AR & SIE BT,

AANEZAFIER _LERALT OpenSSL 85,

ONTAP Mediator 1.9 ;X E =S hRZx

[root@mediator host server configl]# openssl rsa -noout -modulus -in
intermediate.key | openssl md5

Enter pass phrase for intermediate.key:

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

[root@mediator host server config]# openssl x509 -noout -modulus -in
intermediate.crt | openssl md5

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

ONTAP Mediator 1.8 xE R AR

[root@mediator host server configl]# openssl rsa -noout -modulus -in
ca.key | openssl mdb

Enter pass phrase for ca.key:

(stdin)= 14c6b98b0c7c59012blde89eeed4a9dbc

[root@mediator host server configl]# openssl x509 -noout -modulus -in
ca.crt | openssl mdb

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

WRFEER -modulus BHEITED, MREBAABFIEPXEREN, FEAIUDREIE
HIAMIFE CAIEFEIE T ARSSS/IEH
TR LMER U THTRIERSZJ[MEBESEMFE CAIIEREIEN,
ONTAP Mediator 1.9 &E Sz
[root@mediator host server configl# openssl verify -CAfile root ca.crt
-—untrusted intermediate.crt ontap mediator server.crt

ontap mediator server.crt: OK
[root@mediator host server config]#
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ONTAP Mediator 1.8 ;X E £ hRZx

[root@mediator host server config]# openssl verify -CAfile ca.crt
ontap mediator server.crt

ontap mediator server.crt: OK

MRIEEFERELIEPIREMY (OCSP) iE, EfEAS "openssl-verify's

“#3 ONTAP Mediator N IRIER S

HafR ONTAP Mediator BYEARIERGERRLER, UKIREERE,

EREN
(EEBHEI TR RIFREFBEHEN. ONTAP Mediator BiHIEY, SEBETAMMAIE, EEMEHZANGES
PRSI,

ONTAP Mediator fEEMEEIHABIBNNME, HEFHNSLAEERNS ONTAP SEEHRX R,

ENEEH

EHPRAZZ IMIERES yum 2R, MRFBEMEELEN, BEMBEN. EEFHBHENZAE, BR
H—1 RS E D

MR yum-utils 4B, 15 needs-restarting i8N R BB ERN G A ENEEEHEE.
E# ONTAP Mediator {(k#iINEEfMEEN, RANERASILEIE.

TR EH] OS W%
BRAEEEERNNILG R SCST. BEEMBERS, ERBRHHHPHIE,

FaZ
£/ ONTAP Mediator 2% SCST &8, ERUTEX,
s Al UEMBRAZZINIFREER, BrlfeEBEMB N7 BEE ONTAP Mediator P FHE N, MNREFEES
R, BRHHEHETE,

* BRI ERERARNZIRIT RN IBRAZIZOFARE] "ONTAP Mediator IRZSFEFE" I HAYR R ZS,
B MEFBThRSE, RULIEAEVLILEFITE,

* B EMBZAIEE SCST WIZtRR, AREEMRE,
° EFHARIZIRER AR ZA, BESTEENRENZIFH SCST R4S,
WMRIELE T NZHF HTTPS BJ ONTAP Mediator 1.12 SiE SR, MA2RE SCST €, HA

() FLGFHRENBERARIE, TIRKEIM ONTAP Mediator, AX%FHESER, BEETHIBER
Gt
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https://www.openssl.org/docs/manmaster/man1/openssl-verify.html

p
BREBUT I BRARENRIER S AZ,

@ TEAEAIZZE, BOERIERFM ONTAP Mediator R AZERD . BRAZZRMNRA, ES

R ER G FFREFE"

1. {1k ONTAP Mediator,

2. #1% SCST &, ESWN[MITENAEF], (SCST FNREHENEF, )
3. AHRIRIERS, RREMB.

4. R SCST .

5. EFE A ONTAP Mediator,

HRITENAER
FHR VM RIZFTEER SRS SCST MRIRA LI, FahEIEHERRLE SCST.

@ WMRELRETNZFF HTTPS BY ONTAP Mediator 1.12 SXEmARkA, NIRZE SCST €,

B I ESS.

S 1. HE SCST
EHE SCST, EFERZEATER ONTAP Mediator hixZsHY tar 3RE8E2,

p
1. TEMENA SCST 488 (WNTFERFAR) FHITREESS.

XFUERRES. ... fERLL tar #4061
ONTAP Mediator 1.12.1 scst-3.10.tar.gz
ONTAP Mediator 1.12 scst-3.10.tar.gz
ONTAP Mediator 1.11 scst-3.9.tar.gz
ONTAP Mediator 1.10 scst-3.9.tar.gz
ONTAP Mediator 1.9.1 scst-3.8.0.tar.bz2
ONTAP Mediator 1.9 scst-3.8.0.tar.bz2
ONTAP Mediator 1.8 scst-3.8.0.tar.bz2
ONTAP Mediator 1.7 scst-3.7.0.tar.bz2
ONTAP Mediator 1.6 scst-3.7.0.tar.bz2
ONTAP Mediator 1.5 scst-3.6.0.tar.bz2
ONTAP Mediator 1.4 scst-3.6.0.tar.bz2
ONTAP Mediator 1.3 scst-3.5.0.tar.bz2
ONTAP Mediator 1.1 scst-3.4.0.tar.bz2
ONTAP Mediator 1.0 scst-3.3.0.tar.bz2

1=

10N

CI>S
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2.

a. M"SCST sourceforge & "I FRIRE 6L,
b. FEF T HE R MEIMRAE",

C. RSP EREEIER VM,

£ scst BRPIBITUTEHH B!

a. systemctl stop mediator-scst

b. make scstadm uninstall

C. make iscsi uninstall

d. make usr uninstall

€. make scst uninstall

f. depmod

TR, 2. L& SCST

EFHRE SCST, BEZERATELREMAH ONTAP Mediator B9 SCST tar #8456 (35Zi% SCST &) .

KXFULES

E&%E ONTAP Mediator Z g, FHITILZ B, MNREFERB SCST lkd&E=TF ONTAP Mediator 12
WEPRIRRAs, MRERZFEHGI IS E,

EREBERT, BTFARGHRERAFTREWNER, RIEARGRIRERF LBIARE SCST AJgeaK
Mo

M ONTAP Mediator 1.12.1 748, SIRLEKXK, EJLUER{LTF /usr/local/bin/mediator_repair_scst' 89
SCST BE T AREBERLE,

MRAREHNRIERATEEAER, MZTEIEEE7E ONTAP Mediator R EHMITHHRI SCST kR4,
% "mediator_repair_scst TEAR— MM THE, 5FLEREFST, HITETE ONTAP Mediator "tgz' X4
F, EXRSFM ONTAP Mediator B9 E S FR LR,

p

1.
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£ scst BRAEBITUT install 65

a. make Z2release

b. make scst install

C. make usr install

d. make iscsi install

€. make scstadm install

f. depmod

NREERITERZEHFZLETRE ONTAP Mediator, BEHLLEMITF—F ZAIEITIU

T

®

mkdir -p
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys


https://scst.sourceforge.net/downloads.html
https://scst.sourceforge.net/downloads.html
https://scst.sourceforge.net/downloads.html
https://scst.sourceforge.net/downloads.html
https://scst.sourceforge.net/downloads.html

9. cp scst/src/certs/scst module key.der
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/

h. patch /etc/init.d/scst < /opt/netapp/lib/ontap mediator/systemd/scst.patch

C) IR ERLZEHAIETE ONTAP Mediator ZBifl% % SCST, BBLIILLP T, LEREFR
N XA SCST B#MERF,

(A1) NRBATRLEH, BFEENBIZEHRITUTIE:
a. HfE scst vdisk. scst il iscsi scst RIRAE I HER:
[root@localhost ~]# modinfo -n scst vdisk

[root@localhost ~]# modinfo -n scst
[root@localhost ~]1# modinfo -n iscsi scst

b. HATE MZhRZ

[root@localhost ~]1# uname -r

C. ERRRNE MERXFHITER !

[root@Rlocalhost ~]# /usr/src/kernels/<KERNEL-RELEASE>/scripts/sign-
file \sha256 \
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst modu
le key.priv \
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst modu
le key.der \

_module-filename

d. FEHEEHZE UEFI Z5R,
T UEFI Z$AA9IR BB T -

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.module-
signing

4 LAY UEFI ZEAHITF:

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst module key.de

r

3. EfiRmAS:

reboot
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FNERENZ IP
XFUES
* EB %% ONTAP Mediator 9 Linux EH LHRITIHES,
* {RTEREE ONTAP Mediator f&, ENAD IP b 4T, FHitBEEZIEPBABERE A RITLER(E,
* Kial B2 B BMAZREENE=FILPE, BAECEALESERERILR. NREEEERIESD,

M T AR LI,
p
FAEFENCRIGN BEZIES:

1. EFZ5H ONTAP Mediator:
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./make self signed certs.sh overwrite

[root@xyz000123456 ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@xyz000123456 server configl# ./make self signed certs.sh overwrite

Adding Subject Alternative Names to the self-signed server certificate
#

# OpenSSL example configuration file.

Generating self-signed certificates

Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)
Generating a RSA private key

Signature ok

subject=C = US, ST = California, L = San Jose, O = "NetApp, Inc.", OU =
ONTAP Core Software, CN = ONTAP Mediator, emailAddress =
support@netapp.com

Getting CA Private Key

[root@xyz000123456 server configl# systemctl restart ontap mediator



ENZ ONTAP Mediator

MENE, 57TFS ONTAP BUEIZGEIE, ONTAP Mediator,

Feazai
ARSI FF ONTAP Mediator 5 ONTAP HUiE S, AR REBEMRIFE,

XFUES
FE &% ONTAP Mediator BY Linux EA1_EHRITUES,

IRFARALLEr <, NAREFEEATRERETITESS, MATNRBIRHAR:
/usr/local/bin/uninstall ontap mediator

WIE
1. E)Z, ONTAP Mediator:

uninstall ontap mediator

[root@mediator-host ~]# uninstall ontap mediator
ONTAP Mediator: Self Extracting Uninstaller

+ Removing ONTAP Mediator. (Log:

/tmp/ontap mediator.GmRGdA/uninstall ontap mediator/remove.

+ Remove successful.
[root@mediator-host ~1#

log)
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