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* HEHTMABER ONTAP Mediator ZEIZTTEEREFN, ©ENEIHFiRAEHIEREHWIAFR:

ONTAP Mediator will be upgraded from version <current-version> to <new-
version>.

Do you wish to continue? Y (es)/n(o):
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[root@mediator host ~]# ontap-mediator-1.11.0/ontap-mediator-1.11.0
ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive

+ Performing the ONTAP Mediator run-time code signature check
Using openssl from the path: /usr/bin/openssl configured for

CApath:/etc/pki/tls

+ Unpacking the ONTAP Mediator installer

ONTAP Mediator requires two user accounts. One for the service

(netapp), and one for use by ONTAP to the mediator API

(mediatoradmin) .

Using default account names: netapp + mediatoradmin

Enter ONTAP Mediator user account (mediatoradmin) password:
Re-Enter ONTAP Mediator user account (mediatoradmin) password:

+ Checking if SELinux is in enforcing mode



+ Checking for default Linux firewall

+ Installing required packages.

Last metadata expiration check: 0:03:56 ago on Mon 20 Apr 2026
02:49:08 PM EDT.
Package openssl-1:3.5.1-7.el9 7.x86 64 is already installed.
Package openssl-devel-1:3.5.1-7.el19 7.x86 64 is already installed.
Package kernel-devel-5.14.0-611.45.1.el19 7.x86 64 is already
installed.
Package kernel-modules-core-5.14.0-611.45.1.e19 7.x86 64 is already
installed.
Package gcc-11.5.0-11.e19.x86 64 is already installed.
Package make-1:4.3-8.e19.x86 64 is already installed.
Package which-2.21-30.el9 6.x86 64 is already installed.
Package libselinux-utils-3.6-3.e19.x86 64 is already installed.
Package patch-2.7.6-16.e19.x86 64 is already installed.
Package perl-Data-Dumper-2.174-462.e19.x86 64 is already installed.
Package perl-ExtUtils-MakeMaker-2:7.60-3.el9.noarch is already
installed.
Package bzip2-1.0.8-10.el19 5.x86 64 is already installed.
Package efibootmgr-16-12.e19.x86 64 is already installed.
Package mokutil-2:0.7.2-1.e19.x86 64 is already installed.
Package python3-pip-21.3.1-1.el9.noarch is already installed.
Package elfutils-libelf-devel-0.193-1.e19.x86 64 is already installed.
Package policycoreutils-python-utils-3.6-3.el9.noarch is already
installed.
Package python3.12-3.12.12-4.e19 7.2.x86 64 is already installed.
Package python3.12-devel-3.12.12-4.el19 7.2.x86 64 is already
installed.
Dependencies resolved.
Nothing to do.
Complete!
OS package installations finished
+ Installing ONTAP Mediator. (Log: /root/ontap mediator.uigddi/ontap-
mediator-1.11.0/ontap-mediator-1.11.0/install 20260420145003.109)
This step will take several minutes. Use the log file to view
progress.
Sudoer config verified
ONTAP Mediator rsyslog and logging rotation enabled
+ Install successful. (Moving log to



/opt/netapp/lib/ontap mediator/log/install 20260420145003.109)

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior
to use for production.

For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current
0S. Using 'yum update' to upgrade the kernel might cause
service interruption.
For more information, see /opt/netapp/lib/ontap mediator/README
[root@mediator host ~1# ontap-mediator-1.12.1/ontap-mediator-1.12.1

ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive

+ Performing the ONTAP Mediator run-time code signature check
Using openssl from the path: /usr/bin/openssl configured for

CApath:/etc/pki/tls

+ Unpacking the ONTAP Mediator installer

+ ONTAP MEDIATOR INSTALL HTTPS ONLY is set to '0O', args are: ''

+ Starting ONTAP Mediator install/update process: previous

installation mode is ''

ONTAP Mediator can be installed with iSCSI and HTTPS support, or
support for HTTPS only.

Do you wish to install ONTAP Mediator with iSCSI and HTTPS support?
Y(es)/n(o): yes

ONTAP Mediator will be installed with mode: ISCSI HTTPS

+ Selected install package mode: ISCSI HTTPS

ONTAP Mediator will be upgraded from version 1.11.0 to 1.12.1.

Do you wish to continue? Y(es)/n(o): yes
Capturing support bundle to save pre-upgrade configuration. API
Credentials are required.
Mediator API User Name: mediatoradmin
Password: Running plugins, please wait...



Creating tar archive...

Support bundle has been generated at

/opt/netapp/data/support bundles/scs001097036-1 1776711598 BASIC.tgz
Testing the DB can be upgraded

Cloning database...

Cloning successful.

Verifying database is up-to-date...

Database out-of-date.Migrations are necessary:

Current revision: 0d5dcf349b27, Head revision: 758e4873c40d
Performing database migrations against clone...

Migrations successful.

Database upgrade operation complete.

+ Adding python312 specific packages

+ Upgrading ONTAP Mediator. (Log: /root/ontap mediator.gwaGmU/ontap-
mediator-1.12.1/ontap-mediator-1.12.1/upgrade 20260420145942.109)

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior
to use for production.

For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current
0S. Using 'yum update' to upgrade the kernel might cause
service interruption.
For more information, see /opt/netapp/lib/ontap mediator/README
[root@mediator host ~]1#

V {X3Z#5 HTTPS #J ONTAP Mediator 74 fil (EHI&MHLH)
[root@mediator host~]# ontap-mediator-1.11.0/ontap-mediator-1.11.0
ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive

+ Performing the ONTAP Mediator run-time code signature check
Using openssl from the path: /usr/bin/openssl configured for

CApath:/etc/pki/tls

+ Unpacking the ONTAP Mediator installer

ONTAP Mediator requires two user accounts. One for the service

(netapp), and one for use by ONTAP to the mediator API



(mediatoradmin) .

Using default account names: netapp + mediatoradmin

Enter ONTAP Mediator user account (mediatoradmin) password:
Re-Enter ONTAP Mediator user account (mediatoradmin) password:

+ Checking if SELinux is in enforcing mode

+ Checking for default Linux firewall

+ Installing required packages.

Last metadata expiration check: 0:33:41 ago on Tue 21 Apr 2026
10:48:35 AM EDT.

Package openssl-1:3.5.1-7.el19 7.x86 64 1is already installed.
Package openssl-devel-1:3.5.1-7.el19 7.x86 64 is already installed.
Package kernel-devel-5.14.0-611.45.1.el19 7.x86 64 is already
installed.

Package kernel-modules-core-5.14.0-611.45.1.e19 7.x86 64 is already
installed.

Package gcc-11.5.0-11.e19.x86 64 is already installed.

Package make-1:4.3-8.e19.x86 64 is already installed.

Package which-2.21-30.el9 6.x86 64 is already installed.

Package libselinux-utils-3.6-3.e19.x86 64 is already installed.
Package patch-2.7.6-16.e19.x86 64 is already installed.

Package perl-Data-Dumper-2.174-462.e19.x86 64 is already installed.
Package perl-ExtUtils-MakeMaker-2:7.60-3.el9.noarch is already
installed.

Package bzip2-1.0.8-10.el9 5.x86 64 is already installed.

Package efibootmgr-16-12.e19.x86 64 is already installed.

Package mokutil-2:0.7.2-1.e19.x86 64 is already installed.

Package python3-pip-21.3.1-1.el9.noarch is already installed.
Package elfutils-libelf-devel-0.193-1.e19.x86 64 is already installed.
Package policycoreutils-python-utils-3.6-3.el9.noarch is already
installed.

Package python3.12-3.12.12-4.e19 7.2.x86 64 is already installed.
Package python3.12-devel-3.12.12-4.el9 7.2.x86 64 is already
installed.

Dependencies resolved.



Nothing to do.
Complete!
OS package installations finished
+ Installing ONTAP Mediator. (Log: /root/ontap mediator.JclgnS/ontap-
mediator-1.11.0/ontap-mediator-1.11.0/install 20260421112205.109)
This step will take several minutes. Use the log file to view
progress.
Sudoer config verified
ONTAP Mediator rsyslog and logging rotation enabled
+ Install successful. (Moving log to
/opt/netapp/lib/ontap mediator/log/install 20260421112205.10og9)

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior
to use for production.

For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current
0S. Using 'yum update' to upgrade the kernel might cause

service interruption.

For more information, see /opt/netapp/lib/ontap mediator/README
[root@mediator host~]#
[root@mediator host~]# tar -zxvf ontap-mediator-1.12.1.tgz
ontap-mediator-1.12.1/
ontap-mediator-1.12.1/csc-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.12.1/tsa-prod-ONTAP-Mediator.pem
ontap-mediator-1.12.1/csc-prod-ONTAP-Mediator.pem
ontap-mediator-1.12.1/tsa-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.12.1/0ONTAP-Mediator-production.pub
ontap-mediator-1.12.1/ontap-mediator-1.12.1
ontap-mediator-1.12.1/ontap-mediator-1.12.1.sig
ontap-mediator-1.12.1/ontap-mediator-1.12.1.tsr
ontap-mediator-1.12.1/ontap-mediator-1.12.1.sig.tsr
[root@mediator host~]#
[root@mediator host~]# ontap-mediator-1.12.1/ontap-mediator-1.12.1
--https-only

ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive



+ Performing the ONTAP Mediator run-time code signature check
Using openssl from the path: /usr/bin/openssl configured for

CApath:/etc/pki/tls

+ Unpacking the ONTAP Mediator installer

+ ONTAP MEDIATOR INSTALL HTTPS ONLY is set to 'l', args are: ''

+ Starting ONTAP Mediator install/update process: previous

installation mode is ''

+ Selected install package mode: HTTPS ONLY

ONTAP Mediator will be upgraded from version 1.11.0 to 1.12.1.

Do you wish to continue? Y(es)/n(o): yes
Capturing support bundle to save pre-upgrade configuration. API
Credentials are required.
Mediator API User Name: mediatoradmin
Password: Running plugins, please wait...

Creating tar archive...
Support bundle has been generated at
/opt/netapp/data/support bundles/scs001097036-1 1776785423 BASIC.tgz
Testing the DB can be upgraded
Cloning database...
Cloning successful.
Verifying database is up-to-date...
Database out-of-date.Migrations are necessary:
Current revision: 0d5dcf349b27, Head revision: 758e4873c40d
Performing database migrations against clone...
Migrations successful.
Database upgrade operation complete.
+ Adding python312 specific packages
+ Upgrading ONTAP Mediator. (Log: /root/ontap mediator.cRyOmN/ontap-
mediator-1.12.1/ontap-mediator-1.12.1/upgrade 20260421113003.109)
fapolicyd not installed or no rules.d directory found, skipping
fapolicyd configuration
ONTAP Mediator rsyslog and logging rotation enabled
+ Upgrade successful. (Moving log to
/opt/netapp/lib/ontap mediator/log/upgrade 20260421113003.1og) \n

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior



to use for production.
For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current
0S. Using 'yum update' to upgrade the kernel might cause
service interruption.
For more information, see /opt/netapp/lib/ontap mediator/README

[root@mediator host ~]#
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[rootmediator-host ~]# tar -czf ontap mediator file backup.tgz -C
/opt/netapp/lib/ontap mediator ./log

./ontap mediator/server config/ontap mediator.user config.yaml
[rootmediator-host ~]# tar -tf ontap mediator file backup.tgz
./log/

./log/ontap mediator.log

./log/scstadmin.log

./log/ontap mediator stdout.log
./log/ontap mediator requests.log

./log/install 20230419134611.log

./log/scst.log

./log/ontap mediator syslog.log

./ontap mediator/server config/ontap mediator.user config.yaml


uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html

[rootmediator-host ~]#

2. M leapp-upgrade TEHITHE:

[rootmediator-host ~]# leapp preupgrade --target 9.8
..<snip upgrade checks>..
..<fix issues found>..

[rootmediator-host ~]# leapp upgrade --target 9.8
..<snip upgrade>..

[rootmediator-host ~]# cat /etc/os-release | head -2

NAME="Red Hat Enterprise Linux"

VERSION="8.4 (Ootpa)"

[rootmediator-host ~]#

3. BRI ONTAP Mediator:

() =% ONTAP Mediator BIEITHRSE, MBI BEXHEER

[rootmediator-host ~]# ontap-mediator-1.12.1/ontap-mediator-1.12.1
ONTAP Mediator: Self Extracting Installer

..<snip installation>..
[rootmediator-host ~]#

4. {21t ontap_mediator:

[rootmediator-host ~]# systemctl stop ontap mediator
[rootmediator-host ~]#

o B BEX M

[rootmediator-host ~]# tar -xf ontap mediator file backup.tgz -C
/opt/netapp/lib/ontap mediator
[rootmediator-host ~]#

6. IB5h ontap_mediator:

[rootmediator-host ~]# systemctl start ontap mediator
[rootmediator-host ~]#
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7. Y5FRE ONTAP B EIMEZTIFREHI ONTAP RfZSS:

MetroCluster EF IP

siteA::> metrocluster configuration-settings mediator show
Mediator IP Port Node Configuration
Connection

Status Status

172.31.40.122

31784 siteA-node?2 true false
siteA-nodel true false
siteB-node?2 true false
siteB-node?2 true false

siteA::> metrocluster configuration-settings mediator remove

Removing the mediator and disabling Automatic Unplanned Switchover. It
may take a few minutes to complete.

Please enter the username for the mediator: mediatoradmin

Please enter the password for the mediator:

Confirm the mediator password:

Automatic Unplanned Switchover is disabled for all nodes...

Removing mediator mailboxes...

Successfully removed the mediator.

siteA::> metrocluster configuration-settings mediator add -mediator
-address 172.31.40.122

Adding the mediator and enabling Automatic Unplanned Switchover. It may
take a few minutes to complete.

Please enter the username for the mediator: mediatoradmin

Please enter the password for the mediator:

Confirm the mediator password:

Successfully added the mediator.

siteA::> metrocluster configuration-settings mediator show
Mediator IP Port Node Configuration
Connection

Status Status

172.31.40.122

31784 siteA-node?2 true true
siteA-nodel true true
siteB-node?2 true true

siteB-node?2 true true



siteA::>

SnapMirror ;EEH[ES

3+F SnapMirror JERIEIY , ETLEEFHLEEZMEIT /opt/netapp Z MY TLS IiEP, FIHMIERTEETE
lopt/netapp FHIIEF,

peerl::> snapmirror mediator show
Mediator Address Peer Cluster Connection Status Quorum Status

172.31.49.237 peer?2 unreachable true

peerl::> snapmirror mediator remove -mediator-address 172.31.49.237

-peer-cluster peer2
Info: [Job 39] 'mediator remove' job queued

peerl::> job show -id 39

Owning
Job ID Name Vserver Node State
39 mediator remove peerl peerl-nodel Success

Description: Removing entry in mediator

peerl::> security certificate show -common-name ONTAPMediatorCA

Vserver Serial Number Certificate Name Type

4A790360081F41145E14C5D7CE721DC6C210007F
ONTAPMediatorCA server-
ca
Certificate Authority: ONTAP Mediator CA
Expiration Date: Mon Apr 17 10:27:54 2073

peerl::> security certificate delete -common-name ONTAPMediatorCA *
1 entry was deleted.

peerl::> security certificate install -type server-ca -vserver peerl

Please enter Certificate: Press <Enter> when done
..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for future

reference.



The installed certificate's CA and serial number for reference:
CA: ONTAP Mediator CA
serial: 44786524464C5113D5EC966779D3002135EA4254

The certificate's generated name for reference: ONTAPMediatorCA

peer2::> security certificate delete -common-name ONTAPMediatorCA *
1 entry was deleted.

peer2::> security certificate install -type server-ca -vserver peer2
Please enter Certificate: Press <Enter> when done

..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for future
reference.

The installed certificate's CA and serial number for reference:

CA: ONTAP Mediator CA

serial: 44786524464C5113D5EC966779D3002135EA4254

The certificate's generated name for reference: ONTAPMediatorCA

peerl::> snapmirror mediator add -mediator-address 172.31.49.237 -peer

-cluster peer2 -username mediatoradmin

Notice: Enter the mediator password.

Enter the password:
Enter the password again:

Info: [Job: 43] 'mediator add' job queued

peerl::> job show -id 43

Owning
Job ID Name Vserver Node State
43 mediator add peerl peerl-node?2 Success

Description: Creating a mediator entry

peerl::> snapmirror mediator show

Mediator Address Peer Cluster Connection Status Quorum Status

172.31.49.237 peer?2 connected true
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peerl::>

PSS

* "security certificate delete

* "security certificate install"
* "security certificate show"
* "snapmirror mediator add"
 "snapmirror mediator remove"

» "storage iscsi-initiator show"

BiE ONTAP Mediator B4
e L B E ONTAP Mediator EHwEY, BIESIEBEXNSENIEES

ONTAP Mediator Il B IS &

ONTAP Mediator X5 % aAiBIZE., XEIGBEMERIABETE low_space_threshold_mib: 10" R4 i,
B EALTF

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.user c
onfig.yaml

METE “ontap_mediator.user_config.yaml' PRFF BB ESIIAE, FHIEFTE ONTAP Mediator A4k {RE

fEE% “ontap_mediator.user_config.yaml'f&, ZH /B ONTAP Mediator:

systemctl restart ontap mediator

MNBEE, oJLERATHNZER ONTAP Mediator B 1%,

@ ontap mediator.config.yaml FHVEMERIAMBEFRRED, E797E ONTAP Mediator F4RHA
B REBIENEHIE,

A L@ IEFrET 25 H1% ontap_mediator.user_config.yaml {4 LATE = ZRINIR B RIEEL ONTAP Mediator
B

LZEEE=7 SSL P
EATLLESEEK ONTAP Mediator BRBE X4, EIINB S ZIEPBEEHNE =7 SSLiEH,

ERRNBERIEPBEMRNE=7 SSLIER, BHEUATXHHRNELE MY :

* /opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con
fig.yaml
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https://docs.netapp.com/us-en/ontap-cli/security-certificate-delete.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-mediator-add.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-mediator-remove.html
https://docs.netapp.com/us-en/ontap-cli/storage-iscsi-initiator-show.html

° /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

XA T 2 AF154%] ONTAP Mediator {EBRYIER 4.

ONTAP Mediator 1.9 X E = Ak

"/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi

ator.config.yaml’® XHHEEZTRIIBHNRIATE,

TR
cert path
key path

ca_cert path

ca_key path

ca_serial path

cert valid days

x509 passin pwd

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.srl

1095

pass:ontap

* cert valid days AFIRERFIHIEBHNEIAE, RAXEN=ZF (1095 X) .

* x509 passin pwd = EERBEFIHIEPHRIBEIE,

TRIIEMRINTEEESTE /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini X

e,

TR
rE

mediator cert

mediator key

ca_cert path

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.crt

15



ONTAP Mediator 1.8 ;X E £ hRZx

"/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi

ator.config.yaml’® XHHEEZTRIIHHAKIATE,

TE iz 2E
cert path /opt/netapp/lib/ontap mediator/ontap m

ediator/server config/ontap mediator s
erver.crt

key path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

ca cert path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.crt

ca_ key path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.key

ca serial path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.srl

cert valid days 1095

x509 passin pwd pass:ontap

* cert valid days AFIEERFIHEBHNEERTE, RAEN=ZF (1095 X) .

* x509 passin pwd BEEREFIHIEBHNZDIEIE,

TRIIBHNRINEEBSTE /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini X
R,

TE iz 2E
mediator cert /opt/netapp/lib/ontap mediator/ontap m

ediator/server config/ontap mediator s
erver.crt

mediator key /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

ca cert path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.crt

NRBEAX LR, IFEFMBEN ONTAP Mediator LINFAER. B XIAIERE=HFIEBERINERIFAIR
B, 5 "AREENSE=FIEREREERIER"

AL BB TR
U8 B TR I R IR TSN & AR

16



EEAZIhEE, B8 E "window_seconds ' “retry_limit BY{Eo

P
* Bt 5 DHBBENEL, ARKITHEREANTRNK:

authentication lock window seconds: 300

* MREEBORRRERRKRM, BHUEKS
authentication retry limit: 5

FIREREASRR X AR ERIERKFEZHBEBNRENFM, MMEERTERE,

authentication failure delay seconds: 5

authentication failure delay seconds: 0 # seconds (float) to delay
failed auth attempts prior to response, 0 = no delay
authentication lock window seconds: null # seconds (int) since the
oldest failure before resetting the retry counter, null = no window
authentication retry limit: null # number of retries to allow
before locking API access, null = unlimited

FEERE AN
T ELIZE] ONTAP Mediator APl Fi ¢ BYZERS 8 Z+ 14K

password min length: 8

password max length: 64

password uppercase chars: 0 # min. uppercase characters

password lowercase chars: 1 # min. lowercase character

password special chars: 1 # min. non-letter, non-digit
password nonletter chars: 2 # min. non-letter characters (digits,

specials, anything)

EEE ONTAP Mediator ﬁ%ﬁﬁ*ﬂ H /l_.\I|E—|.| E; @}E—J}Eﬁ ET.IFEHE*D1%WJE,J H IL;\IIE—.IO

FcEN A=iEIEE
LGB T LUES /opt/netapp/lib/ontap_mediator #452 _EFRERIA A 8],
MR EMREFIRENEE, WRSKAHESSEMN.
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low space threshold mib: 10

FEE QS8

% 'RESERVE_LOG_SPACE IEEHIFEIRERTH. BIAERL T, ONTAP Mediator ZES N HESIE— N EIR
LR ESIEl, REREFEL0IE— N EIT 700MB M EMEREA/NFSE, 1 IBTF ONTAP Mediator H5iE
Fo

EXRILINgEHERAEETE, BRITUTSE:
1. LT XA, ¥ RESERVE_LOG_SPACE BIfEM 1 B 0:

/opt/netapp/lib/ontap mediator/tools/mediator env

a. BITUATFa<:

cat /opt/netapp/lib/ontap mediator/tools/mediator env | grep
"RESERVE LOG_ SPACE"

RESERVE_LOG_SPACE=0

b. | E5H ONTAP Mediator:

systemctl restart ontap mediator

ESEMBALLIIEE, BBEM 0 B 1, AREMBEH Mediator,

@ EHET R ZEYIRARBRIB AE. IRHERFE) Mediator /5, B&MFAIEURNESE,
SAIEIS B mh B Y Bkt = Ia),

B ONTAP Mediator FHF ZF1Z345
MZET ONTAP Mediator Y Linux FEA1E X ONTAP Mediator FAF & 3%,

ENAFE
AUERU TS BERAFE.

XFUES
EE LR % ONTAP Mediator BY Linux EA_EHRITUES,

NRFTEIARIES, WAREREERATREREEITZSS, WUTREIPAR:
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/usr/local/bin/mediator username

Ni

L

WEZRL TRz — B AR

i

* &I (a): i&1TE8< “mediator_change user HIANIRR, SO TFHIFAR:

[root@mediator-host ~1# mediator change user
Modify the Mediator API username by entering the following values:
Mediator API User Name: mediatoradmin
Password:
New Mediator API User Name: mediator
The account username has been modified successfully.
[root@mediator-host ~]#

* &I (b) @ BITUTF®HS:
MEDIATOR_USERNAME=mediator MEDIATOR_PASSWORD=mediator2

MEDIATOR NEW USERNAME=mediatoradmin mediator change user

[root@mediator-host ~]# MEDIATOR USERNAME=mediator
MEDIATOR PASSWORD='mediator2' MEDIATOR NEW USERNAME=mediatoradmin
mediator change user
The account username has been modified successfully.
[root@mediator-host ~]1#

AT
ERTMER I TS BE R,

EXFIESE
EEZZE ONTAP Mediator B9 Linux X EHITLEES,

NRFTEIARIES, NAEREERATERIEEITZNS, MUTREIRFAR:

/usr/local/bin/mediator change password

Ni

®

WER L TRz — B

i

* ¥EIM (a) : i@fT ‘mediator_change_password 88 < H N IER, WL FREIFRR:

[root@mediator-host ~]1# mediator change password
Change the Mediator API password by entering the following values:
Mediator API User Name: mediatoradmin
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0ld Password:
New Password:
Confirm Password:
The password has been updated successfully.
[root@mediator-host ~]#
© I (b) : BT TS

MEDIATOR USERNAME=mediatoradmin MEDIATOR PASSWORD=mediatorl
MEDIATOR NEW PASSWORD=mediator2 mediator change password

T 2R M “mediator1”E 2L “mediator2”

[root@mediator-host ~]# MEDIATOR USERNAME=mediatoradmin
MEDIATOR PASSWORD=mediatorl MEDIATOR NEW PASSWORD=mediator2
mediator change password

The password has been updated successfully.

[root@mediator-host ~]#

BhF1{=1E ONTAP Mediator
EBAP TN EFBAIRSE, SLESEFHEE) ONTAP Mediator #1 SCST,

{Z1E ONTAP Mediator
ZE{Z 1 ONTAP Mediator, iEHITIUTHE:

g
1. {21k ONTAP Mediator:

systemctl stop ontap mediator
2. {1k SCST:
systemctl stop mediator-scst

3. 2 M ONTAP @f#28%0 SCST:

systemctl disable ontap mediator mediator-scst
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JBTH ONTAP Mediator
EEHE A ONTAP Mediator, HHITUTHE:

g
1. IS ONTAP J@f#285%0 SCST:

systemctl enable ontap mediator mediator-scst

2. |35 SCST:

systemctl start mediator-scst

3. J35h ONTAP Mediator:

systemctl start ontap mediator

I&iF ONTAP Mediator iz{TIRR

IS3F ONTAP Mediator & 1EEi51T.

WIEARSSIATS
TR

1. &Z%F ONTAP Mediator BOIRE :

systemctl status ontap mediator

[root@mediator host ~]# systemctl status ontap mediator

ontap mediator.service - ONTAP Mediator

Loaded: loaded (/etc/systemd/system/ontap mediator.service; enabled;
vendor preset: disabled)
Active: active (running) since Mon 2022-04-18 10:41:49 EDT; 1 weeks O
days ago

Process: 286710 ExecStop=/bin/kill -s INT SMAINPID (code=exited,
status=0/SUCCESS)
Main PID: 286712 (uwsgi)

Status: "uWSGI is ready"
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Tasks: 3 (limit: 49473)
Memory: 139.2M
CGroup: /system.slice/ontap mediator.service

F—286712 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

F—286716 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

L—286717 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

[root@mediator host ~]#

b. &F SCST ARSHIRE:

@ MBI LRETNFHIF HTTPS B9 ONTAP Mediator 1.12 SkE S AR, Nk SCST &
, AT ABGE e ESS,

systemctl status mediator-scst

+
[root@mediator host ~]# systemctl status mediator-scst
Loaded: loaded (/etc/systemd/system/mediator-scst.service; enabled;
vendor preset: disabled)
Active: active (running) since Mon 2022-04-18 10:41:47 EDT; 1 weeks O
days ago
Process: 286595 ExecStart=/etc/init.d/scst start (code=exited,
status=0/SUCCESS)
Main PID: 286662 (iscsi-scstd)
Tasks: 1 (limit: 49473)
Memory: 1.2M
CGroup: /system.slice/mediator-scst.service
L—286662 /usr/local/sbin/iscsi-scstd
[root@mediator host ~]#
FFIA I G

1. #3ik ONTAP Mediator {EBIEO

netstat -anlt | grep -E '3260|31784"

[root@scsprl1905507001 ~]# netstat -anlt | grep -E '3260]31784"
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tcp 0 0 0.0.0.0:31784 0.0.0.0:* LISTEN
tcp 0 0 0.0.0.0:3260 0.0,0,08% LISTEN

tcpe O 0 :::3260 388% LISTEN

SR
B4 ONTAP Mediator =M MG BEZIEPH
LENZE IP bt EEIMEIEBIEMET, NI ENERER

FENISESEANSER
() iR(RAEEST ONTAP Mediator 1.7 HERBATAN RS LB 5H.

XFIES
* EE L% ONTAP Mediator B9 Linux E#1 EHITIES,
* RBETEREE ONTAP Mediator f5, HFENBENZ K IP it L EFEXMEHERNBERIERIE, &
7 RERATILAESS
. [I’E.;;ii%%iE%%&%%&E’\J%EHiE%%%E, BAEFRILASERERIIRE,. ROBEZIERESHL
HIEXM,

p
ERYERENEFERFNIR BERIES, BRITUTIE:

1. BT ONTAP Mediator:

./make self signed certs.sh overwrite

[root@xyz000123456 ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@xyz000123456 server configl# ./make self signed certs.sh overwrite

Adding Subject Alternative Names to the self-signed server certificate
#

# OpenSSL example configuration file.

Generating self-signed certificates

Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)
Generating a RSA private key
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Signature ok

subject=C = US, ST = California, L = San Jose, O = "NetApp, Inc.", OU =
ONTAP Core Software, CN = ONTAP Mediator, emailAddress =
support@netapp.com

Getting CA Private Key

% ONTAP Mediator BEX ZIEHERANZEEMNE=FIEH
MRMIESH, BEEERIERERABIEEMANEMABNAESIER,

* {XM ONTAP 9.16.1 FFIELAMTERLEIRERY ONTAP # ThRAFZRE=FHIEH. FS
@ %"NetApp Bugs Online Bug ID CONTAP-243278",

* {X7E1z1T ONTAP Mediator 1.7 SESRANARR XL =FIEH,

KFUES
* EE R ONTAP Mediator B Linux E4#_EHITIAES,

* MRFERERNEERIEBERAMZEENMBIERMANE (CA) RERIES, WA LHRITIE
Fo NTRAX—R, BNZENHRZEENRAEMIZE (PK) HHA,

* TEIERT & ONTAP Mediator IEHBHIAIE,

ONTAP Mediator Certificate Purposes

Root CA Intermediate Server Chain Server Cert Client Certs

* PKI used to secure * Used as a signing * Used for SSL *Used for HTTPS * Used by ONTAP for
the private authority mutual * Need the private mutual
Certificate « Creates the server authentication / kay for ancryption authentication
Authority’s key cert + signs all encryption ops = Unique per cluster

*Only need the client certs pair
public cert after * Needs a key + srl * Generated
signing the file to perform automatically
Intermediate CA signing when adding a
cert. mediator to a
cluster.
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https://mysupport.netapp.com/site/bugs-online/product/ONTAP/JiraNgage/CONTAP-243278

* TEIZRT Web R53251&E ] ONTAP Mediator IREMECE,

ONTAP Mediator Certificates
s v » Co \

sintermediate.crt =ontap_mediator_server.crt
sintarmediate. key sontap_mediator_server.key
sintermediate.srl

sroot_ca.crt

ontap_mediator_server.cri )
+ intermediate.crt

* ontap_mediator_server
_chain.crt

uwsgifontap_mediator.ini

‘WebServer Setup

+ set-placeholder = mediator_cert=/opt/netapp/lib/ontap_mediator/ontap_mediator/server_configfontap_mediator_server_chain.cr
* set-placeholder = mediator_key=fopt/netapp/lib/ontap_mediatorfontap_mediator/server_configfontap mediator_serverkey

» set-placeholder = ca_certificate=/opt/netapp/lib/ontap_mediatorfontap_mediator/server_config/root_ca.crt

ontap_mediator.user_config.yaml
ONTAP Mediator Server Setup

+ cert_path: fopt/netapp/lib/fontap_mediator/ontap_mediator/server_configiontap mediator servercrt'
* key_path: opt/netapp/libfontap_mediatorfontap_mediator/server_configlontap mediator_semverkey'
* ca_cert_path: Yopt/netapp/lib/ontap_mediatorfontap_mediator/server_config/intermediate.crt’

= ca_key_path: fopt/netapp/lib/fontap_mediator/fontap_mediator/server_configfintermediate. kay'

= ca_serial_path: Yopt/netapp/libfontap_mediatorfontap_mediator/server_configlintermediate sl

S MR CAIEBRIE =75 REUES
TR LGB AR BM PKI AIZEREGE S,

UTRAIER T REERIEFSS5EBRNNUT
*/opt/netapp/lib/ontap_mediator/ontap_mediator/server_config/ IE=HIFHE 5%,

@ 3BT ONTAP Mediator FREIE BN EE, BRI LLBEE SIEEREA UM PKI AL
MEREGER, 1ERIBEN I S H KRBT,

ONTAP Mediator 1.9 & E =R
1. QI8E—FA%H intermediate.key FI—MECEXM “openssl ca.cnf, fi PKI HIM9RFAERIE

o

a. & pifA$H intermediate.key:

Nl

openssl genrsa -aes256 -out intermediate.key 4096

b. FEE X openssl ca.cnf (fUF
/opt/netapp/lib/ontap mediator/ontap mediator/server config/openssl ca.c

nf) EXTERBERSUREEHNEE,
2. EARAMPNEEXHOIBIEPERIER intermediate.csr:

w5

openssl req -key <private key name>.key -new -out

25



26

<certificate csr name>.csr -config <config file name>.cnf

[root@mediator host server config]# openssl req -key
intermediate.key -new -config openssl ca.cnf -out intermediate.csr
Enter pass phrase for intermediate.key:

[root@mediator host server configl]# cat intermediate.csr

3. BIEBBZiER “intermediate.csr &i%E44 PKI HH1TEE,

PKI HAAIEIERHX . csr #HITER, MMEMIER " intermediate.crto lt4h, BWEFEM
PKI AAF3REXFT “intermediate.crt IEH#ITE R “root_ca.crt iEF.

XFEREE T HTTPS BY ONTAP Mediator B SnapMirror ERNEI S S EEH

(D MetroCluster IP BR&, 4905 "intermediate.crt' # “root_ca.crt iEFH7NNE] ONTAP
&8, ESR" N SnapMirror JETIES ECE ONTAP JEfZ2sF1&EEE "/ MetroCluster
IP B2& A& ONTAP Mediator",

ONTAP Mediator 1.8 &tE R hi7s
1. BU3EFLEA ca. key FMEEXH “openssl ca.cnf, fit PKI HAARERIEF,

a. £ FAEA ca. key:

]l

openssl genrsa -aes256 -out ca.key 4096

b. FEEXf openssl ca.cnf (fUF
/opt/netapp/lib/ontap mediator/ontap mediator/server config/openssl ca.c

nf) EXTERISEBHAEENEL,
2. ERPNRE XIS ZIER ca.csr!

i

openssl req -key <private key name>.key -new -out
<certificate csr name>.csr -config <config file name>.cnf

[root@mediator host server config]# openssl req -key ca.key -new
-config openssl ca.cnf -out ca.csr

Enter pass phrase for ca.key:

[root@mediator host server configl]# cat ca.csr


https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
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3.

FIE 2:

BHEPBERIENK “ca.csr Kixth PKI HIM#H1TER,

PKI HAA%IEIERHX . csr #HITER, MMEBIER "ca.crto Lbsh, TEFTZEM PKI HHIREX
3t “ca.crt IEFHHITERB “root_ca.crt IEH,

@ T SnapMirror SEEHREIS &R, HAUE ca.crt' 1 “root_ca.crt IEPHFINEI ONTAP &
Bf, 7BBIA" A SnapMirror JESIEZ ECE ONTAP BfR2SFEEE"

BEEAE =7 CAIEREZREMIRS[IES

ONTAP Mediator 1.9 &&= Rz
RSZESE R A THFATR “intermediate.key F1E =751EH "intermediate.crt &8, ItIh, ECEXH

*Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/openssl_server.cnf @ SHLEE M, XLE

MIETEH OpenSSL & HIARSS SIEBFAFRRIE %,

T an <8 AL A ARSS 2RIE T

p

1.

EERRSFIIEBEZIFER (CSR) , BM
/opt/netapp/lib/ontap mediator/ontap mediator/server config XHEHPEFEITLL 6
A\ .

<

openssl req -config openssl server.cnf -extensions v3 req -nodes -newkey
rsa:4096 -shabl2 -keyout ontap mediator server.key -out
ontap mediator server.csr

EM CSR &HARS2IETH, BM
/opt/netapp/lib/ontap mediator/ontap mediator/server config XHEHIEBEITLL 6
AN .

< .

@ XL HREM PKI ARG, WRERARIERRZFR, 15 intermediate.crt'
‘intermediate key B AKX X HF B,

openssl x509 -extfile openssl server.cnf -extensions v3 req -CA
intermediate.crt -CAkey intermediate.key -CAcreateserial -shab5l2 -days 1095
-req -in ontap mediator server.csr -out ontap mediator server.crt

° 3% "-CAcreateserial I A F £ B “intermediate.srl” {5,

ONTAP Mediator 1.8 & E 2 hRZA
IRSSEIEPATMEFALH "cakey MIE=UH ‘ca.crt R, I+, BEXH

*/opt/netapp/lib/ontap_mediator/ontap_mediator/server_config/openssl_server.cnf @ SRLLEM, XLE

MHEEH OpenSSL ik HIARSS BHIEBFARRIE %,

AR ap < AT LA AR S5 88 o

1

Z3

1.

BEMRSF[ERERIBER (CSR) , IBM
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/opt/netapp/lib/ontap mediator/ontap mediator/server config XHFAIEITLLT
ALA .
Ciaieod

openssl reqg -config openssl server.cnf -extensions v3 req -nodes -newkey
rsa:4096 -shabl2 -keyout ontap mediator server.key -out
ontap mediator server.csr

2. EM CSR EFRSZ28IER, BM
/opt/netapp/lib/ontap mediator/ontap mediator/server config XHEHIEBEITLL 6
AN .
< .

@ XEHZM PKIHIADIRIGE. SIRERFRBNER R, 155 ca.crt' M “ca key &t
PR,

openssl x509 -extfile openssl server.cnf -extensions v3 req -CA ca.crt
-CAkey ca.key -CAcreateserial -shabl2 -days 1095 -reqg -in
ontap mediator server.csr -out ontap mediator server.crt

° 3% "-CAcreateserial A F 4R “ca.srl’ X5,

1% 3. £ ONTAP Mediator Bt EHERIIE =7 CA IEPMIRSIFIES

ONTAP Mediator 1.10 & ES k4

WEREEEMAT
*Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml' BYEZ & XX {4+
121148 ONTAP Mediator, ZXHEEUTEM:

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.crt’

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.key'

ca_ serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.srl'

* cert path fl key path @IRFZ[/IERLTE,

* ca_cert path. ‘ca_key_path'#l ‘ca_serial_path'& CAIERZTE,
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$IE
1. ¥8FrE intermediate.* XHEEANE=IEH,
2. M “intermediate.crt' #] “ontap_mediator_server.crt iE R IR IEHHE:

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

3. ¥ /opt/netappl/lib/ontap_mediator/uvicorn/config.json" 15
B# ss1_keyfile. 'ssl_certfile’ #l 'ss|_ca_certs BI{E:

ssl keyfile:

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator

server.key

ssl certfile:

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator

server chain.crt

ssl ca certs:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

° ssl keyfile B2 ontap mediator server.crt X4RRRERE, B
ontap mediator server.keyo

° ssl _certfile {HR ontap mediator server chain.crt XHHIEEE,
° ssl_ca certs fER root ca.crt XHFRERR,
4. WIEERMIEBHNUTENRERSIER:
° Linux HFfE% . netapp:netapp
° Linux f&XfR: 600
5. BN ONTAP Mediator:

systemctl restart ontap mediator

ONTAP JAfi#2s 1.9.1 A1 1.9

IEPEEEMT
*lopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml’ BYEZ & X {4
1245 ONTAP Mediator, ZXH4HEEUTEM%:

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
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te.crt’

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.srl'

* cert path # key path BIRFZB[BIEFLE,

* ca_cert path. ‘ca_key_path'# ‘ca_serial_path'72 CAIEPLE,
-
1. ¥§FfE intermediate.* XHEENE=HIEH,
2. M intermediate.crt'#1 “ontap_mediator_server.crt iE B QI FEIEHEE:

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

3. E# “lopt/netappl/lib/ontap_mediator/uwsgi/ontap_mediator.ini" X
B mediator cert. ‘mediator_key #1 'ca_certificate’ (&

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

o

mediator cert {ER ontap mediator server chain.crt X{FRIEEZ,

° mediator key value f& ontap mediator server.crt X{FHHZEARE, B
‘ontap mediator server.keyo

° ca_certificate {ER root_ca.crt X{HFHIERIZo
4. WM ERBNEBHNU T RERTIER:

° Linux AFfE%#&: netapp:netapp

° Linux AFR: 600
5. EF/Z5N ONTAP Mediator:

systemctl restart ontap mediator



ONTAP Mediator 1.8 &R hx 7

IEPEEEEMT
*/opt/netapp/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml' BYEC & X 4
1RfH4e ONTAP Mediator, ZXHEEUTEM:

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt’

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'

ca serial path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl’

* cert path #l key path BIRSZB[IEHLE,

* ca_cert path. ‘ca_key_path'#l ‘ca_serial_path'@ CAIERZTE,

TR

1.
2.

BB ca.» XGBIRAE=IH,
M “ca.crt'# “ontap_mediator_server.crt' IEH B IFH5E:

cat ontap mediator server.crt ca.crt > ontap mediator server chain.crt
557 “/opt/netappl/lib/ontap_mediator/uwsgi/ontap_mediator.ini* {4
E#imediator cert. ‘mediator_key # ca_certificate’ BY{&:

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

o

mediator cert BE ontap mediator server chain.crt XHFBIERR,

° mediator key value s ontap mediator server.crt XHFHHZIHKE, B
‘ontap mediator server.keyo

° ca_certificate fER ‘root_ca.crt' XHFHIETR,

31



4. IEFERMEBHU T BB RS ER:
° Linux AFfE#&: netapp:netapp
° Linux AFR: 600

5. EF/E5N ONTAP Mediator:

systemctl restart ontap mediator

TR 4. (k) AE=FIEBERAHEMBREHZT

ONTAP Mediator 1.10 & EShRZA
o] LUIER B MARRETF intermediate.* WE=HIEH, EFE=HIEBEFEEEMWMUE,

TR
1. &

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.
user config.yaml XL ontap mediator.config.yaml XHFHHRINEEE,

WRIEM PKIHMIIREN Y intermediate.crt, FHIGEFI intermediate. key FEEMUE
"/opt/netapp/lib/ontap mediator/ontap mediator/server config, iy

“ontap_mediator.user_config.yaml X4 Rz 40 FFrR -

WNRIEEA “intermediate.crt &E T ‘ontap_mediator server.crt'ifH, M=ERK
(D intermediate.sitfr. BRIFMES, FENSE 20 BIEAE=S CAILEBEER
4R AR SS 2RI

[root@mediator host server config]# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:
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'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.key'

ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.srl'

a. NREEAEBENTR, root ca.crt IEPRMT—1 intermediate.crt IEPREE
ontap mediator server.crt JEH, JBM intermediate.crt #l
ontap mediator server.crt IEPEIERIEHEE:

@ ENIZIE LT TER R EAM PKI HIAEFKEX T “intermediate.crt' #

‘ontap_mediator_server.crt I,

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

b. % “/opt/netapp/lib/ontap_mediator/uvicorn/config.json X 14
B ss1_keyfile. ‘ssl_certfile’#0 "ssl_ca_certs'HI{&E:

ssl keyfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

ssl certfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

ssl ca_ certs:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

" ssl keyfile BEE ontap mediator server.crt XHRREERE, BN
ontap mediator server.keyo

" ssl certfile fER ontap mediator server chain.crt X{FRIEER,
" ssl ca certs BZ root ca.crt XHHIER IR0
@ SFEREE T HTTPS B9 ONTAP Mediator B9 SnapMirror ;E&HES £ E#H

MetroCluster IP E2&, E#50% “intermediate.crt' 1 “root_ca.crt IEFHARINE!
ONTAP £28%, FZIH"/y SnapMirror ;EEHEFSECE ONTAP JAf#EsF15EL"F"H
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MetroCluster IP EcE A& ONTAP Mediator",

C. WIEMERMAIERHUTRHISERTIER:
* Linux £AFfE#&: netapp:netapp
" Linux 1XPR: 600
2. FREXHHEINEHIERBE) ONTAP Mediator:

systemctl restart ontap mediator

ONTAP Ff#28 1.9.1 71 1.9
Eo] LUE B R MAETF "intermediate.* B = HIEH, HERE=ZAFIEREEEEMUE,

p
1. &

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.
user config.yaml XHLEE ontap mediator.config.yaml XHHHERINEEE,

MREM PKI HAIFREX Y intermediate.crt, FHEEFATH intermediate.key FEEMUE
*/opt/netapp/lib/ontap mediator/ontap mediator/server config, Il

“ontap_mediator.user_config.yaml XX Rz 40 FFrR -

WNRIEFEA “intermediate.crt &E T ‘ontap_mediator server.crt'ifH, M=%
@ ‘intermediate.srl’ X, BXFHAES, BEWNLE 2. ELdFEHE =7 CAIEPEER
RS 2B,

[root@mediator host server config]# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

id

# 'default mailboxes per target': 6
#

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'
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key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.key'

ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.srl'

a. MREERIEREET, root ca.crt IEREMET—1 intermediate.crt WEFREE
ontap mediator server.crt JEF, JEM intermediate.crt
ontap mediator server.crt IEPBEIEIEHHE:

(D IERZTELT FZRY R HAM PKI HIA93REX T “intermediate.crt' Al

“ontap_mediator_server.crt’ iE$,

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

b. E%f /opt/netapp/lib/ontap_mediator/uwsgi/ontap_mediator.ini’ 34
B# mediator cert. ‘mediator_key #1 'ca_certificate’ (&

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

mediator cert fHRE ontap mediator server chain.crt XHHERIRo

" mediator key {ER ontap mediator server.crt X{FHHEEKEZE, Bl
‘ontap mediator server.keyo

" ca_certificate {HRE ‘root_ca.crt X &R,

3FF SnapMirror W54 (SM-BC) 8, WIU4F intermediate.crt
root ca.crt IEFRAMNEI ONTAP ££8%, ESH "/ SnapMirror JETIEILELE
ONTAP JEfZ23FISEE+"S
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C. I AEMMIEPHNU T RSB RS IER:
* Linux £AFfE#& . netapp:netapp
* Linux #&XfR: 600
2. EREXHHEINERIYERBE ONTAP Mediator:

systemctl restart ontap mediator

ONTAP Mediator 1.8 & E 2 hRZA
oI UIERAB AR TF ca*WE=FIEH, WA E=AIEREEEEMUE,

p
1. &

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.
user config.yaml XIS ontap mediator.config.yaml XHHFHRKINEE(E,

NREM PKI HAIFRENT ca.crt, FHEHFAIR ca.key FHEEMLE
"/opt/netapp/lib/ontap mediator/ontap mediator/server config, Il
“ontap_mediator.user_config.yaml’ X {4 R 40 IR ;

@ WNREEA “ca.crt’ 3t ‘ontap mediator_server.crt IEPHITTER, MEER ca.srl'X
o BXFMAER, BENTE 2. BEIFEAE = CAIEPERRKEMRSIIER.

[root@mediator host server config]# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'



ca cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt’
ca key path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'
ca_ serial path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl’

a. NREFEAIVERLEEPR, root ca.crt IEBE/HET —1 ca.crt IEPREE

ontap mediator server.crt IEB, BM ca.crt Al ontap mediator server.crt IEF

BRI P5E:

(D EROZIES TEAI R HEM PKI HA93K12 T “ca.crt' # “ontap_mediator_server.crt'iE
$s

cat ontap mediator server.crt ca.crt > ontap mediator server chain.crt
b. % ‘/opt/netapp/lib/ontap_mediator/uwsgi/ontap_mediator.ini* {4
E#imediator cert. ‘mediator_key # ca_certificate’ BY{&:

set-placeholder = mediator cert =

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

set-placeholder = mediator key =

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

mediator cert {ER ontap mediator server chain.crt X{FHIEEZ,

" mediator key {HRE ontap mediator server.crt MHHHEEKREZE, B
‘ontap mediator server.keyo

" ca_certificate {HRE ‘root_ca.crt XFRIEETE,

3FF SnapMirror W Z51ELiME (SM-BC) 8%, #47U4§ “ca.crt'# “root_ca.crt'iE
(i) 702 ONTAP 8¢, SESI"A SnapMirror EENFIZAIE ONTAP JIAREEA
=S5:c
C. WIFFEMMIIEBHUTBIEISE BT IEH:
* Linux £AFfE#& . netapp:netapp
" Linux &PR: 600
2. EEEEXMHHEIIEHNENZE) ONTAP Mediator:

systemctl restart ontap mediator
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3t ONTAP Mediator iE 48> r) @UH 1 THIPE IS i
EXIIEP AR ITHIEHPRET, FRXERBRIIBEBES.

IEE HRE
A TS SRS AR,

ONTAP Mediator 1.9 ;X E =S hRZx

[root@mediator host server configl]# openssl x509 -in intermediate.crt
—-text -noout
Certificate:

Data:

Validity
Not Before: Feb 22 19:57:25 2024 GMT
Not After : Feb 15 19:57:25 2029 GMT

ONTAP Mediator 1.8 ;L E R hRZs

[root@mediator host server config]# openssl x509 -in ca.crt -text
—-noout
Certificate:

Data:

Validity

Not Before: Feb 22 19:57:25 2024 GMT
Not After : Feb 15 19:57:25 2029 GMT

IS CA JAERRY X509v3 § B
ERALUTHSIIE CA IAEFH X509v3 B,

ONTAP Mediator 1.9 JxE=hR s

£ openssl_ca.cnf HH "v3_ca  WEXBBMRTE intermediate.crt FERA "X509v3
extensionso

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server configl# cat openssl ca.cnf
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[ v3 ca ]

subjectKeyIdentifier = hash

authorityKeyIdentifier = keyid:always,issuer
basicConstraints = critical, CA:true

keyUsage = critical, cRLSign, digitalSignature, keyCertSign

[root@mediator host server configl# openssl x509 -in intermediate.crt
—-text -noout
Certificate:

Data:

X509v3 extensions:
X509v3 Subject Key Identifier:

9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Authority Key Identifier:

keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27

X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign

ONTAP Mediator 1.8 K E R hiZs
7f openssl ca.cnf HHY “v3_ca’ AEXBBEME ‘ca.crt HETRNA "X509v3 extensionso

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server configl# cat openssl ca.cnf

[ v3 ca ]

subjectKeyIdentifier = hash

authorityKeylIdentifier = keyid:always,issuer
basicConstraints = critical, CA:true

keyUsage = critical, cRLSign, digitalSignature, keyCertSign

[root@mediator host server config]# openssl x509 -in ca.crt -text
-noout
Certificate:

Data:

X509v3 extensions:
X509v3 Subject Key Identifier:
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9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Authority Key Identifier:

keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Basic Constraints: critical
CA:TRUE

X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign

IEARSS ERIE R I BRI X509v3 § /&

‘openssl server.cnf' FEEXHHREXH "v3 req’ BUEIEBHETRA "x509v3

extensions o

FELUTTOIR, ERILLEITERET ONTAP Mediator B Linux VM E3&1T8< "hostname -A'# “hostname -I’
KIKEY "alt_names ZHHHILE,

BEESMEEERBE AT EMERE.,

ONTAP Mediator 1.9 X E S ARk

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server config]# cat openssl server.cnf

[ v3 req ]

basicConstraints = CA:false

extendedKeyUsage = serverAuth

keyUsage = keyEncipherment, dataEncipherment
subjectAltName = @alt names

[ alt names ]
DNS.1
DNS. 2 abc-v6.company.com

IP.1 = 1.2.3.4

IP.2 = abcd:abcd:abcd:abcd:abed:abed

abc.company.com

[root@mediator host server config]# openssl x509 -in intermediate.crt
—-text -noout
Certificate:

Data:
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X509v3 extensions:

X509v3 Basic Constraints:
CA:FALSE

X509v3 Extended Key Usage:
TLS Web Server Authentication

X509v3 Key Usage:
Key Encipherment, Data Encipherment

X509v3 Subject Alternative Name:
DNS:abc.company.com, DNS:abc-v6.company.com, IP

Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcecd:abced:abed

ONTAP Mediator 1.8 ;L E R4S

[root@mediator host server configl# pwd

/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@mediator host server configl# cat openssl server.cnf

[ v3 req ]

basicConstraints = CA:false

extendedKeyUsage = serverAuth

keyUsage = keyEncipherment, dataEncipherment
subjectAltName = @alt names

[ alt names ]

DNS.1 = abc.company.com

DNS.2 = abc-v6.company.com

IP.1 = 1.2.3.4

IP.2 = abcd:abcd:abcd:abcd:abced:abcd

[root@mediator host server config]# openssl x509 -in ca.crt -text
-noout
Certificate:

Data:

X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Extended Key Usage:
TLS Web Server Authentication
X509v3 Key Usage:
Key Encipherment, Data Encipherment
X509v3 Subject Alternative Name:
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DNS:abc.company.com, DNS:abc-v6.company.com, IP
Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcecd:abed:abed

FIFAAR & SIEBILES
TR IR E AR & SIE BT,

AANEZAFIER _LERALT OpenSSL 85,

ONTAP Mediator 1.9 ;X E =S hRZx

[root@mediator host server configl]# openssl rsa -noout -modulus -in
intermediate.key | openssl md5

Enter pass phrase for intermediate.key:

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

[root@mediator host server config]# openssl x509 -noout -modulus -in
intermediate.crt | openssl md5

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

ONTAP Mediator 1.8 xE R AR

[root@mediator host server configl]# openssl rsa -noout -modulus -in
ca.key | openssl mdb

Enter pass phrase for ca.key:

(stdin)= 14c6b98b0c7c59012blde89eeed4a9dbc

[root@mediator host server configl]# openssl x509 -noout -modulus -in
ca.crt | openssl mdb

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

WRFEER -modulus BHEITED, MREBAABFIEPXEREN, FEAIUDREIE
HIAMIFE CAIEFEIE T ARSSS/IEH
TR LMER U THTRIERSZJ[MEBESEMFE CAIIEREIEN,
ONTAP Mediator 1.9 &E Sz
[root@mediator host server configl# openssl verify -CAfile root ca.crt
-—untrusted intermediate.crt ontap mediator server.crt

ontap mediator server.crt: OK
[root@mediator host server config]#
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ONTAP Mediator 1.8 ;X E £ hRZx

[root@mediator host server config]# openssl verify -CAfile ca.crt
ontap mediator server.crt

ontap mediator server.crt: OK

MRIEEFERELIEPIREMY (OCSP) iE, EfEAS "openssl-verify's

“#3 ONTAP Mediator N IRIER S

HafR ONTAP Mediator BYEARIERGERRLER, UKIREERE,

EREN
(EEBHEI TR RIFREFBEHEN. ONTAP Mediator BiHIEY, SEBETAMMAIE, EEMEHZANGES
PRSI,

ONTAP Mediator fEEMEEIHABIBNNME, HEFHNSLAEERNS ONTAP SEEHRX R,

ENEEH

EHPRAZZ IMIERES yum 2R, MRFBEMEELEN, BEMBEN. EEFHBHENZAE, BR
H—1 RS E D

MR yum-utils 4B, 15 needs-restarting i8N R BB ERN G A ENEEEHEE.
E# ONTAP Mediator {(k#iINEEfMEEN, RANERASILEIE.

TR EH] OS W%
BRAEEEERNNILG R SCST. BEEMBERS, ERBRHHHPHIE,

FaZ
£/ ONTAP Mediator 2% SCST &8, ERUTEX,
s Al UEMBRAZZINIFREER, BrlfeEBEMB N7 BE7E ONTAP Mediator P FHEN, MNREFEES
WMEnh, BRHHEHATE,

* BN IZERIERARNZRITEN. BRAZZOFARE] "ONTAP Mediator IRZSFEFE" I HAYR R ZS,
B MEFBThRSE, RULIEAEVLILEFITE,

* B EMBZAIEE SCST WIZtRR, AREEMRE,
° EFHARIZIRER AR ZA, BESTEENRENZIFH SCST R4S,
WMRIELE T NZHF HTTPS BJ ONTAP Mediator 1.12 SiE SR, MA2RE SCST €, HA

() FLGFHRENBERARIE, TIRKEIM ONTAP Mediator, AX%FHESER, BEETHIBER
Gt
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p
BREBUT I BRARENRIER S AZ,

@ TEAEAIZZE, BOERIERFM ONTAP Mediator R AZERD . BRAZZRMNRA, ES

R ER G FFREFE"

1. {1k ONTAP Mediator,

2. #1% SCST &, ESWN[MITENAEF], (SCST FNREHENEF, )
3. AHRIRIERS, RREMB.

4. R SCST .

5. EFE A ONTAP Mediator,

HRITENAER
FHR VM RIZFTEER SRS SCST MRIRA LI, FahEIEHERRLE SCST.

@ WMRELRETNZFF HTTPS BY ONTAP Mediator 1.12 SXEmARkA, NIRZE SCST €,

B I ESS.

S 1. HE SCST
EHE SCST, EFERZEATER ONTAP Mediator hixZsHY tar 3RE8E2,

p
1. TEMENA SCST 488 (WNTFERFAR) FHITREESS.

XFUERRES. ... fERLL tar #4061
ONTAP Mediator 1.12.1 scst-3.10.tar.gz
ONTAP Mediator 1.12 scst-3.10.tar.gz
ONTAP Mediator 1.11 scst-3.9.tar.gz
ONTAP Mediator 1.10 scst-3.9.tar.gz
ONTAP Mediator 1.9.1 scst-3.8.0.tar.bz2
ONTAP Mediator 1.9 scst-3.8.0.tar.bz2
ONTAP Mediator 1.8 scst-3.8.0.tar.bz2
ONTAP Mediator 1.7 scst-3.7.0.tar.bz2
ONTAP Mediator 1.6 scst-3.7.0.tar.bz2
ONTAP Mediator 1.5 scst-3.6.0.tar.bz2
ONTAP Mediator 1.4 scst-3.6.0.tar.bz2
ONTAP Mediator 1.3 scst-3.5.0.tar.bz2
ONTAP Mediator 1.1 scst-3.4.0.tar.bz2
ONTAP Mediator 1.0 scst-3.3.0.tar.bz2
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a. M"SCST sourceforge & "I FRIRE 6L,
b. FEF T HE R MEIMRAE",
C. RSP EREEIER VM,
2. 1 scst BRPBITUTHHEHS:
a. systemctl stop mediator-scst
b. make scstadm uninstall
C. make iscsi uninstall
d. make usr uninstall
€. make scst uninstall

f. depmod

SEB, 2. RE SCST
EFHRE SCST, BEZERATELREMAH ONTAP Mediator B9 SCST tar #8456 (35Zi% SCST &) .

KXFULES

* 7£& % ONTAP Mediator Z g1, BHITILT B, WREFERAM SCST iiid<=F ONTAP Mediator 125
WEPRIRRAs, MRERZFEHGI IS E,

* ERERRT, BTALREHNRERARERENER, EHIEARGRIRIERRF LBIARE SCST AJgeak
Mo

M ONTAP Mediator 1.12.1 748, SIRLEKXK, EJLUER{LTF /usr/local/bin/mediator_repair_scst' 89
SCST BE T AREBERLE,

MRAREHRERAFTEEMERF, WIZTERBEE7E ONTAP Mediator X ELFMIHEY SCST hzAH,
% "mediator_repair_scst TRE—MRIUMNTEH, 5ELEREFDF, FHTEE ONTAP Mediator "tgz' X+
., EFRKFM ONTAP Mediator FIREESFAREER
ps
1. 7 scst BRAPIBITLLT install 65
a. make 2release
b. make scst install
C. make usr_install
d. make iscsi install
e make scstadm install
f. depmod
MREBERITERLREHFETNRE ONTAP Mediator, IBTEHASEHIT T —F ZA1EITIL

T

®

mkdir -p
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys


https://scst.sourceforge.net/downloads.html
https://scst.sourceforge.net/downloads.html
https://scst.sourceforge.net/downloads.html
https://scst.sourceforge.net/downloads.html
https://scst.sourceforge.net/downloads.html

9. cp scst/src/certs/scst module key.der
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/

h. patch /etc/init.d/scst < /opt/netapp/lib/ontap mediator/systemd/scst.patch

@ IR ERLZEHAIETE ONTAP Mediator ZBifl% % SCST, BBLIILLP T, LEREFR
N XA SCST B#MERF,

(A1%) WRBATR2BED, BEEMBMNZAHRITUTIE:

a. % scst_vdisk. scst Ml iscsi scst RGP HGHE:

[root@localhost ~]# modinfo -n scst vdisk
[root@localhost ~]# modinfo -n scst
[root@localhost ~]1# modinfo -n iscsi scst

b. HATE MZhRZ

[root@localhost ~]1# uname -r

C. ERRRNE MERXFHITER !

[root@Rlocalhost ~]# /usr/src/kernels/<KERNEL-RELEASE>/scripts/sign-
file \sha256 \
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst modu
le key.priv \
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst modu
le key.der \

_module-filename

d. FEABEG%E UEFI 2R,

T UEFI Z$AA9IR BB T -

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.module-
signing

4 LAY UEFI ZEAHITF:

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst module key.de
r

3. EfiRmAS:
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FHERENRD IP
XFIAES
* TELE ONTAP Mediator B9 Linux EH1_EHITIES,
* (REZZE ONTAP Mediator [5, FHIRD IP AL 4E T, RitBERIEPAEEYEAHRITIIZIE
* BieN BERIEBERAZEENE=ZFIEPE, BAEFRIIESEMERIER. MRLEEBERIES,
IpSrSEd:lligug =N
SIE
NEETENLIE

T EERIEH:
1. EF/Z5H ONTAP Mediator:

./make self signed certs.sh overwrite

[root@xyz000123456 ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@xyz000123456 server configl# ./make self signed certs.sh overwrite

Adding Subject Alternative Names to the self-signed server certificate
#

# OpenSSL example configuration file.

Generating self-signed certificates

Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)
Generating a RSA private key

Signature ok

subject=C = US, ST = California, L = San Jose, O = "NetApp, Inc.", OU =
ONTAP Core Software, CN = ONTAP Mediator, emailAddress =
support@netapp.com

Getting CA Private Key

[root@xyz000123456 server configl# systemctl restart ontap mediator



ENZ ONTAP Mediator

MENE, 57TFS ONTAP BUEIZGEIE, ONTAP Mediator,

Feazai
ARSI FF ONTAP Mediator 5 ONTAP HUiE S, AR REBEMRIFE,

XFUES
FE &% ONTAP Mediator BY Linux EA1_EHRITUES,

IRFARALLEr <, NAREFEEATRERETITESS, MATNRBIRHAR:
/usr/local/bin/uninstall ontap mediator

WIE
1. E)Z, ONTAP Mediator:

uninstall ontap mediator

[root@mediator-host ~]# uninstall ontap mediator

ONTAP Mediator: Self Extracting Uninstaller

+ Removing ONTAP Mediator. (Log:
/tmp/ontap mediator.GmRGdA/uninstall ontap mediator/remove.log)

+ Remove successful.
[root@mediator-host ~1#
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