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BEIEH

B4 ONTAP Mediator =GR BZZIIEH
UENZE IP MU EXEIMEIEBLMEY, HYEFIENERERIGR BEZIEH.

() iR(RAEET ONTAP Mediator 1.7 HEBAAN RS L Z5H,

*FUES
* TELE ONTAP Mediator B9 Linux E#1_EHITIES,
* DBELRE ONTAP Mediator [, AFENBENZD IP It A EEFXMERNERNBEZIEH I, &
ZRERITIESS,

* IR BERIEPRZEENE=ZFIEHERE, BAEERLESEREMRIES. ROEBEZIEBR/RISHU
PNEE ST

p
EREMENEFERFNIGEERIUES, BRITUTIE:

1. EFZ5H ONTAP Mediator:

./make self signed certs.sh overwrite

[root@xyz000123456 ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@xyz000123456 server configl# ./make self signed certs.sh overwrite

Adding Subject Alternative Names to the self-signed server certificate
#

# OpenSSL example configuration file.

Generating self-signed certificates

Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)
Generating a RSA private key

Signature ok



subject=C = US, ST = California, L = San Jose, O = "NetApp, Inc.", OU =
ONTAP Core Software, CN = ONTAP Mediator, emailAddress =
supportl@netapp.com

Getting CA Private Key

1% ONTAP Mediator BEERZIFPBERNZEENE =P
MBIFESE, 55 85BN ETBMENAME ST,

* {XM ONTAP 9.16.1 FIALARTERLEIRE R ONTAP #h T iRAHFZIFE=HIEH, 55
@ "NetApp Bugs Online Bug ID CONTAP-243278",

* {X1Eiz1T ONTAP Mediator 1.7 S ESRAN RS EXIFE=HIEH,

XFItES
* EBE %% ONTAP Mediator B9 Linux 41 EHITIES.
* MEFERERNEERIEPERANZEENMNEIERMENIA (CA) RIFENES, WaIIAITLIE
o ATEUX—R, BRZBEMHRZEENAHAEMIGHE (PK) Hi4,
* TEIZRT &4 ONTAP Mediator IEBRI AR,

ONTAP Mediator Certificate Purposes

Server Cert Client Certs

*Used for HTTPS * Used by ONTAP for

*Need the private mutual
key for encryption authentication
ops *Unique per cluster

Root CA Intermediate Server Chain

* PKl used to secure * Used as a signing * Used for SSL
the private authority mutual
Certificate » Creates the server authentication /

Authority’s key cert + signs all encryption

*Only need the client certs
public cert after * Needs a key + srl

signing the file to perform
Intermediate CA signing

cart.

pair
* Generated

automnatically
when adding a
mediatorto a
cluster.

* TEIERT Web frRs3251& EF] ONTAP Mediator i ERIECE -


https://mysupport.netapp.com/site/bugs-online/product/ONTAP/JiraNgage/CONTAP-243278

ONTAP Mediator Certificates
v -» C= \

sintermediate.crt sontap_mediater server.crt
sintermediate. key sontap_mediator_server key
*Intermediate.srl

sroot_ca.crt

ontap_mediator_servercrt
+ intermediate.crt

* ontap_mediator_server
_chain.crt

uwsgifontap_mediator.ini

WebServer Setup

* set-placeholder = mediator_cert=/opt/netapp/lib/ontap_mediator/ontap_mediator/server_configfontap_mediator_server_chain.crt
* set-placeholder = mediator_key=/opt/netapp/lib/ontap_mediatorfontap_mediator/server_configlontap mediator serverkey

* set-placeholder = ca_certificate=/opt/netapp/lib/ontap_mediatorfontap_mediator/server_config/root_ca.crt

ontap_meadiator.user_config.yaml

ONTAP Mediator Server Setup
» cert_path: Yopt/netapp/liblontap_mediatorfontap_mediator/server_configlontep medistor servercr’
* key_path: '/opt/netapp/libfontap_mediatorfontap_mediator/server_configfontap mediator_serverkey
* ca_cert_path: Yopt/netapp/lib/ontap_mediatorfontap_mediator/server_config/intermediate. ot
» ca_key_path: 'fopt/netapp/lib/fontap_mediator/ontap_mediator/server_config/intermediate. kay'
+ ca_serial_path: Yopt/netapp/libfontap_mediatorfontap_mediatorfserver_configfintermeadiate. sel'

ZEA1. KR CAIEBHE=FREGED
ERTLUBE A TS EM PKI AUHEREGES.

UTRHERTREERIEBESE5EBIRAUT
*lopt/netapp/lib/ontap_mediator/ontap_mediator/server_config/ I = HiEHE5E,

@ ARfi%E3 T ONTAP Mediator FRERIE BRI EITE, R LIBE S IHIEARREBIZ M PKI ]
MIREGER, BIREERNILSHERIBELIRE,

ONTAP Mediator 1.9 X E S k4

1. BI—1FA%H intermediate. key MI—MEREXMH “openssl ca.cnf, fif PKI MIMATFEMIE
Fo

a. A% intermediate. key:

Nl

openssl genrsa -aes256 -out intermediate.key 4096
b. FBEMH openssl ca.cnf (iF

/opt/netapp/lib/ontap mediator/ontap mediator/server config/openssl ca.c

nf) EXTERAEBHMETNEM.
2. FHEAPFNEEEXH L BIERBERIEK intermediate. csr:

i

openssl req -key <private key name>.key -new -out
<certificate csr name>.csr -config <config file name>.cnf



[root@mediator host server configl# openssl req -key
intermediate.key -new -config openssl ca.cnf -out intermediate.csr
Enter pass phrase for intermediate.key:

[root@mediator host server configl# cat intermediate.csr

3. BHEBBZiERK intermediate.csr Ri%E48 PKI HA9# 1T858,

PKI AASIIEIERHRT . csr BHITER, MMEMIEFR " intermediate.crto LtIh, EETFEM
PKI ##33REXFT “intermediate.crt’ 1IE=F5 #{TE BB “root_ca.crt iEH,

SFEREE T HTTPS B9 ONTAP Mediator B9 SnapMirror ;E&HES S E$H

@ MetroCluster IP EC&, &0 intermediate.crt™# “root_ca.crt iEHFRINE] ONTAP
8%, 152"/ SnapMirror SEEHEIF ECE ONTAP 13RS FNEEEF"F1" /9 MetroCluster
IP ECEEZE ONTAP Mediator"s

ONTAP Mediator 1.8 B R Rz
1. BIEFAEA ca.key MEENXH “openssl ca.cnf, fi PKIHIMERERIER.

a. £pFAEH ca. key:

i

openssl genrsa -aes256 -out ca.key 4096

b. FEE X openssl ca.cnf ({UF
/opt/netapp/lib/ontap mediator/ontap mediator/server config/openssl ca.c

nf) EXTERIEBHNEEHNEM.
2. (ERFLAAMEE X HRIBIEBERIEK ca.csr:

i

openssl req -key <private key name>.key -new -out
<certificate csr name>.csr -config <config file name>.cnf

[root@mediator host server configl# openssl req -key ca.key -new
-config openssl ca.cnf -out ca.csr

Enter pass phrase for ca.key:

[root@mediator host server configl# cat ca.csr

3. BIEBZRiEK “ca.csr kixA PKI MH#H1TER,
PKI HIADIEIEIERHFT . csr #HITER, MMEMIER “ca.crto I, EEFEEM PKI HIHIIREX
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3t “ca.crt IEPHHITRERB “root_ca.crt IiEH,

@ T SnapMirror SEEIREIS EEE, HIUE “ca.crt' # “root_ca.crt IEFHFNNZE] ONTAP &
2%, BEEIA"7 SnapMirror JETNES ECE ONTAP AR FISEEE"

SR 2. BIEAE=R CAIURERRENRSSFIES

ONTAP Mediator 1.9 & E SRz
ARSEZ SHEPAINEFALH “intermediate.key H1EE =5IEH intermediate.crt &3, ItbIh, BLENH

*/opt/netapp/lib/ontap_mediator/ontap_mediator/server_config/openssl_servercnf @& F LB, XLE

MEFERE R OpenSSL & BIARSS sHIEBFAERE %,
AT ap < AT LA AAR S5 88 o

TR

1. BERRSI/EPERZIAERKR (CSR) , BM
/opt/netapp/lib/ontap mediator/ontap mediator/server config XHEHIEITLL 6
AN .
< .

openssl req -config openssl server.cnf -extensions v3 req -nodes -newkey
rsa:4096 -shabl2 -keyout ontap mediator server.key -out
ontap mediator server.csr

2. EM CSR RS ZIES, EM
/opt/netapp/lib/ontap mediator/ontap mediator/server config XHFEHIEITLLTER
AN .
< .

@ XEEZHRM PKI AR EH,. MNRERARBINEREFR, &R intermediate.crt'
“intermediate key B AHEXXH R

openssl x509 -extfile openssl server.cnf -extensions v3 req -CA
intermediate.crt -CAkey intermediate.key -CAcreateserial -sha5l12 -days 1095
-req -in ontap mediator server.csr —-out ontap mediator server.crt

° i% '-CAcreateserial I B F 4B “intermediate.srl’ X4,

ONTAP Mediator 1.8 & E 2 hRZs
RS2 EERATHFATE cakey MIE=HIEP ‘ca.crt &H, Ik, BEXH
(]

*Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/openssl_server.cnf B SR EE M, XLE

MEFEEH OpenSSL MR RIARSS SIEBFARRIE 1%,
LAF ap < AT LA AR S5 28 E o

p

1. BEMRSIEBESZIER (CSR) , BN
/opt/netapp/lib/ontap mediator/ontap mediator/server config X4FHIEITLL TR
A\ .
< .
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openssl req -config openssl server.cnf -extensions v3 req -nodes -newkey
rsa:4096 -shabl2 -keyout ontap mediator server.key -out
ontap mediator server.csr

2. EM CSR RS 2IED, EM
/opt/netapp/lib/ontap mediator/ontap mediator/server config XFEHIEITLLTER
AN .
~ .

(D XEXHZEM PKI RS, MNREAARRBNERRM, BR ca.crt' M “ca.key Eif
PR,

openssl x509 -extfile openssl server.cnf -extensions v3 req -CA ca.crt
-CAkey ca.key -CAcreateserial -shab5l2 -days 1095 -reg -in
ontap mediator server.csr -out ontap mediator server.crt

° 3% "-CAcreateserial B F AR “ca.srl’ X5,

HIZ 3. 7£ ONTAP Mediator Bt EFHEIRFHHIE =7 CA IEHHARS2ZIUED

ONTAP Mediator 1.10 & E = AR

IEREERUT
*/opt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml' BYEC & XX {4
12145 ONTAP Mediator, ZXHEEUTEE:

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.srl'

* cert path #l key path BIRSZB[IEFLE,
* ca cert path. ‘ca_key_path'#l ‘ca_serial_path'& CAIEHLTE,

T
1. ¥FR& intermediate.* XHEMAE=IEH,



2. M ‘intermediate.crt' #] ‘ontap_mediator_server.crt iE Al ZEIFH5E:

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

3. E# "/opt/netappl/lib/ontap_mediator/uvicorn/config.json’ X {4,
BH ss1_keyfile. ‘ssl_certfile’#0 “ssl_ca_certs' HI{&:

ssl keyfile:

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

ssl certfile:

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

ssl ca_ certs:

/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

° ssl _keyfile {HRE ontap mediator server.crt MHFARIBEREZE, BP
ontap mediator server.keyo

° ssl_certfile {fBR ontap mediator server chain.crt BB,
° ssl_ca_certs {BR root_ca.crt XHHIEKRZR,
4. WIEMERPIEBHUTEMSERTIER:
° Linux AFfE%#& . netapp:netapp
° Linux ¥PR: 600
5. BB ONTAP Mediator:

systemctl restart ontap mediator

ONTAP J3f#28 1.9.1 F1 1.9

IEBEREEMT

*Jopt/netapp/lib/ontap_mediator/ontap_mediator/server_config/lontap_mediator.config.yaml' BYEZ & X {4+
1R1H44 ONTAP Mediator, ZXHESUTEM:

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.crt'

ca key path:



'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia

te.srl'

* cert path # key path BRFZ[BIEFLE,

* ca_cert _path. ‘ca_key_path'# ‘ca_serial_path'72 CAIEPLE,

p
1.

2

TR =

-

¥FIB intermediate.* XHBRAE=FIEH,
M “intermediate.crt'#1 “ontap_mediator_server.crt' IEH AR IEFHHE:

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

E# lopt/netappllib/ontap_mediator/uwsgi/ontap_mediator.ini" X4
B# mediator cert. ‘mediator_key #1 'ca_certificate’ (&

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

° mediator cert {H ontap mediator server chain.crt MR,

° mediator key value & ontap mediator server.crt XHHHZEARE, B
‘ontap mediator server.keyo

° ca_certificate fER ‘root_ca.crt' X{FHIEEE,

- WIERTERBNERHNUTEMICE S TIEH:

° Linux 4BFfE#& . netapp:netapp
° Linux AFR: 600

. EB¥E5h ONTAP Mediator:

systemctl restart ontap mediator

ONTAP Mediator 1.8 ;X E £ hRZx

IEPEEEEMT
*/opt/netapp/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml' BYEC & X 4
12145 ONTAP Mediator, ZXHEEUTEE:



cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt’

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'
ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl'

* cert path #l key path BIRSZB[BIUEFLE,

* ca cert path. ‘ca_key_path'#l ca_serial_path'& CAIEHLTE,
SIE

1. KA ca. XHBEIRANE=FIEH,

2. M “ca.crt'#1 “ontap_mediator_server.crt' IEB IR IEF5E

cat ontap mediator server.crt ca.crt > ontap mediator server chain.crt
3. ¥ /opt/netappl/lib/ontap_mediator/uwsgi/ontap_mediator.ini’ X
BE# mediator cert. “mediator_key #l ‘ca_certificate’ FYE:

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt
° mediator cert {HR ontap mediator server chain.crt XHRIEIZ,

° mediator key value z& ontap_mediator_server.crt‘jdq:q:'ﬂf‘]‘:‘g‘gﬁﬂﬁﬁ, Ep
‘ontap mediator server.keyo

° ca_certificate fERE ‘root_ca.crt' XHFRIEIE,
4. BIEERMIERHNIUATEMISERTIER:

° Linux £BFFEZ&: netapp:netapp

° Linux AFR: 600



5. E#/B5H ONTAP Mediator:

systemctl restart ontap mediator

TR 4. (AhE) AE=HFIEBEREMERZHAR

ONTAP Mediator 1.10 & E ShRZs
oI UIERBARRET intermediate.* WE=AIEH, ERFE=AIEBEFEEEMUE,

p
1. &

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.
user config.yaml XIS ontap mediator.config.yaml XHHHRINEE(E,

WRIEM PKIHMIIREN T intermediate.crt, HIGHEFI intermediate. key FHEEMUE
' /opt/netapp/lib/ontap mediator/ontap mediator/server config, M

‘ontap_mediator.user_config.yaml' 34N 0 T :

WREEA “intermediate.crt £E T ‘ontap_mediator server. crtIEFH, ME%ERK
@ ‘intermediate.srl' X, BXIFMER, BENTE 2 BIFERAE=F CAIEREER
4R ARSS 2RI

[root@mediator host server configl# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
id

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m

10



ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.key'

ca serial path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.srl'

a. NREFEAIVEREMPR, root ca.crt BRI T — intermediate.crt IEFREE
ontap mediator server.crt IEF, JEM intermediate.crt #ll
ontap mediator server.crt IEBEIERIEHEE:

@ ERLZIE IS TR R HEM PKI #A93KEX 7 intermediate.crt 1

‘ontap_mediator_server.crt'JiE,

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

b. % “/opt/netapp/lib/ontap_mediator/uvicorn/config.json X 14
B# ss1_keyfile. 'ssl_certfile’ # 'ss|_ca_certs BI{E:

ssl keyfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

ssl certfile:

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

ssl ca_ certs:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

" ssl keyfile BZ ontap mediator server.crt X4RRRERE, BN
ontap mediator server.keyo

* ssl certfile fER ontap mediator server chain.crt XHFHIEEZ.

" ssl ca certs BZ root ca.crt XHHIERIRo

JFEREE T HTTPS B9 ONTAP Mediator B9 SnapMirror SE&HES S £

@ MetroCluster IP E2&, &% “intermediate.crt 1 “root_ca.crt iIEFHARINE!
ONTAP £38%, 1A5I/" /1 SnapMirror JESHES EZE ONTAP AR FEE"F"79
MetroCluster IP Bt &EACE ONTAP Mediator",

C. B AERANEBNUTEMIRE S ER:

11
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* Linux AFFE%& . netapp:netapp
" Linux 1XFE: 600
2. FREEXHPEMIERNENEEN ONTAP Mediator:

systemctl restart ontap mediator

ONTAP JFf#25 1.9.1 # 1.9
TR LMERBTARET “intermediate. " NE=FIEH, HERE=HIEBFHEEEMUE,

p
1. BB

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.
user config.yaml XHUBEE ontap mediator.config.yaml NHHHNRINEEE,

WRIEM PKIHIIREN Y intermediate.crt, FHIGEFI intermediate. key FEEME
*/opt/netapp/lib/ontap mediator/ontap mediator/server config, M

“ontap_mediator.user_config.yaml X4 R8N FErR -

WREERA “intermediate.crt 27 “ontap_mediator_server.crt iEH, MEERK
(D intermediate st . BRIFMES, BENSE 21 BIEME= CAIEREER
4 R ARSS 2RIE T

[root@mediator host server configl# cat

ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'



ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.key'

ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.srl'

a. MREERERLEETR, root ca.crt IERBEMT—1 intermediate.crt WEFREE
ontap mediator server.crt JEF, M intermediate.crt
ontap mediator server.crt IEPBEIEIEHHE:

@ BRI IZRIFHAM PKI HIA93REXT “intermediate.crt' Al

‘ontap_mediator_server.crt’ iE$,

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

b. E%f “/opt/netapp/lib/ontap_mediator/uwsgi/ontap_mediator.ini’ 34
B# mediator cert. ‘mediator_key #1 'ca_certificate’ (&

set-placeholder = mediator cert =

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

set-placeholder = mediator key =

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

mediator cert {ER ontap mediator server chain.crt XFRIEER,

" mediator key fER ontap mediator server.crt X{HFHHEIEKE, B
‘ontap mediator server.keyo

" ca_certificate {HRE ‘root_ca.crt XHRIERIZ,
3FF SnapMirror W54 (SM-BC) 8%, WIU4F intermediate.crt
root ca.crt IEFRAMEI ONTAP ££8%, ESH "/ SnapMirror JETHEILELE
ONTAP JEf#28 5"
C. WIEEMMIEPNU TR IRERTIES:
* Linux AFFE%& . netapp:netapp
* Linux A&PR: 600
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2. EREXHHEHEBIIEFHZE) ONTAP Mediator:

systemctl restart ontap mediator

ONTAP Mediator 1.8 JxE 2 hRZx
oI IEREZ AR T ca*MNE=FIEH, WA E=ZAIEREHEEEMUE,

p
1. &

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.
user config.yaml NHEUEBES ontap mediator.config.yaml XHEFHEAT EE,

NRIEM PKI HAIIRENT ca.crt, FHEHTAIR ca. key FHEMUE
“/opt/netapp/lib/ontap mediator/ontap mediator/server config, iy

“ontap_mediator.user_config.yaml SRz 0 S IR :

@ WRE(ER “ca.crt' Xt ‘ontap mediator_server.crt IEPHITT R, MKERK ca.srl'X
. BXFMER, BBRTE 2. BIFEAE=F CAIEPEZREMIRS IS,

[root@mediator host server configl# cat

ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt’
ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'



ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl’

a. NREFEAIVERLEEPR, root ca.crt IEBEHET — ca.crt IEPREE
ontap mediator server.crt IEH, BM ca.crt Al ontap mediator server.crt IEF

BIEIEFE:

@ ERAZTE I FZRY R HAM PKI HH3R1E T “ca.crt'#1 “ontap_mediator_server.crtjiE
o

cat ontap mediator server.crt ca.crt > ontap mediator server chain.crt
b. %7 “/opt/netapp/lib/ontap_mediator/uwsgi/ontap_mediator.ini* 3
BE#fi mediator cert. 'mediator_key # “ca_certificate’ HI{&:

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or_ server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

mediator cert B ontap mediator server chain.crt X{FHIEEZ,

* mediator key {HRE ontap mediator server.crt XHFHHVHEKE, B
‘ontap mediator server.keyo

* ca certificate {ER ‘root_ca.crt' XFHIEEZ,

3FF SnapMirror Mk 3iELEM (SM-BC) £8%, #47U4§ “ca.crt' M “root_ca.crt'iE
() 75 ONTAP 8, SEBH"H SnapMirror SERESEE ONTAP FRESA
=53
C. IFFAEMMIEBHNUTBIHISE BB IEH:
* Linux £BFFE%& . netapp:netapp
* Linux ;XPR: 600
2. FEEEXHHEHRIEHNERZE) ONTAP Mediator:

systemctl restart ontap mediator
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XF ONTAP Mediator jF548 % o) @ 1 THPE 12 i
BRSO TS HIRE, BRXERERBIBEEN.

S IEIE 51T HAET E]
RN TS RITREBE TR,

ONTAP Mediator 1.9 I E S ks

[root@mediator host server config]# openssl x509 -in intermediate.crt
—-text -noout
Certificate:

Data:

Validity
Not Before: Feb 22 19:57:25 2024 GMT
Not After : Feb 15 19:57:25 2029 GMT

ONTAP Mediator 1.8 JE 2 hRZx

[root@mediator host server config]# openssl x509 -in ca.crt -text
-noout
Certificate:

Data:

Validity

Not Before: Feb 22 19:57:25 2024 GMT
Not After : Feb 15 19:57:25 2029 GMT

JIIE CA IAIEFRY X509v3 ¥ &
ER LA T e LYIE CA INEFRRY X509v3 ¥ o

ONTAP Mediator 1.9 E=hR s

f openssl_ca.cnf BB “v3_ca AEXMEMRE “intermediate.crt HESRA x509v3
extensionso

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server config]# cat openssl ca.cnf

16



[ v3 ca ]

subjectKeyIdentifier = hash

authorityKeyIdentifier = keyid:always,issuer
basicConstraints = critical, CA:true

keyUsage = critical, cRLSign, digitalSignature, keyCertSign

[root@mediator host server configl# openssl x509 -in intermediate.crt
—-text -noout
Certificate:

Data:

X509v3 extensions:
X509v3 Subject Key Identifier:

9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Authority Key Identifier:

keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27

X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign

ONTAP Mediator 1.8 K E R hiZs
7f openssl ca.cnf HHY “v3_ca’ AEXBBEME ‘ca.crt HETRNA "X509v3 extensionso

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server configl# cat openssl ca.cnf

[ v3 ca ]

subjectKeyIdentifier = hash

authorityKeylIdentifier = keyid:always,issuer
basicConstraints = critical, CA:true

keyUsage = critical, cRLSign, digitalSignature, keyCertSign

[root@mediator host server config]# openssl x509 -in ca.crt -text
-noout
Certificate:

Data:

X509v3 extensions:
X509v3 Subject Key Identifier:

17



9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Authority Key Identifier:

keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Basic Constraints: critical
CA:TRUE

X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign

IIEARSS EIE RN T E AR FFRY X509v3 i /&

‘openssl server.cnf' FEEXHHREXH "v3 req’ BUEIEBHETRA x509v3

extensions o

EUT RGP, EaILUBidEREE T ONTAP Mediator B9 Linux VM _EiE{76% “hostname -A'#ll “hostname -I'
KIKEY "alt_names ZHHHILEE,

BEEMEEERKALIRENE EMERE.,

ONTAP Mediator 1.9 X E S kR4S

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server config]# cat openssl server.cnf

[ v3 req ]

basicConstraints = CA:false

extendedKeyUsage = serverAuth

keyUsage = keyEncipherment, dataEncipherment
subjectAltName = @alt names

[ alt names ]

DNS.1 = abc.company.com

DNS.2 = abc-v6.company.com

IP.1 = 1.2.3.4

IP.2 = abcd:abcd:abcd:abcd:abed:abed

[root@mediator host server config]# openssl x509 -in intermediate.crt
-text -noout
Certificate:

Data:
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X509v3 extensions:

X509v3 Basic Constraints:
CA:FALSE

X509v3 Extended Key Usage:
TLS Web Server Authentication

X509v3 Key Usage:
Key Encipherment, Data Encipherment

X509v3 Subject Alternative Name:
DNS:abc.company.com, DNS:abc-v6.company.com, IP

Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcecd:abced:abed

ONTAP Mediator 1.8 ;L E R4S

[root@mediator host server configl# pwd

/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@mediator host server configl# cat openssl server.cnf

[ v3 req ]

basicConstraints = CA:false

extendedKeyUsage = serverAuth

keyUsage = keyEncipherment, dataEncipherment
subjectAltName = @alt names

[ alt names ]

DNS.1 = abc.company.com

DNS.2 = abc-v6.company.com

IP.1 = 1.2.3.4

IP.2 = abcd:abcd:abcd:abcd:abced:abcd

[root@mediator host server config]# openssl x509 -in ca.crt -text
-noout
Certificate:

Data:

X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Extended Key Usage:
TLS Web Server Authentication
X509v3 Key Usage:
Key Encipherment, Data Encipherment
X509v3 Subject Alternative Name:
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DNS:abc.company.com, DNS:abc-v6.company.com, IP
Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcecd:abed:abed

WIFAARS SIEH LA
TR URIER E AR E S B,

DANTEZEAIIER LFERLUT OpenSSL 61,

ONTAP Mediator 1.9 R E=hRZA

[root@mediator host server configl]# openssl rsa -noout -modulus -in
intermediate.key | openssl md5

Enter pass phrase for intermediate.key:

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

[root@mediator host server config]# openssl x509 -noout -modulus -in
intermediate.crt | openssl md5

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

ONTAP Mediator 1.8 ;xR AR

[root@mediator host server configl]# openssl rsa -noout -modulus -in
ca.key | openssl mdb

Enter pass phrase for ca.key:

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

[root@mediator host server config]# openssl x509 -noout -modulus -in
ca.crt | openssl mdb

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

YNRMERY -modulus’ BIELES, NREBIAAMIERHEREN, HERUDREIIE.

HIAMBEE CAIEBEIR T IRS[IET
ERUMER I TH WIERS I BRTRMEE CAIEHLIR,

ONTAP Mediator 1.9 ;X E =R

[root@mediator host server config]# openssl verify -CAfile root ca.crt
-—untrusted intermediate.crt ontap mediator server.crt

ontap mediator server.crt: OK

[root@mediator host server config]#

20



ONTAP Mediator 1.8 &R hx 7
[root@mediator host server config]# openssl verify -CAfile ca.crt

ontap mediator server.crt

ontap mediator server.crt: OK

MR EEFERELIIBIREY (OCSP) 8, iB5ER®S "openssl-verify's
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https://www.openssl.org/docs/manmaster/man1/openssl-verify.html
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