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(& MetroCluster IPIZ[OM B4
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W%, Er]LIEREESHESHITEN.

A ReREEMX LR, fli, NRENBEER IP ik, HEETE 3 ENER, NRBTHRARELETN
MmEEBEIMX,

XFIES
* —RABEE—MEO, EEMEMBZOHFEMEILER ZH, WEO LRRER AT,
* fFH MetroCluster configuration-settings interface modify #p< BEf MetroCluster IP

EOREM,

XETATENRERONSE TR LNEE, EXRTENNSEE, FEEHMIED

@ EEREMESS. FF, MAMHIUTEEEMELSE, fIi, MERMXEEN, MIEA
BRAT, E2E HANBRIN TR DEITEN, BACIZER. Lhih, EREIXET R
BRI R EEHEM K,

* f£F metrocluster configuration-settings interface show. metrocluster connection

check M ‘metrocluster connection show A WIEFREIEEEFRAEOLYIEE TE,

BE 1P ik, PIZRHERDFNM <
HITUU T H B LUEMetroCluster IPIZORYIPHENE, RILEHADFIR X,

B
1. BIBENTAMEON IP ik, MEEEISFIMX: MetroCluster configuration-settings

interface modify

T ap< ERAMAESR IP thhit, ZBIEFMX



cluster A::* metrocluster configuration-settings interface modify
-cluster—-name cluster A -home-node node A 1 -home-port e0a-10 -address
192.168.12.101 -gateway 192.168.12.1 -netmask 255.255.254.0
(metrocluster configuration-settings interface modify)

Warning: This operation will disconnect and reconnect i1iSCSI and RDMA
connections used for DR protection through port “ela-10”. Partner nodes
may need modifications for port “e0a-10” in order to completely
establish network connectivity.

Do you want to continue?" yes

[Job 28] Setting up iSCSI target configuration. (pass2:iscsil3:0:-1:0):
xpt action default: CCB type Oxe XPT DEV ADVINFO not supported

[Job 28] Establishing iSCSI initiator connections.
(pass6:1iscsi14:0:-1:0) : xpt action default: CCB type Oxe XPT DEV_ ADVINFO
not supported

(pass8:iscsil5:0:-1:0) : xpt action default: CCB type Oxe XPT DEV ADVINFO
not supported

(pass9:iscsil6:0:-1:0) : xpt action default: CCB type Oxe XPT DEV ADVINFO
not supported

[Job 28] Job succeeded: Interface Modify is successful.

cluster A::*> metrocluster configuration-settings interface modify
-cluster-name cluster A -home-node node A 2 -home-port e0a-10 -address
192.168.12.201 -gateway 192.168.12.1 -netmask 255.255.254.0
(metrocluster configuration-settings interface modify)

Warning: This operation will disconnect and reconnect i1SCSI and RDMA
connections used for DR protection through port “ela-10”. Partner nodes
may need modifications for port “e0a-10” in order to completely
establish network connectivity.

Do you want to continue?" yes

[Job 28] Job succeeded: Interface Modify is successful

2. [E2¥) WIEFrEEONEEEZERSESTIE: MetroCluster configuration-settings

interface show

UTFas< B RAIiEFr A ONREERES ER T



cluster A::*> metrocluster configuration-settings interface show
(metrocluster configuration-settings interface show)

DR Config

Group Cluster Node Network Address Netmask Gateway
State

1 cluster A node A 2

Home Port: e0a-10
192.168.12.201 255.255.254.0 192.168.12.1

completed
Home Port: e0b-20
192.168.20.200 255.255.255.0 192.168.20.1
completed
node A 1
Home Port: e0a-10
192.168.12.101 255.255.254.0 192.168.12.1
completed
Home Port: e0b-20
192.168.20.101 255.255.255.0 192.168.20.1
completed

cluster B node B 1
Home Port: e0a-10
192.168.11.151 255.255.255.0 192.168.11.1

completed
Home Port: e0b-20
192.168.21.150 255.255.255.0 192.168.21.1
completed
node B 2
Home Port: e0a-10
192.168.11.250 255.255.255.0 192.168.11.1
completed
Home Port: e0b-20
192.168.21.250 255.255.255.0 192.168.21.1
completed

8 entries were displayed.

3. WIFFREEERRIIERTIE:
MetroCluster configuration-settings connection show

U T e < B RIMAIIEFr A SRR S IER TIE:



cluster A::*> metrocluster configuration-settings connection show
(metrocluster configuration-settings connection show)

DR Source Destination

Group Cluster Node Network Address Network Address Partner Type

Config State

1 cluster A node A 2
Home Port: e0a-10
192.168.10.200 192.168.10.101 HA Partner

completed
Home Port: e0a-10
192.168.10.200 192.168.11.250 DR Partner
completed
Home Port: e0a-10
192.168.10.200 192.168.11.151 DR Auxiliary
completed
Home Port: e0b-20
192.168.20.200 192.168.20.100 HA Partner
completed
Home Port: e0b-20
192.168.20.200 192.168.21.250 DR Partner
completed
Home Port: e0b-20
192.168.20.200 192.168.21.150 DR Auxiliary
completed
node A 1
Home Port: e0a-10
192.168.10.101 192.168.10.200 HA Partner
completed
Home Port: e0a-10
192.168.10.101 192.168.11.151 DR Partner
completed
Home Port: e0a-10
192.168.10.101 192.168.11.250 DR Auxiliary
completed
Home Port: e0b-20
192.168.20.100 192.168.20.200 HA Partner
completed
Home Port: e0b-20
192.168.20.100 192.168.21.150 DR Partner
completed

Home Port: e0b-20
192.168.20.100 192.168.21.250 DR Auxiliary
completed
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Existing configuration

Port use IP_switch_x_1

MetroCluster 1, Cluster Port ‘A’

| Local Cluster Interface
Cluster Port 'A'

PORT USAGE OVERVIEW
Example of expanding an existing 4Node MetroCluster with 2x N5224 shelves and changing the ISL's from 10G to 40/100G

IP_switch x_2

Cluster Port 'B'

Cluster Port 'B'

ISL, Local Cluster ISL, Local Cluster

native speed / 100G

MetroCluster 1, Port 'A’

- MetroCluster interfaca
Port 'A’
I5L, MetroCluster Remate |SL,
breakout mode 10G

106G

Port 'B'

Port 'B'

Remote I5L
10G

New configuration with N5224 shelves

Port use

MetroCluster 1,
Local Cluster Interface

Storage shelf 1 (9)

IS5L, Local Cluster
native speed / 100G

MetroCluster 1,
MetroCluster interface

ISL. MetroCluster,
native speed 40G / 100G
breakout mode 10G

MetroCluster 1,
Storage Interface

Storage shalf 2 (8)

1P switch_x.1

Cluster Port 'A’

Cluster Port ‘A

MSM-A, ela

MNSM-B, e0a

IP_switch_x_2
Cluster Port 'B'

Cluster Port 'B'

MNSM-A, 20b

NSM-B, elb

ISL, Local Cluster

Port 'A'

Port 'A'

Remote I5L
2% 40/100G

Storage Port ‘A’

Storage Port A

MNEM-A, ela

MSM-B, e0a

Part 'B'

Port 'B'

Remote |SL,
2x 40/100G

Storage Port 'B’

Storage Port "B’

NSM-A. e0b

NSM-B, e0b



TR
1.

MERENIETTR.

a KMEZSEBEES NER LECE MetroCluster FEEAFIEEER :

cluster A::> metrocluster
Cluster

disaster
Remote: cluster B

disaster

b. RERBEEB MR LBARRK:

show

Entry Name
Configuration state
Mode

AUSO Failure Domain

Configuration state
Mode
AUSO Failure Domain

" * MetroCluster node show™"

cluster A::> metrocluster node show

DR
Group Cluster Node

1 cluster A
node A 1
cluster B
node B 1
2 entries were displayed.

C. #2& MetroCluster A2 RBITITIER :

" * MetroCluster show*”

configured
normal

auso-on-cluster-

configured
normal

auso-on-cluster-

Configuration DR

" * MetroCluster check run*

State Mirroring Mode
configured enabled normal
configured enabled normal



2.

3.

4

cluster A::> metrocluster check run

Last Checked On: 10/1/2014 16:03:37

Component Result
nodes ok
lifs ok

config-replication ok
aggregates ok
4 entries were displayed.

Command completed. Use the "metrocluster check show -instance"
command or sub-commands in "metrocluster check" directory for
detailed results.

To check if the nodes are ready to do a switchover or switchback
operation, run "metrocluster switchover -simulate" or "metrocluster
switchback -simulate", respectively.

d. EREEEBITRRER:  * system health alert show*™
TEREZ BRI,

MREBEERAIERIA. FHE 54 5.
() NRBABARESIN, NAHEE REREFE A

¥RERH Configuring the IP switches —TiHRE T BHITIRIE "MetroCluster IP REMALE, "

MRAIEHL, A 1, A2, B 13 B 2 WHAIEHA RCF X, MRS A IEYIER, NE

EWAEBERY RCF XfFo
NRBAREERITIRN, BN A 2508 RCF XX ffo
51T port show Bs L EHA XMEIHRORIES
T REIROZTR
a. {ECH PR RB¥RYSIfs IR B ohid /R

network interface modify -vserver <vserver name> -1if <lif name>

—auto-revert false

BT 5 B3R B E

==
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Cc. ¥iFFMetroCluster 1P
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7E 9 [port_usage worksheet], IR AZKELZ W, MetroCluster ICRLEEFENL. WDMTFH
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6. ERBEIH M.
NREEEMTEE 7M. WA BT LS
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° "F+4& MetroCluster IP X34 LRI E 4"

° "F+£k MetroCluster IP 3314/ _EAY RCF X4
7. AN AL,

&R LURIRARY_"Ciping the IP switchs_(J9IPAXA1#R£k)" 80 73 BV P BIEHITIRE "MetroCluster IP 2237
BCE"s

BUTIRE AR AL MIRER):
a. EARMAIGIISLIEIEEIRIR NS,
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2.

12

Cluster A 1::> set -privilege advanced

Warning: These advanced commands are potentially dangerous;

only when

directed to do so by NetApp personnel.

Do you want to continue? {yl|n}:

fEMetroCluster 1P R0

Yy

use them

system ha interconnect link off -node <node name> -link <link num, 0 or

1>

Tl

Cluster Al::*> system ha interconnect link off -node node-al -link O

a. I8jiFMetroCluster IPEZO 2 M.

Cluster Al::*> system ha interconnect port show

Tl

Cluster Al::*> system ha interconnect port show

Link
Active
Node Monitor
Link

true
node-a?2 off

true

true

2 entries were displayed.

Port

Physical
Layer

State

disabled

linkup

linkup

linkup

Link
Layer

State

down

active

active

active

Physical

Link Up

Physical

Link Down



3.

fEMetroCluster IPIZO R B

system ha interconnect link on -node <node name> -link <link num, 0 or

1>

Tl

Cluster Al::*> system ha interconnect link on -node node-al -link 0

a. I§iFMetroCluster IP#EZ OO B .

Cluster Al::*> system ha interconnect port show

Tl

Cluster Al::*> system ha interconnect port show

Link
Active
Node Monitor
Link

true
node-a2 off

true

true

2 entries were displayed.

Physical
Layer

Port State

0 linkup
1 linkup
0 linkup
1 linkup

4% MetroCluster IP 3314 Y E 4

&R BEEEE 4R MetroCluster IP 3

x

{/J\

ANY

FUIbES
WIVEL S G AR EE IS

AN _ERE o

Link
Layer

State

active

active

active

active

Physical

Link Up

Physical

Link Down
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"ERER S BEIER" PUTIMES Z A0,

TR
1. RERENETRR.

a. ESNEH FEREEEE MetroCluster F M FIEEER

MetroCluster show

cluster A::> metrocluster show

Cluster

Local: cluster A

disaster
Remote: cluster B

disaster

b. RERBEEB MR LBARRK:

MetroCluster node show

Entry Name

Configuration state
Mode
AUSO Failure Domain

Configuration state
Mode
AUSO Failure Domain

cluster A::> metrocluster node show

DR
Group Cluster Node

1 cluster A
node A 1

cluster B
node B 1

2 entries were displayed.

C. 27 MetroCluster A2 &BITITIER :

MetroCluster check run

14

Configuration DR

configured
normal
auso-on-cluster-

configured
normal

auso-on-cluster-—

State Mirroring Mode
configured enabled normal
configured enabled normal
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cluster A::> metrocluster check run

Last Checked On: 10/1/2014 16:03:37

Component Result
nodes ok
lifs ok

config-replication ok
aggregates ok
4 entries were displayed.

Command completed. Use the "metrocluster check show -instance" command
or sub-commands in "metrocluster check" directory for detailed results.
To check if the nodes are ready to do a switchover or switchback
operation, run "metrocluster switchover -simulate" or "metrocluster
switchback -simulate", respectively.

a. MEBERRRKBIBITRRAER:
sRARBITIRRERET
2. EE—BIRY ERER M

@ BT LT IMFEE RN _ E R EZ G switch_A_1, switch_ B 1, switch A 2
, switch B 2,

IRIEATHEA FE A EBroadcom. CiscoiXENVIDIA. 1ZEBIEX TRy B s T it

o "FEiF R EBroadcom3T A EFOSER 14"

° "FHF LECiscoRAINX-OS T4

o "REFHLZENVIDIA SN21003 A CumulusER 4"
3. WENRMNEE LRTE,
4. BE %14 IOEREMNIEITIRN.

H4% MetroCluster IP 3324 _EHY RCF X &

IEATREEEF 2 MetroCluster IP 3Z#241 LAY RCF X4, fflaN. aNR3Z#H Liz{THRCF
XAERRASAZONTAPRR A ASHEAE 4k 2SR E B2 150

BIFRCFXH BB HF

INREECIONTAPRASESTHANE fFhivas. NI RS BB IZIRAZFFHIRCFX . SNRfEMA RCF E£Mi23
» M AEERIER RCF XX,
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p
1. e LA T ap < IIE RCF XX HFAIhRAS :

MR, ... iR AR %
Broadcom3Z ]l * (IP_switch_A 1) # show clibanner
Cisco 3Z##] IP switch A 1# show banner motd

XFE—HAN, BB PHREER RCF XFRREHIT. B0, LATHHRE Cisco Ki#l, &= RCF
XHhRZAS A "v1.80" " o

Filename : NX3232 v1.80 Switch-A2.txt

2. BRENFTE ONTAP s, RIEHFNT & WL 4, AR RefFileGenerator » WRETIUAFMAE D
EARFINEB LR RCF XM, M2,

3. EMIFREFFRMANE Y, FESHUTAR:

o "Hardware Universe"

° "NetApp BiZ{EMER"

F+4& RCF Xff
INREBLEMHIANE M, WS REZIANE S, AFEHR RCF XX,

RFUIES
* HREPBIPEIAR RCF XHARIRH EBVRE, NAM RCF XM4HE, RERME,

* UL TFIRREZAN AR ITIXLED B Switch_ A 1. Switch_B_1. Switch_A_2. Switch_B_2,
"EAEFEEEIER" ITIHES ZH,

TR
1. IR ERIE TR,

a. I9JF MetroCluster A 2B EITIER:

MetroCluster check run

cluster A::*> metrocluster check run

IRIERER&IETT,
b. £ MetroCluster check run ¥{E5ER/E, 1B1T MetroCluster check show MUERER,

RYOEDWE, BETRUTER!
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::*> metrocluster check show

Component Result

nodes ok

lifs ok
config-replication ok

aggregates ok

clusters ok

connections not-applicable
volumes ok

7 entries were displayed.

a. WEIEEISTTH MetroCluster B IR ERPIRE :
MetroCluster 12{EA £ IER 2R -job-id 38
b. IWIFRTEBTITRRER:
sRABITIRRERER
2. P 3TRH AN FIFTHY RCF XX fFo
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() EREAFELIEARIRILEBHAS U TEE%.

* NetApp Refer

* Switch : NX9

ence Configuration File (RCF)

336C (SAS storage, L2 Networks, direct ISL)

* Filename : NX9336 v1.81 Switch-Al.txt

* Date : Gener
2021-05-11, 18

*

* Platforms

*

* Port Usage:
* Ports 1- 2:
111

* Ports 3- 4:
151

* Ports 5- 6:
* Ports 7- 8:
* Ports 9-10:
* Ports 11-12:
* Ports 13-14:
* Ports 15-20:
* Ports 21-24:

ator version: v1.3c 2022-02-24 001, file creation time:
:20:50

MetroCluster 1 : FAS8300, AFF-A400, FAS8700
MetroCluster 2 : AFF-A320, FAS9000, AFF-A700, AFF-A800

Intra-Cluster Node Ports, Cluster: MetroCluster 1, VLAN

Intra-Cluster Node Ports, Cluster: MetroCluster 2, VLAN

Ports not used
Intra-Cluster ISL Ports, local cluster, VLAN 111, 151
MetroCluster 1, Node Ports, VLAN 119
MetroCluster 2, Node Ports, VLAN 159
Ports not used
MetroCluster-IP ISL Ports, VLAN 119, 159, Port Channel
MetroCluster-IP ISL Ports, VLAN 119, 159, Port Channel

11, breakout mode 10gx4

* Ports 25-30:
* Ports 31-36:

*

#
IP switch A 1#

Ports not used

Ports not used

FltEEP, ERIWEUTRIRPETHER.

BAER

RCF X4k
TR
Rz e
Storage type
T4

MetroCluster iR
1.81.
NX9336

L2M£E. EiEISL

SASTEfE
1. AFF A400
2. FAS9000

10
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VLANTER P4 MetroCluster  ZxitaAfl i IhE A b= B

AcE
VLANZHIEREE 481 1. 1. 2 1M1, 222.
2. 3. 4 151. 251
L& 2 1. 1. 2 1. 222.
2. 3. 4 151. 251
VLAN RA£E1 1. 9. 10 119 119
MetroCluster 5 1. 12 159. 159.
£82 1. 9. 10 219. 219.
2. 11, 12 259. 259.

2. [BIE-RCFXXf4F1CleanUpFile-or-create-generic-CleanUpFiles]|8)ZRCFX 4 CleanUpFiles. (&N
BiEd & £ E@ B CleanUpFiles,

NREHEERERRFAPPMANER. HEFEET1 MREMNEE N R ERRRFPPMRRNEXR.

TBERRIRTT2

20



I : BIFERCFX 4 #1CleanUpFiles
MREEFHEER. BEERIHREST R,

p

a. {EFRcfFileGenerator 1.4a (XERARA)ER L E1HIOEREINERCIZERCFXH. #
FRRcfFileGeneratora] 8| 2—4HZfi9MICleanUpFiles. #&B] LUER XL R RF LT, HFEIT
AN & LN FRFIRCFECE,

b. JF#EIEmotd 5 AN FABIRCFXH#ITLER, FREE., THMNER, mOMVLIANERBE AR
I,

@ B TE R SRCFX R AstERERICleanUpFiles. B ERANEREXMTTLMER,
fEAEMICleanUpFile S FEMER. AIREREN XA ITEEE.

() ANEOERCFX#MONTAP lRARIER, RERCFXAMARES,

@ RCFX f(BMER R —hr ) rIE5 BT & # A se = L EtE . HRRERNTEES!

[e}

E2: glEZi@ACleanUpFiles
NREERTHREFABER. BEALIRELE,
g

a. MBI Zshow running-config FY%aiH.

b. TFRcfFileGenerator TH. AR EHE ORI BIEE @A CleanUpFiles”

C. BFBAPIRIMELE M one"FXEFE EHEO. EaIUMPRSREB IR L,
d. BE"BIECUFXH",

e. Rt M TEE OSSR XA (k324 A CleanUpFile)o

f. MEBEFHFRERNES S Ee. dille,

LEREP R AREN BB PN XA . SN —1 SR LIRS ERIEI1 82
BYCleanUpFilestBEIBY 7S L EAXLEX o

3. [QUEBMMIRCFX M XHMECE] AR ECEMIRCFX 4, SIBXEXHMNARSE E—FEIEXH/IA

AR (EEFENAONTAP FIRCFZERRAS IR
SR EE. BNIZBMARCFXH. SHEE 121X,
4. BT H Elbootflashs

a. FHEPAIEMCleanUpFiles £IZERCFX {4 F1CleanUpFiles. (& 7Y a1ElE 6723 A CleanUpFiles

(D ieCleanUpFilefBF HATRABMRCFX#. 17 FAFEAHKEIMFRCF.
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Switch-A1BYCleanUpFilernffl: Cleanup NX9336 v1.81 Switch-Al.txt
b. FEHEEFEIEMN "F"RCFXMH HFECE 6E"#"RCF XX
Switch-A1HIRCFXX 4R f5l: NX9336 v1.90 Switch-Al.txt

c. TEHTEHEIEMNCleanUpFiles JFTACE B2 "F"RCF3X .  WFBAFIASE—IER LTI REALLX
HERRNEE. ES5 SR ARNEELE.

Switch-A1BICleanUpFile’Rffl: Cleanup NX9336 v1.90 Switch-Al.txt

@ 1 BE A CleanUpFile FREXIE #5(ILAD)AIRCF AR ZS, SNREF HMRCFhRAS HithEi B
fEACleanUpFile. NIiERALE RIRET/ELE BIETTo

U RHIREX =1 HEHEbootflash

IP switch A 1# copy sftp://user@50.50.50.50/RcfFiles/NX9336-direct-

SAS v1.81 MetroCluster-

IP L2Direct A400FAS8700 xxx xxx xxx xxx/Cleanup NX9336 v1.81 Switch-
Al.txt bootflash:

IP switch A 1# copy sftp://user@50.50.50.50/RcfFiles/NX9336-direct-

SAS v1.90 MetroCluster-

IP L2Direct A400FAS8700A900FAS9500 xxx xxx xxx xxxNX9336 v1.90//NX9336 v
1.90 Switch-Al.txt bootflash:

IP_switch A 1# copy sftp://user@50.50.50.50/RcfFiles/NX9336-direct-

SAS v1.90 MetroCluster-

IP L2Direct A400FAS8700A900FAS9500 xxx xxx xxx xxxNX9336 v1.90//Cleanup
NX9336 v1.90 Switch-Al.txt bootflash:

(D) FosRTEEEEMEETIEE (VR

5. [ FCleanUpFiled¥ i@ CleanUpFile,
RLEMEBLER. HERRNimECO= "B
a. WINKBEFENREEEER:. show running-config diff

IP switch A 1# show running-config diff
IP switch A 1#

6. MREF ARG M. BB ETREREFEDIBHEE . copy running-config startup-config

@ Zotiatts BB ENIGTEETRR. HEAFEENR. NRTREFEENR. WL EET
ETINEEARANFHITELR,
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a. N F3CleanUpFile:

IP switch A 1# copy bootflash:Cleanup NX9336 v1.81 Switch-Al.txt
running-config

IP switch A 1#

()  imETERE—ReE EEEE IR T, FRER.
/. EREEETHREURIIEEEEMRIEEE: show running-config
SHARCEN B

° REEFAMEBREIPIHRTIR

° RECE {a SRBR BRLAT

° RECE FAIARS SR

° RECEmOBEX 4

° B AKMIZELD(MgmtOBRIN. mgmtOARL B REMEE. FWEEVLAN 1)

NREMERE ERMEMB. WA AN AFHNRCFXHERE, B2, &R LUBIEHMNNHIIRA T

T B EEETHREREE B ERTRELNEE, KRB E RTINS,
8. MARCFX 4 HIiEiHO T .

a. WFARCFX 14,

IP switch A 1# copy bootflash:NX9336 v1.90-X2 Switch-Al.txt running-
config

NARENSER—LESFES. BEFEINBEIRERS. B2. IRFEHASSHER. N
@ AIRESNEILLFEEIR: Error: Can’t disable/re-enable ssh:Current user
is logged in through ssh

b. NARER. FHUTHSZ—IIEEEMetroCluster i1 FBENL: show interface brief
« show cdp neighbors‘ﬁﬁ‘show LLDP neighbors

SRS T A BIIIVLANFEFH T e EBVE— SN, MUSEBSETRRISERT
()  ERRBIRSRENETRRRE . FHARENHRERNVANTLER, SHE
—AHHUE. IRSRIRE RS TR R

MRREWMYAERE. HECAFERBEE. WA LUEITERMBIRT MR EEETHEERETE
B EREREILRNEE, SSHRIIEERRIRERE.

9. REFEEHEMRMBTIAN.
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IP switch A 1# copy running-config startup-config

IP switch A 1# reload

Edpf Cisco IP A

ErJReREE R Cisco IP i, UBEERMEEFRHE—EH®HR.

EF IS
- IS RIS, SHHEFEM nyswitcn BEH 1P switch A 1.
- EAEEA BRSBTS Z 8.

p
1. #HEN2BREER:

T ECERR ¢

UTFRAERTEERIETRT. BMERTYERN B nyswitch o

myswitch# configure terminal
myswitch (config) #

2. ERRRMA:
T AN E R new-switch-name**
NRBEep B MBS PHIR NI, BEREN A ERERNEG S,
B, CLIRRARAETN, URRFZ:

myswitch (config)# switchname IP switch A 1
IP switch A 1(config)#

3. BRHEERN:
- EH:II >

IHERT3% B R TR SRR TR 1

IP switch A 1(config)# exit
IP switch A 1#

4. BHENETHECE SR BEEREX G
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" * 84! running-config startup-config *'
S. FIERIRN BIREEE BT M ONTAP SEBHR IR EE,
BAR, WEEETRHRIRNET, MARERIARENER (nyswitch) o

a. HANBENREL, HIMEREYIE *y* .+ * set -privilege advanced*™
b. BREEMIEE: +  * network device-discovery show*'

c. R[EFEIBINRIEL: +  *I&E -privilege admin®

UTFRHIERT SEHUFIEHR ip_switch A 1 B
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cluster A::storage show> set advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by NetApp personnel.
Do you want to continue? {yln}: y

cluster A::storage show*> network device-discovery show
Node/ Local Discovered
Protocol Port Device Interface Platform

node A 2/cdp
eOM LF01-410J53.mycompany.com (SAL18516DZY)
Ethernetl125/1/28 NO9K-

C9372PX
ela IP switch A 1(FOC21211RBU)
Ethernetl/2 N3K-
C3232C
elb IP switch A 1(FOC21211RBU)
Ethernetl/10 N3K-
C3232C
. Ethernetl/18 NO9K-
C9372PX
node A 1/cdp
eOM LF01-410J53.mycompany.com (SAL18516DZY)
Ethernetl125/1/26 N9K-
C9372PX
ela IP switch A 2(FOC21211RB5)
Ethernetl/1 N3K-
C3232C
e0b IP switch A 2 (FOC21211RB5)
Ethernetl/9 N3K-
C3232C
ela IP switch A 1(FOC21211RBU)

16 entries were displayed.

TR, MR EX Cisco IPAIEA]_EAIISLIR
EATaEEE R, MIBREEE K Cisco IPARIN _ERISLIE ., BRI E BISLimOER A
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HEZISLEwA. HEEKCisco IPAHEA _LISLimOBERE,

KXFIAES
NRBRK LA ISL IxO%MAHE ISL K0, IFHERTIKHEENR "H= ISL inRVER"

W ITER Q3T LeFr BT B, LR ISL iER,

MU iRES BREEEIEER IR Eth1/24/1 EiEZA— 10-Gb ISL B AEETI MmO 17 70 18
B 100-Gb ISL o

R EIENS 224 R AR = BB h B M Cisco 9336C 4 EN3EHM. NBHISORAERE—
@ NHHIRCFX 4, MR HFIFMFHIISLIRE 5735/940 GbpsF1100 Gbps. NMARFEEFHHIRCFX

fh, FISLREHITHIFTE Mt BB E— HRIRCFX . BN, J§ISLREMA0 Gbps Bk

79100 GbpsAREEMBIRCFX . BRFISLIREM10 GbpsEX 740 GbpsFEEHMBIRCFXHF,

FraZ Bl
BEBFERFFE*EE 9 "NetApp Hardware Universe" LIBIFS S 1FHIIUL 28,

"ERERIE BEIER" BITIES Z 8.

p
1. EMREMPEERAF NI LM ISL AY ISL %0,

@ SBEEREET ISL OB H s 5 ISL ZFEAETHE, FFERAXLRO, WR
EMDEESIE ISLEER ISLimE, BRESE 3,

BTREMA—NEERS, AERATFIENSER Ctrl-Z , MU TRAIFR:

switch A 1# conf t

switch A 1(config)# int ethl/24/1
switch A 1 (config-if)# shut
switch A 1 (config-if)#
switch A 1#

switch B 1# conf t

switch B 1(config)# int ethl/24/1
switch B 1(config-if)# shut
switch B 1 (config-if)#
switch B 1#

2. IF T ESAMIL L 25,
3. IRIEFEFX ISL I,

@ WNREEIEEENS224 RN HZEE FEACisco 9336C -H #l. FEBEEARRCFXH
FHRFISLIONBHEE. BRBPEER "HMetroCluster IPAZ A EFIRCPS . "
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PEIR FIg
EEN ISL IROMRE ... RIBRE ST ISL EZEIEERO. SRR EHIIRBXLE ISL Ik

OB _ISL MetroCluster IP REMEE 5,

EAMISL ... & QMSP EANERNIA ISL IwANEEa. BETENISITE _IP MetroCluster

REMECE _ &, FHETHENIME,

4. MULFer <8, EMKRERPRNHENHA EERE ISLis0 MIRKREA) -

sswitch A 1# conf t

TREMAN—TMEES S, MATFAEMLER Ctrl-Z :

switch A 1# conf t

switch A 1(config)# int ethl/17
switch A 1(config-if)# no shut
switch A 1(config-if)# int ethl/18
switch A 1(config-if)# no shut
switch A 1 (config-if)#

switch A 1#

switch A 1# copy running-config startup-config

switch B 1# conf t

switch B 1(config)# int ethl/17
switch B 1(config-if)# no shut
switch B 1(config-if)# int ethl/18
switch B 1(config-if)# no shut
switch B 1 (config-if)#

switch B 1#

switch B 1# copy running-config startup-config

i3

S WIFEEBEXM AR Z BRI T A 3THRALAISLAN % @S -

28

switch A 1# show int brief

RERLREPER ISLEO, WL TFREIFTR:



Switch A 14# show interface brief

Ethernet VLAN Type Mode Status Reason Speed
Port

Interface

Ch #

Ethl/17 1 eth access down XCVR not inserted
auto (D) --
Ethl/18 1 eth access down XCVR not inserted
auto (D) --

Port-channel VLAN Type Mode Status Reason
Speed Protocol
Interface

Pol0 1 eth trunk up none

Poll 1 eth trunk wup none

6. JMKLEN 2 EERIEDE,

Ha7E MetroCluster IP & R RYTE(E
NREEFRIRGZR SR ERIER, NELEEERENUE,

FRIRZS AT AZ A R 51

M MetroCluster it m EEHEZE B, FRETiZIREn289MIF om £, BIEAiSCSI ENiEEEE, XEKE
IXnh28 Al@IT MetroCluster IP 2 O#1TiA10), FiE EMIREhESS A IR THES,

MBEHMBERESNZE (1T 0m L) &, ERLURFYSHE—PIRRRESRNHELR, Wl LIRIERE TR
22 D NECIENR, FEHARER 1D H—PIRRIREh S LA SR,

7E1E1T ONTAP 9.4 By MetroCluster IP BEEEH, HEZR ID REEE MetroCluster I 2 (8] 2 M
() —mv. xOsERmEELE (0) AMIMBRIR%E, ME— MetroCluster i EROERH MER IR
FISEY, WFFISHBRE—HN,

PRGEPHELERZR Z S, RIEME (DR) APRIREEZE ID R2M—,
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RS SR RIERG, &R LUERMBNIRIES RERA M,

"4E3R DS460C DS224C F DS212C g Ze"

sysconfig -a i1l

LU FRBER ssysconfig -a 8<% E7R MetroCluster IP BRBREN TS EMIGE, b SiEE T TS
Mg

* $EE 0 . AEPIKENEE (AHhIRTHER)

* IEIE 3 SMNERREAEZE ID 75 #0176 (AsHhIREHER)
* ¥ 0 : EE iSCSI EHEACEE Om  (Zi2IXTNER)

node A 1> run local sysconfig -a
NetApp Release R9.4: Sun Mar 18 04:14:58 PDT 2018

System ID: 1111111111 (node A 1); partner ID: 2222222222 (node A 2)
System Serial Number: serial-number (node A 1)

slot 0: NVMe Disks

0 : NETAPP X4001S172A1TONTE NAO1l 1831.1GB 4160B/sect
(S3NBNX0J500528)

1 : NETAPP X4001S172A1TONTE NAO1l 1831.1GB 4160B/sect
(S3NBNX0J500735)

2 : NETAPP X4001S172A1TONTE NAO1l 1831.1GB 4160B/sect
(S3NBNX0J501165)

slot 3: SAS Host Adapter 3a (PMC-Sierra PM8072 rev. C, SAS, <UP>)

MFG Part Number: Microsemi Corp. 110-03801 rev. AO
Part number: 111-03801+A0
Serial number: 7A1063AF14B
Date Code: 20170320
Firmware rev: 03.08.09.00
Base WWN: 5:0000d1:702e69e:80
Phy State: [12] Enabled, 12.0 Gb/s
[13] Enabled, 12.0 Gb/s
[14] Enabled, 12.0 Gb/s
[15] Enabled, 12.0 Gb/s
Mini-SAS HD Vendor: Molex Inc.
Mini-SAS HD Part Number: 112-00436+A0
Mini-SAS HD Type: Passive Copper (unequalized) 0.5m ID:00

Mini-SAS HD Serial Number: 614130640
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75.

(S20KNYAG501805)

75.

(S20KNYAG502050)

75.

(25MOAO3WT2KA)

75.

(S20KNYAG501793)

75.

(S20KNYAG502158)

Shelf 75: DS224-12
Shelf 76: DS224-12

NETAPP X438 S1633400AMD NAO4 381

NETAPP X438 S1633400AMD NAO4 381.

NETAPP X438 PHM2400MCTO NAO4 381.

NETAPP X438 S1633400AMD NAQO4 381.

NETAPP X438 S1633400AMD NAO4 381

Firmware rev. IOM12 A: 0220 1IOM12 B:
Firmware rev. IOM12 A: 0220 1IOM12 B:

.3GB 520B/sect

3GB 520B/sect

3GB 520B/sect

3GB 520B/sect

.3GB 520B/sect

0220
0220

slot 3: SAS Host Adapter 3c (PMC-Sierra PM8072 rev. C, SAS, <UP>)

MFG Part Number:
Part number:
Serial number:
Date Code:
Firmware rev:
Base WWN:

Phy State:

Mini-SAS HD Vendor:

Microsemi Corp. 110-03801 rev. AO
111-03801+A0
7A1063AF14B
20170320
03.08.09.00
5:0000d1:702e69e:88
[0] Enabled, 12.0 Gb/s
[1] Enabled, 12.0 Gb/s
[2] Enabled, 12.0 Gb/s
[3] Enabled, 12.0 Gb/s
Molex Inc.

Mini-SAS HD Part Number: 112-00436+A0

Mini-SAS HD Type:
Mini-SAS HD Serial
75.
(S20KNYAG501805)
75.
(S20KNYAG502050)
75.
(25MOAO03WT2KA)
75.
(S20KNYAG501793)

Shelf 75: DS224-12
Shelf 76: DS224-12

Passive Copper (unequalized) O.

Number: 614130691

0

NETAPP X438 S1633400AMD NAO4 381

: NETAPP X438 S1633400AMD NAO4 381

NETAPP X438 PHM2400MCTO NAO4 381.

NETAPP X438 S1633400AMD NAQO4 381.

Firmware rev. IOM12 A: 0220 1IOM12 B:
Firmware rev. IOM12 A: 0220 1IOM12 B:

5m ID:00

.3GB 520B/sect

.3GB 520B/sect

3GB 520B/sect

3GB 520B/sect

0220
0220
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slot 3: SAS Host Adapter 3d (PMC-Sierra PM8072 rev. C, SAS, <UP>)
MFG Part Number: Microsemi Corp. 110-03801 rev. AO
Part number: 111-03801+A0
Serial number: 7A1063AF14B
Date Code: 20170320
Firmware rev: 03.08.09.00
Base WWN: 5:0000d1:702e69e:8c
Phy State: [4] Enabled, 12.0 Gb/s
[5] Enabled, 12.0 Gb/s
[6] Enabled, 12.0 Gb/s
[7] Enabled, 12.0 Gb/s
Mini-SAS HD Vendor: Molex Inc.
Mini-SAS HD Part Number: 112-00436+A0
Mini-SAS HD Type: Passive Copper (unequalized) 0.5m ID:01
Mini-SAS HD Serial Number: 614130690
75.0 NETAPP X438 S1633400AMD NAO4 381.3GB 520B/sect
(S20KNYAG501805)
75.1 : NETAPP X438 S1633400AMD NAO4 381.3GB 520B/sect
(S20KNYAG502050)
75.2 NETAPP X438_PHM24OOMCTO NAQO4 381.3GB 520B/sect
(25MOAO3WT2KA)
Shelf 75: DS224-12 Firmware rev. IOM12 A: 0220 IOM12 B: 0220
Shelf 76: DS224-12 Firmware rev. IOM12 A: 0220 IOM12 B: 0220
slot 4: Quad 10 Gigabit Ethernet Controller X710 SFP+
slot 0: Virtual iSCSI Host Adapter Om
0.0 NETAPP X4001S172A1TO9NTE NAO1l 1831.1GB 4160B/sect
(S3NBNX0J500690)
0.1 NETAPP X4001S172A1TO9NTE NAO1l 1831.1GB 4160B/sect
(S3NBNX0J500571)
0.2 NETAPP X4001S172A1TONTE NAO1l 1831.1GB 4160B/sect
(S3NBNX0J500323)
0.3 NETAPP X4001S172A1TONTE NAO1l 1831.1GB 4160B/sect
(S3NBNX0J500724)
0.4 NETAPP X4001S172A1TO9NTE NAO1l 1831.1GB 4160B/sect
(S3NBNX0J500734)
0.5 NETAPP X4001S172A1TONTE NAO1l 1831.1GB 4160B/sect
(S3NBNX0J500598)
0.12 NETAPP X4001S172A1TONTE NAO1l 1831.1GB 4160B/sect
(S3NBNX0J501094)



0.13 : NETAPP X4001S172A1TONTE NAO1l 1831.1GB 4160B/sect
(S3NBNX0J500519)

Shelf 0: FS4483PSM3E Firmware rev. PSM3E A: 0103 PSM3E B: 0103
Shelf 35: DS224-12 Firmware rev. IOM12 A: 0220 1IOM12 B: 0220
Shelf 36: DS224-12 Firmware rev. IOM12 A: 0220 IOM12 B: 0220

node A 1::>

£ = Storage MetroCluster 3Z#i#/1[a] MetroCluster IP 75
Ik EER

ErIEE B EFAHEE Storage MetroCluster 331 NS224 HEERZEANNE] MetroCluster
H,

M ONTAP 9.10.1 FF4g, EJLUEREZ M INS224 MetroCluster 33#24LM MetroCluster 7N NS224 HE#E
ma, eI —IRANINZ N HERRER
FFHaZ Al
* BEWMTLEIT ONTAP 9.9.1 SRE S AR,

o UENEZEMNTE NS224 HEEZEE WM S MetroCluster  (HE 776 /INS224 MetroCluster ZZRNERE) EiE
EIFERAI 3o

TREE AR IS BIS EIEEIER NS224 B2 2958 NS224 MR ZEEE R E A LUK MAS A A B 5 i
BHZ7Z1% INS224 MetroCluster A HIEZ S,

* "EREGSEEICR" ITIHES Z A

TP Z B &Z B E X AutoSupport JH S

FERITHIPIR SR Z /0, A& IX AutoSupport B S LUBEN NetApp IASZRFIEE#ITEIN. SHEAZIFIE
ERTHER, ARt REE R EFEER TEIEREM,

EXFUES
WAIRTEED MetroCluster I &5 _EHITILES

p
1. EpFIEBEIERZIFERG, ELRIE—% AutoSupport JH B LIS ARIEE#HTTH,

a. [RJREHAR TR

ssystem node AutoSupport invoke -node * -type all -message "MAIN=10h Adding
or Removing NS224 SHELVES"

HEREIERE T —1 10 NESBILEFRYER, RIBIERIITY, ErRIEFEERLESME,
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NREIZATENT EFER4Er, &R LIJAA—% AutoSupport JHR., fER4EIRHALE
ssystem node AutoSupport invoke -node * -type all -message MAINT=end

a. EfReER LEEIGS,

I&F MetroCluster BE2EHIZITIRR
ERITITEZR], B4 TEEE MetroCluster BR & BIEI TR RAIERE,

PIE
1. 7 ONTAP HI8iF MetroCluster e BRVIE TIBE R :

a. WEBERRAEEONZRIEZ:
node run -node node-name sysconfig -a
b. BN LREFEEMEITIRRER:
sRKBITIRAERET
C. #41A MetroCluster FC& AKIREIRAESER !
MetroCluster show
d. $117 MetroCluster 125
MetroCluster check run
e. B~ MetroCluster & AYLE
MetroCluster check show’
f. i&1T Config Advisor o
"NetApp F#i: Config Advisor"

g- 117 Config Advisor [, E&E1ZT AR H R H PR IR L IR,

2. W RIETIES:

cluster show -vserver cluster

cluster A::> cluster show -vserver Cluster

Node Health Eligibility Epsilon
node A 1 true true false
node A 2 true true false

cluster A::>
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3. WikFE &R IRORRIIE R

network port show -ipspace cluster

cluster A::> network port show -ipspace cluster
Node: node A 1-old

Speed (Mbps) Health

Port IPspace Broadcast Domain Link MTU Admin/Oper Status
ela Cluster Cluster up 9000 auto/10000 healthy
elb Cluster Cluster up 9000 auto/10000 healthy

Node: node A 2-o0ld

Speed (Mbps) Health

Port IPspace Broadcast Domain Link MTU Admin/Oper Status
ela Cluster Cluster up 9000 auto/10000 healthy
elb Cluster Cluster up 9000 auto/10000 healthy

4 entries were displayed.

cluster A::>

4. WP E &R LIF 25 BB BIEEiETT:
network interface show -vserver cluster

FNEEE LIF N9 "Is Home" &7 true , HEIRZS "Admin/Oper" /3 "up/up"



5.
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cluster A::> network interface

show -vserver cluster

ela

eOb

ela

eOb

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Home
Cluster
node A 1-old clusl
up/up 169.254.209.69/16 node A 1
true
node A 1-old clus2
up/up 169.254.49.125/16 node A 1
true
node A 2-old clusl
up/up 169.254.47.194/16 node A 2
true
node A 2-old clus2
up/up 169.254.19.183/16 node A 2
true

4 entries were displayed.

cluster A::>

WIERESEEMEEE LIF EEABMER:

network interface show - vserver

cluster -fields auto-revert



cluster A::> network interface show -vserver Cluster -fields auto-revert

Logical
Vserver Interface Auto-revert

Cluster
node A 1-old clusl
true
node A 1-old clus?Z2
true
node A 2-old clusl
true
node A 2-old clus?2
true

4 entries were displayed.

cluster A::>

Re#HY RCF SRR A T3l

@ MRENZIENECELER, EeliBhd FTEXLEDHEEES 7£ Cisco 9336C M LA E
MACsec 1%, SRS EZEMHY NS224 HEEZEE,
* ERINELZR, DERRIENEE,
s BNEEEGLIFMAEE "FalmO9E ",
* SAER "*RefFileGenerator | " TEAEEECIE RCF X4, o "RcfFileGenerator” Itbh, FiefH
TEMNRENNSIREOAEE N, BRHERERERKENEELZS, i, TotIBE—LEMXELUN RCF
X, XL HRH S SN E RN FAA &M A, EAMEEIRGAN, BERLHAEEHRRE
R LRI
F4% MetroCluster IP 33#4/l_EH#Y RCF 14
WMREBLEMIENE S, NAMELEZIGYE G, RAEBHHK RCF X4,
IR ED B hlr A4k RCF XA LA RE. N RCF X4fE, REBine,

p
1. IR EMIETTIRR.

a. IHF MetroCluster A2 HRIZ(TIER !

" * MetroCluster check run*
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cluster A::*> metrocluster check run

IHIRERBER&IBTT.
b. £ MetroCluster check run ¥{EFef/E, BT MetroCluster check show UUBEER.

ARAORDHE, BETRUTER:

::*> metrocluster check show

Component Result

nodes ok

lifs ok
config-replication ok

aggregates ok

clusters ok

connections not-applicable
volumes ok

7 entries were displayed.

a. BIEIETEIETTH MetroCluster 10 BRIV, BRI TS + * MetroCluster operation
history show -job-id 38*

b. BIFRTRAETIRELR: + * system health alert show”

2. ) IP STRHLBURFBSTAY RCF SCfi

# Cisco IP ST E B BRIAE
FEREHTRIEARAT RCF 231, UM Cisco MMEE A PTEARE.
{3 MetroCluster 1P RESRIIE D IP N B R SR,

1 BB EE A BIARE:

a. BRI AEE:. write erase
b. EFMMBFRZIEHNIE: reload

AAREFMBHFHENLEERS. TEsHEAE, WMREWEIRT Abort Auto Provisioning and continue
with normal setup ?  (yes/no) [n], MINEIE yes UL,

c. EREMSS, BAERTHHIEE:
- SRR

* HRANZFR
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- WHINEIEERCE

" FRIARIR

" SSH RS (RSA) ERECEMSE, KMHKENB.
d. WA, WP RMEUEREZHMA,

UTFRAIERTEEBYBERIRRMARIN, RES ( <<<) EREENENIE,

-—-——- System Admin Account Setup ----
Do you want to enforce secure password standard (yes/no) [y]:y
**<<<**

Enter the password for "admin": password
Confirm the password for "admin": password
---- Basic System Configuration Dialog VDC: 1 ----

This setup utility will guide you through the basic configuration of
the system. Setup configures only enough connectivity for management
of the system.

Please register Cisco Nexus3000 Family devices promptly with your
supplier. Failure to register may affect response times for initial
service calls. Nexus3000 devices must be registered to receive

entitled support services.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime to
skip the remaining dialogs.

BRILET—ARTRRNERER, SERNZTR, EEMUEAMX, AFERE SSH with RSA,
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Would you like to enter the basic configuration dialog (yes/no): yes
Create another login account (yes/no) [n]:
Configure read-only SNMP community string (yes/no) [n]:
Configure read-write SNMP community string (yes/no) [n]:
Enter the switch name : switch-name **<<<**
Continue with Out-of-band (mgmt0O) management configuration?
(yes/no) [yl:
MgmtO IPv4 address : management-IP-address **<I<*x*
MgmtO IPv4 netmask : management-IP-netmask **<<<**
Configure the default gateway? (yes/no) [y]l: y **<<<**
IPv4 address of the default gateway : gateway-IP-address F**<<<**
Configure advanced IP options? (yes/no) [n]:
Enable the telnet service? (yes/no) [n]:

Enable the ssh service? (yes/no) [y]: y F**<<<**
Type of ssh key you would like to generate (dsa/rsa) [rsal: rsa
**<<<~k*

Number of rsa key bits <1024-2048> [1024]:
Configure the ntp server? (yes/no) [n]:

Configure default interface layer (L3/L2) [L2]:
Configure default switchport interface state (shut/noshut) [noshut]:
Shut **<<<**

Configure CoPP system profile (strict/moderate/lenient/dense)
[strict]:

Ka—HR TR TTAECE



The following configuration will be applied:
password strength-check
switchname IP switch A 1
vrf context management
ip route 0.0.0.0/0 10.10.99.1
exit
no feature telnet
ssh key rsa 1024 force
feature ssh
system default switchport
system default switchport shutdown
copp profile strict
interface mgmtO
ip address 10.10.99.10 255.255.255.0
no shutdown

Would you like to edit the configuration? (yes/no) [n]:
Use this configuration and save it? (yes/no) [y]:
2017 Jun 13 21:24:43 Al %$ VDC-1 %$ %COPP-2-COPP_POLICY: Control-Plane

is protected with policy copp-system-p-policy-strict.

[HAFHHHHAHHH A A H A A AR HH] 1003
Copy complete.

User Access Verification

IP switch A 1 login: admin

Password:

Cisco Nexus Operating System (NX-0S) Software

IP switch A 1#
2. RIFECE:

IP switch-A-1# copy running-config startup-config

3. EHRSIRNH F R IR E NS -

IP switch-A-1# reload

4. 3% MetroCluster IP BB EM =8N EE LRT R,
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TEFH L% Cisco 32i#] NX-OS ¥
TG SRR ER A X4 RCF X4 T3 F] MetroCluster IP BELEFRBIE 3o
IESFBEERAXXEERRG, FISNFTP, TFTP, SFTP 3 SCP, #¥XMHEHIFIZIEN.
W3 MetroCluster IP EBEFHE IP RN EERITXLESE,
1S WA Z5UE FA S Fr Y SR AR R AR
"NetApp Hardware Universe"

1. FHZHEFH NX-0S 34>ttt

"Cisco T #"

2. BZMH S HIFIZIIA]: - copy sftp :  //root@server-IP-address/tftpboot/NX-OS-file-name bootflash
vRF management’

7ELERBI, nxos.7.0.3.14.6.bin XEFIEM SFTP BRS328 10.10.99.99 EHIZIZh bootflash :

IP switch A 1# copy sftp://root@10.10.99.99/tftpboot/nxos.7.0.3.I4.6.bin
bootflash: vrf management

root@10.10.99.99's password: password

sftp> progress

Progress meter enabled

sftp> get /tftpboot/nxo0s.7.0.3.I4.6.bin

/bootflash/nxos.7.0.3.I4.6.bin

Fetching /tftpboot/nxos.7.0.3.I4.6.bin to /bootflash/nxos.7.0.3.I4.6.bin
/tftpboot/nxo0s.7.0.3.14.6.bin 100% 666MB 7.2MB/s
01:32

sftp> exit

Copy complete, now saving to disk (please wait)...

3. EBTHA LIIER A NX-OS XHR B FE MMM bootflash HRH: dir bootflash

UG ERXHALTF ip_switch_A_1 E:
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IP switch A 1# dir bootflash:

698629632 Jun 13 21:37:44 2017 nxos.7.0.3.I4.6.bin

Usage for bootflash://sup-local
1779363840 bytes used
13238841344 bytes free
15018205184 bytes total

IP switch A 1#

/|

4. ZETHAINE: install all nxos bootflash . nxos.version-number.bin
RGNS G, RIRVEEERNE (BEFE) -
LUTFRBIERT IP_switch A 1 EREEZRE:
IP switch A 1# install all nxos bootflash:nxocs.7.0.3.I4.6.bin

Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxos.7.0.3.I4.6.bin for boot variable "nxos".
(##fHHHHSH#HHSHHE#EH#] 100% —— SUCCESS

Verifying image type.
[###HHHHSH#HHSHHH#EH#] 100% —— SUCCESS

Preparing "nxos" version info using image
bootflash:/nxo0s.7.0.3.I4.6.bin.
[##fH#H 44 HSH#4#4##] 100% —— SUCCESS

Preparing "bios" version info using image
bootflash:/nx0s.7.0.3.I4.6.bin.

[H###fHfHtHHHHH4#4###4] 100% —— SUCCESS [H#Af##HHAHHEHSH#EHEHS] 1003
—-— SUCCESS
Performing module support checks. (H#A###EHSHHEHSFHEH#EH] 1005
—-— SUCCESS
Notifying services about system upgrade. [#Af##HHSHHEHSH#EHEHS] 1003

—-— SUCCESS



Compatibility check is done:

Module Dbootable Impact Install-type Reason
1 yes disruptive reset default upgrade is not
hitless

Images will be upgraded according to following table:

Module Image Running-Version (pri:alt) New-Version Upg-
Required
nxos 7.0(3)I4(1) 7.0(3)I4(6) yes
bios v04.24(04/21/2016) v04.24(04/21/2016) no

Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] vy

Install is in progress, please wait.

Performing runtime checks. LA HHHH#44] 100% -—
SUCCESS

Setting boot variables.
[###fHfHA#H#H#E#4#H#H] 1008 —— SUCCESS

Performing configuration copy.
[######H4H 444 ##4444] 1008 —— SUCCESS

Module 1: Refreshing compact flash and upgrading bios/loader/bootrom.
Warning: please do not remove or power off the module at this time.

[####4# A HE#H AR #E##E] 1005 —— SUCCESS

Finishing the upgrade, switch will reboot in 10 seconds.
IP switch A 1#

o FRHIRHEFME, AREREIZE.
RNEMETE, BETERRETR:
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User Access Verification

IP switch A 1 login: admin

Password:

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2017, Cisco and/or its affiliates.
All rights reserved.

MDP database restore in progress.
IP switch A 1#

The switch software is now installed.

6. WIIREELRERMHIINMYE: show version

UTFREIERT
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IP switch A 1# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2017, Cisco and/or its affiliates.
All rights reserved.

Software
BIOS: version 04.24
NXOS: version 7.0(3)I4(06) **<<< switch software version**

BIOS compile time: 04/21/2016
NXOS image file is: bootflash:///nxos.7.0.3.I4.6.bin
NXOS compile time: 3/9/2017 22:00:00 [03/10/2017 07:05:18]

Hardware
cisco Nexus 3132QV Chassis
Intel (R) Core(TM) i3- CPU @ 2.50GHz with 16401416 kB of memory.
Processor Board ID FOC20123GPS

Device name: Al
bootflash: 14900224 kB
usbl: 0 kB (expansion flash)
Kernel uptime is 0 day(s), 0 hour(s), 1 minute(s), 49 second(s)
Last reset at 403451 usecs after Mon Jun 10 21:43:52 2017
Reason: Reset due to upgrade
System version: 7.0(3)I4(1)
Service:
plugin

Core Plugin, Ethernet Plugin
IP switch A 1#

7. 3% MetroCluster IP ELEFHEF =/ IP XN EE LR P E,

£ Cisco 9336C xZ#EA|_EEZE MACsec IN%

MRFE, Er]LIfEiE =2 iE)E1THY WAN ISL i _EECE MACsec IN%E, EMNAIEHI RCF X4E, &
BdE MACsec
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@ MACsec 1% REERIFF WAN ISL i,

MAC H9¥FRIE K

MACsec FELZ2IFH]IE, B X Cisco NX-OS F7] 5 5 A UNEIFRENA BB 1T RIIERY e B AR, 3

Cisco NX-OS iFaliE/) "

7£ MetroCluster IP B2E& F/=ZF Cisco MACsec 1% WAN ISL
&A] 7T MetroCluster IP B2&E 59 WAN ISL A Cisco 9336C A2 A MACsec 1%,

1. ANEBEERTN: configure terminal

IP switch A 1# configure terminal
IP switch A 1(config)#

2. 7i%%E EEHB MACsec 1 MKA : feature MACsec
IP switch A 1(config) # feature macsec
3. BizTECBEEFZIBEEIE . copy running-config startup-config

IP switch A 1(config)# copy running-config startup-config

£ Cisco MAC )Nz

7F MetroCluster IP EgEH, EREEEE N WAN ISL £ Cisco 9336C a1 22F MACsec flZR

N
o

() wmmmmms, WESTHREE.

1. MANEBEERTN. configure terminal

IP switch A 1# configure terminal
IP switch A 1(config)#

2. 118% F2FH MACsec BEE: mAcSEC shutdown

IP switch A 1(config)# macsec shutdown

@ PR no SETUEIAE MACsec Thak,
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3. EEFEECE MAC B9,

TR LEEEZ ORI X FLUKMiREA, BERMUAKRNEE / w0

IP switch A 1(config)# interface ethernet 1/15
switch (config-if) #

4. MiksiEO EREMZARE, REEFICHRZARELIMBR MACsec BE&E: no MACsec keychain

keychain-name policy policy-name backfally-keychain keychain-name

IP switch A 1(config-if)# no macsec keychain kc2 policy abc fallback-
keychain fb kc2

S WHECE T MACsec WFrE1EAEESE 34,

6. BT EEHIEIEEIECE: copy running-config startup-config

IP switch A 1(config)# copy running-config startup-config

EiE MACsec ZEH5EMZ45A
BXECE MACsec ZEAANFAEE, 1BENERTERNZIEN Cisco X1,

EEEY NS224 W HE5E
HIE

1. Install the rail mount kit that came with your shelf by using the installation flyer that came in the kit box.
2. Install and secure the shelf onto the support brackets and rack or cabinet by using the installation flyer.

3. Connect the power cords to the shelf, secure them in with the power cord retainer, and then connect the
power cords to different power sources for resiliency.

A shelf powers up when connected to a power source; it does not have power switches.When functioning
correctly, a power supply’s bicolored LED illuminates green.

4. YHLRZR ID iR BHTE HA WA URTEEAN G B FE—E T,

5. LA TIRF &R LRIm O
a. ¥ NSM-A, eOa EHZEFIZTHEM] ( Switch-A1 BF Switch-B1)
b. 3 NSM-B , eOa E#EI3ZHEM] ( Switch-A2 5 Switch-B2 )
C. ¥ NSM-A, eOb ZE#EEIZ A ( Switch-A1 B Switch-B1)
d. ¥ NSM-B , eOb ZE#EIZMA ( Switch-A2 5§ Switch-B2 )

6. FHAM "*RcfFileGenerate" T B4 R4 B ISR ELEZ FIHERN AR O,

/|

IEEREEAEZRE, ONTAP S ENEML LA MEZERLE,
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{£MetroCluster IPEC & i & i 2 im0 %

MONTAP 9.15. 1. ErILIEEEIRE)mINE. UNZMetroCluster |IPEZ & H ik 52 2 [B]AY

[EiRE. GIMINVIoghIZiEE B4z,
T ULAES
- EURRERERRA ERTIES,
- ERERIIGNE A, GRRARE REIMIEAEE,
* BEEMetroCluster IPEE FE B It FI B B HZ R HFR AN RMONTAPHR !

IEONTAPHRZ SRR
ONTAP 9.15.1. - AFF A400
- FAS8300
- FAS8700
J& PR i B i N 2

WITUT RS Al EliRNE,

PIE
1. I83F MetroCluster B2 & HIIETTIR o

a. IHiF MetroCluster A4 2 FITITIES

metrocluster check run

cluster A::*> metrocluster check run

R EFRERSIETT.

b. f2ZfG metrocluster check run IB{EZ=M. B1T:

metrocluster check show

ARYADHE, BRERUTER:

49


https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-external-key-management-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-external-key-management-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-external-key-management-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-external-key-management-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-external-key-management-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-external-key-management-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-external-key-management-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-external-key-management-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-external-key-management-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-external-key-management-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-external-key-management-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-external-key-management-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-external-key-management-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-external-key-management-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-external-key-management-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-external-key-management-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-external-key-management-concept.html

cluster A:::*> metrocluster check show

Component Result

nodes ok

lifs ok
config-replication ok

aggregates ok

clusters ok

connections not-applicable
volumes ok

7 entries were displayed.

a. KEIETEITITHY MetroCluster 1o ZIRERVIRE

metrocluster operation history show -job-id <id>

b. IERTEBTITIRRER:

system health alert show

2. WIFRE AR LEEEINIHAEE.

security key-manager external show-status

3. AEDRAREBImEIHIMNE:

50

metrocluster modify -is-encryption-enabled true -dr-group-id
<dr_group id>

° ¢

cluster A::*> metrocluster modify -is-encryption-enabled true -dr-group
-id 1
Warning: Enabling encryption for a DR Group will secure NVLog and
Storage

replication data sent between MetroCluster nodes and have an
impact on

performance. Do you want to continue? {yln}: vy
[Job 244] Job succeeded: Modify is successful.



+ WEREFHNES I DRAEE TR,

4. WIFRTERAREIHRNE:

metrocluster node show -fields is-encryption-enabled

°

cluster A::*> metrocluster node show -fields is-encryption-enabled

dr-group-id cluster node configuration-state is-encryption-
enabled

1 cluster A node A 1 configured true

1 cluster A node A 2 configured true

1 cluster B node B 1 configured true

1 cluster B node B 2 configured true

4 entries were displayed.

**FH .Lu.uzsull_ﬁ)]ux\
HITU TS B UZARRIRNE,

g
1. I8 MetroCluster B2 & HEI TR .

a. I9JF MetroCluster A 2B ITITIEE

metrocluster check run

cluster A::*> metrocluster check run

R ESERSIETT

—_s=

b. f2Z G metrocluster check run B{EZ=M. B1T:

metrocluster check show

RYOEDWE, BERUTE



cluster A:::*> metrocluster check show

Component Result

nodes ok

lifs ok
config-replication ok

aggregates ok

clusters ok

connections not-applicable
volumes ok

7 entries were displayed.

a. IEIEEIEITH MetroCluster F IR ERVIRT :

metrocluster operation history show -job-id <id>

b. IERTEBTITIRRER:

system health alert show

2. WIFRE AR LEEEINIHAEE.

security key-manager external show-status

3. 8" DRA LR AR RN

metrocluster modify -is-encryption-enabled false -dr-group-id
<dr_group id>

o ol
cluster A::*> metrocluster modify -is-encryption-enabled false -dr-group

-id 1
[Job 244] Job succeeded: Modify is successful.

+ WEEEFHNESIDRAEZEE TR,

4. WIFRSERAREIHINE:
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metrocluster node show -fields is-encryption-enabled

°

cluster A::*> metrocluster node show -fields is-encryption-enabled

dr-group-id cluster node configuration-state is-encryption-
enabled

1 cluster A node A 1 configured false

1 cluster A node A 2 configured false

1 cluster B node B 1 configured false

1 cluster B node B 2 configured false

4 entries were displayed.

X A F1 B chMetroCluster IPEZ & Ry EE NG 5

NRIEFZEEMetroCluster IPECE R ITUE RPN EFRE MR N IGR. WA 7 AEIN1E
KA B ENIZLE R

MRFESHEMMENREBLR BN, MIRFENETREET BA/\TREE). WL ZERNTMXEE
Zo WRES BN BERERNESEBENE R FTHITHES SRR EREMLSFIENSE,

TEIERT MetroCluster EEE, cluster BE X LUHITHER,

Cluster_A Cluster_B
Switch A 1 et Switch B 1
Node A 1 - - Node B 1
Node A 2 - “~ Node B 2
Switch A 2 Switch B 2
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X #FMetroClusterif &
SR AU =P E 1S, REA BRI SRS EME (L

RFUIES
TS BRRFIA LB EMNRITEBNME R A R,

PIE
1. Ftazmi, BB E EMNEAIERGEREETEM.
2. £ ONTAP H3&iF MetroCluster BRERIEITIER :

a. NBERARBNZHRE:
node run -node node-name sysconfig -a

b. RERNMEH LEREFETEMETRRAER:
sRRBITIWRERETR

C. #3iA MetroCluster BC B A RIGIFIEHXEHBIESR:
MetroCluster show

d. $11T MetroCluster check : + MetroCluster check run®

e. &7~ MetroCluster {0 EHILER
MetroCluster check show

f BN L EEEEEMAETRRER (NRET)
sTFEAXER

g. i&z1T Config Advisor
"NetApp F#;: Config Advisor"

h. 3517 Config Advisor f5, EH1ZT ErV HFIZR AL P RZINARR L AVEREE,
3. NBRIFIERIBITHIIL A SSHELIIR .

MetroCluster switchover

cluster A::*> metrocluster switchover

IR ERTRE R R L7 971 BETTALo
4. ST FIETIRAI TR R

MetroCluster B{EET
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cluster A::*> metrocluster operation show
Operation: Switchover
Start time: 10/4/2012 19:04:13
State: in-progress
End time: -
Errors:

cluster A::*> metrocluster operation show
Operation: Switchover
Start time: 10/4/2012 19:04:13
State: successful
End time: 10/4/2012 19:04:22

Errors: -

S. ?}E%EE’J MetroCluster IP ECEIZTTHIZ ONTAP 9.6 SEShRA, BEFRRMEML R MEAH BEITMIEE R

7EIZ1TONTAP 9.55 B 2k AsAIMetroCluster IPECE . RMEILR T A A2 BEEEEIONTAP. MERIFR
IR

6. B¥REFRIFERSHFIBEEFLUNBAEE,
a. EEhA

cluster A::* volume offline <volume name>

b. FLUNE FEIAIRES,

cluster A::* lun offline lun path <lun path>

7. BR\GEREBERIRE:. BREFEIFRIRE

cluster A*::> storage aggregate offline -aggregate <aggregate-name>

8. RIEEHIECERM ONTAP hitAs, HAEMIFAfIAR ( Cluster B) HIRRMMMIFRERBH
BN AT AR ERAVRS:
o UFRMELE R ERIIRRE M,
NRAF RIS R ERVAFTRG MBI MRS R B SR HBY R RE = & E HPHEfT.
c (UFUoIE R ERHEE RGN, BTRSHRE. Blla, AREETEE.

a. ERFMBIM,
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56

1E
o

BIETRIIA R EAYTS

Cluster A:

RFTAERNME Pooll HMAEAM. RIS EMNT

online,Plex,pool

aggregate

plex

status

is-online pool

Node B 1 aggr0
Node B 1 aggr0

Node B 2 aggr0
Node B 2 aggr0

Node B 1 aggrl
Node B 1 aggrl

Node B 2 aggrl
Node B 2 aggrl

Node A 1 aggr0
Node A 1 aggr0

Node A 1 aggrl
Node A 1 aggrl

Node A 2 aggr0
Node A 2 aggr0

Node A 2 aggrl
Node A 2 aggrl

plex0
plexl

plex0
plex5

plex0
plex3

plex0
plexl

plex0
plex4

plex0
plexl

plex0
plex4

plex0
plexl

normal, active

normal,active

normal,active

normal,active

normal,active

normal,active

normal,active

normal,active

normal,active

normal,active

normal,active

normal,active

normal,active

normal, active

normal,active

normal,active

14 entries were displayed.

Cluster A::>

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

RFTABERIAER Pool0 #iE4H

:> storage aggregate plex show -fields aggregate,status,is-

REMMNZER ANTZRENTRER THER M TERH A WAEEIX S TIEHE
TR MERERE R MR B NIRERB? E BB ARG
TR_A1TMTNR 0 RRvEE DR SRR ANAHIEE -

A2



1 HRagHEE T, HEIER AR node A_1_aggrO/plex4. Tm B 1MTR_B.2
YEBITIERY
node_A 1 _aggri/plex1
node_A 2 aggrO/plex4.

node_A 2 aggri/plex1

0 FRRYHEAER B0, HERXER AR node_B_1_aggri/plex0 1 AR
YBITIZRY
node B 1 aggr0/plex0
node B 2 aggrO/plex0

node_B_2 aggr1/plex0

b. fEZ MR MR .
sTRIBERG MBATL

storage aggregate plex offline -aggregate Node B 1 aggr0 -plex plexO

()  soasBATERENRIEARTIESE
9. RIBITHMN LB EISLATHA IR FF A BiA Lo
10. #EM TR LEBTUTHS. UEETS:
node halt -inhibit-takeover true -skip-lif-migration true -node <node-name>
M. XFRHMELE S _FRYISE,
BRI X A A TR &
o {REITHIZE—7FEITHI2E MBI I F LOADER 1IB2RA. EHRTEEHTL XA,
° MetroCluster IP 3224/l
o 1Ffig%R
BEIHE (L MetroCluster FIE X A b 5=

KAbRfE, ERILUFFR4ERIIF. Fit MetroCluster LA RER—E#IFEF OAERE UL ZEHE L EIFE
BRI, S#ETRBEMEREN.

* BRSNS E—ibRAER,
* INRMANEFER (ISL) BRE, KENKELXEZK, WFEESEHEEE(].
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p
1. IR B EFMICRATBAMNGL. ED TS ERENEE.

2. YREMEUFBES. FHETHIE. 1P, Fibre BridgefN7#fi#5E,
3. BCE ISL ik O FFIEIE UL = E) &,
a. FTFFIPSARANAY FE R

()  am 7 - EERmRENER,

4 GERIH EMTA (NRA) WIESNEE,
() SeuEBREIBEREN. AN,

5. MRATMHBUFRERS, HBRBFIXLGE,

B5h MetroCluster BB EFH M E IE BT
SEREFE o R E, ENAEEhih = HEREIL MetroCluster ELE

KFILES
TS BRPRFrA L EEMEBENIE R & B,

p
1 4THRHRAN A ERIR,

BN BT AXBRIBNER, NRGE[REEMEM, WellTREEL—TPEE.

a. MRBEREEHEMLIEPARTRUIRIE, FEMREIEIEHEE (ISL)
b. {NIRIFEE5ER, HEMA ISL,
c. BIEISL,

2. STREEESISBNER. RAEEFEEEE LoADER BT, EHIBFiETLE5,.

NRBRATBoIAR. 1B ctri+c FLEITHIBRERBE.

S fIHHEIREIR. BHEBNNEILETER.
4. WIHFRERED R Mo
a. WIFtFRERSIMEREITHMGRFER . ERVMERBYVUERBHERRTIRIEHEME

iZSyncMirror,

b. IIFELIFEN TRE M B 774!

disk show -v
5. E¥EIL MetroCluster B &,

BRI TIRIE "I EH AR ES EMUFEEE" 1RYE MetroCluster EEEHITIEEMIEHE(F,
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X FE MetroCluster IP EC &
BT K EE ™ MetroCluster IP BREB LU MFI BI85, A B4R sl EFHE (il

M ONTAP 9.8 F#a, ° * storage switch*” sn 4G E#A * * system switch* o U TFHTEERT "~ *
storage switch*’ #8%, {BIIRFIEITAIZE ONTAP 9.8 SESARAS, MENEER * * system
switch* 8%,
1. M MetroCluster B2 & AL s 383E MetroCluster ERE .
a. #iA MetroCluster ECEMIREIRILIERE, +  * MetroCluster show*

b. ImITLLFE<: +  * MetroCluster interconnect show™’

C. #FEE— MetroCluster Tim LIHIANU TS, UMIASHENERE: +  * B{74H# sysconfig -v**
d. BT <. + * storage port show*'

e. BT TFE<: +  * storage switch show*’

f. iZfTLATFE<: +  * network interface show*'

g. IBITLATFE<L: + * network port show*

h. mITLLTF&<: + * network device-discovery show*'

i. 11T MetroCluster 12Z&: + * MetroCluster check run*

J- 7R MetroCluster 0 ERZER: +° * MetroCluster check show*'

K. izfTIAFE<$: +  * MetroCluster configuration-settings interface show*’
2. INBERE, B/ AUSO SFEIRE 2 L AUSO

" * auso-disabled™

cluster A site A::*>metrocluster modify -auto-switchover-failure-domain
auso-disabled

@ 7£ MetroCluster IP BR&H, AUSO ¥EIHEi&E N "auso-disabled" , FRIFHECECEE
ONTAP J3f#28.

3. fEMaLIIEEXN

* * MetroCluster operation show*

cluster A site A::*> metrocluster operation show
Operation: modify
State: successful
Start Time: 4/25/2020 20:20:36
End Time: 4/25/2020 20:20:36
Errors: -
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system node halt -node nodel SiteA -inhibit-takeover true
-warnings true

XA R ERA TGS

o TEfiEfTH23

° MetroCluster IP 3224/

° TFfiE%R
EF3091. AEBSIFAIETEMEEE. MetroCluster IPAIEHFIFAEIEHIZS,
I EHIZsRIRE, M IARIGIE MetroCluster FEE.

BIERE, REEPRE 1.

RITEHBIOE,
a. #8IAFFE sync-source SVM tJEEX#H1: + * vserver show*
b. BEEEEIREEHIA sync-source SVM : + * vserver start*

-ignore-quorum
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