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-—-—- System Admin Account Setup ----
Do you want to enforce secure password standard (yes/no) [y]:y
**<<<*~k

Enter the password for "admin": password **<<<**
Confirm the password for "admin": password **<<<*x*
--—- Basic System Configuration Dialog VDC: 1 —----

This setup utility will guide you through the basic configuration of
the system. Setup configures only enough connectivity for management
of the system.

Please register Cisco Nexus3000 Family devices promptly with your
supplier. Failure to register may affect response times for initial
service calls. Nexus3000 devices must be registered to receive
entitled support services.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.
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Would you like to enter the basic configuration dialog (yes/no): yes
Create another login account (yes/no) [n]:
Configure read-only SNMP community string (yes/no) [n]:
Configure read-write SNMP community string (yes/no) [n]:
Enter the switch name : switch-name **<<<**
Continue with Out-of-band (mgmt0O) management configuration?
(yes/no) [yl:
MgmtO IPv4 address : management-IP-address **<I<*x*
MgmtO IPv4 netmask : management-IP-netmask **<<<**
Configure the default gateway? (yes/no) [y]l: y **<<<**
IPv4 address of the default gateway : gateway-IP-address F**<<<**
Configure advanced IP options? (yes/no) [n]:
Enable the telnet service? (yes/no) [n]:

Enable the ssh service? (yes/no) [y]: y F**<<<**
Type of ssh key you would like to generate (dsa/rsa) [rsal: rsa
**<<<~k*

Number of rsa key bits <1024-2048> [1024]:
Configure the ntp server? (yes/no) [n]:
Configure default interface layer (L3/L2) [L2]:
Configure default switchport interface state (shut/noshut)
[noshut] : shut **<<<**
Configure CoPP system profile (strict/moderate/lenient/dense)
[strict]:

Ha—HRTRTRTREE:



The following configuration will be applied:
password strength-check
switchname IP switch A 1
vrf context management
ip route 0.0.0.0/0 10.10.99.1
exit
no feature telnet
ssh key rsa 1024 force
feature ssh
system default switchport
system default switchport shutdown
copp profile strict
interface mgmtO
ip address 10.10.99.10 255.255.255.0
no shutdown

Would you like to edit the configuration? (yes/no) [n]:
Use this configuration and save it? (yes/no) [y]:
2017 Jun 13 21:24:43 Al %$ VDC-1 %$ %COPP-2-COPP_POLICY: Control-Plane

is protected with policy copp-system-p-policy-strict.

[HAFHHHHAHHH A A H A A AR HH] 1003
Copy complete.

User Access Verification
IP switch A 1 login: admin
Password:

Cisco Nexus Operating System (NX-0S) Software

IP switch A 1#
2. RIFECE:

IP switch A 1# copy running-config startup-config

3. EHRSIRNH F R IR E NS -

IP switch A 1# reload
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BRI BRAVRIF R R X RCF X T # 2| MetroCluster ARLEWECEFRIZ TR
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IESHEFERAXXHERNRY, FIFTP, TFTP, SFTP I SCP, RXHEHIZIZIHMA.
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(D STWHHEAT Cisco IP H; BR, RESBBBMF Cisco FC A
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1. TFEZHAY NX-0OS B4

"Cisco NE;DImE"
2. YN IR & I E 3T HAA -

copy sftp . //root@server-IP-address/tftpboot/NX-os-file-name bootflash . VRF
management

FURAIR, B nxos.7.0.3.14.6.bin XM SFTP BRS528 10.10.99.99 E§IZF|) 23t bootflash :

IP switch A 1# copy sftp://root@10.10.99.99/tftpboot/nxos.7.0.3.I4.6.bin
bootflash: vrf management

root@10.10.99.99's password: password

sftp> progress

Progress meter enabled

sftp> get /tftpboot/nxos.7.0.3.I4.6.bin

/bootflash/nxo0s.7.0.3.I4.6.bin

Fetching /tftpboot/nxos.7.0.3.I4.6.bin to /bootflash/nxos.7.0.3.I4.6.bin
/tftpboot/nxo0s.7.0.3.14.6.bin 100% 666MB 7.2MB/s
01:32

sftp> exit

Copy complete, now saving to disk (please wait)...

3. EFNHAN _LILIERZ A NX-0S XHEREUTEHNRZHEAA bootflash BRH:
dE bootflash

e N eetsiTe s ip switch A 1 Lt
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IP switch A 1# dir bootflash:

698629632 Jun 13 21:37:44 2017 nxos.7.0.3.I4.6.bin

Usage for bootflash://sup-local
1779363840 bytes used

13238841344 bytes free

15018205184 bytes total

IP switch A 1#

4. REHANIRM

RREMBERYS bootflash . nxos.version-number.bin kickstart bootflash
nxos.version-kickstart-number.bin



IP switch A 1# install all system bootflash:nxos.7.0.3.I4.6.bin
kickstart bootflash:nxos.7.0.3.I4.6.bin
Installer will perform compatibility check first. Please wait.

Verifying image bootflash:/nxos.7.0.3.I4.6.bin for boot variable
"kickstart".
(##HfHAHE#FHFH4#4##4#] 1005 —— SUCCESS

Verifying image bootflash:/nxos.7.0.3.I4.6.bin for boot variable

"system".
[##fH#HHfH A SH#H#EH#] 100% —— SUCCESS

Performing module support checks.
[##fH#H 4 # 44 SH#4#4##] 100% —— SUCCESS

Verifying image type.
[###fdfHH#H#HHE#4#H#H] 1005 —— SUCCESS

Extracting "system" version from image bootflash:/nxos.7.0.3.I4.6.bin.
[######HHHH#H A HHH#44] 1008 —— SUCCESS

Extracting "kickstart" version from image
bootflash:/nxos.7.0.3.I4.6.bin.
[HfHfHEHE#FHFH4#4##4#] 1005 —— SUCCESS
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User Access Verification

IP switch A 1 login: admin

Password:

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2017, Cisco and/or its affiliates.
All rights reserved.

MDP database restore in progress.
IP switch A 1#

The switch software is now installed.
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IP switch A 1# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2017, Cisco and/or its affiliates.
All rights reserved.

Software
BIOS: version 04.24
NXOS: version 7.0(3)I4(06) **<<< switch software version**

BIOS compile time: 04/21/2016
NXOS image file is: bootflash:///nxos.7.0.3.I4.6.bin
NXOS compile time: 3/9/2017 22:00:00 [03/10/2017 07:05:18]

Hardware
cisco Nexus 3132QV Chassis
Intel (R) Core(TM) i3- CPU @ 2.50GHz with 16401416 kB of memory.
Processor Board ID FOC20123GPS

Device name: Al
bootflash: 14900224 kB
usbl: 0 kB (expansion flash)
Kernel uptime is 0 day(s), 0 hour(s), 1 minute(s), 49 second(s)
Last reset at 403451 usecs after Mon Jun 10 21:43:52 2017
Reason: Reset due to upgrade
System version: 7.0(3)I4(1)
Service:
plugin

Core Plugin, Ethernet Plugin
IP switch A 1#
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WESEEFH FTP , @B EEimthil ( Trivial File Transfer Protocol , TFTP) , SFTP S{&Z&E4Ih
I (Secure Copy Protocol , SCP ) HEXH LI X4 EHIEI 3o

XFIAES
W34 MetroCluster MARLEMECE RIS Cisco FC P EE I TXES B,

1A e F S s RO ST RV ER A R A
"NetApp Hardware Universe"

BI RCF X, MetroCluster ARLEIIECE PRI NSRRI B DB —o  EATNFRERRISTRAL
B S{ERIEMRY RCF X1

AR, RCF X1

FC_switch_A 1 NX3232 v1.80% Switch-Al.txt
FC_switch_A 2 NX3232_v1.80% 3THINl -a2.txt
FC_switch B_1 NX3232 v1.80% Switch-Bl.txt
FC_switch B 2 NX3232 v1.80% Switch-B2.txt

(D STWHHERT Cisco P RIH; BR, RKESBEMF Cisco FC ZHA.

T
1. M\F& Cisco FC RCF X4 "MetroCluster RCF F&;TIE"s

2. ¥ RCF XHEHIZI 3o
a. 3§ RCF X ERIZIE— 13

copy sftp . //rootl@ftp-server-ip-address/tftpboot/switch-specific RCF
bootflash ! VvRF management

FIE IR, 38 Nx3232 v1.80% Switch-Al.txt RCF XM 10.10.99.99 By SFTP REZ2:E 4

F)Z5H# bootflash o fEXZNER TFTP/SFTP ARS528RY IP it IR TE L ER RCF XHRIXH &
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IP switch A 1# copy sftp://root@10.10.99.99/tftpboot/NX3232 v1.8T-
X1 Switch-Al.txt bootflash: vrf management

root@10.10.99.99's password: password

sftp> progress

Progress meter enabled

sftp> get /tftpboot/NX3232 v1.80 Switch-Al.txt
/bootflash/NX3232 v1.80 Switch-Al.txt

Fetching /tftpboot/NX3232 v1.80 Switch-Al.txt to
/bootflash/NX3232 v1.80 Switch-Al.txt

/tftpboot/NX3232 v1.80 Switch-Al.txt 100% 5141 5.0KB/s
00:00

sftp> exit

Copy complete, now saving to disk (please wait)...

IP switch A 1#

a. WEM=AREYVPHNE— I RIINEE LR FTE, BEFLERN RCF XHEHIEIEMNAIIEN.
3. T/ LIE RCF X BB MU TFE NN bootflash BRH:
dM bootflash :

MR RBIERXHUTF ip_switch_ A_1 E:

IP switch A 1# dir bootflash:

5514 Jun 13 22:09:05 2017 ©NX3232 v1.80 Switch-Al.txt

Usage for bootflash://sup-local
1779363840 bytes used
13238841344 bytes free
15018205184 bytes total

IP switch A 1#

4. JGILECHY RCF XX {4 At bootflash EFIFIE N RIRN EHEITEE |
copy bootflash [ switch-specific-RCF.txt running-config

5. ¥ RCF X MIETEIETHECEEFIZIS NN LB E |

copy running-config startup-config
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IP switch A 1# copy bootflash:NX3232 v1.80 Switch-Al.txt running-config
IP switch A 1# copy running-config startup-config

6. EFTINEHEIIRM:

refa

IP switch A 1# reload

7. 3f MetroCluster IP BREFMEM= ARGV EE LIRTE,
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