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1. BRI EBERH BIARE:
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UTRBIERTEESIRHRTHRANN, RES (<<<') EREENEALE.

—-—-—- System Admin Account Setup ----
Do you want to enforce secure password standard (yes/no) [y]:y
*h LKL KK

Enter the password for "admin": password
Confirm the password for "admin": password
-—-—- Basic System Configuration Dialog VDC: 1 ----

This setup utility will guide you through the basic configuration of
the system. Setup configures only enough connectivity for management
of the system.

Please register Cisco Nexus3000 Family devices promptly with your
supplier. Failure to register may affect response times for initial
service calls. Nexus3000 devices must be registered to receive
entitled support services.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.

TR UET—ARTHRANERER, SERNZM, SEMUAMMX, SAFIEE SSH with RSA
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Would you like to enter the basic configuration dialog (yes/no): yes
Create another login account (yes/no) [n]:
Configure read-only SNMP community string (yes/no) [n]:
Configure read-write SNMP community string (yes/no) [n]:
Enter the switch name : switch-name **<<<**
Continue with Out-of-band (mgmt0O) management configuration?
(yes/no) [yl:
MgmtO IPv4 address : management-IP-address **<I<*x*
MgmtO IPv4 netmask : management-IP-netmask **<<<**
Configure the default gateway? (yes/no) [y]l: y **<<<**
IPv4 address of the default gateway : gateway-IP-address F**<<<**
Configure advanced IP options? (yes/no) [n]:
Enable the telnet service? (yes/no) [n]:

Enable the ssh service? (yes/no) [y]: y F**<<<**
Type of ssh key you would like to generate (dsa/rsa) [rsal: rsa
**<<<~k*

Number of rsa key bits <1024-2048> [1024]:
Configure the ntp server? (yes/no) [n]:
Configure default interface layer (L3/L2) [L2]:
Configure default switchport interface state (shut/noshut)
[noshut] : shut **<<<**
Configure CoPP system profile (strict/moderate/lenient/dense)
[strict]:

Ka—HR TR TTAECE



The following configuration will be applied:
password strength-check
switchname IP switch A 1
vrf context management
ip route 0.0.0.0/0 10.10.99.1
exit
no feature telnet
ssh key rsa 1024 force
feature ssh
system default switchport
system default switchport shutdown
copp profile strict
interface mgmtO
ip address 10.10.99.10 255.255.255.0
no shutdown

Would you like to edit the configuration? (yes/no) [n]:
Use this configuration and save it? (yes/no) [y]:
2017 Jun 13 21:24:43 Al %$ VDC-1 %$ %COPP-2-COPP_POLICY: Control-Plane

is protected with policy copp-system-p-policy-strict.

[HAFHHHHAHHH A A H A A AR HH] 1003
Copy complete.

User Access Verification

IP switch A 1 login: admin

Password:

Cisco Nexus Operating System (NX-0S) Software

IP switch A 1#
2. RIFECE:

IP switch-A-1# copy running-config startup-config

3. EHRSIRNH F R IR E NS -

IP switch-A-1# reload

4. 3% MetroCluster IP BB EM =8N EE LRT R,



T#HFH LI Cisco 35t NX-OS 4
EATEIRAIRIE RG] RCF 32 T3 MetroCluster IP B2 S RIS 33,

RFUIES
IESTEEAXGEmAG, FIMFTP, TFTP, SFTP X SCP, RXMHEHIRIZMRN.

WXt MetroCluster IP BEE RIS IP KIHNESHITXESE,
1S LI5S FA 2 Fr Y SR AR R AR
"NetApp Hardware Universe"

p
1. TR NX-0S XX

"Cisco BRIET&H"
2. YIRS I E 3T -

copy sftp . //root@server-IP-address/tftpboot/NX-os-file-name bootflash : vVRF
management

EAHBIF, nxos.7.0.3.14.6.bin XHF EPLD BREM SFTP ARS5288 10.10.99.99 £ #lEIZxith Bootflash:
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IP switch A 1# copy sftp://root@10.10.99.99/tftpboot/nxos.7.0.3.I4.6.bin
bootflash: vrf management

root@10.10.99.99's password: password

sftp> progress

Progress meter enabled

sftp> get /tftpboot/nxos.7.0.3.I4.6.bin

/bootflash/nxos.7.0.3.I4.6.bin

Fetching /tftpboot/nxos.7.0.3.I4.6.bin to /bootflash/nxos.7.0.3.I4.6.bin
/tftpboot/nxo0s.7.0.3.I4.6.bin 100% 666MB 7.2MB/s
01:32

sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

IP switch A 1# copy sftp://root@10.10.99.99/tftpboot/n%000-
epld.9.3.5.img bootflash: vrf management

root@10.10.99.99's password: password

sftp> progress

Progress meter enabled

sftp> get /tftpboot/n9000-epld.9.3.5.img /bootflash/n9000-
epld.9.3.5.img

Fetching /tftpboot/n9000-epld.9.3.5.img to /bootflash/n9000-
epld.9.3.5.1img

/tftpboot/n9000-epld.9.3.5.img 161MB 9.5MB/s 00:16
sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

3. EENEN _EIIERIRAN NX-0S XHB T FE N RIEMAY bootflash BRH:
dAiY bootflash :

MR ERXHAITF ip_switch_A_1 E:



IP switch A 1# dir bootflash:

698629632 Jun 13 21:37:44 2017 nxos.7.0.3.I4.6.bin

Usage for bootflash://sup-local
1779363840 bytes used
13238841344 bytes free
15018205184 bytes total

IP switch A 1#

/|

4. REITIAIR M -
LEFA nxos bootflash ! nxos.version-number.bin
REXBAIRFE, KIEIGEIEMME (EMED) .
UTFRBIETRT IP_switch A 1 ERYERHERE:
IP switch A 1# install all nxos bootflash:nxos.7.0.3.I4.6.bin

Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxos.7.0.3.I4.6.bin for boot variable "nxos".
[#f#fdfHd#H#HH4#4###4] 100% —— SUCCESS

Verifying image type.
[##fH#H 44 HSH#4#4H#] 100% —— SUCCESS

Preparing "nxos" version info using image
bootflash:/nxo0s.7.0.3.I4.6.bin.
(4SS #FHFH4#4##4#] 1005 —— SUCCESS

Preparing "bios" version info using image
bootflash:/nxo0s.7.0.3.I4.6.bin.

(#4444 #4444 4###4#] 1008 —— SUCCESS [#AfH##HHfHHAHSHHEHEHS] 1003
—-— SUCCESS
Performing module support checks. [#Af##HHSHHAHSHHEHEHS] 100D

-— SUCCESS



Notifying services about system upgrade. [H#efH#HHfHHAHSH#EHEHS] 1003
SR SUCECESIS

Compatibility check is done:

Module bootable Impact Install-type Reason
1 yes disruptive reset default upgrade is not
hitless

Images will be upgraded according to following table:

Module Image Running-Version (pri:alt) New-Version Upg-
Required
1 nxos 7.0(3)I4 (1) 7.0(3)I4(6) yes
1 bios v04.24(04/21/2016) v04.24(04/21/2016) no

Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] vy

Install is in progress, please wait.

Performing runtime checks. [##FHFHAHAHAFEHEHHH#HH] 100 -——
SUCCESS

Setting boot variables.

[####4#HHHHERH AR #E#H#E] 1005 —— SUCCESS

Performing configuration copy.
[#AfHHHHSH#HHSHHH#EH#] 100% —— SUCCESS

Module 1: Refreshing compact flash and upgrading bios/loader/bootrom.

Warning: please do not remove or power off the module at this time.
[###H#HHHHH#E##E##E###] 1005 —— SUCCESS

Finishing the upgrade, switch will reboot in 10 seconds.
IP switch A 1#

o FRFMNEFME, ARERIIZHA.



RNEFEDE, BRETERRER:

User Access Verification

IP switch A 1 login: admin

Password:

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2017, Cisco and/or its affiliates.
All rights reserved.

MDP database restore in progress.
IP switch A 1#

The switch software is now installed.

6. RIFREERERMY M. + show version

UTFREIERT i



IP switch A 1# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2017, Cisco and/or its affiliates.
All rights reserved.

Software
BIOS: version 04.24
NXOS: version 7.0(3)I4(06) **<<< switch software version**

BIOS compile time: 04/21/2016
NXOS image file is: bootflash:///nxos.7.0.3.I4.6.bin
NXOS compile time: 3/9/2017 22:00:00 [03/10/2017 07:05:18]

Hardware
cisco Nexus 3132QV Chassis
Intel (R) Core(TM) i3- CPU @ 2.50GHz with 16401416 kB of memory.
Processor Board ID FOC20123GPS

Device name: Al
bootflash: 14900224 kB
usbl: 0 kB (expansion flash)

Kernel uptime is 0 day(s), 0 hour(s), 1 minute(s), 49 second(s)
Last reset at 403451 usecs after Mon Jun 10 21:43:52 2017
Reason: Reset due to upgrade
System version: 7.0(3)I4(1)
Service:
plugin

Core Plugin, Ethernet Plugin
IP switch A 1#

7. 4% EPLD BREGH EH BN
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IP switch A 1# install epld bootflash:n9000-epld.9.3.5.img module 1
Compatibility check:

Module Type Upgradable Impact Reason

1 SUP Yes disruptive Module Upgradable
Retrieving EPLD versions.... Please wait.
Images will be upgraded according to following table:
Module Type EPLD Running-Version New-Version Upg-
Required

1 SUP MI FPGA 0x07 0x07 No

1 SUP IO FPGA 0x17 0x19 Yes

1 SUP MI FPGA2 0x02 0x02 No

The above modules require upgrade.
The switch will be reloaded at the end of the upgrade
Do you want to continue (y/n) ? [n] vy

Proceeding to upgrade Modules.
Starting Module 1 EPLD Upgrade

Module 1 : IO FPGA [Programming] : 100.00% ( 64 of 64 sectors)
Module 1 EPLD upgrade is successful.
Module Type Upgrade-Result

1 SUP Success
EPLDs upgraded.

Module 1 EPLD upgrade is successful.

8. ERXMNEFBGE, BABERHNIERESERIIMEF 4 EPLD .
show version module 1 epld

9. ¥t MetroCluster IP ELEFRIER =1 IP 3N EE LRPE,

T#HF%LE Cisco IP RCF X5
& AIMetroCluster IPECE RBIE N IR AE B H ZTERCF XX s

XFIAES
WESEEFEANEERIE, I FTP, TFTP, SFTP 3 SCP, BEXHEHIEIZZ#HM.
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WZF MetroCluster IP EEEHRHIE IP RN EERITXEDSE,
8L ZBUE FA 2 Y SRR AR AR
"NetApp Hardware Universe"

NRIEFERNZQSFP-SFP+iERCeE. MrIaeFERISLIsAEENATEERR. MARH EER. FEN
STHRA AR 7 A LA RE IS L 1R E AR o

B RCF Xf#, MetroCluster IP ECE I NN P HIE D IN—1 BRI NFRERRSHRIE S
fEFLEMRY RCF X5

AT RCF X f¥

IP_switch_A_1 NX3232_v1.80_Switch-A1.txt
IP_switch_A_2 NX3232_v1.80_Switch-A2.ixt
IP_switch_B_1 NX3232_v1.80_Switch-B1.txt
IP_switch_B_2 NX3232_v1.80_Switch-B2.txt
R

1. FIMetroCluster IP4 X Cisco RCCX 14,
a. T "'&FHF MetroCluster IP By RcfFileGenerator"
b. {# & B FMetroCluster IPBIRcIFileGenerator 5 R EIER B 4 B RCF X {4,

() FxBHETHEERRCFXHS,
2. ¥ RCF XA SIS
a. ¥ RCF XA EHISIE— 1 5ebL:

copy sftp ¢ //root@ftp-server-ip-address/tftpboot/switch-specific — rCF
bootflash .| vrf management

TEUHRBIF, NX3232_v1.80_Switch-A1.txt RCF &M TF 10.10.99.99 Y SFTP R332 8 452
b bootflash o EWATER TFTP/SFTP BRSZ 2889 IP st IR FEELLER RCF XHHIXHFR,

12
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IP switch A 1# copy
sftp://root@10.10.99.99/tftpboot/NX3232 v1.80 Switch-Al.txt bootflash:
vrf management

root@10.10.99.99's password: password

sftp> progress

Progress meter enabled

sftp> get /tftpboot/NX3232 v1.80 Switch-Al.txt
/bootflash/NX3232 v1.80 Switch-Al.txt

Fetching /tftpboot/NX3232 v1.80 Switch-Al.txt to
/bootflash/NX3232 v1.80 Switch-Al.txt

/tftpboot/NX3232 v1.80 Switch-Al.txt 100% 5141 5.0KB/s
00:00

sftp> exit

Copy complete, now saving to disk (please wait)...

IP switch A 1#

a. WEHM=PZHENPHE—IRINEE LR FIE, HBHERKLER RCF XAEHIZIMENBISZ L.
3. EB/N AN LIS RCF XA B TEN3IRHIAY bootflash BRH:

dM bootflash :

UG ERXEALTF ip_switch_ A 1 E:

IP_switch A 1# dir bootflash:

5514 Jun 13 22:09:05 2017 NX3232 v1.80 Switch-Al.txt

Usage for bootflash://sup-local
1779363840 bytes used
13238841344 bytes free
15018205184 bytes total

IP switch A 1#

4. 7f Cisco 3132Q-V I Cisco 3232C 3| LAZE TCAM X1z,
(D)  m:eeE Cisco 3132Q-V 3 Cisco 3232C ST, BB,

a. 7f Cisco 3132Q-V Xl L, ELT TCAM X1 :
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conf t

hardware access-list tcam region span O
hardware access-1list tcam region racl 256
hardware access-list tcam region e-racl 256
hardware access-list tcam region qos 256

b. 7 Cisco 3232C 3X#it/l L, KB LT TCAM Xig:

conf t

hardware access-list tcam region span O
hardware access-1list tcam region racl-lite O
hardware access-list tcam region racl 256
hardware access-list tcam region e-racl 256
hardware access-list tcam region gos 256

. igE TCAM X#Eifa, RFECEHEMMBEIIR:

copy running-config startup-config
reload

5. B ILEZHY RCF X4 M7t bootflash EHIE| & RN _EBVIEITEE
copy bootflash ! switch-specific-RCF.txt running-config

6. 3§ RCF XM IETEIETHEE S FIZIS NN LB E |

copy running-config startup-config

TNEFEMUTFUTATRRES:

IP switch A 1# copy bootflash:NX3232 v1.80 Switch-Al.txt running-config
IP switch-A-1# copy running-config startup-config

7. ERTINESHRAL:

refi®

IP switch A 1# reload

8. Xf MetroCluster IP fREFRHEM= 8 XIEHNEE LIRTE,

14



FEF 25 Gbps EENRAIKEERFIRELE

MRS RAEE EMA 25 Gbps EHE, M7ENFA RCF XH4fE,
Ejj?élﬂo RCF jdq:;f_r_ﬁﬁﬂitlxﬁo

KXFUIAES
EPITIHREZ B ZA0, ®JA 25 Gbps inHfhLk.

"Cisco 3232C &} Cisco 9336C KM HFESimO59E"

LEESIREER 25-Gbps EZMERATSR T&:

« AFF A300
* FAS 8200
» FAS 500f
» AFF A250

I3 MetroCluster IP BREHRRIFTE M & AT ES
SIE

BEBEFBERBIRELE (FEC) ¥R

1. IEEERIEHSSIRIRAIE N 25 Gbps IR L3 FEC SEUEE N off , A EEETHEEE I ZISohED
=

a. HANIERIN: config t

b. IEEEEIER 25-Gbps ##: interface interface-ID

C. ¥ FECI&EB N off . fEC off
d. X3 LS 25 Gbps IOEE RS E,
e BHEAEERT: exit

WUTFRBIERT 5 I3SHA IP_switch_ A 1 _ERYIEO Ethernet1/2/1 B8 < :

IP switch A 1# conf t

IP switch A 1(config)# interface Ethernetl/25/1

IP switch A 1(config-if)# fec off
IP switch A 1(config-if)# exit
IP_switch A 1(config-if)# end

IP switch A 1# copy running-config startup-config

2. 3 MetroCluster IP EEE HIVE M= SRR EE LR E,

2 R >R {52 A B9IS Lt [ A0 i [ 388

NetAppZINZRAREANISLIE OMiEO@E. LEERR A HENEITIRTER.

1. HE R EARISLR O CEE:
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seNfEIEAEORE T
2. ZRKRFEAISLE iR COEE.,

BT E BifE R ER RO N R EEETU T,
SwitchA 1# config t
Enter configuration commands, one per line. End with CNTL/Z.
SwitchA 1 (config)# int Ethl/14
SwitchA 1 (config-if)# shutdown
SwitchA 12 (config-if)# exit
SwitchA 1 (config-if)# copy running-config startup-config
[HAFHHHHAHFH A A H A AR A HH] 1003

Copy complete, now saving to disk (please wait)...
Copy complete.

7EMetroCluster IP 52 FfYCisco 9336C 33t il &
MACsec /1%

@ MACsec & REER BT WAN ISL 207,

£ Cisco 9336C XAl EAZE MACsec %

R A REfFIh R Z 1811 THY WAN ISL i _EEEE MACsec IN%. EMNAIEMAY RCF X&fE, EHNNECE
MACsec o

MAC BIiFRIE R

MACsec EEZRZEIFANIE, B* Cisco NX-OS ¥l A ZE UK INEFREF B iEIF el IE YRR, EE8W " (
Cisco NX-OS #FrJfgm) "

EMetroCluster IPEZE F /2 FHCisco MACsec/lIZZWAN ISL

AT 7T MetroCluster IP BZE =59 WAN ISL A Cisco 9336C AHEA/E A MACsec 1%,

p
1. #EANEBEERE:

[=t2377

IP switch A 1# configure terminal
IP switch A 1(config)#

2. 11&% B MACsec #1 MKA :
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-OS_Licensing_Guide_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-OS_Licensing_Guide_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-OS_Licensing_Guide_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-OS_Licensing_Guide_chapter_01.html

IEE MACsec

IP switch A 1(config)# feature macsec

S BIEAEBITHNEREESZIRECE:

copy running-config startup-config

IP switch A 1(config)# copy running-config startup-config

Bl EMACsecE AN
SR UERE EBIE— 1321 MACsec %%,

s RIS AR TE RZIHART *
— MACsec ZiA#ERIUEBEZNHEERIH (PSK) , 81MZHEAEREE—1EH ID — M aLEMESE
H, ZRE AR T ERHEEMENEETE, MREBEEGARERE, NWEOAERABRNLRES, wNRA
ETEGEE, WEESERIEEE, MKARBEREZRRTHN T I ERENTIHERH, BHENRXELUZ
A UTC o FRIABIX I UTC , MIREEFE -MEHH (EEPED) HAF I ZHEREEXE, WEAA
LURENEIR— RPN E -1 EH, HE—IBHENEGEARDEEN, S2EmRMETIRPHT—MEF
A, MREHRMIHEENEETRE—1N2H, WRHRETHE (B, ZHREARAPEREE R TETER

(e}

TR
1. #EN2BREER:

FeER I

IP switch A 1# configure terminal
IP switch A 1 (config)#

2. BRENZNESR/\UFTHFFTH, BT show running-configand show startup-config m<H
i St R SR B R B O AT |

IP switch A 1(config)# key-chain macsec-psk no-show

() BEREREIXHN, \(UATHEOREHE,

ZHNBERT, psk BFAUNMEBERRET, FETUBRREE, koS {UEARAT MACsec iR,
3. BIIE— MACsec ZERTELITZE—4B MACsec Z5AFH# N\ MACsec AR BER:

BEAPER R MACsec

17



IP switch A 1(config)# key chain 1 macsec
IP switch A 1(config-macseckeychain)#

4. glE—1 MACsec ZiHF#H N MACsec ZAECEIRT :

18

key key-id

LESEEA 1 Bl 32 PHN#HFHRFRF AT H, RAKNNA 64 MFo

IP switch A 1 switch(config-macseckeychain)# key 1000
IP switch A 1 (config-macseckeychain-macseckey)#

- ERERAR/ \(IF T FAT R

key-octet-string octet-string Cryptographic -orl AES-128 CMACAES_256_CMAC

IP switch A 1(config-macseckeychain-macseckey)# key-octet-string
abcdef0123456789%abcdef0123456789%abcdef0123456789%abcdef0123456789
cryptographic-algorithm AES 256 CMAC

(D J\IFNFRESHRRZSAIEE 64 N #HEIFR. /\(IFNRPERASHITRD, FHLLEE
NN EZIPARSERTE show running-config MACsec snHIEIH A,

FEZRNAEESER (U RELD)
s FHIARY Bl 42T B]

IP switch A 1(config-macseckeychain-macseckey)# send-lifetime 00:00:00
Oct 04 2020 duration 100000

RINBERT, RESRFRIERA UTC » start-time S EZAENBIBEAF B EARTEl, duration 42
EUMRBANEGEARRKE. RAKEN 2147483646 7 (£979 68 £F) o

REREGTHNEEEHZIBHERE:

copy running-config startup-config

IP switch A 1(config)# copy running-config startup-config

EREAERE:
sYNfRIfE P ZE SATE R TR



IP switch A 1 (config-macseckeychain-macseckey)# show key chain 1

FCEMACT)HREE

p
1. #HN2BREER:

[=t2377

IP switch A 1# configure terminal
IP switch A 1 (config)#

. Bl MAC Fhaseg:
mACSEC RERZR

IP switch A 1(config)# macsec policy abc
IP switch A 1(config-macsec-policy)#

. BEELU &S Z— GCM-AES-128 , GCM-AES-256 , GCM-AES-XPN-128 3 GCM-AES-XPN-256 :

BIEEMRR

IP switch A 1(config-macsec-policy)# cipher-suite GCM-AES-256

- ECERARSBMATL, UETEBAIREAE RIS ZERIEKR

key-server-priority number

switch (config-macsec-policy)# key-server-priority O

- BEEE R RIS LIE X BHREMIEH SR e r R E A
sRERBRERE
MECRED AR — N R 2 EREE

° must secure —& &5 MAC FUMRkHBIEE B ER
° should secure —AFAREH MAC #IirkBVEIEE (XZ2EOAE)

IP switch A 1(config-macsec-policy)# security-policy should-secure

19



6. LEEMHFRIFEO, FLE2EORES/NTFREETFOANEIESR: window-size number

@ ERFRIFEOANRT MACsec IZR BEAREFHFIIIIMIKRAIE. SEEH 0 F
596000000 o

IP switch A 1(config-macsec-policy)# window-size 512

7. ERERGIEFISE SAK ZiAREtE (R EEAL) -
sAK EIHARY(E]

SR LUEA e S B 2B AE ORI TR EliElfR. FATAEA 0.
IP switch A 1 (config-macsec-policy)# sak-expiry-time 100

8. TEFFIAMNZEE 2 BIAPEREE U TINZ RISz —:
conf-offsetconfidentiality offset
MU T IR

° CONF 1®# -0,
° CON-offset-30 o
° CONF 1®#% -50 o

IP switch A 1(config-macsec-policy)# conf-offset CONF-OFFSET-0

@ ':IJI‘EHKE;MTLEE‘E?%E@%%%%;E@% MPLS tri2F &% (DMAC, SMaC,
etype ) o

S. BEAEBITHNEREESZIBECE:

copy running-config startup-config
IP switch A 1(config)# copy running-config startup-config

10. 7~ MACsec FRECE :

sOEER MACsec HRB&

IP switch A 1(config-macsec-policy)# show macsec policy

20



F3£0 LB ACisco MACsec&
1. ANEREER:
Bo & K

IP switch A 1# configure terminal
IP switch A 1(config)#

2. EEREAMACHINZE R EREO,

ERILEEEOREMIRR, WFLUXREEO, HERUKRERE / 0.

IP switch A 1(config)# interface ethernet 1/15
switch (config-if) #

3. AMEEEN LA EMNZ AN LURIIMACseciiE :

mAcSEC keychain keychain-name policy policy-name

IP switch A 1(config-if)# macsec keychain 1 policy abc

4. WEAREMACsecIZNFAIEIZOEE S E1F2,
S BIEHEETHEESH ZIEoEE

copy running-config startup-config

IP switch A 1(config)# copy running-config startup-config

7EMetroCluster IPEZ & T2 FHCisco MACsec/lIZWAN ISL

7E MetroCluster IP EEEH, EAJREEE N WAN ISL £ Cisco 9336C A1 22F MACsec /%R,

p
1. #N2BREER:

[=t23

IP switch A 1# configure terminal
IP switch A 1 (config)#

2. 518& 2 H MACsec & :

21



mAcSEC shutdown

IP switch A 1(config)# macsec shutdown

@ PR "no’ " EIN R IE R MACsec ThgE,
3. EREEE MAC M9iEO,
eI LIS EZROXBMFR, M FUKXNImE, EERUIKMIERE / mE.
IP switch A 1(config)# interface ethernet 1/15
switch (config-if) #

4. WFREC_EECE R ZE AR SREE LIMFRMACSsecEC & -

no MACsec keychain keychain-name policy policy-name

IP switch A 1(config-if)# no macsec keychain 1 policy abc

5. WEIE T MACsec HFrB1IEOAEESE 3 M4,
6. BIEHEBETHEEESHIEIBECE:

copy running-config startup-config

IP switch A 1(config)# copy running-config startup-config

I6iF MACsec BCE

p
1. HECEFME SN LEE FRFIEEZUEIL MACsec Rifo
2. BT U T < IEX RN RGN 2 B B IIINE

a. Run : sWfElfAfT MACsec MKA HE
b. Run : s3fAHIT MACsec MKA RiE

C. Run: s¥lfal4bIE MACsec MKA FRIHER

e UER L T a2 IIE MACsec FiRE :

i3

5 FREX ... WEE

22



sUIfEIfEA MACsec MKA RIEEORN lot/ Mk HEEOSFAEEON MACsec MKA &iF
As

s AR ARER R FIARERE
sHAIHAT MACsec MKA 1BHE MACsec MKA B2 &

s¥NfAIfEA MACsec policy policy-name ¥5E MACsec SRE&ZUFTE MACsec REEHIACE
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