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UTRBIERTEESIRHRTHRANN, RES (<<<') EREENEALE.

—-—-—- System Admin Account Setup ----
Do you want to enforce secure password standard (yes/no) [y]:y
*h LKL KK

Enter the password for "admin": password
Confirm the password for "admin": password
-—-—- Basic System Configuration Dialog VDC: 1 ----

This setup utility will guide you through the basic configuration of
the system. Setup configures only enough connectivity for management
of the system.

Please register Cisco Nexus3000 Family devices promptly with your
supplier. Failure to register may affect response times for initial
service calls. Nexus3000 devices must be registered to receive
entitled support services.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.

ERILET—AHRTHRRANERER, SERNZTR, EEWIANMX, AGiERE SSH with RSA



Would you like to enter the basic configuration dialog (yes/no): yes
Create another login account (yes/no) [n]:
Configure read-only SNMP community string (yes/no) [n]:
Configure read-write SNMP community string (yes/no) [n]:
Enter the switch name : switch-name **<<<**
Continue with Out-of-band (mgmt0O) management configuration?
(yes/no) [yl:
MgmtO IPv4 address : management-IP-address **<I<*x*
MgmtO IPv4 netmask : management-IP-netmask **<<<**
Configure the default gateway? (yes/no) [y]l: y **<<<**
IPv4 address of the default gateway : gateway-IP-address F**<<<**
Configure advanced IP options? (yes/no) [n]:
Enable the telnet service? (yes/no) [n]:

Enable the ssh service? (yes/no) [y]: y F**<<<**
Type of ssh key you would like to generate (dsa/rsa) [rsal: rsa
**<<<~k*

Number of rsa key bits <1024-2048> [1024]:
Configure the ntp server? (yes/no) [n]:
Configure default interface layer (L3/L2) [L2]:
Configure default switchport interface state (shut/noshut)
[noshut] : shut **<<<**
Configure CoPP system profile (strict/moderate/lenient/dense)
[strict]:
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The following configuration will be applied:
password strength-check
switchname IP switch A 1
vrf context management
ip route 0.0.0.0/0 10.10.99.1
exit
no feature telnet
ssh key rsa 1024 force
feature ssh
system default switchport
system default switchport shutdown
copp profile strict
interface mgmtO
ip address 10.10.99.10 255.255.255.0
no shutdown

Would you like to edit the configuration? (yes/no) [n]:
Use this configuration and save it? (yes/no) [y]:
2017 Jun 13 21:24:43 Al %$ VDC-1 %$ %COPP-2-COPP_POLICY: Control-Plane

is protected with policy copp-system-p-policy-strict.

[HAFHHHHAHHH A A H A A AR HH] 1003
Copy complete.

User Access Verification

IP switch A 1 login: admin

Password:

Cisco Nexus Operating System (NX-0S) Software

IP switch A 1#
2. RIFECE:

IP switch-A-1# copy running-config startup-config

3. EHRSIRNH F R IR E NS -

IP switch-A-1# reload

4. 3% MetroCluster IP BB EM =8N EE LRT R,



TEHHZE Cisco 3##] NX-OS
TS RATG AR IR ER GG RCF XX T #E MetroCluster IP B & RIS IR

RFUIES
LESFEERAXGERARG, FITFTP, TFTP, SFTP 3 SCP, RXHEHIFIRIEN.

WXT MetroCluster IP BBEHHIE IP IR EBERITXLES E,
1S ATE A 2 5B SN ER 1 A s

"NetApp Hardware Universe"

p
1. TR NX-0S XX

"Cisco BRIET&H"
2. YIRS I E 3T -

copy sftp . //root@server-IP-address/tftpboot/NX-os-file-name bootflash : vVRF
management

ELLRBIF, nxo0s.7.0.3.14.6.bin XHIEM SFTP ARS528 10.10.99.99 EHIZEIZH# bootflash :

IP switch A 1# copy sftp://root@10.10.99.99/tftpboot/nxos.7.0.3.I4.6.bin
bootflash: vrf management

root@10.10.99.99's password: password

sftp> progress

Progress meter enabled

sftp> get /tftpboot/nxos.7.0.3.I4.6.bin

/bootflash/nxos.7.0.3.I4.6.bin

Fetching /tftpboot/nxos.7.0.3.I4.6.bin to /bootflash/nxos.7.0.3.I4.6.bin
/tftpboot/nxos.7.0.3.I4.6.bin 100% 666MB 7.2MB/s
01:32

sftp> exit

Copy complete, now saving to disk (please wait)...

3. EE ST EBIESTHAL NX-0S X R T TN 3THHIEY bootflash B R

dMY bootflash :

MUF RIS RXHUTF ip_switch_ A_1 E:


https://hwu.netapp.com
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home

IP switch A 1# dir bootflash:

698629632 Jun 13 21:37:44 2017 nxos.7.0.3.I4.6.bin

Usage for bootflash://sup-local
1779363840 bytes used
13238841344 bytes free
15018205184 bytes total

IP switch A 1#

/|

4. REITIAIR M -
LEFA nxos bootflash ! nxos.version-number.bin
REXBAIRFE, KIEIGEIEMME (EMED) .
UTFRBIETRT IP_switch A 1 ERYERHERE:
IP switch A 1# install all nxos bootflash:nxos.7.0.3.I4.6.bin

Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxos.7.0.3.I4.6.bin for boot variable "nxos".
[#f#fdfHd#H#HH4#4###4] 100% —— SUCCESS

Verifying image type.
[##fH#H 44 HSH#4#4H#] 100% —— SUCCESS

Preparing "nxos" version info using image
bootflash:/nxo0s.7.0.3.I4.6.bin.
(4SS #FHFH4#4##4#] 1005 —— SUCCESS

Preparing "bios" version info using image
bootflash:/nxo0s.7.0.3.I4.6.bin.

(#4444 #4444 4###4#] 1008 —— SUCCESS [#AfH##HHfHHAHSHHEHEHS] 1003
—-— SUCCESS
Performing module support checks. [#Af##HHSHHAHSHHEHEHS] 100D
—-— SUCCESS



Notifying services about system upgrade. [H#efH#HHfHHAHSH#EHEHS] 1003
SR SUCECESIS

Compatibility check is done:

Module bootable Impact Install-type Reason
1 yes disruptive reset default upgrade is not
hitless

Images will be upgraded according to following table:

Module Image Running-Version (pri:alt) New-Version Upg-
Required
1 nxos 7.0(3)I4 (1) 7.0(3)I4(6) yes
1 bios v04.24(04/21/2016) v04.24(04/21/2016) no

Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] vy

Install is in progress, please wait.

Performing runtime checks. [##FHFHAHAHAFEHEHHH#HH] 100 -——
SUCCESS

Setting boot variables.

[####4#HHHHERH AR #E#H#E] 1005 —— SUCCESS

Performing configuration copy.
[#AfHHHHSH#HHSHHH#EH#] 100% —— SUCCESS

Module 1: Refreshing compact flash and upgrading bios/loader/bootrom.

Warning: please do not remove or power off the module at this time.
[###H#HHHHH#E##E##E###] 1005 —— SUCCESS

Finishing the upgrade, switch will reboot in 10 seconds.
IP switch A 1#

o FRFMNEFME, ARERIIZHA.



RNEFEDE, BRETERRER:

User Access Verification

IP switch A 1 login: admin

Password:

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2017, Cisco and/or its affiliates.
All rights reserved.

MDP database restore in progress.
IP switch A 1#

The switch software is now installed.

6. RIFREERERMY M. + show version

UTFREIERT i



IP switch A 1# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2017, Cisco and/or its affiliates.
All rights reserved.

Software
BIOS: version 04.24
NXOS: version 7.0(3)I4(06) **<<< switch software version**

BIOS compile time: 04/21/2016
NXOS image file is: bootflash:///nxos.7.0.3.I4.6.bin
NXOS compile time: 3/9/2017 22:00:00 [03/10/2017 07:05:18]

Hardware
cisco Nexus 3132QV Chassis
Intel (R) Core(TM) i3- CPU @ 2.50GHz with 16401416 kB of memory.
Processor Board ID FOC20123GPS

Device name: Al
bootflash: 14900224 kB
usbl: 0 kB (expansion flash)

Kernel uptime is 0 day(s), 0 hour(s), 1 minute(s), 49 second(s)
Last reset at 403451 usecs after Mon Jun 10 21:43:52 2017
Reason: Reset due to upgrade
System version: 7.0(3)I4(1)
Service:
plugin

Core Plugin, Ethernet Plugin
IP switch A 1#

7. 3% MetroCluster IP ELEFHEF =/ IP XN EE LR P E,

T#FHZL3E Cisco IP RCF Xf¥

& RCF X4 T #E| MetroCluster IP ECE RIS HEA o

KXFULES



ESBEFRXXHERIRG, G0 FTP, TFTP, SFTP I SCP, ¥XHEHIFIZIEN.
WXt MetroCluster IP BEE RIS IP KN ESEHRITXEDS R,

1WA Z5UE B S Fr Y SR AR R S

"NetApp Hardware Universe"

B RCF X, MetroCluster IP BECE RIS FRIE D AR — T ERIBNFRERRIRNES
fEFRIEMERY RCF X

3R RCF X f¥

IP_switch_A_1 NX3232_v1.80_Switch-A1.txt
IP_switch_A 2 NX3232_v1.80_Switch-A2.txt
IP_switch_B_1 NX3232_v1.80_Switch-B1.txt
IP_switch_B_2 NX3232_v1.80_Switch-B2.txt
B

1. "N MetroCluster IP RCF X4,
() s THEEMROFXE
2. ¥ RCF XS HI I35
a. 4§ RCF XX EHIBIE— 1 3Til:

copy sftp . //root@ftp-server-ip-address/tftpboot/switch-specific — rCF
bootflash ! vrf management

TEMCRAIFR, NX3232_v1.80_Switch-A1.txt RCF X MIIF 10.10.99.99 B9 SFTP RS R EHIF7
# bootflash » fEXAER TFTP/SFTP ARSS 2887 IP it AR FEE LR RCF XHFHIXH .
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IP switch A 1# copy
sftp://root@10.10.99.99/tftpboot/NX3232 v1.80 Switch-Al.txt bootflash:
vrf management

root@10.10.99.99's password: password

sftp> progress

Progress meter enabled

sftp> get /tftpboot/NX3232 v1.80 Switch-Al.txt
/bootflash/NX3232 v1.80 Switch-Al.txt

Fetching /tftpboot/NX3232 v1.80 Switch-Al.txt to
/bootflash/NX3232 v1.80 Switch-Al.txt

/tftpboot/NX3232 v1.80 Switch-Al.txt 100% 5141 5.0KB/s
00:00

sftp> exit

Copy complete, now saving to disk (please wait)...

IP switch A 1#

a. WEHM=PZHENPHE—IRINEE LR FIE, HBHERKLER RCF XAEHIZIMENBISZ L.
3. EB/N AN LIS RCF XA B TEN3IRHIAY bootflash BRH:

dM bootflash :

UG ERXEALTF ip_switch_ A 1 E:

IP_switch A 1# dir bootflash:

5514 Jun 13 22:09:05 2017 NX3232 v1.80 Switch-Al.txt

Usage for bootflash://sup-local
1779363840 bytes used
13238841344 bytes free
15018205184 bytes total

IP switch A 1#

4. 7f Cisco 3132Q-V I Cisco 3232C 3| LAZE TCAM X1z,
(D)  m:eeE Cisco 3132Q-V 3 Cisco 3232C ST, BB,

a. 7f Cisco 3132Q-V Xl L, ELT TCAM X1 :
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conf t

hardware access-list tcam region span O
hardware access-1list tcam region racl 256
hardware access-list tcam region e-racl 256
hardware access-list tcam region qos 256

b. 7 Cisco 3232C 3X#it/l L, KB LT TCAM Xig:

conf t

hardware access-list tcam region span O
hardware access-1list tcam region racl-lite O
hardware access-list tcam region racl 256
hardware access-list tcam region e-racl 256
hardware access-list tcam region gos 256

. igE TCAM X#Eifa, RFECEHEMMBEIIR:

copy running-config startup-config
reload

5. B ILEZHY RCF X4 M7t bootflash EHIE| & RN _EBVIEITEE
copy bootflash ! switch-specific-RCF.txt running-config

6. 3§ RCF XM IETEIETHEE S FIZIS NN LB E |

copy running-config startup-config

TNEFEMUTFUTATRRES:

IP switch A 1# copy bootflash:NX3232 v1.80 Switch-Al.txt running-config
IP switch-A-1# copy running-config startup-config

7. ERTINESHRAL:

refi®

IP switch A 1# reload

8. Xf MetroCluster IP fREFRHEM= 8 XIEHNEE LIRTE,

12



FEF 25 Gbps EENRAIKEERFIRELE

MRS RAEE EMA 25 Gbps EHE, M7ENFA RCF XH4fE,
Ejj?élﬂo RCF jdq:;f_r_ﬁﬁﬂitlxﬁo

KXFUIAES
EPITIHREZ B ZA0, ®JA 25 Gbps inHfhLk.

"Cisco 3232C &} Cisco 9336C KM HFESimO59E"

LEESIREER 25-Gbps EZMERATSR T&:

« AFF A300
* FAS 8200
» FAS 500f
» AFF A250

I3 MetroCluster IP BREHRRIFTE M & AT ES
SIE

BEBEFBERBIRELE (FEC) ¥R

1. IEEERIEHSSIRIRAIE N 25 Gbps IR L3 FEC SEUEE N off , A EEETHEEE I ZISohED
=

a. HANIERIN: config t

b. IEEEEIER 25-Gbps ##: interface interface-ID

C. ¥ FECI&EB N off . fEC off
d. X3 LS 25 Gbps IOEE RS E,
e BHEAEERT: exit

WUTFRBIERT 5 I3SHA IP_switch_ A 1 _ERYIEO Ethernet1/2/1 B8 < :

IP switch A 1# conf t

IP switch A 1(config)# interface Ethernetl/25/1

IP switch A 1(config-if)# fec off
IP switch A 1(config-if)# exit
IP_switch A 1(config-if)# end

IP switch A 1# copy running-config startup-config

2. 3 MetroCluster IP EEE HIVE M= SRR EE LR E,

2 R >R {52 A B9IS Lt [ A0 i [ 388

NetAppZINZRAREANISLIE OMiEO@E. LEERR A HENEITIRTER.

1. HE R EARISLR O CEE:
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seNfEIEAEORE T
2. ZRKRFEAISLE iR COEE.,

BT E BifE R ER RO N R EEETU T,
SwitchA 1# config t
Enter configuration commands, one per line. End with CNTL/Z.
SwitchA 1 (config)# int Ethl/14
SwitchA 1 (config-if)# shutdown
SwitchA 12 (config-if)# exit
SwitchA 1 (config-if)# copy running-config startup-config
[HAFHHHHAHFH A A H A AR A HH] 1003

Copy complete, now saving to disk (please wait)...
Copy complete.

£ Cisco 9336C it/ A E MACsec 1%

MRFE, Er]IfEiE= 28517 WAN ISL i%O_EECE MACsec IN%E, EMNAIEHIY RCF X4fE, &
Ed® MACsec o

@ MACsec IN%2 2 85R FF WAN ISL 3,

£ Cisco 9336C xZ#E4 _EEZE MACsec NN%E

RO BEFIL S 27 BiE1THY WAN ISL i3 FAZE MACsec N3, ENBIEHM RCF 4G, BN REE
MACsec »

MAC BRI E K

MACsec EBLZLFANIE, B % Cisco NX-OS ] AR URINMEFRENFI BB el ISR, d8 W " (
Cisco NX-OS Frligm) "

1£MetroCluster IPEZE F /=2 FCisco MACsec/IIZWAN ISL
@8] LI7E MetroCluster IP EZE A9 WAN ISL _EHY Cisco 9336C 3Z#41/EF MACsec %,

p
1. #N2BREER:

[=t2377

IP switch A 1# configure terminal
IP switch A 1 (config)#
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2. 171%% B MACsec 1 MKA :

IBE MACsec

IP switch A 1(config)# feature macsec

3. BIEREBITHNEREESZIBECE:

copy running-config startup-config

IP switch A 1(config)# copy running-config startup-config

BdEMACsecZiHEMZEH
SR UERRE E8IE— 1321 MACsec %%,

s RIfE AN TE RZIHART *
— MACsec ZiA#ERIUEBZNHEEZERIH (PSK) , 81MZHHEREE— 1A ID — AL ESE
H, ZiRE AR T ERABEMENERAETE], MMREBEGEREE, NWECAESRABR LR, wNRA
ETEGEE, WEESEPIEGE, MKARBEREZRRRTHN T I ERENTIHERH, BHEMNNXELUZ
gy UTC » EMARIX A UTC ., MNREEEF T (EZRHPED) HAE—IEPHIREEXE, NEAR
LURDHEIR— 12 T E -1 EH, HE— BN EGEIRREEN, ©E58aRehEFIRPHT—1E
A, MREHRMIHERENEETRE—N2H, WRHRETHE (B, ZHREARAFEREE R TEHTER

o

p
1. #EN2BREER:

[=t2377

IP switch A 1# configure terminal
IP switch A 1(config)#

2. BEREMNZENZH/\UFETHERS, BT show running-config and show startup-config e
i PRt R SR R 0@ ST |

IP switch A 1(config)# key-chain macsec-psk no-show

() sEEREIXHN, \MiAFHFRLEHE,
TABRT, psk BALINBEXET, HETURMRE. HaHSERT MACsec ZAE.

3. BIIE— MACsec ZERTELITE—4B MACsec Z5AFH# N\ MACsec AR BIED:
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%*%H'ﬁ?ﬁ% R MACsec

IP switch A 1(config)# key chain 1 macsec
IP switch A 1(config-macseckeychain)#

4. BlI3E— MACsec ZiFH#H N MACsec ZiALEIRT:
key key-id

LESEE 1 B 32 DHNERIBFRFTH, RAKNA 64 NFFo

IP switch A 1 switch(config-macseckeychain)# key 1000
IP switch A 1 (config-macseckeychain-macseckey) #

o. EEEZAR/\UFTFRFH:

key-octet-string octet-string Cryptographic -orl AES-128 CMACAES_256_CMAC

IP switch A 1(config-macseckeychain-macseckey)# key-octet-string
abcdef0123456789%abcdef012345678%abcdef012345678%abcdef(0123456789
cryptographic-algorithm AES 256 CMAC

@ JIFRHFRESHRLZUEE 64 MR #HEIFR. /\IFDEHREAHITHS, FHLT
XA EZIPAR2E/RTE show running-config MACsec s B A,

6. REZPNRXESEH (U NEL) !

s FHIARY Bl 4EET 8]

IP switch A 1(config-macseckeychain-macseckey)# send-lifetime 00:00:00
Oct 04 2020 duration 100000

NBRT, IEE2BFEEIMA UTC » start-time S22 MBI B EAF] HEARTEl, duration B2
BUMAREMUNEGARKE, RRKEN 2147483646 #b (299 68 &)

7. BEEGTHERESEHZIBMECE:

copy running-config startup-config
IP switch A 1(config)# copy running-config startup-config

8. BREIARRE:
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s fEAE TATER MR

IP switch A 1(config-macseckeychain-macseckey)# show key chain 1

FCEMACH) EREE

p
1. #EN2BREER:

[=t23

IP switch A 1# configure terminal
IP switch A 1(config)#

. B MAC TR
mAcSEC RERZFR

IP switch A 1(config)# macsec policy abc
IP switch A 1(config-macsec-policy)#

- BBEUTEBZ— GCM-AES-128 , GCM-AES-256 , GCM-AES-XPN-128 3 GCM-AES-XPN-256 :

BIEEMRR

IP switch A 1 (config-macsec-policy)# cipher-suite GCM-AES-256

- ECEEARSSBMAL, UETEEAIREAE RIS ZERIEXR

key-server-priority number

switch (config-macsec-policy)# key-server-priority 0

- EEERERBUE X HIENEH SR E S
sRERBRERME
MU RERE— N R 23RBS

° must secure —k{EH MAC #RkMEUEE B ER
> should secure — A ik 1E4H MAC FUIRkBIEEEE (X2EIAE)



IP switch A 1(config-macsec-policy)# security-policy should-secure

6. LEEMHFRIFEO, FL2EORES/NTFREEFOANNEIESR: window-size number

@ ERFRIFEOANRT MACsec ZR B EFHFIIIIMIKIRAIE. SEEH 0
596000000 o

IP switch A 1(config-macsec-policy)# window-size 512

7. ERERGIEFISE SAK ZiARVETE (R AEEAL) -
sAK EIHARY(E]

SR LUEA e S B 2B AE ORI TR EliElfR. FAIAE 0.
IP switch A 1 (config-macsec-policy)# sak-expiry-time 100

8. TEFFIAMNZEME 2 BMAPEREE U TN RSz —:
conf-offsetconfidentiality offset
MU T IR

° CONF 1% -0,
° CON-offset-30 o
° CONF 1®#% -50 o

IP switch A 1(config-macsec-policy)# conf-offset CONF-OFFSET-0

(D FRiE] 3SIRA | AT RE B EFE AL fs <K EA MPLS tREFEEIEEMRL (DMAC, SMaC,
etype ) o

S. BEAEGBITHEREEHZIBECE:

copy running-config startup-config
IP switch A 1(config)# copy running-config startup-config
10. &/~ MACsec RIACE :

sOfEER MACsec HRB&
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IP switch A 1 (config-macsec-policy)# show macsec policy

7F¥0_E /B FCisco MACsec/iNZ
1. ANEREER:
B0 & 220

IP switch A 1# configure terminal
IP switch A 1(config)#

2. EEEAMACHINZ R EREO,

ERILEEEOEEMIRR WFLUKREEO, BERUKRERE / 0.

IP switch A 1(config)# interface ethernet 1/15
switch (config-if) #

3. AMEEEN LA EMNZ AN LURIIMACsecitE :

mAcSEC keychain keychain-name policy policy-name

IP switch A 1(config-if)# macsec keychain 1 policy abc

4. WEAEMACsecIZNFAEIZOEE S B 12,
S BIEHEETHEESEH ZIEoEE:

copy running-config startup-config

IP switch A 1(config)# copy running-config startup-config

7EMetroCluster IPEZ & F 22 FHCisco MACsec/lIZWAN ISL
7E MetroCluster IP EEEH, EEJREEE T WAN ISL £ Cisco 9336C A1 22 MACsec /%%,

p
1. #N2BREER:

[=E23
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IP switch A 1# configure terminal
IP switch A 1(config)#

2. 118& 2 A MACsec & :

mAcSEC shutdown

IP switch A 1(config)# macsec shutdown

@ PR "no’ " EIREERE MACsec THEE,
3. EFBEEE MAC 890,
TR FEEZOEEMFIR W FUKNIHEOA, R KMEE / im0
IP switch A 1(config)# interface ethernet 1/15
switch (config-if) #

4. WFRiEC_EECE R ZE AR SREE LM FRMACsecEC & -

no MACsec keychain keychain-name policy policy-name

IP switch A 1(config-if)# no macsec keychain 1 policy abc

5. WEIE T MACsec FrB1IZEAEESE 3 M4,
6. BIEFETHREENTIBEE:

copy running-config startup-config

IP switch A 1(config)# copy running-config startup-config

¥2IF MACsec fc &
g
1. ZEEBEFNE SN LEE FIRFIEIZIZLEIL MACsec Rifo
2. BT TS MURIEX AN RGN E T ERIINE
a. Run: si{AHfT MACsec MKA HHE
b. Run : s3fAIAIT MACsec MKA RIF

C. Run: s¥lfElfbIB MACsec MKA FRIHER
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EoI LUE R L T s < I8IE MACsec BtE
w4
sUAM{ER MACsec MKA =IFEOEN lot/ I
Aas
sEN{AIE AR AR IR

sEAIIT MACsec MKA HHE

sEfAIfEA MACsec policy policy-name

ETREX ... HER

FEZOHFAEZON MACsec MKA =14

RIAERE

MACsec MKA E2&

157 MACsec ZRESS(FIE MACsec SRESHIECE
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