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1. {&F8 Tiebreaker 85 <1TRME (CLI) monitor add &< MetroCluster Bt &,

MREARENR, WZENBLETETERER S (FQDN) o
UTTRBIETRT cluster ARJECE:

]l

NetApp MetroCluster Tiebreaker :> monitor add wizard
Enter monitor Name: <monitor name>

Enter Cluster IP Address: <cluster ip value>

Enter Cluster Username: admin

Enter Cluster Password:

Enter Cluster IP Address: <peer cluster ip value>
Enter Peer Cluster Username: admin

Enter Peer Cluster Password:

Successfully added monitor to NetApp MetroCluster Tiebreaker
software.

2. {§ A Tiebreaker CLI monitor show -status p<HIAEIEMIRIN MetroCluster BCE .

NetApp MetroCluster Tiebreaker :> monitor show -status

3. ZHMSE, LUE Tiebreaker MHFFEHLINZ 18 R HFEfS BB ohTIR |

monitor modify -monitor-name <monitor name> -observer-mode false

NetApp MetroCluster Tiebreaker :> monitor modify -monitor-name 8pack
-observer-mode false

Warning: If you are turning observer-mode to false, make sure to
review the 'risks and limitations'

as described in the MetroCluster Tiebreaker installation and
configuration.

Are you sure you want to enable automatic switchover capability for
monitor "8pack"? [Y/N]: y

TiebfiE 1.6 FE = k4
HIg
1. {&F Tiebreaker 85 <1T5R®E (CLI) monitor add &< MetroCluster EZ &,



MREANEENS, WiZENBHNERERTEEZ (FQDN) .
UTFRHBIERT cluster ABERE:



Nl

NetApp MetroCluster Tiebreaker :> monitor add wizard
Enter Monitor Name: cluster A

Enter Cluster IP Address: <cluster ip value>

Enter Cluster Username: admin

Enter Cluster Password:

Enter Peer Cluster IP Address: <peer cluster ip value>
Enter Peer Cluster Username: admin

Enter Peer Cluster Password:

NOTE: Before enabling automatic switchover capability, make
sure to review the 'risks and limitations' as described in the
MetroCluster Tiebreaker Installation and Configuration Guide.

Do you want to enable automatic switchover capability for
monitor (Y/N): y
Successfully added monitor to NetApp MetroCluster Tiebreaker

software.

Verifying SSL certificate chain from cluster A...

Cluster: cluster A
IP Address: <cluster ip value>
Result:

The MetroCluster Tiebreaker is unable to verify the SSL
certificate chain.

Recommended Actions:
Run the following command to identify missing certificates:
monitor switchover-simulate

Import any missing certificates as indicated by the command
output.

For detailed instructions, please refer to the MetroCluster
Tiebreaker documentation, or contact NetApp Support for
assistance.



Note:

Missing certificates will prevent the MetroCluster Tiebreaker
from issuing a switchover request in the event of a site
failure.

Verifying SSL certificate chain from cluster B...

SSL certificate chain is valid

2. {8 Tiebreaker CLI monitor show -status S HRIABIEHEZIN MetroCluster B2 & .

NetApp MetroCluster Tiebreaker :> monitor show -status

3. BIRERE T & Tiebreaker RSP B NFRKBNER, #HOIEH

HXER
" EEHIE TR MetroCluster Tiebreaker BIXI B F0 PR

FHOIEF

E1F Tiebreaker 1.6 HAEEMAPBEALE LT, BEERRSBLLERZTE (SSL) iEH. HENEF (WNRE
7£) FMARIEPBMONTAPENEI Java ML (JVM) FREYZREAE,

XFIAES
* IbfE557% Tiebreaker 1.6 SNE =R AP EHHH.

* IINEMetroClusterfit B 7 NZE| Tiebreaker [, HZFIFBIHE, BEEHTIHES.
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JRBERLI 1.7 E SR
B
1. BITHREN LU E RS RESNIEH,.

a. EHERMBISITIRAS: monitor show -status

Nl

NetApp MetroCluster Tiebreaker :> monitor show -status
MetroCluster: A700
Disaster: false
Monitor State: Normal
Observer Mode: false
Silent Period: 5
Override Vetoes: false
Cluster: ClusterA siteA(UUID:713e5ab2-b4e8-11£f0-91laa-
00a098ef36a2)
Reachable: true
Intersite Connectivity Available: true
Node: node Al (UUID:9fé6cecbf-b4ed4-11£0-9d0f-
00a098ef36a2)
Reachable: true
Intersite Connectivity Available: true
State: normal
Node: node A2 (UUID:2719%b56-b4e7-11£0-996¢C-
00a09897caa3l)
Reachable: true
Intersite Connectivity Available: true
State: normal
Cluster: ClusterB siteB(UUID:72839591-b4e8-11£f0-b688-
00a09897cb73)
Reachable: true
Intersite Connectivity Available: true
Node: node Bl (UUID:abfeab89-bd4ed-11£0-a077-

00a09897cb73)
Reachable: true
Intersite Connectivity Available: true
State: normal
Node: node B2 (UUID:31e395bf-b4e7-11£0-b£f99-
00a09897cb2f)

Reachable: true
Intersite Connectivity Available: true
State: normal



b. i R ATHRIRHN -

monitor switchover-simulate -monitor-name <monitor name> -cluster
<cluster name>

MRREBRIEBEN VM, ZanSROREI TS
Failed to trigger Switchover Simulation. Please check Metrocluster
Tiebreaker logs for further information or contact NetApp support.
2. WHRESANNEMER (SSL RSFIED. PEHERBHRIER) TTUTHES,
/opt/netapp/Jjava/bin/keytool -import -trustcacerts -file

<certificate file name> -keystore "/opt/netapp/java/lib/security/cacerts"
-alias <certificate>

° X <certificate file name> value IEEESFNHIERRIXH R,

° X -alias <certificate> value I8ERBIEPEN JVM GEFHEMNRZT,

RGBT T MESAXHER R root certificate”BIARIE. root.crt UKRXHEZH

ssl cert.crt:

/opt/netapp/java/bin/keytool -import -trustcacerts -file root.crt
-keystore "/opt/netapp/java/lib/security/cacerts" -alias root

/opt/netapp/java/bin/keytool -import -trustcacerts -file

ssl cert.crt -keystore "/opt/netapp/java/lib/security/cacerts”
—alias ssl cert

3. ERAMRERIM:
systemctl restart netapp-metrocluster-tiebreaker-software
4. ERPITUNRIEDIGE

a. BEFEAMBSITIRA:. monitor show -status



Nl

NetApp MetroCluster Tiebreaker :> monitor show -status
MetroCluster: A700
Disaster: false
Monitor State: Normal
Observer Mode: false
Silent Period: 5
Override Vetoes: false
Cluster: ClusterA siteA(UUID:713e5ab2-b4e8-11£f0-91laa-
00a098ef36a2)
Reachable: true
Intersite Connectivity Available: true
Node: node Al (UUID:9f6cecbf-b4ed-11£0-9d0f-
00a098ef36a2)
Reachable: true
Intersite Connectivity Available: true
State: normal
Node: node A2 (UUID:2719%b56-b4e7-11£0-996¢C-
00a09897caa3l)
Reachable: true
Intersite Connectivity Available: true
State: normal
Cluster: ClusterB siteB(UUID:72839591-b4e8-11£f0-b688-
00a09897cb73)
Reachable: true
Intersite Connectivity Available: true
Node: node Bl (UUID:abfeab89-bd4ed4-11£0-a077-

00a09897cb73)
Reachable: true
Intersite Connectivity Available: true
State: normal
Node: node B2 (UUID:31e395bf-b4e7-11£0-b£f99-
00a09897cb2f)

Reachable: true
Intersite Connectivity Available: true
State: normal

b. b R ATHRIEHN -

monitor switchover-simulate -monitor-name <monitor name> -cluster
<cluster name>



Successfully triggered Switchover Simulation. Please check the
status of the Switchover Simulation on the ONTAP cluster using
command "metrocluster operation history show"

EERM 1.6 2 1.6P1
PIE
1. &ONTAPTEr)\FﬁﬁiIE:BO WMEESANNS LR (SSL IRSEZ[IUEH. PEHNEPHBIER) BT TS

<o
/opt/netapp/java/bin/keytool -import -trustcacerts -file

<certificate file name> -keystore "/opt/netapp/java/lib/security/cacerts"
-alias <certificate>

° X <certificate file name> value EBEESENWIEBIIXHR,

° X -alias <certificate> value I8ERBIEBEN JVM FEFENRZT,

T RAIBRT MASAX 4R A root certificate’ BIRIER. root.crt URNXHERZ R

ssl cert.crt:

/opt/netapp/java/bin/keytool -import -trustcacerts -file root.crt
-keystore "/opt/netapp/java/lib/security/cacerts" -alias root

/opt/netapp/java/bin/keytool -import -trustcacerts -file
ssl cert.crt -keystore "/opt/netapp/java/lib/security/cacerts"
—alias ssl cert

2. ERAMIZFIM:

systemctl restart netapp-metrocluster-tiebreaker-software

FF1EZ4X MetroCluster Tiebreaker BE0E &<
B IEFEE K EREX MetroCluster AR &,

Tiebreaker CLI monitor modify 88 ¢ A 5 A FME—IEIMASER. &8I LR monitor show -status a5 HIAPR
ERER

PEIR WiER
-monitor-name MetroCluster B & I R
-enable-monitor BBRFMEZEX MetroCluster R & RIS TE

10



-silent-period KMZNiE =¥ PEfS, MetroCluster Tiebreaker 204 Z 1A ih = M FEAIAT ]
E& (AR A ERAT)

-observer &3 MEART (true ) (RERMHESITINEE, WRREIERKME, NAZARLLIL,
INRKEUERIE, BEHUEI (false ) iR TN,

* "Tiebreaker ZR{F 041Nk = L FE"
* "(E R T {EA MetroCluster Tiebreaker BYX B FEH"

ARG B CREC B YRR RARARR

NetApp MetroCluster Tiebreaker :> monitor modify -monitor-name cluster A
-silent-period 15
Successfully modified monitor in NetApp MetroCluster Tiebreaker

software.

A LA Tiebreaker CLI debug S BN AT IEFRER,

e A

BIRRES ETRFHRIANRE
ERREE BRAEERFARMER
ZRAEE ZRABAEERVFEHERER

7Ei5{TTiebreaker 1.4 ERRAEN AL, FETiebreaker CLI update-mcctb-password i< B] B FEH
P

B, k&< ETiebreaker 1.5 ESRAFEFH,
e BiER
update-mcctb-password ERIIERH AP ZE

ffif% MetroCluster B0 &
WMREARBEE T MetroCluster E2E, NIETLURIFR Tiebreaker 23R4 1E7E 3% HY MetroCluster E2&.

1. {§ 8 Tiebreaker CLI monitor remove #n< P& MetroCluster B2 & .

EUTREIFR, MEREGHHRIERT "cluster A" " :

11
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NetApp MetroCluster Tiebreaker :> monitor remove -monitor-name cluster A
Successfully removed monitor from NetApp MetroCluster Tiebreaker
software.

2. {§ 8 Tiebreaker climonitor show -status sp<HIAEEHMBIER MetroCluster BR &,

NetApp MetroCluster Tiebreaker :> monitor show -status

TSR A2
"EZE MetroCluster Tiebreaker 4] SNMP & &"
A& MetroCluster Tiebreaker X {4HJ SNMP & &

Eif Tiebreakerf {4 EASNMP. HMECESNMPISE,

XFIAES
* Tieb®gHE #11.6/XZFSNMPV3,

* RETiebtFE #11.5501.452FSNMPVv1FISNMPv3. {BNetAppiaZiiEi & A E SNMPV3LURIERIELZ £,

S
1. fEHTiebreaker CLI snmp config wizard FAF#NIMetroCluster ECERIE <,

(D) miiess—1 SNVP BB AL

‘snmp config wizard SRLIANEURFEEITRITIeblRiE MIARZA.
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Tieb# £ #11.6

UTFREIERTSNMPIZWSSIECE .. ZIZWE 1 FSNMPY3. HIPHINES192.0.2.255. IHAS A
162. AT RIXMEMEE, Tiebreaker F{4E/EEHAEIEER SNMP ZUL2s R IXFEM,

() Tiefs M1.6{XTHSNMPY3

NetApp MetroCluster Tiebreaker :> snmp config wizard
Enter SNMP Host: 192.0.2.255

Enter SNMP Port: 162

Enter SNMP V3 Security Name: v3sec

Enter SNMP V3 Authentication password:

TiebfZH¥ H11.5%01.4

UTREERT SNMPIEWESHECE .. ZIZWEEZFSNMPV3. HIPHIE/9192.0.2.255. OS5 A
162. FAFKRIXMEREE, Tiebreaker 4B EZFAEISER SNMP ZUK R K IXFEM

NetApp MetroCluster Tiebreaker :> snmp config wizard

Enter SNMP Version[V1/V3]: v3

Enter SNMP Host: 192.0.2.255

Enter SNMP Port: 162

Enter SNMP V3 Security Name: v3sec

Enter SNMP V3 Authentication password:

Enter SNMP V3 Privacy password:

Engine ID : 8000031504932eff571825192a6£f1193b265e24593

Successfully added SNMP properties to NetApp MetroCluster Tiebreaker
software.

@ BN EEESNMPY3. EASNMPVIAZ S, WIERIAEXFRIBRETIRE*NOT *
publico

2. WIFREERE SNMP 18E:
snmp config test
LU Rf5IE T Tiebreaker B4 B LIS test_snmp_config &% SNMP F&EBH :
NetApp MetroCluster Tiebreaker :> snmp config test
Sending SNMP trap to localhost. Version : V3.

Successfully sent SNMP trap for event TEST SNMP CONFIG
NetApp MetroCluster Tiebreaker :>



T—22H4a?
"I153= MetroCluster B2 E&"

<3= MetroCluster i &

i81d MetroCluster Tiebreaker X1, ERILUISIT MetroCluster ECEIRTS, TG AIXLA
NetApp B 215089 SNMP SEHFIEH UNRER BITRERE, NmBmiTmE D

o
IE7EECE AutoSupport

FINBERT, AutoSupport JHEXTERLE Tiebreaker 35— F &1X45 NetApp o ik AutoSupport iBFIAE
H-E+E Tiebreaker X4 aRR, M MetroCluster B2 & _ERI R MEE R AKX MetroCluster B &R,

Feaz i
B EHIEE AutoSupport JH BRI EIEHRINE,

B
1. {EAHHE U TE—%ETA Tiebreaker CLI AutoSupport 85<:

IR WiPA

-invoke [ P 215 &% AutoSupport JHE
REMS a1 S U B ERS 2R SR

-delete R & PIPRAIEARSS 2R X 4R

-enable B F AutoSupport 1851 (XZ2EFINEE. )
-disable 22 F AutoSupport i@

-show £7R AutoSupport JRZS

MUTFRAIERERBRESEZA AutoSupport LAK3§ AutoSupport I &% EIHI B 1R
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NetApp MetroCluster Tiebreaker :> autosupport enable
AutoSupport already enabled.

NetApp MetroCluster Tiebreaker :> autosupport disable

AutoSupport status : disabled
Proxy Server IP Address : 10.234.168.79
Proxy Server Port Number : 8090

Proxy Server Username : admin

AutoSupport destination :
https://support.netapp.com/asupprod/post/1.0/postAsup

NetApp MetroCluster Tiebreaker :> autosupport enable

AutoSupport status : enabled

Proxy Server IP Address : 10.234.168.79
Proxy Server Port Number : 8090

Proxy Server Username : admin

AutoSupport destination
https://support.netapp. com/asupprod/post/l 0/postAsup

NetApp MetroCluster Tiebreaker :> autosupport invoke

AutoSupport transmission : success

Proxy Server IP Address : 10.234.168.79
Proxy Server Port Number : 8090

Proxy Server Username : admin

AutoSupport destination
https://support.netapp. com/asupprod/post/l 0/postAsup

UTRAIERT A IP #itkA s O S@d 28 S 1IERAIERS B ECER AutoSupport :

NetApp MetroCluster Tiebreaker :> autosupport configure wizard

Enter Proxy Server IP address : 10.234.168.79
Enter Proxy Server port number : 8090

Enter Proxy Server Username : admin

Enter Proxy Server Password : 123abc

Autosupport configuration updated successfully.

UTRBIERT AutoSupport BCE FHIMIRR:

NetApp MetroCluster Tiebreaker :> autosupport delete configuration
Autosupport configuration deleted successfully.



SNMP E4FIMERM

NetApp MetroCluster Tiebreaker ¥X{4-{#F SNMP &A@ EARE M4, XLEMME NetApp MIB XHFHY—EP
o BNEHMEEEUTER: B2, ™EY, £mk5, HEEFERS,

EHER EHFAER FErHRS
MetroCluster W& 28754 3410] ZEEE ARG ERNRIRME, NEMRNEEIE 25000
MetroCluster BC & EIAIE, MsZ%ELtES,

MetroCluster 23 ;5 h 0 ER EHEEARGLTELRER—ER, 25001

MetroCluster BiEg 2310 M ISR R  BNEER RN SRS, IPRELIXER, 25002
ERME

ECXfEEB+ Z BIBVFR A iR B Y] RGN NEERYAILE, BRIERZER 25005
#fTo PREMSBIRZIEXRH, HESEBRTERILERE,

SNMP 3zt Fé fH ITE, BJLUETT SNMP config test #3<%3:MiE SNMP - 2506
[T

BRI
@A) U2 7R MetroCluster FCE RV S I FRVBBIAIRTS.

S
1. {&F8 Tiebreaker CLI monitor show &< {F B L FE—IETE I MetroCluster 12 1/EAVIRE :

PEIR WiRA

-monitor-name ETEE SRITSREMAVRE

-operation-history % B ERESE ERITH 10 DMEIsIRE

-stats EREHEEEBEEXNAITER

K& ERIEEEEMIRE *3FE: * MetroCluster Tiebreaker {4 RIBEE

KX 10 DA RERMEERS, BERIIEIFRIFHITEIRTS.

LUF G 2REE# cluster ATl cluster B BiEZRETITIRIRIF:
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NetApp MetroCluster Tiebreaker:> monitor show -status
MetroCluster: cluster A
Disaster: false
Monitor State: Normal
Observer Mode: true
Silent Period: 15
Override Vetoes: false
Cluster: cluster Ba (UUID:4d9ccf24-080f-11e4-9df2-00a098168e7c)
Reachable: true
All-Links-Severed: FALSE
Node: mccb5-al (UUID:78b44707-0809-11e4-9bel-e50dab9%e83el)
Reachable: true
All-Links-Severed: FALSE
State: normal
Node: mcc5-a2 (UUID:9%9a8b1059-0809-11e4-9f5e-8d97cdec7102)
Reachable: true
All-Links-Severed: FALSE
State: normal
Cluster: cluster B(UUID:70dacd3b-0823-11e4-a7b9-00a0981693c4)
Reachable: true
All-Links-Severed: FALSE
Node: mccb5-bl (UUID:961fce7d-081d-11e4-9ebf-2£295df8fcb3)
Reachable: true
All-Links-Severed: FALSE
State: normal
Node: mcc5-b2 (UUID:9393262d-081d-11e4-80d5-6b30884058dc)
Reachable: true
All-Links-Severed: FALSE
State: normal

EUUTRAIF, BERTE cluster B EinfTHREEMEME:
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NetApp MetroCluster Tiebreaker:> monitor show -operation-history
MetroCluster: cluster B

[ 2014-09-15 04:48:32.274 ] MetroCluster Monitor is initialized

[ 2014-09-15 04:48:32.278 ] Started Discovery and validation of
MetroCluster Setup

[ 2014-09-15 04:48:35.078 ] Discovery and validation of MetroCluster
Setup succeeded. Started monitoring.

[ 2014-09-15 04:48:35.246 ] NetApp MetroCluster Tiebreaker software is
able to reach cluster "mccbha"

[ 2014-09-15 04:48:35.256 ] NetApp MetroCluster Tiebreaker software is
able to reach cluster "mcc5b"

[ 2014-09-15 04:48:35.298 ] Link to remote DR cluster is up for cluster
"mcch5a"

[ 2014-09-15 04:48:35.308 ] Link to remote DR cluster is up for cluster
"mcc5b"

£ MetroCluster itEBZ 2
AT LU R 7 Tiebreaker ZXEHFRAB MetroCluster Eo & SR a1z 28 ZFRFN IP ik,

B
1. {# 8 Tiebreaker CLI configuration show &< 27 MetroCluster EE& 15 2.
LU RBIERT R cluster A cluster B IS8
MetroCluster: North America
Monitor Enabled: true
ClusterA name: cluster A
ClusterA IpAddress: 10.222.196.130

ClusterB name: cluster B
ClusterB IpAddress: 10.222.196.140

IEfE B AR S 1
IEFT LU Tiebreaker M MBCRESRIZZISMEHFR, UERTIRIR.

p

1. {8 Tiebreaker CLI monitor dump -status an <% BIE—NEEFFE MetroCluster At BRI R ARV B
%,

U RAIERT BRIHEIE /var/log/netapp/mectb/metrocluster-tiebreaker-status.xml $% &> 4 :
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NetApp MetroCluster Tiebreaker :> monitor dump -status
MetroCluster Tiebreaker status successfully dumped in file
/var/log/netapp/mcctb/metrocluster-tiebreaker-status.xml

BRREEMEER
SEFT LU Tiebreaker UFMMBER, (EEIEINEIIERHIEE HERBETIL,

C) 7E Tiebreaker 1.6 RESRAR, ElUMERUTARXERERNERSINEBEITIEE: "monitor

add wizard @, BE"7 /1 MetroCluster IE",

p
1. RAMEERT

monitorm modify -monitor-name monitor name -observer mode false

NetApp MetroCluster Tiebreaker :> monitor modify -monitor-name 8pack

-observer-mode false

Warning: If you are turning observer-mode to false, make sure to review

the 'risks and limitations'

as described in the MetroCluster Tiebreaker installation and
configuration.

Are you sure you want to enable automatic switchover capability for
monitor "8pack"? [Y/N]: y
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