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rpm -ivh netapp linux unified host utilitis-7-1.x86 64
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# sanlun lun show all
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controller (7mode/E-Series) / device host lun

vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product

data vserver /vol/voll/lunl /dev/sdb  hostlé  FCP

120.0g cDOT

data vserver /vol/voll/lunl  /dev/sdc  hostl5  FCP

120.0g cDOT

data vserver /vol/vol2/lun? /dev/sdd hostl6 FCP

120.0g cDOT

data vserver /vol/vol2/lun2 /dev/sde hostl5 FCP

120.0g cDOT
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LU TFRAIE R T ONTAP LUNBYIE Mt o

# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
"—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running
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EFERUBRERTRN. F=ERIERLREZ,

Nl
UTRAIERTBEER DD / MARFEFMFHE DR / LKA ONTAP LUN BYIEHEH.

#multipath -11

3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode

size=80G features='3 queue if no path pg init retries 50' hwhandler='l
alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

"—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running
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multipath.conf BRMZRETIFHE. OAFEEEXMG. NRIEXHEARFE. BAIUERGLRIE—T
HNEFTXH “touch /etc/multipath.confo



BEUREE “multipath.conf XY, FIBEREFEAUTHLBAHBIZRIZRS:

chkconfig multipathd on
/etc/init.d/multipathd start

BEFEEAXHRRERMAS nultipath. conf. FIFENIKEFITEZRRIEE. HELEHMBIRES
BERIME. BHBAFTENIRE. BEXHRRIMLLTIEE nultipath. conf. F<Devid>EH#AEHRH
REN 2B AR (WWID)F T

blacklist {
wwid <DevId>
devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode ""cciss.*"

R RS HEIZRFHIWWIDH R ERINEIXMHH multipath. confo

I
1. BEWWID:

/lib/udev/scsi _id -gud /dev/sda

3600a098038314c4a433£5774717a3046
/lib/udev/scsi id -gud /dev/sda

360030057024d0730239134810c0cb833

+
"sda’ is the local SCSI disk that you want to add to the blacklist.

. Add the "WWID® to the blacklist stanza in "~/etc/multipath.conf"
[source,cli]
_.|_

228 wwid 3600a098038314c4a433f5774717a3046 devnode "A(ram|raw|lo|fd|m|dm-|sr|scd|st)" devnode
"Ahd[a-z]" devnode "Acciss."}

Always check your ~/etc/multipath.conf® file, especially in the defaults
section, for legacy settings that might be overriding default settings.



The following table demonstrates the critical "multipathd’ parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf’ file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in
consultation with NetApp, the OS vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

Parameter

Setting

detect prio | yes

dev _loss tmo | "infinity"
failback | immediate
fast io fail tmo | 5

features | "2 pg init retries 50"
flush on last del | "yes"

no path retry | queue

path checker | "tur"
path grouping policy | "group by prio"
path selector | "service-time 0"

polling interval | 5

prio | "ontap"

product | LUN.*

retain attached hw handler | yes
rr weight | "uniform"

user friendly names | no

[
|
|
|
|
|
|
|
|
|
| hardware handler | "Q"
|
|
|
|
|
|
|
|
|
|
| vendor | NETAPP
|

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf' file defines values for "path checker’ and
‘no_path retry  that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device
stanza.



#FRINE( path_checkerreadsector0 no_path_retry R} ig & (1% & {5 “NetApp =& "LUN, *" no_path_retry
BA%lpath_checkertur }

== Known issues

The SUSE Linux Enterprise Server 12 SP5 with ONTAP release has the
following known issues:

NetApp Bug ID

Title

Description

link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1284293[1284293"] | Kernel disruption occurs
on SLES12 SP5 with QLogic QLE2562 8GB FC HBA during storage failover
operations | Kernel disruption occurs during storage failover operations

on the SLES12 SP5 kernel with a QLogic QLE2562 Fibre Channel (FC) host bus
adapter (HBA). The kernel disruption causes SLES12 SP5 to reboot, leading
to application disruption. If the kdump mechanism is enabled, the kernel
disruption generates a vmcore file located in the /var/crash/ directory.
Check the vmcore file to determine the cause of the disruption. A storage
failover with a QLogic QLE2562 HBA event affects the "THREAD INFO:
ffff8aedf723c2c0" module. Locate this event in the vmcore file by finding
the following string: " [THREAD INFO: ffff8aedf723c2c0O]".

After the kernel disruption, reboot the host OS to enable it to recover.
Then restart the applications.

// 2024 SEP 2, ONTAPDOC-2345

¥$SUSE Linux Enterprise Server 12 SP450NTAP4 & {4

&R LUFERONTAP SAN A E 18 & R AL E LIONTAP N BFREISUSE Linux Enterprise
Server 12 SP4,

Z 34 Linux Unified Host Utilities

NetApp LINUXGt—ENERZRIRG 6 32(U 64 rom X 4R TE LR NetApp SZ2HFi6R" HIREFH
BN XHESENEE. BERRIEEEEM X H NetApp BIRIFHRTA",

NetAppIgZHRIN L ELinuxt—ENKARERF. EXHFBHHEN, XELARFAZERLinuxEN LRIESMR
KRB, XELHARERAISUHEIEHEER) NetApp BF ZFINEE XEHNEEENER.

WNREHFTE LZELinux Unified Host Utilities. MIREE AR B FIRESEERIR. AERBUTSBLRER
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1. M 32 fiI8} 64 {iI Linux Unified Host Utilities 2461 "NetApp 2355 5" E o
2. REWEE:

rpm -ivh netapp linux unified host utilitis-7-1.x86 64

@ ] LMEA A IR EL B IS B REC B EERIMN S P i% "Cloud Volumes ONTAP" #1 "i&
F ONTAP B9 Amazon FSX".

SAN TEf

L% NetApp Host Utilities 2XfFE18Y, TRABZHIRE. WWEMHRM sanlun KAER, AIEBEEIE LUN
M HBA, sanlun 8<% AIREIRXRETFIENA LUN ER, ZHBREURCIZBHIEFAFRRIESR.

Nl

FELULTFRBIA, sanlun lun show A FiR[E] LUN £ 8,

# sanlun lun show all

NI T e
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl /dev/sdb hostl6 FCP
120.0g cDOT
data vserver /vol/voll/lunl  /dev/sdc  hostl5  FCP
120.0g cDOT
data vserver /vol/vol2/1lun?2 /dev/sdd hostl6 FCP
120.0g cDOT
data vserver /vol/vol2/1lun?2 /dev/sde host15 FCP

120.0g cDOT
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3FF SUSE Linux Enterprise Server 12 SP4 , /etc/multipath.conf X% RTFTE, BIEREEIHZXEFHITIE

EE¥. SUSE Linux Enterprise Server 12 SP4 2{FHI1RFIFEHREIE ONTAP LUN FREBIFREIREH1THRIZ
A9

SO LUEHE multipath -11 a9 I0IE ONTAP LUN BOIRE,

T & TR M T IR EIASATIIFASAR P S RILUNRIR I Z B 12 Hi o

FRESANFEFIECE

ESANFESI(ASA B E R A LIB ML ELUNBIFT R B 1E, SERMRIFENIRTS. Xl U EIEL AR R HI/0
121F. MRS MaE.
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LU E7R T ONTAP LUNBYIEHs%8 o

# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
"—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running

@ —PMLUNFRFRZEN L LR, MRBREHEIEN. WA SEFER RN SRR

o

EASAECE

XTIFASAECE. MEBAMARBGRRMNALIEZ. LARRSHBZAEMMULERZ. XEKRECIIHER
BFFTERVIZHIZRRIEARSS . MARBRRNBRRLTEDIRS. ERHITHRL. BRENZMEMIZHIZRER,
Rﬁ?’fﬁﬂtﬁ%ié?:ﬂﬁﬁﬂj‘ A =ERAIFLARR.



Nl
UTRAIERTEERNED / MUBENMNED) / FEALERZAT ONTAP LUN BYIERESHHo

#multipath -11

3600a09803831347657244e52776639%4e dm-5 NETAPP, LUN C-Mode

size=80G features='3 queue if no path pg init retries 50' hwhandler='l
alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

‘—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running

@ —PLUNFARFRZEMEAN U ERIRER. MRBERHEIED. NS EFERIERE S EERZR

o

BiigE

SUSE Linux Enterprise Server 12 SPAIR{ERALZ I RIF. FIIRFIONTAP LUNH BehiEMISEFRBREE S H.
multipath.conf BRMZERETFIFHEE. ONEFEEZXMH. NRLEXEREE. EAUERGSIE— T
HNEFTXH “touch /etc/multipath.confo

BREVE “multipath.conf XX+, FIGEREERUToLEBRAHBIZRIZRS:

chkconfig multipathd on
/etc/init.d/multipathd start

BEFEERAXHFRMERAS multipath. conf. FRIFEHNISEFRFTESRIEE. HECNNBRES
BERNME. BHRATENIRE. BEXHRANUTIEZE nultipath. conf. F<Devld>E# A BHERRY
RENEBARIRFF(WWID)FFE !

blacklist {
wwid <DevId>

A

devnode (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode ""“cciss.*"

AT RAR##E IR ENWWIDHREERINEIXHH multipath. confo

SIE
1. #IEWWID:



/lib/udev/scsi_id -gud /dev/sda

3600a098038314c4a433£5774717a3046
/lib/udev/scsi id -gud /dev/sda

360030057024d0730239134810c0cb833

+
"sda’ is the local SCSI disk that you want to add to the blacklist.

Add the "WWID' to the blacklist stanza in '/etc/multipath.conf':
[source,cli]
+

ERE{ wwid 3600a098038314c4a433f5774717a3046 devnode "*(ram|raw|lo|fd|m|dm-|sr|scd|st)" devnode
"Ahd[a-z]" devnode "Acciss."}

10

Always check your ‘/etc/multipath.conf’® file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd® parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf® file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in
consultation with NetApp, the 0S vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

[

|

| Parameter

| Setting

| detect prio | yes

| dev_loss tmo | "infinity"

| failback | immediate

| fast io fail tmo | 5

| features | "2 pg init retries 50"



flush on last del | "yes"

hardware handler | "O"

no path retry | queue

path checker | "tur"

path grouping policy | "group by prio"
path selector | "service-time 0"
polling interval | 5

prio | "ontap"

product | LUN.*

retain attached hw handler | yes
rr weight | "uniform"

user friendly names | no

vendor | NETAPP

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf' file defines values for "path checker’ and
‘'no_path retry’ that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device

stanza.

ZRINE{ path_checkerreadsector0 no_path_retry kK& R {18 B {HNE “NetApp F=fu"LUN, *" no_path_retryBA
Hllpath_checkertur }

== Known 1issues

There are no known issues for the SUSE Linux Enterprise Server 12 SP4 with
ONTAP release.

¥$SUSE Linux Enterprise Server 12 SP350NTAP4 & {4

&R LUFEBONTAP SAN A E 1% & R A E LIONTAP I BFREISUSE Linux Enterprise
Server 12 SP3,

Z 34 Linux Unified Host Utilities

NetApp LINUXZt—EA L ARZF R 8 A32{U A 6421 rpm X 4RI 1T LR NetApp SZH#5Uh2" WNREFH]
EM T XEEENERE. BEARIEEFEM N "NetApp ER(FIERTE"

NetAppIgZHRIN L ELinuxt—ENKARERF. EXHFZHHEN, XELARFAZERLinuxEN LREMR
KRB, XLELHARERAISUHEIEHEER) NetApp BF ZFINEE XEHNEEENER.
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INRIEHRIE K ZELinux Unified Host Utilities. NIRFHEAREIRMARASREMIFR. ASRBIATIRRRE
BRHTHRASo

S
1. MTF&E; 32 fiI8%, 64 {iI Linux Unified Host Utilities 246 "NetApp 2355 5" o
2. RERG:

rpm -ivh netapp linux unified host utilitis-7-1.x86 64

@ ] MERA A IR B IR B REC B EEFIN SR P iE "Cloud Volumes ONTAP" #1 "i& A
F ONTAP BY Amazon FSX",

SAN TEf

%% NetApp Host Utilities X E28Y, TRBSBEmIRE, WEMHRMY sanlun SKARER, FIEBEEE LUN
M HBA . sanlun @< RIREIRXMETEENA LUN BER, ZHBEUKEIZEBHEFAPIFENESR,

Nl

FEUTRAIH, sanlun lun show s8R [E] LUN 58,

# sanlun lun show all

NIl e
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl  /dev/sdb  hostl6é  FCP
120.0g cDOT
data vserver /vol/voll/lunl /dev/sdc hostl5 FCP
120.0g cDOT
data vserver /vol/vol2/lun? /dev/sdd hostl6 FCP
120.0g cDOT
data vserver /vol/vol2/lun2 /dev/sde  hostl5  FCP

120.0g cDOT

SAN Ez5h

EREHNE

WMREREEHA SAN B, NEBMNAXIFT, EEILUER "NetApp Bi2(E4ER T E" WIFTRIRIERSE,
HBA , HBA [E4#1 HBA /B35 BIOS LUK ONTAP MRAEEZ 1,
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p
1. 3% SAN Ezh LUN BRETRIEH10

2. WIFREHE S TTRBR.
()  ENREREEHHETEIBRE. XEREHET NI,
3. 7£AR528 BIOS H77 SAN /55 LUN BT AR /S A SAN Bafo

BXIfIBA HBABIOS WER, BSMMNE T A,
4. BB ENUEIEB RS K.

ZEE

FtF SUSE Linux Enterprise Server 12 SP3 , /etc/multipath.conf X HAIFTE, BEAREEINZ G HITH
FE®Ef. SUSE Linux Enterprise Server 12 SP3 #IRFIFIEMEIE ONTAP LUN FRERFIEIREH#H 1 THIZ.

SR LAfEEA multipath -11 88<38IE ONTAP LUN BVIRE,

AT &R T IRETEIASANIIEASAR F SHARILUNRYR I 2 B2 5.

FRESANFEFIECE

ESANEFI(ASA)ECE FILILIERL ELUNBIFRE R IZ. EERFIEEIIAS. XA LR @I PRA B A0
11, MRS MHEE,

AN
LU TFREIERTONTAP LUNBYIEHEta o

# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
"—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running

(D —PLUNFRFRZEEAN U ERIRER. RBEHEINED. WA S EFERIERE S EERZR

o

JEASAECE

XTFIFASARCE. NEAMARBERREMIERNERIZ. NARRSHIBRRENEMUREIZE. XSKREENIHRE
BFTEVERISSREARSS . MARBRRHBREATENRE. BRETRE. ENETEMEMERIZRRH.
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QEEREBERTRN. 2RI KRE,

AN
UTFRFIERT BEEMRANER / LR EMME N ESD / JEMEREEY ONTAP LUN BYIEHEEH.

# multipath -11

3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='4 queue if no path pg init retries 50
retain attached hw handler' hwhandler='l alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

‘—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running

(D —PLUNFARFRZEEN U ERIERER. RBEHEIED. WA EFERIERE S BRI

o
FEANES

SUSE Linux Enterprise Server 12 SP&ERALZ I 4wIE. FIIRFIONTAP LUNHBSIEHIZEFI B ES .
multipath.conf BERMZRETIFHIZ. BAFEZXMG. NRIEXHEARFE. EAIUERGLRIE—T
HNEFHXMH “touch /etc/multipath.confs

BEUREIZ "multipath.conf X8, AIREREMER U TS BAHBMNZRIZMRSS:

chkconfig multipathd on
/etc/init.d/multipathd start

BEFEZERAXHFRMERASR multipath. conf. FIFEHNISEFRFTESZRRIEE. HECHNNERESR

10N

BENNME. BHRARERNIRE. BEXHRANUTIEZE nultipath. conf. R<Devld>E# A BHERRY
RENEBARIRTT(WWID)F1FER:

blacklist {
wwid <DevId>

devnode "” (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode ""“cciss.*"

R RENEHEIZFHIWWIDHREERINEI XX HH multipath. confo

p

14



1. BEWWID:

/lib/udev/scsi id -gud /dev/sda

3600a098038314c4a433£5774717a3046
/lib/udev/scsi id -gud /dev/sda

360030057024d0730239134810c0cb833

+
"sda’ is the local SCSI disk that you want to add to the blacklist.

Add the "WWID ™ to the blacklist stanza in ~/etc/multipath.conf :
[source,cli]
_.|_

22 wwid 3600a098038314c4a433f5774717a3046 devnode "A(ram|raw|lo|fd|m|dm-|sr|scd|st)" devnode
"Ahd[a-z]" devnode "Acciss."}

Always check your ~/etc/multipath.conf®™ file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd’ parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf’™ file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in

consultation with NetApp, the OS vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

[

|

| Parameter
| Setting

| detect prio | yes

| dev _loss tmo | "infinity"
|

failback | immediate



2
5l

16

fast io fail tmo | 5

features | "2 pg init retries 50"
flush on last del | "yes"
hardware handler | "0O"

no path retry | queue

path checker | "tur"

path grouping policy | "group by prio"
path selector | "service-time 0"
polling interval | 5

prio | "ontap"

product | LUN.*

retain attached hw handler | yes
rr weight | "uniform"

user friendly names | no

vendor | NETAPP

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf’ file defines values for "path checker® and
‘no _path retry' that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device

stanza.

JME({ path_checkerreadsector0 no_path_retry R} 1& & (1€ & { N “NetApp ™= &"LUN. *" no_path_retryBA
path_checkertur }

== Known 1issues

The SUSE Linux Enterprise Server 15 SP3 with ONTAP release has the
following known issues:

NetApp Bug ID

Title

Description

link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1089555[1089555"] | Kernel disruption observed
on kernel version SLES12 SP3 with Emulex LPel6002 16GB FC during storage
failover operation | A kernel disruption might occur during storage
failover operations on kernel version SLES12 SP3 with Emulex LPel6002 HBA.
The kernel disruption prompts a reboot of the operating system, which in



turn causes an application disruption. If the kdump is configured, the
kernel disruption generates a vmcore file under /var/crash/directory. You
can investigate the cause of the failure in the vmcore file.

Example:

In the observed case, the kernel disruption was observed in the module
“lpfc sli ringtxcmpl put+51” and is logged in the vmcore file

— exception RIP: lpfc sli ringtxcmpl put+51.

Recover the operating system after the kernel disruption by rebooting the
host operating system and restarting the application.

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1089561[1089561"] | Kernel disruption observed
on kernel version SLES12 SP3 with Emulex LPe32002 32GB FC during storage
failover operations | A kernel disruption might occur during storage
failover operations on kernel version SLES12 SP3 with Emulex LPe32002 HBA.
The kernel disruption prompts a reboot of the operating system, which in
turn causes an application disruption. If the kdump is configured, the
kernel disruption generates a vmcore file under /var/crash/directory. You
can investigate the cause of the failure in the vmcore file.

Example:

In the observed case, the kernel disruption was observed in the module
“lpfc sli free hbg+76” and is logged in the vmcore file

- exception RIP: lpfc sli free hbgt+76.

Recover the operating system after the kernel disruption by rebooting the
host operating system and restarting the application.

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1117248[1117248"] | Kernel disruption observed
on SLES12SP3 with QLogic QLE2562 8GB FC during storage failover operations
| During storage failover operations on the Slesl2sp3 kernel (kernel-
default-4.4.82-6.3.1) with QLogic QLE2562 HBA, the kernel disruption was
observed due to a panic in the kernel. The kernel panic leads to a reboot
of the operating system, causing an application disruption. The kernel
panic generates the vmcore file under the /var/crash/ directory if kdump
is configured. Upon the kernel panic, the vmcore file can be used to
understand the cause of the failure.

Example:

In this case, the panic was observed in the “blk finish request+289”
module.

It is logged in the vmcore file with the following string:

"exception RIP: blk finish request+289"

After the kernel disruption, you can recover the operating system by
rebooting the Host OS. You can restart the application as required.

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1117261[1117261"] | Kernel disruption observed



on SLES12SP3 with Qlogic QLE2662 16GB FC during storage failover
operations | During storage failover operations on Slesl2sp3 kernel
(kernel-default-4.4.82-6.3.1) with Qlogic QLE2662 HBA, you might observe
kernel disruption. This prompts a reboot of the operating system causing
application disruption. The kernel disruption generates a vmcore file
under /var/crash/ directory if kdump is configured. The vmcore file can be
used to understand the cause of the failure.

Example:

In this case the Kernel disruption was observed in the module "unknown or
invalid address" and is logged in vmcore file with the following string -
exception RIP: unknown or invalid address.

After kernel disruption, the operating system can be recovered by
rebooting the host operating system and restarting the application as
required.

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1117274[1117274~] | Kernel disruption observed
on SLES12SP3 with Emulex LPel6002 16GB FC during storage failover
operations | During storage failover operations on Slesl2sp3 kernel
(kernel-default-4.4.87-3.1) with Emulex LPel6002 HBA, you might observe
kernel disruption. This prompts a reboot of the operating system causing
application disruption. The kernel disruption

generates a vmcore file under the /var/crash/ directory if kdump is
configured. The vmcore file can be used to understand the cause

of the failure.

Example:

In this case kernel disruption was observed in the module

“raw spin lock irgsave+30” and is logged in the vmcore file with the
following string:

— exception RIP: raw spin lock irgsave+30.

After kernel disruption, the operating system can be recovered by
rebooting the host operating system and restarting the application as

required.

// 2024 SEP 2, ONTAPDOC-2345

¥$SUSE Linux Enterprise Server 12 SP250NTAP4 & {4

& LAEFFONTAP SANFENACE 1R B KA E LLONTAP A BARAISUSE Linux Enterprise
Server 12 SP2,
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23 Linux Unified Host Utilities

NetApp LINUXZ:— 52 R4 6 LA32A A 6411 rpm XA BT AT LRI NetApp ZHub 5" SNRIETREN
EMNHESENERE. EEARITEEEMN G NetApp Bi2{EERT A",

NetAppig 2B N L ELinux R —ENKARER. EXHFZUEN. XELARFAIERLinuxEN LRIEMR
"B, XELHAEFIUHEIEHEER NetApp EF HIREEXENEENESR.

NREHAIE R ELinux Unified Host Utilities. MIRFEAREIRIMATREERF. ARRBUTIRREER
HhiRaso

S
1. MT#; 32 i1} 64 {iI Linux Unified Host Utilities 246 "NetApp 2355 5" E 4o
2. RERGE:

rpm -ivh netapp linux unified host utilitis-7-1.x86 64

@ ] LMEA A I EL B IS B REC B EEFIN SR P i% "Cloud Volumes ONTAP" #1 "i&
F ONTAP B9 Amazon FSX",

SAN TEf

%% NetApp Host Utilities X 828Y, TRBSBEIRE, WEMHRME sanlun SSARERF, EIHEBEEE LUN
M HBA, sanlun 8a<ALREIRXGEIENA LUN ER, ZREUNEIZBIIEFAFIENER.

AN
EUTRAIF, sanlun lun show 83 HEHR[E] LUN 5 E.

# sanlun lun show all

NIl e
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl /dev/sdb  hostlé  FCP
120.0g cDOT
data vserver /vol/voll/lunl  /dev/sdc  hostl5  FCP
120.0g cDOT
data vserver /vol/vol2/1lun?2 /dev/sdd hostl6 FCP
120.0g cDOT
data vserver /vol/vol2/1lun?2 /dev/sde hostl5 FCP

120.0g cDOT
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SAN E5f

BEENRA
MREREFEA SAN B5, WEEXNLZIFT, EEJUER "NetApp BiR{EHEERT A" WITEHIRIERS,
HBA , HBA E4F1 HBA B5h BIOS LIz ONTAP IR &= %,
HIE
1. % SAN BE5h LUN BRI EH.
2. WIFRTEZ N HBR,

()  aETNRrrEEmaTs I BER. XEBREEE AR,
3. 12ARS328 BIOS HJ3 SAN /B35 LUN BRETEIRYIE IR A SAN BEh.

BXWNEEA HBABIOS IR, A5 RN R T AN,
4. EMEENURIEREE R

ZiiE

FtF SUSE Linux Enterprise Server 12 SP2 , /etc/multipath.conf X %MIZTE, BEREEMNZ G HITHE
TEE M. SUSE Linux Enterprise Server 12 SP2 {EFIRZIFIEFHEIE ONTAP LUN FREHFIBIRERH1THRIF.

BRI AER multipath -11 8 5@IF ONTAP LUN BV E,

T & TRM TR EIASATIAFASAR F S BILUNRIR I Z B 12 Hi o

FRE SANFEFIECE

ESANMEFI(ASA)ECE RIL IR ELUNRIFTE R 1Z. EERFIEEDIIRS. XA LR EI A BIZR A0
1B1F. MRS MaE.

Nl
UG E7R T ONTAP LUNBYIE 848

# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
‘—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running
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@ — PLUNARFRZEE AU ERERER. MRBERHEIED. WA S EFERIERE S EERZR

8
o

JEASAECE

N FIFASAERCE. WEAMAREFRRMARNERIR. NARRSHBRENE/MUEREZE. XSKEENHRE
BFTERVIERISSRIARSS . MARBRRHNBEATENRE. BRETRE. EAENEMEMEZRIZRRE,
QEFERUBRERTRN. Z=ERIERALREZ,

Nl

UTRAIETRTBEERNED / MUBENMNED) / FEALLERZAT ONTAP LUN BYIERHH.

# multipath -11

3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw

|-+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

‘—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running

@ —PLUNFRFRZE AU ERIERER, MRBERHEIED. NS EFERIERE S BRI

8
o

BigE
SUSE Linux Enterprise Server 12 SP2RERALZ I HmIFE. FIIRFIONTAP LUNH B TIEMRISEFIBIEES .

multipath.conf BEEIZRIFTFIFHE. BAFEEZXMH. MREXEREFE. ERIUERGLLIE—IT
NEFETXMH touch /etc/multipath.confo

BRI multipath.conf X 4B, AIREREFEAUTHRSEBREHBIZHREMRS:

chkconfig multipathd on
/etc/init.d/multipathd start

BEFEERAXHFRIMERAS multipath. conf. FRIFEHISEFRFTESRIEE. HECHNNBRES
BEAIME. BHBRAFTENKE. BEXHRRIMLLTIEE nultipath. conf. Ff<Devid>E# A EHRH
RENEBARIRTF(WWID)FFE:

21



blacklist {
wwid <DevId>
devnode "” (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode "“cciss.*"

T RENEHEIZRFHIWWIDHRBEERINEIXXHH nultipath. confo

SIE
1. #FIEWWID:

/lib/udev/scsi_id -gud /dev/sda

3600a098038314c4a433£5774717a3046
/lib/udev/scsi id -gud /dev/sda

360030057024d0730239134810c0cb833

+
"sda’ is the local SCSI disk that you want to add to the blacklist.

Add the "WWID' to the blacklist stanza in '/etc/multipath.conf':
[source,cli]
_I_

ERE{ wwid 3600a098038314c4a433f5774717a3046 devnode "*(ram|raw|lo|fd|m|dm-|sr|scd|st)" devnode
"Ahd[a-z]" devnhode "Acciss."}

Always check your ‘/etc/multipath.conf’ file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd® parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf’ file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in
consultation with NetApp, the 0S vendor, or both, and only when the impact
is fully understood.
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//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

Parameter

Setting

detect prio | yes

dev loss tmo | "infinity"
failback | immediate
fast io fail tmo | 5

features | "3 queue if no path pg init retries 50"

hardware handler | "0O"

path checker | "tur"

path grouping policy | "group by prio"
path selector | "service-time 0"
polling interval | 5

prio | "ontap"

product | LUN.*

retain attached hw handler | yes
rr weight | "uniform"

user friendly names | no

[
|
|
|
|
|
|
|
|
| flush on last del | "yes"
|
|
|
|
|
|
|
|
|
|
| vendor | NETAPP
|

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf' file defines values for "path checker’ and
"detect prio  that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device
stanza.

EFRINE( path_checkerreadsector0 detect_prio no P& & {I&&F{E N i “NetApp ™ f"LUN. *" path_checkertur
detect_prio yes }

== Known issues

There are no known issues for the SUSE Linux Enterprise Server 12 SP2 with
ONTAP release.



¥$SUSE Linux Enterprise Server 12 SP150NTAP4 & {4

&R LUFEFRONTAP SANENEE 1% & R AL E LIONTAP N BH#RBISUSE Linux Enterprise
Server 12 SP1,

Z4E Linux Unified Host Utilities

NetApp LINUXZt—EA L ARZF R 8 IA32{U 6421 rpm X 4RI 1T LR NetApp SZH#5UE2" WNREFH]
EM T XEEENERE. BEARIEEFEM N "NetApp ERIFERTEAE"

NetAppIgZHRBIN L ELinuxt—ENKARERF. EXHFZHHEN, XELARFAZERLinuxEN LRIESMR
"B, XELARERFIUAEIEHEER NetApp EF ZHRIREEXENEENES.

MR HFTE LZELinux Unified Host Utilities. NMIRGEA R B HRASEEM PR, RAERBUTSBLER
i<,

pa:
1. MF# 32 fiI5§ 64 iL Linux Unified Host Utilities 34 "NetApp 2358 5" FE Mo
2. RERMHE:

rpm —-ivh netapp linux unified host utilitis-7-1.x86 64

@ e UME R AR B IR B R B EERINEE FiE "Cloud Volumes ONTAP" #1 &
F ONTAP B9 Amazon FSX",

SAN TE®

%3 NetApp Host Utilities 2X{FE&28Y, TRBZBEmIRE, EMFRM sanlun KARR, FIEBEEE LUN
M HBA . sanlun @< RIREIRXMETEEHNA LUN HIER, ZHBREUREIZEBHIEFAFRIESR.

5l
EUTRAIA, sanlun lun show s3<EIR[E LUN 58,

# sanlun lun show all

TG
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controller (7mode/E-Series) / device host lun

vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product

data vserver /vol/voll/lunl /dev/sdb  hostlé  FCP

120.0g cDOT

data vserver /vol/voll/lunl  /dev/sdc  hostl5  FCP

120.0g cDOT

data vserver /vol/vol2/lun? /dev/sdd hostl6 FCP

120.0g cDOT

data vserver /vol/vol2/lun2 /dev/sde hostl5 FCP

120.0g cDOT

SAN Ezh

ERBHNE

NRIEREMEF SAN B, NWEEMAZIFE, EeJLUER "NetApp ER(FIERT A" WIHEHRIERS,
HBA , HBA El4#] HBA 35 BIOS LUK ONTAP FR A B ER ¥

TE
1. ¥ SAN Ezh LUN BREFRIEM.
2. WIFREEZ T HER.

()  aEINREREEHETEIBRE. XEREET N,
3. 7£AR%528 BIOS H73 SAN JEE) LUN BT EIAIIH /S A SAN Bl
BXfEIEA HBABIOS BIER, BEMMHNE % A1,
4 BEBHENABIEEDRE R,
ZEZ

3t3F SUSE Linux Enterprise Server 12 SP1 , /etc/multipath.conf X ATIFTE, BEREEINZXEHITHF
EF . SUSE Linux Enterprise Server 12 SP1 {#IR5IFIEMEIE ONTAP LUN FREMFIAIREH#HTHIZ.

EATLAfEA multipath -11 8R<38IE ONTAP LUN BVIRE,
IR &1 T MRETEIASATIIEASA R F B9 BILUNBIR I Z B8 = H

FrESANESIECE

2SANBEFI(ASA)ECE RI L LIEMLATELUNRIFRERIZ. (EEFREENRS. XA UE@EIFIARZREMHIO
1. MRS ML,

Nl
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LU TFRAIE R T ONTAP LUNBYIE Mt o

# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
"—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running

@ —PLUNFARFRZEEAN U ERIERER. MRBEHEINED. WA EFERIERE SRR

o

JEASAECE

XMTFIFASAECE. NEAMARBERREMARIEEZ, RARRSHBRZAEHMUERIZE. XEKRECIIHE
BFFERYIEHIZR R IHARSS . MARBRRNRRATERSE. ERETRL. BRENZMEMITHIZERHR,
EFERUBRERTRN. F=ERIERLREZ,

Nl
UTRAIERTBEER DD / MARFEFMFHE DR / LKA ONTAP LUN BYIEHEH.

# multipath -11

3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

"—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running

@ —PLUNFARFRZEEAN U ERIRER. MRBEHEINED. WA EFERIERE S EERZR

o
BiigE

SUSE Linux Enterprise Server 12 SPHEERALZ I HwIE. FIIRFIONTAP LUNHBSIEHRISEFI B ES .
multipath.conf BRMZRETIFHE. OAFEEEXMG. NRIEXHEARFE. BAIUERGLRIE—T
HNEFTXH “touch /etc/multipath.confo
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BEUREE “multipath.conf XY, FIBEREFEAUTHLBAHBIZRIZRS:

chkconfig multipathd on
/etc/init.d/multipathd start

BEFEEAXHRRERMAS nultipath. conf. FIFENIKEFITEZRRIEE. HELEHMBIRES
BERIME. BHBAFTENIRE. BEXHRRIMLLTIEE nultipath. conf. F<Devid>EH#AEHRH
REN 2B AR (WWID)F T

blacklist {
wwid <DevId>
devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode ""cciss.*"

R RS HEIZRFHIWWIDH R ERINEIXMHH multipath. confo

I
1. BEWWID:

/lib/udev/scsi _id -gud /dev/sda

3600a098038314c4a433£5774717a3046
/lib/udev/scsi id -gud /dev/sda

360030057024d0730239134810c0cb833

+
"sda’ is the local SCSI disk that you want to add to the blacklist.

. Add the "WWID® to the blacklist stanza in "~/etc/multipath.conf"

[source,cli]
_.|_

228 wwid 3600a098038314c4a433f5774717a3046 devnode "A(ram|raw|lo|fd|m|dm-|sr|scd|st)" devnode
"Ahd[a-z]" devnode "Acciss."}

Always check your ~/etc/multipath.conf® file, especially in the defaults
section, for legacy settings that might be overriding default settings.
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The following table demonstrates the critical "multipathd’ parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf’ file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in
consultation with NetApp, the OS vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

Parameter

Setting

detect prio | yes

dev _loss tmo | "infinity"

failback | immediate

fast io fail tmo | 5

features | "3 queue if no path pg init retries 50"

hardware handler | "O"

path checker | "tur"

path grouping policy | "group by prio"
path selector | "service-time 0"
polling interval | 5

prio | "ontap"

product | LUN.*

retain attached hw handler | yes
rr weight | "uniform"

user friendly names | no

[
|
|
|
|
|
|
|
|
| flush on last del | "yes"
|
|
|
|
|
|
|
|
|
|
| vendor | NETAPP
|

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf' file defines values for "path checker’ and
‘detect prio’ that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device
stanza.

ZRIAME{ path_checkerreadsector0 detect_prio no & &K E{HN E “NetApp 7= m"LUN, *" path_checkertur
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detect_prio yes }

== Known issues

There are no known issues for the SUSE Linux Enterprise Server 12 SP1 with
ONTAP release.

¥$SUSE Linux Enterprise Server 1250NTAP4 & 15

& LIfEFIONTAP SANEAACE 1K B KA E LA ONTAP A BARBISUSE Linux Enterprise
Server 12,

23 Linux Unified Host Utilities

NetApp LINUXZi— EH 52 BRI 4 832 A164{iL rpm XX BT T AE 121 NetApp S2i5ih 2" MR
EHNEESENEE. B EARITEEEM XM NetApp Ei2(EMERT A",

NetAppsRZUB I L ELinuxt— ENKAERF. EXHARHLEN, XELAREFASERLinuxEN LEBER
BB, XELHAEFIOHEIREHEER NetApp FF ZHIREEXENEENES.

NREHAIE R ELinux Unified Host Utilities. MIRFEAREIRIMATREERF. ARRBUTIRLEER
HhRaso

p
1. MF&i 32 fiI8% 64 i Linux Unified Host Utilities 2R/{4 62 "NetApp sz#Fuh " 4o
2. RERGE:

rpm -ivh netapp linux unified host utilitis-7-1.x86 64

@ A UMER AR B IS B R B EEFIMNZE P in "Cloud Volumes ONTAP" 1 &
F ONTAP B9 Amazon FSX",

SAN TEf

%% NetApp Host Utilities X E28Y, TRBSBEIRE, WEMHRM sanlun SKARER, AIEBEEE LUN
M HBA, sanlun 88 ALREIR XM EIENA LUN VER, ZREUNEIZBIEFAFIENER.

AN
EUTRAIF, sanlun lun show 83 HEHR[E] LUN 5K,

# sanlun lun show all

Tl
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controller (7mode/E-Series) / device host lun

vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product

data vserver /vol/voll/lunl /dev/sdb  hostlé  FCP

120.0g cDOT

data vserver /vol/voll/lunl  /dev/sdc  hostl5  FCP

120.0g cDOT

data vserver /vol/vol2/lun? /dev/sdd hostl6 FCP

120.0g cDOT

data vserver /vol/vol2/lun2 /dev/sde hostl5 FCP

120.0g cDOT

SAN Ezh

ERBHNE

NRIEREMEF SAN B, NWEEMAZIFE, EeJLUER "NetApp ER(FIERT A" WIHEHRIERS,
HBA , HBA El4#] HBA 35 BIOS LUK ONTAP FR A B ER ¥

TE
1. ¥ SAN Ezh LUN BREFRIEM.
2. WIFREEZ T HER.

()  aEINREREEHETEIBRE. XEREET N,
3. 7£AR%528 BIOS H73 SAN JEE) LUN BT EIAIIH /S A SAN Bl
BXfEIEA HBABIOS BIER, BEMMHNE % A1,
4 BEBHENABIEEDRE R,
ZEZ

3t3F SUSE Linux Enterprise Server 12 , /etc/multipath.conf XEAIFTE, BEAREEWNZXEHITIFECE
2. SUSE Linux Enterprise Server 12 f£ERIR5IFIEFHEIE ONTAP LUN FrEIFR B IR EHITHRIFR.

EATLAfEA multipath -11 8R<38IF ONTAP LUN BVIRE,
IR &1 T MRETEIASATIIEASA R F B9 BILUNBIR I Z B8 = H

FrESANESIECE

2SANBEFI(ASA)ECE RI L LIEMLATELUNRIFRERIZ. (EEFREENRS. XA UE@EIFIARZREMHIO
1. MRS ML,

Nl
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LU TFRAIE R T ONTAP LUNBYIE Mt o

# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
"—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running

@ —PLUNFARFRZEEAN U ERIERER. MRBEHEINED. WA EFERIERE SRR

o

JEASAECE

XMTFIFASAECE. NEAMARBERREMARIEEZ, RARRSHBRZAEHMUERIZE. XEKRECIIHE
BFFERYIEHIZR R IHARSS . MARBRRNRRATERSE. ERETRL. BRENZMEMITHIZERHR,
EFERUBRERTRN. F=ERIERLREZ,

Nl
UTRAIERTBEER DD / MARFEFMFHE DR / LKA ONTAP LUN BYIEHEH.

# multipath -11

3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

"—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running

@ —PLUNFARFRZEEAN U ERIRER. MRBEHEINED. WA EFERIERE S EERZR

o
BiigE

SUSE Linux Enterprise Server 1212{ERFLZ 3 HiE. FIIRFIONTAP LUNH BehiEMiZEFTBICE S,
multipath.conf BRMZRETIFHE. OAFEEEXMG. NRIEXHEARFE. BAIUERGLRIE—T
HNEFTXH “touch /etc/multipath.confo
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BEUREE “multipath.conf XY, FIBEREFEAUTHLBAHBIZRIZRS:

chkconfig multipathd on
/etc/init.d/multipathd start

BEFEEAXHRRERMAS nultipath. conf. FIFENIKEFITEZRRIEE. HELEHMBIRES
BERIME. BHBAFTENIRE. BEXHRRIMLLTIEE nultipath. conf. F<Devid>EH#AEHRH
REN 2B AR (WWID)F T

blacklist {
wwid <DevId>
devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode ""cciss.*"

R RS HEIZRFHIWWIDH R ERINEIXMHH multipath. confo

I
1. BEWWID:

/lib/udev/scsi _id -gud /dev/sda

3600a098038314c4a433£5774717a3046
/lib/udev/scsi id -gud /dev/sda

360030057024d0730239134810c0cb833

+
"sda’ is the local SCSI disk that you want to add to the blacklist.

. Add the "WWID® to the blacklist stanza in "~/etc/multipath.conf"

[source,cli]
_.|_

228 wwid 3600a098038314c4a433f5774717a3046 devnode "A(ram|raw|lo|fd|m|dm-|sr|scd|st)" devnode
"Ahd[a-z]" devnode "Acciss."}

Always check your ~/etc/multipath.conf® file, especially in the defaults
section, for legacy settings that might be overriding default settings.
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The following table demonstrates the critical "multipathd’ parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf’ file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in
consultation with NetApp, the OS vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

Parameter

Setting

detect prio | yes

dev _loss tmo | "infinity"

failback | immediate

fast io fail tmo | 5

features | "3 queue if no path pg init retries 50"

hardware handler | "O"

path checker | "tur"

path grouping policy | "group by prio"
path selector | "service-time 0"
polling interval | 5

prio | "ontap"

product | LUN.*

retain attached hw handler | yes
rr weight | "uniform"

user friendly names | no

[
|
|
|
|
|
|
|
|
| flush on last del | "yes"
|
|
|
|
|
|
|
|
|
|
| vendor | NETAPP
|

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf' file defines values for "path checker’ and
‘detect prio’ that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device
stanza.

ZRIAME{ path_checkerreadsector0 detect_prio no & &K E{HN E “NetApp 7= m"LUN, *" path_checkertur
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detect_prio yes }

34

== Known issues

The SUSE Linux Enterprise Server 12 with ONTAP release has the following
known issues:

[
|
| NetApp Bug ID
| Title

| Description

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=873555[873555"] | scsi dh alua module is not
loaded during multipathd startup on local boot | scsi dh alua is a Linux
ALUA device handler module. This is is not loaded during multipathd
startup on local boot. Due to this device handler will not be loaded
though ALUA is enabled on target side.

| link:https://mysupport.netapp.com/NOW/cgi-

bin/bol?Type=Detail&Display=863584[863584~] | The message "conflicting
device node '/dev/mapper/360xx' found" appears on the screen when you
create a DM device on SLES12 | You might observe a failure in creating a

link to DM devices under /dev/mapper dir in SLES 12 and see the messages
"conflicting device node '/dev/mapper/360xx' found".

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=847490[847490~] | Multipath daemon shows path
failures on SLES 12 | You might observe path failures on the SLES12
multipath daemon during I/0 with storage or fabric faults.

// 2024 SEP 2, ONTAPDOC-2345
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