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1. NREULERE EFA T AutoSupport , M@ 8 AutoSupport 8 E 21 BEheIiEZEG]:

ssystem node AutoSupport invoke -node * -type all -message MAINT=xh
Heh x 24HPBERIIFERTE, LUN AL,
C) AutoSupport BB SBARAZFILAFES, UETHAIFEORRERLEBnhe)EEm,
2. BRIRES B NER, ERFRTECHEEAN ¥y * .
set -privilege advanced
W2 REERRAE (*>) o
3. BB EHEERINE M N R PR ENSEELERONE:

network device-discovery show -protocol cdp
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clusterl::*> network device-discovery show -protocol cdp

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-02/cdp

ela csl Ethl/2 N3K-
C3132Q-V

e0b cs2 Ethl/2 N3K-
C3132Q-V
clusterl-01/cdp

ela csl Ethl/1 N3K-
C3132Q-V

e0b cs2 Ethl/1 N3K-
C3132Q-V

4. ESMEEFEONEEIETRS.
a. BRMIR R

network port show - IP Tial& Rt
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clusterl::*> network port show -ipspace Cluster

Node: clusterl-02

Health

Port IPspace

Status

Broadcast Domain

Speed (Mbps)

Link MTU Admin/Oper

ela Cluster

healthy

e0b Cluster

healthy

Node: clusterl-01

Health

Port IPspace

Status

Cluster

Cluster

Broadcast Domain

up 9000 auto/10000

up 9000 auto/10000

Speed (Mbps)

Link MTU Admin/Oper

ela Cluster

healthy

e0b Cluster

healthy

b. B REXLIFEE:

Cluster

Cluster

network interface show -vserver cluster

up 9000 auto/10000

up 9000 auto/10000
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clusterl::*> network interface show -vserver Cluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl up/up 169.254.209.69/16
clusterl-01 ela true

clusterl-01 clus2 up/up 169.254.49.125/16
clusterl-01 eOb true

clusterl-02 clusl wup/up 169.254.47.194/16
clusterl-02 ela true

clusterl-02 clus2 up/up 169.254.19.183/16
clusterl-02 elb true

5. IHEAZEE LIF 117 Ping 121E:

cluster ping-cluster -node local
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clusterl::*> cluster ping-cluster -node local

Host is clusterl-02

Getting addresses from network interface table...
Cluster clusterl-01 clusl 169.254.209.69 clusterl-01
Cluster clusterl-01 clus2 169.254.49.125 clusterl-01
Cluster clusterl-02 clusl 169.254.47.194 clusterl-02
Cluster clusterl-02 clus2 169.254.19.183 clusterl-02
Local = 169.254.47.194 169.254.19.183

Remote = 169.254.209.69 169.254.49.125

Cluster Vserver Id = 4294967293

Ping status:

Basic connectivity succeeds on 4 path(s)

Basic connectivity fails on 0 path(s)

Detected 9000 byte MTU on 4 path(s):
Local 169.254.19.183 to Remote 169.254.209.69
Local 169.254.19.183 to Remote 169.254.49.125
Local 169.254.47.194 to Remote 169.254.209.69
Local 169.254.47.194 to Remote 169.254.49.125

Larger than PMTU communication succeeds on 4 path(s)

RPC status:

2 paths up, 0 paths down (tcp check)

2 paths up, 0 paths down (udp check)

6. WIrRHREEFBEER LIF BB auto-revert %

network interface show - vserver cluster -fields auto-revert

ela
e0b
ela
eOb
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clusterl::*> network interface show -vserver Cluster -fields
revert
Logical
Vserver Interface Auto-revert
Cluster
clusterl-01 clusl true
clusterl-01 clus2 true
clusterl-02 clusl true
clusterl-02 clus2 true
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cs2# ping 172.19.2.1 vrf management
Pinging 172.19.2.1 with 0 bytes of data:

Reply From 172.19.2.1: icmp seq = 0. time= 5910 usec.

3. (BRI FEHTINZ —BNX-OSHEE5IEINexus 3132Q-V3SHH: FTP. TFTP. SFTPZSCP, &
¥ Ciscom SIS S, 155 MAMAERZISE "Cisco Nexus 30005 5INX-OSFS B E157",

Ebnent]

cs2# copy sftp: bootflash: vrf management
Enter source filename: /code/nxos.9.3.4.bin
Enter hostname for the sftp server: 172.19.2.1
Enter username: userl

Outbound-ReKey for 172.19.2.1:22

Inbound-ReKey for 172.19.2.1:22

userl@172.19.2.1's password: XXXXXXXX

sftp> progress

Progress meter enabled

sftp> get /code/nx0s.9.3.4.bin /bootflash/nx0s.9.3.4.bin
/code/nx0s.9.3.4.bin 100% 1261MB 9.3MB/s 02:15

sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

4. IFIETEIETTAY NX-OS 3R fhigas:

SR CIRESSENES
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cs2# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2020, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their
own

licenses, such as open source. This software is provided "as is,"
and unless

otherwise stated, there is no warranty, express or implied,
including but not

limited to warranties of merchantability and fitness for a
particular purpose.

Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU
Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

Software
BIOS: version 04.25
NXOS: version 9.3 (3)
BIOS compile time: 01/28/2020
NXOS image file is: bootflash:///nxo0s.9.3.3.bin
NXOS compile time: 12/22/2019 2:00:00 [12/22/2019
14:00:37]

Hardware
cisco Nexus 3132QV Chassis (Nexus 9000 Series)
Intel (R) Core(TM) i3- CPU @ 2.50GHz with 16399900 kB of memory.
Processor Board ID FOXXXXXXX23

Device name: cs?2
bootflash: 15137792 kB

usbl: 0 kB (expansion flash)

Kernel uptime is 79 day(s), 10 hour(s), 23 minute(s), 53 second(s)



Last reset at 663500 usecs after Mon Nov 2 10:50:33 2020
Reason: Reset Requested by CLI command reload
System version: 9.3(3)

Service:

plugin
Core Plugin, Ethernet Plugin

Active Package(s) :
cs2#

5. 223t NX-OS &,

LEREXHZSREREN B MNEIZREX o
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cs2# install all nxos bootflash:nx0s.9.3.4.bin
Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxo0s.9.3.4.bin for boot variable "nxos".
[] 100% -- SUCCESS

Verifying image type.
[] 100% -- SUCCESS

Preparing "nxos" version info using image bootflash:/nxos.9.3.4.bin.
[] 100% -- SUCCESS

Preparing "bios" version info using image bootflash:/nxos.9.3.4.bin.
[] 100% -- SUCCESS

Performing module support checks.
[l 100% -- SUCCESS

Notifying services about system upgrade.
[] 100% -- SUCCESS

Compatibility check is done:
Module bootable Impact Install-type Reason

1 yes disruptive reset default
upgrade is not hitless

Images will be upgraded according to following table:

Module Image Running-Version (pri:alt)
New-Version Upg-Required
1 nxos 9.3(3)
9.3(4) yes
1 bios v04.25(01/28/2020) :v04.25(10/18/2016)

v04.25(01/28/2020) no

Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] y



Install is in progress, please wait.

Performing runtime checks.
[l 100% -- SUCCESS

Setting boot variables.
[] 100% -- SUCCESS

Performing configuration copy.
[] 100% -- SUCCESS

Module 1: Refreshing compact flash and upgrading
bios/loader/bootrom.

Warning: please do not remove or power off the module at this time.
[] 100% -- SUCCESS

Finishing the upgrade, switch will reboot in 10 seconds.
cs2#

6. EXINEFHBENFINIE NX-OS REFRIFhRZS :
sUA{ER A

11
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cs2# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2020, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their
own

licenses, such as open source. This software is provided "as is,"
and unless

otherwise stated, there is no warranty, express or implied,
including but not

limited to warranties of merchantability and fitness for a
particular purpose.

Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU
Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

Software
BIOS: version 04.25
NXOS: version 9.3 (4)
BIOS compile time: 05/22/2019
NXOS image file is: bootflash:///nxo0s.9.3.4.bin
NXOS compile time: 4/28/2020 21:00:00 [04/29/2020 06:28:31]

Hardware
cisco Nexus 3132QV Chassis (Nexus 9000 Series)
Intel (R) Core(TM) i3- CPU @ 2.50GHz with 16399900 kB of memory.

Processor Board ID FOXXXXxXxX23
Device name: cs2
bootflash: 15137792 kB

usbl: 0 kB (expansion flash)

Kernel uptime is 79 day(s), 10 hour(s), 23 minute(s), 53 second(s)



Last reset at 663500 usecs after Mon Nov 2 10:50:33 2020
Reason: Reset Requested by CLI command reload
System version: 9.3 (4)

Service:

plugin
Core Plugin, Ethernet Plugin

Active Package(s) :

cs2#

T—FEHA4?
"RESEREXMH (RCF) "%

ZxSEREXH (RCF)

BERIZRENexus 3132Q-VA A/, #LIRILRELD R RERCF, EHAILUERIGR(ET R
F4k RCF hrZs,

BEEEK

TBEENARS
* RIEHEEENHFIEGD,
* — I E2EBETHER(BEHEEERIEMIBIE),
* YFTBERENH(Reference Configuration File. RCF)o
* RERCFINEZESRIRNEILITHI & &R,

* "Cisco LAKMAZHA"s BRIZFFHIONTAP HIRCFhRZA. BENMNFB R, HEE. RCFHRNGHLIE
EENX-OShR AR LIE A Z B AT REF R an L RIIK R

* "Cisco Nexus 3000 Z5IZZ#24]]"s B XCiscoRR BN ARMERLIZNTTE. 5B CiscoMih a7
MR AREFFRIER.
REX Y
xF
IR ESL B AR GIE R LA T R T R dp
* X E Cisco IRV BIFD 5 cs1 F cs2 .
* TEEZFREIE cluster1-01, clusterl-02, clusterl1-03 #l clusterl1-04,

* &8 LIF 87 cluster1-01 clusl, clusterl-01 clus2, clusterl-02 clusl,
cluster1-02 clus2, clusterl-03 clusl, clusterl-03 clus2, clusterl-04 clusl#
clusterl-04 clusZo
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ﬂP%o

TEUIRED IR HAlE). AREAIRERTHAE TR (ISL), X2iRit EMNREA. ENRCFIRAENFIGESE TR
MMISLEZ. N TWERERLTTENEIT. UWTREZE STEXN BRRIITS BESE S ELIFESEIETT
FRAVECHS AL

BEUEPTAIRES R "EELENX-OSMHMSELEX " ARRRUTSBEITIEME.

F1F . KERORKS

1. BERIERTINE T R LRSS RO

network device-discovery show
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clusterl::*> network device-discovery show

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl Ethernetl/7 N3K-
C3132Q-V

eOd cs?2 Ethernetl/7 N3K-
C3132Q-V
clusterl-02/cdp

ela csl Ethernetl/8 N3K-
C3132Q-V

e0d cs?2 Ethernetl/8 N3K-
C3132Q-V
clusterl-03/cdp

ela csl Ethernetl/1/1 N3K-
C3132Q-V

e0b cs2 Ethernetl/1/1 N3K-
C3132Q-V
clusterl-04/cdp

ela csl Ethernetl/1/2 N3K-
C3132Q-V

e0b cs?2 Ethernetl/1/2 N3K-
C3132Q0-V

clusterl::*>

2. WES M EHKEONEEMIE TR,
a. WA &SRO S ERERSER:!

network port show -ipspace cluster
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clusterl::*> network port show -ipspace Cluster

Node: clusterl-01

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false

Node: clusterl-02

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false
8 entries were displayed.

Node: clusterl-03

Ignore
Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/10000
healthy false
e0b Cluster Cluster up 9000 auto/10000

healthy false



Node: clusterl-04

Ignore

Health
Port
Status

ela
healthy
elb
healthy
clusterl:

b. WIFFTEEEEO (LIF) BEHMAUTFEIRO L:

network interface show -vserver cluster

Health
IPspace
Status

Cluster
false

Cluster
false
3W>

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster

Cluster

up

9000

9000

auto/10000

auto/10000

17
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clusterl::*> network interface show -vserver Cluster

Logical Status Network
Current Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.3.4/23
clusterl-01 eOa true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 e0d true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 e0a true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 e0d true

clusterl-03 clusl wup/up 169.254.1.3/23
clusterl-03 eOa true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 e0b true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 eOa true

clusterl-04 clus2 up/up 169.254.1.7/23
clusterl-04 e0Ob true

clusterl::*>

C. PR ERREN ERMMEEIIIESR:

ssystem cluster-switch show -is-monitoring-enableed-Operational true
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clusterl::*> system cluster-switch show -is-monitoring-enabled

-operational true

Switch Type Address
Model
csl cluster-network 10.0.0.1
NX3132QV
Serial Number: FOXXXXXXXGS
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)
Software, Version
9.3(4)
Version Source: CDP
cs?2 cluster-network 10.0.0.2
NX3132QV
Serial Number: FOXXXXXXXGD
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)
Software, Version
9.3(4)
Version Source: CDP

2 entries were displayed.

JTFONTAP 9.8 EShRA. 1BFEAA< system switch ethernet show -is

-monitoring-enabled-operational trueo

®

3. X538 LIF EERBmiEE,

clusterl::*> network interface modify -vserver Cluster -1lif * -auto
-revert false

HREETI S EREABMTER.
4. TEEEBFSRML CS2 b, XMNEREEIT &R RONRKH.
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5.

cs2 (config) # interface ethl/1/1-2,ethl/7-8

cs2 (config-if-range) # shutdown

WIFSER IR RS EEB IR CS1 LRENIRO, XA R E /LI FaIEtE,

network interface show -vserver cluster

Bl

clusterl::*> network interface show
Status

Current Is
Vserver
Port

Logical

Interface

clusterl-01

clusterl-01

clusterl-02

clusterl-02

clusterl-03

clusterl-03

clusterl-04

clusterl-04

clusterl::*>

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

6. IR R RIGITIER:
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cluster show

01 clusl
true

01 clus2
false

02 clusl
true

02 clus2
false

03 clusl
true

03 clus2
false

04 clusl
true

04 clus2
false

-vserver Cluster
Network

Admin/Oper Address/Mask

up/up

up/up

up/up

up/up

up/up

up/up

up/up

up/up

169.

169.

169.

1609.

169.

169.

1609.

169.

254.

254.

254.

254.

254.

254.

254.

254.

.4/23

.5/23

.8/23

.9/23

.3/23

.1/23

.6/23

.7/23



Bl

clusterl::*> cluster show

Node Health Eligibility Epsilon
clusterl-01 true true false
clusterl-02 true true false
clusterl-03 true true true
clusterl-04 true true false

clusterl::*>

$28 . RREHNWIELE
1. MREHKRFREF LI EENEA. BRHUT LR HEH R XA G
sYIfENETTECE

2. FERN] CS2 EMREHIITERIRE.

@ SN AHT RCF BY, MIURIRSHRIISEHIITEAREKE. EOIUER R SR BITIES!
BiRO7 EEEMKE A

a. FIEECE:

Bl

(cs2) # write erase
Warning: This command will erase the startup-configuration.

Do you wish to proceed anyway? (y/n) [n] vy

b. EHBENATHEM:

Bl

(cs2)# reload

Are you sure you would like to reset the system? (y/n) y

3. FAUTEENNZ—I% RCF E&IF3c#4 CS2 EENNTE: FTP, TFTP, SFTPE SCP., X



Cisco sn *HFMER, IS MNHRIMELIER " ( Cisco Nexus 3000 &% NX-OS e8<&%) " 5/,
Bl
cs2# copy tftp: bootflash: vrf management
Enter source filename: Nexus 3132QV RCF vl.6-Cluster-HA-Breakout.txt
Enter hostname for the tftp server: 172.22.201.50
Trying to connect to tftp server...... Connection to Server
Established.

TFTP get operation was successful
Copy complete, now saving to disk (please wait)...

4. Z 5T TEM RCF RZFTF bootflash .
B X Cisco s RIEME R, FEMARIMERIER " ( Cisco Nexus 3000 2% NX-0S $£&%) "5/,

Bl

cs2# copy Nexus 3132QV RCF vl.6-Cluster-HA-Breakout.txt running-
config echo-commands

5. ¥9Z show banner motd S RIMEIERIE ., EATMFIEFHIZIE * EERA * PRYIRERRITIR(E, URHRR
WA BB EFIREEFRTTIR.
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Bl

cs2# show banner motd

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i g

kAhkKkkkhkhkKh KKk %k

* NetApp Reference Configuration File (RCF)

*

* Switch : Cisco Nexus 3132Q0-V

* Filename : Nexus 3132QV RCF vl.6-Cluster-HA-Breakout.txt
* Date : Nov-02-2020

* Version : v1.6

* Port Usage : Breakout configuration

* Ports 1- 6: Breakout mode (4x10GbE) Intra-Cluster Ports, int
el/1/1-4,

* el/2/1-4, el1/3/1-4,int el/4/1-4, el1/5/1-4, el/6/1-4

* Ports 7-30: 40GbE Intra-Cluster/HA Ports, int el/7-30

* Ports 31-32: Intra-Cluster ISL Ports, int el/31-32

*

* IMPORTANT NOTES

* - Load Nexus 3132QV RCF vl.6-Cluster-HA.txt for non breakout

config

*

* — This RCF utilizes QoS and requires specific TCAM configuration,
requiring

2 cluster switch to be rebooted before the cluster becomes
operational.

*

* - Perform the following steps to ensure proper RCF installation:
*

o (1) Apply RCF, expect following messages:

w - Please save config and reload the system...

* - Edge port type (portfast) should only be enabled on
ports.

& - TCAM region is not configured for feature QoS class
Ibv4..

*

* (2) Save running-configuration and reboot Cluster Switch

*

* (3) After reboot, apply same RCF second time and expect

following messages:

* - % Invalid command at '"' marker
*
& (4) Save running-configuration again

23



* - If running NX-0OS versions 9.3(5) 9.3(6), 9.3(7), or 9.3(8)

& - Downgrade the NX-0S firmware to version 9.3(5) or earlier if
* NX-0S using a version later than 9.3(5).

* - Do not upgrade NX-0OS prior to applying v1.9 RCF file.

W - After the RCF is applied and switch rebooted, then proceed to
upgrade

& NX-0S to version 9.3(5) or later.

*

* — If running 9.3(9) 10.2(2) or later the RCF can be applied to the

switch

* after the upgrade.

*

* — Port 1 multiplexed H/W configuration options:

o hardware profile front portmode gsfp (40G H/W port 1/1 is
active - default)

o hardware profile front portmode sfp-plus (10G H/W ports 1/1/1

- 1/1/4 are active)
u hardware profile front portmode gsfp (To reset to QSFP)

*
KA KAk AR A AR A A A A A A AR A AR A AR A AR A AR AR A AR A AR A AR AR A A A AR A A hA A A A A A A A A Xk kK

k) kkkkkKk*k

6. I9iiE RCF X428 /I IEMRIBSH TR S -
sYfAE TR E
TR HUMBIAEH RCF EWETIRE, EWERMUTERERTIR:

° RCF 415
o PAEMIBOIEE
° BRENX
HEREERENR. OEIROIRE, HSREATIRE, THREZEN RCF WEMFEER,

(D BXREFRRCIER [FUNfAIFE10GbEI BB P B, IEZNAIRENE "Cisco 3132Q58F
345 _ERY10GbE R KRB

7. I8JF RCF hRAFIREAIGE BT EMS, & running-config X4 & #1F| startup-config X 15,

BX Cisco (s SHIIFMAEE, 5N PMIMENTER " ( Cisco Nexus 3000 2% NX-0S e5$£%) " 18/,
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Bl

cs2# copy running-config startup-config
[ E A AR H A H AR H R4S HHHE] 100% Copy complete

8. EMRENIIAN] CS2 . ERILUBBEA MM EHBMBYTET " LIREH " EBIROXHE " Fo

Bl

cs2# reload
This command will reboot the system. (y/n)? [n] y

9. [ZFAMERIA RCF HBERRFIEITRE,
B
cs2# copy Nexus 3132QV RCF vl.6-Cluster-HA-Breakout.txt running-
config echo-commands

cs2# copy running-config startup-config
[HAfHHHHAHHH A A H A S HHH#] 100% Copy complete

10. BOIEEEEY FEEF IR ORI TIRR.
a. WIEEBPMET R ENERKEORSYERMAEIZITESR:!

network port show -ipspace cluster
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Bl

clusterl::*> network port show -ipspace Cluster

Node: clusterl-01

Ignore

Health
Port
Status

ela
healthy
eOb
healthy

Health
IPspace
Status

Cluster
false

Cluster
false

Node: clusterl-02

Ignore

Health
Port
Status

ela
healthy
eOb
healthy

Health
IPspace
Status

Cluster
false

Cluster
false

Node: clusterl-03

Ignore

Health
Port
Status

ela

Health
IPspace
Status

Cluster

healthy false

e0d

Cluster

healthy false

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster

Cluster

up

9000 auto/10000

9000 auto/10000

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster

Cluster

up

9000 auto/10000

9000 auto/10000

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster

Cluster

up

up

9000 auto/100000

9000 auto/100000



Node: clusterl-04

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper

ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false

b. MEEBFIIESHRA B TR

network device-discovery show -protocol cdp
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Bl

clusterl::*> network device-discovery show -protocol cdp

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl Ethernetl/7
N3K-C3132Q-V

eOd cs?2 Ethernetl/7
N3K-C3132Q-V
cluster01-2/cdp

ela csl Ethernetl/8
N3K-C3132Q-V

e0d cs?2 Ethernetl/8
N3K-C3132Q0-V
cluster01-3/cdp

ela csl Ethernetl/1/1
N3K-C3132Q0-V

e0b cs2 Ethernetl/1/1
N3K-C3132Q-V
clusterl-04/cdp

ela csl Ethernetl/1/2
N3K-C3132Q-V

e0b cs?2 Ethernetl/1/2
N3K-C3132Q-V

clusterl::*> system cluster-switch show -is-monitoring-enabled
-operational true

Switch Type Address
Model
csl cluster—-network 10.233.205.90

N3K-C3132Q0-V
Serial Number: FOXXXXXXXGD
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)
Software, Version
9.3(4)
Version Source: CDP

cs2 cluster—-network 10.233.205.91



N3K-C3132Q-V
Serial Number: FOXXXXXXXGS
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)
Software, Version
9.3(4)
Version Source: CDP

2 entries were displayed.

@ FFTFONTAP 9.8 EShRA. 1BEAES system switch ethernet show -is

-monitoring-enabled-operational trueo

RIBFCRIANELTE CS1 ATHAITHI G LAY RCF hr7s, ERIGESTEZMAIERIS LRI
faitho

2020 Nov 17 16:07:18 csl %$ VDC-1 %S %STP-2-
UNBLOCK CONSIST PORT: Unblocking port port-channell on

(:) VLANOO092. Port consistency restored.
2020 Nov 17 16:07:23 csl %S VDC-1 %S $STP-2-BLOCK PVID PEER:
Blocking port-channell on VLANOOOl. Inconsistent peer vlan.
2020 Nov 17 16:07:23 csl %$$ VDC-1 %$ $STP-2-BLOCK PVID LOCAL:
Blocking port-channell on VLANOO092. Inconsistent local vlan.

() s amsamRRT BB KA SR,
1. FESEBEIRNL CS1 |, SMER BT AEBBOm0MO.

Bl

csl (config) # interface ethl/1/1-2,ethl/7-8
csl (config-if-range)# shutdown

12. IIFEEEE LIF BEE B EITHAN CS2 EHEEMIRO, XrlaeRE/ LM HRIEE,

network interface show -vserver cluster
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Bl

clusterl::*> network interface show -vserver Cluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01

clusterl-01

clusterl-02

clusterl-02

clusterl-03

clusterl-03

clusterl-04

clusterl-04
clusterl::*>

clusterl-01

e0d

clusterl-01

el0d

clusterl-02

e0d

clusterl-02

e0d

clusterl-03

e0b

clusterl-03

eOb

clusterl-04

e0b

clusterl-04

e0b

13. W ETIBITIER:

30

cluster show

up/up
false

clusl

up/up
true

clus?2

up/up
false
up/up
true

clusl
clus?2
clusl wup/up
false
up/up
true

up/up
false

clus?2

clusl

clus2 up/up

true

169.

169.

169.

169.

169.

169.

169.

169.

254.

254.

254.

254.

254.

254.

254.

254.

.4/23

.5/23

.8/23

.9/23

.3/23

.1/23

.6/23

.7/23



Bl

clusterl::*> cluster show

Node

Health

Eligibility

clusterl-01
clusterl-02
clusterl-03
clusterl-04

true

4 entries were displayed.

clusterl::*>

14. WRIEHCS1EE L E1E10,

£35 . EFRHHAWIIERSE
1. 758 LIF - BBEmhER,

Bl

true
true
true

true

clusterl::*> network interface modify -vserver Cluster -1if * -auto

-revert True

2. EFBTHRIEN] CS1 o PITIRIFRTAMA SR LIF RIRBIE IO, Er] ARG BRI ET =

HikRER " B ImOXHA " Ff

Bl

csl# reload
This command will reboot the system.

3. IIEEERISER RO INIKE OB E B,

show interface brief

grep up

(y/n)?

[n] y
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Bl

csl# show interface brief | grep up

Ethl/1/1

1 eth access up none
10G (D) --
Ethl/1/2 1 eth access up none
10G (D) --
Ethl/7 1 eth trunk up none
100G (D) --
Ethl/8 1 eth trunk up none
100G (D) --

4. I93F CS1 #1 CS2 gy ISL BB IEEIBIT:
sHfERITIR O EEREE

Bl

csl# show port-channel summary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s — Suspended r - Module-removed
b - BFD Session Wait
S - Switched R - Routed
U - Up (port-channel)
p - Up in delay-lacp mode (member)
M - Not in use. Min-links not met
Group Port- Type Protocol Member Ports
Channel
1 Pol (SU) Eth LACP Ethl/31 (P) Ethl/32 (P)
csl#

o. IIEEEE LIF ERERRIEE RO

network interface show -vserver cluster
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Bl

clusterl::*> network interface show

Current Is
Vserver
Port

Logical

Interface

Status

Admin/Oper Address/Mask

-vserver Cluster
Network

Current

Node

Cluster

clusterl-01

clusterl-01

clusterl-02

clusterl-02

clusterl-03

clusterl-03

clusterl-04

clusterl-04
clusterl::*>

cluster show

Bl

clusterl-01

clusterl-01

clusterl-02

clusterl-02

clusterl-03

clusterl-03

clusterl-04

clusterl-04

- WIEEB R RIGEITIES:

clusterl::*> cluster show

Node

169.254.3.4/23
169.254.3.5/23
169.254.3.8/23
169.254.3.9/23
169.254.1.3/23
169.254.1.1/23
169.254.1.6/23

169.254.1.7/23

clusterl-01
clusterl-02
clusterl1-03
clusterl-04
clusterl::*>

clusl up/up
e0d true
clus2 up/up
eld true
clusl wup/up
e0d true
clus2 up/up
e0d true
clusl wup/up
eOb true
clus2 wup/up
elb true
clusl wup/up
eOb true
clus2 up/up
eOb true
Health Eligibility
true true
true true
true true
true true
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7. INRIEEEHEONIT Ping #R1ELIISIEER
cluster ping-cluster -node local

Bl

clusterl::*> cluster ping-cluster -node local

Host is clusterl1l-03

Getting addresses from network interface table...
Cluster clusterl-03 clusl 169.254.1.3 clusterl-03 e0a

Cluster clusterl-03 clus2 169.254.1.1 clusterl-03 e0Ob
Cluster clusterl-04 clusl 169.254.1.6 clusterl-04 eOa
Cluster clusterl-04 clus2 169.254.1.7 clusterl-04 e0Ob
Cluster clusterl-01 clusl 169.254.3.4 clusterl-01 e0a
Cluster clusterl-01 clus2 169.254.3.5 clusterl-01 e0Od
Cluster clusterl-02 clusl 169.254.3.8 clusterl-02 e0Oa
Cluster clusterl-02 clus2 169.254.3.9 clusterl-02 e0d

Local = 169.254.1.3 169.254.1.1

Remote = 169.254.1.6 169.254.1.7 169.254.3.4 169.254.3.5 169.254.3.8
169.254.3.9

Cluster Vserver Id = 4294967293

Ping status:

Basic connectivity succeeds on 12 path(s)

Basic connectivity fails on 0 path(s)

Detected 9000 byte MTU on 12 path(s):

Local 169.254.1.3 to Remote 169.254.1.6
Local 169.254.1.3 to Remote 169.254.1.7
Local 169.254.1.3 to Remote 169.254.3.4
Local 169.254.1.3 to Remote 169.254.3.5
Local 169.254.1.3 to Remote 169.254.3.8
Local 169.254.1.3 to Remote 169.254.3.9
Local 169.254.1.1 to Remote 169.254.1.6
Local 169.254.1.1 to Remote 169.254.1.7
Local 169.254.1.1 to Remote 169.254.3.4
Local 169.254.1.1 to Remote 169.254.3.5
Local 169.254.1.1 to Remote 169.254.3.8
Local 169.254.1.1 to Remote 169.254.3.9

Larger than PMTU communication succeeds on 12 path(s)
RPC status:

6 paths up, 0 paths down (tcp check)

6 paths up, 0 paths down (udp check)
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8. 3F ONTAP 9.8 RREShRA, B U TS EAURMZIIIEI TR iz e B EWEDI R IR ES IR
HABXRBYBE:

“ssystem switch Ethernet log setup-password’#]
sERFEZIRNUKM AL enable-Collection

a. B\. ssystem switch Ethernet log setup-password

B

clusterl::*> system switch ethernet log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system switch ethernet log setup-password

Enter the switch name: ecsl

RSA key fingerprint is
e5:8b:c6:dc:e2:18:18:09:36:63:d9:63:dd:03:d9:cc
Do you want to continue? {yln}::[n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system switch ethernet log setup-password
Enter the switch name: cs2

RSA key fingerprint is
57:49:86:21:09:80:6a:61:9a:86:8e:3c:e3:b7:1f:bl

Do you want to continue? {yln}:: [n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

b. %\ ... system switch ethernet log enable-collection

35



9.

36

Bl

clusterl::*> system switch ethernet log enable-collection

Do you want to enable cluster log collection for all nodes in the
cluster?

{yIn}: [n] ¥y
Enabling cluster switch log collection.

clusterl::*>

() mBEREE—AHSREEE, EHER NetApp S5,

3F ONTAP 9.5P16 , 9.6P12 #1 9.7P10 M EShRASHVEHER, BFERAUTHL BB URKNIEYIETT
Wik HEWEDNRE, WEWEREAEXBEXH:

“ssystem cluster-switch log setup-password’#/1

ssystem cluster-switch log enable-Collection

a. B{\: ssystem cluster-switch log setup-password



Bl

clusterl::*> system cluster-switch log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system cluster-switch log setup-password
Enter the switch name: esl

RSA key fingerprint is
eb:8b:c6:dc:e2:18:18:09:36:63:d9:63:dd:03:d9:cc

Do you want to continue? {yln}::[n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system cluster-switch log setup-password
Enter the switch name: cs2

RSA key fingerprint is
57:49:86:a1:09:80:6a:61:9a:86:8e:3c:e3:b7:1f:bl

Do you want to continue? {yln}:: [n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

b-ﬁﬁ)\_.system cluster-switch log enable-collection

Bl

clusterl::*> system cluster-switch log enable-collection

Do you want to enable cluster log collection for all nodes in the

cluster?

{yvin}: [n] ¥y
Enabling cluster switch log collection.

clusterl::*>
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() nBHBEF—AHOEEEE, BHER NetApp S5,

AR BN TR T B E U E

1&A] LU B EWEETHRETEONTAP U E 533/ H <8I B E XX 4.

AR AR TR ST 28 (CSHM) T2 SR R E BN E B S IR BB TR FHURE R B ELUE1TIE
o UIREL RS | SESERIKEFFTIE MR IUNEIF MY Support* B ERIE TR, HAFBE/ s
FHAutoSupportU & 89* E HR* #3E.

Feaz i
* IFR T EFACisco 3132Q-VER R *CLI*E BEIfIE,

WA IIRNB A RIRVIB TR TR, B HRHITIRIE Is Monitored: FEEMNEMEAIZE
ﬁ*TRUE system switch ethernet show AF<:

p
1. RUKF ARSI TR t 88 B SR TRE SR =L .
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Bl

clusterl::*> system switch ethernet log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system switch ethernet log setup-password
Enter the switch name: esl
Would you like to specify a user other than admin for log

collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system switch ethernet log setup-password
Enter the switch name: cs2
Would you like to specify a user other than admin for log

collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

2. BEFRNERZE. BEBETUTHD. EdeviceB N E—an SHERNKEN., XEFEMmAHER I HEW
£ FY* Support* B EM &/ UK EE TE R E3E,

system switch ethernet log modify -device <switch-name> -log-request true
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clusterl::*> system switch ethernet log modify -device csl -log
-request true

Do you want to modify the cluster switch log collection
configuration? {y|n}: [n] y

Enabling cluster switch log collection.

clusterl::*> system switch ethernet log modify -device cs2 -log
-request true

Do you want to modify the cluster switch log collection
configuration? {yln}: [n] y

Enabling cluster switch log collection.

EF100. AEKNEASWERSTR:

system switch ethernet log show

(D  mRENE—HORE#ZHETRERTR. BB RNetAppS LT,

HEHER

MRBE HEREDEIRSHUTE—FIRRESTENRHEFPTIN) system switch ethernet log show)
BEIRENIEAR T R

ASWEHIRRE AR S S

RSAZARTFTE %?ﬁiﬁEONTAP SSHE A, TBEXZRNetAppZiFER
I Jo

RN ZIEIEIR WIEEHE. MIASSHERHE M EMONTAP SSHE
o BEIMAH AL EL A NetAppS2 8811 LAIRENAE
KitPHo

X FFIPS, ECDSAZIARNTFIE MREBEATFIPSIRI. NFEBEEHZAIEREN L
4R ECDSAZ A,

EXFIERHE MpREZ AN £ S miny BB E S .

AL fE B SR BRI A R A BEWRENR. B55H ERmHR
FiFo

40



ECESNMPvV3
REBI IS (EL BARCESNMPY3, tESNMPV3Z 45 LUK M3 HEAIZ T TR 32 (CSHM),

*FUES
U< A ECisco 3132Q-VRIRH LALESNMPV3FEF &
* 3FF*no authentication (EFHHIE)*: snmp-server user SNMPv3 USER NoAuth
* W F*MD5/SHASHEIE*: snmp-server user SNMPv3 USER auth [md5|sha] AUTH-PASSWORD

* W FRFEAES/DESHIZHI*MD5/SHASHIIE*: snmp-server user SNMPv3 USER AuthEncrypt
auth [md5|sha] AUTH-PASSWORD priv aes-128 PRIV-PASSWORD

U TE<S27EONTAP IRECESNMPV3AF & clusterl: | . *> security login create -user-or
-group-name SNMPv3FlF-application snmp -authentication-method USM -remote-switch
-ipaddress address

T2 B ERACSHMEZEIISNMPV3EF & clusterl::*> system switch ethernet modify
—-device DEVICE -snmp-version SNMPv3 -community-or-username SNMPv3 USER

PR
1. 72334 _EIE BESNMPV3A P LUER S9N

show snmp user
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Bl

(swl) (Config) # snmp-server user SNMPv3User auth md5 <auth_password>
priv aes-128 <priv_password>

(swl) (Config) # show snmp user

SNMP USERS
User Auth Priv (enforce) Groups
acl filter
admin md5 des (no) network-admin
SNMPv3User md5 aes-128 (no) network-operator

NOTIFICATION TARGET USERS (configured for sending V3 Inform)

(swl) (Config) #

2. TEONTAP Iimi& ESNMPV3FF:

security login create -user-or-group-name <username> -—-application snmp
—authentication-method usm -remote-switch-ipaddress 10.231.80.212
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Bl

clusterl::*> system switch ethernet modify -device "swl
(b8:59:9£:09:7c:22)" -is-monitoring-enabled-admin true

clusterl::*> security login create -user-or-group-name <username>
-application snmp -authentication-method usm -remote-switch
-ipaddress 10.231.80.212

Enter the authoritative entity's EngineID [remote EnginelID]:

Which authentication protocol do you want to choose (none, md5, sha,
sha2-256)

[none] : md5

Enter the authentication protocol password (minimum 8 characters
long) :

Enter the authentication protocol password again:

Which privacy protocol do you want to choose (none, des, aesl28)
[none]: aesl28

Enter privacy protocol password (minimum 8 characters long):
Enter privacy protocol password again:

3. ¥ CSHMECZE AfERFSNMPV3AH P #1TIAIE:

system switch ethernet show-all -device "swl" -instance



4
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Bl

clusterl::*> system switch ethernet show-all -device "swl" -instance

Device Name: swl
IP Address: 10.231.80.212
SNMP Version: SNMPv2c
Is Discovered: true
SNMPv2c Community String or SNMPv3 Username: cshml!
Model Number: N3K-C31320-V
Switch Network: cluster-network
Software Version: Cisco Nexus
Operating System (NX-0S) Software, Version 9.3 (7)
Reason For Not Monitoring: None <---- displays
when SNMP settings are valid
Source Of Switch Version: CDP/ISDP
Is Monitored ?: true
Serial Number of the Device: QTFCU3826001C
RCF Version: v1.8X2 for
Cluster/HA/RDMA

clusterl::*>

clusterl::*> system switch ethernet modify -device "swl" -snmp
-version SNMPv3 -community-or-username <username>

clusterl::*>

FINEERHEIEZNSNMPY3AFREIRNEFESIS 5CSHVR E AT E L —F PiERmF7I S8R,

system switch ethernet polling-interval show



Bl

clusterl::*> system switch ethernet polling-interval show

Polling Interval (in minutes): 5

clusterl::*> system switch ethernet show-all -device "swl" -instance

Device Name:

IP Address:

SNMP Version:

Is Discovered:

SNMPv2c Community String or SNMPv3 Username:
Model Number:

Switch Network:

Software Version:

swl
10.231.80.212
SNMPv 3

true

SNMPv3User
N3K-C3132Q-V
cluster—-network

Cisco Nexus

Operating System (NX-0S) Software, Version 9.3 (7)

Reason For Not Monitoring:

when SNMP settings are valid

Source Of Switch Version:

Is Monitored ?:

Serial Number of the Device:
RCF Version:

Cluster/HA/RDMA

clusterl::*>

None <---- displays
CDP/ISDP

true

QTFCU3826001C

v1.8X2 for
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