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1. NRTEILER FET AutoSupport , iE@E3E A AutoSupport JHE R IFEBRIIEZER]: ssystem
node AutoSupport invoke -node * -type all -message MAINT=x h
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3. ERSMEHEERINE M N AP ENSEOEROKE:

network device-discovery show -protocol cdp
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clusterl::*> network device-discovery show -protocol cdp

Node/
Protocol
Platform

Local
Port

clusterl-02/cdp

C9336C

C9336C

ela

eOb

clusterl-01/cdp

C9336C

C9336C

ela

e0b

Discovered
Device (LLDP: ChassisID)

csl

cs?2

csl

cs2

4 entries were displayed.

4. ESMEFEONEETIETRES.

a. BRI ORI

‘network port show —-ipspace Cluster’

Interface

Ethl/2

Ethl/2

Ethl/1

Ethl/1

N9K-

NO9K-

NO9K-

N9K-
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clusterl::*> network port show -ipspace Cluster

Node: clusterl-02

Health

ela Cluster
healthy
eOb Cluster
healthy

Node: clusterl-01
Health

Port
Status

ela Cluster
healthy
eOb Cluster
healthy

Broadcast Domain

Cluster

Cluster

Broadcast Domain

Cluster

Cluster

4 entries were displayed.

b. BREX LIFER:

network interface show -vserver cluster

Speed (Mbps)

Link MTU Admin/Oper

up 9000 auto/10000
up 9000 auto/10000
Speed (Mbps)

Link MTU Admin/Oper

up 9000 auto/10000

up 9000 auto/10000
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clusterl::*> network interface show -vserver Cluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl up/up 169.254.209.69/16
clusterl-01 ela true

clusterl-01 clus2 up/up 169.254.49.125/16
clusterl-01 eOb true

clusterl-02 clusl wup/up 169.254.47.194/16
clusterl-02 ela true

clusterl-02 clus2 up/up 169.254.19.183/16
clusterl-02 elb true

4 entries were displayed.

5. IHTAZEE] LIF 11T Ping 121E:

cluster ping-cluster -node node-name
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clusterl::*> cluster ping-cluster -node clusterl-02

Host is clusterl-02

Getting addresses from network int
Cluster clusterl-01 clusl 169.254.
Cluster clusterl-01 clus2 169.254.
Cluster clusterl-02 clusl 169.254.
Cluster clusterl-02 clus2 169.254.
Local = 169.254.47.194 169.254.19.
Remote = 169.254.209.69 169.254.49
Cluster Vserver Id = 4294967293
Ping status:

Basic connectivity succeeds on 4 p

erface
209.69
49.125
47.194
19.183
183
.125

ath(s)

Basic connectivity fails on 0 path(s)

Detected 9000 byte MTU on 4 path(s
Local 169.254.19.183 to Remote
Local 169.254.19.183 to Remote
Local 169.254.47.194 to Remote
Local 169.254.47.194 to Remote

RPC status:

2 paths up, 0 paths down (tcp chec
2 paths up, 0 paths down (udp chec

6. MIFER PGSR LIF _E/2HA auto-revert 5%

network interface show - vserver cluster -fields auto-revert

) g

table...

clusterl-01
clusterl-01
clusterl-02
clusterl-02

169.254.209.69
169.254.49.125
169.254.209.69
169.254.49.125
Larger than PMTU communication succeeds on 4 path(s)

k)
k)

ela
e0b
ela
eOb
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clusterl:

revert

Vserver

Logical
Interface

Auto-revert

Cluster

clusterl-01 clusl
clusterl-01 clus2
clusterl-02 clusl
clusterl-02 clus2

4 entries were displayed.

true
true
true

true

7. 33F ONTAP 9.8 NEShAS, FEAUT <L EAUAMZRNEI TR EE

HABRRY B &M

:*> network interface show -vserver Cluster -fields auto-

A SRS ThRE LA SR 3Tk

ssystem switch Ethernet log setup-password #] ssystem switch Ethernet log
enable-Collection
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clusterl::*> system switch ethernet log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system switch ethernet log setup-password
Enter the switch name: csl

RSA key fingerprint is
e5:8b:c6:dc:e2:18:18:09:36:63:d9:63:dd:03:d9:cc

Do you want to continue? {yln}::[n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system switch ethernet log setup-password
Enter the switch name: cs2

RSA key fingerprint is
57:49:86:a1:09:80:6a:61:9a:86:8e:3c:e3:b7:1£f:bl

Do you want to continue? {yln}:: [n] vy

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system switch ethernet log enable-collection

Do you want to enable cluster log collection for all nodes in the
cluster?
{yIn}: [n] y

Enabling cluster switch log collection.

clusterl::*>

() mREPEA—AHOREEE, EBR NetApp 3581,

8. XfF ONTAP 9.5P16 , 9.6P12 1 9.7P10 R EShRABEAER, BEA LT o< B HEUKMIRIIETT
Wi w28 HEWETEE IR E AN AB X AV B &1

ssystem cluster-switch log setup-password #] ssystem cluster-switch log enable-
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clusterl::*> system cluster-switch log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system cluster-switch log setup-password
Enter the switch name: csl

RSA key fingerprint is
e5:8b:c6:dc:e2:18:18:09:36:63:d9:63:dd:03:d9:cc

Do you want to continue? {yln}::[n] vy

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system cluster-switch log setup-password
Enter the switch name: cs2

RSA key fingerprint is
57:49:86:21:09:80:6a:61:9a:86:8e:3c:e3:b7:1f:bl

Do you want to continue? {yln}:: [n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system cluster-switch log enable-collection

Do you want to enable cluster log collection for all nodes in the
cluster?
{yIn}: [n] y

Enabling cluster switch log collection.

clusterl::*>

() nREBEF—AHOEEHE, BHR Netpp 5,
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cs2# ping 172.19.2.1
Pinging 172.19.2.1 with 0 bytes of data:

Reply From 172.19.2.1: icmp seq = 0. time= 5910 usec.
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cs2# copy sftp: bootflash: vrf management
Enter source filename: /code/nxos.9.3.5.bin
Enter hostname for the sftp server: 172.19.2.1

Enter username: userl

Outbound-ReKey for 172.19.2.1:22

Inbound-ReKey for 172.19.2.1:22

userl@172.19.2.1"'s password:

sftp> progress

Progress meter enabled

sftp> get /code/nx0s.9.3.5.bin /bootflash/nxo0s.9.3.5.bin
/code/nx0s.9.3.5.bin 100% 1261MB 9.3MB/s 02:15

sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

cs2# copy sftp: bootflash: vrf management

Enter source filename: /code/n9000-epld.9.3.5.1img
Enter hostname for the sftp server: 172.19.2.1

Enter username: userl

Outbound-ReKey for 172.19.2.1:22

Inbound-ReKey for 172.19.2.1:22

userl@l172.19.2.1's password:

sftp> progress

Progress meter enabled

sftp> get /code/n9000-epld.9.3.5.img /bootflash/n9000-
epld.9.3.5.1img

/code/n9000-epld.9.3.5.img 100% 161MB 9.5MB/s 00:16
sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

4. I9IFIFTEiE1TAY NX-OS #R{5hRZs:

sUNfafERARZ
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cs2# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2020, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their
own

licenses, such as open source. This software is provided "as is,"
and unless

otherwise stated, there is no warranty, express or implied,
including but not

limited to warranties of merchantability and fitness for a
particular purpose.

Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU
Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

Software
BIOS: version 08.38
NXOS: version 9.3 (4)
BIOS compile time: 05/29/2020
NXOS image file is: bootflash:///nxo0s.9.3.4.bin
NXOS compile time: 4/28/2020 21:00:00 [04/29/2020 02:28:31]

Hardware

cisco Nexus9000 C9336C-FX2 Chassis

Intel (R) Xeon (R) CPU E5-2403 v2 @ 1.80GHz with 8154432 kB of
memory.

Processor Board ID FOC20291J6K

Device name: cs?2
bootflash: 53298520 kB
Kernel uptime is 0 day(s), 0 hour(s), 3 minute(s), 42 second(s)



Last reset at 157524 usecs after Mon Nov 2 18:32:06 2020

Reason:

Reset Requested by CLI command reload

System version: 9.3 (4)

Service:

plugin

Core Plugin, Ethernet Plugin

Active Package(s) :

cs2#

5. 223 NX-0OS M&,

REMRG XM= RSB RER BB BT I HZARES
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cs2# install all nxos bootflash:nxos.9.3.5.bin

Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxo0s.9.3.5.bin for boot variable "nxos".
[###fdfHH#H#HHE#4###H] 1005 —— SUCCESS

Verifying image type.
[##fH#H 444 SH#4#4H#] 100% —— SUCCESS

Preparing "nxos" version info using image bootflash:/nxo0s.9.3.5.bin.
[###H#H# S #E##E##E##E] 1005 —— SUCCESS

Preparing "bios" version info using image bootflash:/nxos.9.3.5.bin.
[##### 4 EH A4 H#SH4H#44] 1008 —— SUCCESS

Performing module support checks.
(H####HH#SHH#SHH#AH##4] 1008 —— SUCCESS

Notifying services about system upgrade.
(##HHH 4 H S HHE#E##] 100% —— SUCCESS

Compatibility check is done:
Module Dbootable Impact Install-type Reason

1 yes disruptive reset default upgrade is
not hitless

Images will be upgraded according to following table:

Module Image Running-Version (pri:alt New-
Version Upg-Required

1 nxos 9.3(4) 9.3(5)
yes

1 bios v08.37(01/28/2020) :v08.23(09/23/2015)

v08.38(05/29/2020) yes



Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] vy
Install is in progress, please wait.

Performing runtime checks.

[######HHHH#E#HE##E##E] 1005 —— SUCCESS

Setting boot variables.
[ H#H#E#4###H] 1005 —— SUCCESS

Performing configuration copy.
[######HHHHH#HH###4#4] 1008 —— SUCCESS

Module 1: Refreshing compact flash and upgrading
bios/loader/bootrom.

Warning: please do not remove or power off the module at this time.
[ H#HHE#4###H] 1005 —— SUCCESS

Finishing the upgrade, switch will reboot in 10 seconds.

6. ERIRHEFBENEINIE NX-OS EGAYFThRZS :
sYNfeIfE A kv
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cs2# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2020, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their
own

licenses, such as open source. This software is provided "as is,"
and unless

otherwise stated, there is no warranty, express or implied,
including but not

limited to warranties of merchantability and fitness for a
particular purpose.

Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU
Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

Software
BIOS: version 05.33
NXOS: wversion 9.3 (5)
BIOS compile time: 09/08/2018
NXOS image file is: bootflash:///nxos.9.3.5.bin
NXOS compile time: 11/4/2018 21:00:00 [11/05/2018 06:11:006]

Hardware

cisco Nexus9000 C9336C-FX2 Chassis

Intel (R) Xeon (R) CPU E5-2403 v2 @ 1.80GHz with 8154432 kB of
memory.

Processor Board ID FOC20291J6K

Device name: cs?2
bootflash: 53298520 kB
Kernel uptime is 0 day(s), 0 hour(s), 3 minute(s), 42 second(s)



Last reset at 277524 usecs after Mon Nov 2 22
Reason: Reset due to upgrade
System version: 9.3 (4)

Service:

plugin
Core Plugin, Ethernet Plugin

Active Package(s) :

7. F4% EPLD BREGHEH BRI

:45:12 2020
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cs2# show version module 1 epld

EPLD Device Version
MI FPGA 0x7

I0 FPGA 0x17
MI FPGA2 0x2
GEM FPGA 0x2
GEM FPGA 0x2
GEM FPGA 0x2
GEM FPGA 0x2

cs2# install epld bootflash:n9000-epld.9.3.5.img module 1
Compatibility check:

Module Type Upgradable Impact Reason
1 SUP Yes disruptive Module Upgradable
Retrieving EPLD versions.... Please wait.

Images will be upgraded according to following table:

Module Type EPLD Running-Version New-Version Upg-
Required
1 SUP MI FPGA 0x07 0x07 No
1 SUP IO FPGA 0x17 0x19 Yes
1 SuUP MI FPGA2 0x02 0x02 No

The above modules require upgrade.
The switch will be reloaded at the end of the upgrade
Do you want to continue (y/n) ? [n] y

Proceeding to upgrade Modules.

Starting Module 1 EPLD Upgrade

Module 1 : IO FPGA [Programming] : 100.00% ( 04 of 04
sectors)

Module 1 EPLD upgrade is successful.
Module Type Upgrade-Result

1 SUP Success

EPLDs upgraded.

Module 1 EPLD upgrade is successful.

19



8. MMM ENBE, ENERHIIERES SMINMEBIARZAE EPLD o

kvl

cs2# show version module 1 epld

EPLD Device Version
MI FPGA 0x7

I0 FPGA 0x19
MI FPGA2 0x2
GEM FPGA 0x2
GEM FPGA 0x2
GEM FPGA 0x2
GEM FPGA 0x2
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ZHRCF
X TR
IR ES BHRARGER U T RN T afma
* B Cisco XAV B FF 5/ CS1 #1 CS2,
s B EBMBEEcluster1-01. cluster1-02. cluster1-03#cluster1-04,

« &8 LIF AFFE4E cluster1-01_clus1 , cluster1-01_clus2 , cluster1-02_clus1 , cluster1-02_clus2 ,
cluster1-03_clus1, cluster1-03 clus2 , cluster1-04 clus1 #1 cluster1-04_clus2 o

* clusterl : : @ * > RTROIETREREMNZN,

IS BB RAERAR N TR, XERH A 10GbE £ T EH [ e0a 1 e0b » FE M "Hardware
Universe" IiFF & RV EE IR OB EH.

() RERERAL ONTAP , HLMtE BRI

KFUIAES
1RIEP BEKEBIER ONTAP &9 #0 Cisco Nexus 9000 RYIRZEHN &S ; PRIESEIREE, BN ONTAP
up/%o

TEUIRED IR HAlE). AREAIRFRTRAEHERR(ISL), XZiRit EMREA. ENRCFIRAENFIGESE TR
MMISLERE, N TWEREBHLTTENEIT. UTRESR SEXN EARSHNIITE BEHSPFrE SELIFERE EETT
FREYECHS AL

@ EREMBISIRAINFARAF RCF 27, EIHRRIRIIKEHRITEAEKE, SO AERSH
TER SERIIN. ESKEEEENENEE.

E1Y. ABLE
1. BERERIERRYNE N T R LRSS RO

network device-discovery show
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Bl

2. 1

clusterl::*> network device-discovery show

Node/
Protocol
Platform

Local
Port

clusterl-01/cdp

C9336C

C9336C

ela

e0d

clusterl-02/cdp

C9336C

C9336C

ela

el0d

clusterl-03/cdp

C9336C

C9336C

ela

eOb

clusterl-04/cdp

C9336C

C9336C

clusterl::*>

ela

e0b

Discovered
Device (LLDP: ChassisID)

csl

cs2

csl

cs2

csl

cs?2

csl

cs2

ESMEHRONEENETRS.

a. Wi & ROSTIYN ERN BEBITRERY:

22

network port show —-role cluster

Interface

Ethernetl/7

Ethernetl/7

Ethernetl/8

Ethernetl/8

Ethernetl/1/1

Ethernetl/1/1

Ethernetl/1/2

Ethernetl/1/2

N9K-

N9K-

N9K-

N9K-

N9K-

NO9K-

NO9K-

N9K-



Bl

clusterl::*> network port show -role cluster

Node: clusterl-01

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false

Node: clusterl-02

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false
8 entries were displayed.

Node: clusterl-03

Ignore
Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/10000
healthy false
e0b Cluster Cluster up 9000 auto/10000

healthy false
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Node: clusterl-04

Ignore

Health
Port
Status

ela
healthy
elb
healthy
clusterl:

b. WIFFTEEEEO (LIF) BEHMAUTFEIRO L:

network interface show -role cluster

Health
IPspace
Status

Cluster
false

Cluster
false
3W>

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster

Cluster

up

9000

9000

auto/10000

auto/10000



Bl

clusterl::*> network interface show -role cluster

Logical Status Network
Current Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.3.4/23
clusterl-01 eOa true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 e0d true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 e0a true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 e0d true

clusterl-03 clusl wup/up 169.254.1.3/23
clusterl-03 eOa true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 e0b true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 eOa true

clusterl-04 clus2 up/up 169.254.1.7/23
clusterl-04 e0Ob true

8 entries were displayed.

clusterl::*>

C. WIFEERRREN BRI ERIHIANER !

ssystem cluster-switch show -is-monitoring-enableed-Operational true



Bl

clusterl::*> system cluster-switch show -is-monitoring-enabled

-operational true

Switch Type Address
Model
csl cluster-network 10.233.205.90 NO9K-
C9336C
Serial Number: FOCXXXXXXGD
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S) Software,
Version
9.3(5)
Version Source: CDP
cs?2 cluster-network 10.233.205.91 NOK-
C9336C
Serial Number: FOCXXXXXXGS
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S) Software,
Version
9.3(5)
Version Source: CDP
clusterl::*>
3. £58 LIF L ZABMER,
Rl
clusterl::*> network interface modify -vserver Cluster -1lif * -auto

-revert false

F24 . EEEIRO
1. FEEEBERTIN] CS2 £, KAEZET &R IHEOMEO,.
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Bl

cs2 (config) # interface ethl/1/1-2,ethl/7-8

cs2 (config-if-range) # shutdown

2. WIFEEE LIF EEEEB IR CS1 LRENHKO, XAIReRE /11t E,

network interface show -role cluster

BRI

clusterl::*> network interface show
Status

Current Is
Vserver

Port Home

Logical

Interface

clusterl-01

clusterl-01

clusterl-02

clusterl-02

clusterl-03

clusterl-03

clusterl-04

clusterl-04

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

01 clusl
true

01 clus2
false

02 clusl
true

02 clus2
false

03 clusl
true

03 clus2
false

04 clusl
true

04 clus2
false

8 entries were displayed.

clusterl::*>

3. IR ETIGITIER:

cluster show

up/up

up/up

up/up

up/up

up/up

up/up

up/up

up/up

1609.

169.

169.

169.

169.

169.

169.

169.

-role cluster
Network

254.

254.

254.

254.

254.

254.

254.

254.

Admin/Oper Address/Mask

.4/23

.5/23

.8/23

.9/23

.3/23

.1/23

.6/23

.7/23
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clusterl::*> cluster show

Node Health Eligibility Epsilon
clusterl-01 true true false
clusterl-02 true true false
clusterl-03 true true true
clusterl-04 true true false

4 entries were displayed.
clusterl::*>

4. MNRHKRFLFIZINEENEA. BRBLU T REHER XA G

show running-config

S. BTN CS2 EMEEHMITERIGE,

@ TSN AT RCF By, AIURIRSHMAIREHIITEREE, EUTUEREI IR BITIES
SR EEEMILE M.

a. FIEfCE:

Bl

(cs2)# write erase
Warning: This command will erase the startup-configuration.

Do you wish to proceed anyway? (y/n) [n] vy

b. EH BN

vy (il
(cs2)# reload

Are you sure you would like to reset the system? (y/n) y

6. AU TEENNZ—& RCF EFIZIMRA CS2 WERNAE: FTP, TFTP, SFTPE SCP., X
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Cisco (s S HIFEMIEE, B NPMHENTER " ( Cisco Nexus 9000 2% NX-0S e5$&%) " {8/,
kv ]
b RBIERT A TFTP & RCF EHIFI3EA CS2 EH bootflash .
cs2# copy tftp: bootflash: vrf management
Enter source filename: Nexus 9336C_RCF_vl.6-Cluster-HA-Breakout. txt
Enter hostname for the tftp server: 172.22.201.50

Trying to connect to tftp server...... Connection to Server

Established.
TETP get operation was successful
Copy complete, now saving to disk (please wait)...

7. ¥4 F1T T 289 RCF MZATF bootflash o
B X Cisco snSHIFAE R, EEIPMAERNIER " ( Cisco Nexus 9000 275! NX-OS @p$&%) "5/,
Evvan (il

RGBSR T EERHN CS2 ERER RCF X4 Nexus 9336C _RCF_vl.6-Cluster-HA-
Breakout o txto

cs2# copy Nexus 9336C RCF vl.6-Cluster-HA-Breakout.txt running-

config echo-commands

8. %E show banner motd s <HIERRIH. ENDFIEFIEEXLLIRAE, MURBARRIEYNEEFIR(EE
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Bl

cs2# show banner motd

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i g

kAhkKkkkhkhkKh KKk %k

* NetApp Reference Configuration File (RCF)

*

* Switch : Nexus NI9K-C9336C-FX2

* Filename : Nexus 9336C RCF vl.6-Cluster-HA-Breakout.txt
* Date : 10-23-2020

* Version : vl1.6

* Port Usage:

* Ports 1- 3: Breakout mode (4x10G) Intra-Cluster Ports, int
el/1/1-4, el/2/1-4

, €1/3/1-4

* Ports 4- 6: Breakout mode (4x25G) Intra-Cluster/HA Ports, int
el/4/1-4, el/5/

1-4, el/6/1-4

* Ports 7-34: 40/100GbE Intra-Cluster/HA Ports, int el/7-34
* Ports 35-36: Intra-Cluster ISL Ports, int el/35-36

*

* Dynamic breakout commands:

* 10G: interface breakout module 1 port <range> map 10g-4x

* 25G: interface breakout module 1 port <range> map 25g-4x

*

* Undo breakout commands and return interfaces to 40/100G
configuration in confi

g mode:

* no interface breakout module 1 port <range> map 10g-4x

* no interface breakout module 1 port <range> map 25g-4x

* interface Ethernet <interfaces taken out of breakout mode>
* inherit port-profile 40-100G

* priority-flow-control mode auto

* service-policy input HA

* exit

*

R R i e b b 2b b b b b I 2b I e dh b e Sh b SR S b b S dh b 4R b db b 2R Sb b db b b db b b b db b 2b db b db Ib I Ib b b db b A b dh db b 4

kX kX kk kKK

9. 39 RCF X425 /9 IEMRYBURThRZS -

sYfAEITERCE
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FERERE UFIAEN RCF ERTIREY, 5HRFRUTERIERTIR:

° RCF ##13

° PEMmOILE

c BENX

WEEEREEMR. REROIRE, HE5RAITHRA, THRIETEN RCF WEMIFEEL.
10. 39IF RCF hRAFNIZIHIK B BB IEMS, F& running-config X4 EHIZ! startup-config X4

B Cisco i SHIFAMES, FSNAMERIER " ( Cisco Nexus 9000 775 NX-OS si$E%) " 15,
vl

cs2# copy running-config startup-config

(AR AF AR A A A SR A A SR HHH] 1005 Copy complete

M. EFBoHIN] CS2 , EXRIVEF BT, Eo] BT = EIRED cluster ports down' " E14,

kvl

cs2# reload
This command will reboot the system. (y/n)? [n] y

12. BOIEEEEY FEEF IR ORI TIRR.
a. WIFEBHFME TR LW e0d IsARBYERAEIBITIER:!

network port show -role cluster
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clusterl::*> network port show -role cluster

Node: clusterl-01

Ignore

Health

Port IPspace
Status

ela Cluster
healthy false
eOb Cluster

healthy false

Node: clusterl-02

Ignore

Health

Port IPspace
Status

ela Cluster
healthy false
eOb Cluster

healthy false

Node: clusterl-03

Ignore

Health

Port IPspace
Status

ela Cluster
healthy false

e0d Cluster

healthy false

Speed (Mbps) Health

Broadcast Domain Link MTU Admin/Oper Status

Cluster up 9000 auto/10000

Cluster up 9000 auto/10000

Speed (Mbps) Health

Broadcast Domain Link MTU Admin/Oper Status

Cluster up 9000 auto/10000

Cluster up 9000 auto/10000

Speed (Mbps) Health

Broadcast Domain Link MTU Admin/Oper Status

Cluster up 9000 auto/100000

Cluster up 9000 auto/100000



Node: clusterl-04

Ignore

Speed (Mbps) Health
Health
Port IPspace Broadcast Domain Link MTU Admin/Oper Status
Status
ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false
8 entries were displayed.

a. MEBIIEHANIETTRR (WIRFRIBE RS BRI CS2 , EN LIF REEE e0d L) o
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Bl

clusterl::*> network device-discovery show -protocol cdp

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl Ethernetl/7
N9K-C9336C

eOd cs?2 Ethernetl/7
NO9K-C9336C
cluster01-2/cdp

ela csl Ethernetl/8
NO9K-C9336C

e0d cs?2 Ethernetl/8
NO9K-C9336C
cluster01-3/cdp

ela csl Ethernetl/1/1
NO9K-C9336C

e0b cs2 Ethernetl/1/1
NO9K-C9336C
clusterl-04/cdp

ela csl Ethernetl/1/2
NO9K-C9336C

e0b cs?2 Ethernetl/1/2
NO9K-C9336C

clusterl::*> system cluster-switch show -is-monitoring-enabled
-operational true

Switch Type Address

Model

csl cluster—-network 10.233.205.90
NX9-C9336C

Serial Number: FOCXXXXXXGD
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)
Software, Version
9.3(5)
Version Source: CDP

cs2 cluster—-network 10.233.205.91



NX9-C9336C
Serial Number: FOCXXXXXXGS
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)

Software, Version
9.3(5)
Version Source: CDP

2 entries were displayed.

RIEFCRIINETE CS1 THAIERI G A RCF hR7s, ERIGESTEZMAIEH & EBEIL Tt

2020 Nov 17 16:07:18 csl %$ VDC-1 %S $STP-2-UNBLOCK CONSIST PORT:
Unblocking port port-channell on VLANO092. Port consistency
restored.

2020 Nov 17 16:07:23 csl %$ VDC-1 %S $STP-2-BLOCK PVID PEER:
Blocking port-channell on VLANOOOl. Inconsistent peer vlan.

2020 Nov 17 16:07:23 csl %$ VDC-1 %$ %STP-2-BLOCK PVID LOCAL:
Blocking port-channell on VLANOO0S92. Inconsistent local vlan.

13. 7ESEBFACHNL CST1 L, XIFAEEEIT &R IR ORYIR Mo
bl

AT RAIEREO R G T

csl (config) # interface ethl/1/1-2,ethl/7-8
csl (config-if-range)# shutdown

14. IIEEREY LIF R R EEB RN CS2 EIEEMIRO, XuIsEHE /LA #hrIATE.,

network interface show -role cluster
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clusterl::*> network interface show

Current Is
Vserver
Port

Logical

Interface

Statu

-role cluster
s Network

Admin/Oper Address/Mask

Cluster

clusterl-01

clusterl-01

clusterl-02

clusterl-02

clusterl-03

clusterl-03

clusterl-04

clusterl-04

clusterl-01

e0d

clusterl-01

el0d

clusterl-02

e0d

clusterl-02

e0d

clusterl-03

e0b

clusterl-03

eOb

clusterl-04

e0b

clusterl-04

e0b

up/up
false

clusl

up/up
true

clus?2

up/up
false
up/up
true

clusl
clus?2
clusl wup/up
false
up/up
true

up/up
false

clus?2

clusl

clus2 up/up

true

8 entries were displayed.

clusterl::*>

15 WIFSEBHESRITITER:

36

cluster show

169.

169.

169.

169.

169.

169.

169.

169.

254.

254.

254.

254.

254.

254.

254.

254.

.4/23

.5/23

.8/23

.9/23

.3/23

.1/23

.6/23

.7/23



Bl

clusterl::*> cluster show

Node

Health

Eligibility

clusterl-01
clusterl-02
clusterl-03
clusterl-04

true

4 entries were displayed.

clusterl::*>

16. WZMHICS1EE ST BAE11,
17. 1158 LIF tEABmtER,

Bl

clusterl::*> network interface modify -vserver Cluster -1lif * -auto

-revert True

18. BB CS1 . FITILIRIFRIARA KR LIF RRFIEE RO, AN EFRBEIET,

= FIRER "cluster ports down™ " &4,

Bl

csl# reload

This command will reboot the system.

B3P Witk E

true
true
true

true

1. IEEERER IR AN RIEOR S N ERED .

show interface brief

(y/n)?

[n] y

SR AR BE TS
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Bl

csl# show interface brief | grep up

Ethl/1/1

1 eth access
10G (D) --
Ethl/1/2 1 eth access
10G(D) --
Ethl/7 1 eth trunk
100G (D) --
Ethl/8 1 eth trunk
100G (D) --

WIFFFET R BB FEERE:
sUMAIER cdp 2PE

Bl

csl# show cdp neighbors

up

up

up

none

none

none

none

Capability Codes: R - Router, T - Trans-Bridge,

Bridge
S - Switch, H - Host,
V - VoIP-Phone,
s -

Device-1ID Local Intrfce

Port ID

nodel Ethl/1

ela

node?2 Ethl/2

ela

cs2 Ethl/35

Ethl/35

cs2 Ethl/36

Ethl/36

Total entries displayed: 4

I - IGMP

B - Source-Route-

, ¥ — Repeater,

D - Remotely-Managed-Device,

Supports-STP-Dispute

Hldtme Capability Platform

133

133

175

175

H

R S I s

RS I s

FAS2980

FAS2980

N9K-C9336C

NI9K-C9336C



3. AU THSRIFESET RS TIEMRMIEEVLANA:
show vlan brief

show interface trunk
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Bl

csl# show vlan brief

VLAN Name Status
1 default active
Ethl/3

Ethl/6, Ethl/7

Ethl/36

Ethl/9/3

Ethl/10/2

17 VLANOO17 active
Ethl/3, Ethl/4

Ethl/7, Ethl/8

Ethl/9/3

Ethl/10/2

18 VLANQOO18 active
Ethl/3, Ethl/4

Ethl/7, Ethl/8

Ethl/9/3

Ethl1/10/2

31 VLANOO31 active
Ethl/13

Ethl/16

Ethl/19

Ethl/22
32 VLANOO32 active

Ports

Pol, Ethl/1, Ethl/2,

Ethl/4, Ethl/5,

Ethl/8, Ethl/35,

Ethl/9/1, Ethl/9/2,

Ethl1/9/4, Ethl1/10/1,

Ethl1/10/3, Ethl/10/4
Ethl/1, Ethl/2,

Ethl/5, Ethl/6,

Ethl/9/1, Ethl/9/2,

Ethl/9/4, Ethl/10/1,

Ethl/10/3, Ethl/10/4
Ethl/1, Ethl/2,

Ethl/5, Ethl/6,

Ethl/9/1, Ethl/9/2,

Ethl/9/4, Ethl1/10/1,

Ethl/10/3, Ethl/10/4
Ethl/11, Ethl/12,

Ethl/14, Ethl/15,

Ethl/17, Ethl/18,

Ethl/20, Ethl/21,

Ethl/23, Ethl/24,



Ethl/25

Ethl/28

Ethl/31

Ethl/34

33 VLANOO33

Ethl/13

Ethl/16

Ethl/19

Ethl/22

34 VLANOO34

Ethl/25

Ethl/28

Ethl/31

Ethl/34

csl# show interface trunk

active

active

Ethl/26,

Ethl/29,

Ethl/32,

Ethl/11,

Ethl/14,

Ethl/17,

Ethl/20,

Ethl/23,

Ethl/26,

Ethl/29,

Ethl/32,

Native
Vlan

Port
Channel

Ethl/1
Ethl/2
Ethl/3
Ethl/4
Ethl/5
Ethl/6
Ethl/7
Ethl/8
Ethl1/9/1
Ethl1/9/2
Eth1/9/3
Ethl1/9/4
Ethl1/10/1
Ethl1/10/2
Eth1/10/3
Ethl1/10/4

O T T Y S e e e S S S O = W = W =

trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking

Ethl/27,

Ethl/30,

Ethl/33,

Ethl/12,

Ethl/15,

Ethl1/18,

Ethl/21,

Ethl/24,

Ethl/27,

Ethl/30,

Ethl/33,
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Ethl/11 33 trunking ==

Ethl/12 33 trunking ==
Ethl/13 33 trunking ==
Ethl/14 33 trunking -—
Ethl/15 33 trunking ==
Ethl/16 33 trunking ==
Ethl/17 33 trunking -—
Ethl/18 33 trunking ==
Ethl1/19 33 trunking ==
Ethl1/20 33 trunking -—
Ethl/21 33 trunking ==
Ethl/22 33 trunking ==
Ethl/23 34 trunking -—
Ethl/24 34 trunking ==
Ethl/25 34 trunking ==
Ethl/26 34 trunking -—
Ethl/27 34 trunking ==
Ethl/28 34 trunking ==
Ethl/29 34 trunking -—
Eth1/30 34 trunking ==
Ethl/31 34 trunking ==
Ethl/32 34 trunking -—
Ethl1/33 34 trunking ==
Ethl/34 34 trunking ==
Ethl/35 1 trnk-bndl Pol
Ethl/36 1 trnk-bndl Pol
Pol 1 trunking ==
Port Vlans Allowed on Trunk
Ethl/1 1,17-18

Ethl/2 1,17-18

Ethl/3 1,17-18

Ethl/4 1,17-18

Ethl/5 1,17-18

Ethl/6 1,17-18

Ethl/7 1,17-18

Ethl/8 1,17-18

Ethl/9/1 1,17-18

Ethl/9/2 1,17-18

Eth1/9/3 1,17-18

Ethl1/9/4 1,17-18

Ethl1/10/1 1,17-18

Eth1/10/2 1,17-18

Ethl1/10/3 1,17-18



Ethl1/10/4 1,17-18

Ethl/11 31,33
Ethl/12 31,33
Ethl1/13 31,33
Ethl/14 31,33
Ethl/15 31,33
Ethl/16 31,33
Ethl/17 31,33
Ethl/18 31,33
Ethl1/19 31,33
Ethl/20 31,33
Ethl/21 31,33
Ethl/22 31,33
Ethl/23 32,34
Ethl/24 32,34
Ethl1/25 32,34
Ethl/26 32,34
Ethl/27 32,34
Ethl1/28 32,34
Ethl/29 32,34
Ethl1/30 32,34
Ethl/31 32,34
Ethl/32 32,34
Ethl/33 32,34
Ethl/34 32,34
Ethl/35 1

Ethl/36 1

Pol 1

()  ExXHEBORVIANERERIHAES. FSHERCIER RIRIENEE N,
4. 30IE CS1 #1 CS2 ZiER ISL BB IERIETT:

sYIfEIHITIR @ EHEE



5.
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csl# show port-channel summary

Flags: D - Down P - Up in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s — Suspended r - Module-removed

b - BFD Session Wait

S - Switched R - Routed

U - Up (port-channel)

p - Up in delay-lacp mode (member)

M - Not in use. Min-links not met
Group Port- Type Protocol Member Ports Channel
1 Pol (SU) Eth LACP Ethl1/35 (P) Ethl/36 (P)
csl#

IIFE LIF RE BRI ERD:

network interface show -role cluster



Bl

clusterl::*> network interface show

Logical Status Network
Current Is
Vserver Interface Admin/Oper Address/Mask
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.3.4/23
clusterl-01 e0d true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 eld true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 e0d true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 e0d true

clusterl-03 clusl wup/up 169.254.1.3/23
clusterl-03 eOb true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 elb true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 eOb true

clusterl-04 clus2 wup/up 169.254.1.7/23
clusterl-04 eOb true

8 entries were displayed.

clusterl::*>

-role cluster

6. WL R RIGITIER:

cluster show



Bl

clusterl::*> cluster show

Node Health Eligibility
clusterl-01 true true
clusterl-02 true true
clusterl-03 true true
clusterl-04 true true

4 entries were displayed.
clusterl::*>

7. INRTEEEHEONT Ping 1R1ELIISIEERE

46
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clusterl::*> cluster ping-cluster -node local

Host is clusterl1-03

Getting addresses from network interface table...
Cluster clusterl-03 clusl 169.254.1.3 clusterl-03 e0a

Cluster clusterl-03 clusZ2 169.254.1.1 clusterl-03 eOb
Cluster clusterl-04 clusl 169.254.1.6 clusterl-04 eOa
Cluster clusterl-04 clus2 169.254.1.7 clusterl-04 e0b
Cluster clusterl-01 clusl 169.254.3.4 clusterl-01 eOa
Cluster clusterl-01 clus2 169.254.3.5 clusterl-01 e0d
Cluster clusterl-02 clusl 169.254.3.8 clusterl-02 e0a
Cluster clusterl-02 clus2 169.254.3.9 clusterl-02 e0Od

Local = 169.254.1.3 169.254.1.1

Remote = 169.254.1.6 169.254.1.7 169.254.3.4 169.254.3.5 169.254.3.8
169.254.3.9

Cluster Vserver Id = 4294967293

Ping status:

Basic connectivity succeeds on 12 path(s)

Basic connectivity fails on 0 path(s)

Detected 9000 byte MTU on 12 path(s):

Local 169.254.1.3 to Remote 169.254.1.6
Local 169.254.1.3 to Remote 169.254.1.7
Local 169.254.1.3 to Remote 169.254.3.4
Local 169.254.1.3 to Remote 169.254.3.5
Local 169.254.1.3 to Remote 169.254.3.8
Local 169.254.1.3 to Remote 169.254.3.9
Local 169.254.1.1 to Remote 169.254.1.6
Local 169.254.1.1 to Remote 169.254.1.7
Local 169.254.1.1 to Remote 169.254.3.4
Local 169.254.1.1 to Remote 169.254.3.5
Local 169.254.1.1 to Remote 169.254.3.8
Local 169.254.1.1 to Remote 169.254.3.9

Larger than PMTU communication succeeds on 12 path(s)
RPC status:

6 paths up, 0 paths down (tcp check)

6 paths up, 0 paths down (udp check)

1£Cisco 9334C-1E& T a8 AR 1M L [ FHSSH

NREEAERTIAIBITIR R 1% 28 (Cluster Switch Health Monitor. CSHM)#1 B EUR



show ip ssh

Bl

(switch) # show ip ssh

SSH Configuration

Administrative Mode: ...t ennnn.
SSH POort: ittt it it i ettt et
Protocol Level: ...ttt inennennn.
SSH Sessions Currently Active: .........
Max SSH Sessions Allowed: ..............
SSH Timeout (MINS) & « v vt e v teneeneennenas
Keys Present: . ... ...ttt ennnnn

ECDSA (521)

Key Generation In Progress: ............
SSH Public Key Authentication Mode:

SCP server Administrative Mode:

2. 4Ry SSH %4R:

48

crypto key generate

Ihee. MABERMSSHER. AREERFIRY EEASSH,

TE
- WIFSSHESEXRMA:!

Disabled
22

Version 2

DSA (1024)

None
Disabled
Disabled

RSA (1024)



Bl

(switch)# config
(switch) (Config)# crypto key generate rsa

Do you want to overwrite the existing RSA keys? (y/n): y

(switch) (Config)# crypto key generate dsa

Do you want to overwrite the existing DSA keys? (y/n): y

(switch) (Config)# crypto key generate ecdsa 521

Do you want to overwrite the existing ECDSA keys? (y/n): y
switch) (Config)# aaa authorization commands "noCmdAuthList" none
switch) (Config)# exit
switch) # ip ssh server enable
switch) # ip scp server enable

(
(
(
(
(switch) # ip ssh pubkey-auth
(

)
)
)
)
)
switch) # write mem

This operation may take a few minutes.

Management interfaces will not be available during this time.
Are you sure you want to save? (y/n) y

Config file 'startup-config' created successfully.

Configuration Saved!

. BIFBEIRIEN:
refi®

- WIFEHRE /B SSH ¢

show ip ssh
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(switch)# show ip ssh

SSH Configuration

Administrative Mode: ......iiiiii it ennennnn. Enabled
SOH POT Lt ittt ittt et e e et e e 22
Protocol Level: ...ttt n et eeeeeeeneeneaneenns Version 2
SSH Sessions Currently Active: ................ 0

Max SSH Sessions Allowed: .....i.itineeeennnennns 5

SSH TimeoUL (MINS) & v vttt it e oeeeeeneeneeneenes 5

Keys Present: ...ttt ittt enenenenenenenens DSA (1024) RSA(1024)
ECDSA (521)

Key Generation In ProgresSS: ... eeeeeeeeennnn None

SSH Public Key Authentication Mode: ........... Enabled
SCP server Administrative Mode: ............... Enabled

T 242
"ERBEWE"

AR M ABT TIN nd% B S UER
(EPTLAEFR B USRI REIEONTAP FRUEE 5 S HUBXB A RE X fFe  UAIISEIRHIETT

>I;t istEER(CSHM) A TR EF A HE M SR BB I TR FURER SR B S LT
Hide IHRET RIS S ISETTROKE M I8 MU ER 1+ 4HRY* Support* B ERITTE, 7

Fias /B EE - AutoSupport & 89* EHR* #3R,

FriaZ Al
* IER B EEMAI335C-& LM CLIMR B ERIFE,

WA ZIEN B AR IENIE TR ST, BERERFITERIE Is Monitored: FEREMNBMEFIZE
7J*TRUE system switch ethernet show i<

p
1. UAKREZARIE TIROR 51528 B SRS ThRE B D .

sRHERMHLUA W A E IR EZRD
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clusterl::*> system switch ethernet log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system switch ethernet log setup-password
Enter the switch name: esl
Would you like to specify a user other than admin for log

collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system switch ethernet log setup-password
Enter the switch name: cs2
Would you like to specify a user other than admin for log

collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

2. BEFRNERZE. BEBETUTHD. EdeviceB N E—an SHERNKEN., XEFEMmAHER I HEW
£ FY* Support* B EM &/ UK EE TE R E3E,

system switch ethernet log modify -device <switch-name> -log-request true
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clusterl::*> system switch ethernet log modify -device csl -log
-request true

Do you want to modify the cluster switch log collection
configuration? {y|n}: [n] y

Enabling cluster switch log collection.

clusterl::*> system switch ethernet log modify -device cs2 -log
-request true

Do you want to modify the cluster switch log collection
configuration? {yln}: [n] y

Enabling cluster switch log collection.

EF100. AEKNEASWERSTR:

system switch ethernet log show

(D  mRENE—HORE#ZHETRERTR. BB RNetAppS LT,

HEHER

MRBE HEREDEIRSHUTE—FIRRESTENRHEFPTIN) system switch ethernet log show)
BEIRENIEAR T R

ASWEHIRRE AR S S

RSAZARTFTE %?ﬁiﬁEONTAP SSHE A, TBEXZRNetAppZiFER
I Jo

RN ZIEIEIR WIEEHE. MIASSHERHE M EMONTAP SSHE
o BEIMAH AL EL A NetAppS2 8811 LAIRENAE
KitPHo

X FFIPS, ECDSAZIARNTFIE MREBEATFIPSIRI. NFEBEEHZAIEREN L
4R ECDSAZ A,

EXFIERHE MpREZ AN £ S miny BB E S .

AL fE B SR BRI A R A BEWRENR. B55H ERmHR
FiFo
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ECESNMPvV3
REBI IS (EL BARCESNMPY3, tESNMPV3Z 45 LUK M3 HEAIZ T TR 32 (CSHM),

XFUAES
AT 8L RIfECisco 9334c-iEA T Fi 3 RANAISNMPV3AZ | EECE SNMPV3FAF &
* 3FF*no authentication (E&HHIE)*: snmp-server user SNMPv3 USER NoAuth
* W F*MD5/SHASHEIE*: snmp-server user SNMPv3 USER auth [md5|sha] AUTH-PASSWORD

* W FRFEAES/DESHIZHI*MD5/SHASHIIE*: snmp-server user SNMPv3 USER AuthEncrypt
auth [md5|sha] AUTH-PASSWORD priv aes-128 PRIV-PASSWORD

U TE<S27EONTAP IRECESNMPV3AF & clusterl: | . *> security login create -user-or
-group-name SNMPv3FlF-application snmp -authentication-method USM -remote-switch
-ipaddress address

T2 B ERACSHMEZEIISNMPV3EF & clusterl::*> system switch ethernet modify
—-device DEVICE -snmp-version SNMPv3 -community-or-username SNMPv3 USER

PR
1. 72334 _EIE BESNMPV3A P LUER S9N

show snmp user
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(swl) (Config) # snmp-server user SNMPv3User auth md5 <auth_password>
priv aes-128 <priv_password>

(swl) (Config) # show snmp user

SNMP USERS
User Auth Priv (enforce) Groups
acl filter
admin md5 des (no) network-admin
SNMPv3User md5 aes-128 (no) network-operator

NOTIFICATION TARGET USERS (configured for sending V3 Inform)

(swl) (Config) #

2. TEONTAP Iimi& ESNMPV3FF:

security login create -user-or-group-name <username> -—-application snmp
—authentication-method usm -remote-switch-ipaddress 10.231.80.212
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clusterl::*> system switch ethernet modify -device "swl
(b8:59:9£:09:7c:22)" -is-monitoring-enabled-admin true

clusterl::*> security login create -user-or-group-name <username>
-application snmp -authentication-method usm -remote-switch
-ipaddress 10.231.80.212

Enter the authoritative entity's EngineID [remote EnginelID]:

Which authentication protocol do you want to choose (none, md5, sha,
sha2-256)

[none] : md5

Enter the authentication protocol password (minimum 8 characters
long) :

Enter the authentication protocol password again:

Which privacy protocol do you want to choose (none, des, aesl28)
[none]: aesl28

Enter privacy protocol password (minimum 8 characters long):
Enter privacy protocol password again:

3. ¥ CSHMECZE AfERFSNMPV3AH P #1TIAIE:

system switch ethernet show-all -device "swl" -instance



4
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clusterl::*> system switch ethernet show-all -device "swl" -instance

Device Name: swl
IP Address: 10.231.80.212
SNMP Version: SNMPv2c
Is Discovered: true
SNMPv2c Community String or SNMPv3 Username: cshml!
Model Number: N9K-C9336C-FX2
Switch Network: cluster-network
Software Version: Cisco Nexus
Operating System (NX-0S) Software, Version 9.3 (7)
Reason For Not Monitoring: None <---- displays
when SNMP settings are valid
Source Of Switch Version: CDP/ISDP
Is Monitored ?: true
Serial Number of the Device: QTFCU3826001C
RCF Version: v1.8X2 for
Cluster/HA/RDMA

clusterl::*>

clusterl::*> system switch ethernet modify -device "swl" -snmp
-version SNMPv3 -community-or-username <username>

clusterl::*>

FINEERHEIEZNSNMPY3AFREIRNEFESIS 5CSHVR E AT E L —F PiERmF7I S8R,

system switch ethernet polling-interval show
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clusterl::*> system switch ethernet polling-interval show

Polling Interval (in minutes): 5

clusterl::*> system switch ethernet show-all -device "swl" -instance

Device Name:

IP Address:

SNMP Version:

Is Discovered:

SNMPv2c Community String or SNMPv3 Username:
Model Number:

Switch Network:

Software Version:

swl
10.231.80.212
SNMPv 3

true

SNMPv3User
N9K-C9336C-FX2
cluster—-network

Cisco Nexus

Operating System (NX-0S) Software, Version 9.3 (7)

Reason For Not Monitoring:

when SNMP settings are valid

Source Of Switch Version:

Is Monitored ?:

Serial Number of the Device:
RCF Version:

Cluster/HA/RDMA

clusterl::*>

None <---- displays
CDP/ISDP

true

QTFCU3826001C

v1.8X2 for
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