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1. 0B BT AutoSupport, Ni&@TEA AutoSupport JHEFREZI1EBEHEIEZES]: system node
autosupport invoke -node * -type all -message MAINT=xh

Heh x AHPEORSENTE (N8
(D) AutoSupport 8 S BABASISIAIAES, LUBEAEFE OIS EHoIRER,

2. BIURESIERNER, HIERTHRENBA v:

set -privilege advanced

SR> W

3. ERBIRMNES M NRPEENZORE:

network device-discovery show -protocol 1lldp
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clusterl::*> network device-discovery show -protocol 1lldp

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-02/11dp

e5a sl Ethl/2 NO9K-
C9336C

e3b s2 Ethl/2 NOK-
C9336C
clusterl-01/11dp

eba sl Ethl/1 NOK-
C9336C

e3b s2 Ethl/1 NOK-
C9336C

4. WESIM N AFREOMEFEEEREONERSE TS,
a. BERTREEROBME:

storage port show
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clusterl::*> storage port show
Speed VLAN
Node Port Type Mode (Gb/s) State

clusterl-01

eba ENET storage 100 enabled

e3b ENET storage 100 enabled
clusterl-02

eba ENET storage 100 enabled

e3b ENET storage 100 enabled

b. BRFMERIROREM:

kD

storage shelf port show

B

clusterl::*> storage shelf port show

Shelf ID Module State Internal?
1.4

0 A connected false

1 A connected false

2 B connected false

3 B connected false

C. WIERBNIRHE AT IR T (CSHM), LUEX A #1T T

system switch ethernet show

Status

online

online

online

online
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clusterl::> system switch ethernet show

Switch Type Address Model
sl storage-network 1.2.3.4 NOK-
C9336C-FX2
Serial Number: FFFXXXXXXX1
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)
Software, Version
10.3 (4a)
Version Source: CDP/ISDP
s2 storage-network 2.3.4.5 NOK-
C9336C-FX2
Serial Number: FEEXXXXXXX2
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)
Software, Version
10.3 (4a)
Version Source: CDP/ISDP
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1. BT E R E IR,
2. {§F "ping' A FIIESHEE NX-OS B RCF BIBRSS BRAVEIEMERYE <o

Bl

R BIBEIE A HEAL AT LAIAIR] 1P #itiE 79 172.19.2.1 BIARSS 28

s2# ping 172.19.2.1 VRF management
Pinging 172.19.2.1 with 0 bytes of data:

Reply From 172.19.2.1: icmp seq = 0. time= 5910 usec.

3. MMRBRERGERMN, BHREE 5 F. NMREARIGN, BHET—F,
4. ESIMN REFHEEONFERRIGEONEEIEITRS.

a. BRTREEROBE:

storage port show
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clusterl::*> storage port show

Speed
Node Port
clusterl-01
eba
e3b
clusterl-02

eba
e3b

b. BRfFERIEOEMLE:

Type

ENET
ENET

ENET
ENET

storage shelf port show

Bl

VLAN
Mode

storage
storage

storage
storage

100
100

clusterl::*> storage shelf port show

Shelf ID Module State

Internal?

1.4
0 A connected
1 A connected
2 B connected
3B connected

C. WIER B NGB A T MRS (CSHM), LUER IR #HI T

system switch ethernet show

false
false
false
false

enabled
enabled

enabled
enabled

Status

online

online

online

online
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clusterl::> system switch ethernet show

Switch

sl
C9336C-FX2

Serial Number:

Is Monitored:
Reason:

Software Version:

Software, Version

Version Source:

s2
C9336C-FX2

Serial Number:

Is Monitored:
Reason:

Software Version:

Software, Version

Version Source:

Type Address

storage-network 1.2.3.4 NOK-
FFEXXXXXXX1

true

None

Cisco Nexus Operating System (NX-0S)

10.3 (4a)
CDP/ISDP
storage-network 2.3.4.5 NOK-
FEFXXXXXXX2

true

None

Cisco Nexus Operating System (NX-0S)

10.3 (4a)
CDP/ISDP

5. 8 SSH FERITIEHI B E R B
6. ¥ NX-OS #4#1 EPLD BR{&E HZ] Nexus 9336C-FX2 32,

10
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s2# copy sftp: bootflash: vrf management
Enter source filename: /code/nxo0s.9.3.5.bin
Enter hostname for the sftp server: 172.19.2.1

Enter username: userl

Outbound-ReKey for 172.19.2.1:22

Inbound-ReKey for 172.19.2.1:22

userl@172.19.2.1's password:

sftp> progress

Progress meter enabled

sftp> get /code/nxo0s.9.3.5.bin /bootflash/nx0s.9.3.5.bin
/code/nxo0s.9.3.5.bin 100% 1261MB 9.3MB/s 02:15

sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

s2# copy sftp: bootflash: vrf management
Enter source filename: /code/n9000-epld.9.3.5.img
Enter hostname for the sftp server: 172.19.2.1

Enter username: userl

Outbound-ReKey for 172.19.2.1:22

Inbound-ReKey for 172.19.2.1:22

userl@l172.19.2.1's password:

sftp> progress

Progress meter enabled

sftp> get /code/n9000-epld.9.3.5.img /bootflash/n9000-
epld.9.3.5.1img

/code/n9000-epld.9.3.5.img 100% 161MB 9.5MB/s 00:16
sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

7. IEHIANX-OSER 4 RYIBIThR AN :

show version
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s2# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2020, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their
own

licenses, such as open source. This software is provided "as is,"
and unless

otherwise stated, there is no warranty, express or implied,
including but not

limited to warranties of merchantability and fitness for a
particular purpose.

Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU
Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

Software
BIOS: version 08.38
NXOS: version 9.3 (4)
BIOS compile time: 05/29/2020
NXOS image file is: bootflash:///nxo0s.9.3.4.bin
NXOS compile time: 4/28/2020 21:00:00 [04/29/2020 02:28:31]

Hardware

cisco Nexus9000 C9336C-FX2 Chassis

Intel (R) Xeon (R) CPU E5-2403 v2 @ 1.80GHz with 8154432 kB of
memory.

Processor Board ID FOC20291J6K

Device name: s2
bootflash: 53298520 kB
Kernel uptime is 0 day(s), 0 hour(s), 3 minute(s), 42 second(s)



Last reset at 157524 usecs after Mon Nov 2 18:32:06 2020

Reason:

Reset Requested by CLI command reload

System version: 9.3 (4)

Service:

plugin

Core Plugin, Ethernet Plugin

Active Package(s) :

8. 223 NX-OS 5%,

RERGXME, BRI EBHBRIMNEIZ -
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s2# install all nxos bootflash:nxo0s.9.3.5.bin

Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxo0s.9.3.5.bin for boot variable "nxos".
[] 100% -- SUCCESS

Verifying image type.
[] 100% -- SUCCESS

Preparing "nxos" version info using image bootflash:/nxo0s.9.3.5.bin.
[] 100% -- SUCCESS

Preparing "bios" version info using image bootflash:/nxos.9.3.5.bin.
[] 100% -- SUCCESS

Performing module support checks.
[] 100% -- SUCCESS

Notifying services about system upgrade.
[] 100% -- SUCCESS

Compatibility check is done:
Module Bootable Impact Install-type Reason

1 yes Disruptive Reset Default upgrade is
not hitless

Images will be upgraded according to following table:

Module Image Running-Version (pri:alt) New-
Version Upg-Required

1 nxos 9.3(4) 9.3(5)
yes

1 bios v08.37(01/28/2020) :v08.23(09/23/2015)

v08.38(05/29/2020) yes



Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] y
Install is in progress, please wait.

Performing runtime checks.
[] 100% -- SUCCESS

Setting boot variables.
[] 100% -- SUCCESS

Performing configuration copy.
[] 100% -- SUCCESS

Module 1: Refreshing compact flash and upgrading
bios/loader/bootrom.
Warning: please do not remove or power off the module at this time.

[] 100% -- SUCCESS

Finishing the upgrade, switch will reboot in 10 seconds.

0. TMNMERSG, BIIENX-OSIRHEAVFThRZS :

show version



Bl

s2# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2020, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their
own

licenses, such as open source. This software is provided "as is,"
and unless

otherwise stated, there is no warranty, express or implied,
including but not

limited to warranties of merchantability and fitness for a
particular purpose.

Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU
Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

Software
BIOS: version 05.33
NXOS: wversion 9.3 (5)
BIOS compile time: 09/08/2018
NXOS image file is: bootflash:///nxos.9.3.5.bin
NXOS compile time: 11/4/2018 21:00:00 [11/05/2018 06:11:006]

Hardware

cisco Nexus9000 C9336C-FX2 Chassis

Intel (R) Xeon (R) CPU E5-2403 v2 @ 1.80GHz with 8154432 kB of
memory.

Processor Board ID FOC20291J6K

Device name: s2
bootflash: 53298520 kB
Kernel uptime is 0 day(s), 0 hour(s), 3 minute(s), 42 second(s)



Last reset at 277524 usecs after Mon Nov
Reason: Reset due to upgrade
System version: 9.3 (4)

Service:

plugin
Core Plugin, Ethernet Plugin

Active Package(s) :

10. FAREPLDRIGH ERHA.

2 22:45:12 2020
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s2# show version module 1 epld

EPLD Device Version
MI FPGA 0x7

I0 FPGA 0x17
MI FPGA2 0x2
GEM FPGA 0x2
GEM FPGA 0x2
GEM FPGA 0x2
GEM FPGA 0x2

s2# install epld bootflash:n9000-epld.9.3.5.img module all
Compatibility check:

Module Type Upgradable Impact Reason
1 SUP Yes disruptive Module Upgradable
Retrieving EPLD versions.... Please wait.

Images will be upgraded according to following table:

Module Type EPLD Running-Version New-Version Upg-
Required
1 SUP MI FPGA 0x07 0x07 No
1 SUP IO FPGA 0x17 0x19 Yes
1 SuUP MI FPGA2 0x02 0x02 No

The above modules require upgrade.
The switch will be reloaded at the end of the upgrade
Do you want to continue (y/n) ? [n] y

Proceeding to upgrade Modules.

Starting Module 1 EPLD Upgrade

Module 1 : IO FPGA [Programming] : 100.00% ( 64 of 04
sectors)

Module 1 EPLD upgrade is successful.
Module Type Upgrade-Result

1 SUP Success

EPLDs upgraded.

Module 1 EPLD upgrade is successful.
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N. SN EFBGE, BEMERHBIEMRZALN EPLD ERThNE.

BRI

s2# show version module 1 epld

EPLD Device

Version

MI FPGA
I0 FPGA
MI FPGAZ2
GEM FPGA
GEM FPGA
GEM FPGA
GEM FPGA

12 NRERERGEIAN, BHREE 14 T MREARIEN, &

13. WIS T R F R OMEFERRE ORISR,

a. BRTREEROBE:

storage port show

Bl

clusterl::*> storage port show

Speed
Node

VLAN
Mode

élié;;:—lt_ﬁo

Status

clusterl-01

clusterl-02

b. BRfFERIEOREE:

20

Port Type
eba ENET
e3b ENET
eba ENET
e3b ENET

storage
storage

storage
storage

100
100

enabled
enabled

enabled
enabled

online

online

online

online



storage shelf port show

Bl

clusterl::*> storage shelf port show

Shelf ID Module State

Internal?

1.4
0 A connected
1 A connected
2 B connected
3B connected

C. HIAB NG AN R AT (CSHM), LUERHi#

system switch ethernet show

false
false
false
false

1

T

10
mm

#

i
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clusterl::> system switch ethernet show
Switch Type Address Model
sl storage-network 1.2.3.4 NOK-
C9336C-FX2
Serial Number: FFFXXXXXXX1
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)
Software, Version
10.3 (4a)
Version Source: CDP/ISDP
s2 storage-network 2.3.4.5 NOK-
C9336C-FX2
Serial Number: FFFXXXXXXX2
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)
Software, Version
10.3 (4a)
Version Source: CDP/ISDP

14. EEHE 5 E 13, 7R3 s1 EZE NX-0S Ffto

T—F2MH4?
TEHFR NX-0S 4G, EeJLL......"TEHLFHH RCF,

T4k RCF
Y HLSERE XN (RCF) #iir
Eﬁ(u% Nexus 9336C-FX2 ??11%3&?%)1)% , [REE

o

TERSEMEXMY (RCF). HEHR

B ERETIMBIRAE RCF XHBY, o] UALRER RCF AR,
@%Dm,\rﬁfz“"tuﬂﬁ%ﬁ‘ TEIEEIE R FERRCisco BER IR VAL E " REF ALK RCF B, BXES

'fl:lll_a , IBBRUTHS.

A A RCF fic&

7Zfi# - (Storage RCF 1.xx) 2 AJ MY RCF Bc&, HEAFMBIROAEEENETF 100GbE NVMe EiEER.
AN Op e
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3.

4.
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B
RGBT ER TFTP & RCF EHZI32#4/l s2 E£AY bootflash:
s2# copy tftp: bootflash: vrf management
Enter source filename: NX9336C-FX2-RCF-vl.13-1-Storage. txt
Enter hostname for the tftp server: 172.22.201.50

Trying to connect to tftp server...... Connection to Server

Established.
TETP get operation was successful
Copy complete, now saving to disk (please wait)...

Rz a1 TER RCF XN AEIBhAEFEH,
BXCiscoft SHEZE R, 1525 "Cisco Nexus 9000 &% NX-0OS g5 & ZE",
v

MWRGIERT ERIN s2 EZER RCF NX9336C-FX2-RCF-v1.13-1-Storage.txt:

s2# copy NX9336C-FX2-RCF-v1.13-1-Storage.txt running-config echo-

commands

N

HEMEIRL “show banner motd 85, MR BEXLEREE, UHBERZIRTIBIEBEENZIT.
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Bl

s2# show banner motd

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b 4

* NetApp Reference Configuration File (RCF)
*

* Switch : NX9336C-FX2

* Filename : NX9336C-FX2-RCF-vl.1l3-1-Storage.txt
* Date : 05-22-2025

* Version : v1.13

*

* Port Usage : Storage configuration

* Ports 1-36: 100GbE Controller and Shelf Storage Ports

* IMPORTANT NOTES

*

* Interface port-channel999 is reserved to identify the version of
this file.

KA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR A A A A AR A A AR A A A A A AN KKK KKK

5. 1IN RCF BB NIEWNRITIRES
show running-config
CERHER AW E DA EHHN RCF B, BEMERUTEEER:

° RCFHiE
° PRAMBOIRE
° REH

WHERSRELCNMGEEMAFITRE. NEROKE, HSEXRTHEA, THRERERN RCF REZE
BEEAREEN.

6. IERYFHIRAS Haihd 2 BIRERBEXRIMAS,. running-config' SXHFIEFEFEAR RCF X1,
7. ¥4I\ RCF ARASFIZIENIR B EHfS, EFILITRSA: running-config' SXHE| “startup-config X4

s2# copy running-config startup-config
[HfHfHAHEHEHEH A A AR HEH A E S HH 44 HHHHE] 100% Copy complete

8. EM RN 52

s2# reload
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This command will reboot the system. (y/n)? [n] y

0. MR s1 EEFE 1 E 8
10. & ONTAP SEE¥FE T BT R fEin O AT AE SRR CHEE ISR s1 7 s2

SR 2. WIERIRAERE
1. BRI HRAIB AR E N up Ko

show interface brief
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Bl

sl# show interface brief | grep up

mgmt0 -- up <mgmt ip address>
1000 1500

Ethl/11 1 eth trunk up none
100G (D) --

Ethl/12 1 eth trunk up none
100G (D) --

Ethl1/13 1 eth trunk up none
100G (D) --

Ethl/14 1 eth trunk up none
100G (D) --

Ethl/15 1 eth trunk up none
100G (D) --

Ethl/16 1 eth trunk up none
100G (D) --

Ethl/17 1 eth trunk up none
100G (D) --

Ethl/18 1 eth trunk up none
100G (D) --

Ethl/23 1 eth trunk up none
100G (D) --

Ethl/24 1 eth trunk up none
100G (D) --

Ethl/25 1 eth trunk up none
100G (D) --

Ethl/26 1 eth trunk up none
100G (D) --

Ethl/27 1 eth trunk up none
100G (D) --

Ethl/28 1 eth trunk up none
100G (D) --

Ethl1/29 1 eth trunk up none
100G (D) --

Ethl1/30 1 eth trunk up none
100G (D) --

2. FAUTHLSRIET KR EEHEOMEEREORS U T HIERD VLAN H:
show vlan brief

show interface trunk
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Bl

sl# show vlan brief

VLAN Name

1 default

30 VLANOO30

Ethl/3, Ethl/4

Ethl/7, Ethl/8

Ethl/11

Ethl/14

Ethl/17

Ethl/20

Ethl/23

Ethl/26

Ethl/29

Ethl/32

Ethl/35

sl# show interface trunk

Status

active

active

Ports

Po999

Ethl/1,

Ethl/5,

Ethl/9,

Ethl/12,

Ethl/15,

Ethl/18,

Ethl/21,

Ethl/24,

Ethl/27,

Ethl/30,

Ethl/33,

Ethl/36

Port Native
Vlan

Port
Channel

Ethl/1
Ethl/2
Ethl/3
Ethl/4
Ethl/5
Ethl/6
Ethl/7
Ethl/8

O e S =T = W S

trunking
trunking
trunking
trunking
trunking
trunking
trunking

trunking

Ethl/2,

Ethl/6,

Ethl/10,

Ethl/13,

Ethl/16,

Ethl/19,

Eth1/22,

Ethl/25,

Ethl/28,

Ethl/31,

Ethl/34,



Ethl/9 1 trunking
Ethl/10 1 trunking
Ethl/11 1 trunking
Ethl/12 1 trunking
Ethl/13 1 trunking
Ethl/14 1 trunking
Ethl1/15 1 trunking
Ethl/16 1 trunking
Ethl/17 1 trunking
Ethl1/18 1 trunking
Ethl1/19 1 trunking
Ethl/20 1 trunking
Ethl/21 1 trunking
Ethl/22 1 trunking
Ethl/23 1 trunking
Ethl/24 1 trunking
Ethl/25 1 trunking
Ethl/26 1 trunking
Ethl/27 1 trunking
Ethl/28 1 trunking
Ethl/29 1 trunking
Ethl1/30 1 trunking
Ethl/31 1 trunking
Ethl/32 1 trunking
Ethl1/33 1 trunking
Ethl/34 1 trunking
Eth1/35 1 trunking
Ethl/36 1 trunking
Port Vlans Allowed on Trunk
Ethl/1 30

Ethl/2 30

Ethl/3 30

Ethl/4 30

Ethl/5 30

Ethl/6 30

Ethl/7 30

Ethl/8 30

Ethl/9 30

Ethl/10 30

Ethl/11 30

Ethl/12 30



Ethl/13 30

Ethl/14 30
Ethl1/15 30
Ethl/16 30
Ethl/17 30
Ethl1/18 30
Ethl/19 30
Ethl1/20 30
Ethl/21 30
Ethl/22 30
Ethl/23 30
Ethl/24 30
Ethl/25 30
Ethl/26 30
Ethl/27 30
Ethl/28 30
Ethl/29 30
Ethl/30 30
Ethl/31 30
Ethl/32 30
Ethl/33 30
Ethl/34 30
Ethl/35 30
Ethl/36 30
Port Vlans Err-disabled on Trunk
Ethl/1 none
Ethl/2 none
Ethl/3 none
Ethl/4 none
Ethl/5 none
Ethl/6 none
Ethl/7 none
Ethl/8 none
Ethl/9 none
Ethl/10 none
Ethl/11 none
Ethl/12 none
Ethl/13 none
Ethl/14 none
Ethl/15 none

Ethl/16 none



Ethl/17
Ethl/18
Ethl1/19
Ethl1/20
Ethl/21
Ethl/22
Ethl1/23
Ethl/24
Ethl/25
Ethl/26
Ethl/27
Ethl/28
Ethl1/29
Ethl1/30
Ethl/31
Ethl/32
Ethl/33
Ethl/34
Eth1/35
Ethl/36

Ethl/1
Ethl/2
Ethl/3
Ethl/4
Ethl/5
Ethl/6
Ethl/7
Ethl/8
Ethl/9
Eth1/10
Ethl/11
Ethl/12
Ethl1/13
Ethl/14
Ethl/15
Ethl/16
Ethl/17
Ethl/18
Ethl1/19
Ethl1/20

none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none

none

none
none
none
none
none
none
none
none
none
none
30
30
30
30
30
30
30
30
none

none
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Ethl/21 none

Ethl/22 none

Ethl1/23 30

Ethl/24 30

Ethl/25 30

Ethl/26 30

Ethl/27 30

Ethl/28 30

Ethl1/29 30

Ethl/30 30

Ethl/31 none

Ethl/32 none

Ethl1/33 none

Ethl/34 none

Ethl/35 none

Ethl/36 none

Port Vlans in spanning tree forwarding state and not pruned
Ethl/1 Feature VTP is not enabled
none

Ethl/2 Feature VTP is not enabled
none

Ethl/3 Feature VTP is not enabled
none

Ethl/4 Feature VTP is not enabled
none

Ethl/5 Feature VTP is not enabled
none

Ethl/6 Feature VTP is not enabled
none

Ethl/7 Feature VTP is not enabled
none

Ethl/8 Feature VTP is not enabled
none

Ethl/9 Feature VTP is not enabled
none

Ethl/10 Feature VTP is not enabled
none

Ethl/11 Feature VTP is not enabled
30

Ethl/12 Feature VTP is not enabled
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Ethl/13
30
Ethl/14
30
Ethl/15
30
Ethl/16
30
Ethl/17
30
Ethl1/18
30
Ethl1/19
none
Ethl/20
none
Ethl/21
none
Ethl/22
none
Ethl/23
30
Ethl/24
30
Ethl/25
30
Ethl/26
30
Ethl/27
30
Ethl/28
30
Ethl/29
30
Ethl1/30
30
Ethl/31
none
Ethl/32
none
Ethl/33
none
Ethl/34
none
Ethl/35

none

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

is

is

is

is

is

is

is

is

is

is

is

is

is

is

is

is

is

is

is

is

is

is

is

not

not

not

not

not

not

not

not

not

not

not

not

not

not

not

not

not

not

not

not

not

not

not

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled
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Ethl/36 Feature VTP is not enabled

none

() AXAGBOMN VLAN SRS, 5 RCF REVRIENEE R,

$I8 3. ISEONTAPEEF
NetAppZ I EfER RS BRI RIREMER.

AoEERNERENEERM TEEZANIIERE, SFDETREE IP ik, YIaHER. g4
E. EEEMYAEENGFHE.

g "#F System Manager TE#5E LECEONTAP'"BXIKEIRE, 1BEBRMERIE,
T—PEHA?

TESE RCF f5, &aL...... "ISUF SSH i &"

RIS ZBEXH (RCF)

SIENEBETRRN LB LETIMEMAH RCF X4, EEEHK RCF AR,

FaZ Al
BHREREAEUTY@m:

© BRI E R HFTE T

* — N IEEFTEMER (HEPEEEIZSEMRE)

* HRIHYRCF,

* NREEFH RCF hizds, MFETE RCF F#HITRACE, MURMATENREIREG,

NRFEENSHEREUARREFIRBEREG, WATEEHNA RCF ZRI#TENR, UEEUEHNER
SRS FIE IEFRIAR S,

@ REMBIANIRIFRRZAHN RCF 270, BIBRBANISEHRITEREKRE, ERRIINIRE
Z 0, SRR BRITER SERIIN, NEREEFRERES.

EF—F: BEEAE

1. WNSRLLEEEE F /BT AutoSupport , M@ i A AutoSupportiH 23R B 5h 8l 2224 -
system node autosupport invoke -node * -type all -message MAINT=xh
Hr x AP E ORI E] ()N8Y) o

2. BRRRFIERANER, HIERTBENEA y:

set -privilege advanced
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HIBERTE () o

3. RS A DEERSIHAEO:

network device-discovery show

Bl

clusterl::*> network device-discovery show

Node/

Protocol

Local
Port

clusterl-01/cdp

C9336C

C9336C

eba

e3b

clusterl-02/cdp

C9336C

C9336C

eba

e3b

Discovered
Device (LLDP: ChassisID)

sl

s2

sl

s2

4. BT REFHEEONFEEEEONEEIETRS.

a. WM T REEREORSAFEERS:

storage port show -port-type ENET

Interface

Ethernetl/7

Ethernetl/7

Ethernetl/8

Ethernetl/8

Platform

NI9K-

NI9K-

NI9K-

NI9K-
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Bl

clusterl::*> storage port show -port-type ENET

Node Port Type
clusterl-01
ebSa ENET
e3b ENET
clusterl-02
eSa ENET
e3b ENET

b. IR B FHERIHEAREA T EERS:

storage shelf port show

B

clusterl::> storage shelf port show

Shelf ID Module State

1.4
0 A connected
1 A connected
2 B connected
3 B connected

C. HIAETE Ao

system switch ethernet show

36

Mode

Internal?

false
false
false
false

Speed
(Gb/s)

100
100

100
100

enabled
enabled

enabled
enabled

online

online

online

online



Bl

clusterl::*> system switch ethernet show

Switch Type Address Model
sl storage-network 1.2.3.4 NOK-
C9336C-FX2
Serial Number: FFFXXXXXXX1
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)
Software, Version
10.3 (4a)
Version Source: CDP/ISDP
s2 storage-network 2.3.4.5 NOK-
C9336C-FX2
Serial Number: FEEXXXXXXX2
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)
Software, Version
10.3 (4a)
Version Source: CDP/ISDP

SEB, 2. 7% RCF
1. £/ SSH S &TTIEH BB REIIMN s2,
2. RAEZDT R PR ORI,

s2> enable

s2# configure

s2 (config)# interface el/1-36
s2 (config-if-range)# shutdown
s2 (config-if-range) # exit

s2 (config) # exit

R XHPREER R O LOB RAERIMAIERE R, HSAAIRENE "TEUHRIRERFAAR
HAlEEA &R LIF BY, TRiiBs s "B FEERN T

O

3 WREHAKRFLURIIRNEE, BRUTHTHREERZIX A FH:

show running-config
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a. IERHFIhRASS HFikRAs Z BHERBENXRIMAR. running-config” A IETEERRY RCF XX (5l
WMELHLH SNMP EEE) S

b. 3tF NX-OS 10.2 E&EARZs, &R “show diff running-config' BF5 bootflash F{R7FHI RCF X{§i#
TGS, N, BERAE=FERIEBRIE,

4. REEKREEFMEE write_erase.cfg' BEIANTE LRI,

WREEEUTRA:

° ARRMEE
@ ° EIE P itk

° BRIARIR

° AR

s2# show run | 1 "username admin password" > bootflash:write erase.cfg

s2# show run | section "vrf context management" >> bootflash:write erase.cfg
s2# show run | section "interface mgmtO" >> bootflash:write erase.cfg

s2# show run | section "switchname" >> bootflash:write erase.cfg

BESRMIREXE AR REIEEERIE R TERRCisco B E A LHEL B "B ZFFIE N T X,

(93]

- I\ “write_erase.cfg' X EFRTNAAE TS

show file bootflash:write_ erase.cfg

(o2}

- [B]/ “write erase B HBIBRIFERENG S
s2# write erase
Warning: This command will erase the startup-configuration.

Do you wish to proceed anyway? (y/n) [n] y

~

- RZaRENEREEE T E S EEE T,

s2# copy bootflash:write_ erase.cfg startup-config

8. ERMM:
s2# reload

This command will reboot the system. (y/n)? [n] y

[(e]

. B IPHNMEIEREE, BT SSH &R,

ER]Re R B EMS SSH EFAERXA hosts XHFHo
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10. fER LI ERMY Z—I% RCF E%FI3Z#4] s2 #Y bootflash: FTP. TFTP. SFTP & SCP,
BHXCiscorpSHEZZR, BEIH "Cisco Nexus 9000 25! NX-0S fid&E"$55,
fevvan il

R BIERER TFTP & RCF EHIZ)3 4] s2 £ bootflash:

s2# copy tftp: bootflash: vrf management

Enter source filename: NX9336C-FX2-RCF-vl.13-1-Storage. txt
Enter hostname for the tftp server: 172.22.201.50

Trying to connect to tftp server...... Connection to Server
Established.

TETP get operation was successful

Copy complete, now saving to disk (please wait)...

M. B2 Ei FEM RCF X4 BEIBEINES.
BXCiscommSHEZEE, 1B2IH "Cisco Nexus 9000 2%/ NX-0S s5$&Z" {5/,
WRBIERT ER N s2 EREM RCF X4 NX9336C-FX2-RCF-v1.13-1-Storage.txt:

s2# copy NX9336C-FX2-RCF-vl.13-1-Storage.txt running-config echo-

commands

@ HIR(FAIEIE RCF Y REUIA. A M M8 8857, BTSSR LA LB R
AV IEFRBECE AR,

12. &I\ RCF XU BT NRFhRA
show running-config

HERBERUINIERSAE EMRRY RCF B, BWERUTERER:

° RCFH&IE
o WEMEHOIGE
° EH
HMBERSRIECHNMILEREMEFARE, NEROEE, HSELRTHE, THREREMN RCF rd2
BEEAHEER.
13. Bz mix iy B BT R EEXIREEH N A,

14. #IA RCF hivads. BEMRIMIMMZIRNIGEIERGE, EFILITAZR: “running-config X El "startup-
config' X 15,
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15.

16.

40

BXCiscomn THEZER, ESIH "Cisco Nexus 9000 &%/ NX-0OS si<EE "5/,
s2# copy running-config startup-config
[] 100% Copy complete

BRI s2, IRV EFBoIEY, AJLUREET = _EIREEY" cluster switch health monitor "E#k
F0™ cluster ports down "4,

s2# reload

This command will reboot the system. (y/n)? [n] y

RESM REMEEONFERERIEONEEEITRS.

a. WIEPTA FEm A FIERRE:

storage port show -port-type ENET

Bl

clusterl::*> storage port show -port-type ENET

Speed

Node Port Type Mode (Gb/s) State Status
clusterl-01

eb5a ENET - 100 enabled online

e3b ENET - 100 enabled online
clusterl-02

eb5a ENET - 100 enabled online

e3b ENET - 100 enabled online

b. IIFFEFHERIEORSTAFERBRKS:

storage shelf port show
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Bl

clusterl::> storage shelf port show

Shelf ID Module State Internal?
1.4

0 A connected false

1 A connected false

2 B connected false

3B connected false

C. FIESHA B R ETEREadT

system switch ethernet show



Bl

clusterl::> system
Switch

sl
C9336C-FX2

Serial Number:

Is Monitored:
Reason:

Software Version:

Software, Version

Version Source:

s2
C9336C-FX2

Serial Number:
Is Monitored:
Reason:

switch ethernet show
Type Address

storage-network 1.2.3.4 NI9K-
FFEXXXXXXX1

true

None

Cisco Nexus Operating System (NX-0S)

10.3 (4a)
CDP/ISDP
storage-network 2.3.4.5 NI9K-
FEEXXXXXXX2

true

None

Software Version:
Software, Version
10.3(4a)

Version Source: CDP/ISDP

17. R s1 EEFE 1 E 16,

SR 3. WIETFERILE

Cisco Nexus Operating System (NX-0S)

T/ NEFHEIN LR TSR, LA RCF AREEMENKIEITER,

1. BIEERERT RFE R O EERIG O IRNIE O ZE A up K.

show interface brief

2. IIEFNERRYT mAF ks B R A ERE

show cdp neighbors

3. AN FHER R OB RNACERE:

show 1lldp neighbors
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4. ERALUTHLEWIET R EEROMEEREOZSE U

show vlan brief

show interface trunk

T RitA?
F+4% RCF /5, #EEILUIIE SSH BB

B SSH AiZE

FHIFHA VLAN H:

SR ETEER UAXM RN EEE IS 2% (CSHM) M1 BEWETIEE, BIIERHYL 2SS

JBR7T SSH #1 SSH & %A,

p
1. #81A SSH BB

(switch) show ssh server
ssh version 2 1is enabled

2. JEHaiA SSH ZEAERA:

show ssh key
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®

(switch) # show ssh key

rsa Keys generated:Fri Jun 28 02:16:00 2024

ssh-rsa

AAAAB3NzaClyc2EAAAADAQABAAAAGQDiINrD52Q586wTGJIJjFALJBl1FaA23EpDrZ2sDCew
17nwlioC6HBe jx1ulObAH8hrW8kR+gjO0ZAfPPNeLGTg3AP])/yiPTBOIZZXxbWRShywAMS5
PayxWwRb7kp9Zt1YHzVuHYpSO82KUDowKrL6lox/YtpKoZUDZjrZjAp8hTv3JZsPgQ==

bitcount:1024
fingerprint:
SHA256:aHwhpzo7+YCDSrp3isdv2uVGz+mjMMokgdMeXVVXfdo

could not retrieve dsa key information

ecdsa Keys generated:Fri Jun 28 02:30:56 2024

ecdsa-shaz2-nistpb521

AAAAE2VIZHNhLXNoYTItbmlzdHAIMJEAAAATbm] zdHAIMJEAAACFBABJ+ZX5SFKhS57e
vkE273e0Voqgzid/32dt+£14fBuKv80MjMsmLfJKtCWylwgVt1Zi+C5TIBbugpzez529z
kFSFOADb8JaGCoaAYe2HVWR/ f6QLbKbgVIewCdgWgxzrIY5BPP5GBAxQJIMBiOwWEdnHgl
u/9Pzh/Vz9cHDcCWIGGE780QHA==

bitcount:521
fingerprint:
SHA256:TFGe2hXn6QIpcs/vyHzftHI7Dceg0vQaULYRAL ZeHwQ

(switch) # show feature include scpServer

|
scpServer 1 enabled
(switch) # show feature | include ssh
sshServer 1 enabled
(switch) #

B FIPS BY, ®fER TSR EBIAIITHEME R 256, ssh key ecdsa 256
force . & "#H FIPS EEMELZ 2" BLFIFTEN T

T—FEHA?
JiiE5e SSH BcEfE, & ACE MR EE"
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3% 9336C-FX2 #1 9336C-FX2-T 2N EBE N E RRINEE

F4% 9336C-FX2 1 9336C-FX2-T IFEXIRNEEZE AH BIARE, WIUERR 9336C-
FX2 1 9336C-FX2-T HHI&E

RFUIAES
* AR R BB R S E IR B ST
* WESSEEEENENECE,

p
1. BRI BRE:

write erase

(s2)# write erase

Warning: This command will erase the startup-configuration.
Do you wish to proceed anyway? (y/n) [n] y

2. EFTINHETIRAER

reload

(s2)# reload

This command will reboot the system. (y/n)? [n] y

RAGENMBIHENEERS. ERIRETR, NRWERT PIEEEEHBRIEREIRE? "(yes/no)n]”
» BNIZ[EE* yes* 7 BEdkEL,

%
FEAFXGE, EBRIENLE RETERER,
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