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IP switch al # *show fips status*

(:) System running in FIPS mode
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IP switch a2 # *show fips status*
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I RAIICIER RN BT EiEEE IP il 172.19.2.1 B9ARSS 25 :

(cs2)# ping 172.19.2.1
Pinging 172.19.2.1 with 0 bytes of data:

Reply From 172.19.2.1: icmp seq = 0. time= 5910 usec.

3. &fp CS2 LR HAIETNIRE

stfAl/@sh var



Bl

(cs2)# show bootvar
Image Descriptions

active

backup

Images currently available on Flash

(cs2) # copy active backup
Copying active to backup
Management access will be blocked for the duration of the operation

Copy operation successful
(cs2)# show bootvar

Image Descriptions

active

backup
Images currently available on Flash

4. IIEE{THY EFOS #R{FhRAS

sYOfefsE AR ke s
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(cs2)# show version

Switch: 1

System DesCription. ...t ittt eeeeeeeeens BES-53248A1,
3.4.3.3, Linux 4.4.117-ceeeb9%9d, 2016.05.00.05

MaChINE Ty . e vttt ettt ee e et eeeeeeneeeeaneeneans BES-53248A1
Machine Model. ... ..ttt ittt eeeeeeeeeanenn BES-53248
Serial NUMDET . .. ittt ittt ettt eeeeeeennnnns QTFCU38260014
Maintenance Level.. ... ettt eeeeeneeeeneeneans A
ManUfaCtUrer . v ittt ittt it e et e ettt ee e O0xbc00

Burned In MAC AddreSS .« .t et eeeneeeeeeeeennns D8:C4:97:71:12:3D
SOftwWare VerSion. o e et e et eeeeeeeneeneoneenns 3.4.3.3
Operating System. ...ttt ittt teeeeeeeeeenns Linux 4.4.117-
ceeeb99d

Network Processing DevicCe..........ciiviuenenn.. BCM56873 A0
CPLD VerSI0M e v vt ittt ettt eeeeeeeeeeeeeeaeennns O0xff040c03
Additional PackagesS. ... .eueieeeeeteneeeennenenns BGP-4
............................................... Q0S
............................................... Multicast
............................................... IPvV6
............................................... Routing
............................................... Data Center
............................................... OpEN API
............................................... Prototype Open API

O. FFBRIG I T EI3T Ao

RREXHEHENERREENRE, BB, ZBREFEILEEESITH EFOS frds, E—MRETAIA
E& 1D



Bl

(cs2)# copy sftp://root@l72.19.2.1//tmp/EF0S-3.4.4.6.stk active
Remote Password:**

L L SEFTP

Set ServVer IP. ..t iiiiiteeeeeeeeeeeeeaeeeeonaenns 172.19.2.1

=Sl o //tmp/

Filename. @ v vttt et ittt et eteeeeeseneeeeaneeneans EFOS-3.4.4.6.stk
DAt T P e v e et e et e et ee e eeeeeeeeeeeeeeeeeaeenans Code

Destination Filename........cuouitinenennnennnn active

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y
SFTP Code transfer starting...

File transfer operation completed successfully.

6. B REREEMENIEN BT
sHfAl/@sh var

Bl

(cs2) # show bootvar
Image Descriptions

active
backup

Images currently available on Flash

7. EFBEIHML:

refi#



Bl

(cs2)# reload

The system has unsaved changes.
Would you like to save them now? (y/n) y

Config file 'startup-config' created successfully
Configuration Saved!

System will now restart!

8. EIERHIIUE EFOS AV HThRAS :
sYOfeIfE AR hlv s
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(cs2)# show version

Switch: 1
System DesCription. ...t ittt eeeeeeeeens BES-53248A1,
3.4.4.6, Linux 4.4.211-28a6fe76, 2016.05.00.04
MaChINE Ty . e vttt ettt ee e et eeeeeeneeeeaneeneans BES-53248A1,
Machine Model. ... ..ttt ittt eeeeeeeeeanenn BES-53248
Serial NUMDET . .. ittt ittt ettt eeeeeeennnnns QTFCU38260023
Maintenance Level.. ... ettt eeeeeneeeeneeneans A
ManUfaCtUrer . v ittt ittt it e et e ettt ee e O0xbc00
Burned In MAC AddreSS .« .t et eeeneeeeeeeeennns D8:C4:97:71:0F:40
SOftwWare VerSion. o e et e et eeeeeeeneeneoneenns 3.4.4.6
Operating System. ...ttt ittt teeeeeeeeeenns Linux 4.4.211-
28a6fe’6
Network Processing DevicCe..........ciiviuenenn.. BCM56873 A0
CPLD VerSI0M e v vt ittt ettt eeeeeeeeeeeeeeaeennns O0xff040c03
Additional PackagesS. ... .eueieeeeeteneeeennenenns BGP-4
............................................... Q0S
............................................... Multicast
............................................... IPvV6
............................................... Routing
............................................... Data Center
............................................... OpEN API
............................................... Prototype Open API
T—FRMHA?

"% BES-53248 SEEFARABIIFRIIE"

73752. fEFONIERIERRLEFALREFOS

WMR— EFOS WRASFFE FIPS , MB— EFOS MRAARFFE FIPS , MAILMITUTE B, RV TER
&f, AI@EELL T M ONIE £33E FIPS 8¢ FIPS A EFOS 3.7.x.x &,

() WOEAGERTRAE FIPS B EFOS 3.7.xx ERATA,

TIE
1. B3THETHE ONIE REERR,

E/2shHRiEl. HIEFEIRTRENERONIE,
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P ONIE* 5. STHRAVEMBHNERMES MED, HEELEO0S*



Bl

| *ONIE: Install OS
ONIE: Rescue
ONIE: Uninstall OS
ONIE: Update ONIE
ONIE: Embed ONIE
DIAG: Diagnostic Mode

|
|
|
|
|
|
|
|
|
|
|
| DIAG: Burn-In Mode
|
|
|
|
|
|
|
|
|
|
|

TG B EHEONIEREERR,
2. {21k ONIE I FHECE AKMIZE,

HIUA T HER, 5N LUEAONIEEH &

Please press Enter to activate this console. Info: ethO: Checking
link... up.
ONIE:/ #

(D oNExmB#HE. FEESTDIEHA,



Stop the ONIE discovery

ONIE:/ # onie-discovery-stop
discover: installer mode detected.
Stopping: discover... done.

ONIE:/ #

3. BEE LAKMIZOHER ifconfig eth0 <ipAddress> netmask <netmask> up # route add
default gw <gatewayAddress> ZINEEEH

ONIE:/ # ifconfig eth0 10.10.10.10 netmask 255.255.255.0 up
ONIE:/ # route add default gw 10.10.10.1

4. ISIHEE ONIE REX MRS BESTAIHE:
ping

Bl

ONIE:/ # ping 50.50.50.50

PING 50.50.50.50 (50.50.50.50): 56 data bytes

64 bytes from 50.50.50.50: seg=0 ttl=255 time=0.429 ms

64 bytes from 50.50.50.50: seg=1 ttl=255 time=0.595 ms

64 bytes from 50.50.50.50: seg=2 ttl=255 time=0.369 ms

~C

-—-- 50.50.50.50 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.369/0.464/0.595 ms

ONIE:/ #

O. REHTHISIRAIR M -

ONIE:/ # onie-nos-install http://50.50.50.50/Software/onie-installer-x86 64

12


http://50.50.50.50/Software/onie-installer-x86_64
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http://50.50.50.50/Software/onie-installer-x86_64
http://50.50.50.50/Software/onie-installer-x86_64
http://50.50.50.50/Software/onie-installer-x86_64

Bl

ONIE:/ # onie-nos-install http://50.50.50.50/Software/onie-
installer-x86 64

discover: installer mode detected.

Stopping: discover... done.

Info: Fetching http://50.50.50.50/Software/onie-installer-3.7.0.4

Connecting to 50.50.50.50 (50.50.50.50:80)

installer 100% |*******************************| 48841k

0:00:00 ETA

ONIE: Executing installer: http://50.50.50.50/Software/onie-
installer-3.7.0.4

Verifying image checksum ... OK.

Preparing image archive ... OK.

R LREHEHBIREN. 1L IE R EFHBHEIFE EFOS ArEs,
6. I T B R EMBI NN :
sUNAIEEN var

B

(cs2)# show bootvar

Image Descriptions

active

backup

Images currently available on Flash

unit active backup current-active next-active

1 3.7.0.4 3.7.0.4 3.7.0.4 3.7.0.4
(cs2) #

7. SERRE

RN ERNAEAEENE R TENRSE, AEENHT FINE.

T—%2H4a?
"R BES-53248 SRR BYIFATIE"S



3 BES-53248 & EF AT HAHAYF A E

BES-53248 &R INE AR S E2FK1F 16 > 10GbE 3 25GbE #®[F1 2 4 100GbE i
ORIFR], f&A] LUBIE ML S Al ISR AN INFT i o

EEABFANE

LU TFYFEIER] B F BES-53248 =BT HM :

YFEIESEY WANEF4ER S FFBIE i

SW-BES- Broadcom 8pt-10G25G + 2pt- EFOS 3.4.4.6 NESRRA
53248A2-8P-2P 40G100GiFA]%5%A. X190005/R

SW-BES- Broadcom 8i%[10G25GiFA]Z$H EFOS 3.4.4.6 NEShRA
53248A2-8P- , X190005/R

1025G

SW- Broadcom 6i#[140G100GiF ]38 EFOS 3.4.4.6 ME SRS
BES53248A2- | X190005/R

6P-40-100G

|H AR RT3IE

TFRFIE TSI 1EBES-53248 & 354t L AR A FAIE:

I e FRIEFAER ZFFRE A
SW-BES- Broadcom 8P 10-25 , 2P40-100 EFOS 3.4.3.3 XE Sk
53248A1-G1-8P- FE[IEZEH, X190005/R

LIC

SW-BES- Broadcom 16P 10-25 , 4P40-100 EFOS 3.4.3.3 MEShRAS
53248A1-G1-  FE[IEZH, X190005/R

16P-LIC

SW-BES- Broadcom 24P 10-25 , 6P40-100 EFOS 3.4.3.3 NESRZS
53248A1-G1-  FENIEZE$A, X190005/R

24P ¥FAIE

SW-BES542400- Broadcom 6 i1 40G100G iFBJ3E EFOS 3.4.4.6 N E SRS
40-100G-LIC %4, X190005/R

SW-BES53248- Broadcom 8 i1 10G25G #FA]if EFOS 3.4.4.6 ESARZA
8P-10G25G-LIC  Z$H, X190005/R
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G pnE-<idl WANEF4ER S FFBIE i

SW- Broadcom 16 ##[1 10G25G #FAJiF EFOS 3.4.4.6 XNE SRS
BES53248/16P- #=%H, X190005/R
1025G-LIC

SW-BES532424- Broadcom 24 i 10G25G ¥ A[IE EFOS 3.4.4.6 Bk
24P-1025G-LIC %0, X190005/R

() EAREFEBFIL
RERVFAIEX
28R DT 2 B HBES-5324 8 B S B T

TR
1. BB IRNIERE D EE WK,
2. {8 ping MYLWIESHE EFOS , 1FEIIEM RCF XHHIARSS BRAVERS,

B

IR BIIRIER RS B EERER IP #itik)y 172.19.2.1 BIARSS 23

(cs2)# ping 172.19.2.1
Pinging 172.19.2.1 with 0 bytes of data:

Reply From 172.19.2.1: icmp seq = 0. time= 5910 usec.

3. KERHAM CS2 LM M BFrEERER:
sENfElFA]

Bl

(cs2)# show license

Reboot needed. . .. v ittt ittt et ettt e teeeeeenn No
Number of active licenses........uueiiieeeenenn.. 0
License Index License Type Status

No license file found.
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4. REVFAEXH,
BRI RAMHE S AIEHERTRNERRSI RS

Bl

U RBIER SFTP T RNEX S HZIZ ARSI 1.

(cs2)# copy sftp://root@l72.19.2.1/var/lib/tftpboot/license.dat
nvram:license-key 1
Remote Password:**

MO e i it i et e e et e e e e ettt SFTP

SEL SerVETY TP . it ittt it ittt eeeeesoeaeeeaneeess 172.19.2.1

= i o /var/lib/tftpboot/
FilleName . v v it i ittt et et e et eeeeeeeeeeaeaeaeenans license.dat

L= ot A 7 1 license

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y

File transfer in progress. Management access will be blocked for the

duration of the transfer. Please wait...

License Key transfer operation completed successfully. System reboot
is required.

S BRFREYEIFANIEER, HEEMBoHIZMEN CS2 Za1e FFANERE:
sl a]

Ebnen (]

(cs2) # show license

Reboot needed. .. ...ttt ittt ittt eneneneenns Yes

Number of active licenses.......oieeeneeeennnn. 0

License Index License Type Status

1 Port License valid but not applied

16



6. B TFIEE RGO
sHEeEiRO | HEERERFT
SBERERBIRIEE,

S EREMFRIE R85,

17



18

Bl



(cs2)# show port all | exclude Detach

Actor
Intf
Timeout

Enable
0/3
Enable
0/4
Enable
0/5
Enable
0/6
Enable
0/7
Enable
0/8
Enable
0/9
Enable
0/10
Enable
0/11
Enable
0/12
Enable
0/13
Enable
0/14
Enable
0/15
Enable
0/16
Enable
0/55
Enable
0/56
Enable

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

Admin

Mode

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Physical

Mode

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Physical Link

Status Status

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Link

Trap

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

LACP

Mode
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7. EFRBEIHML:
refi#

Bl

(cs2)# reload

The system has unsaved changes.

Would you like to save them now? (y/n) y
Config file 'startup-config' created successfully

Configuration Saved!
Are you sure you would like to reset the system? (y/n) y

8. EMFAIERSATEIRS, HEIBTFIIIREENA:
sENfAI¥FA]

Bl

(cs2)# show license

Reboot needed...... .ottt No
Number of installed licenses........eeeeeeenen.. 1

Total Downlink Ports enabled................... 16

Total Uplink Ports enabled..................... 8
License Index License Type Status

1 Port License applied

0. EMEMKOESEAIA:

sHfEeEfiRO | HEERERFT
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(cs2)# show port all | exclude Detach

Actor
Intf
Timeout

0/1
Enable
0/2
Enable
0/3
Enable
0/4
Enable
0/5
Enable
0/6
Enable
0/7
Enable
0/8
Enable
0/9
Enable
0/10
Enable
0/11
Enable
0/12
Enable
0/13
Enable
0/14
Enable
0/15
Enable
0/16
Enable
0/49
Enable
0/50

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

Admin

Mode

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Physical

Mode

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

100G Full

100G Full

Physical Link

Status Status

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Link

Trap

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

LACP

Mode
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Enable long

0/51 Disable 100G Full Down Enable
Enable long
0/52 Disable 100G Full Down Enable
Enable long
0/53 Disable 100G Full Down Enable
Enable long
0/54 Disable 100G Full Down Enable
Enable long
0/55 Disable 100G Full Down Enable
Enable long
0/56 Disable 100G Full Down Enable

Enable long

(D =safraEe. SAFHREFIED. EISRCFEHNLATIVE TFE S NEF L,

X g & (0] U A T I R HEBR
NRAELFVFANIERHIMEE, BEBTZAETUTIRERGS copy 889
BFEANIARGS: debug transfer # debug license
R
(cs2)# debug transfer
Debug transfer output is enabled.

(cs2)# debug license
Enabled capability licensing debugging.

1E1TBY copy 8% debug transfer # debug license options enabled. #iR[EIHEEH,
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Bl

transfer.c (3083)
transfer.c(3229)
/mnt/download//license.dat.l /mnt/fastpath/ >/dev/null 2>&1CAPABILITY
LICENSING

Fri Sep 11 13:41:32 2020: License file with index 1 added.

CAPABILITY LICENSING Fri Sep 11 13:41:32 2020: Validating hash value
29de5e%a8af3e510f1£f16764a13e8273922d3537d3£13c9¢c3d445¢c72al180a2e6.
CAPABILITY LICENSING Fri Sep 11 13:41:32 2020: Parsing JSON buffer {

:Transfer process key or certificate file type = 43

:Transfer process key/certificate cmd = cp

"license": {
"header": {
"version": "1.0",

"964B-2D37-4E52-BA14",
"serial-number": "QTFCU38290012",
"model": "BES-53248"

"license-key":

by
"description": "",
"ports": "O0+6"

}
F e

CAPABILITY LICENSING Fri Sep 11 13:41:32 2020: License data does not
contain 'features' field.

CAPABILITY LICENSING Fri Sep 11 13:41:32 2020: Serial number
QTFCU38290012 matched.

CAPABILITY LICENSING Fri Sep 11 13:41:32 2020: Model BES-53248
matched.

CAPABILITY LICENSING Fri Sep 11 13:41:32 2020: Feature not found in
license file with index = 1.

CAPABILITY LICENSING Fri Sep 11 13:41:32 2020: Applying license file
1.

FiFRmEPREUTAS:
* WERFYISEEIE:

sFHIS oTcu38290012 [LAD,

s KEXNESEEE: model BES-53248 matched o
 RERENIFIIERS|I S UEIRERT, MREFERFRNERS|, MREILLTHEIR: License file

/mnt/download//license.date.1l already exists.

* IO RNEARZIEETFAIIE. Eit, &

R copy ATFRHEOFREEMDEIRS (NG

SRELITER: RSN 1.

BUVFAIIES (R ARoRER R ThRE

23



(cs2)# copy nvram:license-key 1
scp://<UserName>Q<IP_address>/saved license 1l.dat

(D NRBEBEEMIEMN 3.4.4.6 SR, NEFDESHBIR, ZRTBHTH.
TR R BN IERRA 2 T, (S BRI B ETE
AUEHTIT ] Y
ERCERSINM0. ERBRERIIRANRCFHIVE IR RNRI SR,
PAINFENES AR D 0/1 I 0/16 LIKM 0/55 F 0/56 , i eIaYis I FimE 0/17 B 0/54 Zj8), A&

BURTF B BBl ERME, FIa0. B ESW-BES54244-40-100G-LICIFEIE. HAEBGHEERCFARILL
TEp5:
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|

! 2-port or 6-port 40/100GbE node port license block
|

interface 0/49

no shutdown

description "40/100GbE Node Port"
!'speed 100G full-duplex

speed 40G full-duplex
service-policy in WRED 100G
spanning-tree edgeport

mtu 9216

switchport mode trunk
datacenter-bridging
priority-flow-control mode on
priority-flow-control priority 5 no-drop
exit

exit

!

interface 0/50

no shutdown

description "40/100GbE Node Port"
!'speed 100G full-duplex

speed 40G full-duplex
service-policy in WRED 100G
spanning-tree edgeport

mtu 9216

switchport mode trunk
datacenter-bridging
priority-flow-control mode on
priority-flow-control priority 5 no-drop
exit

exit

!

interface 0/51

no shutdown

description "40/100GbE Node Port"
speed 100G full-duplex

!speed 40G full-duplex
service-policy in WRED 100G
spanning-tree edgeport

mtu 9216
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switchport mode trunk
datacenter-bridging
priority-flow-control mode on
priority-flow-control priority 5 no-drop
exit

exit

!

interface 0/52

no shutdown

description "40/100GbE Node Port"
speed 100G full-duplex

!'speed 40G full-duplex
service-policy in WRED 100G
spanning-tree edgeport

mtu 9216

switchport mode trunk
datacenter-bridging
priority-flow-control mode on
priority-flow-control priority 5 no-drop
exit

exit

!

interface 0/53

no shutdown

description "40/100GbE Node Port"
speed 100G full-duplex

!'speed 40G full-duplex
service-policy in WRED 100G
spanning-tree edgeport

mtu 9216

switchport mode trunk
datacenter-bridging
priority-flow-control mode on
priority-flow-control priority 5 no-drop
exit

exit

!

interface 0/54

no shutdown

description "40/100GbE Node Port"
speed 100G full-duplex

!speed 40G full-duplex
service-policy in WRED 100G
spanning-tree edgeport

mtu 9216

switchport mode trunk



datacenter-bridging
priority-flow-control mode on
priority-flow-control priority 5 no-drop
exit

exit

!

XN FO4OI0/54 2 EINASERL. EUEXEMROME, BOHRCFRE MM —1 %
(D) EmsmEs RFR: EE100GE R T EE4G2N T, HFNF 017 ) 0/48 2
EIEEEEO, BEARNFIEE, BUAHELD 8 BOBHTE,
T—FRHA?
"RESEREXH (RCF) "

TESERREXH (RCF)

&P ATE A & BES-53248 & B S A g LA N FBFT I T IEfe R &E BL & X 4 (Reference
Configuration File. RCF),

SREMIBARAFER RCF , N MEE Broadcom SMRNIKEH PUTEARECEIUEMMNA RCF o SREAR
S ELK RCF BY, #MIHITIIEME, B "FIREXE" THIFAER.

BEENK
FreaZ Al
* RIEHEEENHFED
e E BB TRV R (H EHEE fHiRSEMAIRE).
* A] MIREXHY HETRCFSXf4 "Broadcom SEEF A2 H#E4/1" DM,

* RCHEZR R BRFRE SRS EIECE. SNRENREEFOSHIRE HRIRCIELR ik, MFERILEE, W0
REFEENSHEE URMRYBISHRG, NWHFEEHRNA RCF ZA#ITEN, UWEEERENRZE
B SEFI{E IEHRRIARZS

* MEHT BIARS L ERCIER HREES MBI ITH G &EE, NREEFEAMREXE. NILEKRZEANE
By "AE R E AR EFRBroadcom BEA M EWECE" BEREE. EETER.
BINBIXHS

* BXRZFFHIONTAP FIRCFhixZs, BENRMHF AR, HS N "EFOSHF FE" TIH, BEE. RCHER
PRYER LB A SEFOShRAR R as 1B A Z B AT BEFE S LRI K Ko

BSH _ ERMEBBN IR ALRIER "Broadcom”  XBES-53248 3R E I IR T B IERTIL

,.5“0
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* FNBES-532483Z A/ A9 2 FRECS1F1CS2,
* BRI iEcluster1-01. cluster1-02. cluster1-03Fcluster1-04,

Hn

* EBELIFZIRR cluster-01_clus1". "cluster-01_clus2". "cluster-02_clus1". "cluster-02_clus2". "cluster-
03_clus1". cluster-03 _clus2. cluster-04_clus1#{cluster-04_clus2,

* clusterl : : : * > RIROIETREEMNZNT,

* HR2EP B FRRGERNEN T &, XETAERRMNMOGEERIEIER c0a #l e0b, IEEN
"Hardware Universe" IIEF & _EREE RO ST ER.

() RERERAL ONTAP , HLMtE BRI

KXFUILES
1RFP IR EXRFEERONTAP s5 <M Broadcom3Z i< ; FRIFF IR, SNRKERONTAP 65,

TEUIRED IR HAiE). ARERERIHAE SR (ISL), X2igit EMNREA. ENRCFIRAENFAIGESE TR
MISLEZ, NHRREFTHENEIT. UTMRETE SENBIRENRTI B FESELIFsEREIERE
1TRYBC XS 3T HA

TR AT IR ARIRCF 281, VM AR S I RIS E S
(D #Broadcom BN FIRE", MREBAZLBIFTINILE. NBBERAITEAE
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F15: HELRE
1. NRTEILERE EER T AutoSupport , NIi&EdEH AutoSupport JHE 221 BEheIR RG]
ssystem node AutoSupport invoke -node * -type all -message MAINT=xh
Hrfh x SAEIPI AR E], LUNBY AL,
@ AutoSupport JHE BRI AT FFILEIRESS, LUERLIRE OB L BohelZZE,

AR e ER LE B RIS 2 /Ny

clusterl::*> system node autosupport invoke -node \* -type all -message
MAINT=2h

2. BRRBRANEANEER, ERFARTEMERN *y * !
set -privilege advanced

AR EREERTA (*>) o
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3. B iEEAERTHNMNEN T 2 EMEEIK: network device-discovery show

Bl

clusterl::*> network device-discovery show

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl 0/2 BES-
53248

e0b cs2 0/2 BES-
53248
clusterl-02/cdp

ela csl 0/1 BES-
53248

e0b cs2 0/1 BES-
53248
clusterl-03/cdp

ela csl 0/4 BES-
53248

e0b cs2 0/4 BES-
53248
clusterl-04/cdp

ela csl 0/3 BES-
53248

e0b cs?2 0/3 BES-
53248

clusterl::*>

4. ESMEFRONEENIZTRS.

a. WiFFrEEHIFEOREYERIEIRSIEE: network port show -role cluster



Bl

clusterl::*> network port show -role cluster

Node: clusterl-01

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
e0b Cluster Cluster up 9000 auto/100000

healthy false

Node: clusterl-02

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
eOb Cluster Cluster up 9000 auto/100000

healthy false
8 entries were displayed.

Node: clusterl-03

Ignore
Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/10000
healthy false
e0b Cluster Cluster up 9000 auto/10000

healthy false



Node: clusterl-04

Ignore

Health
Port
Status

ela
healthy
elb
healthy
clusterl:

b. WIFFTEEEEO (LIF) BEHMAUTFEIRO L:

Health
IPspace
Status

Cluster
false

Cluster
false
3W>

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster

Cluster

up 9000 auto/10000

up 9000 auto/10000

network interface show -role cluster
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Bl

clusterl::*> network interface show -role cluster

Logical Status Network
Current Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.3.4/23
clusterl-01 eOa true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 eOb true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 e0a true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 e0Ob true

clusterl-03 clusl wup/up 169.254.1.3/23
clusterl-03 eOa true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 e0b true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 eOa true

clusterl-04 clus2 up/up 169.254.1.7/23
clusterl-04 e0Ob true

O IR E R B R M ERHANAIER.
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ONTAP 9.8 &E Sk

MONTAP 9.8FF44. HERAUTHS:

-enabled-operational true

clusterl::*> system switch ethernet show -is-monitoring-enabled

-operational true

Switch
csl
53248
Serial Number:
Is Monitored:
Reason:
Software Version:
Version Source:
cs?2
53248

Serial Number:

Is Monitored:
Reason:

Software Version:

Version Source:

clusterl::*>

ONTAP 9.7 & E R Rz

X TFONTAP 9.7 B RhA. BEAG<:

-enabled-operational true

Address

cluster—-network 10.228.143.200

QTWCU22510008

true

None

3.10.0.3

CDP/ISDP
cluster—-network 10.228.143.202

QTWCU22510009

true

None

3.10.0.3

CDP/ISDP

system switch ethernet show -is-monitoring

Model

BES-

BES-

system cluster-switch show -is-monitoring
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clusterl::*> system cluster-switch show -is-monitoring-enabled

-operational true

Switch Type Address Model
csl cluster—-network 10.228.143.200 BES-
53248
Serial Number: QTWCU22510008
Is Monitored: true
Reason: None
Software Version: 3.10.0.3
Version Source: CDP/ISDP
cs2 cluster-network 10.228.143.202 BES-
53248
Serial Number: QTWCU22510009
Is Monitored: true
Reason: None
Software Version: 3.10.0.3
Version Source: CDP/ISDP

clusterl::*>

1. [$ 6 &) 7258 LIF LZERBER,

clusterl::*> network interface modify -vserver Cluster -1if * -auto
-revert false

$258 . BEimO

1. TESEBFSTRNL CS2 |, XMEREEIT &R R ORH.

(cs2) (Config)# interface 0/1-0/16
(cs2) (Interface 0/1-0/16)# shutdown

2. SRR LIF EE BB RIERIEY CS1 LREMIRO, XrIEFE /LI HaveTEL,

network interface show -role cluster
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Bl

clusterl::*> network interface show

Current Is
Vserver
Port

Logical

Interface

Cluster

clusterl-01

clusterl-01

clusterl-02

clusterl-02

clusterl-03

clusterl-03

clusterl-04

clusterl-04
clusterl::*>

3. WIFEBETIGITIER:

Bl

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

01 clusl
true

01 clus2
false

02 clusl
true

02 clus2
false

03 clusl
true

03 clus2
false

04 clusl
true

04 clus2
false

cluster show

clusterl::*> cluster show

Node

clusterl-01
clusterl-02
clusterl1l-03
clusterl-04

4. MNREERREFHIIRNEE. BRUA T o<t

config

Health

Status

-role cluster
Network

Admin/Oper Address/Mask

up/up

up/up

up/up

up/up

up/up

up/up

up/up

up/up

Eligibility

true
true
true

true

169.254.3.4/23

169.254.3.5/23

169.254.3.8/23

169.254.3.9/23

169.254.1.3/23

169.254.1.1/23

169.254.1.6/23

169.254.1.7/23

EHEAEXHRLUREFIECE

Current

Node

show running-
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o. BN CS2 EMECEHIMITERIRE,

@ EHEN AH RCF B, MIURIRSHRIISEH NI TEARE. BOMERABTIER aEEE
ST, 7 BEIRFRITHIRANIR B

a. @I SSHIERZEIZT A

QEEMRIEN LB O RIER T FRESERVER Em AR, HFEWE EEFAREER. 7 aEH
£24%(Fo

b. HNIRIET -

(cs2)> enable

(cs2) #

C. ERIFHAEM LT ap< LUMFRSTATRIRCIFECE (IRIEFTEABSTRIRCIFARAS. MMRAEFERTEIRE, K&

LA REREAHIR):
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Bl

clear config interface 0/1-0/56

y
clear config interface lag 1

y

configure

deleteport 1/1 all

no policy-map CLUSTER
no policy-map WRED 25G
no policy-map WRED 100G
no class-map CLUSTER

no class-map HA

no class-map RDMA

no classofservice dotlp-mapping
no random-detect queue-parms 0
no random-detect queue-parms
no random-detect gueue-parms
no random-detect gqueue-parms
no random-detect queue-parms
no random-detect gqueue-parms
no random-detect gqueue-parms

~ o O b w N

no random-detect queue-parms
no cos—-queue min-bandwidth
no cos—-queue random-detect
no cos—-queue random-detect
no cos—queue random-detect
no cos—-queue random-detect
no cos—-queue random-detect
no cos—-queue random-detect

no cos-queue random-detect

~ o U b w N PO

no cos—queue random-detect
exit

vlan database

no vlan 17

no vlan 18

exit

d. BTk EREFIBHEE:



6.

7.

38

Bl

(cs2) # write memory

This operation may take a few minutes.
Management interfaces will not be available during this time.

Are you sure you want to save? (y/n) y

Config file 'startup-config' created successfully .

Configuration Saved!

e. EHBEIRIR:

Ebnwnt]

(cs2)# reload

Are you sure you would like to reset the system? (y/n) y

f. EFASSHERE REIZIRILITEMRCIESR L5

NSRRI L2 T EA O ENE. WA TUERRCIFUERE BRI O, WS B e
B T REAE .

AU TNz —& RCF EFIZI5%4] CS2 N/EnhiAliF: FTP, TFTP, SFTPE{ SCP,

R R R T FERSFTPIERCCE I E) 32 #i41CS2_EMbootflash:



Bl

(cs2)# copy sftp://172.19.2.1/tmp/BES-53248 RCF_vl.9-Cluster-HA.txt
nvram:script BES-53248 RCF vl1.9-Cluster-HA.scr
Remote Password:**

WoXel56 0 0 0 0 0 000000 EDA0B00000000000000803000000000 SETP

SEeL ServVer IP. .. ittt ittt ittt tteneennnnns 172.19.2.1

== ol o 1 //tmp/

FLIEMEMB 0 0 0 0 00 000000000000000000000000000000600C BES-53248 RCF v1.9-
Cluster-HA.txt

= ot 7 Config Script
Degtilinatlonm FlleREME o coo0o0000000000000000000000¢ BES-53248 RCF v1.9-

Cluster-HA.scr

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y

SFTP Code transfer starting...

File transfer operation completed successfully.

8. WIEMAREE THHRFIEHEIEENXXHFEH:
siIERFIE

Bl

(cs2)# script list

Configuration Script Name Size (Bytes) Date of
Modification

BES-53248 RCF v1.9-Cluster-HA.scr 2241 2020 09 30
05:41:00

1 configuration script(s) found.

9. YGRS R A F 3o
siERMNA



Bl

(cs2) # script apply BES-53248 RCF_vl.9-Cluster-HA.scr

Are you sure you want to apply the configuration script? (y/n) y

The system has unsaved changes.

Would you like to save them now? (y/n) y

Config file 'startup-config' created successfully.
Configuration Saved!

Configuration script 'BES-53248 RCF v1.9-Cluster-HA.scr' applied.

10. HEHRAIMEIERIL show clibanner B3 MNIURIHEEXLEREE, UHRBRISIRAECEIRIELE
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(cs2) # show clibanner

Banner Message configured

BES-53248 Reference Configuration File v1.9 for Cluster/HA/RDMA

Switch : BES-53248

Filename : BES-53248-RCF-v1.9-Cluster.txt
Date : 10-26-2022

Version : v1.9

Port Usage:

Ports 01 - 16: 10/25GbE Cluster Node Ports, base config

Ports 17 - 48: 10/25GbE Cluster Node Ports, with licenses

Ports 49 - 54: 40/100GbE Cluster Node Ports, with licenses, added
right to left

Ports 55 - 56: 100GbE Cluster ISL Ports, base config

NOTE :

- The 48 SFP28/SFP+ ports are organized into 4-port groups in terms
of port

speed:

Ports 1-4, 5-8, 9-12, 13-16, 17-20, 21-24, 25-28, 29-32, 33-36, 37-
40, 41-44,

45-48

The port speed should be the same (10GbE or 25GbE) across all ports
in a 4-port

group

- If additional licenses are purchased, follow the 'Additional Node
Ports

activated with Licenses' section for instructions

- If SSH is active, it will have to be re-enabled manually after
'erase

startup-config'

command has been executed and the switch rebooted

M. A L. BIFFENARCIER EREETHMERFITFAINKO:

sUAEERRE | HEERERFT
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(cs2) #

0/1
Enable
0/2
Enable
0/3
Enable
0/4
Enable
0/5
Enable
0/6
Enable
0/7
Enable
0/8
Enable
0/9
Enable
0/10
Enable
0/11
Enable
0/12
Enable
0/13
Enable
0/14
Enable
0/15
Enable
0/16
Enable
0/49
Enable
0/50

show port all |

Actor

Type
Timeout

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

Admin

Mode

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

exclude Detach

Physical

Mode

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

40G Full

40G Full

Physical Link

Status Status

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Link

Trap

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable



Enable
0/51
Enable
0/52
Enable
0/53
Enable
0/54
Enable
0/55
Enable
0/56
Enable

long

long

long

long

long

long

long

Enable

Enable

Enable

Enable

Enable

Enable

12. EXRIEN LR E#ITEN:

sIfAE1TERCE

(cs2)# show running-config

18. REFETETHNEE, GEHEEMBRIIEYNEABHRE:

EPNATE

Bl

(cs2) # write memory

This operation may take a few minutes.

100G

100G

100G

100G

100G

100G

Full

Full

Full

Full

Full

Full

Down

Down

Down

Down

Down

Down

Enable

Enable

Enable

Enable

Enable

Enable

Management interfaces will not be available during this time.

Are you sure you want to save?

Config

file

'startup-config'

Configuration Saved!

14. BRI HRIEEEEITHEE S ER:

refi#

(y/n)

created successfully.
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(cs2)# reload
Are you sure you would like to reset the system? (y/n) y

System will now restart!

15, FEEBTMANCS2 L. Ban&EEE™ R~ RS IR O/E .

(cs2) (Config)# interface 0/1-0/16
(cs2) (Interface 0/1-0/16)# no shutdown

16. ISIFACHEACS2_ EMiEO: show interfaces status all | exclude Detach
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(csl)# show interfaces status all |

exclude Detach

Link Physical Physical
Media Flow
Port Name State Mode Status Type
Control VLAN
0/16 10/25GbE Node Port Down Auto
Inactive Trunk
0/17 10/25GbE Node Port Down Auto
Inactive Trunk
0/18 10/25GbE Node Port Up 25G Full 25G Full
25GBase-SR Inactive Trunk
0/19 10/25GbE Node Port Up 25G Full 25G Full
25GBase-SR Inactive Trunk
0/50 40/100GbE Node Port Down Auto
Inactive Trunk
0/51 40/100GbE Node Port Down Auto
Inactive Trunk
0/52 40/100GbE Node Port Down Auto
Inactive Trunk
0/53 40/100GbE Node Port Down Auto
Inactive Trunk
0/54 40/100GbE Node Port Down Auto
Inactive Trunk
0/55 Cluster ISL Port Up Auto 100G Full
Copper Inactive Trunk
0/56 Cluster ISL Port Up Auto 100G Full
Copper Inactive Trunk

17. IIEERRY FEEFIR RN TR,
a. WIFEEPMET R LMeObin OREIE B HEIZITIES:

network port show -role cluster
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clusterl::*> network port show -role cluster

Node: clusterl-01

Ignore

Health Health

Port IPspace
Status Status

ela Cluster
healthy false
elOb Cluster

healthy false

Node: clusterl-02

Ignore

Health Health
Port IPspace
Status Status

ela Cluster
healthy false
e0b Cluster

healthy false
Node: clusterl-03
Ignore

Health Health

Port IPspace
Status Status

ela Cluster
healthy false
e0b Cluster

healthy false

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster up 9000 auto/10000
Cluster up 9000 auto/10000
Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster up 9000 auto/10000
Cluster up 9000 auto/10000
Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster up 9000 auto/100000

Cluster up 9000 auto/100000



Node: clusterl-04
Ignore
Health Health

Port IPspace
Status Status

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

ela Cluster Cluster
healthy false
eOb Cluster Cluster

healthy false

b. MEBIIEIHRHBI TR

up

up

9000

9000

auto/100000

auto/100000
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clusterl::*> network device-discovery show -protocol cdp

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl 0/2
BES-53248

e0b cs?2 0/2
BES-53248
cluster01-2/cdp

ela csl 0/1
BES-53248

e0b cs?2 0/1
BES-53248
cluster01-3/cdp

ela csl 0/4
BES-53248

e0b cs2 0/4
BES-53248
clusterl-04/cdp

ela csl 0/3
BES-53248

e0b cs?2 0/2

BES-53248



ONTAP 9.8 &E Sk

MONTAP 9.8FF44. HERAUTHS:

-enabled-operational true

clusterl::*> system switch ethernet show -is-monitoring-enabled

-operational true

Switch
csl
53248
Serial Number:
Is Monitored:
Reason:
Software Version:
Version Source:
cs?2
53248

Serial Number:

Is Monitored:
Reason:

Software Version:

Version Source:

clusterl::*>

ONTAP 9.7 & E R Rz

X TFONTAP 9.7 B RhA. BEAG<:

-enabled-operational true

Address

cluster—-network 10.228.143.200

QTWCU22510008

true

None

3.10.0.3

CDP/ISDP
cluster—-network 10.228.143.202

QTWCU22510009

true

None

3.10.0.3

CDP/ISDP

system switch ethernet show -is-monitoring

Model

BES-

BES-

system cluster-switch show -is-monitoring
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2.

50

clusterl:
-operational true

Address

:*> system cluster-switch show -is-monitoring-enabled

Switch
csl
53248
Serial Number:
Is Monitored:
Reason:
Software Version:
Version Source:
cs2
53248
Serial Number:
Is Monitored:
Reason:
Software Version:
Version Source:
clusterl::*>

cluster-network

QTWCU22510008
true

None

3.10.0.3
CDP/ISDP

cluster—-network

QTWCU22510009
true

None

3.10.0.3
CDP/ISDP

TERBIRNCST £y KIFERE T R &8 IR O AYIR L,

T RAIERZEORG L

(csl) # configure

(csl) (Config)# interface 0/1-0/16
(csl) (Interface 0/1-0/16)# shutdown

FIEEREE LIF 2B EEHEI3

show -role cluster

A CS2 EHEERIIR . 1

XA RETR

10.228.143.200

10.228.143.202

21 shBYBYIEL,

BES-

BES-

network interface
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clusterl::*> network interface show

-role cluster

Logical Status Network
Current Is
Vserver Interface Admin/Oper Address/Mask
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.3.4/23
clusterl-01 ela false

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 eOb true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 ela false

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 eOb true

clusterl-03 clusl wup/up 169.254.1.3/23
clusterl-03 ela false

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 e0b true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 ela false

clusterl-04 clus2 wup/up 169.254.1.7/23
clusterl-04 eOb true
clusterl::*>

3. IR TIBITIER: cluster show
Rl

clusterl::*> cluster show
Node Health Eligibility Epsilon
clusterl-01 true true false
clusterl-02 true true false
clusterl-03 true true true
clusterl-04 true true false

4. JFTIMHCS1EE S BAFE 14,
S 1EEE LIF tEBEBamRR:

clusterl::*> network interface modify -vserver Cluster



-1if * —-auto-revert true

6. EMBTHRIEN] CS1 o HITIIRIFRTAMASERE LIF RIRBIE O, Er] AR IER N ER SRS
BT = LR " SEERROXHE " Fo

B
(csl)# reload
The system has unsaved changes.
Would you like to save them now? (y/n) y

Config file 'startup-config' created successfully.
Configuration Saved! System will now restart!

£33 WILFCE
1 ERMACS T b IR R NN IE O RSN BB
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(csl)# show interfaces status all |

Media
Port
Control

0/16
Inactive
0/17
Inactive
0/18
25GBase-SR
0/19
25GBase-SR

0/50
Inactive
0/51
Inactive
0/52
Inactive
0/53
Inactive
0/54
Inactive
0/55
Copper
0/56
Copper

10/25GbE Node Port

Trunk

10/25GbE Node Port

Trunk

10/25GbE Node Port

Inactive

Trunk

10/25GbE Node Port

Inactive

40/100GbE
Trunk
40/100GbE
Trunk
40/100GbE
Trunk
40/100GbE
Trunk
40/100GbE
Trunk
Cluster
Inactive
Cluster

Inactive

Trunk

Node Port

Node Port

Node Port

Node Port

Node Port

ISL Port
Trunk

ISL Port

Trunk

2. BIFHACS1MCS22Z BISLER FEi51T:

Link

State

Down

Down

Up

Up

Down

Down

Down

Down

Down

Up

Up

show port-channel 1/1

exclude Detach

Physical

Mode

Auto

Auto

25G Full

25G Full

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Physical

Status

25G Full

25G Full

100G Full

100G Full

Type
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(csl)# show port-channel 1/1

Local InterfacCe. ...ttt ittt eeeeenannn
Channel NamE . . v v i it teeeeeeeeeeeeeeeeeeeeeenn

LinKk State. o v ittt e et e e e e e e e e
AdMIN MO . i it ittt ittt ettt et ettt e e e
OB 0 0 0 00 0000000000000000000000000C0C0A00O0GOO O

Load Balance Option. ..ot eeeeeeeeeennenens

(Enhanced hashing mode)

Mbr Device/ Port Port

Ports Timeout Speed Active

0/55 actor/long Auto True
partner/long

0/56 actor/long Auto True
partner/long

IOUFERE LIF @62 RRE|EE K[ network interface show

. 1/1
. Cluster-ISL

. Up
. Enabled

-role cluster



Bl

clusterl::*> network interface show -role cluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl up/up 169.254.3.4/23
clusterl-01 ela true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 eOb true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 ela true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 eOb true

clusterl-03 clusl wup/up 169.254.1.3/23
clusterl-03 ela true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 elb true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 ela true

clusterl-04 clus2 wup/up 169.254.1.7/23
clusterl-04 eOb true

4. IIFERRERTITITIER: cluster show

Ebnwn (]

clusterl::*> cluster show

Node Health Eligibility Epsilon
clusterl-01 true true false
clusterl-02 true true false
clusterl-03 true true true
clusterl-04 true true false

S, INEFZEBHEIMIT Ping 12ELIISIEERE: cluster ping-cluster -node local



Bl

clusterl::*> cluster ping-cluster -node local

Host is clusterl1-03

Getting addresses from network interface table...
Cluster clusterl-03 clusl 169.254.1.3 clusterl-03 e0a

Cluster clusterl-03 clusZ2 169.254.1.1 clusterl-03 eOb
Cluster clusterl-04 clusl 169.254.1.6 clusterl-04 eOa
Cluster clusterl-04 clus2 169.254.1.7 clusterl-04 e0b
Cluster clusterl-01 clusl 169.254.3.4 clusterl-01 eOa
Cluster clusterl-01 clus2 169.254.3.5 clusterl-01 eOb
Cluster clusterl-02 clusl 169.254.3.8 clusterl-02 e0a
Cluster clusterl-02 clus2 169.254.3.9 clusterl-02 eOb

Local = 169.254.1.3 169.254.1.1

Remote = 169.254.1.6 169.254.1.7 169.254.3.4 169.254.3.5 169.254.3.8
169.254.3.9

Cluster Vserver Id = 4294967293

Ping status:

Basic connectivity succeeds on 12 path(s)

Basic connectivity fails on 0 path(s)

Detected 9000 byte MTU on 12 path(s):

Local 169.254.1.3 to Remote 169.254.1.6
Local 169.254.1.3 to Remote 169.254.1.7
Local 169.254.1.3 to Remote 169.254.3.4
Local 169.254.1.3 to Remote 169.254.3.5
Local 169.254.1.3 to Remote 169.254.3.8
Local 169.254.1.3 to Remote 169.254.3.9
Local 169.254.1.1 to Remote 169.254.1.6
Local 169.254.1.1 to Remote 169.254.1.7
Local 169.254.1.1 to Remote 169.254.3.4
Local 169.254.1.1 to Remote 169.254.3.5
Local 169.254.1.1 to Remote 169.254.3.8
Local 169.254.1.1 to Remote 169.254.3.9

Larger than PMTU communication succeeds on 12 path(s)
RPC status:

6 paths up, 0 paths down (tcp check)

6 paths up, 0 paths down (udp check)

6. JAXPRAAIEFHE LN admin

set -privilege admin
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7. MR B THEIEEG, FiE AR AutoSupport JHEEHEETE:

ssystem node AutoSupport invoke -node * -type all -message MAINT=end
T—FRHA?
"RECSHMEE XX 14",
7t BES-53248 S8 324/l /2 A SSH

AR IE(E A ER TN IEI TN M 1528 (Cluster Switch Health Monitor. CSHM)F1 B &4
£IheE. MMAEMSSHERR. AEEEEIEN _EBBSSH,

p
1. WIESSHREEEZRMA:!

show ip ssh

bbnwnt]

(switch) # show ip ssh

SSH Configuration

Administrative Mode: ......iiiiitiienerennnnnnns Disabled
SSOH POTL: ittt ittt e e e e e et et 22
Protocol Level: ...ttt ittt eeenneennnens Version 2
SSH Sessions Currently Active: ..........cc.o.o... 0

Max SSH Sessions Allowed: ...t nneeennnnenn. 5

SSH TimeoUt (MINS) & &t v ittt enteeeeeneeeeeneenes 5

Keys Present: ...ttt eeteeeeeeeneeenannnn DSA (1024) RSA(1024)
ECDSA (521)

Key Generation INn ProgresSS: .....eeeeeeeeeeennn None

SSH Public Key Authentication Mode: ........... Disabled
SCP server Administrative Mode: ............... Disabled

2. %Y SSH &4A:

crypto key generate
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Bl

(switch)# config
(switch) (Config)# crypto key generate rsa

Do you want to overwrite the existing RSA keys? (y/n): y

(switch) (Config)# crypto key generate dsa

Do you want to overwrite the existing DSA keys? (y/n): y

(switch) (Config)# crypto key generate ecdsa 521

Do you want to overwrite the existing ECDSA keys? (y/n): y

switch) (Config)# aaa authorization commands "noCmdAuthList" none
switch) (Config)# exit
switch) # ip ssh server enable

switch) # ip scp server enable

switch)# ip ssh pubkey-auth
switch

( )
( )
( )
( )
( )
( )# write mem

This operation may take a few minutes.

Management interfaces will not be available during this time.
Are you sure you want to save? (y/n) y

Config file 'startup-config' created successfully.

Configuration Saved!

O ERREBREAZAIZASSH, SN ERIREES.
3. EHRTHIIRM:
refh#
4. BIFREERFA SSH ¢

show ip ssh
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(switch)# show ip ssh

SSH Configuration

Administrative Mode: ......iiiiii it ennennnn. Enabled
SOH POT Lt ittt ittt et e e et e e 22
Protocol Level: ...ttt n et eeeeeeeneeneaneenns Version 2
SSH Sessions Currently Active: ................ 0

Max SSH Sessions Allowed: .....i.itineeeennnennns 5

SSH TimeoUL (MINS) & v vttt it e oeeeeeneeneeneenes 5

Keys Present: ...ttt ittt enenenenenenenens DSA (1024) RSA(1024)

ECDSA (521)

Key Generation In ProgresSS: ... eeeeeeeeennnn None
SSH Public Key Authentication Mode: ........... Enabled
SCP server Administrative Mode: ............... Enabled

F—$Rftar
“E% E ILJ\”&

AR MR IZ TIN5 i 45 B S U

AR ZHRANISI TR 157 88 (CSHM) 71 ST R EBF AN TR AER A ST HABVIETTIOR. HUkE

I B E LT ﬂﬁto IHIREP B S| SESERIEE T IB MR U E 14
BY*Support* HERIEIE, HAWBRE/NWERAutoSupportdt &£/ E BB #43E,

FFaZ Al
s BEEREBATWREINEE. BIUE{TONTAP 9.12. 15 EEhR A< U EFOS 3.8.0.28 B = i<,

* RIS ARSI TR IS T, B HRFITIIE Is Monitored: FEREMNMEBHIGE
J*TRUE* system switch ethernet show @<

p
1. %iﬁ%ﬁuﬂﬁlﬁ BRENHNIETU TSRS, RASRTERMAZIRNZIR. AR 2MERLUKRER

sBRYSTHALAR W B IR B &

59



Bl

clusterl::*> system switch ethernet log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system switch ethernet log setup-password
Enter the switch name: esl
Would you like to specify a user other than admin for log

collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system switch ethernet log setup-password
Enter the switch name: cs2
Would you like to specify a user other than admin for log

collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

2. BEFRNERZE. BEBETUTHD. EdeviceB N E—an SHERNKEN., XEFEMmAHER I HEW
£ FY* Support* B EM &/ UK EE TE R E3E,

system switch ethernet log modify -device <switch-name> -log-request true
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clusterl::*> system switch ethernet log modify -device csl -log
-request true

Do you want to modify the cluster switch log collection
configuration? {y|n}: [n] y

Enabling cluster switch log collection.

clusterl::*> system switch ethernet log modify -device cs2 -log
-request true

Do you want to modify the cluster switch log collection
configuration? {yln}: [n] y

Enabling cluster switch log collection.

EF100. AEKNEASWERSTR:

system switch ethernet log show

(D  mRENE—HORE#ZHETRERTR. BB RNetAppS LT,

HEHER

MRBE HEREDEIRSHUTE—FIRRESTENRHEFPTIN) system switch ethernet log show)
BEIRENIEAR T R

ASWEHIRRE AR S S

RSAZARTFTE %?ﬁiﬁEONTAP SSHE A, TBEXZRNetAppZiFER
I Jo

RN ZIEIEIR WIEEHE. MIASSHERHE M EMONTAP SSHE
o BEIMAH AL EL A NetAppS2 8811 LAIRENAE
KitPHo

X FFIPS, ECDSAZIARNTFIE MREBEATFIPSIRI. NFEBEEHZAIEREN L
4R ECDSAZ A,

EXFIERHE MpREZ AN £ S miny BB E S .

AL fE B SR BRI A R A BEWRENR. B55H ERmHR
FiFo
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ECESNMPvV3
REBI IS (EL BARCESNMPY3, tESNMPV3Z 45 LUK M3 HEAIZ T TR 32 (CSHM),

EFUbES
LI T #n< Bl 7EBroadcom BES-5324832 14| AR ESNMPVIE A

* XfF*no authentication (EZHLIE)*: snmp-server user SNMPv3UserNoAuth NETWORK-
OPERATOR noauth

* XF*MD5/SHARAIEIE*: snmp-server user SNMPv3UserAuth NETWORK-OPERATOR [auth-
md5S |auth-sha]

* WFEFEAES/DESINZEBI*MD5/SHAB{AIGIE*: snmp-server user SNMPv3UserAuthEncrypt
NETWORK-OPERATOR [auth-md5|auth-sha] [priv-aesl28|priv-des]

U TS ER7EONTAP imECESNMPV3FEF & . clusterl: | . *> security login create -user-or
-group-name SNMPv3FlF -application snmp -authentication-method USM -remote-switch
-ipaddress address

U TS ERCSHMEIZSNMPV3FEF & clusterl::*> system switch ethernet modify
—-device DEVICE -snmp-version SNMPv3 -community-or-username SNMPv3 USER

TR
1. 7R3 L& BESNMPV3F P LUER S 10IEMNZ

show snmp status

Bl

(swl) (Config) # snmp-server user <username> network-admin auth-md5

<password> priv-aesl28 <password>

(csl) (Config) # show snmp user snmp

Name Group Name Auth Priv
Meth Meth Remote Engine ID
<username> network-admin MD5 AES128

8000113d03d8c497710bee

2. 7ZONTAP iHiR ESNMPV3AF :

security login create -user-or-group-name <username> -—-application snmp
—authentication-method usm -remote-switch-ipaddress 10.231.80.212
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clusterl::*> security login create -user-or-group-name <username>
-application snmp -authentication-method usm -remote-switch
-ipaddress 10.231.80.212

Enter the authoritative entity's EngineID [remote EngineID]:

Which authentication protocol do you want to choose (none, md5, sha,
sha2-256)

[none] : md5

Enter the authentication protocol password (minimum 8 characters
long) :

Enter the authentication protocol password again:

Which privacy protocol do you want to choose (none, des, aesl28)
[none]: aesl28

Enter privacy protocol password (minimum 8 characters long):
Enter privacy protocol password again:

3. FCSHMECE N {EAHSNMPV3FA P #1Tia%:

system switch ethernet show-all -device "swl" -instance



Bl

clusterl::*> system switch ethernet show-all -device "swl

(b8:59:9£:09:7¢c:22)" -instance

Device Name: swl
IP Address: 10.228.136.24
SNMP Version: SNMPv2c
Is Discovered: true
DEPRECATED-Community String or SNMPv3 Username: -
Community String or SNMPv3 Username: cshml!
Model Number: BES-53248

Switch Network:

Software Version:

cluster—-network
3.9.0.2

Reason For Not Monitoring: None <---- should
display this if SNMP settings are valid
Source Of Switch Version: CDP/ISDP
Is Monitored ?: true
Serial Number of the Device: QTFCU3826001C
RCF Version: v1.8X2 for

Cluster/HA/RDMA

clusterl::*>

clusterl::*> system switch ethernet modify -device "swl" -snmp

-version SNMPv3 -community-or-username <username>

4. FIAEERAFHEIEZNSNMPVIAFEENFYIS 5CSHM AT R E L —F iR FY IS8R,

system switch ethernet polling-interval show
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clusterl::*> system switch ethernet polling-interval show

Polling Interval (in minutes): 5

clusterl::*> system switch ethernet show-all -device "swl" -instance
Device Name:

IP Address:

SNMP Version:

Is Discovered:

DEPRECATED-Community String or SNMPv3 Username:
Community String or SNMPv3 Username:

Model Number:

Switch Network:

Software Version:

Reason For Not Monitoring:

display this if SNMP settings are valid

Source Of Switch Version:

Is Monitored ?:

Serial Number of the Device:
RCF Version:

Cluster/HA/RDMA

swl
10.228.136.24
SNMPv 3

true

<username>
BES-53248
cluster—-network
3.9.0.2

None <---- should
CDP/ISDP

true

QTFCU3826001C
v1.8X2 for
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