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system controller replace start -nodes <node names>
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Warning: 1. Current ONTAP version is 9.15.1

2. Verify that NVMEM or NVRAM batteries of the new nodes are charged,
and charge them if they are not. You need to physically check the new

nodes to see if the NVMEM or NVRAM batteries are charged. You can check

the battery status either by connecting to a serial console or using
SSH, logging into the Service Processor (SP) or Baseboard Management
Controller (BMC) for your system, and use the system sensors to see if
the battery has a sufficient charge.

Attention: Do not try to clear the NVRAM contents. If there is a need to

clear the contents of NVRAM, contact NetApp technical support.

3. If a controller was previously part of a different cluster, run
wipeconfig before using it as the replacement controller.

4. Note: This is not a MetroCluster configuration. Controller
replacement supports only ARL based procedure.
Do you want to continue? {yln}: vy

2. %y, BREIUTRL:

Controller replacement operation: Prechecks in progress.
Controller replacement operation has been paused for user intervention.
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vserver services name-service dns show

network interface show -curr-node <local> -role <cluster,intercluster, node-
mgmt, cluster-mgmt, data>

network port show -node <local> -type physical
service-processor show -node <local> -instance
network fcp adapter show -node <local>

network port ifgrp show -node <local>

system node show -instance -node <local>

run -node <local> sysconfig

storage aggregate show -r

storage aggregate show -node <local>

volume show -node <local>

system license show -owner <local>

sTREMZE#E show

sEERIPEIERRE show-backup

security key-manager external show
sREFHEMEEIIMNE show-status

network port reachability show -detail -node <local>
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9N3R ARL FitORIK, BEIEEREGFIAMN
MRBERTHRERNY, BRIERENTRBENRESROZEMEETR, AREFRBHITIRE,

p
1. BTN RYeRENRAREEEMEEDR!

sTEHEREEMEIstart -node source node-destination destination-node-aggregate
-list *

2. I93F node1 #1 node2 IR HEEHYFIFIEE (MAREFEE) HNRE:!

storage aggregate show -nodes node name-is-home false -fields owner-name. home-
name. state

UTFRAERT ETRRNEREHERIMEENIFAEN <SR!

cluster::> storage aggregate show -nodes nodel -is-home true -fields
owner-name, home-name, state

aggregate home-name owner-name state

aggrl nodel nodel online
aggr?2 nodel nodel online
aggr3 nodel nodel online
aggr4 nodel nodel online

4 entries were displayed.

FERE

T N E B ohiEh28 BRI 1E |

ssystem controller replace start -nodes node names
VFRlE

BXONTAPHFEIHEMAE R, ES N "FrlIEEE"
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RENEDMEL ARBFBRHAR.

p
1. IERERTRMNEILIEE,

XEEERRLITHREEREST APIECE S EHfOKMEY I NRIZRIEZIE,

— s - s

2. BITUER D ZRPEIRSEE security key-manager onboard show-backup #8<:

12 SnapMirror X% (A]i%) .

EREFERIRET B2, BRITHHIAPTE SnapMirror X R EEE. E1F SnapMirror X &[5, ESEEHRE
PR R R IFER AR

S
1. 30 BAnEEEE LAY SnapMirror XRIRT:

snapmirror show

@ WMRARE A" Transferring". M AH 1EXLEEE . snapmirror abort -destination

-vserver vserver name

gNR SnapMirror KRR TF " IEFEER "R, WAIEREEK.
2. HEEBZENMEXAR:

snapmirror quiesce -destination-vserver *

% 2 E. EFEMMNERTR 1

E2M ERHLAR

EMER2H. E&Bnode1IERR SFINASEURELIFERE(IEInode2, LhiZiIZRIBD BT
SERNAY; REEERRE, WEERTUREERS. BRNFohE tbiglE, MRFE. &q]

UEFEMKRKEHTRNEBE, N BERIERHEMNNode1SE. EMHnodel. HiE
EEEER(EP B R E5Inode3FInodes,

ﬂ%
"B 1 EMIMREASH NAS 3B LIF SEMET = 2"
2. "EIE KRBT RIER
3. "= node1"
4. EHMEBE"

BE a1 BENIERER ST NAS #4E LIF S5 EM TS
7£3% node1 B4 node3 Z 7, WIASEIERESH NAS #U3E LIF M node1 #5hE!
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node2 , AIEBRAE nodel HERIZEHE] node3

FaZ Al
FHRMESES, RENEE(F; SO RFiRELRF,

XFIAES

EBREM LIF 5, HREFEELHTIE FIER, SBRIEREFIEIFRESHIE SAN 2iE LIF #

23X %) node3

() FREHEmETUF NIFES; REERLNFEE.

p
1. MERESEIENLIM NAS #IE LIF BupiR(E:

sRGIERIZRERNE
FREIFER S NAS #U4E LIF #= M node1 E%E] node2 ,
IREREE, UERIEREERFE nodel IR SHIIE SAN £i#E LIF T E] node2 .
2. (BERAEIEMM NAS iR LIF Bapi@ERS:
sRGITHIZZEMR show-details
3. EIRMEMATHERENERT, RIEFMEIFRRETE node2 LRSS EEIILFEAKES:
storage aggregate show -node nodeZ-state online -root false

U TRHIER node2 ERVIFIRE S FEANVRE:

cluster::> storage aggregate show -node node2 state online -root false

Aggregate Size Available Used% State #Vols Nodes RAID Status
aggr 1 744 .9GB 744.8GB 0% online 5 node2

raid dp,normal

aggr_ 2 825.0GB 825.0GB 0% online 1 node2

raid dp,normal
2 entries were displayed.

903R node2 MRS TNIMNIRE, IE7E node2 LEAU T SRBHEN, 8TMRE—RX:

storage aggregate online -aggregate aggr name

4. 7 node2 EEAUTHLSHKREEKEY, LUISIE node2 FHFIESE RGN

volume show —-node nodeZ-state offline
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SNR node2 EMEMBRN, E7E node2 LERAMUTHLSKEHEN, S1ME—R
volume online -vserver vserver name-volume volume name
E5 <L ESERAR vserver_name_ AITE_E— ' volume show i < HYHIH X El,
S. HB] 511 WRMEM vir BXA, WEAUTHSE Lir NEBERSKEN up, 8D LIF—

network interface modify -vserver vserver name-1lif LIF name-home-node nodename
-status-admin up

ERME MR E RNRS

MREMRESTLEEMEMIKE R, BOMFHEREMNRES, HETVENBETR
s B E,

KFIAES

MTFItER, EBMEMUREREE

g

1. RERHEERS (EMS) HEUMERALEENE USRS RAIRE,
2. EFTEMERHINMIESHKSRNES

sTEEERESEME(Istart —-node nodel-destination node2-aggregate-list aggr name-no
—-controller-upgrade true

3. HIMETRAY, BN vyo
4. eI MR T AEZ —RH EREML:

JEIN Description
BEOROE FALITES:. storage aggregate relocation start

-node nodel -destination node2 -aggregate-list
aggr list-no-controller-upgrade true -override
-vetoes true

BE=BirNE ERALL T8RS storage aggregate relocation start
-node nodel -destination node2 -aggregate-list
aggr list-no-controller-upgrade true -override
-vetoes true -override-destination-checks true

{=H node1

F(=H node1 , BEEMEEoHEE, LUEER node2 ZR HA X FH1EFEXIF] nodel o
TEEEIRESER, ¥ nodet MHZESHAFETREI T,

pg
1. TRER(E:
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sAGITHIRERNE
2. I53F node1 EEEHE:
sEGFITHIZZEHE show-details

FeRfE
Fkserkia, ERILUEMA nodel, BE 1=AEIERS"

NS

THRET B HYIRE N node3 # node4 [5, ERIEEFEBIMKZNE(]. ANiB netboot
RTMIEIEIRSS 25 L7 ERY ONTAP UK ST, HEENZEoE. E2IEONTAP 92 &R
GBI AR B R RS D] LG IR IWebARSZ 28 .

& T AR USBB AR TME B, 155 WHNIREXE "tl{A{EAboot_recovery loaderfi < LEEONTAP
LUBITRAVIRIRE"S
Fraz i

* BIAERILUER R ZIA1R HTTP RS 28

) E%J‘E "SEZR" HEZE] _NetApp XFIAR _ HTHERTENFTSMIERMIRAR ONTAP X ERRAX

KXFUIES

SNSRFIEHI RS _ERER) ONTAP 9 WA 5 RIAIEHIZE L L RAMRARE, NATUEIMEBoXETHIzE. &
I HIZRE, EeILIM Web ARS528 ETFERY ONTAP 9 BMEBThA S, ARG, EaILUSERM 4 THE
BT EigE, UWHESRRREE.

TR
1. 3518) NetApp Z#Hib R LU T HA FHRITRANE B,

2. M NetApp z3Fub s B E T HEF D THAARAY ONTAP 2ifF, 3HI§ * <ontap_version>_image.tgz’ X{47Z
fETERBEIE Web 15019 E F 5,

3. IR EENET Web ARIRMIBE R, HIWIEFMBEXHEET A,
BHWERYIRNBE U TXH:

<ontap version> image.tgz
@ EAEEIRE ontap version image.tgz MXHFHINZE,

TREATERPHER "E 3 M

£ 3 . ZEHBETH node3
B3N ERBLIR
15 3 MNER, BLIEHELI node3 , HE node1 PHIERBT BB OZE 7T node3
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BN, HIQUE node3 £, MNREFHIIENetAppENZE(NVE). NEEXREZRHRE
EIRECE, ,dtff_*__fl«/(ﬁl—rnodm NASEHIELIFFIFIRER S Mnode2 B E (i Flnode3. 34
iEnode3 L @B ETESAN LIF,
il

1. "REHFEI node3"

2. "IHiF node3 ZiL"

3. "8 node3 £ key-manager AR E&"

4. "¥& node1 BEMIEIRESF NAS #3E LIF M node2 #50%EI node3"

LZEF BT node3

e UTENIZR P ZEnode3. Enode1 lUEIE(L I EInode3. Bninode3HZEONTAP, A
&« WATFIR. EFiEcnode1 BT RIF . B FIRENEEE U ILIEZ )
FEHENMEInode2MERIIERES,

KXTFULES

BREUIRIEE Jtl:FﬁEﬁ:FﬁAH'FE{ S LSRR AIDZEITEMRY; BIEREREFE, UEEALDIERERS. S8R
FrpRE MR I EELTIVIESAN LIFsES EMIHEXH 2 Bc4Anode3_ LRI IEHFCHIR IR Mo

1R node3 5 node1 % %[ ONTAP 9 hrASAR[E, MFEEMEHITHEZDN. L2 node3 fG, M Web RS
#5 ETZ6E8Y ONTAP 9 BURBTITE. ARG, EAILURRAMIEIEEIERIIXE THIEHN RIS, UMEEER
FKRnh EENEE"
pZ

1. [auto_install3_step1]] i5#fR/9 node3 FIREHZE=|8).

N RNZENSEERAESUETRAAE. AYIARTRH=EER,

2. [ auto_install3_step2]] #IRERER F LTI RESH Installation and Setup Instructions FEHZRALEE node3

o

3. [auto_install3_step3]] ATis 3 Lk, FEEMTR 1 BoEITIR 3.

MONTAP 9.15. 1738, #izHlRESRE—MIRF HOATFRREEEHIRBMC)MEEERE, B
& E .

c ITHle (RiEEEiRO)

° EEEHAIHAIRO

° HEIRO

o RN R ERIHO

° EBR{TIERESCSI (SAS)HM LUAMZ L

° SANFZE : iSCSILIAM. FCHINVMe/FCIZiAiHA
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4.

TR e R EE N BRI 2 BN EES L. UEEREEHISMRES ZEIKME
B BXRERTENRGNURANEFERNALE. B2N "2ALEIE" S

@ X FONTAP 9.151 R EEARAFSINAYIZHIZE. SEHMHARECERBERNE . MNFi&E
BHAECE. FERR MR OEETIFE S5 . MIIEERIZEAR
ZAFF ATKEY, BT R ERetalm DEZE— M. HRER I TR ERe7a
i R R 58 — AT

[ auto_install3_step4]] $J7F node3 WEEIR, ASTEIEH SL&URIZ Ctrl-C ihRBEIFRIRTRET, LUPETSED

LN

() Ewhnodes i, BAIAERBIIUTEEHE:

WARNING: The battery is unfit to retain data during a power outage. This
is likely because the battery is discharged but could be due to other
temporary conditions.

When the battery is ready, the boot process will complete and services
will be engaged.

To override this delay, press 'c' followed by 'Enter'

o MREAPBINETHEE, WEBRITUTERMEF 4 T, HITUITEE:

6.

a. EREFEEMALERET NVRAM BB ERLSMNEAIZH QHE, EXE, BRIERLERN
BIFERE,

b. JLEBFEARF SRR AL,

(D m wBSER; MEFAFGHRE, THESHMEER, *
ORE Uk e
(% 6 5] BEUTREZ—, REMSRMES.

@ B ER BRI O IP {EANSKEhEE, 570EREIE LIF IP, SMNTERITHERIAE R
BES & E HiE B,

thSENEENN (DHCP) B4 ...
ETEIETT ERMIFRRTTAER U TS BEhECEEZ: ifconfig e0M

—auto
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7.

10.
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hSENEENIY (DHCP) B4 ...
KistT ERIFRRTFAER U T oL FohiEERE:

ifconfig eOM -addr=filer addr -mask=netmask -
gw=gateway -dns=dns addr -domain=dns domain
filer addr RfFfERFHIIPHINL(HAIE),

netmask elFERFRIMNEBID(WAE).

gateway BFERFBIMNK(AE).

dns_addr ML _ERFRARSS 23AYIPHIAE(RTI5E),
dns domain 23 ARSS (DNS)IZ A (FIE).

@ TREORFEREMSH, AXFHAER, BFEEHRT
SN help ifconfigo

[§ 7 ] 3t node3 HITNEEEN:

netboot http://<web server ip/path to web-
accessible directory>/<ontap version> image.tgz

" <path_to_the_web-accessible_directory>" Ng5RETEERIH T <ontap_version>_image.tgz" B & "
HEENERBE",

() sameersm,

(55 8 ¥] METHREBEHEZFET - (7) BEARERRHE -

b EETNR] FEGETRY ONTAP BUYEH B HL R B ahigEFo

BRELUTER:

This procedure is not supported for Non-Disruptive Upgrade on an HA pair

AREARA TSR ONTAP , MAZHRITHIZE.

JBIALR(E netboot BT R B NFEME, NREEHEMSEEITH2E EREmE,

@ U‘JTE‘E%Z‘?%T [EHRIBRIG, LD EHEIRE R SFRE ONTAP hRZS, netboot@EX B 53k
SR (7) Install new software EBFRBENIN RFEIERIFIONTAP M4 E £
AHQ%T%%I:J:O

(% 9 ] MRAZRTEHREEITRIESE, BRI v, SRFRTERWANRGEE, ERN URL
" http://<web_server_ip/path_to_web-accessible_directory>/<ontap_version>_image.tgz’
(2 10 ] AT FLRUETHEMITHIZIER:
a. HIMATRTE, BN n MRS EHIE
dEVAIRRENEE? { vin }


http://<web_server_ip/path_to_web-accessible_directory>/<ontap_version>_image.tgz`

b. HIPLATHRRES, kAN v UEHBE:
BFHAERMLENNRG, YAEMBHTR. BREVHMENEGE? { vin ]
IEHBEREN BT, EFEERMXEL, HABMMKEEENRRIL, HABIERECEHIE.

N[5 1 $] MEmREPEREFER 5 , HERRRTEREBHIEAN vo
12. [ 12 ] BiHTHIBMNERSEEN ha

ha-config show

UTRBIERT ha-config show m<HIGmIL :

Chassis HA configuration: ha
Controller HA configuration: ha

C) ii?@ﬁ&%wﬂﬁiEﬂ%%%HA%E%&&%EOEﬁ%%ﬁHAﬁ¢%ﬁﬁﬁ#%
SE B,
13. INRiEHIBSMVFAERECE Aha, EERUTHSEIELSE:
ha-config modify controller ha
ha-config modify chassis ha
14. HIAF TR B UM R ZRAPR A LIKMiR O B ECE N7z E
storage port show

ETRHNEHERTRSEE, UWTaLRAERTHEENFEER N EFHERNTR. BNRSEHLAIESH
AfE:

*> storage port show

Port Type Mode Speed (Gb/s) State Status VLAN ID
ella ENET storage 100 Gb/s enabled online 30
ellb ENET storage 100 Gb/s enabled online 30

15. {BRI&E HstoragerIim O :

storage port modify -p <port> -m storage

BRI FEZRAPRE UK WG D& A ECE fFfE. 7 REih R R MRS,
16. R EIPIRT:

halt
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ERIFEIRRARZ ctrl-c LT EEhED.

17. £ node2 £, WERZKHE, BEMNEX:
dATE

18. 7 node3 £, FERINIFMERTHLERAUTHTIRERLA:
sHNfarZesE B HR

19. IIBEHE, 1B7E node3 LIGERHR:
set date <mm/dd/yyyy>

20. 7£ node3 L, ERNIMERTAAER U T ERIE:
sBYia]

21. IBEHE, JETE node3 LG ERTE]:
set time <hh:mm:ss>

22. ERMEEFF. &Enode3 EHEEI RLID:

setenv partner-sysid <node2 sysid>
FFFnode3. partner-sysid & Anode2d,
a. RFIRE:
saveenv
23. [auto_install3_step21]]3&3iF partner-sysid ¥ Fnode3:
printenv partner-sysid

24. INRERET NetAppTF NI (NSE)IERNZE. IBHITUT SR

@ NRIEZ AR ARTEIRED T PHITIIEME. B RANIREXE "N EEE 2R
WFIPSINIE" #RE TR E AR B N IXBH2RRIEEY,

a. 188 bootarg.storageencryption.support to true g false:

SNRIEFECEAUTIERRE. BER AREE...

FIAFIPS 140-2 24k BN EK setenv bootarg.storageencryption.support true
HINSEIXEh2S

NetAppIEFIPS SED setenv bootarg.storageencryption.support false

b. ZEEZHBMREFHIEFIEI (10) Set Onboard Key Manager recovery secretso
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MNGANCRIRES R BEEENENEE. B30 "ERRAEAEESEEEFMENE"
25 BEi T RHENBERE:
boot ontap =]

26. 1Enode3 b, ¥#EIBohFE, AGEMA22/7TIRFIEEIAT boot _after controller replacemento 7E
eI, %N node1 LU nodet BYBAERE#T/3EC4E node3 , WILATFRAIFAR.
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20

T =% & H R

LOADER-A> boot ontap menu
<output truncated>

All rights reserved.

R R I e A b b I b S S b 2 I e db b b S b b I S S S 2 S i I
* *
* Press Ctrl-C for Boot Menu. *
* *

KAKRKkANRA AR Ak AN A I AR I A XA XAk A XAk Xk %

<output truncated>

Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Update flash from backup config.

)
)
)
)
)
) Install new software first.
) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.

11) Configure node for external key management.

Selection (1-11)2? 22/7

22/7) Print this secret List

25/6) Force boot with multiple filesystem disks missing.

25/7) Boot w/ disk labels forced to clean.

29/7) Bypass media errors.

44/4a) Zero disks i1f needed and create new flexible root volume.
44/7) Assign all disks, Initialize all disks as SPARE, write DDR
labels

(
(
(
(
(
(

<output truncated>

(wipeconfiqg) Clean all configuration on boot
device

(boot _after controller replacement) Boot after controller upgrade
(boot after mcc transition) Boot after MCC transition

(9a) Unpartition all disks and remove
their ownership information.

(9b) Clean configuration and



initialize node with partitioned disks.

(9¢) Clean configuration and
initialize node with whole disks.

(9d) Reboot the node.

(9e) Return to main boot menu.
The boot device has changed. System configuration information could
be lost. Use option (6) to restore the system configuration, or
option (4) to initialize all disks and setup a new system.
Normal Boot is prohibited.

Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Update flash from backup config.

)
)
)
)
)
) Install new software first.
) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.

11) Configure node for external key management.

Selection (1-11)? boot after controller replacement

This will replace all flash-based configuration with the last backup

to disks. Are you sure you want to continue?: yes
<output truncated>

Controller Replacement: Provide name of the node you would like to
replace:<nodename of the node being replaced>

Changing sysid of node nodel disks.

Fetched sanown old owner sysid = 536940063 and calculated old sys id
= 536940063

Partner sysid = 4294967295, owner sysid = 536940063

<output truncated>

varfs backup restore: restore using /mroot/etc/varfs.tgz

varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: attempting to restore env file to the boot
device

varfs backup restore: successfully restored env file to the boot
device wrote key file "/tmp/rndc.key"

varfs backup restore: timeout waiting for login

varfs backup restore: Rebooting to load the new varfs

21



27.

28.
29.

30.
31.

32.

22

Terminated
<node reboots>
System rebooting...

Restoring env file from boot media...

copy env_file:scenario = head upgrade
Successfully restored env file from boot media...
Rebooting to load the restored env file...

System rebooting...
<output truncated>

WARNING: System ID mismatch. This usually occurs when replacing a
boot device or NVRAM cards!
Override system ID? {y|n} y

Login:

C) £ LRiER etatrflh, MRASERSABESX (ADP) W&, ONTAP RiZniEE
NECH T R 2o

MRAGHNEMBBEIFHEREE no disks found, WRNHEEEMAELINAZ, EHFERLECR]
A FSW HEEHR" o

EBniEshHREl. 1% ctrl-c UERTRFLELET = LOADER> o
EMBIEFR TR, HNEIFEL

boot ontap maint

WA ISR, IEHISRE S FRB. HARE UREMBEZAEXIFMER.
IRHAEPIRT:

halt

EMHEFRTAL. B

boot ontap 3

WE, ERHE, HRYUENEILFDELENFREHE, HeligmiAREm.
NREFEIEMET RERREMZ. WONTAPE EMEEPIZEEES. KRIRENEH,

()  ELREEENeAENEN, HifEAEm,

a. REESHRIBEIRE:

LOADER> boot ontap menu



Please choose one of the following:
1) Normal Boot.

) Boot without /etc/rc.

) Change password.

) Clean configuration and initialize all disks.
) Maintenance mode boot.

) Update flash from backup config.

) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.

1) Configure node for external key management.

Selection (1-11)2? 10

b. ¥EH*(10)IR BB EIE R M E Z R
C. RN ...y EUUTRTRAL:

This option must be used only in disaster recovery procedures. Are you sure?
(y or n): y

d. FRRATA. MARREERBEEE,
e. HIEREY. BMASDEE,
@ B MEEFIRENEREIZEMEH IR ESE ALY TI =" section of this procedure.

f. AR EFHBEEFHBEIIFES. BTIEDT*(1) Normal Boot*
@ RAIRER T MM IR RITEIR. MNRHIMEBIR. BEETNFIE. TE32 HIIRALESE
BahAlLk.
I node3 &3t

R IELIE node1 FRVHIRiR 25 IEHIRETE] node3 LRV, X4, node3 f&
A EARESEHPHNEMT R UM HTIEE,

KXTFULES

BB "SEEE #HEE Node Hardware Universe LUBRRE X R EIRONER. EBREXDHEEESER
HER.

Y2 OfmER AT R SR, SHMTREME, ONTAP B=HAMEMNMITESRS LIF WikO, UEENE
B,

R node1 HIRIR R EHIZEMETE] node3 LMYIRIRO, HHITF—T A5 node3 FHIWKRELE » A
FEE WL EE,
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LR BEI node3 5, EUIRIERTEERELEE, BHMEFR node3 MINfE, ARREEME(IRIE,
LR, EREZESF, BIFFEE, B2 node3 MNP

SHIE
1. I93F node3 BB MNP

cluster show -node node3 -fields health
health FEEAVIIEN A true o

2. #1k node3 5 node2 BFRA—&8, HEGITKRRYF:
cluster show

3. UNHREISRIRIEL

set advanced

4. BEREHIRERIZEIRTS, ARIEHESATEERS, UREELT nodet HEZHIFPRE, LUEHRIT
LEMITHI SR MIB B LN YEEES

ssystem controller replace show
sRGEIERIZZEM show-details

S. IMEIEHIEs EHURIE:
sRGITHIBRERNE

6. IFHBEEIEELIATTN, HERUTHER:
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Cluster::*> system controller replace show
Node Status Error-Action

Nodel (now node3) Paused-for-intervention Follow the instructions
given in

Step Details
Node?2 None

Step Details:

To complete the Network Reachability task, the ONTAP network
configuration must be manually adjusted to match the new physical
network configuration of the hardware. This includes:

1. Re-create the interface group, if needed, before restoring VLANs. For
detailed commands and instructions, refer to the "Re-creating VLANs,
ifgrps, and broadcast domains" section of the upgrade controller
hardware guide for the ONTAP version running on the new controllers.

2. Run the command "cluster controller-replacement network displaced-
vlans show" to check if any VLAN is displaced.

3. If any VLAN is displaced, run the command "cluster controller-
replacement network displaced-vlans restore" to restore the VLAN on the
desired port.

2 entries were displayed.

@ EIIRIEL B, re-creating VLAN , ifgrp F broadcast domains — HEEME N
_Restore node3 EHIMLBECE,

7. EIEHIRERATEHERENERT, BERITAEN T — 0 TR = ERRNERE,

AR node3 FHINBEE

ik node3 b FHEARSHE S node2 BERE, BMHIA node3 EE/RT nodel BY VLAN , $ZOILAF #59,
tboh, BIERBEEEIERI BIAPEEFTE node3 MLKimH,

XFIAES
BXREIBMEMEIZ VLAN , EOAM BEIFEAER, B2 "SZ 51" %3] Network Management .

PIE
1. BIHBEAHLR node1 (FFH node3 ) LHIFREYIRRO:

network port show -node node3

IERERT = EAFEYIENS KO, VLAN mOMEOARO, Fithtd, ETLEE ONTAP ER
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EEYIBIROBE K8 [ 18, ErILUER LA RE B E LR OB FE O A REE, VLAN
B iR O SR IR O RS LIF .

Gl koS e M al= 0 55
network port broadcast-domain show
5lltHinode3_EFrE im ORISR O Rl 5 1EE R -
ML&im O RA R R
TNEREMTF AT R8RS

ClusterA::*> network port reachability show

Node Port Expected Reachability Reachability
Status

nodel node3

e(OM Default:Mgmt ok
elOa Default:Default ok
el0b = no-reachability
elOc Default:Default ok
el0Od = no-reachability
ela Cluster:Cluster ok
elb = no-reachability
ela Cluster:Cluster ok
e7b = no-reachability
node2 node4
eOM Default:Mgmt ok
eda Default:Default ok
edb = no-reachability
edc Default:Default ok
edd = no-reachability
e3a Cluster:Cluster ok
e3b Cluster:Cluster ok

18 entries were displayed.
£ EERYIRABIH, nodel_node3 BIEEIRITHIZZENINIBTHEY, FLEGROTTAARIETNIA#EE, w4700
TEE,

[ auto_verify_3_stepd]] & node3 L& MNHOMIRIIA Iﬂ |“£|kuT% ok BIRIIARIYE. B FLxHERMIRRO
T TS, ARRMEM VLAN mOETU TGRS, —RET—1"

network port reachability repair -node <node name> -port <port name>

NV ==l (Vs ol b Sl S E T ol



Cluster ::> reachability repair -node nodel node3 -port eda

Warning: Repairing port "nodel node3: e4a" may cause it to move into a
different broadcast domain, which can cause LIFs to be re-homed away
from the port. Are you sure you want to continue? {y|n}:

NFRNFRMERS I aE S SRIFAE B A HRERSTENRD, N ER—FEEHR, WNLfFT. |
ERETE! D%ﬂlﬂuﬁﬁﬁ y 5 n BUERL

WP EYIRIROR S A AR HRE:

M&IwORARIE R

FEHRITENARIMEEER, ONTAP ZZRIRXRiROMEFEERN #FEH, BR, MRLTERER N IHEORIE]
nEtE, HRZEONETEMIAT &5, N ONTAP Xh Y*“‘”“EI@'JL%E’JF‘ &

o MNRFEMARE SHTHIBZMER OB BALE, FREUTIRHITENR.
a. [EAST MET HEIE R R A TR BRI D 4B A SR i D BYEB IR o IERT LUER LA T as AT IR (E:

network port broadcast-domain remove-ports -broadcast-domain <broadcast-
domain name> -ports <node name:port name>

b. KR RimO AN EE O

network port ifgrp add-port -node <node name> -ifgrp <ifgrp> -port
<port name>

C. EARMB—TRKEABARLY—2D, FHOLAZBERMEI #BEF,
d. IiEEMARS ERMNEMER A 5

network port reachability show -node <node name> -port <ifgrp>

NRFOLNRIARIMEIRES S NOT ok , IEEHEDELAMER I HEE:

network port broadcast-domain add-ports -broadcast-domain
<broadcast domain name> -ports <node:port>

6. BT BIEE LYIRIR 9 ELE cluster [ 151 :
a. WEMLEIR O] ih(0) S8 I REE

network port reachability show -reachable-broadcast-domains cluster . 58
b. INRENHRIERSFZE ER , BEERIFIR £8 R EMRO:

network port reachability repair -node <node name> -port <port name>
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7.

8.

28

FERUTHLZ—RERYIER OSBRI EIER T .

network port reachability repair -node <node name> -port <port name>
network port broadcast-domain remove-port

M£Ziw broadcast-domain add-port

AR FERTHRSHEINTREL ERAUTLSHREREMBIAMEA ok , MIEERBYIERORAT
IR

WLEiHORi5R)M show -detail
FERUTHZEREEEMB Y ER VLAN :
a. FIHBE B VLAN :

cluster controller-replacement network placed-vlans show

;N VAR Il T

Cluster::*> displaced-vlans show
(cluster controller-replacement network displaced-vlans show)

Original
Node Base Port VLANSs
Nodel ala 822, 823
eda 822, 823

2 entries were displayed.

b. IE R MSTATRIE IR O R EHRAY VLAN !

cluster controller-replacement network placed-vlans restore

UTRAZERTHEMZONA a0a PH LAY VLAN EREIE—ZOHNERE:

Cluster::*> displaced-vlans restore -node nodel node3 -port ala
-destination-port ala

ITEEi%O "e9a" EAE &k VLAN R E] e9d BIRHI:

Cluster::*> displaced-vlans restore -node nodel node3 -port e%a
-destination-port e9d

BYINIEIR VLAN 5, RTEEERBinEO L eZEEMRA VLAN . MR BREOEEOAHMKR RS BT
mOE2XHE, W VLAN EFEF KK,



FR/FRY—0%, UERBIERR VLAN IRE R HABR A #gH,

a. RIEEZE JATE cluster controller-replacement network placed-vians show" it H{B f7 7£ E fth 43R i
L EEERIVLANIG OB FTRIVLANIG .

O ERFrEROEER, MBRMEM=BE:
network port broadcast-domain delete -broadcast-domain <broadcast domain name>
10. [% 10 ] WIEmORAEE:
By m Bl by
YNRFAB RO E EMECEH RINEEMRBI R, W network port reachability show BRMN
BErE EEZHONIFRMERSIREN ok , WFEMIREZMNIHO, WIRKESIREN no-reachability
o MREARARSHIRERBXANRO, FRBPINREARITANLRME RS HEET BRI bR
W % 4 Do
N. EFEROREHIEE T B!
network port show
12, W PP E RO RS EE T ERNRAERET (MTU) !

network port broadcast-domain show

13. FHEUTHBER LIF £ix0, I8EEEEXRE Vserver H LIF im0 (IRA)
a. 5| HFrE B &R LIF :

displaced interface show
b. IFR LIF ERH = EiO:

cluster controller-replacement network displaced-interface restore-home-node
-node <node name> -vserver <vserver name> —-lif-name <LIF name>

14. BWIEFAA LIF RREAETHROBEHEEREGAR:

network interface show -fields home-port. status-admin

1X[H node3 t£HY key-manager it &

SNREEANetAppBEINE (NVE)FHINetAppR SN (NAE) M ZEARBI RS EREFITIN
. MBI ZEERT IF TR, MRAESEAEERE. WEERARLIFEnode 18
B Mnode2EFTE I EInode3RY. AIRERA LR, Hunode3igB EMEBSMRSEAFR

FHMNEZR,

KFItES
RITUTSR, BNBEERSIHTR:

p
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1. Mnode3iZ1TLA R e <
sSecurity key-manager IRE[EF

2. TEHTEMMIERSZH]. EWiEnode3_ EMISVM-KEKZAZR S BIXFE A "true"

::> security key-manager key query -node node3 -fields restored -key
-type SVM-KEK

Nl

::> security key-manager key query -node node3 -fields restored -key
-type SVM-KEK

node vserver key-server key-id

restored

node3 svml " 00000000000000000200000000000a008a81976
true

2190178£9350e071£fbb90£00000000000000000

3% node1 IABEMIEREREF] NAS #4E LIF M node2 #% %1% node3

FI9IE noded ERIMBECE UMIGEEM node2 EEFENLEI node3 Z8i, EwAm %iIE%'l
B F node2 E£BI node1 FR/EHY NAS #43E LIF @5 E M node2 EHFHELE] node3 , &
ERATERIE node3 LB 1FE SAN LIF

KFUIAES

EHRIRIEL BERRE), TFE LIF 22 SAN LUN BORE, ARHERIE, EEHREZETRELEBE SANLIF
FRIEEEIS SAN LIF BT RIFRIRC, BTUASTEEIXLE LIF ., {# node3 BENE, EIGIIE LIF 2B BTEEFH
I FHENAHO .

p

1. iSCSI LUN&@Z aliA Rl 338 B sh B EMRBIE KO, FCHINVMe/FC SAN LUNAR&Bnhi%al, FRZ
al. ENNEERERENERO,

¥, Z&node3_EAJSAN Sifs:

a. B EIHEIEROIRES" B XA 2EIRESHERISCSI SAN LUN:

network interface modify -vserver <vserver> -1if <iscsi san 1if> admin down

network interface modify -vserver <vserver> -1lif <iscsi san 1lif> port
<new_port> node <node>
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network interface modify -vserver <vserver> -1if <iscsi san 1lif>

b. {EeAHRI=HIZR R im O H MFTIEH 28 EMNFCPIR IR E"E XM " BITIRZHERFCHINVMe/FC SAN
LIFs:

network interface modify -vserver <vserver> -1if <fc san 1lif> admin down

network interface modify -vserver <vserver> -1if <fc san 1if> port
<new port> node <node>

network interface modify -vserver <vserver> -1lif <fc san 1if>
- IRE EFE UIRIE:

sRGHTHIRERIRE

RGRHITUTES:

© BEfhHENE
° R D 10E
° BGhRAINE
© BfrraRE
° MEERIpRENE
LR R FE R AT iR R e BRI LR ERE (5o

- IRE EFE UIRIE:
sRGHTEHIRERE
AFRHITUTHRE:

© EEEITIRRINE
o &£B LIF KSKE

RITXLERNER, RASK nodet MBERIFRESH NAS iR LIF EFEMIZIFIZHISE node3 , HIREM
EfITEmfE, EHIZRERIRIERE R,

- MERSEIEMMN NAS $UE LIF B ERNRES:

sRFIEHIZZEM show-details

NRIFHBDEHIREPBEEE, BREHEERR WRA) , ARERREER reume E127F,
ERE, ERMEREMEERN LIF . JHAEEEMR LIF

cluster controller-replacement network placed-interface show

MRBEBRER LIF , 58 FET 2IERE[E] node3 :

cluster controller-replacement network placed-interface restore-home-node
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6. MEIRIELURRAGHITAAENGENE:
sRGHTHISRERIRE
AGEBRITUTERE:

° BEHPEINE
© BEEITIRRNE
c RAERNE
© BAERTHRE
© HMERSHNE

° B LIF KRBT

e
£ 4 M. EFMEMLNEATR 2
SEART LI

T4, ESRIFRESHMNASHIELIF Mnode2EME I EInode3, LtIM. EERIER
ZEHInode25 2. UHERERESERER. AREAnode2,

PIE
1. "“BIAERER S NAS %UE LIF M node2 EFE(IZE node3"
2. "{ZH node2"

BHIERR S NAS #UE LIF M node2 EEFE{E] node3
T node2&# Anoded ZHi. BEE R node2 B RIEREB SMNASHIEE s A HAE

E{IZ|node3,

a2 Al
E—MERRERERETRMG, node2 MFRIFERBIGFELIEE. IFRESHIE SAN £#E LIF M node2 :F1%

El| node3 ,

XFIES
EARIREZ BHAE), TFE LIF 2IE SAN LUN B9RE. AHRHAiE, SEEFRBETIRREHESE SAN LIF .

TREBEHM LIF i5, REREELHITRIE, FHMER, EHNNIRIEEEFEIFERERESHIE SAN 2UE LIF &
2:F#% %I node3 o

()  FREMEmETUF OIFESE; ReERLNFEE.
5B
1. WA R DB EE noded EATRES:
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storage aggregate show -node node3-state online -root false

AT RABIER node2 ERIFRES A FEAUIAE:

cluster::> storage aggregate show -node node3 state online -root false

Aggregate Size Available

RAID Status

aggr 1 744.9GB 744.8GB 0
raid dp normal

aggr 2 825.0GB 825.0GB 0%

raid dp normal
2 entries were displayed.

902R node3 ERVRESMANHTNIMNERE, I57E node3 LERLU TS

storage aggregate online -aggregate aggr name

Used$%

State #Vols Nodes

RKEEAM, 8TRE—R:

2. 7£ node3 LEFERUTmLHIOERL, LUIGIE node3 ERFAE BT B

volume show —-node node3-state offline

YR node3 LHIEAERN, IETE node3 LERALL e B EEA,

FNE—R:

volume online -vserver vserver name-volume volume name

E5 <L EERAR vserver_name_ BITE_E— ' volume show i < BYHIHE X El,

3. IO LIF 2R B EERNHOBREN up » MREM LIF BEXA, BRAENLIF@AUTHES, B LIF

MEIPRFTIREN up -

network interface modify -vserver vserver name-1lif LIF name-home-node

node name-status-admin up

4. NSHEH EAFESAEELUE LIF B0IR0, SRE M B MiER:

network port broadcast-domain remove-ports

o [E5F] WMAUTaLHREML, 0 node2 LREXEFIREIE LIF

network interface show -curr-node nodeZ-role data

{=H node2

E{=MAnode2. BN IEHXHAnode2. ARRKEMHIREMFETEH T,
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p
1. TRER(E:

sRGHTHIRERIRE
TRREEE.

SERE
HEZRG, ERILUEHA node2 » IBEN "EHIBRS",

% 5[k, REABITR 4.

B 5 E A

1£5 5 fER, @LIEHEL) noded , HE node2 PHIERT S EBIKOZHE T noded
EBEM, FISIF noded T3, MNBEEFERANENVE. NEEBXRZIAEIERRE, KXo
P node2 NASEIELIFFIIEIRER & Mnode3EFHE (I EInoded. FHISiFnoded L BHE=F
7£SAN LIF,

p
1. "REHBEITI R 4."
2. "IHIF noded LEE"
3. "X node4 _EHY key-manager EZE"
4. "i% node2 HEMIIEIRE ST NAS #3E LIF M node3 #55hF node4"

REABDTR 4.

AT ITENIZR P EEnoded. Enode2dViEiELHiZInoded. Brinode4d HELEONTAP, 74
&« WATFR. EFrDECnode2 I ERIF AR, BT IRESMEREE R IIE Z i
FEFHEMEInode3ERIFIRES,

KTFUIAES

EREMIRFEIM R IRITE S, WEERE D EBITEARY; IREREEUEERBIOEERS. T
FrpiRE bR,

1R node4 BY ONTAP 9 hRAE 5 node2 FLEMNRERE, MEEXNEHHITMERBDN, L2 noded f5, M Web
RS 25 ETEERY ONTAP 9 BMERBTIE. ARG, EALUZRHIIREE ERIXE THIBIIN RIS, UHEE
SRFAPE TEEMEEE"

TIE
1. [auto_install4_step1]] #1R node4 BB BHBHINZET(8],

YR node4 5 node2 I FAEMINFES, MBETLUIE noded 5 node3 MIERI—IE, ¥R node2 1 node4
SIFE—MFEF, M noded BN FEHABNANLEMIE,

2. BT SESH Installation and Setup Instructions_ & FYiEE, TENIZRHZREE noded ,
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3. AR 4Lk, BEERMTR2BETR 4,

¥ node4 AR Installation and Setup Instructions_or the _FlexArray BEME ZEBERINSE  FpYiiHE
, BRSSERUTER, HE5ZHENEEZLEXAEH _High Availability Management o

BB "SELE" $5E3 High Availability Management 1 _FlexArray BNk LRERINBE,

° IFHlE (ZEEERO)

° EBFHARO

° HURIRO

° RN REEIRO

° BR{TIEHESCSI (SAS)FILUAMEZfEHO

° SANBZE: iISCSILAARM. FCFINVMe/FCAZ im0

BRI e R EE N BRI 2 BINEES L. UEEREEHISMRES ZEIKME
B BXRERTENRGHNURNMEFEENALE. BEN "2ALEIE"

@ X FONTAP 9.151 R EEARAFSINBVIZHIZE. SEHMHARECERBERNE . MNFi&E
BRHARECE. FERFR MR OEETIFE S5 . MIIBEERIZEAER
ZAFF ATKEY, BT R ERealn QEZE— PR, HREEI TR LERe7a
i ORI S8 — AT

4. $TFF node4 MEBIR, ABTEIEHBLRMRIZ ctrl-c UARBIMIMERTR, MMPiEzEE.

() Ehnodes B, BAIAERBIIUTEEHE:

WARNING: The battery is unfit to retain data during a power outage. This
is likely

because the battery is discharged but could be due to other
temporary

conditions.

When the battery is ready, the boot process will complete

and services will be engaged. To override this delay, press 'c'
followed

by 'Enter'

o MREEHE 4 hRINEEHES, BFHRITUTERME:

a. NEESEFEEMAEERET NVRAM BB ERLSMNERIZH QHEE, WEXE, BRIERLEN
BIFETE,
b. it MFTEBEH FTEM BT IR,

(D -EE E0ERIER; MBETAFEHES, THASHMEER. *
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6.

BN EENSEEE",

©

BT U T2 —RECBENB B ohiER,

@ B AERERROM IP {EANSKBEhEER. 15/0EREEE LIF IP, SMTERITHERIAERT
BE= & EHHE B

SENEENN (DHCP) B4 ...

[ETEIETT ERMRERFGRERU TS BECEERE:. ifconfig e0M
—auto
RIBTT ERIMERRFTRMAU TGRS, UFHECEERE:

ifconfig eOM -addr=filer addr -mask=netmask -
gw=gateway -dns=dns addr -domain=dns domain

filer addr RTFfERFHIIPHINL(HAIE),
netmask elFERFRIMEBID(WAE).
gateway R RARINK(HATE)o

dns_addr M _ERFRARSS 23AYIPHIAE(RTIE),
dns_domain EDNSIHE (FIiE)o

@ THZEOTREFEHMSH, BXFMAEE, BEERMRESR
TN help ifconfigo

7. 3 node4 ITMLEBED:

36

netboot http://<web server ip/path to web-
accessible directory>/<ontap version> image.tgz

" <path_to_the_web-accessible_directory>' NiSREERTIE 1 ZHTEH * <ontap_version>_image.tgz’
G E EENEBE",

() wmsm.

MBshHegr, %D (7)) Install new software first” o

ItEZE BRI A] FFTHI ONTAP BUMEFH IS HRE B ENEEF,

BRBELUTHER:

This procedure is not supported for Non-Disruptive Upgrade on an HA pair

AREARATHEALR ONTAP , MAEAHRITHIZE.

IHIRAEA netboot FF T REMAFMEMRER, WREFEREMAEETHITHIZE L RERE,

@ MATEE R LEARIEHIIRER, L] SR EAIA=TE ONTAP HRZS, netbootiR{EL R 5ik
EESMER (7) Install new software BIRBIINFRFHEIEREIIONTAP AR E T/
MRS X Lo



O. MRAFRTEHRETITREL R, BRI v, HERARTERANRGEN, S URL :
* http://<web_server_ip/path_to_web-accessible directory>/<ontap_version>_image.tgz’

10. FERR AT FHBIUEN RohTHIZRIR
a. HILATRREY, BN n BRI B IRE:

Do you want to restore the backup configuration now? {y|n}

b. HIPLATHRRES, kAN v UEHBE:

The node must be rebooted to start using the newly installed
software. Do you want to reboot now? {yl|n}

EHSRREN BN, BEEERMREL, RABRMKEEENRA L, HFELIEREERE.

M. NEEIRATEEEPEDS 5 , HERKRTEMSEEHETAN v,
12. WIS RFAEE T TR EN HA |

ha-config show

UTRHIERT ha-config show m<HIGmIL

Chassis HA configuration: ha
Controller HA configuration: ha

@ RS2t PROM FIZRENRXRA HARKERMIEE, MRS HA MPRIFREHEERN
RSB AR

13. NRITHIBFANFBEREE N HA , BERAUTHSEIERE:
ha-config modify controller ha

ha-config modify chassis ha

14. HaiA A FIEEE AW R ARG O E R E NTFhE:

storage port show

ETRHNEHERTRSEE, UWTabRfERTHEENFREERNEFHERNTR. BNRSERHLAIEEH
AfE:
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15.

16.

17.

18.

19.

20.

21.

22.

23.

38

*> storage port show

Port Type Mode Speed (Gb/s) State
ella ENET storage 100 Gb/s enabled
ellb ENET storage 100 Gb/s enabled

BEKRI&E FstorageRIiR A :

storage port modify -p <port> -m storage

VLAN ID

ERREITFEZRBVFRE UKW in D ERANECE NFfE. A selninEEMEmESR.

IR HAEFIET:

halt
EREFRIRRTAIR Ctrl-C RETBEIRR.
£ node3 L, 1EBEZRL A, BHEIFIEIX:

dATE

£ node4 L, EERSHIMERRFTAMERU T St0ERER:

sENfAEFEEER
MNBENE, iE7E noded LISERHR:

set date <mm/dd/yyyy>

£ node4 £, EEIFRRTATAERU TSR WERIE:

sBY|g]
WENE, JETE noded LIGERTE]:
set time <hh:mm:ss>

FERoMEZERT. & Enoded EHIFEXT RLID:
setenv partner-sysid <node3 sysid>
¥fFnoded. partner-sysid & Anode3rY,
REFIRE:

saveenv

I9IF partner-sysid ¥XFnode4:



printenv partner-sysid
24, {IRERET NetAppTFiEINZE (NSE)IEENEE. BEHMITUTHE,

@ NRIEZ BIRARTEIRED T PHRITIEME. BSRANIREXE "NEFEEZEES 2R
WFIPSINIE" HRE IEFE (E AR B MR IERNZRRIREL,

a K& bootarg.storageencryption.support {0 true o falseo

NRIEEERAUTEGE. BER AEEE..

FTEFIPS 140-2 24k BINZEE XK setenv bootarg.storageencryption.support true
HINSEIXEh2S

NetAppIEFIPS SED setenv bootarg.storageencryption.support false
b. #ZE|TABIFEHIAFEIN (10) Set Onboard Key Manager recovery secretso
WNTHIERIVRES B BIEENEMER. BTSN EAREZHEEREEFMHEINE",
25. EE T RENBIRER:
boot ontap KE

26. ffnoded b, HEIBEIXE, AEMEMA22/7EFEIZBIAI boot after controller replacemento
ERTRATA, HA node2 LUK node2 RYBAE BT 3 ECLA noded , YILATRBIFAR.
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T =% & H R

LOADER-A> boot ontap menu

<output truncated>

All rights reserved.

KAhkAkhkAdk kA A hhkkhAhkhhkhkhkAkhkhkhkkxhrkkhkkx
* *
* Press Ctrl-C for Boot Menu. *
* *

kAhkkkhkkhkhkkhkhkhk kA khkhkkhkrhkkhkhkhkkhkrkhkkrrkhkxkkx%

<output truncated>

Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Update flash from backup config.

)
)
)
)
)
) Install new software first.
) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 22/7

(22/7) Print this secret List

(25/6) Force boot with multiple filesystem
disks missing.

(25/7) Boot w/ disk labels forced to clean.
(29/7) Bypass media errors.

(44/4a) Zero disks if needed and create new

flexible root volume.
(44/7) Assign all disks, Initialize all
disks as SPARE, write DDR labels

<output truncated>

(wipeconfigqg) Clean all configuration on boot

device



(boot after controller replacement) Boot after controller upgrade
(boot after mcc transition) Boot after MCC transition
(9a) Unpartition all disks and remove
their ownership information.

(9b) Clean configuration and
initialize node with partitioned disks.

(9¢c) Clean configuration and
initialize node with whole disks.

(9d) Reboot the node.

(9e) Return to main boot menu.

The boot device has changed. System configuration information could
be lost. Use option (6) to

restore the system configuration, or option (4) to initialize all
disks and setup a new system.

Normal Boot is prohibited.

Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Update flash from backup config.

)
)
)
)
)
) Install new software first.
) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.

11) Configure node for external key management.

Selection (1-11)? boot after controller replacement

This will replace all flash-based configuration with the last backup
to disks. Are you sure

you want to continue?: yes
<output truncated>

Controller Replacement: Provide name of the node you would like to
replace:

<nodename of the node being replaced>

Changing sysid of node node2 disks.

Fetched sanown old owner sysid = 536940063 and calculated old sys id
= 536940063

Partner sysid = 4294967295, owner sysid = 536940063

<output truncated>
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varfs backup restore: restore using /mroot/etc/varfs.tgz
varfs backup restore: attempting to restore /var/kmip to the boot
device
varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: attempting to restore env file to the boot
device
varfs backup restore: successfully restored env file to the boot
device wrote

key file "/tmp/rndc.key"
varfs backup restore: timeout waiting for login
varfs backup restore: Rebooting to locad the new varfs
Terminated
<node reboots>
System rebooting...

Restoring env file from boot media...

copy env_file:scenario = head upgrade
Successfully restored env file from boot media...
Rebooting to load the restored env file...

System rebooting...

<output truncated>

WARNING: System ID mismatch. This usually occurs when replacing a
boot device or NVRAM cards!
Override system ID? {y|n} vy

Login:

@ FEREf eEERG, NMREARERSREESX (ADP) WHE, ONTAP RKiEREH
NEEXTI R &R,

27, FEMHIEFRTAFL. B
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boot ontap e

WE, EEDE, NRAIMSNEILAIEAENFEHE, HAKTE.

NREEFMAERFT A ERREME. MONTAPTEMEEFIRENEER. ERIBEHNEH

NRBRECNE. BRERBBAEERA. UERFA LIRS,
a. REIZMFFHRBIBTHRE

LOADER> boot ontap menu

Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Update flash from backup config.

Install new software first.

Configure Advanced Drive Partitioning.

(

(2
(3
(4
(5
(6
(7
(8
(9
(10) Set Onboard Key Manager recovery secrets.
(1

)
)
)
)
)
)
) Reboot node.
)
0
1) Configure node for external key management.

Selection (1-11)2? 10

b. EF*(10) K BERFZAE RS ME R
C. KN ...y EUTRTRFAL:

This option must be used only in disaster recovery procedures.

(y or n): vy

d. ERTR. WARREERZNEE.
e. HMIURRIY. MANEHEHE.

Are you sure?

@ BB ERIRENE RSB E M EUIRE ESEFARAITI =" section of this procedure.

f. RAEMBohEFHRBEIFEG. IBTTIEW*(1) Normal Boot*

(D GRS EBEIHIR. MRBIMIFIR. BEEFHNFIR. 5270 HIRSKER

BB 1k,

I8IF noded &L

&

WIESIE node2 RRYYIB s (25 [EFAMETE] noded ERIYIIRIR,

XHF,

node4 {&
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AIEA R RS ERERIEMT R UARMSHITRE,

KXTULES

BB "SEFE #HEE Node Hardware Universe LUBRRB X R EIRONER. EBREXDHEESER
HER.

Y2 OB AT R SR, SHMTREHE, ONTAP B=HAMEMNMITESRS: LIF im0, UWEENE
B fthe,

WNER node2 MR R EIEZMETE] noded EHYIRIRO, HEHITF—T A5 noded FHIWKRELE H A
FEE WML EE,

LR BE noded 57, BHUIHRIERTEERELEE, BHMEFR noded NINfE, ARRE EME(HRIE,
LB, EREZEF, BIFFEE, B noded MANfPE

BB
1. I83F node4 BEEMANHE:

cluster show -node node4 -fields health
health FEEAVIRIEN A true o

2. #1k node4 5 node3 BFRA—&8, HEAGITIKIRF:
cluster show

3. THREISHANRIER :

set advanced

4. EITFIREIIZEIRS, HEITEREXTFEEREUM node2 EEZHIREREIRE, UERITREN
EH RS A YIRS

ssystem controller replace show
sRGFITHIZREMR show-details

5. MREITHIRREIRIRIE:
sRAITHIZRERINE

6. IFHSEEIFEELIATTI, HERUTHER:
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Cluster::*> system controller replace show
Node Status

Node?2 (now node4d4) Paused-for-intervention

given in

Node?2

Step Details:

Error-Action

Follow the instructions

Step Details

To complete the Network Reachability task, the ONTAP network

configuration must be

manually adjusted to match the new physical network configuration of the

hardware.

This includes:

1. Re-create the interface group, if needed, before restoring VLANs. For

detailed

commands and instructions, refer to the "Re-creating VLANs, ifgrps, and

broadcast

domains" section of the upgrade controller hardware guide for the ONTAP

version

running on the new controllers.

2. Run the command "cluster controller-replacement network displaced-

vlans show"
to check if any VLAN is displaced.
3. If any VLAN is displaced, run the command

replacement

"cluster controller-

network displaced-vlans restore" to restore the VLAN on the desired

port.
2 entries were displayed.

@ TR ELS B, re-creating VLANs , ifgrp 1 broadcast domains_section BEE&E N

_restoring network configuration on node4 .

7. EIEHIRERATEHERENERT, BERTAHEN T —HUERT = ERNEECE,

AJH noded FHINREE

HaIA noded T HEFIRSHATS node3 BIS/G, BEMHIA noded ERRT node2 BY VLAN , 3ZOBFI#EiH,

Ite5h, BUEFRA noded4 MmO BRI ER BT H IEFRAI #BEF,

RFUIES
BXREOZEMEHMOIZE VLAN , FOHAN BHNFAES, EEL 'S

#5125 Network Management o
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PTIE
1. B EFALKE node2 (FFA noded ) LHIFREYIRIRO:

network port show -node node4

IERERT R EAFEYIENS RO, VLAN mOMEOARO, Fithtd, ETLEE ONTAP ER
YRR OBE & I 1810, G LUER IR REHE ML iRORFEREOAMR AR, VLAN
B AR O SR IRim O RS LIF .

2. DIHEERE ERY B
network port broadcast-domain show
3. BT = 4 EFEIROIMIMLR S O el hE
WL im O A5 iR 2R
BRI SN T U TR A
ClusterA::*> network port reachability show

Node Port Expected Reachability Reachability
Status

nodel node3

eOM Default:Mgmt ok
elOa Default:Default ok
elOb = no-reachability
elOc Default:Default ok
el0d = no-reachability
ela Cluster:Cluster ok
elb = no-reachability
ela Cluster:Cluster ok
e7b = no-reachability

node2 node4

eO0M Default:Mgmt ok
elOa Default:Default ok
el0b = no-reachability
elOc Default:Default ok
el0d = no-reachability
ela Cluster:Cluster ok
elb = no-reachability
ela Cluster:Cluster ok
e7b = no-reachability

18 entries were displayed.

£ LERIRAIH, node2_node4 BIEEHUTHIZENINEHN. ERBZSIAABHRANGD, HEERES
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(IR E =

4. [auto_restore_4_Step4]] 12E node4 & NImOBATIALIE) HE'U(/@\TT?E ok BYRIIFIAIYE, B EAIElR
AT TS, AEXMNER VLAN iImOETU TS, —Riai7t—1"

network port reachability repair -node <node name> -port <port name>

Fth a0 TR

Cluster ::> reachability repair -node node2 noded4 -port elOa

Warning: Repairing port "nodeZ noded4: el0a" may cause it to move into a
different broadcast domain, which can cause LIFs to be re-homed away
from the port. Are you sure you want to continue? {y|n}:

XN FANFRMERS I aE S SRIFAE BN EGEERSAERNREL, NER—FEEER, WLAR.
RIEFEEFROMREAE v 30 n BIER,

WIFFrEYRIROARS AB AR a4 :

MmO RARIEE R

FEHRITAARIEEER, ONTAP ZRIHKROMEFERNT #FEH, BR, MRTEMRER T IKEOAIR]
iR, FRREOFBETEMIAET B8, N ONTAP X Lin O SIZMEI #B%,

S MNRFNARE SHHiTHIBMIERORBFLE, BREUTIRHITEN.
a. SIS MELT 18150 53 Z AR FR PR OB AR 53 i D ROADERIR o 18R] LAE RS KA ap S TULIRAE

network port broadcast-domain remove-ports -broadcast-domain
<broadcast domain name> -ports <node name:port name>

b. 3§ pE St CIARINEE 4

network port ifgrp add-port -node <node name> -ifgrp <ifgrp> -port
<port name>

C. EARME— MR ROBEAL—2%, BEOHZBHFNE BT,
d. IHEOART SRR A 815

network port reachability show -node <node name> -port <ifgrp>
NRFOAIAISHRIMERS A NOT ok , IEEESERLAERAI i :

network port broadcast-domain add-ports -broadcast-domain
<broadcast domain name> -ports <node:port>
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6.

7.

8.

48

7 & T EESEEENYIERO !
a. HAEMLL IR ORI if1e) S28% B

network port reachability show -reachable-broadcast-domains cluster . 5E&#
b. INRATHRIERESTFZE ER , BEERAIR £ I BENEmRO:

network port reachability repair -node <node name> -port <port name>
FRAUTHSZ—RERYER OSBRI EIERN T FgH:
network port reachability repair -node <node name> -port <port name>
network port broadcast-domain remove-port
ML&i%[] broadcast-domain add-port

BIARFERATHRSHEINTREL ERAUTLSHREREMBIAMEN ok , MIEEREYIEIRORA]
IHIEMIRE:

MLimARIIGEM show -detail
ERUTZERIR I gEE W RAYES VLAN
a. 5 E &Y VLAN .

cluster controller-replacement network placed-vlans show

;N VAR I T

Cluster::*> displaced-vlans show
(cluster controller-replacement network displaced-vlans show)

Original
Node Base Port VLANS
Nodel ala 822, 823
elOa 822, 823

b. &R MFTRIAIE A O R EHEAY VLAN :
cluster controller-replacement network placed-vlans restore

UTFRAIERTHEMEOSA a0a FZHEY VLAN EREIF—ZOHTIE:

Cluster::*> displaced-vlans restore -node node2 node4 -port ala
-destination-port ala



UTR#FimA "e10a" ERIEER VLAN IE/RE] "e10b" BRI

Cluster::*> displaced-vlans restore -node node2 noded4 -port elOa
-destination-port el0b

RUINER VLAN 5, BEfsERBirnO_ESIZEER VLAN . MR BiniE O 2EOARM RSB 1R
iHOEXE, W VLAN EERFRM,
FHEARN—D, UERINERR VLAN RE R EARNAI T,

a. IRIEEENRTE cluster controller-replacement network placed-vians show' %t F{B 7 71 H 32 O
LFEEERIVLANIG OS2 FTAIVLANLG O,

9. SERFEIRAEER, MFRMEMZ1E:
network port broadcast-domain delete -broadcast-domain <broadcast domain name>
10. Be3Esw A AT :
M4mO Al h 2R
MRFIBIHEONEIEREEEHRINZERBI #BIFEH, N network port reachability show SR
RiFrB BEZm DR ANARNERESIREG N ok , WFILVIRERZMNIRO, LWREIRSA no-reachability
o IREMIEORSHPREFARXA MO, IFREPEVRARITRIE MRS FEET B AR FF
w0 5% 4 Do
N. WIEFERORTHIEE T B!
network port show

12. WIFr R PFREIRORREE 7 EMNSEAERET (MTU) !

network port broadcast-domain show

13. X LIF g0, I8EEEIXEM Vserver F1 LIF 0O (INRA)
a. 5| BFrE B &R LIF :

displaced interface show
b. R LIF Eix0:

displaced-interface restore-home-node -node <node name> -vserver
<vserver name> -lif-name <LIF name>

14. IFFRE LIF ESHMEE T mOBEHEEABRM:

network interface show -fields home-port. status-admin
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X=E node4 £RY key-manager it &

IR EFEANetAppEINZE(NVE)FINetApp R SN2 (NAE )N BRI R 45 _ERYE#HITI0
2, MAIENELRERT IFTHR. IRARTZAEELS. WEFEHARLENnode2ER
B Mnode3EFME I EInodedBy. AIEESREHPE. Enoded’ X EFEMNREMR SN

FHIMNEZ Ao

KXFIAES
RITUTEZR, BNBEERTSIHTA:

I
1. Mnoded4iziT AT &a<:

sSecurity key-manager IREEF

2. EEFEMIIERESZHI. 151Fnoded EHISVM-KEKZ (AR E IR E F "true"

::> security key-manager key query -node noded4d -fields restored -key
-type SVM-KEK

Nl

::> security key-manager key query -node noded4d -fields restored -key
-type SVM-KEK

node vserver key-server key-id

restored

node4 svml " 00000000000000000200000000000a2008a81976
true

2190178£9350e071£fbb90£00000000000000000

¥ node2 #HERIIEIRE ST NAS #44E LIF M node3 #5h%] noded

1E393F noded ERIMKEEIE UXRIEEE S M node3 EFENLE] noded Z 8, EATIGIEY
BIiF node3 LAY node2 FRIERY NAS #4#E LIF @B BEM node3d EFIEALEI noded , &
EANEGIE noded 2B TEE SANLIF .

XFIAES

EARIRIESBIRE], T2 LIF 032 SAN LUN BURE, AE&HAE, SESMRSIETIRNLFESE) SANLIF .
FRIFRER SAN LIF BT EIFTIRO, [UARSBohXLE LIF o F noded BX#l/G, ERFWIE LIF 25IE1TEEH
U FHENAYEA L,

TR
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1. iSCSI LUNS@ S rlif )l B oh & IER T ix O, FCHINVMe/FC SAN LUNAEBEI#EE), AR
gi. EMh=EREFRENEIRO,

& node4 LAYSAN Sifs:
a. M EdEROR S B XA EIFIRTHIEISCSI SAN LUN:
network interface modify -vserver <vserver> -1if <iscsi san 1if> admin down

network interface modify -vserver <vserver> -1lif <iscsi san 1if> port
<new port> node <node>

network interface modify -vserver <vserver> -1lif <iscsi san 1if>

b. & BUETEH 23 A ik O H =28 ENFCPIR IR E " E XM B TRSHIEAFCHINVMe/FC SAN
LIFs:

network interface modify -vserver <vserver> -1if <fc san 1lif> admin down

network interface modify -vserver <vserver> -1if <fc san 1lif> port
<new port> node <node>

network interface modify -vserver <vserver> -1lif <fc san 1lif>
2. MEEMEIRIF:

s RGHEHISREIRME

AERAITUUTES:

© EEfhENE
° R ID 1BE
° BRGhRARE
© BinFanRE
° MR E
MR R FE MR AT A R I BRI ERET (5

3. IREEMEMIRIE:
sRYHTHISRERIRE
RAGRHITUTRE

© EEIBITIVRIRE
° B LIF KBaE

WITXEWER, RASKE node2 MARIFRESH NAS #iE LIF ENEMZIFIZHISE noded o HIREH
EfITEmfE, EHIZRERIRIERE R,

4. ERESEIMEMM NAS #iE LIF B2 ErIRE:
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sERGUTHIBEEMR show-details

MRIEHIBEREL B, BREHEEER WRA) , AEEEFEREHER reume HEURE,
5. (IBME, REMEFRTAEERMN LIF . FIHAESEIRMN LIF

cluster controller-replacement network placed-interface show

NREBHE LIF , ERFET SERE nodes :

cluster controller-replacement network placed-interface restore-home-node
6. MELIRELIR T AGHITAIRNEINE:

sRGTHIRERRE

AEBRITUTREIRE:

© SEEHPRINE
© BEIBITIVRIRE
- BEEERRE
© RENSRE
o B LIF RBKNE

% 6 M E&. TR

EORNERMLIR

TEOMER. BEBWHINTAIZELR. MIRFTERERATNE. WEEREMLEFMHE
INZ S NetAppBEINE, EERNZBIRT =71 E SnapMirrori2 (k.

g

1. &M KMIP fRS32R E RS I0IIE"

2. "HRIARRIEHIES I B I

3. "TEHITEIBMEIR LI EFMEME"

4. "TERTIEHISRIRIR LG ENetAppBEHE S INE"
5. =RIHAL%"

6. "{ixE SnapMirror "

fEF KMIP iS5 28 E 12 S 7 50IE
e UERRAEE T REEN ( Key Management Interoperability Protocol , KMIP
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) BRSBSBHREESHIIEER.

p
1. A IRE RS

sREFAEERIINIEH
2. RINEEAEIER !

security key-manager external add-servers -key-servers
key management server ip address

3. IR EIERS SRS e ERHERPMMET REH:
sEERIAEIERRIMNG show-status
4. BFrE RN RS ERS ST HIRIERARREF T =

sSecurity key-manager external restore -node new controller name

Az h B EIEH

ERINKEER, HIRH HA X, LI, BHATRLEIE node3 1 node4 & RI LAIG AR
HEE, HET(EBRBEER TEE LEMT S AEHE LIF o tbsh, EIRATHIA node3
18 node1 U4, node4 3B node2 MR E, HEFHINT =HEIIEA.

p

1. 723 node2 UIT/EHRZ G, 1§79 node2 SEE¥ IR AT IEIEIEISFIERRE HA XY, BIFRME, BT TRIYE
THBTH, RGBT LR E.

2. WIER R E B RAFMERERTS:
sTFIEEIERS BN

UTROIETRT BRFERIERZN <ML

cluster::> storage failover show

Takeover
Node Partner Possible State Description
node3 nodei true Connected to noded
node4 node3 true Connected to node3

3. FRAUTHSHIERE, IE node3 1 noded EEREFR—EEE:
cluster show

4. FRAUTHSHICERLY, ¥IE node3 A noded4 BEAI LA IK LLAYTZE
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10.

54

storage failover show -fields local-missing-disks. partner-missing-disks
FRAUTHSHOERL, KIE node3 1 noded IRAEEEPEMT SIHBENELIE LIF :
network interface show

9N2R node3 5 node4 RIWEERFPHEHMT SMBENELIE LIF , BERHE LIF ERFIEEFRESE:
RIEIE QIR IR

ffaiA node3 #i%8 node1 FRVERS, M node4 #H node2 FHRE:!

storage aggregate show -owner-name <node3>

storage aggregate show -owner-name <node4d>

- MERSHEMEM:

volume show -node <node3> -state offline

volume show -node <noded4> -state offline

MREMELTBRIRTS, BFESEEBSPHROBNETRETHR EEEARNTR", HRER
BEAU T ES N ENERBRNERTN—X:

volume online -vserver <vserver name> -volume <volume name>
e D I, =TT
MENMTRERUTHL, NHTHRREMIFAIE:
system license add -license-code <license code,license code,license code..>

license-code ZEIEZT—1EE 28 MTATFEFNEANTIFR, ERILU—RAN—MFEIE, BAIL—K
ANZMNFRNE, HLLESHIRE MFENEEHR.

FERAUTH<Z—MERET S RRIBRFE IR IFRIEE:
ssystem license clean-up -unused -expired

system license delete -serial-number <node serial number> -package
<licensable package>

° MIFRFRE 23 BARYITRIIE:
ssystem license clean-up -expired

° MFRFRA R ERBIIFANE:

ssystem license clean-up -unused
° TR LEERU TS MEEFPIFRISE T AT :

system license delete -serial-number <nodel serial number> -package *



system license delete -serial-number <node2 serial number> -package *
LR IE 2R T

Warning: The following licenses will be removed:
<list of each installed package>
Do you want to continue? {yln}: vy

WA y BFRFRE M6

. ERAUTHSHEERE, NIRRT EERTRIFAIE:
sESWAIERTR
TR LU At SRR PR BV AT RO AR EE EA R R

12, IREREREABMZEE, HELZEETEIEE knip. init.maxwait A of £ (FISIFEY "2EFH
BT/ noded I 24"), MATECHIZEED =

set diag; systemshell -node <node name> -command sudo kenv -u -p
kmip.init.maxwait

18 ER TR LFERAUTHERE SP -
system service-processor network modify -node <node name>

BEN "SE TR $5EE ONTAP sBIESE  LITH sp WMEXES, Uk sp 9.8 @< FMIIE
Z  LITHREEBEX system service-processor network modify < BIFH(E S

O

14 NRBEFH R LSBT ERE, BN "2 50" BHEEE NetApp SiFihm  HIZER  switchover
to a two-node switchless cluster B89 BB T2k,

e

YNR7E node3 Ml noded4 LB T HFEME, BFMULLERs "TEHTIEHIZEER LIS EFMEINE" BN, B
o "=RIBRR"

TERTITH 2 RIR IR BT AENE

YNR BRI HI SR BCHIERIZERY HA EEXTERFMENE, MBS RREEEF
fENNE, BFE%E SSLIEPMIRERIAEERS .

KFUIES
RS B E S WMFIEHSERAITHI B, SO AEEBNT R ERAGL,.

p
1. IR REERSBESNIRE, ERSRESHEIEZAES:

sEEBIPEIEEFIMNE show-status
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sEEFHEESIRE show-backup

2. { E—FFIHNRREIRARS A MNE T HI RN B R EIEARS 8BTIRF.
NEZ A EIEARSS 25

security key-manager external add-servers -key-servers
key management server ip address

b. WFIHMNE N RAEERSBEE LR R, ERESTLUSHEN N EREERS R
C. WIERERERINAINEAEERSEE:

security key-manager external show
3. eI R b, BITHRPAEERERSLISENRETRAEERS S,
BN RESEEHEER L RENTAEERSFERNBAEERS R
a. EM T R LEHZAEERSRLEEANS:
sREFAEERINDE A

b. ERMSHNTRURERAEIERSE.
4. BFrE RN EREERS [N HIERRARREFH TR

sSecurity key-manager external restore -node new controller name

TEHITHISSEIR LIS ENetAppBH RS INE

NRFITHISRN EF R HIZ IS 1 B (HA)B X R4 NetAppE II%E (NVE) T NetApp
REMENAE). MHMANVEKNAEELEFITHIZZEIR,

KFIEAES
RS B E S WFIEH S ERAITHI B, SO AEEBNT R ERAGL,.
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IREZIRE RS
ERREZAEIEREENVETINAE,

p
1. BrrE SR Z R EIERS [P S IR RRREFT R

sSecurity key-manager RERS
shepEmsREE
RN EAEIRACENVETNAE,

p
1. WIFZRAEERSHBESNTRH, BRSRESHRIERRES:

sSecurity key-manager key query -node node

2. 8 b— 5 hBH BOTSR R IR S5 S RN BRI R S VB I TR AR S TR
a. FNEPEIEESS:

security key-manager external add-servers -key-servers
key management server ip address

b. WFHMNE N ZAEERSBEE LRAP R, ERETTUEENNERAEERS R,
C. W EREMNANEAEIEIRSS 2R

security key-manager external show
3. IEHIEHISBER b, BITEREERERNSMNENTRTAEERSSE.
T e RS EITH SRR R ENFREERSHBERANZREERS 2.
a. ETNRLBHEAEERSFHRERT:
sREFABIERING B A

b. FERiAS RIS BB BEZ R EIERSS 2R
4. BFrEEENEREERSHTHNS MR ATREFH TR

sELFABIERIMNBIRIR
RS EBEOKMZRIBIEIE

BEXFEAERS. BSRAIREXE "NEIMONTAP B e R RIMNIE A EIE RS R E",

e
WERREEAERSHIIER AR AL ERIR EKM BRSS 28 ML £/ volume online S{¥RXLESE
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