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Warning:

1. Current ONTAP version is 9.x

2. Verify that NVMEM or NVRAM batteries of the new nodes are charged,
and charge them if they are not. You need to physically check the new
nodes to see if the NVMEM or NVRAM batteries are charged. You can check
the battery status either by connecting to a serial console or using
SSH, logging into the Service Processor (SP) or Baseboard Management
Controller (BMC) for your system, and use the system sensors to see if
the battery has a sufficient charge.

Attention: Do not try to clear the NVRAM contents. If there is a need to
clear the contents of NVRAM, contact NetApp technical support.

3. If a controller was previously part of a different cluster, run
wipeconfig before using it as the replacement controller.

Do you want to continue? {yln}: vy

3. Wy, BREIUTEE:

Controller replacement operation: Prechecks in progress.
Controller replacement operation has been paused for user intervention.
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vserver services name-service dns show

network interface show -curr-node local -role cluster,intercluster,node-

mgmt, cluster-mgmt, data

network port show -node local -type physical

service-processor show -node local -instance

network fcp adapter show -node lIocal

network port ifgrp show -node lIocal

system node show -instance -node local

run -node local sysconfig

storage aggregate show -node local

volume show -node Iocal

storage array config show

-switch switch name

system license show -owner local

sTRIEMZHER show

sEERIAEIERRE show-bac kup



° security key-manager external show
° sHEEATIEEEIMB show-status

° network port reachability show -detail -node lIocal
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sTEEBAEMEistart -node source node-destination destination-node-aggregate
-list *

2. I93F node1 #1 node2 WA HEEHYUFIFAIEE (MAREFESR) HERS:

storage aggregate show -nodes node name-is-home false -fields owner-name. home-
name. state

UTFRAERT ST RRNERGHERIMEENEFRAEEN <ML

cluster::> storage aggregate show -nodes nodel -is-home true -fields
owner—-name, home-name, state

aggregate home-name owner-name state

aggrl nodel nodel online
aggr?2 nodel nodel online
aggr3 nodel nodel online
aggr4 nodel nodel online

4 entries were displayed.
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FTeRE

BB ohiTHIZ E i1z

ssystem controller replace start -nodes node names
VFRIE

SEPNEINT REL AR B 2HINetAppIFEIIEX A (NLL)o

NREKENLG. MEEFHHRIERSITFRIRIIRE I HTITHI2R A, B2, HiTHISR LERKRZITFAIAIhEER
REREEERIFAITN. B, ENEARTTRENFIEHIZERENLG,

BB "SEEE" §EERIRIIRENetApp 235055 B9 NLF o NLFSiIF_Software licenses FHJ_My Support_
o WMRILIESEHEFAIENNLFS, BEXREMNetAppHE R,

BEXWAINFAGER, B2 S22 50" R AREESS,

FRRSEZAEERSIEEMENES

ERILIERREE A EIESRE(OKM)EEMEEH, MNREEBIKREOKM. MHAISTIEREL
RENEOMEL AEBFEHR.

p
1. EREFSCEMNEILZIE,

XEEERRLTITREEREST APIECE S EFMTOKMBY I NRI I FZIE,

2. BITUE N ZAEIESE R security key-manager onboard show-backup <.

12 SnapMirror X% (A]3%) .

EMESEERIRES B ZE, BAAMEIAFTE SnapMirror XRIYBEEE, E{E SnapMirror xR /G, ESEEHE
PR R R IR AR TS

T
1. I0IF BirEER¥ LAY SnapMirror X BRIRT:

snapmirror show

@ WMRARE A" Transferring". MDA 1EXLEE . snapmirror abort -destination

-vserver vserver name

gn2R SnapMirror KRR TF " EFEEH "R, WAHIEFEK.
2. HEEHZENMEXAR:

snapmirror quiesce -destination-vserver *
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F2/1E. EFMENURRFAFAnode1
3%

Tl 2. =K node1 IFRB S HINASEIELIFERE I Znode2, ItdTEZAE D E BTN
SRR BRERER, UEEHUREERS, GO RFipmELtiRfE. NRFE. &a

IUEFEMRMEBR T RIVERS, LI EEZIERnode 158 LUIEHEERES BHE

. ARZIRENInode1 REHRR. {FMAnode1 H I FLR/GHInode 1:EITRILRZ B

g

1. “ET5 = 1 EIEREB A NAS £4E LIF EfEMEITa 2"

2. "EITE IR MR T IRAVER

3. "(ZH node1"

4. "Eifinode1 RLIER"

5. "WMERBETIS 1"
1 1 AR AT NAS HUB LIF E3EEs s

T node1 BN ATFRAAHENBERIERZFI. BAAIEIERESFINASEIELUN
Mnode1#5EhEInode2. AR BERZREnode1 BIRIRREIZE RS FiE{THnode, Ithid
PRI BT, BIEEEE, UWERTUREERS,

FHEZ Al
FaESE, WRENEEE; BOMFEpRE RN,

KTFUAES

EFARI2ELEERE), T2 LIF 438 SAN LUN B9 &, ?‘ﬁé&,ﬂﬂrﬁl, BT EF%TH SAN LIF BNo] SR SRR
ST, EBnode 1 EABRALKE THIIRSE. EHMIIEXEL AR R IZITIE R B THEMNAH
=

() FoEsmanUF NIFESE; ReERLTNFEE.

g
1. MERSEMEAIN NAS $#HE LIF #BEhiR(E:

sREIEHIBFIRME

FREIEIRESH NAS ¥iE LIF #i2M node1 %% node2 ,

RIERE S, UERITREERFIE node1 IFREATIIE SAN 4R LIF T2 node2 o
2. WERSEHENM NAS 3B LIF B2 RS

sRGIEHIZZEM show-details
3. FEIREMATFHEEREHBERT, BIEFAEIFRESTE node2 EFMRER TR FHIRES:
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storage aggregate show -node nodeZ-state online -root false

AT RABIER node2 ERIFRES A FEAUIAE:

cluster::> storage aggregate show -node node2 state online -root false

Aggregate Size Available Used% State #Vols Nodes RAID Status
aggr_ 1 744 .9GB 744.8GB 0% online 5 node2

raid dp,normal

aggr 2 825.0GB 825.0GB 0% online 1 node2

raid dp,normal
2 entries were displayed.

SNR node2 FMR SN KT RIMNIRE, BT node2 LEAUTHSHHEEY, §IMRE—X:
storage aggregate online -aggregate aggr name
4. 7£ node2 EEAUTHSHILEH KL, LUILIE node2 LHNFIEEETBMN:
volume show -node node2-state offline
S0 node2 ERIEMBHIN, 57E node2 LERIUTHSEHEN, 81 E—RX
volume online -vserver vserver name-volume volume name
E5 |t LG AR vserver_name_ AJ7E_E—>"volume show' ap < VHIH AP E.
5 £ 51) WRMEMA rLir EXH, BEAUTHSE Lir NEBRSIEEN up, S LIF—

network interface modify -vserver vserver name-lif LIF name-home-node nodename
-status-admin up

EMEURMEEE RIVES

NREFMBELEZENEMHRE R, BUENFHENEMURES, NETLENBEER
BB E.

KTFULES
RTFUIEIR, BFEMRIERES.

p
1. BEEHEERS (EMS) BEUMERSLEAEMEMSIWSRIERE.
2. EFTEMMERHINBIESRERNES:

sTEERESEME(Istart -node nodel-destination node2-aggregate-list aggr name-no
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-controller-upgrade true

3. HIMETAY, WA vo
4. BRI LUMER MU T A Az —RH EREML:

EIN Description

BEDRNE ERALIFE<: storage aggregate relocation start -node
nodel -destination node2 -aggregate-list aggr list
-no-controller-upgrade true -override-vetoes true

BE=BirNE EALIFE<: storage aggregate relocation start -node

nodel -destination node2 -aggregate-list aggr list
-no-controller-upgrade true -override-vetoes true
-override-destination-checks true

{=F node1
E{EMnodel. BEEME BohEE. LUEFAnode2ZZFHAX H IEMiXFInode1,

p
1. mERLE:

sAFITHIZREIRME
2. I5F node1 BEEBEHE:
sEGFITHIZZEHE show-details

node1 ST2EF/5, nodel MHHIL7E LOADER &R ffkt. BEEEMHIZFIRTT, 1HEZE nodet BI&H
7RIS,

Eifinodel1 RLIEIR
EHUE AT ERARECERInode 1 RAIEIR
* EHRAFF A220. AFF A200. AFF C190. FAS26203%FAS2720%%2sEiR
()  EFILERIRES BEREE NASANAFF A220,
* FRAFF A7003XFAS9000{=HI23FINVRAMAZIR

(D) ETTLUERIR S BT E HASARAFF A700,

EHEAFF A220. AFF A200. AFF C190. FAS26205{FAS27203% 2815 1R

TEULFTER, nodel BXH], FrE#IEH node2 2, BT node1 # node2 (U FE—#MEH, HHERFE—HSE
R, ALBEZNXANEER, a4 NOHIE Fnode11EHI281EIR, B, nodel BIEHISE A, UTFHL
AN, BFMRAEEEEITHR, EHRISTEATMAEL, THERRE LG,
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FIaZ Al
INREEARER, BIERE.

F1TRAFF A220. AFF A200. AFF C190. FAS26205{FAS27203% 28R

To access components inside the controller, you must first remove the controller module from the system and
then remove the cover on the controller module.

-
1. Loosen the hook and loop strap binding the cables to the cable management device, and then unplug the
system cables and SFPs (if needed) from the controller module, keeping track of where the cables were
connected.

Leave the cables in the cable management device so that when you reinstall the cable management
device, the cables are organized.

2. Remove and set aside the cable management devices from the left and right sides of the controller module.

3. Squeeze the latch on the cam handle until it releases, open the cam handle fully to release the controller
module from the midplane, and then, using two hands, pull the controller module out of the chassis.

4. Turn the controller module over and place it on a flat, stable surface.

ZIEASA A150. AFF A1505(FAS28203% 28 &R

FEE U TIRES BEnode 1 PFLRIEASAA150. AFF A150TFAS282015 4122 1E 1R,
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p
1. Align the end of the controller module with the opening in the chassis, and then gently push the controller
module halfway into the system.

@ BIRER SRR BN, RIEREERESE PREREXEFE.
2. fERSLREEMITH B i ERE] nodet FEHIERIEIR,

HFHMEEREN, nodel $EEnh BIOS #tatk, AGESEMAGIENEEBEIBE. EEP
¥ node1 Bah, ERIEHIZEIRTLIBNIGEEZH, B HRITEH NSRS IEEE
node1 1ZTH2S1EIR,

3 EORIEBFATFHHUBNERT. BAMNTHIRER. BEEESHIRIEMH TSI THRERTS
MilfE, MEFAME LA, BOBFXAEMEME.

() rmemmsms, WIEREHSERB AN AT A

4. —BRRIRFAL, BIUAERBITIEG G, HESIFFET nodet BIBEIET.

°o. TEENELE, nodel FHFHETE LOADER R, SIRAFPUTETNELN, M nodel FHIEEEN, HFHF
R, PAIRIR * Ctrl-C* HNBEIRE, AT RIFBEEIRBLG. FRETSEHRBHTIR. HEEHM
S EhERE) kT B /2 5.

6. £ LOADER 12Rf5 node1 &, iGBERIANFIETE:

set-defaults
7. FERANFETSIRE:

saveenv

FEAFF A7005{FAS900015 428 FINVRAMAE B

TEUEPNER, nodel BxiF], FRE#IEIYHA node2 12ft. AT node1 # node2 i FRE—HFEH, HAR—HE
TR, FEE7XANVIFERR. ERATUINOHETT nodet FHIZSIEIRH node1 NVRAM &R, EH,
;jede1 =EHIZEE A, UTFVFREEN, BTMNEAAEEEERHEE. ITHSREMATIEL, TH23ERIE

FFaz Al

WNRIE R RIER, BIERIEM,

FHIAFF A7008{FAS900035 28151k

B L TI2ES E BIBRAFF A7005FAS9000i5 42845 1R,

p

1. M node1 f=HISERAPEITIEH SRR Z 7, FBETFHTHRIESi% (WRE) MEELLS nodel 1THIZEER
RAVIER
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@ I node1 B, RFEM node1 HIFTIEHISH eOM 4itk, EULTIER, EREEBIREE
2% node1 B node2 RYERIEL 4R LT %,

2. RPIFEHISEIR A FREMHFERET,

a. Slide the orange button on the cam handle downward until it unlocks.

,. Cam handle release button

9 Cam handle

a. Rotate the cam handle so that it completely disengages the controller module from the chassis, and
then slide the controller module out of the chassis.

Make sure that you support the bottom of the controller module as you slide it out of the chassis.

1 FAFF AT005{FAS9000 NVRAMiE 1R

EA L TIRESE WIFRAFF A7008{FAS9000 NVRAMIEIR,
@ AFF A7003{FAS9000 NVRAMIEIR (i FiEiE6 . SERRAFAPHEMIEIRIIFAE,

P$IE
1. M node1 BY#E#E 6 281 NVRAM IR FEHEIT,

a. Depress the lettered and numbered cam button.

The cam button moves away from the chassis.
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b. Rotate the cam latch down until it is in a horizontal position.

NVRAM R MAAEF D B HIZEN LT,

c. Remove the NVRAM module from the chassis by pulling on the pull tabs on the sides of the module
face.

,. Lettered and numbered I/O cam latch

9 I/O latch completely unlocked

ZEEASA A900. AFF A900EXFAS9500 NVRAMANIE I 2a iR
Enodel1 EZENARMUZEIFIASA A900. AFF A900EKFAS9500 NVRAMANIEHIZR &R,
WITRER, HIEELITEI.

* BifEtE6-176-2h AUFR A = BIEFIEIR M IENVRAMIEIR TS EFTBINVRAMIE IR,
BB E MAFF A700 NVRAMAEIRTS ZEASA A900SEAFF A900 NVRAMIER,
* FEFAS9000 NVRAMIE IR R 2 & FIFR B INFE FIRIRE EFAS9500NVRAMARIR,

Feaz i
USRI R RiEM, (B IERIEM,
ZHEASA A900. AFF A9005{FAS9500 NVRAM{E1R
ERUTIRES EIEASA A900. AFF A900EFAS9500 NVRAMIERZ2E Blinode 1HIIEIE6 1,
BB
1. ¥ NVRAM EIR5HHEE 6 AT ORIAS55T.
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2. & NVRAM E3RIZE2 B NIEIE, HEHEFENESH /0 DREPFARS 10 MILHEMES, ABRR 110 Lt
FISi—Em L, LUE NVRAM 1&RIR 8 E F (i,

,. Lettered and numbered 1/O cam latch

9 I/0 latch completely unlocked

7Enode1_EZ3EASA A900. AFF A9003XFAS95003= 42815 1R,
EA L FRES B Enode 1 R EEASA A900. AFA AQO0EEFAS950035 428451k,

p
1. BB RROKRIGSHAEPRFONTT, ARBEHSRREREARAN—F

() amsEsISnEReEAE, RIEERESE RIETIER,
2. (EAAISEINIREIA MO nodel IHISRER,

HFVFAEERSN, nodel ¥EEEh BIOS #Mia, REE=EMUGILEEMENEMH. EF
¥ node1 B35, ERITHIZSERTSBANIGEZ G, BIEBRTITH NSRS LERE
node1 1THI2S1RIR,

3. Firmly push the controller module into the chassis until it meets the midplane and is fully seated.

IEHSERRT G, BMERMS L.

(D memmmEs, EIESEHSERENERBIE A,
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(1] O HEF B RE F) 5

(2] CRBFL T E

4. —BERFL, BIENERBITIZRIG, HESIFPU nodet BIBRIEH,

S. hiTEENRGNE, nodel IZETE LOADER T, SNRAHUTETNETN, M nodel FIART, HHRF
R, PAIEHR * Ctrl-C* HNBEIRE, ATRIFEEEIRERE, ERAEN 8 ENEMTR, HEENE
shEAiE) P B shiE T,

6. 7£ LOADER 1277 node1 &b, BBRINFIET £
set-defaults
7. RERNFRETSEE !

saveenv

MEBEITIR 1

EXRBENHNERAFZRERG. EXERnetboot nodel, ARiE netboot TR MITIZARSE
23 F7Z1ERY ONTAP MR BT, HERNEBRIN. BEZIFONTAP 9B EhIRMERVEIZ RN
B R4 RI LAF R RYWebBRS5 28 Lo

FMFAEFE AT RR L EEN BT HEHTABER. SNLENEEBRIN R EZENONTAPH S, BXA
ST _EBIONTAPRRZAS AN S BAHER B RS EIZITRIONTAPKRAAEE. F B Bl G & % B o
AILED, BIOUFARSZIFMERIEONTAPRZAS. SR "R,

] LUBE RO ITME B oI RECE MR wipeconfig B, WRUILITHIZSIEIR Z RITE S — M EEEPER
d. MA wipeconfig aa ¥ ERRBEIN B ENERTERBERE,
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S eI LA USB BohEh TN B, 1S IWAIREXE "tl{r{EHboot_recovery loaderip < ZZEONTAP
LUHITRANIRIZE"
FreaZ Al
* WIAERILUER R SIA1R HTTP RS 28.
* M _NetApp Z#Fibm _ THIERATENARERIRAD ONTAP FREMNRAXH. BN "SEZ H8" 5
13 NetApp iFIES
KXFUAES

ﬂD%%ﬁE%'J%%J:?‘E%E’J ONTAP 9 A5 RIaHEH28 L R EHRRAARE, NATUET NS XETHIER. R
SYHITHIZRE, ERIUM Web ARS328 L77(ERT ONTAP 9 BUYKBEIRSF. ARG, ERILUSERBIXH THE
BEINTERILE, L,Uﬁ): ZRGR o

ﬂ?ij%
1. 3B "SZZE" 5ZE] _NetApp IR _ UITFEHAFHRITRAME BRI

2. [netboot_node1_step2]] M _NetApp #Fitim B T EHERD THABRA ONTAP 3%, FHF
ontap version image.tgz XHFEMEE @R Web IAR]AIE R,

3. tﬂ*ﬁ I __l-l_l_ Web TE|EL|EGE§: #glﬂ.EFﬁﬁ‘ﬁjz'fq:IEE SR,
4. MHBERVIRMESE ontap_version image.tgzo
S, BT EFE U T REZ —RECE ML B ohiE.

\

@ VIERERIROM IP EANBBEhEE, B70EREEE LIF IP, SWERITAHERIRER
E%ﬁh‘i SHE o
blp\i*ﬂ;@ﬂ%ﬁ]‘l}{ ( DHCP ) 335//.\ .
ETEET FERMIMERT A ER U TGS B EERE:. ifconfig eOM
—auto
KiB1T FERMIMERT R ER U T < Fohic EiEE:

ifconfig eOM -addr=filer addr -mask=netmask -
gw=gateway -dns=dns addr -domain=dns domain

filer addr BRTFfERZIPHINL(HIE),
netmask efFERFHINEBIL(NE).
gateway R ERFNIMK(HE).

dns addr M R RARSS 28AYIPHE(RTIEE),
dns domain &3 BRSS(DNS)E A (FI3E),

@ EREOEFEHMSH, EXFAEE, BFERE
HIRRTUEN help ifconfigo

6. Xf node1 HITMZREEN:

netboot http://web server ip/path to web accessible directory/netboot/kernel
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7.

8.

10.
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ORI L=

E1FASAA00. AFF A900E{FAS95003= 2R 1EIR F IFEZI TR 21850, AETRBIIFEEIN. T
7_|'

Please choose one of the following:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(1

1) Configure node for external key management.
Selection (1-11)7

MBTIZER, EFRT° (7) Install new software first” .
bR IRTB] FEFTEY ONTAP BUGH IS H R L EI B shig&E o
BB TER:
This procedure is not supported for Non-Disruptive Upgrade on an HA pair

TIREARE BRI FET ONTAP B4HEF LR, MAZERIZEHR.

TBIRAER netboot T R EMAFMEREG. WMREEAEMGEEMNIERISE L LERE,

(D U‘JT%‘E%%?**T IEMRRYBRIR, ILREUHEIRIE A7 =FIHE ONTAP iR7S. netbootiR{FZ I 5t
BEESfERA (7) Install new software ¥EFRBEINTEFHIFHERBIONTAP RAHETEM
AE%T%%IXJ:O

MRAGHRTERRTTIRED R, A v, ARERARTERNIRGE, A URL:

http://web_server_ip/path_to web-accessible_directory/ontap_version_image.tgz’

path to the web-accessible directory NiEm & ontap version image.tgz BIMIE 5 2
2

TR T F I BUEREoHEHI SRR
a. MIMLAMRTRE, A n Bk EDIRE

Do you want to restore the backup configuration now? {y|n}



b. HIPLATHRRES, kAN v UEHBE:

The node must be rebooted to start using the newly installed
software. Do you want to reboot now? {yl|n}

IEHBEIREN BT, EFEERMXEL, RABMKEEENRRIL, HABITRECESIE.

M. ERTTR, 1B1T wipeconfig e LUBRRBEIN R L FERIMEMAIEREE
a. é:.ﬂiEgULX-F“ﬁE\ET, |ﬂﬂﬁﬁgg yeS

This will delete critical system configuration, including cluster
membership.

Warning: do not run this option on a HA node that has been taken
over.

Are you sure you want to continue?:

TR EHBIUSER wipeconfig , AREEERIIRERL,

12 WEERBEREN 5 LUSEIEIPER, PERE ves RTRTN, HEBAREPERTEL, 8

RN
13. BIEEHIZSFNBERSEEN ha ¢

ha-config show

UTRAIERT ha-config show mp<THItIL

Chassis HA configuration: ha
Controller HA configuration: ha

14. NRIFHIZFNEREEN na , BERAUTHSEIERE:
ha-config modify controller ha
ha-config modify chassis ha

15. B83F ha-config I8&:

ha-config show

Chassis HA configuration: ha
Controller HA configuration: ha

16. E{Z node1 :
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halt
node1 N7 LOADER 1B RAFMELE,

17. £ node2 £, MERSHYEY, REFNX:

dATE

18. 1 node1 £, FERIMIFMRRTRHAERUTHTREHEA:
SiEprrEd=

19. INBHE, IBTE nodel LIKEHER:

set date MM/dd/yyy
() 1 nodet LigE#amH UTC BH,
20. 7% nodet £, FERTINBERRAERL TR0 EE:
Bl
21. NBHE, JETE nodel L& BEETE]:

set time hh. mm. ss

() 1 nodet LigE#amAY UTC BAl,

22. 1£ node1 LiKEBEIX AL ID

setenv partner-sysid node2 sysid

JtFnodel. H partner-sysid & AAnode2fY, EAILAMIKEIN0de2 R 4EID node show -node
node2 node2 R STt

a. (RFIRE:

saveenv
23. 7£ node1 LAY LOADER #&/RfT4, HIE nodel B partner-sysid :

printenv partner-sysid

% 3 k. ERABARFIRRSEInode1
3%

EE3IMEE. FERAARNERSGIEIRBEInode1. HIWIEARKENnode1LiE, MNREFERY
ENetAppEMZEZ(NVE), NEBXRRZABIEREE, EXLUEnode1IFREAFINAS
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FUELIF Mnode2 B E (L B AR /EHInode1. HIGiEnodel1 E @FE7F1ESAN LIF,

p

RSN AR SEInode1"

"I node1 Z&E"

"EAREHNT R 1 ERRFHEEREE"

"B R 1 HENIFRRE S NAS #3E LIF M= 2 BapEIARET = 1

—_

-'>.0°!\’

FERBRASARIERE5Inode1

BEENERNnode 1 IERIEE, ATNET U THREEFERENRRERnode1
FRENTE:

|[Hf9node13z 428 Fiinode1 R FIEIR

B & AIASABIAFF A220 AFF A1503F I8 1E 1R

AFF A220 AFF A15031% I g8 1E IR

AFF A200

AFF C190

FAS2620 FAS282031% |85 1& 1R

FAS2720

B & JASABIAFF A700 ASA A9001Z HlI 28 FINVRAMIR 1R2
AFF A700 AFF A9003Z #lI28FINVRAMIR IR2
FAS9000 FAS95001F |28 FINVRAMIE IR?

BT HISIRIREY . ERERFAEREMIBIEHSSRIRE EETHI SRR,
FEEHIERIZEMINVRAMARIRES . RFEapizhH a MEIREZEN ],

P
1. WREBLRET NetAppEEINZ(NSE)IREh2s. BRITUTEE,

@ NREZATERERIES B PHITIURIE. BB RAIREXE "WNEFI RS D EiE
WFIPSIAIE" #7E IETE AR B I IR EhERAIEE,

a. I¥E bootarg.storageencryption.support to true 3 false:

SNRIEFECEALUTIERRE. BER AREE...

FTAFIPS 140-2 2k BMBER setenv bootarg.storageencryption.support true
HFINSEIR=hES

NetApp3iEFIPS SED setenv bootarg.storageencryption.support false

@ FEEFEE—T REHARX LR AFIPSIXEh8 f1 E R B pYIRENER, R LAITER—T mEHA
Xt LR FISEDMAEMZ K TR
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b. 13| L FABEhEEHIEREIN (10) Set Onboard Key Manager recovery secretso
RNFGRICRAVZEL B BRREBNEMER. B8N ERRAZASEREEFENE",
2 BHRBHERMERE:
boot ontap HE

3. BN"22/7"FHEEFIEOESL. K IHBInode 1 R E# D ECLaE inode
boot after controller replacement TRIEBERIFRBEL,

SMEELERE. AARKRETNECRAEBRRNTRNER. IRFERZHEITABREED
X (Advanced Disk Partitioning. ADP)Z 73 Xi#E). RFFIEREMAHAR M T =T REB 7.

XEARTRAIRESBIEEER GHE R, MRRBAT RIMTBMANBZAER. REFRTEEFR AL
B,

U1 localhost: disk.encryptNoSupport: aler]: #MEIFIPSIAEAIINZIRTHES #1. 2. M
HAITLL TR localhost: diskown.errorDuringlO: error]: disk" error 3 (disk failed) on disk
error occur. MHITUATTE:

@ a. 7ZZLOADERIZ R E T =,
b. EHEBEFFMANEFEEMBREEER £ 1 5,
C. TELOADERIETATL. Boh:

boot ontap

TR UER U REIENSE
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T =% & H R

LOADER-A> boot ontap menu

<output truncated>

All rights reserved.

KAhkAkhkAdk kA A hhkkhAhkhhkhkhkAkhkhkhkkxhrkkhkkx
* *
* Press Ctrl-C for Boot Menu. *
* *

kAhkkkhkkhkhkkhkhkhk kA khkhkkhkrhkkhkhkhkkhkrkhkkrrkhkxkkx%

<output truncated>
Please choose one of the following:

Normal Boot.

Boot without /etc/zrc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

)
)
)
)
)
) Update flash from backup config.
) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 22/7

(22/7) Print this secret List

(25/6) Force boot with multiple filesystem
disks missing.

(25/7) Boot w/ disk labels forced to clean.
(29/7) Bypass media errors.

(44/4a) Zero disks if needed and create new

flexible root volume.
(44/7) Assign all disks, Initialize all
disks as SPARE, write DDR labels

<output truncated>

(wipeconfigqg) Clean all configuration on boot
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device

(boot after controller replacement) Boot after controller upgrade
(boot after mcc transition) Boot after MCC transition
(9a) Unpartition all disks and remove
their ownership information.

(9b) Clean configuration and
initialize node with partitioned disks.

(9¢c) Clean configuration and
initialize node with whole disks.

(9d) Reboot the node.

(9e) Return to main boot menu.

The boot device has changed. System configuration information could
be lost. Use option (6) to restore the system configuration, or
option (4) to initialize all disks and setup a new system.

Normal Boot is prohibited.

Please choose one of the following:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.

(11) Configure node for external key management.
Selection (1-11)? boot after controller replacement

This will replace all flash-based configuration with the last backup
to disks. Are you sure you want to continue?: yes

<output truncated>

Controller Replacement: Provide name of the node you would like to
replace:<nodename of the node being replaced>

Changing sysid of node nodel disks.

Fetched sanown old owner sysid = 536940063 and calculated old sys id



= 536940063
Partner sysid = 4294967295, owner sysid = 536940063

<output truncated>

varfs backup restore: restore using /mroot/etc/varfs.tgz

varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: attempting to restore env file to the boot
device

varfs backup restore: successfully restored env file to the boot
device wrote key file "/tmp/rndc.key"

varfs backup restore: timeout waiting for login

varfs backup restore: Rebooting to load the new varfs

Terminated

<node reboots>

System rebooting...

Restoring env file from boot media...

copy env_file:scenario = head upgrade
Successfully restored env file from boot media...
Rebooting to load the restored env file...

System rebooting...

<output truncated>

WARNING: System ID mismatch. This usually occurs when replacing a
boot device or NVRAM cards!
Override system ID? {y|n} y

Login:
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ERREPERIES ID 16 ID o BARNT RBYSEFRRSE ID KA.

@ AERTHNERRERFABATRANZE, TREENBIVAUERFEEE, BHMA
gerp -k ERE M AR THE M ONTAP B3,

[wam]

IS node1 223t

B ERBENRSRREIENode 1R E, BTYEROAE. BEFFYBFEOMIBT
RIS EIBR T =1,

XFIAES

ERABAERIZEEIREInode1/5. BFBRILHZRREERRTE, BUTEFR nodel MRS, ARMER
fh 28 BB H R (Fo

RS, ERESEF, ITHBARIRENEER, EAN node1 ZBEEIZHMNHEL.

g
1. I&IF node1 BB SN

cluster show —-node nodel -fields health

health FEMBEHNA true o
2. I9IF node1 BE 5 node2 BFR—5%28, #EHEHEBTR AT RF:
cluster show

3. UHREIS AN PRIER :

set advanced

4. WEEHISBEIIREIRTS, HRIAERTATEERS, UNESLT nodet HEZAIBIRE, LUERIT
REITHIZR B R LIRS

ssystem controller replace show
sRFIEHIZEEMR show-details

O. TS Y= 23 B HUR(E:
sRGHTHIRERIRE

6. I=HIREHIREREELLOHIT TR, HETUTHEHR:
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Cluster::*> system controller replace show

Node Status Error-Action
Nodel Paused-for-intervention Follow the instructions given
in

Step Details
Node?2 None

Step Details:

To complete the Network Reachability task, the ONTAP network
configuration must be manually adjusted to match the new physical
network configuration of the hardware. This includes:

1. Re-create the interface group, i1f needed, before restoring VLANs. For
detailed commands and instructions, refer to the "Re-creating VLANs,
ifgrps, and broadcast domains" section of the upgrade controller
hardware guide for the ONTAP version running on the new controllers.

2. Run the command "cluster controller-replacement network displaced-
vlans show" to check if any VLAN is displaced.

3. If any VLAN is displaced, run the command "cluster controller-
replacement network displaced-vlans restore" to restore the VLAN on the
desired port.

2 entries were displayed.

@ TEUIRVESE B, re-creating VLANSs , ifgrp ¥ broadcast domains_section EE&r &N
_Restore node1 EHIMLBECE,

7. EIEHIRERATEHERESHNERT, BEHNIT AR nodet ERIMEALE,

AJH node1 EHINREE

1A node1 A FHEIRSH AT S node2 BIS/G, 1EHIA nodel EE/RT nodel BY VLAN , $ZO4EFS #51,
Itgh, BRIEFRA nodel MmO &Y E i BT HIEFHAI &g,

XFIAES
BXREIBMEFMEIZ VLAN , ZOAM BEFAER, B2 "SZ 51" #H%E Network Management

1. SIHBAENT = 1 ERPREYIRRO:

network port show -node nodel
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LB 2R R ERUFR B IEMLRIR O, VLAN mOMEOHRRO. EitEmdid, EeIES ONTAP B
REEYEIRROBE &8 I #8E. &r]LUER i R EE B E RO M LLis O A EZ AL Bim O,
VLAN EAimOs A FHEE LIF BRI ¥32im 0,

. BUHHEERY F AT B

network port broadcast-domain show

- ST S 1 LA RO MmO R 5 R

network port reachability show -node nodel

BB BT LT R BRI

Cluster::> reachability show -node nodel
(network port reachability show)

Node Port Expected Reachability Reachability
Status
Nodel
ala Default:Default ok
ala-822 Default:822 ok
ala-823 Default:823 ok
eOM Default:Mgmt ok
ella = no-reachability
ellb = no-reachability
ellc = no-reachability
elld = no-reachability
e3a = no-reachability
e3b = no-reachability
eda Cluster:Cluster ok
ede Cluster:Cluster ok
eba = no-reachability
eTa = no-reachability
e9a Default:Default ok
e%a-822 Default:822 ok
e9%9a-823 Default:823 ok
e9% Default:Default ok
e9%b-822 Default:822 ok
e9p-823 Default:823 ok
e9c Default:Default ok
e9d Default:Default ok

22 entries were displayed.

ELERRBIFR, nodel EEHRITHIZEET. REWOFRBRIAENYE, RALKEYEEE. EXIEER

BN ok LASMYRTHIEEREA TR .



EARHRIE. MEmAREEZEANENR, FrEHAMNEEEER BNE, HEMNS
i O RIIA R RN EL, B2, T3 LIF M node2 #%[E] node1 Z i, EAAMIEIUEMLE KR
BRI TR T

4. EAUTHSEUTIRFEE node1 EE M HORENARIERERZE ok BIRJIGRIME:

network port reachability repair -node node name-port port name

a. YIRiH 0
b. VLAN %01

TNERZEMTF AT REIBY S

Cluster ::> reachability repair -node nodel -port ellb

Warning: Repairing port "nodel:ellb" may cause it to move into a
different broadcast domain, which can cause LIFs to be re-homed away
from the port. Are you sure you want to continue? {yln}:

FHFANARMERES AT e S HEIFrE BN RMERERENED, VERESEE, N LEFIFR. R
TEETRI D*D@Lﬁﬁ@é y 3% n AUEE,

WP EYIRIR O AB TR AR M

WK im O rih e E R

EHITRIARIEEERY, ONTAP ZERIHFIHAMETEERRI #FEHR, B, MRTEHEFRE N iEORIE
R, HEZEORETEMINAT B, N ONTAP R /oX i 6 =2 H#I #&E.

S. WiFIm O A iGR) M
WL O RG22 R
WMRFBIRONE EMEEH RN ERI P, MW network port reachability show BRSRN
BErE EEZEHONTIFRMERSIRE N ok , WFEMIBEZMNHRO, WIKSIREN no-reachability
o ﬁﬂ%ﬁﬂlﬁ'ﬁD?Eilﬁ’ﬂk/uz—mﬁﬁﬁ\lﬁﬁﬂ, 1ﬁ&?’iqﬂﬂﬁlﬂﬁﬁ?ﬂﬁjﬁlﬂEfﬁg#ﬁﬁfh%ﬁq]u\m_zﬂﬂ”ﬁ?
i =

6. WIFFrAIRORTHEE T Hig+:
network port show

7. BRI E RO S RE T EMNRAERET (MTU)

network port broadcast-domain show

8. FAHALUTLEBILRR LIF £iwM, IBEEERXRRED Vserver M LIF Fix[O (WIRA)
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a. FIHFrE E BT LIF
displaced interface show
b. IFR LIF TR =fE 0!

displaced interface restore-home-node -node node name-vserver vserver name
-lif-name LIF name

9. WitFrE LIF 25 BT RO BEREERE:

network interface show -fields home-port , status-admin

TEARENT R 1 ERRBAEEREE

IR E(FHNetAppBR A2 (NAE)TNetAppE IR (NVE) I BA RN R G _ERE#H1TIN
2. MINZRERELANRLEFT . MNRAEME T key-manager. MFEFAHARLIEnode
BAMnode2EMEMEIALGEHInode1Bt. AIREsZEMIE. EInode1:&E FEINZEH
REBANIFTENINZEZE,

XFIAES
RITUTEZR, BNBEERDSIHTR:

g
1. Mnode1izfT A F&n<:

sSecurity key-manager IRE[ES

2. EEFHEMIIERESZHI. 1513Enodel EBISVM-KEKZ (IR E IR E F "true"

::> security key-manager key query -node nodel -fields restored -key
-type SVM-KEK

Nl

::> security key-manager key query -node nodel -fields restored -key
-type SVM-KEK

node vserver key-server key-id

restored

nodel svml " 00000000000000000200000000000a008a81976
true

2190178£9350e071fbb90£00000000000000000
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= 1 ABERIERESH NAS ##E LIF AR 2 B EIAERERNT = 1

£383Enode1 ERIMBELE 2 5. UMIEEE S Mnode2EME (I Enode1ZAl. BEEW
IiEnode2 L Hi/E Fnode 1 INASEUEE S AIHIR B E Mnode2EFE U EInode1, LtESH,
WA TEGIE node1 LB FE SANLIF .

KXTFULES

EFRI2VEL BHAE], miE LIF 632 SAN LUN BURE, FHkHAIE], EBSRSIZTIRRTESE SANLIF
FRAEEENS SAN LIF BSYEIFIR O, BTUARSEEIXLE LIF , {# nodel BEE, BMIESIE LIF RRIiE{TIER
HAUFHENARO .

p
1. I E EFEAIHRIE:

sRGTHIRERIRE
RGRHITUTES:
° SEEHPRICE

° R4 ID KE
© BGhRAINE
© BfrraRE

° MR E

ARG TE LS AT RN BRI L B E o
2. FUTEERIFIRIENE

network port reachability show -node nodel

MR EEZR O (B804 VLAN ix0) BRI ETN oK.
3. IME EFENIRIE:

sRGHTRIRERE

AFRHITUTRE:

° EEEITIRRNE
° &8 LIF KSKEE

WITXERER, RASK nodet HARIFRESH NAS #iE LIF EFEMIZIFTHY node1 -
RREMEMSTRE, 1THBRERIREEEE.

4. ERSEIEAM NAS #E LIF BapiErRE:
sRFITHIZZEM show-details
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NRTHIREHIRELSBEE R, BREHEERR (WRA) , AREEEFRFEER reume R,
S MBWE, ERMEFREFMEZIRAT LIF . FIHFAE SR LIF

cluster controller-replacement network placed-interface show

NREEREM LIF , BRET RERE nodet :

cluster controller-replacement network placed-interface restore-home-node
6. IMEIBRELIRRAGHITAERNGEINE:

sRGTHIRERIRE

AFBRITUTERE:

© SEEHPRICE
© BEIBTINVRIRE
- BEERERE

o B LIF RBNE

F4HER. EFEMNFRIRAFAnode2
R0

TEMEE4HR. S IEIRE SHINASEIELIF Mnode2 B E (L B AR /ERInode1 HI1Z

nodeZ2,

I
1. “BIEREREF] NAS EUE LIF M node2 EHEMIZE node1”
2. "{ZF node2"

FIERER S NAS #0E LIF M node2 EFE1E] node1

ERinode2 B MNBRARIRIRZAN. DA node2i B RIIFRR S EFMEUEInode1,

FFeaz Bl

T—MEENEAIBICERMG, node2 WERBRKEEEE. IFREBEHIE SAN £IE LIF EM node2 T
FFHY nodel o

F*FUES

EBREHM LIF 5, IMEEFEELLEITIRIE. EUME, SUNEIEFEIFRESIE SAN #HE LIF 251
BEREFHHTR .
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FRERREN LIF WEFRBE;, RIENHRIFMEE,

p
1. BIEFEIFRR A B B EBYRETE node1 ERTIRTE:

storage aggregate show -node nodel -state online -root false

AT RABIER nodet! ERIFREB S FEAUIAE:

cluster::> storage aggregate show -node nodel state online -root false

Aggregate Size Available Used$% State #Vols Nodes
RAID Status
aggr 1 744.9GB 744 .8GB 0% online 5 nodel
raid dp normal
aggr_2 825.0GB 825.0GB 0% online 1 nodel

raid dp normal
2 entries were displayed.

902 node1 ERVREMMNK T NIMNIRS, BTEHAEY nodel LERALUTHSRHEEN, 8IMRE—X:

storage aggregate online -aggregate aggr name

2. 7£ node1 EERUTHSHOERRK L, UIE node1 LHFAEERTEA:

volume show -node nodel -state offline

SNR node1 EHIEMERIH, 57E nodel LERAUTHSBEEEN, 8ME—NX
volume online -vserver vserver-name-volume volume-name
E5kar A EAM vserver-name_ AJTE_E—> volume show' 8 < BY%aIH AP E,

3. IIIE LIF 2 E%%iIEEﬁE’JiﬁﬁDHJkUﬂ up o SIRAER LIF BXHA, BASD LIFWAUTHS, K LIF
E’Jrqfi'iklp\lggjj up .

network interface modify -vserver vserver name-1lif LIF name-home-node nodename
- status-admin up

4. FERAUTRSHIEERH, MUIIIE node2 EEREEZERIFREIE LIF

network interface show -curr-node nodeZ-role data

{=H node2
E(ZMAnode2. BN IEHXFnode2. ARBEMMNIRSHNFEFE T,
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TIE
1. RS 1RE:

sRGHTHIRERIRE
TREBmEE.

FERIE
FRkserkia, ERILUMERA node2 , S "=HIERS",

F5M %, TEnode2  ZEE MR LIE IR

LA
EESMER. ERENFAREBInode2REINFFRFIRIR. FAFEB L Enetboot node2,
PIE

1. "fEnode2 E ZEEB R R AIRR"
2. "MEKB/EHT S 2.
Enode2 E ZE B RFAIRIR

fEnode2 EZEEIREINATARNERRSIZR, Node2 EMAREEERLHIZRHIL
THEEMBYESZS B o

* #Tnode2 ELIHEASAA150. AFF A1508FFAS282015 4 28R 1R
* #¥node2_E LHEASAA900. AFF A900Z{FAS9500 NVRAMFNITHISEE IR
Enode2 - Z3HEASA A150. AFF A1505(FAS282035 4! 28151k

fEnode2 t ZEEINEIRIAFHRHIASAA150. AFF A1503¢FAS28201FH281ER, Node2 RMAAKAEEEE
EH R T AR MBYERIZE B o

FaZ Al
* WIREEAREM, IFIEREM,
© MEEITRIZHIEE U AFESi%. BIEIEH A, B, SASEHMEMEBUEMELE L,

p
1. BEH SR RRAVKR IR SHAEFRIFEER B W77, ARRKTHISERERENRSN—F,

FEARBAF A

(D wreEnsEReeiAE, BIRNEERESE PETEXRMALE.

2. ERASLISEENITH G iR IEEE node2 1EH| SRR,
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@ BTFHEERR, it Node2 EREMASENIFIREE. 7BERnode2/25). NetAppZiliE
FRHEH MBS Lk EEInode2fT 2R RIR. AEBFIEHIZERT2ENEGE,

3. Firmly push the controller module into the chassis until it meets the midplane and is fully seated.
IEHISERTELMAE, MEFME LA,
@ FEBRAITIERERR, BT RTHIBRIRBNAEN A I K.

4. —BRRRFAL, BUAERBITIEG G, HESIFFET nodet BIBEIRT.

°o. RUTEENELNE. node2 B FEEMBEIEFIRT TR WRAFEBEIEE), M node2 FFIAEE), HFFHE
T, AR Crl-C* EANBHXSE, ANREFBEERHRELE. FRERIBEHRBMNTR. HEENR
shERiE i B Eh a5,

7Enode2 E L3EASA A900. AFF A9005{FAS9500 NVRAMAIZ &2 1E 1R

fEnode2 L REEEUNEIBIFA FFHEHIASAA900. AFF A900ZKFAS9500 NVRAMANIZHIZRIEIR, Node2 RM %
SEEERERISRNITYAEAMNESIEEB .

MITRERN., BIUEEATEDL

* BifEtEc-1#/6-2h FIFR A = BIE IR M IENVRAMIE IR EFTBINVRAMIE IR,
BB E MAFF A700 NVRAMAEIRTS ZEASA A900ZEAFF A900 NVRAMAER,
* FEFAS9000 NVRAMIEIR R 2 & FIFB INFE FIRIRE EFAS9500NVRAMARIR,

a2z al
NRIGHREM, BIEREM,

ZIEASA A900. AFF A900E{FAS9500 NVRAMIR LR
ERA U TIRELEBIFEASA A900. AFF A900EEFAS9500 NVRAMIRIRZEE ElInode2HYtEIE6H,

p
1. % NVRAM 3R 51618 6 HhAFEF O RIALS 5.

2. % NVRAM RRRIZEBNIGIE, BEEEFEMESH /0 LREBAKS 110 MiLHEIS, ZABRR /0 i
HBi—EE L, LU NVRAM HEIRBTE B,

1Enode2mRKEEASA A900. AFF A900ZFAS950054881E1R
AU TRES B Enode2 R LHASA A900. AFF A9003,FAS95001F 23 1EIR,

p
1. FizHISRRIRAVKRIE SHAEPHIFESR B W75, ARRITHISBRREEBENRTN—F,

FEARIT S A LRSS ERTE £ 75,

@ BDRIERSRERTEEEAE, BEHEEERESR RiEREX ML,
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2. ERSLLISEIENITHI G iR IEEE node2 1TH| SRR,

@ BMFHMEERE, FElt Node2 EERMAERIFIAEE. N7 # % node2 B, BIIERHE
HSERTERIBANIERE 280, FRHEH e M EEALERE] node2 FEHZREIR,

3. Firmly push the controller module into the chassis until it meets the midplane and is fully seated.
ERIEERT2MAfE, SUEFMNE L.
(D mmemmEEs, EIESEHSEREAERBIE A,

4. —BRRFAL, BUAERRITEG G, HESIFFHET nodet WBRIRGN.

S. T EENEGE, node2 IHEETE LOADER . WNRAHRUTETNETN, M node2 FI8ET, HERF
R, PAEHR * Cirl-C * MANBTIRE, ETREFEERMKER, EAEM s EMEHTR, FEEMH
B EpERE) kT B /2 5.

6. Enode2fVloader>ie R 4l. REBINIMET =
set-defaults
7. RERANFEBETSEE:

saveenv

MBI = 2.

ERMEN A ERnode2 R ARG, ERIEFEBINZEMEN]. KRi& netboot &R
Mizt2RRs5 28 EZHERY ONTAP BRIZBED, HEFNBERET. EZIFONTAP 9FTIRERY
Bl E R RS A AR A WebAR S5 28 Lo

FREE M ANERISERREENEPH B ARERE. SN EREREBHNT T ERENONTAPHZA, BHR
SR B EBIONTAPRR A S BA KRB RS LiZ1TRIONTAPARZASAERE. H HEBohiREM & B EIRE
WILED, &) LB FOR AT B BRI RECEMIR wipeconfig @99, INRILITHIZBERZ FITES— &
BhERAT. WA wipeconfig 88 BEMRBINNT R ERERZAEEKE.,

S AT LUER USB BohEMiTME B s, BES IWAIREXE "tl{a{EHboot_recovery loadersi < L2 ONTAP
LUBITRAEVIRIRE"S
Freaz i
* WIAERILUER RZIAIR HTTP RS 28
* M _NetApp ZHfihR _ THIERTFEMAATIERIRZAD ONTAP FRIEMNAANXH. BEBN "SZ &R 5%
%] NetApp Z#Fihs

KXTFULES

SNSRFIEHIRS _E R ONTAP 9 WA 5RIAITHIZE L L RAMRARE, WATUEEMEBoXEirHIzE. K&
SNIEHIZRE, EeILIM Web ARS528 E17ERY ONTAP 9 BMEBThAS, RS, eI LUSERMX 4 THE
B igsE, UHESERREDD.

p
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1. 3580 "SEHEH" $HEE] _NetApp XFFibEm _ UTHATFRITRANERIHIX o

2. [ netboot_node2_step2]] M NetApp SziFik s B H FEER 2 FHABRKAY ONTAP B, FHi&
ontap version image.tgz XHFMEERIEED Web A RIFIE R,

3. YR EEET Web iARINE R, HRIEPIREXHEE M.
4. KB RIIRNEE ontap version image.tgzo
S. B R LA M R(FZ —RECE MR B ok,

@ T AERER RO IP EANSENERE, B/7EAEIE LIF IP, [NERITHEAER

Gl da sk €iqaslii
S ENEE NI (DHCP) A ...
FTEIETT ERIFMRETFTAMERU TG EMECEEE. ifconfig e0M
—auto
Riz1T FERMIMRRETFTAERU TS FIEEEE:

ifconfig eOM -addr=filer addr -mask=netmask -
gw=gateway -dns=dns addr -domain=dns domain

filer addr BTFERZHIPHILL(AAIE),
netmask elFERFBIMNEBIL(KF).
gateway elFERFHINK(AE).

dns addr M L RTRARSS 23AYIPHE(RTIE),
dns_domain &3 ARSS(DNS)E & (RI3%E).

@ EEROREFEEEHMSH, BXFAEE, BEE
HFIRRFFUHAN help ifconfigo

6. 3F node2 HITMEBTh:

netboot http://web server ip/path to web accessible directory/netboot/kernel
()  sameeism,

7. HHEBRAET S ER EEERTAN0de2B5). HERBEHREED. 0L TR
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8.

10.

42

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)72

MBoIRER, #EFEm " (7) Install new software first o

IHEEE R TRE] FEFEY ONTAP BUYGEH B HRE R B RhigE .

BRBELUTHER:

This procedure is not supported for Non-Disruptive Upgrade on an HA pair

KBRS A R T BT ONTAP B4FER, MASERIZEARK.

IHIRAEA netboot FF T REMAFMEMER, WREFEBEMAEETHITHIZE L LERE,

(D MATRE R LEARIEHIIMRER, LR EAIA=FTE ONTAP lRZS, netbootiR{EL R 5ik
MEESMER (7) Install new software BIRBIINRFHEHERERIONTAP AR E TR
MRESX L,

- MRRARRTEHEBTRESE, BN v, AEERFRTEHNRGEN, A URL:

http://web_server_ip/path_to web-accessible_directory/ontap_version_image.tgz’

path to the web-accessible directory IS N ontap version image.tgz BIMIE 5 2
2

TR T F I B UERBohEHI SRR
a. B THRE, A n UBRS &0 IRE

Do you want to restore the backup configuration now? {y|n}

b. HILATRRES, AN y UEFEED:

The node must be rebooted to start using the newly installed
software. Do you want to reboot now? {yln}



1.

12.
13.

14.

15.

16.

17.

18.

ITHBIRIRERER, BEBERMEEL, ANBEREEEMRIL, HELTEREEHIE.

R, 1817 wipeconfig 889 LUBRRETNNT B L FERIBVEAEE.
a. HEEFUTHEN, REEE yes :

This will delete critical system configuration, including cluster
membership.

Warning: do not run this option on a HA node that has been taken
over.

Are you sure you want to continue?:

b. TG EMBENIASTTH wipeconfig , AREBEERBMREL,
MBEEIRBRIERMEPIRT 5, AERRRTERRBHEBEA vo
FEEHIZE AR SEEN ha ©

ha-config show

UTFREIZERT ha-config show ap<THYEEIH :

Chassis HA configuration: ha
Controller HA configuration: ha

WMRIEFNBBHNFEREREN ha , BERUTHLEERLE:
ha-config modify controller ha

ha-config modify chassis ha

HiETR 2!

halt

node2 W7 LOADER B REFMELE,

TEnodel b, MERFHHE. HEFX:
dATE
£ node2 £, ERMFMERTAFMERUTHLSNERR:

sENfAEFEHER
MBEMNE, F1E node2 HIGTEHER:

set date MM/dd/yyy
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(D node2 LigEMRmAY UTC BEA,
19. 4 node2 &, ERFERTHAERUTHSHRERE:
sBia]
20. y1EHE, IBTE node2 LigERTE]

set time hh. mm. ss
@ £ node2 EIKEMENAY UTC B,

21. #Enode2 LI BRI REARID:
setenv partner-sysid nodel sysid
FFFnode2. A partner-sysid HIEEHENT 1T R,
a. R7FIRE:
saveenv
22. 7Enode2 EHILOADERIERFTRE. HIF partner-sysid ¥ Fnode2:

printenv partner-sysid

F6ME. ERBRRFIRIRSEInode2
#hR

EEMEEP. FHARNRSIEIREEIN0de2. HIIFAHLEMNnode2% 3, MNREFEA
HIZNetAppBINZ(NVE). NEFEBRRZFEESBRE, EIEALURnode1IFRES
FINASEIELIF Mnode1 EF E M EI ALK EHInode2. FHIEiEnode2 B TFESAN LIF,

1. FEREBRARSIERBEEInode2"

2. "ISiF node2 &iL"

3. "8 node2 R key-manager BCE&E"

4. "“EAEREE S NAS HUE LIF #2[8 node2"

ERABRRSIRIREEInode2

BEENERNNode2 Il EAIBE), BERMAFSIRRHIITHL I REIEH SMER
Eio STNETREUTAREEHERBNIRRERNode2FR BT IR
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|H#node2iT 428
B & JIASARIAFF A220

AFF A220
AFF A200
AFF C190

FAS2620
FAS2720

B & NASARIAFF A700
AFF A700

FAS9000

p

Fifinode2 R FIFEIR
ASA A150§F Hll 28 1R IR
AFF A1503FHI281E1R

FAS28203% |28 1R 1R

ASA A900#Z HlIZ8FINVRAMIE IR
AFF A9001Z 28 FINVRAMIR IR
FAS9500{ZHI23HINVRAMIZ IR

1. IRELET NetApp FHEINZ(NSE)IERNER. BEHRITUTSE,

@ NREZATERERIES B PHRITIGRIE. BSRAIREXE "WNEHI MRS E D EiE
IFIPSINIE" #E IETEEF R B INZE R EhERAIEE,

a. 188 bootarg.storageencryption. support to true B false:

NRIEEFERAUTEREE, BER AEEE...

FIEFIPS 140-2 24k BINEE XK setenv bootarg.storageencryption.support true

ARINSEIXEN2E

NetApp3EFIPS SED

setenv bootarg.storageencryption.support false

@ T EETEE—T RECHARY LR AAFIPSIXTh 8 F1 ELth KB pYIRENER, &R ATER—T9 mEHA
Xt bR FASEDMAFNNZIREHER.

b. ZEEZHBMREFHIEAFIE (10) Set Onboard Key Manager recovery secretso

MASANERBVRES B BIEENENEE. BEN "EARAEAEEREEFEINE",

2. TR BHERMXE:

boot ontap g

3. BN"22/7"FHERRIREUET. K IHBInode2i B D EL4AE node2
boot after controller replacement TRIFHEBIHERL,

SPEELERE. AARKIERNECRAEBRNTRNER. IRFEREHEIRNEREED
X (Advanced Disk Partitioning. ADP)Z %3 X&), RFIGRRERAHAR R T R8T =B .

XER TSI GTHEF. IRKBATRZMIMANNBIFRER. RERRTEER AL

#1Ro
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Y08 localhost: disk.encryptNoSupport: aler]: #MEIFIPSIAEAIINZRIRTHES #0. 2. M
PATUUTH B localhost: diskown.errorDuringlO: error]: disk™ error 3 (disk failed) on disk
error occur. MHITUATHER:

@ a. 7ELOADERIB TR EE T =,
b. WEHEEPMANEFEMZBRBEE £ 1 5,
C. #ZZLOADERIZERFTAL. BEh:

boot ontap

ERILMER U T RBIEANSE:



T =% & H R

LOADER-A> boot ontap menu

<output truncated>

All rights reserved.

KAhkAkhkAdk kA A hhkkhAhkhhkhkhkAkhkhkhkkxhrkkhkkx
* *
* Press Ctrl-C for Boot Menu. *
* *

kAhkkkhkkhkhkkhkhkhk kA khkhkkhkrhkkhkhkhkkhkrkhkkrrkhkxkkx%

<output truncated>
Please choose one of the following:

Normal Boot.

Boot without /etc/zrc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

)
)
)
)
)
) Update flash from backup config.
) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 22/7

(22/7) Print this secret List

(25/6) Force boot with multiple filesystem
disks missing.

(25/7) Boot w/ disk labels forced to clean.
(29/7) Bypass media errors.

(44/4a) Zero disks if needed and create new

flexible root volume.
(44/7) Assign all disks, Initialize all
disks as SPARE, write DDR labels

<output truncated>

(wipeconfigqg) Clean all configuration on boot
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device

(boot after controller replacement) Boot after controller upgrade
(boot after mcc transition) Boot after MCC transition
(9a) Unpartition all disks and remove
their ownership information.

(9b) Clean configuration and
initialize node with partitioned disks.

(9¢c) Clean configuration and
initialize node with whole disks.

(9d) Reboot the node.

(9e) Return to main boot menu.

The boot device has changed. System configuration information could
be lost. Use option (6) to restore the system configuration, or
option (4) to initialize all disks and setup a new system.

Normal Boot is prohibited.

Please choose one of the following:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.

(11) Configure node for external key management.
Selection (1-11)? boot after controller replacement

This will replace all flash-based configuration with the last backup
to disks. Are you sure you want to continue?: yes

<output truncated>

Controller Replacement: Provide name of the node you would like to
replace:<nodename of the node being replaced>

Changing sysid of node nodel disks.

Fetched sanown old owner sysid = 536940063 and calculated old sys id



= 536940063
Partner sysid = 4294967295, owner sysid = 536940063

<output truncated>

varfs backup restore: restore using /mroot/etc/varfs.tgz

varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: attempting to restore env file to the boot
device

varfs backup restore: successfully restored env file to the boot
device wrote key file "/tmp/rndc.key"

varfs backup restore: timeout waiting for login

varfs backup restore: Rebooting to load the new varfs

Terminated

<node reboots>

System rebooting...

Restoring env file from boot media...

copy env_file:scenario = head upgrade
Successfully restored env file from boot media...
Rebooting to load the restored env file...

System rebooting...

<output truncated>

WARNING: System ID mismatch. This usually occurs when replacing a
boot device or NVRAM cards!
Override system ID? {y|n} y

Login:
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FRRAIFRTRHNEAS ID 2561 ID o ERENT 2BERERS ID BARE,
@ ERAHNERRERAFTAEBAT RRZZE, TREHERM/IAUERTIEL S, A
Zirh£ FREG AR TTE Mt ONTAP B,
I5F node2 223t

B IERBENRSIRRIEN0de2% ., ATYEROAE. BEFFYBFEOMIBT
R2BRETEIBF T =2,

XFIAES

ERBERARSIRREnode1 5. EFBERITHESREERETE, BOMFRnode2 A, ARMETH R
BRI,

bR, FERETEP, BIEREE, M node2 MAfREL,

g
1. I9IF node2 BB MNP :

cluster show -node node2 -fields health

health FEMBEHNA true o

2. Hgik node2 5 node1 BFR—%E, HRGTIRRREYF:

cluster show

3. UHREIS AN PRIER :

set advanced

4. WEEHISREIIREIRT, HIIAERTATEEREUKRIE node2 EEZFIFVRES, UERITRERE
S| SR ANFE TR LR O IR(ESS -

ssystem controller replace show
sRFIEHIZEEMR show-details

O. TS Y= 23 B HUR(E:
sRGHTHIRERIRE

6. I=HIREHIREREELLOHIT TR, HETUTHEHR:
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Cluster::*> system controller replace show

Node Status Error-Action
Node?2 Paused-for-intervention Follow the instructions given
in

Step Details
Nodel None

Step Details:

To complete the Network Reachability task, the ONTAP network
configuration must be manually adjusted to match the new physical
network configuration of the hardware. This includes:

1. Re-create the interface group, i1f needed, before restoring VLANs. For
detailed commands and instructions, refer to the "Re-creating VLANs,
ifgrps, and broadcast domains" section of the upgrade controller
hardware guide for the ONTAP version running on the new controllers.

2. Run the command "cluster controller-replacement network displaced-
vlans show" to check if any VLAN is displaced.

3. If any VLAN is displaced, run the command "cluster controller-
replacement network displaced-vlans restore" to restore the VLAN on the
desired port.

2 entries were displayed.

@ TEUIRVESE B, re-creating VLANSs , ifgrp ¥ broadcast domains_section EE&r &N
_Restore node2 FHIMLBECE,

7. EIEHIRERATEHEREHNERT, BEHNIT 1A/R node2 ERIMEKALE,

AJH node2 FHINREE

HaiA node2 EFHEIRESH A S nodel BIS/G, 1EHIA node2 EE/RT nodel BY VLAN , $ZO4EFS #51,
toh, MIER B EEHEIERN B EEFE node2 MR,

XFIAES
BXREIBMEFMEIZ VLAN , ZOAM BEIFAER, B2 "SZ 51" #HE%E Network Management

1. SIHBAENT = 2 ERPREYIRRO

network port show -node node2
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LB 2R R ERUFR B IEMLRIR O, VLAN mOMEOHRRO. EitEmdid, EeIES ONTAP B
REEYEIRROBE &8 I #8E. &r]LUER i R EE B E RO M LLis O A EZ AL Bim O,
VLAN EAimOs A FHEE LIF BRI ¥32im 0,

. DK EERE E IR

network port broadcast-domain show

- ST A 2 LA IR OB MR OB 5 R

network port reachability show -node node?

BNERRMT AT AL, wOM FE2ZMIBPARE,

Cluster::*> network port reachability show -node local

Node Port Expected Reachability Reachability
Status
Node?2
eOM Default:Mgmt no-reachability
elOa Default:Default-3 ok
el0b Default:Default-4 ok
ella Cluster:Cluster no-reachability
ellb Cluster:Cluster no-reachability
ellc = no-reachability
elld = no-reachability
e2a Default:Default-1 ok
e?b Default:Default-2 ok
e9%a Default:Default no-reachability
e9% Default:Default no-reachability
e9c Default:Default no-reachability
e9d Default:Default no-reachability

13 entries were displayed.

£ LARRAEIR, node2 BEEEMRIEHIBERIIFHMANE. ERES M AAMEENERD, HEEESFREIN
[P,

ERUTHLRUTIRFIEE node2 EEMROBFRIHEMERSRRZ ok BIRIAIRIE:

network port reachability repair -node node name-port port name

a. Ym0
b. VLAN i#0]

NV =E=IES Vol S ) SE = T e



Cluster ::> reachability repair -node node2 -port e9d

Warning: Repairing port "node2:e9d" may cause it to move into a
different broadcast domain, which can cause LIFs to be re-homed away
from the port. Are you sure you want to continue? {y|n}:

NFRHFRMERS I BE S SRIFAE B A hRERSAENRD, NERESHER, WLEFIFR. RiE
m%f%ﬁﬂﬂ@ﬂﬁ y 3¢ n RUERL

WIEFR B YRR RS A B TRHAR a4

M&IwORARIE R

FEHRITENARIMEEER, ONTAP ZZRIRXRiROMEFEERN #FEH, BR, MRLTERER N IHEORIE]
nEtE, ARZEORNETEMIAT #8E, N ONTAP R /o in [ 6B #&iE.

S. IIEIB ORI iG R
WL im O A5 iR 2R
MRFAAEIRONEEREEFHANNZEMAI #EEH, N network port reachability show BRI
BFrB BEEREON G RMEREIRE N ok , WFLMIEEZEMNIED, IWIKESIRE N no-reachability
o WMREMEHOREHVRESFTEXMNMRO, FRBHRIVIHBRITARRMEEHEE B PRINSmIER
wE % 4 %,

6. WIFFBIHROREIIEET g :
network port show

7. I PR A IR O R REE 7 ERNEREFEET (MTU)

network port broadcast-domain show

8. FEARAUTTERR LIF £in0, I8EFEEXREM Vserver M LIF FixO (WIRA)
a. 5| BFrE B &R LIF :

displaced interface show
b. E[R LIF T =AM Ei%O:

displaced interface restore-home-node -node node name-vserver vserver name
-lif-name LIF name

9. IWIEFRE LIF @S AR TR BEEREREARH:

network interface show -fields home-port , status-admin
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XRE node2 £RY key-manager Bt &

IR EFANetAppER &N (NAE) S NetAppEINZE (NVE) N EA RN AL LS RTINS
NNZERREXNET EFTR. WRAEHFE D key-manager. )”J?’“T@EHARUI-modeZH;‘A
MEHEBInode 1 EFEM I EFHLKMInode2BY, AIRES R EMIE. EHnode2; & B EMNZ
EMR SN PTENINZEZE,

KXFIAES
RITUTTZR, BINBEERD 2HT

g
1. Mnode2izfT A &<

sSecurity key-manager IREEF

2. EEFEMIERS ZHI. EWiEnode2 FHISVM-KEKZ AR T BIRE A "true":

::> security key-manager key query -node node2 -fields restored -key
-type SVM-KEK

Nl

::> security key-manager key query -node node2 -fields restored -key
-type SVM-KEK

node vserver key-server key-id

restored

node?2 svml " 00000000000000000200000000000a2008a81976
true

2190178£9350e071£fbb90£00000000000000000

FIERE ST NAS £4E LIF #2[0] node2

E3iEnode2 LMWK E 2 5. UNRERFREMnode1 EME(IEInode2ZFi. BEER
iEnode1 2 FI/E Fnode2BINASEUIEE M AR RS E Mnode 1 EFE (U EInode2, LI
A ESIEnode2 E B B TEIESAN SIFs,

XFIAES

EARIRESBIRE], T2 LIF 2032 SAN LUN BURE, FAERHAE, SESMRSIETIRRNLFESE) SANLIF
FRIFFRER SAN LIF BRI, [SUASBohXLE LIF o £ node2 BkH/E, EMBLIE LIF 2HBIE1TIESR
FAFHENARO .

TR
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1. & EFE (R IE:
sRGHTHISRERIRE
RGRMITIATES:

° BEPEINE

° R IDKE

° BRShRARE

© BIRFanNE

° MERGEEIRE

LIRS TERLE AT R I E R B E o
- MEEME MR
sRGHTHISRERIRE

RGRMITUATRE

° BEEITIRANE

° B LIF KB E

RITXERER. RASKIFRRSHINASEIERIFSERE([EInode2. Mnode2IE ETEEITHIE LT
170

RIRENEMSTRGE, =HERIRIEREE,
. ERESEMENM NAS 3 LIF B EaRas:
sRYGHTHIZREMR show-details
NRITHIRBIIRESBEE R, BREHEERIR (WNRB) , AEEFRFER reume HEIRIE,
ERE, ERMEREFMEERN LIF . JIHAEEEMR LIF
cluster controller-replacement network placed-interface show
NREBREM LIF , iBRET RZERME node2 :
cluster controller-replacement network placed-interface restore-home-node
- ME MR LR R RS HITIIBNEINE:
sRYHTHIRERE
AERFRITUTERE:
° SERHPRILE
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© EEIBTINVRIRE
- BEERERE
© RENSRE
° B LIF KB E

B 7. TR
p%

EFETMER. BEBHINFTAIZELR. MRFTRERATNE. WEEREMLEFMHE
INZENetAppBEINE, EERN IR =71 E SnapMirrori2 (k.

g

1. "B KMIP RS2 BIE S5 I0IE"

2. "HIAFTIERIEIG B A"

3. "TEFITHIZEIR DR EFMEmME"

4. "TEHITHI SRR LIS ENetApp B RS MNE"
5. "=HIEARS"

6. "ifxE SnapMirror $2{E"

A KMIP AR5 EE S I0IE

M ONTAP 9.10.1 Fta, EeJLUMERAZEAEETIZEMMN ( Key Management
Interoperability Protocol , KMIP ) BRSZ 2 EIRHHI0IFEREA,

p
1. ANINEIE S -

sHRERAEIERINBE A
2. AINETAEES:

security key-manager external add-servers -key-servers
key management server ip address

3. WIFZAEERSSREE CicE BrHEEHPRET RER:
sEEFIPEEEFIMNF show-status
4. BB ENEHEERS#/PHNENRIEZRERFEIFH TR

sSecurity key-manager external restore -node new controller name

56



M s hl2s iR & 1E

EHRINKERSIER. BRIERSEERBAHARY, EIEFEWIEnode1Mnode2 @& A LAS
[ERIEFE. FARENFHABERTEETEMT RpviEEm AR, L. EEF
WIEMAEHIEREESMUTEERNET R L. URRIMTRNEZESEKN. NREF—
TN REER—BREEss, NAMEREMRORE, FErTEFEEULERZSEN
fER,

R

1. 7£3¢ node2 TR Z /G, 79 node2 &B¥ B FATFIEMIEILTS TSR HA X, BFRME, R TRBE
THBTH, RIBRIT—LEERE.

2. WIERRE B RAFMEHRIER:
sTFIEHR RS BR

UTROIETRT BRAFERIERZN <ML

cluster::> storage failover show

Takeover
Node Partner Possible State Description
nodel node?2 true Connected to node2
node?2 nodel true Connected to nodel

3. R THLSHIOERM, WIE node1 M node2 BEE FE—5EE:
cluster show
4. FRUTHLSHRERE, KIE nodel1 #l node2 BF A LUK Lt AITEHE:
storage failover show -fields local-missing-disks , partner-missing-disks
5. FRAMUTeH<SHIOEML, 10IE node1 M node2 W RIRE SR P EMT SIRERELIE LIF
network interface show
902 node1 8¢ node2 I NAEEEFFHEMT [IMBRERIE LIF , BRKHE LIF ZRREIEEFREE:
M8 IR IR
6. RIIREERRERTHEENET Ao
storage aggregate show -owner-name nodel

storage aggregate show -owner-name nodeZ2

7. HEESEEREHR:
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10.

1.

58

volume show -node nodel-state offline

volume show —-node nodeZ-state offline

-M%Eﬂﬁk?mm%u,ﬁiE%ﬂ&ﬁﬁ¢ﬁﬁm%m%ﬂﬁ‘Mﬁfﬁ%@ﬂﬁ%%#h#ﬁﬁ%

BEAU T ES N ERNERBRINERT—RX

volume online -vserver vserver name-volume volume name

- NI RERU TSRS, NHTREEMITAIE:

ssystem license add -license-code license code. license code. license code..

license-code 2 IEZT—1MEE 28 NMAEFHEREZIANG IR, EAIU—RAIN—MFAHE, WAI—R
ANZFENE, HLUES HREMNMFIERHR.

AU TS Z—MNRIGT S PIIFRFRE IR IFRIIE:
ssystem license clean-up -unused -expired

ssystem license delete -serial -number node serial number-package
licensable package

° MIFRFRE 2 BARYITRIIE:
ssystem license clean-up -expired

MIBRFRE R ERBIFRIE:

ssystem license clean-up -unused

° AT R LEERU TS MERFIERTEFAIILE:

ssystem license delete -serial -number nodel serial number-package
*" "ssystem license delete -serial -number nodeZ serial number-package *

IR 2R LU R S

Warning: The following licenses will be removed:
<list of each installed package>
Do you want to continue? {yln}: vy

N y BFRFRE M6
ERUTaLHIEERFY, MRS BEMTEITFAILE:
sESRWAIERTR

ERILUS St 5 PR AR L TR AR EE AT R 8.



12. [unset_maxwait] MREREREABNERDREEEIRE kmip.init.maxwait TEIREN of £ (51
WM. EHEBRARIERBI_Boot node2. "F 1 "), BHMEVHIRELE:

set diag; systemshell -node node name-command sudo kenv -u -p kmip.init.maxwait
18 ER IR LERAUTHLERE SP -

ssystem service-processor network modify -node node name

BEN "SE TR $5HEE ONTAP sBIESE  LITH sp MMEXER, Uk sp 9 @< FMIIEE
_ UTHEBEX system service-processor network modify an < BiFHE o

14 NRBEFH R LISELRIENERE, BN "S5k BHEEE NetApp iFitm  HIZER  switchover
to a two-node switchless cluster FBYi BB T2k,

FERRIE

YNR7E node1 A node2 LB T FEME, BFeMILLERy "TEHTIEHIZEER LIS EFMENE" BN, B
o "=RIBRSR"

TERTIE R RIR LI B F AN

SNR BRI HI SR BORIERIZERY HA EEXTERFMEMNE, NBUAFERISS R BT
fENNE, BFE%RE SSLIEHMIRERIAEERSS .

KFUIES
IHRES BESIHIERISSERIITHT R, SOMEERNT R ERANGES,.

p
1. BIIRAEERSBERN TR, HRERESHRIEZRER:

sEERIAEIERRIMNG show-status
sREFHEMEBIRE show-backup

2. F - HNRIAEIEARSS B AN s HI R B R EIEARSS B TIR T,
a. FINEREEMRSS

security key-manager external add-servers -key-servers
key management server ip address

b. WFHMEB N EAEERSBEE LRP R, BRESITUEENNERAEERSR.
C. WIERREMRNAINEAEERSEE:

security key-manager external show
3. EHITHISBER b, EITEREERERNTUNSENRERZAEERS R,

B NRESHEITHISRIR ERENZAEIERS FHBENEAEIERS R,
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a. ETNRLBHEAEERSFHRERT:
sREFASIBRINGBE A

b. FERAS IS B U BRI EIERSS 2R
4. BRR RN IREERS BTSN RIERATREH TR

sSecurity key-manager external restore -node new controller name

eI HISEIRIR IR ENetApp B RS INE

IR FIEHIZE AN E BT HI 2R T = AT A4 (HA)EE 3t R Gi(E FENetApp B INZE (NVE) 5 NetApp
RAMZ(NAE). NATANVESNAEED B FiiTH| 2R &R,

XFIAES
LR BB S WMHIEHSERAITHI R, O AEEBNT R EBAGR<S,.
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IREZIRE RS
ERREZAEIEREENVETINAE,

p
1. BrrE SR Z R EIERS [P S IR RRREFT R

sSecurity key-manager RERS
shepEmsREE
RN EAEIRACENVETNAE,

p
1. WIFZRAEERSHBESNTRH, BRSRESHRIERRES:

sSecurity key-manager key query -node node

2. 8 b— 5 hBH BOTSR R IR S5 S RN BRI R S VB I TR AR S TR
a. FNEPEIEESS:

security key-manager external add-servers -key-servers
key management server ip address

b. WFHMNE N ZAEERSBEE LRAP R, ERETTUEENNERAEERS R,
C. W EREMNANEAEIEIRSS 2R

security key-manager external show
3. IEHIEHISBER b, BITEREERERNSMNENTRTAEERSSE.
T e RS EITH SRR R ENFREERSHBERANZREERS 2.
a. ETNRLBHEAEERSFHRERT:
sREFABIERING B A

b. FERiAS RIS BB BEZ R EIERSS 2R
4. BFrEEENEREERSHTHNS MR ATREFH TR

sELFABIERIMNBIRIR
RS EBEOKMZRIBIEIE

BEXFEAERS. BSRAIREXE "NEIMONTAP B e R RIMNIE A EIE RS R E",

e
WERREEAERSHIIER AR AL ERIR EKM BRSS 28 ML £/ volume online S{¥RXLESE
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