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() Bhnodes B, BATAERBIIUTEEHE:

WARNING: The battery is unfit to retain data during a power outage. This
is likely

because the battery is discharged but could be due to other
temporary

conditions.

When the battery is ready, the boot process will complete

and services will be engaged. To override this delay, press 'c'
followed

by 'Enter'

S MREEHE 4 PEINESHES, BFHRITUTERME:

a. [EREBFAEMEMAIREIET NVRAM BB ERLSMNAIENER GHES, MBLE, BXRINERALERN
& IEFE T,

b. it MFTEBH TR BT TR,
BNEHER; MREMTETE, ARISBEHERR.

EBW EENER"

° 0

6. BIER LU TR Z —RECE NS B o,

(D T FER BRI O IP {EANSKBehEE, 570EREIE LIF IP, SMNTEHRITHEAEE
RE= A E R o

HhSENEENY (DHCP) M4 ...

[ETEIETT ERIMEIR A ERUTHh L BoiREEE: 1 fconfig eOM
—auto
KRBT FERMIFMRT LB T <. UFEEERE:

ifconfig eOM -addr=filer addr -mask=netmask -
gw=gateway -dns=dns addr -domain=dns domain

filer addr fFrfERZHIPHIIE(WIE),
netmask elFERFHINEBID(WAE),
gateway BlFERFHIMK(HAE)o

dns_addr =M L RFRARSS23HVIPHINE(RTIE),
dns_domain EDNSIE & (A3E).

@ THEOTRFEEMSH, BXFHAEE, BEEMHRTR
TN help ifconfigo
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7. 3% node4 UITMLE B Eh:

netboot http://<web server ip/path to web-
accessible directory>/<ontap version> image.tgz

b o s '

' <path_to_the_web-accessible_directory>" NIEAEEERTIE 1 ZHTEH ° <ontap_version>_image.tgz’
U E "HEENEEE"

O L=
8. MBohZFEH, FFEDM ° (7) Install new software first o
ItE3 BRI A] FEFHY ONTAP BUEFH IS HREFI B Eh&EF.
BEREUTHER:
This procedure is not supported for Non-Disruptive Upgrade on an HA pair

ARERTR A THEAR ONTAP , TIAEHRITHIER.

IHIRLR A netboot T REM ARG, WNREFEREMS ETHITHIZE L REME,

@ MATEE S LEARIEFRAVIRE, oSSR ERIH=FIE ONTAP lRZds, netbootiZ{EF R 5ik
MEESER (7) Install new software EBFRBIINRFHZEIEEIIONTAP AR E TR
PMRGEDX Lo

0. MRAFIRTERLEITIREL R, BFHAN v, HERFRERTEEWAREEN, BN URL:
* http://<web_server_ip/path_to_web-accessible_directory>/<ontap_version>_image.tgz’

10. SER T FHBIUEHRohTHIZRIR
a. HILATRREY, BN n UBbE & RE !

Do you want to restore the backup configuration now? {y|n}
b. HIMLATRREY, AN y UEHFBE:

The node must be rebooted to start using the newly installed
software. Do you want to reboot now? {yl|n}

EHBEIREN BT, EFEERMXKEL, RABMMKEEENRRIL, HABITRECESIE.

M. NEEIRAREEEPETS 5 , HERSRTEMSEEIETAN v,
12. WIS E T TREN HA |

ha-config show

UTFREIZERT ha-config show ap<THYEEIH
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14.

15.
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Chassis HA configuration: ha
Controller HA configuration: ha

@ RS RE PROM RIERENERA HA WERIRIEE, I RF HA WRBIFTEAMAGRY

INSERAEE

NRIEHIBRINFERE BN HA , BEAUTHLSEERS:
ha-config modify controller ha

ha-config modify chassis ha

HiA R FIEEE R LUK R ZRBIFR B LULA iR I BB E N T71E:

storage port show

ETRHNEHERTRSEE, UWTabRfERTEENFREERE M EFHERNTR. ENRARHLAIEEMH

AE:

*> storage port show

Port Type Mode Speed (Gb/s) State Status
ella ENET storage 100 Gb/s enabled online
ellb ENET storage 100 Gb/s enabled online

BERI&E FstorageMIim O :

storage port modify -p <port> -m storage

VLAN ID

B EITFAEZRBVFRE UKW is D ERARECE NFfE. A seinnEEMmEs.

IR AP

halt

FERBoIIMEIRR LI Crl-C T B SRR,

£ node3 £, MERFHE, BHEMANX:

dATE

£ node4 £, EEIMERTFTAMERUTHSOERHER:
sHNfanZesE B HR

MBRE, 751 noded HIRERHR:

set date <mm/dd/yyyy>



20. 7£ node4 L, ERINIMERTAAERU T ERIE:
sHYE]

21. IEHE, JETE noded LiGERTE]:
set time <hh:mm:ss>

22. fEBohNEBEFT. & Enoded FRIEE RAID:
setenv partner-sysid <node3 sysid>
JFfFnoded. partner-sysid & Hnode3lY,
FREFIRE:
saveenv

23. I8 partner-sysid ¥Fnode4:
printenv partner-sysid

24.  YIRELET NetAppfFEINE (NSE)IENER. BHRITUTHE.

@ NRIEZ B ARTEIRED T PHITIIRME. BERAIREXE "R E R 2R
WFIPSIAIE" #7E IETE AR B INZ IR EhERAIEEL,

a. I¥E bootarg.storageencryption.support to true 5 falseo

INRIEFECERUTIERRE. BER AREE...

FTAFIPS 140-2 24k BN EK setenv bootarg.storageencryption.support true
BINSEIXTHZS

NetApp3iEFIPS SED setenv bootarg.storageencryption.support false
b. #% 3L AR HIXFEIN (10) Set Onboard Key Manager recovery secretseo
WNEEIREL BRImIERNBERBENEMES. ESH "ERRAZASEREEFENE,
25 B RBoIEBThE:
boot ontap 3
26. Y node4 ZILTEEEIFERMT, BITE noded EBTTUUTESIE node2 AR EFT D ERLE noded:
boot after controller replacement

STTEIERE. AFARKETNERASERNTRNET. IREERZHEBIFABREES
X(Advanced Disk Partitioning. ADP)Z{ 93 XHitE ). RFIRTERAHARN T 289 =B 7.
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LSRR AT BIEE R GHE R, MRRBAT RIMTBANZAER. REFRTEEFR AL
#iRo



T =% & H R

LOADER-A> boot ontap menu

<output truncated>

All rights reserved.

KAhkAkhkAdk kA A hhkkhAhkhhkhkhkAkhkhkhkkxhrkkhkkx
* *
* Press Ctrl-C for Boot Menu. *
* *

kAhkkkhkkhkhkkhkhkhk kA khkhkkhkrhkkhkhkhkkhkrkhkkrrkhkxkkx%

<output truncated>

Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Update flash from backup config.

)
)
)
)
)
) Install new software first.
) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 22/7

(22/7) Print this secret List

(25/6) Force boot with multiple filesystem
disks missing.

(25/7) Boot w/ disk labels forced to clean.
(29/7) Bypass media errors.

(44/4a) Zero disks if needed and create new

flexible root volume.
(44/7) Assign all disks, Initialize all
disks as SPARE, write DDR labels

<output truncated>

(wipeconfigqg) Clean all configuration on boot

device



(boot after controller replacement) Boot after controller upgrade
(boot after mcc transition) Boot after MCC transition
(9a) Unpartition all disks and remove
their ownership information.

(9b) Clean configuration and
initialize node with partitioned disks.

(9¢c) Clean configuration and
initialize node with whole disks.

(9d) Reboot the node.

(9e) Return to main boot menu.

The boot device has changed. System configuration information could
be lost. Use option (6) to

restore the system configuration, or option (4) to initialize all
disks and setup a new system.

Normal Boot is prohibited.

Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Update flash from backup config.

)
)
)
)
)
) Install new software first.
) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.

11) Configure node for external key management.

Selection (1-11)? boot after controller replacement

This will replace all flash-based configuration with the last backup
to disks. Are you sure

you want to continue?: yes
<output truncated>

Controller Replacement: Provide name of the node you would like to
replace:

<nodename of the node being replaced>

Controller Replacement: Provide High Availability partner of nodel:
<nodename of the partner of the node being replaced>

Changing sysid of node node2 disks.

Fetched sanown old owner sysid = 536940063 and calculated old sys id
= 536940063

Partner sysid = 4294967295, owner sysid = 536940063



<output truncated>

varfs backup restore: restore using /mroot/etc/varfs.tgz
varfs backup restore: attempting to restore /var/kmip to the boot
device
varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: attempting to restore env file to the boot
device
varfs backup restore: successfully restored env file to the boot
device wrote

key file "/tmp/rndc.key"
varfs backup restore: timeout waiting for login
varfs backup restore: Rebooting to load the new varfs
Terminated
<node reboots>
System rebooting...

Restoring env file from boot media...

copy env_file:scenario = head upgrade
Successfully restored env file from boot media...
Rebooting to load the restored env file...

System rebooting...

<output truncated>

WARNING: System ID mismatch. This usually occurs when replacing a
boot device or NVRAM cards!
Override system ID? {y|n} vy

Login:



(D FEREf e Rfh, NMREARERSREESX (ADP) WHE, ONTAP RKiEREH
NECXH TR B o

27, FEMEEFRETEL. B
boot ontap
WE, ERHE, NRYUENEILFDELENFREHE, HoligmiAREm.
NREFIRMERT RERIREME. WONTAPEL AMEEFIRENEES, FRIREMNZEA:
NRBEEME. BMERBBHAEETH. UERKALULIIRSE,
a. REESHRIBIRE:

LOADER> boot ontap menu

Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Update flash from backup config.

Install new software first.

Configure Advanced Drive Partitioning.

)
)
)
)
)
)
) Reboot node.
)
0) Set Onboard Key Manager recovery secrets.
1

) Configure node for external key management.
Selection (1-11)2? 10

b. ¥EH*(10)IR B MBI EIE R M E Z R
C. RN ...y EUUTRTATA:

This option must be used only in disaster recovery procedures. Are you sure?
(y or n): y

d. ERTR. WARAEERZLEE.
e. HMIURREY. MANEHEE.

(D B MEEFRENEERDEMEH IR ESE ALY TI =" section of this procedure.
f. RAEFBoHENFHRBIEES. BITIEW*(1) Normal Boot*

(D TR ERIBEIHEIR. MRLIEIR. BEEFHWFIR. F270 HIRRKLER
BrhALk.
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I&IF noded &3t

TS EGIIE node2 BB IR OB E IEMRET R noded ERVIIEIRO, X, node4 (&
AEAHAESERFEMT S URMEHITEES,

XFIAES

EEN "SZEE" §5123] Node Hardware Universe LUBRE X T 2 LIgOMEE, BB EARDHEEIDER
ER.

YR OmRPREET R SR, SMTREEIEY, ONTAP RRIRNMEMITEEE LIF k0, UEBDNA
B fthko

R node2 FAVYIREIR KR EREIATE] noded ERYIRIRO, BHAT F—1 IEJR noded EHIWMLSECE HHAH
FEENEEE,

LRFBE noded [T, BUIEIERTEERETREE, BHMER noded MMNfE, ARMEENTE(IRIF.
LB, EREZ B, BIFFEE, B9 noded MNfPE,

P
1. Z83F node4 BEEMANHE:

cluster show -node node4 -fields health
health FERBVRIHNA true o

2. #51A node4 5 node3 BFRA—&8, HEGITIKRRF:
cluster show

3. PHREIS AN PRIER -
set advanced

4. BEEHIREHIZIEIVRE, HBRIEERELATEERELUR node2 EEZFINMEREIRZ, LUERITREHN
I BRSSO SS

ssystem controller replace show
sRFIEHIZZEM show-details

S. IRE 1= 2R EHUR(E
sRGHTHIRERME

6. IFHBEEMREELATTR, HAERUTHER:
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Cluster::*> system controller replace show
Node Status Error-Action

Node?2 (now noded4) Paused-for-intervention Follow the instructions
given in

Step Details
Node?2

Step Details:

To complete the Network Reachability task, the ONTAP network
configuration must be

manually adjusted to match the new physical network configuration of the
hardware.

This includes:

1. Re-create the interface group, if needed, before restoring VLANs. For
detailed

commands and instructions, refer to the "Re-creating VLANs, ifgrps, and
broadcast

domains" section of the upgrade controller hardware guide for the ONTAP
version

running on the new controllers.

2. Run the command "cluster controller-replacement network displaced-
vlans show"

to check if any VLAN is displaced.

3. If any VLAN is displaced, run the command "cluster controller-
replacement

network displaced-vlans restore" to restore the VLAN on the desired
port.

2 entries were displayed.

@ TR ELS B, re-creating VLANs , ifgrp 1 broadcast domains_section BEE&E N
_restoring network configuration on node4 .

7. EIEHIRERATEHERENERT, BERTAHEN T —HUERT = ERNEECE,

IEJR noded FHIRKECE

1A noded EFHEIRSH A S node3 BISG, 1EHHIA node4 EERT node2 BY VLAN , $ZO4EFS #51,
Itoh, B9IEFRE noded MRimO BB R B EHE M &g,

XFIAES
BXREIBMEFMEIZ VLAN , ZOAM BEIFAER, B2 "SZ5 51" #HE%E| Network Management .
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P$IE
1. FIHEAHLKE node2 (FFA noded ) LHIFREYIRIHO:

network port show -node node4
LB BT EMFEYIENMSRO, VLAN mOMEOHRO, FitEtHS,
BRIk O s IR 38R O SR EE LIF .
2. HIREERE FRIr R
network port broadcast-domain show
3. FIET = 4 LFABIROMMLEIHROR R :
ez m E pn Tl Fhan
I AT LU R A
ClusterA::*> network port reachability show

Node Port Expected Reachability
Status

nodel node3

eOM Default:Mgmt
elOa Default:Default
el0b =

elOc Default:Default
el0d =

ela Cluster:Cluster
elb =

ela Cluster:Cluster
e’b =

node2 node4

eOM Default:Mgmt
elOa Default:Default
el0b =

elOc Default:Default
el0d =

ela Cluster:Cluster
elb =

ela Cluster:Cluster
e’b =

18 entries were displayed.

IR

AnN

Reachability

ok
ok
no-reachability
ok
no-reachability
ok
no-reachability
ok
no-reachability

ok
ok
no-reachability
ok
no-reachability
ok
no-reachability
ok
no-reachability

AILLEZI ONTAP B3
EEYIRIRORE 8 I #iE, o] IRt RERENIGHLim O BFEZEOAMRRIKRO, VLAN

£ LERIRAI, node2_node4 BTEEHITHIZENINIEHN. ERBZSIAABHRANGD, HEERES

13



(IR E =

4. [auto_restore_4_Step4]] 12E node4 & NImOBATIAIE) HE'U(/@\TT?E ok BYRIIFIAIYE, B EAIElR
AT TS, AEXMNER VLAN iImOETU TS, —Riai7t—1"

network port reachability repair -node <node name> -port <port name>

Fth a0 TR

Cluster ::> reachability repair -node node2 noded4 -port elOa

Warning: Repairing port "nodeZ noded4: el0a" may cause it to move into a
different broadcast domain, which can cause LIFs to be re-homed away
from the port. Are you sure you want to continue? {y|n}:

XN FANFRMERS I aE S SRIFAE BN EGEERSAERNREL, NER—FEEER, WLAR.
RIEFEEFROMREAE v 30 n BIER,

WIFFrEYRIROARS AB AR a4 :

MmO RARIEE R

FEHRITAARIEEER, ONTAP ZRIHKROMEFERNT #FEH, BR, MRTEMRER T IKEOAIR]
iR, FRREOFBETEMIAET B8, N ONTAP X Lin O SIZMEI #B%,

S MNRFNARE SHHiTHIBMIERORBFLE, BREUTIRHITEN.
a. SIS MELT 18150 53 Z AR FR PR OB AR 53 i D ROADERIR o 18R] LAE RS KA ap S TULIRAE

network port broadcast-domain remove-ports -broadcast-domain
<broadcast domain name> -ports <node name:port name>

b. 3§ pE St CIARINEE 4

network port ifgrp add-port -node <node name> -ifgrp <ifgrp> -port
<port name>

C. EARME— MR ROBEAL—2%, BEOHZBHFNE BT,
d. IHEOART SRR A 815

network port reachability show -node <node name> -port <ifgrp>
NRFOAIAISHRIMERS A NOT ok , IEEESERLAERAI i :

network port broadcast-domain add-ports -broadcast-domain
<broadcast domain name> -ports <node:port>

14



6. Jy &8 I EE D EGE HRYIER O
a. HAEMLL IR ORI if1e) S28% B

network port reachability show -reachable-broadcast-domains cluster . 5E&#
b. INRATHRIERESTFZE ER , BEERAIR £ I BENEmRO:
network port reachability repair -node <node name> -port <port name>
7. AT 2R ERYIZH OB HIEMR g
network port reachability repair -node <node name> -port <port name>
network port broadcast-domain remove-port
ML&i%[] broadcast-domain add-port

BIARFERATHRSHEINTREL ERAUTLSHREREMBIAMEN ok , MIEEREYIEIRORA]
IHIEMIRE:

MLimARIIGEM show -detail
8. FRHLUTHEBLRAIEEE W EIRAYIEM VLAN :
a. 5 E &Y VLAN .

cluster controller-replacement network placed-vlans show

;N VAR I T

Cluster::*> displaced-vlans show
(cluster controller-replacement network displaced-vlans show)

Original
Node Base Port VLANS
Nodel ala 822, 823
elOa 822, 823

b. &R MFTRIAIE A O R EHEAY VLAN :
cluster controller-replacement network placed-vlans restore

UTFRAIERTHEMEOSA a0a FZHEY VLAN EREIF—ZOHTIE:

Cluster::*> displaced-vlans restore -node node2 node4 -port ala
-destination-port ala

15



UTR#FimA "e10a" ERIEER VLAN IE/RE] "e10b" BRI

Cluster::*> displaced-vlans restore -node node2 noded4 -port elOa
-destination-port el0b

RUINER VLAN 5, BEfsERBirnO_ESIZEER VLAN . MR BiniE O 2EOARM RSB 1R
iHOEXE, W VLAN EERFRM,
FHEARN—D, UERINERR VLAN RE R EARNAI T,

a. IRIEEENRTE cluster controller-replacement network placed-vians show' %t F{B 7 71 H 32 O
LFEEERIVLANIG OS2 FTAIVLANLG O,

9. SERFEIRAEER, MFRMEMZ1E:
network port broadcast-domain delete -broadcast-domain <broadcast domain name>
10. Be3Esw A AT :
M4mO Al h 2R
MRFIBIHEONEIEREEEHRINZERBI #BIFEH, N network port reachability show SR
RiFrB BEZm DR ANARNERESIREG N ok , WFILVIRERZMNIRO, LWREIRSA no-reachability
o IREMIEORSHPREFARXA MO, IFREPEVRARITRIE MRS FEET B AR FF
w0 5% 4 Do
N. WIEFERORTHIEE T B!
network port show

12. WIFr R PFREIRORREE 7 EMNSEAERET (MTU) !

network port broadcast-domain show

13. X LIF g0, I8EEEIXEM Vserver F1 LIF 0O (INRA)
a. 5| BFrE B &R LIF :

displaced interface show
b. R LIF Eix0:

displaced-interface restore-home-node -node <node name> -vserver
<vserver name> -lif-name <LIF name>

14. IFFRE LIF ESHMEE T mOBEHEEABRM:

network interface show -fields home-port. status-admin
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X8 node4 E£HY key-manager B0 &

INRBEANetAppEINE (NVE)HINetApp R EMNE (NAE) N EARBI RS EBIEHITN
2. WAFTRIMNELRERP EFHTR. NRAETZREER. WEEBARLEnode2E
B Mnode3EFTE I EInode4Bd. AIRERAERIE. HInoded' & B EMEZBESMRSEANFR

TEIIIEEHA,

XFIAES
WITUTT R, BINEZEEERD TR

PIE
1. Mnoded4izfiT A T@a<:

sSecurity key-manager IRE[ES

2. EEFHEMIIERSZHI. 15WiFnoded EHISVM-KEKZ (AR E BIRE F "true"

::> security key-manager key query -node noded4d -fields restored -key
-type SVM-KEK

Nl

::> security key-manager key query -node noded4d -fields restored -key
-type SVM-KEK

node vserver key-server key-id

restored

node4 svml " 00000000000000000200000000000a008a81976
true

2190178£9350e071£fbb90£00000000000000000

3% node2 HEMIIERER S NAS #U3E LIF M node3 #ZohE|
node4

1E393F noded ERIMKBEIE UXIBEEE S M node3 EFENLE noded Z 8, EATIGIEY
BIfiIF node3 LAY node2 FRIERY NAS #4#E LIF @B BEM node3d EFIENLEI noded , &
EANEGIE noded 2B TEE SANLIF .

KXFIAES

EFRIREZ BHRIE), 2 LIF 432 SAN LUN BURE. FAHfE], EESIRSIEITIRRTHEEEN SAN LIF
FRIEEEIS SAN LIF BT RIERC, BTNARESTEEXLE LIF ., {# noded BENE, EISWIE LIF ERETERH
I FHEN RO L.
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p

1. iSCSI LUNS®BI AT ) A3 B B EMM EIR . FCFINVMe/FC SAN LUNF&BEEE, FHz
gl el EREMRENEIRO.

¥, &Enode4 _EAISAN Sifs:

a. B EFHEER OIRE "B XA REIRSEMERISCSI SAN LUN:

network interface modify -vserver <vserver> -1if <iscsi san 1if>

admin down

network interface modify -vserver <vserver> -1if <iscsi san 1lif> port
<new port> node <node>

network interface modify -vserver <vserver> -1lif <iscsi san 1lif>

b. {ECRHRERIZRH E iR O H MFTizHeE EIIFCPIR IR E" BEXH" BITIREHIERFCHINVMe/FC SAN
LIFs:

network interface modify -vserver <vserver> -1if <fc san 1lif> admin

down

network interface modify -vserver <vserver> -1if <fc san 1lif> port
<new port> node <node>

network interface modify -vserver <vserver> -1lif <fc san 1lif>

2. IREEMEMIERIE:

system controller replace resume

AERBRITUTES:

© BEfhENE
° R ID 10E

° BGhRAIOE
© BirraRE

° MR E
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AR EISTERLE AT R E R L B E o

3. MEEMEMIRIE:

system controller replace resume

AGRHITUTRE:

° BEEITIRRRE
o &8 LIF KSKNE

RITXERES, RARF node2 MBEMIFIRE ST NAS iR LIF EMEALZIFIZHISE noded ., HIREHM
EfITThlfE, EHIsERIRERE RS,

4. KERSEWENLM NAS #3E LIF BoniERRE:

system controller replace show-details

NRITHIRBHIRESBEEF, BREHEEER (WREA) , AEEFRFEER reune HEURIE,

S MBWE, MEMEREBM LIF, EFHEIBMEAREBENITEE noded BY node2 LIF,
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MEFMIERFZAURY LIF
a. FIHFrE BRI LIF:

cluster controller-replacement network displaced-interface show

b. NREZHHEM LIF , 1EEET FER[E] nodes :

cluster controller-replacement network displaced-interface
restore-home-node -node <node4 nodename> -vserver <vserver name>

-lif-name <1if name>

FaEBMER LIF X
a. FReEBMEIBEITIR 4 #Y LIF 75!

network interface migrate -vserver <vserver name> -1if <lif name>
-destination-node <node4 nodename> -destination-port
<port on node4d>

b. MBI LIF BET SfRE O :

network interface modify -vserver <vserver name> -1if
<data 1lif name> -home-node <noded4 nodename> -home-port
<home port>

6. MELRELURRAGHITAERNGENE:

system controller replace resume

AERHITUTERE:

© BEfhENE
° BEEITIRANE
- BREERNE
° BENRTHRE
° 5B LIF K& E

© BB
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