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FHITHISRIRES, BB PIEERMIBEIE EERBIEHI SRR,

®

p

BT HIZSMINVRAMARIREY . B XIS EiEH S M EIRERE,

1. (IXPRAFF A250. AFF C250. AFF A800ZIAFF C800F4R)fELoader@RiTab. NI HER:

boot ontap maint

a. [@% 'y ERETaEAMRT.

b. @% yes HIART

C. ER100GhEREORVIRE:

storage port show(3X)

B EINS 224 R IR 7 IR HIFAE 100GbE iR SINIR S A storage dmH. MLATREE LR

TNo

*> storage port show
Speed (Gb/s) State

Port Type

e8a ENET
e8b ENET
ella ENET
ellb ENET

Mode

storage
storage
storage
storage

a. RHAFRT:

halt

100
100
100
100

enabled
enabled
enabled
enabled

online
online
online

online

2. MRERET NetApp FEMNE (NSE) Exhgk, BHITUTHSE:

(D INREZ AT RARTERIED B FHRITICRIE. 15
IFIPSINIE" #E IETEEA R B INZE R EhERAIEE,

VLAN ID

SRAIREXE "EFEIERE L EE

a. I¥E bootarg.storageencryption.support to true 3 false:

INRIETEERAUTIREDEE. BER

FFAFIPS 140-2 24 BINBER
HINSEIXEhESE

NetApp3EFIPS SED

FRIEIESR. .

setenv bootarg.storageencryption.support true

setenv bootarg.storageencryption.support false
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@ FEETEE—T RECHARY LR AFIPSIXEh 28 F1 Lt B pYIRENER, &R LATER—T mEHA
Xt LR FISEDMAEMZ X TR

b. ZEEZHABMREFHIEFIEDI (10) Set Onboard Key Manager recovery secretso
BNGTRICRAVZES B BIEFEENEMER. B8N "EAREEAEIEREIEFENE"
3. BB ERhHE:
boot ontap
4. BN SRR EMELLEE, BITE node1 LIZTTIUA T <RIAM node BAR B 2D ECLLE R node1:
boot after controller replacement

SEEIBRE. RARKERNERMAZERNTRNET. IREERAZUEBIFABREES
X(Advanced Disk Partitioning. ADP)Z{ 93 XHiiE ). RFIRTERAHAR N T 2891 =B 7.

XEARRAIRESBIEEER GHE R, MRRBAT RIMTBANBAER. REFRTEEFR AL
B

R’ localhost: disk.encryptNoSupport: aler]: #MZIFIPSIAIERIINZ XSS #0. 8¢ NI
HITLL TP B localhost: diskown.errorDuringlO: error]: disk™ error 3 (disk failed) on disk
error occur. MHITIATHE:

@ a. 7ELOADERIETRAF L E(FTI o
b. WEHEBEPANFEMNZERNRE £ 2 T
C. EMHFREFRRTL. B

boot ontap

TR UERUTREIENSE .
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T =% & H R

LOADER-A> boot ontap menu

<output truncated>

All rights reserved.

KAhkAkhkAdk kA A hhkkhAhkhhkhkhkAkhkhkhkkxhrkkhkkx
* *
* Press Ctrl-C for Boot Menu. *
* *

kAhkkkhkkhkhkkhkhkhk kA khkhkkhkrhkkhkhkhkkhkrkhkkrrkhkxkkx%

<output truncated>
Please choose one of the following:

Normal Boot.

Boot without /etc/zrc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

)
)
)
)
)
) Update flash from backup config.
) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 22/7

(22/7) Print this secret List

(25/6) Force boot with multiple filesystem
disks missing.

(25/7) Boot w/ disk labels forced to clean.
(29/7) Bypass media errors.

(44/4a) Zero disks if needed and create new

flexible root volume.
(44/7) Assign all disks, Initialize all
disks as SPARE, write DDR labels

<output truncated>

(wipeconfigqg) Clean all configuration on boot



device

(boot after controller replacement) Boot after controller upgrade
(boot after mcc transition) Boot after MCC transition
(9a) Unpartition all disks and remove
their ownership information.

(9b) Clean configuration and
initialize node with partitioned disks.

(9¢c) Clean configuration and
initialize node with whole disks.

(9d) Reboot the node.

(9e) Return to main boot menu.

The boot device has changed. System configuration information could
be lost. Use option (6) to restore the system configuration, or
option (4) to initialize all disks and setup a new system.

Normal Boot is prohibited.

Please choose one of the following:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.

(11) Configure node for external key management.
Selection (1-11)? boot after controller replacement

This will replace all flash-based configuration with the last backup
to disks. Are you sure you want to continue?: yes

<output truncated>

Controller Replacement: Provide name of the node you would like to
replace:<nodename of the node being replaced>

Controller Replacement: Provide High Availability partner of nodel:
<nodename of the partner of the node being replaced>



Changing sysid of node nodel disks.

Fetched sanown old owner sysid = 536940063 and calculated old sys id
= 536940063

Partner sysid = 4294967295, owner sysid = 536940063

<output truncated>

varfs backup restore: restore using /mroot/etc/varfs.tgz

varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: attempting to restore env file to the boot
device

varfs backup restore: successfully restored env file to the boot
device wrote key file "/tmp/rndc.key"

varfs backup restore: timeout waiting for login

varfs backup restore: Rebooting to locad the new varfs

Terminated

<node reboots>

System rebooting...

Restoring env file from boot media...

copy env file:scenario = head upgrade
Successfully restored env file from boot media...
Rebooting to load the restored env file...

System rebooting...

<output truncated>

WARNING: System ID mismatch. This usually occurs when replacing a
boot device or NVRAM cards!
Override system ID? {y|n} vy



Login:

FRRGIFERZRS ID 256 ID o BERRMNT ARERRS ID BARE,

@ ERTHNERRERFABANTRBNZE, TREENBVAUERFEEE, EHMA
Pk ERE M AR TE M ONTAP B3,

EAHEENTR 1 ERRZHEESAE

NREFEANetAppREINER (NAE)_JZNetApp%DDM‘(NVE)S(TEHQ&E’J,%,JLJ:E'J%L T
55'\ NMEBREELNET EFHFTHR. WRAREHHE P key-manager. MTEFFEFARLIEnode
B Mnode2 EFEMEI AR EHInode1Bd. FIREEREMIE. EAnode B EMNZEE
Aﬂ%*ﬂﬁﬁ SHIINZE =4

KXFIAES
WITUTHRE, BNERERSIHTR

g
1. Mnode1izfT AT &<

sSecurity key-manager IREEF

2. EEFREMIER S ZHI. EWiEnodel EHISVM-KEKZ AR T BIRE A "true":

::> security key-manager key query -node nodel -fields restored -key
—-type SVM-KEK

Nl

::> security key-manager key query -node nodel -fields restored -key
-type SVM-KEK

node vserver key-server key-id

restored

nodel svml " 00000000000000000200000000000a008a81976
true

2190178£9350e071£fbb90£00000000000000000



¥node1IEFIRR SHMINASEHUELUN Mnode2iZoh 2| A4k fo
Hnode1

AT S 1 EHNRNREEER, TESTS 1 A NAS #E LIF M S 2 FREIT S
1, HHIASANLIF ZEFTHE1 L.

KTFUAES

iTi2 LIF EARTiEH 4B S SAN LUN BURE, ARIES, T SAN LIF XEEARSZIZITIRTHIEN
&, FRIEFEN SAN LIF B EIFRIRO, TNASBHEN.

TR 1 &G, EFRERIE LIF @ERRUKRSUTERRO L.
p
1. 8 EFE (LRI

system controller replace resume

RGRPITUTES:
© SEBHPRIOE

© RS ID oz
© BEIRARS
- BfFTARE

° MERIpRIEE
RGEMEAA BRI B E (1R,
2. FUTEERIFIRIEE

network port reachability show -node nodel

HiIAFFEEEERO (BFEEOAM VLAN i50) BPREIETRN oK.

3. WFLUTHER. BHMEFHSEFCP SAN SIFs,

MERS BHARY
AFF A250 AFF A30. AFF A50
AFF C250 AFF C30. AFF C60
AFF A800 AFF A70. AFF A90
AFF C800 AFF C80

MNTFFIBEEMARGFHR, BREHITE 4 Do



a. ¥ ATFFCPI{FC-NVMekiEiHBIRIFCP SAN SIFsE#H P AR ERA TR

network interface show -vserver <vserver hosting fcp lifs>

b. F HEIT R ABEAHLT =1 B HaiikOH S "status oper" "-"BIAFF (B REHOFEFA800T = L. B
REETAFF AT R ). IFRBRERIHO. AEBREE TFEIIRS.

BIIEEBE5EEBEIFC LIFFCB iR ORI IRERE
i. ¥ LIF RZSIEE R "down" :

network interface modify -vserver <vserver name> -1if <lif name>
-status-admin down

i. {EERLIFRY RO :

network interface modify -vserver <vserver name> -1if <lif name> -

home-node <nodel> -home-port <FC target port>
il. ¥LIFRESIREAuUp:

network interface modify -vserver <vserver> -1if <lif name> -status

—admin up

+
¥tnode1 EBIEFC SAN LIFEE FF Eaflb,

4. [[resume_rLocation _Step4]]iE EHE (i2E:

system controller replace resume

RERBHITUTRE:

© EEEITIRRNE
o B LIF KSKRE

RITXERER, R24SRK nodet HEBIFMRESH NAS #iE LIF EXELEIFR nodel o
HREMENTRG, EHRERIREEER,
5. WERSEMEMM NAS #UE LIF B ErIRES:

10



system controller replace show-details

NRITHIREBHIRESBESF, BREHEEHR (WREA) , AEEFRFEER reune HEHRME,

6. MBEXE, MEMEREHBAN LIF, s&EFohTBMENRKREBNITHEE] node1 B9 nodet LIF,

mEFMIERIZAURY LIF
a. FI|HFrBE BRI/ LIF:

cluster controller-replacement network displaced-interface show

b. MNREFREM LIF , iBRKETRIZRE node :

cluster controller-replacement network displaced-interface
restore-home-node -node <nodel nodename> -vserver <vserver name>

-lif-name <1lif name>

FohEBFER LIF X4
a. BkeeEmhTBEET S 1 B LIF E55:

network interface migrate -vserver <vserver name> -1if <lif name>
—destination-node <nodel nodename> -destination-port
<port on nodel>

b. {24 BF# LIF R SR

network interface modify -vserver <vserver name> -1if
<data 1lif name> -home-node <nodel nodename> -home-port
<home port>

7. RE MR LR R RGHRITA RN GRS

system controller replace resume

AGRIITUTERE:

© BEfhHNE
° BEEITIRANE
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MEZRRARIFEY NetApp FHELKERI AR U TP MR R AERRRILIR

AR NetApp 12 RIF 1R, FEEMPAREIETER, SFERNRTERSE UL ERZBIERMEN
FRREER, BIEARREBERSIE. EEABERT, NTRERSRAMUERSIVERNEAERE. BiZ
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ISR HBIFRE NetApp FARBIBMITEVRGEEELER, HE2HMAREFL, EEBREX XL
ENERNAEI RS, 23Kk, SRERAEENGTE, ZFIBERaELE, WAREHEFLE, BMRESR
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PEALE, FEER. HE. Efl. B BEHETXLELRIE, EEBRXEIFIENYIET DFARS H%E
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