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a K& bootarg.storageencryption. support {0 true of false:
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FIEFIPS 140-2 24k BINEE XK setenv bootarg.storageencryption.support true
HINSEIRE2S

NetApp3iEFIPS SED setenv bootarg.storageencryption.support false

@ T RETEE—T RECHARY LR AAFIPSIX TR Fl ELth 2 BUpYIRENER, (&R ATEE—T mEHA
Xt bR FASEDMIAFNNZIREHER,

b. #% 3L ARG EHIXFEIN (10) Set Onboard Key Manager recovery secretseo
WNEFIERIVRES R BEEENEMNMER. FEN "EAREEHAEEREEFMENE",
2. BN R BEMERRE:
boot ontap 3

3 BIN"22/7"FHERRRENET. R IHHInode 1S E# 0 BoLa B fnode 1
boot after controller replacement TRIFHEBIFRL,

SHEELERE. AARKIETECRAEBRNTRNER. NIRFEREUEITNEREED
X (Advanced Disk Partitioning. ADP)Z 73 X E). RFIEREMAHAR Y T =T REB 7.

SRR AIESBIEEER GHE T, MRRBATRIMIBMANBZIFAER. REFRTEEFR AL
#1Ro

U2 localhost: disk.encryptNoSupport: aler]: #MBIFIPSIANEAIINZRIRTHES #0. 2. M
PATUUTH B localhost: diskown.errorDuringlO: error]: disk™ error 3 (disk failed) on disk
error occur. MHITATHE:
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boot ontap
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LOADER-A> boot ontap menu

<output truncated>

All rights reserved.

KAhkAkhkAdk kA A hhkkhAhkhhkhkhkAkhkhkhkkxhrkkhkkx
* *
* Press Ctrl-C for Boot Menu. *
* *

kAhkkkhkkhkhkkhkhkhk kA khkhkkhkrhkkhkhkhkkhkrkhkkrrkhkxkkx%

<output truncated>
Please choose one of the following:

Normal Boot.

Boot without /etc/zrc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

)
)
)
)
)
) Update flash from backup config.
) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 22/7

(22/7) Print this secret List

(25/6) Force boot with multiple filesystem
disks missing.

(25/7) Boot w/ disk labels forced to clean.
(29/7) Bypass media errors.

(44/4a) Zero disks if needed and create new

flexible root volume.
(44/7) Assign all disks, Initialize all
disks as SPARE, write DDR labels

<output truncated>

(wipeconfigqg) Clean all configuration on boot



device

(boot after controller replacement) Boot after controller upgrade
(boot after mcc transition) Boot after MCC transition
(9a) Unpartition all disks and remove
their ownership information.

(9b) Clean configuration and
initialize node with partitioned disks.

(9¢c) Clean configuration and
initialize node with whole disks.

(9d) Reboot the node.

(9e) Return to main boot menu.

The boot device has changed. System configuration information could
be lost. Use option (6) to restore the system configuration, or
option (4) to initialize all disks and setup a new system.

Normal Boot is prohibited.

Please choose one of the following:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.

(11) Configure node for external key management.
Selection (1-11)? boot after controller replacement

This will replace all flash-based configuration with the last backup
to disks. Are you sure you want to continue?: yes

<output truncated>

Controller Replacement: Provide name of the node you would like to
replace:<nodename of the node being replaced>

Changing sysid of node nodel disks.

Fetched sanown old owner sysid = 536940063 and calculated old sys id



= 536940063
Partner sysid = 4294967295, owner sysid = 536940063

<output truncated>

varfs backup restore: restore using /mroot/etc/varfs.tgz

varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: attempting to restore env file to the boot
device

varfs backup restore: successfully restored env file to the boot
device wrote key file "/tmp/rndc.key"

varfs backup restore: timeout waiting for login

varfs backup restore: Rebooting to load the new varfs

Terminated

<node reboots>

System rebooting...

Restoring env file from boot media...

copy env_file:scenario = head upgrade
Successfully restored env file from boot media...
Rebooting to load the restored env file...

System rebooting...

<output truncated>

WARNING: System ID mismatch. This usually occurs when replacing a
boot device or NVRAM cards!
Override system ID? {y|n} y

Login:
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@ AERTHNERRERFABATRANZE, TREENBIVAUERFEEE, BHMA
gerp -k ERE M AR THE M ONTAP B3,

ISJF nodel &3t

B ERBENRSIRRIIENode 1R E, ATYEROAE. BEFFYBFEOMIBT
RIS EIERTT R 10

XFIAES

ERABAERIZEEIREnode1/5. BFBRIEHREEERRE, BUTMFR nodel MAfhE, ARMER
il 28 IR Fo

LB, EREZ B, ERISARRENEER, BN nodet ZEMZEIHMNMHE,

I
1. Z83F node1 BB EMANHE:

cluster show -node nodel -fields health
health FEEMIBENA true o
2. B3 node1 BE 5 node2 BFRA—&E, HEHIBTRARERYF:
cluster show
3. YHREBRANPRIET -
set advanced

4. BEEHIREIIREIRS, HRIEHREATEERS, UKREELTF nodel HEZHIAVRE, LUEHRIT
LIRS ohAR LIRSS

ssystem controller replace show
sERGUTHIBEEMR show-details

S. IRE 1= B3 EHUR(E
sRYHTHIRERE

6. FHBEEMIREREFEUHITTM, HETRUTHER:



Cluster::*> system controller replace show

Node Status Error-Action
Nodel Paused-for-intervention Follow the instructions given
in

Step Details
Node?2 None

Step Details:

To complete the Network Reachability task, the ONTAP network
configuration must be manually adjusted to match the new physical
network configuration of the hardware. This includes:

1. Re-create the interface group, i1f needed, before restoring VLANs. For
detailed commands and instructions, refer to the "Re-creating VLANs,
ifgrps, and broadcast domains" section of the upgrade controller
hardware guide for the ONTAP version running on the new controllers.

2. Run the command "cluster controller-replacement network displaced-
vlans show" to check if any VLAN is displaced.

3. If any VLAN is displaced, run the command "cluster controller-
replacement network displaced-vlans restore" to restore the VLAN on the
desired port.

2 entries were displayed.

@ TEUIRVESE B, re-creating VLANSs , ifgrp ¥ broadcast domains_section EE&r &N
_Restore node1 EHIMLBECE,

7. EIEHIRERATEHERESHNERT, BEHNIT AR nodet ERIMEALE,

IEJR node1 FHIRKRECE

ik node1 b FHEARSHE S node2 BERE, BHIA node1 EE/RT nodel BY VLAN , $EOILAF#59,
ttoh, IEIEFRE node1 Min ORI E AL EEEHIEMAY g,

XFIAES

BXREVEMEMEE VLAN , ZOANERINFAES, 15BN "S5 =M #8322 Network Management
‘o

p
1. FIHEALNT = 1 LHFREYERO:

network port show -node nodel
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LB 2R R ERUFR B IEMLRIR O, VLAN mOMEOHRRO. EitEmdid, EeIES ONTAP B
REEYEIRROBE &8 I #8E. &r]LUER i R EE B E RO M LLis O A EZ AL Bim O,
VLAN EAimOs A FHEE LIF BRI ¥32im 0,

. BUHHEERY F AT iR

network port broadcast-domain show

- ST S 1 LA RO MmO R 5 R

network port reachability show -node nodel

BB BT LT R BRI

Cluster::> reachability show -node nodel
(network port reachability show)

Node Port Expected Reachability Reachability
Status
Nodel
ala Default:Default ok
ala-822 Default:822 ok
ala-823 Default:823 ok
eOM Default:Mgmt ok
ella = no-reachability
ellb = no-reachability
ellc = no-reachability
elld = no-reachability
e3a = no-reachability
e3b = no-reachability
eda Cluster:Cluster ok
ede Cluster:Cluster ok
eba = no-reachability
eTa = no-reachability
e9a Default:Default ok
e%a-822 Default:822 ok
e9%9a-823 Default:823 ok
e9% Default:Default ok
e9%b-822 Default:822 ok
e9p-823 Default:823 ok
e9c Default:Default ok
e9d Default:Default ok

22 entries were displayed.

ELERRBIFR, nodel EEHRITHIZEET. REWOFRBRIAENYE, RALKEYEEE. EXIEER

BN ok LASMYRTHIEEREA TR .



EARHRIE. MEmAREEZEANENR, FrEHAMNEEEER BNE, HEMNS
i O RIIA R RN EL, B2, T3 LIF M node2 #%[E] node1 Z i, EAAMIEIUEMLE KR
BRI TR T

4. EAUTHSEUTIRFEE node1 EE M HORENARIERERZE ok BIRJIGRIME:

network port reachability repair -node node name-port port name

a. YIRiH 0
b. VLAN %01

TNERZEMTF AT REIBY S

Cluster ::> reachability repair -node nodel -port ellb

Warning: Repairing port "nodel:ellb" may cause it to move into a
different broadcast domain, which can cause LIFs to be re-homed away
from the port. Are you sure you want to continue? {yln}:

FHFANARMERES AT e S HEIFrE BN RMERERENED, VERESEE, N LEFIFR. R
TEETRI D*D@Lﬁﬁ@é y 3% n AUEE,

WP EYIRIR O AB TR AR M

WK im O rih e E R

EHITRIARIEEERY, ONTAP ZERIHFIHAMETEERRI #FEHR, B, MRTEHEFRE N iEORIE
R, HEZEORETEMINAT B, N ONTAP R /oX i 6 =2 H#I #&E.

S. WiFIm O A iGR) M
WL O RG22 R
WMRFBIRONE EMEEH RN ERI P, MW network port reachability show BRSRN
BErE EEZEHONTIFRMERSIRE N ok , WFEMIBEZMNHRO, WIKSIREN no-reachability
o ﬁﬂ%ﬁﬂlﬁ'ﬁD?Eilﬁ’ﬂk/uz—mﬁﬁﬁ\lﬁﬁﬂ, 1ﬁ&?’iqﬂﬂﬁlﬂﬁﬁ?ﬂﬁjﬁlﬂEfﬁg#ﬁﬁfh%ﬁq]u\m_zﬂﬂ”ﬁ?
i =

6. WIFFrAIRORTHEE T Hig+:
network port show

7. BRI E RO S RE T EMNRAERET (MTU)

network port broadcast-domain show

8. FAHALUTLEBILRR LIF £iwM, IBEEERXRRED Vserver M LIF Fix[O (WIRA)



a. FIHFrE E BT LIF
displaced interface show
b. IFR LIF TR =fE 0!

displaced interface restore-home-node -node node name-vserver vserver name
-lif-name LIF name

9. WitFrE LIF 25 BT RO BEREERE:

network interface show -fields home-port , status-admin

TEARENTR 1 LIRRZEAEESEAE

R E(FEFANetAppR AN (NAE)Z NetApp BN (NVE) W BEAH R RS _ERIEH1TN
Z. WMBRELNETIHFTR. WRAREME P key-manager. MTEFEFARLIEnode
EEMnode2 EFEM B AR EMInode1B. FJRERREMIE. EAnode B FEMEEF
REBANFTENINZEZ,

KTFILAES
RITUTEZR, BNBEERDSIHTA:

g
1. Mnode1izfT AT &<

sSecurity key-manager IREEF

2. EEFHEMIIERSZHI. i5WFnodel EHISVM-KEKZ (AR E IR E F"true"

::> security key-manager key query -node nodel -fields restored -key
—-type SVM-KEK

Nl

::> security key-manager key query -node nodel -fields restored -key
-type SVM-KEK

node vserver key-server key-id

restored

nodel svml " 00000000000000000200000000000a008a81976
true

2190178£9350e071£fbb90£00000000000000000
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= 1 HENIERRSH NAS #UE LIF A= 2 B ohEIFH %
ERNTR1

E393Enode1 FMIMBELE 2 5. UMIEEE S Mnode2EFHE (I Enode1 Z A, BEEW
IEnode2_E HHI/E Fnode1BINASEURE i BHIR B EMnode2E i E i EInode1, LEoh,
B ATEGIE node1 ERETEE SANLIF,

XFIAES

TEFAHRIRIES BRI, JTAZ LIF 2032 SAN LUN BURE. FAERHRE, EHHRSETIRALHESE SAN LIF .
PRIEFRER SAN LIF BRESEIHIRE, SNASTEENXLE LIF o £ nodet Bkil/E, EHHRIE LIF BHIETER
FALT AR A RA Lo

p
1. 8 EFE (R IE:

sRSEIEHIRERIME
RAGERHITUTES:

© BEfhENE
° R ID 1E

° BRhRARE
© BIRFaRE

° M AR E
AR R TE R AT A ) e BRI ERE (=,
2. ATRLE RN IA) A ES |
network port reachability show -node nodel
MINFFEEEEmO (81EEO4AF VLAN i50) MRESIYETH ok,
3. RS EMEMIRIE:
sRFITHIZRERINE
RGEBHIITUTIRE:
° EEIEITIRRIRE
° £ LIF RBKE
WITRLERER, RASK nodet HHERIFRESH NAS I LIF EXTEAIZIHAY nodet -
RREHEMTTRG, EHREIRIERERR,
4. EREEMENM NAS iR LIF B ErRES:

11
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sRGITHIBEEMR show-details

MRIEHIBEIRELBEERE, BREHEERR WRE) , RAEEFREER reume HEHR1E,
MERE, FRMZEREFMESERN LIF . JIHAEEEMRA LIF

cluster controller-replacement network placed-interface show

NRBEBREM LIF , B ETRIERE nodet :

cluster controller-replacement network placed-interface restore-home-node
RS R ELIR TR AT RNEIRE:

sRGITHIRERnE

RSB RITUTERE:

© EEfhENE
© BEEITIRANE
- BREERNE
c RENRSHRE
© HEIRTNE
o B LIF R&NE

© BB
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