BohiT iR

Install and maintain

NetApp
July 02, 2024

This PDF was generated from https://docs.netapp.com/zh-cn/ontap-systems/a1k/bootmedia-replace-
overview.html on July 02, 2024. Always check docs.netapp.com for the latest.



H=x

BT R
BT B E LA - AFF A1K
KERBEIMZZEA- AFF A1K
KA Z T H28- AFF A1K
EIRF RN - AFF A1K
BhiRE MR- AFF A1K
INERE—AFF A1K
EHBE SRR O NetApp - AFF A1K 17

0O N DA N A A A



BRI

BohfT BB LA - AFF A1K

BEIN REFERRERIERN—AEXHN_RREXH (BEIRER) . RIBEK
KECE, ERILIITHRE T E R,

You must have a USB flash drive, formatted to FAT32, with the appropriate amount of storage to hold the
image xxx.tgz.

TERBTNRE image xxx.tgz XHEHIE USB IN7ZRTHEE, LAHHEELIIRIESEPFER,
* BRTRHRIRA G E IR MR R IR FRU At
B SN IERYITHIZE L AU TS BPRIG<S:

° B _IEhISR R B EHEPHRITHEIR R RS,
° health =252 R HIZRHY HA ECFfiEHI2s.

KREREINZZ5H- AFF A1K

ERARIIERISANERFNB R RS ZA, BOTIRERHIEHREIRE, 8
BEIREH N EIEEZITR ONTAP hitds,

If you have a cluster with more than two nodes, it must be in quorum . SIREE FRIAZNPE BTN RIFHYIE
HlBERRNE TR A EE R alse. MAMEXFZIRITH SR Z B IERGER ; 520 "H1H R 558F
7

Check NVE or NSE on systems running ONTAP 9.15 and later
EXRAZHIEHR 2. BRERIIRAKESERARTAEESNEMBHE.,

WIFREZAEIERICE

R
1. {8 _security key-manager keyStore show_fi ¥ HEZAEERET A T /ERES. BXFMES. 58S
T "security key-manager keyStore showFAf 51"

@ ISR REA B EHM SR EAE IR, KABEIE kxM1P. ARV M "Gep, HAINXLERBIRISIES
HIAS R A E IR XA A FE4EE external onboard o
c NRKXEREMABEE. BHEE "KAZHEZE" UXAZHRT A

 NRGLTEREE. WRTRASR security key-manager RFEFHRES. BEEER Key Manager
LRFRZS

2. {EF_security key-manager key query_#< ERESNME R Key Manager o

° 1R Key Manager £EIE/R external BYIER, Restored 'true' MR UR S K FZHITH 23,
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° YR Key Manager B/REE! onboard , #H Restored FIE/R true, MEBFTHR—LEHMPE,

° WNR Key Manager B/RFEH! external , M Restored FERMFRUIMIERIAS true, NWEETH

—LEpgnL R,
° YN8 Key Manager B/REE onboard , M Restored FIERIRUINIERIANS true, MEHEETH
—LEpINL R,

3. I18 Key Manager £EER onboard H Restored FIR/R true, MFEHEFHDOKMESR:
a. ERFIRTEMBEHAN v . set -priv advanced
b. NS UBTRABEES R security key-manager onboard show-backup

¢ BEMMERNNBTEHZRROXHRATXM . ERRRRERFHIRE OKM BISER T, EHE
Eo

d. BRI L etXAZ T HIZ3.
4. 9N Key Manager BREE onboard , FH Restored FIRRBEUINIEMAR true:
a. \MREsecurity key-manager syncan<: security key-manager onboard sync
@ ERTAFLMASZNFRNFEBRFIRGZAEIERIDIRIE, MRLTERHEREIZIE. 15
BXZANetAppzH§EB]o  "mysupport.netapp.com”
b. I8 Restored FTE BPIIEEAMIFIER true | security key-manager key query
C. ISFRBIZE R Key Manager /R onboard, REFHIEHPOKMEE.,
d. MASLUBTEREEEMNSE security key-manager onboard show-backup

e REMERNNETERERREINHRATX . EARREFHME OKM BZBERET, ERE

Eo
f. O AR MK AT HIZS.
5. YN Key Manager BREH external , 7 H Restored FIRREEUINIERAZR true:

a. BN EREESNRIIEATRINERBPHMET R security key-manager external

restore
RGBSR, BEBITEXRNetAppZFERI ] "mysupport.netapp.com”s

b. I8IFRE Restored NFAE BMNIIEZEFAETRY true : security key-manager key query
C. f&E] AR S X A 2RI H 28,

KHAR BT R EE- AFF A1K

5eAX NVE Bf NSE £5/5, BFEEXARIRIEHIE. ERERTENEENRIESE XiH
IFERBIEH RS,


http://mysupport.netapp.com/
http://mysupport.netapp.com/

T 1 . KREHERR

EBXAZHITHIZE, BHIRERHIZSRES, FEVEMNIZERSIZS, UESITIEENITHISSREMNT
BT HI2sTE B IR AR,

XFIbES

* MREFEANESANRS, NS MBEKREZIRITHIZZSCSITIAMNEMER cluster kernel-
service show, cluster kernel-service show @3 (TEpriviaRiZD ) AT 2R T KRB 1% =B
HIRE. ZH AN AERESURIZT REE TR,

/1 SCSI IR RS SFHEN SERTFHEMT RIRFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R HRETITIRR
RFNIERIBSE R RIE TR A EE T alse. MHBTEXAZHITHI R 2 AIE ERER ; FE0 "
RBoR5&RERD"

TR

1. ANRB AT AutoSupport. M@ & AutoSupport;H B2 1B ENAIEZEF]: system node
autosupport invoke -node * -type all -message MAINT=<# of hours>h

L FAutoSupport SHEZ IEB 6B/ clusterl:> system node autosupport
invoke -node * -type all -message MAINT=2h

2. NIBTTIERRITHIZSIIEHI A2 BEMIE: storage failover modify - node local
-—auto-giveback false

@ LI&EZF_ Do you want to disable auto-giveback? Bf. Ny,

3. RRITHIZE B R/ LOADER $&7R%F:

NRZIRIEHIBEET .. A ...

LOADER 1277 BET—%,

EEFHFRE ¥ Ctrl-C , AREHIUEREIE v,

ARSI REBRERA MIBITIEEEHIZZEEREESHMITHIZE: storage

failover takeover -ofnode impaired node name

LT H 28 B 7R Waiting for giveback... BY, #& Ctrl-C , ZAR[E]
%
= Yo

JEIN 2 . $5HI2S(IF MetroCluster H1

BXAZHERE, EOMRELEHSRIRTS, HAELEMZERHIER, UEETEBTRISRSASMZ
BT H SR B R EURE,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R R ITITIRR
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REFpIEHISB AR RIS TINR S EE T false. MATIEXR AR FITHIR Z AIEE PR ; BESL
"W R5REED"

* NREERBZE MetroCluster BEE, MHAFAIAEEE MetroCluster BBERTES, HEATRATERH
BIFERIRS (MetroCluster node show) o
TIE
1. MNRBAT AutoSupport , M@ EA AutoSupport JHEZIEBTNBIEZES]: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

AT AutoSupport JBEE 2 1EBRIBIEZRFIFET: clusterl © * > system node
AutoSupport invoke -node * -type all -message MAINT=2h

2. NIBTTIERRITHIZSIIEHI A2 BEMIAE: storage failover modify - node local
-—auto-giveback false

3. BRITHIZE B R/ LOADER $&7R%F:

NRZHEHIBETR ... B4 ...
LOADER 127 %F BET—%,
EEEFRRE 1 Ctrl-C , ARTEHIUERIEE vo

AR TR EERRT A MNESTEENERSZENEERERNEREE. storage

RGKERRL) failover takeover -ofnode impaired node name

L ZRITH 28 B 7R Waiting for giveback... BY, #& Ctrl-C , fAB[E]
z
= Yo

B EEn7 T R- AFF A1K

BEERBHN . BETMAREEEEH FTRAZEERR, HTFRBNENNR. ERAE
ERRPLTEENBNR. FHRONTAPBRE MUSBIAFIR 2R Z i EI BB BT B

Step 1: Replace the boot media
BT R FRAAERIERAE. mLEE MRS E TRREIAE,


https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

1. NRE W RIEH, BIEMEM.
2. \=EHIZERIPSU LR T BBIRL.

() NREERGEEEREE. T RRELRS RS (PSU)NIEE.

a R TSI RAEBEROFTE R, HEVEBSOEREN LTS, ERERREERIEE
PR EIER .

b. [ TR A ISR, SRR AT SRR IR, B AR,

C. ¥ FSystem Management (RAEIR)MILIEH, MICHATEENFE,



d. BFoieHim T RREEREUE.
e B R FHHEN ISR A OH B RS EEEIRIBAIME. MHUEREIT RS EIEEIR,
f BRAEEERBERFHEE L. LUERTLUARBEIT.
3. MNERERAMIFRE RN
a. BT EEMERE.
b. m_EiER BRI R, BEMEERBH. AERE—S,
4. BERBINRLEI ARG EERIRF:
a. BRMNRNASSHEIN=NTT, ARFEEREEENGE,
b. FABEIRH TS MIA FHEAX B ENIT o
C. T BIERM. M TIRRITERNBR. ARMABERE.
S. BEMTRERAEIERIR,
a. FIEREHUEEHEA DBLEMTT.
b. BIRREZHBANIEE, HEETE2BANE, AERORAM—Em LR, MRBRRHEEL,
6. B EEFRE IR EIX A E,
a. EfNAREERRHITRRE,

$2% . FONTAPIM G E BT KA
BLENBRBINBUKEONTAPHYS:, FIEEEFERAUSBAFEIRENZRZIRIONTAPIIE,
FFoaz Al

* BAE—1THUSBINEIRTNZE. I AFAT32. BE2E/V4 GB,

* BRTURA SREHISR EEEITRIONTAPIRE R AAERIAVRIZA, &R LAMNetAppszHFih = ERERD TH
MERZAYARMER " EL"

° YISRSZHRINVE. IFRIBE T HIRHPRIIAA. EANetAppEIIE FEBRE,
° INRAZHNVE., BIRE THIRH PRI T H A HNetAppEMNZEBIIRE,
* IREMNRFERHAX . WATIEEHISENT R EE RO (BE He0MER ) Z B I MAER,
p
1. NTFEHBENARS G EES "NetApp sZHFih =" FIUSBIAFIREHER.
a. MTIE LAY"Downloads"(T &) S AR S5 ARG N H I 10 A AN LAY TE==1El,
b. fRE4EARSS IR,

@ MREB(EA Windows IRINNE, EZ0ER WinZip IREXNK B ohiRER. ERAEMEIT
B, 140 7-Zip 3% WIinRAR o

USBINfZIEEhER N BB T K28 IETEIZ1TRIAERZ ONTAPRR (R,

C. MEIZAFEMAENE USB INFIKE2S.
2. BUSBINTFIEch 2R BN\ ROt EIRIEIR ERIUSBIEIE,
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HaRE USB INTFIREhE LAEMEITE USB IREMIEIEF, MAR USB EH&imaH,
3. BERMIENBIRIZE. AEENREBREAETES,

R REMEEIASGE. £HI2FZENEE.
4. 1% Ctrl-C 7£ LOADER {2 RATAMELE, AFPETEENITE,

MRKRBRUBES, 1FZ Ctrl-C , EIFEMLUBhEIEIPR, AREEERIZBUBhEIMEER,
5. 1Z LOADER R fFAbis B MR R E R .

° NRBEIEDHCP: ifconfig e0OM -auto

@ TECER BTG QB EEEMEIEREIR var XHERSHE, BTF5IETERRITH SEH

SIRAIEHIZR#TESHB K. You can also use the eOM port in this command.

c MRBEEEFoNEE: ifconfig e0OM -addr=filer addr -mask=netmask -gw=gateway
* filer_addr RFERSRY IP ik,
* netmask BEEZE HA Boxd T RV EIEMLE I ML 18R,
* gateway MM X,

() coEOTsRERmsy, S5HEER, ETUEBHZTRRMA help ifconfig .

B EM{%- AFF A1K
BATM USB IXGh28 25 ONTAP %, TERENXERSEHWIFIFIET S,

S
1. NINEREFR AL, MUSBRNEIREIZZEENREME: _boot_recovery _

HEBREIG M USB IA7FIRTHEE T #o

2. HIURRE, BRABGERESRE LIESAERHERIARE,
3. R var XHERS:



MRENRE ... A ...
WL8IEE a. ERHEHIzs L. BEIFNR Y Do you want to restore

the backup configuration now?

b. ERFEHIER L, HRFIRTESIMR Y_
/etc/ssh/ssh host ecdsa keyo

C. FizTIRR RIFMIEC 1T HIZS £ BZREHI2g B N ERNER
%1 set-PRILEGE advanced,

d. FEETRERFNEXIEHEIZE L. iE1Trestore backupdi<
. system node reRestore -backup -node local -target-address=
#1_none_ip_address.

@ NREERREINERUIMNIEBEE, BEKAR
"NetApp 5"

e. FEIETIEBMECXHEHIZE £ RRiiTH|SMmE N EIRRF: set
-PRILEGE ADMIN,
f. EZTHIgE L, E?UEYTE_y_Was the restore backup

procedure successful?,

g E=HEHIZE L, BEINR vy ..would you like to use
this restored copy now?e

h. ZZHITHIE £ ERARTEMRIZHITHSRER v . ARE
?;z_CtrI C_L#)\F'ED*EO

i MRAKAERME, 15%EE_Option 1 Normal Boot._, &ENI%%E
B, "RRZBPEIEE"

J- Bl B B RE R R T H 88,
k. f§£_storagetflfE %75 5iE-from node local_#p< 3R 1528,

.. AR BEFF_storagefEHT%1&24-node local -auto-Riktruedn
LERBEHRE. WIEFRBhAIE,

l. 4NSR/Z AT AutoSupport. i5EF_system node AutoSupport
invoke -node *-type all -message Maint=end_# <A R/BGEEEIE
ShfellfeES N

L8 EE BXR, "NetApp 5"

TMEIESE, FF MetroCluster IP BX&R, "NetApp 255"
&

& iwE—AFF A1K

B AET IR IR RIS E TR E TR A 7T IREZIAEIEES(OKM). NetApp
FHENDZE (NSE)ZNetAppE NI Z (NVE) W ARSI T B,
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() WREATNSESNVELRIRHSSMIZREIRS. NSRS R ANBRIEE.

g
1. Fizhl B 4 4% T B ARTHI2s.
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%I BAERHEHEERRSREENRS
MONATpEEhR BT RIRHZ A E RS E.

FaaZal
EROKMECERY, FELUTESR:
* BRIANEECENEEEIE BN EAREEREE,
* "IREEAEIESFNER"(ENX)
* BT AR H R A SRS MM RS CENEEEE" 318, ARBAL.

g
1. MONTAPBoh3 £ HEFIEIN10:

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 10

2. HIAE IR EUREE, This option must be used only in disaster recovery procedures. Are you sure?
(yorn)’'y

3. WAEEESCEMNZEBIEER X,
()  wAEREEN. BEHATRERETRA,
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:
4. MANBENER. BENABMFIEEMNITMLEILERENDTT.
FERARERAREER,
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Trying to recover keymanager secrets....
Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

Rl b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b S b b b b b I b b b b g
*khkkkkhhkkkhkkkhkkk Kk k%K

* Select option " (1) Normal Boot." to complete recovery process.

*

* Run the "security key-manager onboard sync" command to synchronize
the key database after the node reboots.

R R i e S b 2h b I b b b 2h S e SR b e Sh b SR b b g b dh b b dh b dh b 2 Sb b b b b 2b b b b dh b 2 db b b Sb b 2h b 2h b db b 2 dh b b S

RR b b b b b b b b b b b b b 4

@ MREREHAR, B74EE Successfully recovered keymanager
secrets. HITHPEHIFRUEEEIR,

6. MBEhF 8 FEIRIEIN1 AR EE B EhEONTAP,

R b b I b b b b I b b b b b b b S b b b b 2 b S b b b b B b b d b b b b b b b g b b b b I b b 4 b I b b b b b b b b b b i b b d b i 4
khkhkhkhkhkhkkkkkkkkk

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA AR AR AR A AR A A A AR A AR A AR A AR A AR A A AR AR A AR A AR A A A KRR A AR A AR A A A A A A A A A ARk k K

khkkkhkkhkkhkkkkhkk kK kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

)
)
)
)
)
) Update flash from backup config.
) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 1

7. BIAEHIBSRIEHIE B8R waiting for giveback..(Press Ctrl-C to abort wait)



8. MECH T IR EE X ITHI2s . _storage#P&E4%:#% 3 1E-frofnode local -only—cfo-Aggregates true _

9. (NfEFACFORARBNG. 1BfT_security key-manager onboard sync_#<:
10. IR EZ A E IR R EECE B E RIS

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume

<volume name>" command.

1. HIRFAERAYBRS . security key-manager key query-reRestored false

There are no entries matching your query.

() tEreveds¥ihifikialsest, T ETEALR

12. NECH T T B & . storagetfif&4:75-from node local

®I2: BEINIRAEERRSREENRS
MONATp/EEhR BT RIMNPEZ A E ISR E.

J-T#L‘Zﬁﬁ

RFEIMPEZAEIESREKMELE. BHEEUTER:

© BEBER—MERT = _EM/cfcard/kmip/servers.cigXXFHIEIZS. SEUTEL:
* KMIPARSS 283k,
* KMIPi® [,

p

—NEET A HE F ImIE B8/ cfeard/kmip/certs/client.crtS YR8,
—NERT AN EFiEE A LM/ cfcard/kmip/certs client.keySXAFRIEIZS,
—PNEET S KMIPARS3 28 CARY/cfcard/kmip/certs /CA.pm X 4RI EIZS,

1. MONTAP S Eh 8 FhiAFIEI 11,

13
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Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 11

2. FIRRE. MIAEBWRERRER:
8. Do you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}y
b. Do you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}y
C. Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n} Yy

d. Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}y

EHAILUER U TR

€. Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}tn
i. Do you know the KMIP server address? {y/n}y
i. Do you know the KMIP Port? {y/n}y
3. A NMETRIREEXER:
d. Enter the client certificate (client.crt) file contents:
b. Enter the client key (client.key) file contents:
C. Enter the KMIP server CA(s) (CA.pem) file contents:

d. Enter the server configuration (servers.cfg) file contents:



Example
Enter the client certificate (client.crt) file contents:

MIIDvjCCAqagAwIBAgICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBgNVBAYTALVT
MRMwEQYDVQQIEWpDYWxpZm9ybml hMOQwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBkS1
MSUbQusvzAFs8G3P54GG321IRvaCFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wgSOUXDYtJs1+RB+wO+SHx8mzxpbz3mXF/X/1PC3Y0zVNCgbeieek62si
Fp8=

Enter the client key (client.key) file contents:

MITEpQIBAAKCAQEA0OUleajEG6QC2h2Z1ih0jEaGVtQUexNeoCFwKPoMSePmjDNtrU
MSB1S1X3VgCuE1Hk57XPdg6xSbY1lbkIb4bAgLztHEMUDOkGMXYAkb1Q=

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwIBAgIBADANBgkghkiGO9wOBAQsFADCB]jzELMAKGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRnYUOWE2gDL61cQ3/jkm7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig eOM'

kmip init: cmd: ReleaseExtraBSDPort eOM

4. MERTERTEM

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

15



5. MBEhHE 8 iR I%kIN 1 ML B EhEONTAP,

KA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR A A A A A A AR A A A A A A A A A A A A A A A A AR KKk ko k
* ok ok ok ok kkkk ok ok ok ok kk

* Select option " (1) Normal Boot." to complete the recovery process.
*

R R i e b i 2b b b b b b 2h b b dh b e S b SR b b b S 2 b db b b db b 2R b b b b b db b b b b db b 2R Sb b dE b S Sh b b db b dh b 2 db I b 4

R b b b b b b b b b b b b b 4

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

)
)
)
)
)
) Update flash from backup config.
) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)7? 1

SERETTT BT R
HEERMGE. BITRRANEHREFERTRBHN RERIIE,
1. 1EEH S RL:

MRIEHSER ... B4 ...
BRI BEDEC,
EEFERE REECx 2R

b. T@Eﬁ_storageﬁiﬁﬁiﬁ%show_ﬁ%‘%\ﬁﬁi}\ Birizhl2s B AT HITIRE,

2. {#F_storagetfl[E4:T5351E-fronode local -only -cfo-Aggregates truedp 515 I & 45 15 ERC I HIZR H 3T
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& B il 28 77 fifo
° IR LEEELEREMRM, FYIREARIEHE, ERUEREEEED, HRIWEIEREEN

o

 NRIHBSHEEEN TR RMRE MEM. BFEFS2H. UMEHAFRAERN T R ZEEL,
° YR d<HE NDMP , SnapMirror ¢ SnapVault #iZMEN, HRZALHE. EXFMAEE, FESIHE

RIS



10.
1.

E[F3DT. AREER_storagetfifEi % show i LB IEEZZ IR,
7Ecluster-shel 2T, %\_network interface show -is-home false_#<. FIHEAR7EE FiTHI2eMiEO L
HZiEEO,
WMRFIH TEAEO false, 1EER_netint revserver cluster -lif _nokename_#p< 3§ Xtz iREREIE T
i S
RiTHl e st = BInITHIZS. JAIFIBTT_version -v_gp < UG EONTAPARZN,
{#H storage encryption disk show &E&HIH,
f£/8_security key-manager key query i< ERFIHEIERS 2 L FEN S M IRIEEANZEAID,
° 9NR restored column = yes/true , MRTECTHEIRIIE, HAIHETH BRI,
° YR Key Manager type = external # Restored FI=LIIMIERIAS yes/true, 1BE
FA_security key-manager External Restore_#< R &4 10IEZ BHIZHEID,

() mmessm, ERAEPZS.

° 1R Key Manager type =onboard #l Restored F=LISMIMEMAR yes/true, BFER_security
key-manager onboard sync_fr<RF B EGT R LTR/DEIREZ TR,

88/ _security key-manager key query_#r< IIEPRTE S 9KIE Restored ZFARIY= yes/true o

Bz &4 B R 1T H28.
£/ storage failover giveback -fromnode local S RILIT 280
MR EMER_storagei’fE4%T51E-node local -auto-Riktruefs SRR BRIR. MR BEH3TE.

YR BT AutoSupport. 1EfEA_system node AutoSupport invoke -node *-type all -message Maint=end_
i LIER/BUHR LE B el A,

IS FE SR 4R [E]25 NetApp - AFF A1K

REBEMHREMEY RMA BRI 3R 4HRE] NetApp o IS0 "ERFIREIFNHAZS ; =i
B, THEZER.
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