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AFF A220 R AN HFF IR R EZR,

BN R E RSB ERN— AT XM _RRZAXG (Boiif) . RIBEHNNSEE, ERIURITE
FRif AR E iR,

EATEFRBR A fat32 19 USB NEIERNSE, HEAGELMERARRER inage xxx. tgz X
EENUTIE image xxx.tgz ST USB N7EIREE, LUt E SRS B,
© BB RNOEREHI RS BEREER var XHRS:
© BHTETEIR, BAE HA SEETIMELER var XHERS
o BETRUER, ERBENEEENER var XHRS, BT EEESHEHFHA.
- ERTEHIEEA F R MR RREI B FRU 81,
© BENIEERIT S LA TS ERHS
o BT A RIS R T A,
BTN S RSN AN HA BT S,

WEINZZHAFFHIAZS- AFF A220

NRREERENEIERZ S, BEEWIFERSN R EMNNZZIALFERIRS, ER
FIONTAPHRZAS @B 2 5NetAppBINE (NVE), HIEXAITHIZB 2N ERPEERED
AFEEIRES. AFF A220 R ANNEZHEFFIR N RIMERF. AEFEMEMINRIME.
T 1. KWE NVE ZHFH THIEFHAIONTAPER S

R R HIONTAPER S 2 5 S #5NetApp &N E (NVE), LUEEE L T2 ERRIONTAPBRME KBRS 57T .
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1. KB ERONTAPRR A B S ST INE

version -v
MR EIE 10n0-DARE, MIEHERAR AR ZHRINVE,

2. THMFE NVE ZIFHIONTAPHE&:
° YR NVE: TEHFHENetAppEINZHIONTAPME
° YNRAZIF NVE: THATENetAppEINZZHIONTAPIRE



@ MNetApp3z /UL T EHONTAPIRREIIER) HTTP 3¢ FTP ARSSsEaiAstth >3k, £k
Bt R RES, ERFE ARG

EXAHEIEHISRZ R, BRIERAEERCEHENUVERR.
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1. MELNARG LERAT M ERERS:

ONTAP hR7s BITIER S
ONTAP 9. 14. 15 ESZhRZs security key-manager keystore show

* IRBATEKM. EKM NE&EHGSHETIH,
* MNREATOKM. "OKM M&tEdr< i F5d,

* NRKBHAZHAEESE. No key manager keystores configured’
NaEm<ShmEPyIH,

ONTAP 9.13.1 SRER kA security key-manager show-key-store

* MNBERATEKM. ‘external M&Em<HmHFFIH,
* NRBHATOKM. ‘onboard N&fE<iamtHsH,
* MNRRERAZHAEESE. No key managers configured M S 1EwD

LTI,
2. RIBAZHESHE T BAEIER, FITUTIREZ—!
NRKREEZAEIER:
TR R et X NIETHIZE, HASEHMITXIIER.
NRECE T HAEIER (EKM 5 OKM)
a. WALUTERGS, EFEREERPEHEIERRIRS
security key-manager key query

b. EEHHE %#ﬁ_EEPE’JfEO ‘Restored' ¥, ILFIHETREAEIEE (EKM 5 OKM) BISHISIEE
HERSERIINE

3. BIREENEAEER LA THEN RS E:



HNEREZEAETESS (EKM )
RIESESTH UL T, "Restored I F,

NRFAERBEHER true EBIRE !
BRI R X HASRIEEGIEE, HASHITIIIER,
NREFARETHERRE true’ T“BIRE"FIH:
a. BN EIRAERIAME D EHPHFE TR
security key-manager external restore
INRABSHITERY, TBEXRENetAppZ s,
b. HIAFRE S IIEZBHEMES
security key-manager key query
Haik "Restored SRR “true & A FFIE S HRIEER.
C. MNRPIERAMEME, WrJUAREMKFAHEITHIEFHUSEHITRNIZR,

IREZEAEIEE (OKM )
RIESESTH U TS E, "Restored I+,

NRFIERBEER true' 7E“BIRE"FIH:
a. &1 OKM 58
L PR EI S RAPRIER :
set -priv advanced
BNy SRR ERRT,
. BRBAEEEMER:
security key-manager onboard show-backup
ii. &5 B8 HIEI R IRA S B E XX,
MREEHRIRPEEFHNE OKM, EEBELENHES.
il. 13 [O]EIE ST
set -priv admin
b. R UL LMK IEITEIEE, HYLERITRIIER

NREFIRERRERZE true T EME"7H:



a. EFIRFEREES:
security key-manager onboard sync
HIRREY, BN 32 MFEENFERFAHSHNBRREERT,.

C) XEEERVEE EHZRAE RSN ENEESTERBEE, NRELEIERD
5B, BB RENetAppziF,

b. IBEHINFIE B IIEERHEME
security key-manager key query

ik Restored B8R true WFIEESMWIEZIAN Key Manager HEE

*onboards
c. &7 OKM 5 8.:
. R B SR PRAET -
set -priv advanced
BN Ty BB,
. BTREAEEEMER:
security key-manager onboard show-backup
ii. Y& BB RIRAS 3R B E S,
MRAEFHIRPBEEFoINE OKM, BREEELEHER.
iil. JREIEIRGIE
set -priv admin

d. eI T et XAHMEIETEE, HBRERITXIER.

X A=z Hlzs- AFF A220

GRS SR BN ERNIE R XSS ST, AFF A220 RSN ZIEE MBI EIR
2R, FLIEAMRBRIHNRME.

kI 1 . KZHECE

5ERE NVE 3¢ NSE £ /5, EREEXFAZHRITH 2.
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1. B2 HI28 2~ LOADER 127R%F:

MNMRZHITHIZRETR ... A4 ...
LOADER BT 2 "Remove controller module" o
FHESEFRE .. & Ctrl-C , AREHIRETRNEE v,

AT RERRTN AR MSTEBNEHSREENEERMERRE. storage failover

grEtg) takeover -ofnode impaired node name

‘_—leh? SH#128 B 7R Waiting for giveback... B, #% Ctrl-C , ZABEIE v

2. 72 LOADER 7754, WA printenv MIBRFIBBEHIMEEE, BiaHREFIBEXHEF,

() OREHRERFRTEERET, NS TR,

IR 2 . $THI2S{iF MetroCluster
5ER NVE 3¢ NSE 55, EREXFAZHITHER.

()  REORARFAN A MetroCluster BE, W/NEMILLBIES B,

BRAZHITH R, BOTHEERISARS, AECEMRERER, UESTESNIZHIZRHE MZIRES
e B TR (AR,

* If you have a cluster with more than two nodes, it must be in quorum. J1REEFKIAE |1¢'ﬁ§21§1ﬂk/ﬁ§§?
TS E R BIE TV A EERfalse. MAMEXFAZHRITHIZZZAIE ERERER ; FEL "Fh=5
EERD",

* NRIEFERBIZ MetroCluster BRE, MATHIAEEE MetroCluster FBERES, HFEATRATFEBHALE
EHVRE (MetroCluster node show) o

SIE
1. MR BT AutoSupport , NiET AR AutoSupport JHEZ1IFBTNBIEZES]: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours_ downh

AT AutoSupport ;SHEZIFBohtIB RGBS . clusterl : * > system node AutoSupport
invoke -node * -type all -message MAINT=2h

2. NBETIERBIEHI2SiEH S 2B EmhRIE: storage failover modify - node local -auto
-giveback false

3. ¥ZRIEHI2E 2N LOADER 18R 4%F:
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NRZHEHIBETR ... B4 ...

LOADER 1&RfT BET—%,
EEEFE & Ctrl-C , ABREEMBETHREE v,

AR EERRTT AR METEBNEHSRRENEERRAITEEE. storage failover

FHEET) takeover -ofnode impaired node name

L2IRITHI2E £ Waiting for giveback... Y, &% Ctr-C , ABEIE v

o
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AFF A220 AR N5 F BN iR E 2o
BERENNE, EUREHTSROEHSER, RESRBHINEHEEMMEERE USB N7ZEHE,

$£15: HTEHEER
EIEHEHIBRINAL, EUTEMRARE TEGIBIER, AEBE TEHSBER LHER.

1. MR EAREM, BIEMREM,
2. IMFPRAEAES A EIRIGE ENWIFE, AEMTHIZBER LR TRALEN SFP (MMRFE) , HiR

A A RIEIR (U B

RS BERLEERET, UWEEERTTESLEEREN, SEHIERF.

3. Mzl RRM A ERME T AL ERREHBERE S,

4. BENREBFENEM, BEREBRRAL, T2ITANREFUMPIRERITHIRER, AEARRFRHE

BRI AL A A



O JFIEHIBREIAENEL, BHBEFRRMRE L,
6. BHERFEURKER, AERLBEHITH, MMITAER.

.

£2%: BREHNGR
s FAESR B8 P B B Eh Y R FHR RS B T B L,



p
1. MR R, BIERREM,
2. (EFATESITHIZREIR ERY FRU BRETIEIB TR

3. REARINS LB EEE, BEMNFEMENETEN, AEEEEEAEEHREE,
() wosEm REER LA, BAXHTELRREERENNF.

4. BEABMNRBNES Boh T RIEENTT, AEREEEENGE,
o WERMNE, WMERETEEETHEIET.

MELE, BRHBMNT R REENENEGE,

6. AT BN BIES BN BINE LRI BIER .
7. & LTRSS ERIb S

% 3T BEmREEREIREN R

SR LUER B 22 & A USB INEIRISSEASMELZEIBERBINFR. B2, ENRNEIIRIES BEREE
[ var X R4
s IBHAEE—NENRIA 32 I8 USB (NEIRENEE, HEREF LN 4GB,

* SRTHIZRIEITHY ONTAP BGARAHEREIAVEIZS, A LAM NetApp 2t = Y "Downloads” #3593 T4
MERZAIAR

° YIRBAT NVE , BREBTHIRAFRIET, £/H NetApp HMNE THRE,
° JNRKEA NVE , BRI THIRATRIIET, EAMER NetApp BMERIIER T THMRE.
* MREMNRGE HA X, MRBFTEBMLEEE,



MRENAGRMIRLS, WAFEMKERE, BELR var XERZH, ERTHRITHINIERSE.

p

1.
2.

REH SRR RIESHRAFRFONTT, ARRKERNSERERENRS—F,
ENMRENLERRE, HRIEFEEMNAZHITHL.

ENRAE, MREBHTAREKRE (SFP) , BSBERREEN.
¥ USB INTFIKEhaS il N ITHIZRIRIR £ BY USB .
HtRRE USB INTFIEEER LRI A USB IREMIEIER, MAZE USB f=HaimOH,

RITHIZERT LA RSTR, BROCIBFEF USB iNEREIER, BAOEmNIEFUTERiEH SRR
BURLIL, RSB FEEXAMUE, ARITEEMEL.

irhlR—BReREENAES, mFBEL.

1 Ctrl-C TS chd e, HEMFEREFRTALEFL. NREDEFERHBEEE), 5% Ctrl-C ik ...
MRAKETUICHS, B Ctrl-C , EFRTUABEISIFRT, AREEEHEUBEIMERER.
MNFHERE—MEHIBRRSE, ERMERERATARR,

RGFHR R FETE LOADER 1R T4k

7E LOADER @R T ig B AR

° NRERIE DHCP : ifconfig ela -auto

@ LB Binis O REEE MEEZRLIR var XA SZHAE, BT 5IiE1TEENEH 2SS
SIRAIEHIZ#TESHB K. You can also use the eOM port in this command.

c MREREFohEE:. ifconfig ela —addr=filer addr -mask=netmask -gw=gateway
-dns=dns addr-domain=dns domain

* filer_addr RFERSRY IP ik,

* netmask ZIEEZEI HA EEx T RV B IR M LE D,
* gateway EMLEHIM X,

* dns_addr 245 LA FRARSS 236 IP ik,

* dns_domain @& &4 (DNS) H&A.

NRFEALENESE, NWEFEMEBERSEE URL PEATLREERZ. BRFERSBHEN

o

() eoEnTesssesy. SXFEES, TUWEBHRFFLEA help ifconfig,



RohikE &- AFF A220
AFF A220 AR N FF BN iR E 2o
IRATM USB IREHER/2 TN ONTAP MUE, HREREXERSGHTIFIfET S,

TE
1. M LOADER #@/RFT4t, M USB INER=IZRENMEME: boot recovery

HEBREIG M USB IA7FIRThEE T #o

2. HIURRE, ERABGERESRE LIESAERBBRIARE,
3. [E var XHERSE:

MRERY ... B4 ...
LR IZE a. YAGIRTELRENEKEN, & yo
b. RETHWR RFMITHIRGBENSEINRES. set

-privilege advanced

C. J&1T restore backup #F¥ . ssystem node restore-backup
-node local -target-address
impaired node ip address

d. BizHIZMENEIERRT: set -privilege admin
e. YASRIRTNEEREELRRENEEN, &y,
f ERFIRTEFBITHIZEN, Bvo

TEMLLERZ a. SRASIRTERRENEREN, ¥ n,
b. RFRTINENBIERS,
c. MERBFRBEFIEE * NEREEERAE * (BPRNF) EI

NRARFIRTEREERN, BT vo

4. HREFETERTRIRE:
a. ¥1z4128 2/~ LOADER 1271
b. f#H printenv mYKNEETEIRE,

C. MNRIFBETERIZTNHEAIRE, 1AM setenv environment-variable-name changed-
value 88T EHITIEL

d. 8 savenv S RIZFIIMAIEL,

5 F— N EUAFEHNASRRE:
c NBEMASKEE TIRBZIAEIE, NSE = NVE , BHRE RIEFEXE OKM , NSE # NVE
° MBEMRAKRIERBEAEIESE, NSE I NVE , BERATHNSE,

10



6.

7.
8.
9.

10.

1.

i

7£ LOADER #&27RfFF&L, HiN boot ontap #8<

MREEE ... A ...
ERIRTR BET—%,
EFEEFRE a. ERIFCxHEHILR.
b. £ storage failover show <IN BIRITHIZE B AR
1TRIE,

Rzl @ xR a1 28,
{# storage failover giveback -fromnode local i RIEITH2S
EEBRETFTA, A net int -is-home false BRKWEIZEREZO,

NREHEOTIA "false” , IEFEMA net int revert MYRXLEZEORFREIEFIH,

RiEw aaaZ EeBErERISE, AIRIETT version ~v S LUEE ONTAP hivzs,

fEF storage failover modify -node local -auto-giveback true mYZABMRIEE, A
41&1.@0

E1n%%- AFF A220

E MBI LRIINE. AFF A220 RSN FNBEIN RMERRF. FAIFEHE
TR E

RIBERRAEESRRE, TRENNTRURERFNE. NREFHELCHNREERAM I BHAEERS, B
BEEERHN RERI R RIHRINILE,

11



IREZAEIEEE (OKM )
MONTAP S Eh3 BE R AR 3 2 tAE 1288 (OKM) R &L

FaaZ Al

BRAREEESEFUTER:
* NSRS CENEEEIEN "EREREAEE"
* "IREEAEIESENFNER"

* EAUTARRIEHERSRE ERMEEIEM & iiE:

RIEIE 2

P

X T SRITHI2S:

1. BRI A S BRI H 28 L

2. MONTAPEEhFEH, EFMEN YLD

ONTAP hRrZs priz 21 gvll
ONTAP 9.8 SR EShRZS IR0,
BB ERA

"SNAIIIEAR E A SR E IR R () AL EEEERY

Please choose one of the following:

all disks.

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery

secrets.

(11) Configure node for external key

management.

Selection (1-11)2? 10

12
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ONTAP (R i1yl
ONTAP 9 7R ERhRZA EFRPRIAIN recover onboard keymanager

7/

BB ERA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

3. WIS, EHINERSEMREMELIZ:
BRRHRTRET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. MNEESCENERZIEM X,
MNEEEY, EHafRREMEBARS.
BRI
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

o BHANEMEER:

a. ¥5M5M BEGIN BACKUP 17ZI END BACKUP 1THIFFE RS, SERITS,
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BRI

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. M ANRBLERE, BRREER,
mELETN, FETUTHES:

Successfully recovered keymanager secrets.



BRI

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHHHERAEUTARS, B7N#HEEIE{E. Successfully recovered
keymanager secrets . H{THPEHIFRULEEIR,

6. 3R 1" MBI B4R R ThiH NONTAP,



10.

BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

A Hlgg TR e EmUTMER:

Waiting for giveback..(Press Ctrl-C to abort wait)

KT ERINFIERIZSE

AR HIEE -

storage failover giveback -fromnode local -only-cfo-aggregates true
KT RIIEHIRE:

{XfER CFO BERMfE, AP EAEESE:

security key-manager onboard sync

HIGRREY, WMAERSCERRSEAEIESRTEE.

17
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1.

12.

13.

14.

BRI

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED AT, MREISEHETRT, FESHEMES. MRRAPKY, NTEREISEE
R ZAIETHEIRERS. B7HERE, HEHRGEILERRPRIIALE,

HIAFREZRYIERY .

security key-manager key query -restored false

ZE R AMNREERER, MREMERER, BFEERTHS, BEIRBEERELENLL,
KT AR HIZE:

IR 8R

storage failover giveback -fromnode local

NRFERT Bk, WERE:

storage failover modify -node local -auto-giveback true

SR B AT AutoSupport. MR ER B &hIEEZRA]:

system node autosupport invoke -node * -type all -message MAINT=END

SNEBZIAETERS (EKM)
MONTAPE o ER RN R IAEIRSALE,

Friaz a0
MB—PEHT REEDPREUTXHE:

p

*Icfcard/kmip/servers.cfg X4 a3, KMIP AR5 283tk Alim O
*/cfcard/kmip/certs/client.crt' XX (FFiiE+H)
*/cfcard/kmip/certs/client.key X4 (ZFIHZEH)
/cfcard/kmip/certs/CA.pem X (KMIP 5528 CA IE$)

&



KT R HlE

1. A E IR R E R R ST HI28 L
2. JEIREIR 11" MONTAPB SIS &,

ERBhRERA

3. HIMERAY, FHRIAEEWRERIFRER:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

BRI

4. HIRREY, FRATFPRNRSSRES:

o

e o

®

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

WMAEPIRIER (clientert) XHHIAZR, 81E BEGIN 1751 END 17,

- BAEFmZE (clientkey) XHHIRNZE, B#E BEGIN #1 END 17

N KMIP BR5588 CA(s) (CA.pem) XHRZA, BFE BEGIN 1 END 17,

BHAKMIPARSS 28 Pt

- HIN KMIP fRSZ88im 0 (3% Enter $2{ERERIAIRO 5696) o

19
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Bl

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WmEPIETTR, HERUTHR:
Successfully recovered keymanager secrets.
Er vt
System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

O. JEFRETN 1" MIBBISR B ER R Th i NONTAP,



BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g
kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(1

1) Configure node for external key management.
Selection (1-11)2 1

6. MNRFLAHT BERE. WERE:

storage failover modify -node local -auto-giveback true

7. 9NRBA T AutoSupport. TER B &helEZ5:

system node autosupport invoke -node * -type all -message MAINT=END

S ER 4R [E]45 NetApp - AFF A220
akz,.“ﬁﬁffﬁﬁﬁﬂﬁ RMAm%EHEPE’J?mL, B PESR IR ElZ8NetApp, B "SR HEEIFIE

" BHERIESNNE. AFF A220R SN FoIBN RIMERRF. N5 EEE)
TRIRE.
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